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O npojykre

Indeed Access Manager (Indeed AM) 103BOJISIET MOCTPOUTH CUCTEMY [IEHTPATU30BAHHOTO YIIPABICHHS JIOCTYIIOM K

UHPOPMALIMOHHBIM pecypcaM KOMITaHHUH.

Indeed AM BxuIROUaeT B ce0st pa3UYHbIC MOLYIIH JIJIsl HHTETPAIIUH C IIETICBBIMI CUCTEMaMHU C IPUMEHEHUEM TaKUX
texHonorui kak SAML, OpenID Connect, FreeRADIUS, ADFS, arents! ayreHTuduKanuu. Takoi MOAX0/ ITO3BOJSET

3alllUTUTH JOCTYII BO BCC I/IH(l)OpMa]_II/IOHHI:Ie CHUCTEMBI NPECANPUATHA U aJalITUPOBATL PECIICHUE IO HYXX/bI 3aKa34HKa.

Monynu unrerpanuu B Indeed AM

AyTeHTU(PUKALMS 1 YIIPABIEHUE TIOCTYIIOM

Indeed AM He TONBKO HaeT BOBMOXKHOCTD IPUMEHSTH HaJIS)KHBIE TEXHOJIOTHH ayTeHTH(HUKALIUK [10JIb30BaTeNeH, HO 1
peanuzyeT (pyHKIMU yIpaBIeHUs JOCTYIIOM, Takue kak SSO U pasrpaHndeHue JOCTYIIA U Pa3HBIX TPYIIIT

MOJIL30BaTEIICH.

Paznuunble TEXHOIOTHHU MOYXKHO OOBEIMHSATh B OJIUH CIIOCO0 ayTeHTH(UKAIIMH, PeaTu3ys TAKUM 00pa3oM
MYJIBTH()AKTOPHYIO ayTEHTU(UKAIINIO. APXUTEKTYpa PEIICHUS MO3BOJISIET ONEPATUBHO J00ABIISATH MOJICPIKKY HOBBIX

TEXHOJIOTHH.

Kakwue texHonornu ayrentudukanuu noaaepxkusatorcs B Indeed AM

YcTraHOBKa

Indeed Access Manager ucrnosb3yer cxeMy pa3BepTbIBaHUS Ha CTOPOHE 3aKa3unka (on premise) — HelOoCPEICTBEHHO B
paboyeM OKpPYEHUH WM B COOCTBEHHOM JaTa-LeHTpe. 3aKa3ulK MOTHOCTHIO0 KOHTPOIHUPYET CPery
(YHKIIMOHUPOBAHUS CUCTEMBI ayTCHTH(HUKAIINH MTOJIh30BaTeNICH, JaHHBIE KOTOPOH XPaHSITCS JOKAIBHO U HEe

TepeaaroTcs B obauHoe XpaHUJIALIC.

Indeed AM nopyiepkuBaeT MacTabupoBaHue MOITHOCTEH (YCTAaHOBKY B PEXKHME KIIacTepa), Uit 00ecreueHus
TpeOyeMbIX YPOBHEH 0TKa30yCTOMYMBOCTH U MPOU3BOIUTEIBHOCTH. KitacTepHas cxema pa3BepThIBaHUs HE TpeOyeT

MIPUOOPETEHHNS TOTIOTHUTENBHBIX JINIICH3UH.



bazoBbIe KOMIIOHEHTEHI

B ocHoBe HH&Tq)OpMLI JIe)xar 0a3oBbIe MOIYJIH, KOTOPBIC PCATIN3YIOT 6H3HeC-HOFHKy CHCTEMBI U 00eCIICUMBAIOT

(YHKIIMOHUPOBAaHUE CEPBEPHOI HHPPACTPYKTYPBI 1 HHCTPYMEHTOB YIIPABICHHUS.

Cepsep ayrentudukanuu 1 ynpasiaeaus Core Server

CepBep SIBISIETCS SIAPOM CHCTEMBI U 00ecIieunBaeT (HYHKIIMOHUPOBaHHE BCEH IaT(OpPMBI, OH BBIOIHSICT
ayTeHTH(UKAIUIO MTOJIb30BaTeNel U peannsyeT Ou3Hec-10ruky pemenus. Cepsep npeacrasiser codoii ASP .Net
MIPUIIOKEHHE U MTOJ/ICPIKUBACT YCTAHOBKY B PEXKHUME KIIACTepa, NO3BOIIsAs 00eCIIeUnTh BEICOKUI YPOBEHb

TIPOU3BOAUTEIIBHOCTH U 0TKa30yCTOI>i‘IHBOCTH BHE 3aBUCHMOCTH OT MacITaboB BHEAPCHUA.

VYcranoBka u HacTpoiika Core Server

Karajor monp30Baresiei

Indeed AM ucnonb3yeT JaHHbIe O KOHEYHBIX MOJIb30BaTeNiax u3 Active Directory. DTo Te monb30Baresn, KoTopble OyayT

MIPOXOIUTH MPOLEAYPY ayTeHTHUKanuu ¢ nomouipio Indeed AM.

HOI[FOTOBK& KaTajiora IoJjb30Barelieit

ba3bl manabIX

Bce maHHbIe CHCTEMBI XpaHSITCS B SIMHOM XPaHUJIMIIE, K KOTOPOMY HAMPSMYIO 00paIiaeTcs TOIBKO cepBep. XpaHeHHe
U 1epejada JaHHBIX K CEpBEpY MJIM OT CepBepa NPOU3BOAUTCS B 3alIM()POBAHHOM BuAe. XPaHUIMIIE MOXKET ObITh

pacnionoxeHo B PostgreSQL.

Cosznanne 1 HaCTPOWKa XPaHWIINIIA TAHHBIX

Management Console

Brimosnaena B popmate BeO-ITPUITOKEHHS, B KOTOpOM aqMuHHUCTparopsl Indeed AM MOTyT IpOCMOTPETh ¥ U3MEHHUTh

napaMeTpbl CUCTEMBI U HaCTpOﬁKH HOHL3OBaT€Heﬁ, a TaKKE MPOCMOTPETL XKXYypHaJI CUCTEMBI.

YcraHoBka U HacTpoiika Management Console

User Console

I[aeT BO3MOKHOCTbB 3apeTUCTPUPOBATHL WK U3MCHUTDH aYTeHTI/I(i)I/IKaLII/IOHHBIe JaHHBIC (HaanMep, TCHEPATOPhI

OJHOPA30BBIX MApOJIeii), a TaKke MPOCMOTPETh UCTOPHIO BXOJIOB.

YcranoBka u Hactpoiika User Console



Moy nHTerpammn

&> Indeed ADFS Extension

JIByxdakTopHas ayrenTH(uKanus ¢ ucronszoanneM ADFS

&% Indeed FreeRADIUS Extension

JIByxdakropHas ayreHTuUKauus 11 nporokona RADIUS

% Indeed Identity Provider

MmuorogaxropHast ayTeHTH(HUKAIHS 1 CKBO3HON JTOCTYI

Indeed RDP Windows Logon

JlByxdakropHas ayrentudukanus s nporokona Remote Desktop Protocol

4 Indeed Windows Logon

Joctyn B Windows ¢ oMOIIbI0 CTPOroit ayTeHTH(HHKANK




Indeed ADFS Extension

Beb-npunoxxenus Ha 6aze cepsepa Internet Information Services (IIS) MoryT ObITH HHTETPUPOBAHBI C IPOTPAMMHBIM

koMiuiekcoM Indeed AM ¢ ucnons3zoBanreM MexanusmMa ADFS u kommonenta Indeed ADFS Extension.

Komnonent ADFS Extension peanusyert npoBaiijiep MHOTO(hakTopHO# ayTeHTH(UKamu 1yist cepBepa Microsoft ADFS,
J00aBIIsisl B IIPOIIECC NOMYyYEHHsI JOCTyIa BTOpoi (akrop. Takoi Moaxo/ 1aeT BO3MOKHOCTh HHTETPUPOBATHCS C
LIEJIEBBIMU NIPUIIOKEHUSAMU 0€3 UX MOAU(DUKALIUMK: IIPU BXOJE B IPUIIOKEHUE 110JIb30BaTeNb IEpEeHanpaBisieTcs Ha BeO-
ctpanuny ayrentudukauuu ADFS, rne uepes npoaiinep ayrentudukanuu Indeed ADFS Extension 3anpamuBaercst

BTOPOI1 (hakTOp, mocye ycremHol ayTeHTH()UKAIIIH TT0Ih30BaTEIb BO3BPAIIAETCS B [IENIEBOE PUIIOKEHHUE.

YcranoBka u Hactpoiika ADFS Extension

Texnonoruu ayreHTUdUKAITIN

Indeed AM ADFS Extension B kauecTBe BTOPOTO (paKTOpa IMOICPKUBACT ay TCHTH(MUKAIINIO C TIOMOIIBIO CIICTYIOINX

TEXHOJIOTHI:

e omuopasosbie mapoiaun OATH, TOTP u HOTP,

e 0j1HOpa3oBbie Kol yepe3 CMC u email,

OIHOpPa30BHIC KOABI M push-yBemomiieHnst B MoOmiIbHOM nprutoxkenun Indeed Key,

CaMOCTOSITEIILHO 3aJIaHHBIN napoJib.

I ne MO’XHO UCIIONB30BaTH

Texnonoruro ADFS nomnepxxuBarot BeO-nipritoxkenns: Microsoft, Takue kak Outlook Web Access, Sharepoint, Skype

for Business u npyrue.



Karanor
nonb3oBaTenei
Active Directory

=
|

INDEED ACCESS
MANAGER

O

—

=

5=
Basa paHHbIx XKypHan
Indeed AM COBbITUI

ADFS SERVER

INDEED AM ADFS
EXTENSION

=®

|
—

Web npunoxexus
c nopaepxkoi ADFS
OWA, Share Point,
Office 365

£5

CoTpyaHUK

YcTpoiicTBO
nonbsosarens

10

TEXHOJ10rnun
AYTEHTUOUKALIMK

Push

HOTR, TOTR, SMS,
Email

g

Indeed Key

=

OpHopasoBble
naponu



Indeed FreeRADIUS Extension

Indeed FreeRADIUS Extension (FreeRADIUS Extension) mo3BossieT peajan30BaTh TEXHOJIOTHIO TBYX(AKTOPHOM

aytertudukanuu st RADIUS-coBMECTUMBIX CEPBUCOB U IPUIIOKESHUH.

YcranoBka u Hactpoiika FreeRADIUS Extension

Texnonoruu ayreHTU(UKAIIN

FreeRADIUS Extension B kauecTBe BTOpOro (akTopa MoIAepKUBaeT ayTeHTH(DUKAIINIO C TIOMOMIBIO CIIEAYIOIINX

TEXHOJIOTHH:

e oanopasosble naponu TOTP u HOTP,
e 0jiHOpa3oBbie Kokl yepe3 CMC u email,

e push-yBeoMIICHUS C TIOATBEPXKIECHHEM BXoAa B MOOMIbHOM npuiokennd Indeed Key.

[ ne MOXXHO UCTIOIBE30BaTH

Ayrentudukanus 1o nporokory RADIUS moxer 0b1Th ucnionszoBana Bo MEHOTUX VPN n VDI penienusix, Hanpumep B
nporpaMMHBIX mponykrax Cisco ASA, MS RAS, RDG, OpenVPN, pfSense, Check Point.

11



Indeed Identity Provider

Jlnis opranu3anii MHOTO(MAKTOPHOW ayTeHTH()HUKAIIMKM U CKBO3HOTO JIOCTyMa B BeO-npuiioxkenus (Web Single Sign-on)
ucnons3yercs moayib Indeed Identity Provider (IDP). [y uHTEeTpanuu ¢ melieBBIMHA PEIISHUSIMHE 3TOT MOAYJIb

NMOAACPIKUBACT CICAYIOINE ITPOTOKOJIbI:

e SAML 2.0 (Security Assertion Markup Language)
e OIDC 1.0 (OpenID Connect)
e OAuth 2.0

3TO rapaHTUPYET COBMECTUMOCTD C IIUPOKUM CIEKTPOM KoMMepueckux cucteM. Ilpumenenue IDP usbasnser
M0JIb30BaTENsl OT HEOOXOAMMOCTH 3aTIOMMHATh MHOXKECTBO YUETHBIX JAHHBIX: JUIA JOCTyIa BO BCE MHTEIPUPOBAHHbBIE
CUCTEMBI TPeOyeTCs TOJIBKO OUH KOMIUIEKT YUETHBIX JaHHBIX. AyTeHTH()UKAM BBITOIHASTCS HEHTPATU30BaHHO Ha

cropone Identity Provider (IDP, moctaBumk yjocroBepeHuii).

IDP BeInonHeH B popMare BeO-NPUIIOKEHUS U Pa3BOpadynBaeTcs B MHQPACTPyKType 3aKa3uuka. B npouecce nosnyueHus
JIOCTYyTIa LIeJIeBOE MPUIIOKEHHE TIepeHaIpaBisieT Moib30BaTens Ha cTpanuily IDP ans ayrenTndukanmu, nocie 4yero B
ClTydae ycrexa IoJb30BaTelb IePEHATPABISICTCSI 00PAaTHO B LIEJICBOC MPUIIOKEHHUE C IPU3HAKOM Aymenmuduyuposan,

I7ie €My OTKPBIBAETCS €TI0 CECCHS.

YcranoBka u Hactpoiika Identity Provider

TGXHOJIOFI/II/I aYTCHTI/I(l)I/IKaHI/II/I
Indeed IDP nmogep>kuBaet clieAyronue TEXHOIOTUN ayTeHTU(UKAIINY TT0JIh30BaTeICH:

® JIOMEHHBIH Mapob,
o oxanopazoseie nmapoimn OATH, TOTP u HOTP,
e omHOpa3oBsie Kokl yepe3 CMC u email,

® OIHOpPa30BbIe KO/bl U push-yBenomieHus B MoOunbpHoM npunioxkenud Indeed Key.

[ ne MOXHO UCTIOB30BaTH

B xouTyp WebSSO u MFA MoryT ObITh BKJIIOYEHBI KaK KOPIIOPAaTHBHBIE ON-premise MpuiIokKeHus (HanpuMep perieHus
ot xommanuit SAP, Citrix u z1p.), Tak 1 obnaunsie cepBuchl, Takue kak Office 365, Salesforce, Slack, Google Workspace

(panee G Suite) u gpyrue.

WHTerpariyst BHITIOTHIETCS] HA CEPBEPHON CTOPOHE, YTO JaeT BO3MOXKHOCTh Hcnonb3oBaTh MFA 1 WebSSO noaxon Ha

MoObIX yCTpoiicTBax, rae ects Opaysep: [1K, cMapTdoH miu niaHmer.

12
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Indeed RDP Windows Logon

Monynbe Indeed RDP Windows Logon (RDP Windows Logon) ucnonb3yeTcst /Ui peanu3anuu 1By X(GakTopHOU
ayTeHTU(UKAIMHU TIPH TTOIKIIOUCHUX 10 poTtokory RDP. B atom cityyae mepBbIM (pakTOpOM BBICTYNACT JTOMCHHBIN
Mapoiib, & BTOPHIM — OJJHOPA30BBI Maposib (one-time password) WM MOATBEPIKICHNE BXO/1a B MOOMITBHOM
nprtoxennn Indeed Key. OnHopa3oBblif Taposk MOXKET OBITH TMOO CTCHEPUPOBAH HA CTOPOHE IOIH30BATENS B
MIPHIIOKEHUN Ha cMapTdoHne, 1160 ¢ ToMomnIbio creruaisHoro openoka (OTP-tokena), 160 OTIpaBICH MOJIB30BATEITIO

1o CMC wiu email.

RDP Windows Logon crienyer ycTaHaBIMBaTh Ha KOHEYHBIH TEPMUHAIBHBIN CEpBEp, Ky/ia BBIMOIHIET BXOJ
MOJIb30BaTENb. YCTAaHOBKA KAKMX-THOO KOMIIOHEHTOB Ha KIIMEHTCKUU KOMITbIOTEep He TpeOyercs. [loanepxuBaercs

koH(purypanus ¢ Remote Desktop Gateway.

VYcranoka u HacTpoiika RDP Windows Logon

TexHonoruu ayreHTU(UKATUN

RDP Windows Logon noaepkuBaeT CleayIone TEXHOIOTHH ay TeHTH(GHUKALUH M0JIb30BaTeeH:

e oxanopazosbie mapoimu TOTP u HOTP,
e oHOpa3oBkIe Kokl yepe3 CMC u email,
e push-yBenomienust B MoomisHOM nipusioxkennu Indeed Key,

® CaMOCTOSITEJIBHO 3aJaHHbBIN napoJib.

14
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Indeed Windows Logon

Indeed Windows Logon (Windows Logon) npeacTapisieT BO3MOXKHOCTh MMoJy4arh 1octyn B Windows ¢
WCIIOJIb30BAHMEM TEXHOJIOTUH cTporoi ayreHTudukanuu B cpeie Microsoft Active Directory. Jliist aToro Ha pabourne

MecTa Mmojbp3oBaresell ycranapiaubaeTcs areHT Windows Logon.

Wucramnsarop areHTa peajin3oBaH Kak CTaHIAPTHBIN makeT ycranosmuka MSI (Microsoft Windows Installer). 9to
HO3BOJISCT ONEPATHBHO NIPOU3BOINTE YCTAHOBKY M OOHOBJICHHE CHCTEMBI B MACCOBOM HOPSIIKE € UCIOIb30BAaHHEM
Pa3IMYHBIX HHCTPYMEHTOB, TAKMX Kak IPyINIOBbIe OMUTHKK Active Directory, Microsoft System Center Configuration

Manager (SCCM) u npyrue.

JUTIst MHTETpaIiy ¢ OTIepaIlMOHHON cucTeMoit Windows MCIonb3yeTcst CTaHIapTHRI MEXaHH3M JUTS peaTi3amim
cobcTBeHHOTO MHTEpQeiica ayrenTudukanuu mnonb3osareneii Credentials Provider. J/lanHast TEXHOIOTHS TTO3BOJISIET
CTOPOHHUM pa3padOTYNKaM MHTErPUPOBATh COOCTBEHHbIE TEXHOIOTUH ayTeHTU(UKAIKU ¢ nHTepdericom Windows,
MPEIOCTABIISET BO3MOKHOCThH HE TOJBKO BBIMOJIHATH BX0 B Windows ¢ nomoriisio TexHojioruu Indeed AM, Ho u
ayteHTH(GHIIUpOBaThCs ¢ ToMoInbio Indeed AM BryTpu OC, HanpuMep, P JTOCTYIIE K JIOMEHHBIM pecypcam, Beo-

TIPUITOKCHHSIM.
B Windows Logon nonaep:xuBaroTcs Bce TeXHOJIOrHU ayTeHTuukanuu, noctynusie B Indeed Access Manager.

YeranoBka u HacTpoiika Windows Logon

16
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Texnonoruu ayreHTU(UKAIIN

Windows Logon noijepuBaeT cleayonue TeXHOIOTHH ay TeHTU(DUKAIINN:

® JIOMEHHBIH MTapOIb,
e opanopasoseie nmaponu TOTP u HOTP,
e oHOpa3oBbIie Kokl yepe3 CMC u email,

e OIHOpPa30BbIC KONkl U push-yBenomienus: B MoOminbpHOM npunoxkennu Indeed Key.

VYnpasnenue napossiMu nosb3oBarenei Active Directory

Indeed Access Manager He 3aMeHSIET IITaTHYIO CUCTeMY ayTeHTUHUKauuu Active Directory, a aBToMaTu3upyet
yIpaBJieHHE TapoJsiMH TIoJIb30oBareneil. B Takoit koH(uUrypamu napoibHas ayTeHTH()UKAIUS CTAHOBUTCS BHYTPECHHUM

MEXaHU3MOM, KOTOPBI HCIIONB3YETCs TOJIBKO Ha MPOIPaMMHOM YPOBHE.
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Anmunuctparop Indeed Access Manager MOJKeT HACTPOUTH CUCTEMY TaKUM 00pa3oM, 4TOOBI B MOMEHT PErUCTpaIiu
MIEPBOTO IS TTOTB30BATENS Ay TCHTU(HUKATOPA €T apoJib aBTOMaTHUCCKH MEHSUICS Ha CIydaifHOE 3HAYEHHE, KOTOPOE
He co00IIaeTcst HU MOJIb30BATENI0, HA aIMHHICTPATOPY CUCTEMBI. TakiuM 00pa3oM JOCTYII B IOMEH CTAaHOBHUTCS
BO3MOYKHBIM TOJIBKO C UcIoib3oBanueM Windows Logon. B nanbHeiimeM mapois moinb30BaTesss MEHICTCS

ABTOMATHYECKH JTMOO I10 Tpe6OBaHI/IIO OHepaLIPIOHHOﬁ CHCTCMBI, 1100 1o 3aJaHHOMY pacCIlMCaHuIO.
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TexHonornu ayTeHTU(PUKAIAN

[Mpogaiineps! ayrenTH(rKanmu odecreunBatoT Indeed AM BO3MOKHOCTE pabOTHI C TEXHOJIOTHSAMH ay TCHTH(PHUKAIINN

MOJIL30BaTelIEeH.

[Ipoaiinep ayreHTHOUKAIMH TPETOCTABISLET CHCTeMe YHU(DUIIMPOBAHHBIN HHTEp(Eic A BHITIOIHEHHS OTIEPalUii 110
paboTre ¢ KOHKPETHOW TEXHOJIOTHEH ayTEeHTH(DHUKAIIUK: TTOJTyYCHUE ay TCHTU(PUKAIIMOHHBIX JJAHHBIX OT MOJIh30BATENS IS

XpaHeHus, a Takoke BepUPUKALUIO (TPOBEPKY) NaHHbIX.
YcTaHOBKa M HACTPOHKa MPOBaiIepoB ayTeHTU(DUKAIIHN
Indeed Access Manager onep>KuBaeT CIeIyIOMNe TEXHOIOTHH ayTEeHTH()HUKAIIIH:

e anmaparHble U IPOrpaMMHbIE TOKEHBI T€HEpallii OAHOPa30BbIX naposieit no npotokoiaam OATH, TOTP u HOTP;
e 0JIHOPA30BbIC KOJIbI, BhicbuIaeMbie 0 CMC wiu email;

e ayTEHTHU(HKAIHS C UCTIOIH30BAaHNEM MOOWIIFHOTO PIIIOKEHNS U push-yBegoMieHuii Ha 6a3e MPHITOKCHUS
Indeed Key.

Mo6unsaoe mpunoxenue Indeed Key moctymno st oneparmonnsix cucteM i0S, Android m HarmonyOS. Ucnonssys
Indeed Key, monp30BaTelib NOATBEPKAACT ONEPALMIO BXOA B IPUIOKEHHU Ha cMapTdoHe. [leTany onepanun
0TOOpaXkKaroTCs Ha IKpaHe cMapT(hOHa, TIE MOTB30BATENIb MOXKET YOSAUTHCS, B KAKYIO HIMEHHO CHCTEMY BBIOIHSICTCSI

BxoJ. Kpome storo, Indeed Key nonaep:kuBaet renepanuro 0JHOPa3oBbIX maporeit mo nporokony TOTP.

PaznuuHble TEXHOJIOTHH MOXKHO OOBEIHHATH B OJIMH CIIOCO0 ayTeHTU(UKAIMH, peain3ys TaKUM 00pa3oM

MYJIBTH()AKTOPHYIO ay TEHTU(UKALIHIO.
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IlomuTrku gocryna

[Tonutnka — 3TO COBOKYNHOCTh HACTPOEK 0a30BBIX KOMIIOHEHTOB, MOALyJIel HHTErpalnu, OU3HEC-NIPUIOKEHUN U
YYETHBIX 3allicell, KOTOPBIE MOTYT ObITh PACIIPOCTPAHEHBI Ha ONPEIeNIEHHYI0 BEIOOPKY MOJIb30BaTelei 13
MOJI30BATEIBCKOTO KATaIora: BCE MOJIb30BATEIH, KOTOPhIe BKIIOYCHBI B OJIUTHKY, MTOJyYaT YYETHBIC 3aITUCH [T

HpI/IJ'IO)KeHI/II\/'I C COOTBETCTBYIOIIUMU HaCTpOﬁKaMH HJIM CaMUu HaCTpOﬁKH U3 IOJIMTHKH.
V nonutuku MOTYyT OBITh OIPEACIICHBI:

e 00MacTh JEMCTBUS — MOJIB30BATENN, KOTOPBIE MOMAJA0T MO ACHCTBUE MPABUIL, 33/IaHHBIX B 3TOW MOIUTHKE;
® aJIMHHUCTPATOPHI;

e Ha0Op U HACTPOWKH JOCTYITHBIX CIIOCOOOB ayTEHTH()HUKAIUH;

e Ha0Op JOCTYITHBIX OU3HEC-TIPUIIOKESHUH U X POJICBBIX YUCTHBIX 3aIUCEIH;

® TMPHUOPUTET IMOJIUTHUKH.

Ecnu nonw3oBarens nmomnajaacT B o01acThb JIEUCTBUS Oolee OHOM NOJIMTUKH, OH IMOJYYAaCT JOCTYII KO BCEM

MPUITOXKCHHUAM, ZlO6aBJ'ICHHLIM B OTH IIOJIMTUKU.

Ecnu B TIOJINTHUKAX, B 001acTh JIeUCTBUS KOTOPBIX TOMAAA€T MOJIb30BATCIIb, OJHO U TO KC INPUIIOKCHUC BCTPECIACTCA
Ooree OJTHOT'O pasa, TO I1OJIb30BaTC/IIO IPUCBANBAIOTCA HaCTPOfIKI/I AOCTyIIa B 9TO MPUIIOKCHUE U3 TIOJTUTUKHU C

MaKCUMaJIbHBIM ITPUOPHUTETOM.
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JluneH3upoBaHue

B nmponykrax Indeed Access Manager (Indeed AM) ucnons3yrorest cxema nunensupoanus CAL (Client Access
License). Takas nuueH3us AaeT MpaBo Ha MCIOIb30BaHKE MpoaykToB Indeed AM 11t OTHOTO MOJIB30BATEIS.
YuuThIBacTCS KOJIMYECTBO YUETHBIX 3anucel nonb3opareeil Indeed AM, rmpu 5TOM KOJIHYECTBO YCTAHOBOK

KIIMEHTCKOI'O IIPOTrpaMMHOTO obecrieueHus HE OTpaHUYNBACTCA.

JIuteH3uun MOKHO JOKYIIUTB. HpI/I H606XO,Z[I/IMOCTI/I MOXHO OTO3BaTh JIMIECH3WUIO Y OAHUX COTPYAHHUKOB U BBIACIUTH

JPYTHM.

Kak ynpapnste nunieH3usimu B Management Console
JIunensun Indeed Access Manager eisITcst Ha CIIEIYIONIUE TUTIBL:

¢ ocHoBHas juren3ns Indeed Access Manager,

¢ JIMICH3UM JIs1 JOIIOJHUTCIIBHBIX Monyneﬁ.

OcHOBHAA JTULIEH3UA

9710 6a30Bast nunen3us. OHa JaeT MpaBo Ha PETHCTPAIHIO N10Ib30BATENS B CUCTEME, XPAaHEHHE €T0
ayTCHTU(HUKAIIMOHHON HHpOpMAaIiK B 0a3e JaHHBIX M UCIIONH30BaHIE 0A30BEIX (DYHKITHH — KOHCOIH
aJIMIHHCTPATOPa, KOHCOJIX TTOJIb30BaTelIst U XKypHana coobitiid. [Iprnodperenne 3Toit aumeH3un Tpedyercs B Ir00oM

cilydae BHE 3aBUCHMOCTH OT TpeOyeMoi (PyHKIIMOHAILHOCTH PELICHHUSI.

JIvuen3uu 1 JOTIOJIHUTEIBHBIX MOIYJIEN

JInieH3us 1mMo3BOJISET UCIIOIb30BaTh OHpe,Z[CJ'IeHHLIﬁ MOAYJIb. JInuen3uun Tp€6y10TC${ JUI BCEX Moz[yneﬁ HWHTCIrpalunu.

Bce 6I/ISHCC—HpI/IHO}KCHI/IH MOIYJIA pa60Ta}0T 1o J'II/IHGH3PICI71 MOAYJIA, OTACIbHBIC JIMIIEH3UU JJI1 HUX HE TpCGyIOTCH.

JIuuen3us Ha MOAYJb COACPIKUT PASPCIICHHOC KOJIMYECCTBO €€ ucnonb3oBanuii. [locne perucrpanyu JAICH3UU €€

0OBEKTHI MOTYyT OBITh BbIAAHBI ITOJIB30BATCIIAM ABTOMATUYCCKHU, 3TO NIPOUCXOIUT IIPU IPOLECCCE aYTCHTI/I(i)I/IKaLII/II/I.

OT3bIB JIUIEH3UH JIJIS KOHKPETHOT'O MTOJIB30BATEIA TAKXKE IMPOUCXOAUT aBTOMATHUYECKHU, C ITIOMOLIBIO PETYIAPHO
BO300HOBIISIEMOM 3aJa4u, €CJIM I10JIb30BaTCJIb B Karajaore OBLI 3a6JIOKI/IpOBaH WA TTOTEPAJT IIpaBa Ha UCIIOJIB30BaHUEC

MOJTYJISI.

o Jluyensus Indeed AM Windows Logon. JlaeT npaBo Ha uctons3oBanue Mmoayis Windows Logon s ctporoit u
MHOTO(aKTOPHOH ayTeHTU(UKAIIMK B ONIEpAIllMOHHBIX cucTeMax Microsoft Windows.

o Jluyensus Indeed AM RDP Windows Logon. Jlaet npaBo Ha ucrnionb3oBanue Moayiist RDP Windows Logon st
JIBYX(haKTOpHON ayTeHTH()UKALIMK C UCIIOIb30BAHUEM OIHOPA30BbIX Maposiell IPH TEPMUHAIBLHOM JOCTYIIE B
onepauuoHHble cucteMbl Microsoft Windows.

o Jluyensus Indeed AM Identity Provider. [laeT npaBo Ha ucnonb3oBanue moayis ldentity Provider ms noctpoenus

cucrembl Web Single Sign-On ¢ npumenenuem mporokoinoB SAML u OpenlID Connect.
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o Jluyensus Indeed AM FreeRADIUS Extension. JlaeT npaBo Ha ucrnoib3oBanue moayis FreeRADIUS s
peanu3anuu AByX(pakTOPHOH ayTeHTU(DUKAIINU B IPUIIOKEHHSIX, COBMECTHUMBIX ¢ mpoTokosioM RADIUS (VPN,

VDI u npyrumn).

o Jluyensus Indeed AM API. Jlaet ipaBo Ha UCTIOJIb30BaHKE MPOTPAMMHOTO HHTep(delica Ui HHTErpaiuu co

CTOPOHHHUMHU CUCTEMAMMU.

o Jluyensus Indeed AM ADF'S Extension. [laet npaBo Ha ucnonszoBanue Moayist ADFS niis moctpoenus cuctemMbl

¢ npuMeHeHueM nporoxona ADFS.
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Hactpotika okpyxkeHHUs

sz Pa3smereHue KOMIIOHEHTOB

TpeGoBanust 1u1st paboThl komrnoneHToB Indeed AM

£ CereBoe B3aUMOJICHCTBHIC

Bsaumopeticrsue komrnonentos Indeed AM

& XpaHuwmiie JaHHBIX

Conepxut nannsre st Core Server, Log Server u Key Server

@ Karanor mojab3oBarenei

CozepiKuT TaHHBIE O Mojb30oBaTessax cucreMsl Indeed Access Manager
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PasmMmernienre KoMImoHEHTOB

Pasmentenne Nel

I[aHHOC PpasMEIICHUEC PEKOMEHAYCTCA MCIIOJIb30BaTh IMPU MAJIOTHBIX BHEAPCHUAX JIsI O3HAKOMIICHUS C Indeed AM u

MIPOBEICHUS IEMOHCTPALINH.

Bce xoMIIoHEHTHI CHUCTCMBI, Tpe6yeMLIe HpOBaﬁZ{epH 1 MOAYJIN UHTCTpalluK YCTAaHABJIMBAKOTCS HA OJTHOM MallluHE.

MOIlyHI/I HWHTETrpauy MOTYyT OBITh Pa3BEPHYTHI HA OTACJIbHBIX MalllnHaX.

HaumenoBanue

cepsepa

Indeed AM Server
PC

Indeed AM Server
PC

Indeed AM Server
PC

Indeed AM Server
PC

Indeed AM
External PC

TpeOoBanue

O0s13aTeNbHBIA KOMIIOHEHT

OHL[I/IOHaJ'ILHHﬁ KOMITOHCHT

OO0s13arenbHbI KOMIIOHEHT. Tuil merona
ayTeHTH(PUKAINN 3aBUCUT OT KOHEYHOTO

ClICHapus.

O06s13aTenbHbI KOMIOHEHT. Tun Moy

HUHTETpanuy 3aBUCUT OT KOHCYHOI'O CLICHAPUsI.

OnuyoHaIbHBIA KOMIIOHEHT

CucremHble TpeOOBaHUs

HanmenoBanme ceppepa CPU  RAM  HDD Network

Indeed AM Server PC

4 cores 8IbB 200I'b 100 Mout/c

Indeed AM External PC 4 cores 8IDb 100I'b 100 Mowut/c

24

Komnonents Indeed AM

Indeed AM Server, Indeed AM Log
Server, Indeed AM Management

Console

Indeed AM Identity Provider

Indeed AM Providers

Moy naTerparmm cucteMs! Indeed
AM

Indeed AM Indeed Key Server, Indeed
AM User Console



Pasmerienne Ne2

JlaHHOE pa3MenIeHNne PEeKOMEHIYETCs HCTIONB30BaTh IPH OOEBBIX BHEAPCHUSIX. KPpUTHUCCKIE Y37IBI CHCTEMEI
OyOIHMpyroTCsl Ut oOecriedeHust otkazoycroiunBocT. KommoneHnT Indeed AM Management Console ycTanaBimBaercs
Ha ozuH u3 cepepos Indeed AM. JIist HACTPOIKK pacnpe/ieiieHns] Harpy3KH MEeXK/ly KOMIIOHEHTAMH HEOOXOANMO

HCII0JIB30BaTh CTOpOHHI/Iﬁ 6aJ'IaHCI/Ip0BI.LII/IK HarpyskKu.

HaumenoBanue cepsepa

Indeed AM Server\Indeed
AM Log Server

Indeed AM Server\Indeed

TpeboBanue

OO0s13aTeNbHBIA KOMIIOHEHT

Ob6s3atenbHblil komnoHeHT. Indeed AM Identity

AM Management Provider o0s3aTeneH TOIBKO JJIS CIICHAPUEB, T
Console\Indeed AM TpeOyeTcs BBIIONHAITE 00ydIeHNE ay TCHTH(PHUKATOPOB
Identity Provider BHEIITHUM ITOJIb30BATEILSIM.

OnumonanbHbI komnoHeHT. Indeed Key Server
Indeed AM Indeed Key TpeOyeTcst TOJBKO JIJISl CLICHAPHEB C HCITOIh30BAHHUE
Server\Indeed AM User push-ayrenruduxanuu. Indeed AM User Console
Console TpedyeTcs A 00yyeHus ayTeHTU()UKATOPOB

BHEIIIHUM I10JIb30BATEIISIM CUCTEMBbI.
Indeed AM Indeed Key .

OnuuoHambHBI KOMIOHEHT. TONBKO [UIs CLICHAPUCB
Server\Indeed AM User

C MCIIOJIb30BaHKe push-ayTeHTH)UKAIIH.
Console

) OO0s13aTeNbHbII KOMIIOHEHT. THIT MOJYJIsl HHTET PALIHH

Indeed AM Extensions

3aBUCHUT OT KOHEYHOI'O CLICHapUsI.

CucteMHbIe TPeOOBaHUS 3aBUCAT OT BBIOPAHHOTO
banancupoBIMK Harpy3ku
0aaHCHUPOBIIKKA.

CucremMHble TpeOOBaHUs

Kommnonentsl Indeed AM

Indeed AM Server, Indeed
AM Log Server

Indeed AM Server, Indeed
AM Management Console,
Indeed AM Identity

Provider

Indeed AM Indeed Key
Server, Indeed AM User

Console

Indeed AM Indeed Key
Server, Indeed AM User

Console

Mopynu uHTerpanuu

cucreMsl Indeed AM

banancupoBka
OCYILECTBISAETCA
CTOPOHHUMHU

KOMIIOHCHTaMH.

B Tabnuie ykazaHbl peKOMEHIyeMble CUCTeMHBbIE TPeOOBaHUs MPH Pa3BePThIBAHUU 00€BOM HHPpacTpykTypsl 10 10000

MOJIL30BaTeIEH.
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HanmenoBanue ceppepa

Indeed AM Server\Indeed AM Log Server

Indeed AM Server\Indeed AM
Management Console\Indeed AM Identity

Provider

Indeed AM Indeed Key Server\Indeed AM

User Console

Indeed AM Indeed Key Server\Indeed AM

User Console

Indeed AM Extensions

IIK ¢ B]] Indeed u coosrtussmu Indeed Nel

IIK ¢ BJ] Indeed u coOsrrusimu Indeed Ne2

8 cores

8 cores

8 cores

8 cores

CucteMHble TpeOOBaHUS 3aBUCST OT

BI:I6paHH01"O MOIYJISI UHTETpaliuu

8 cores

8 cores
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CPU

RAM

8I'b

8I'b

8I'b

8TIb

8I'b

8I'b

HDD

200I'b

200I'b

150T'b

150I'b

500I'b

500I'b

Network

100
Mowurt/c

100
Mowurt/c

100
Mob6ut/c

100
Mo6ut/c

100
Mownrt/c

100
Mowrt/c



CeteBo€e B3aMOICHCTBUE

BiaumoneiicTBre MeXIy OCHOBHBIMU KoMnoHeHTaMu Indeed AM B ceTeBoif HHYPACTPYKTYype OCYIIECTBISICTCS Yepe3

niporokosisl HTTP u HTTPS.

HanmenoBanue

Indeed AM Core Server

Indeed AM Management Console

Indeed AM Log Cepsep (Windows
Event)

Indeed AM Log Cepgep (PostgreSQL)

PostgreSQL Ba3za Jlanubix Indeed AM

Active Directory

Indeed AM Indeed Key Server

PostgreSQL baza Jlanubix Indeed
AM Indeed Key Server

Indeed AM User Console

Indeed AM ADFS Extension

Indeed AM FreeRADIUS Extension

Indeed AM RDP Windows Logon

Indeed AM Identity Provider

IIpoTokon

TCP/UDP

TCP/UDP

TCP/UDP

TCP/UDP

TCP/UDP

DNS

LDAP

Kerberos

TCP/UDP

TCP/UDP

TCP/UDP

TCP/UDP

TCP/UDP

TCP

TCP/UDP

TCP/UDP

Bxonsuuit mopt

80(http) 443 (https)

80(http) 443 (https)

80(http) 443(https)

5432

5432

53

389 (LDAP) / 636 (LDAPS)3268
(LDAP) / 3269 (LDAPS)

88

HacrpauBaetcst Ha cTopoHe cepBepa

AK

5432

80(http) 443 (https)

80(http) 443 (https)

80(http) 443 (https)

3389

80(http) 443 (https)

80(http) 443(https)
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Wcxomsammia

nopT

49152- 65535

49152- 65535

49152- 65535

49152- 65535

49152- 65535

49152- 65535

49152- 65535

49152- 65535

49152- 65535

49152- 65535

49152- 65535

49152- 65535

49152- 65535

49152- 65535

49152- 65535

49152- 65535



BanaHcupoBIIMKY HATPY3KH SBJSIFOTCS ONMIIMOHAIBHBIM 3JIEMEHTOM CHCTEMBI, OHH He BcTpoeHsl B Indeed Access
Manager 1 MOTYT OBITh HCTIONIB30BAHEI B II0OOM KoindecTBe. Uncno kommonentos Indeed Core Server, Indeed Key

Server, Indeed Log Server Takke MOXET BapbHPOBATHECS B 3aBUCUMOCTH OT MOTPEOHOCTEH KITHECHTA.

ITpoBepka cocTosiHUSI cepBepa
Jst mpoBepku padodero coctostHus KoHTeHHepa B Docker ncnons3yiire meton Healthcheck:

http(s)://<dns_ums_cepeepa>/am/<cepsepnwiti_komnonenm>/healthcheck/isHealthy
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XPaHWIHIIE JAHHBIX

Jliis pabotel Indeed Access Manager HyKHbI iBe 0a3bl JaHHBIX. B 0/1HO# 13 0a3 JTaHHBIX XpaHUTCS UHPOPMALIHS IS

rxomrioHeHTa Indeed AM Core Server. B npyroit — st komnonenta Indeed AM Log Server.

Ecnu BBI mnanupyere ucnoibp3oBark MoOmiIbHOE npunoxenue Indeed Key, Bam HeoOxomuma otienbHas 0aza TaHHBIX

1t cepBepa npriokenus Indeed AM Key Server.

Taxxe H€06XOZ[I/IMO CO31aTb CEPBUCHOTIO IIOJB30BATCIIA, OT UMEHU KOTOPOTO 6y,£[yT BBITTOJIHATLCS 3allpOCHI HA YTCHHUE U

3amuch HHPOPMAIHH.

Indeed Access Manager paboraet ¢ 6a3oii JanHbIX PostgreSQL.

PostgreSQL

Ha cepgepe ¢ ycranoBnennsM PostgreSQL Server cozmaiite e 6a3pl qanHbIx — oxHy aimst Indeed AM Server, npyryro

st Indeed AM Log Server — u cepBHUCHYO YUETHYIO 3aITHUCh.

Ecnu Ga3el nanubix U cepep Indeed AM HaxomsTcs Ha pa3HBIX MallMHAX, BBl JIOJDKHBI HACTPOUTH YAAJICHHOE

[IOJK/IFOUEHHE K 0a3e JaHHBIX.
Co3naHue CepBUCHON yUETHOM 3ammucu

UTo0bI CO3/1aTh CEPBUCHYIO YUETHYIO 3aIIUCh, BHITIOJHUTE CIICIYIOIINE JICHCTBUS:

1. Otkpoiite pgAdmin ¥ MOAKIIIOIUTECH K CEPBEPY.
2. [paBoii kHOMKOW MbIK HaxkxmuTe Login/Group Roles.

3. B nosiBuBmIemcst okHe Boioepute Create—Login/Group Role...
s JAdmin File~v Object~ Tools~ Help~v

Browser S B Y Q  Dashboard Properties SQL Statisti

~ = Servers (1)
v ¥ PostgresoL 13
» = Databases (2) T
v &b | ogin/Group Roles (9)

Server sessions

,ﬁpgjﬂonltor

2, pg_read_all_setti Refresh...

o pg_read_all_stats —

s pg_read_server_files 0

s pg_signal_backend

£, pg_stat_scan_tables Tuples in [
son pg_write_server_files 1

£ postgres

4. B oxne Create-Login/Group Role BbImonauTe criemyromme JeiCTBHS:

1. Ha Bxinangke General B mosie Name BBeguTE UM [10JIB30BATENA.
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2. Ha Bknazike Definition B mone Password BBeaure naposns. B mone Account Expires ykaxxute 3Hauenue No

expiry.

2= Create - Login/Group Role

General Definition Privileges  Membership

Password

Account expires Mo Expiry

Please note that if you leave this field blank, then password will never expire.

Connection limit -1

Parameters

Security

3. Ha Bknanke Privileges Bximounte onmuto Can login? u HaxxmuTe Save.

2 Create - Login/Group Role

General Definition Privileges

Can login?
Superuser?

Create roles?
Create databases?
Update catalog?

Inherit rights from the parent
roles?

Can initiate streaming
replication and backups?

Cosnanue 0a3bl JaHHBIX

Membership

Ce |

Yes

Parameters

UYroOsI co3aars 0a3y JaHHBIX, BBITOJHHUTE CICYIOUIHE JCHCTBHS:

1. Otkpoiite pgAdmin ¥ MOAKIIOYUTECH K CEPBEPY.

2. Packpoiite koMIoHEHTHI Barero cepsepa SQL.

3. [IpaBkoii kHOMKOM MbIIK HaxkMuTe Databases.

4. Beibepute Create— Database. ..
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@Admin Filev Objectv Toolsv Helpv

Browser 5 B = Q| Dashboard Properties SQL
~ = Servers (1)
v [} PostgresoL 13

Server sessions

v = Datz, — - °
- -

> = Refresh... 5

> =c 4

3
5. B okne Create-Database BBITIOJTHUTE CIIEAYIONINE NESHCTBUS:

1. B mosne Database BBenuTe uMs 0a3sl JaHHBIX.

2. B mone Owner u3 crucka BI)I6CpI/ITe PaHEeEC CO3JaHHOTO IMOJIB30BATEIISA U HAXKMHUTE Save.

= Create - Database x

General Definition Security Parameters Advanced SQL

Database AMdatabase
owner 2 IndeedDB v
Comment

Hacrpoiika ynajaeHHOro MoJKIIOUeHUs K 0a3e JTaHHbIX

YToOBI HACTPOUTH YAAJICHHOE MOAKIIOUEHNE K 0a3e JaHHBIX, BEITOTHUTE CICAYIOIINE ACHCTBU:
1. OTkpotite koHpuUTypannonusiii gaitn pg_hba.conf uz C:\Program Files\PostgreSQL\<nomep Bepcun>\data.
2. JloGaBbTE CTPOKY clieaytoniero popmara:

host databaseName UserName HostIP md5

host — Tun noakiroueHus. Eciu BeI He YKa3bIBA€TC THUII ITOAKIIKOYCHUS, 110 YMOJIYaHUTO UCIIOJIB3YETCsA

nonkiirouerue o TCP/IP.

databaseName — ums 0a3bl JaHHBIX, AJIs1 KOTOPOH BBl HACTPAaUBaeTe MOIKIIOYCHHUE.

UserName — HMs [10JIb30BaTeNs, KOTOPBII Oy[eT NOAKIIIoUaThCs K 3TOH 0a3e JaHHbIX.

HostIP — IP-ampec mamuHbI, Ha KOTOPOH ycTaHOBIeH komMoHeHT Indeed AM. YkaxxuTe 3Haue€HHE C MACKOH.

md5 — MeToJ] ayTeHTU(UKAIMH [T0JIb30BATEJIS.

IIpumep

host all all 192.168.1.0/24 md5
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3. Otkpoiite koH(puUrypamoHHbIil daiin postgresql.conf uz C:\Program Files\PostgreSQL\<nomep Bepcun>\data.

4. smenute cTpoky listen_addresses = 'localhost' Ha listen_addresses = '*'.
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Karamor moib3oBareiicu

Indeed Access Manager ncrosnb3yeT JaHHbIE O KOHEUHBIX T0JIb30BaTesix u3 Active Directory. DTo Te monb3oBaTeny,

KOTOpbIe OyAyT MPOXOAUTH MpoLenypy ayTeHTH(uKamu ¢ nomoursio Indeed Access Manager.

YT0OBI JaHHBIE O TTOIB30BATEIAX MOSIBIINCH B Indeed Access Manager, BBI TOJDKHBI HOATOTOBUTE B Active Directory
00OBEKT C KOHSYHBIMH ITOJIH30BATEIISIMU M CO3/1aTh CEPBUCHYIO YUETHYIO 3aIIUCh, OT HMEHH KOTOPOW OYIyT YUTATHCS

JaHHBIC.

Bu1 moxere HACTPOUTH OTACIIBHOC MOAPA3ACIICHUC HOHL?;OB&TGJICI‘;I, 1100 KCITOIB30BATh JOMEH MOJIb30BaTeNIeH

CIITUKOM.

/\ BAXHO!

Ecnu Bo1 IUTAHUPYETE UCIIOJIB30BATh OTACIIBHOC MOAPA3ACICHUE, TO BCC HCO6XOI[I/IMI>IC OOBEKTHI — TpyHIIbI,

AIMUHHUCTPATOPBI, KOHCYHBIC ITOJIB30BAaTCIN — NOJDKHBI HAXOAUTHCSA BHYTPH 3TOT'O IMOAPa3/ICIICHUA.

Indeed Access Manager TonbKo YnTaeT TaHHBIC U3 Active Directory, HOBBIC JaHHBIC HE 3aIIHCHIBAIOTCSL.

Co3znanue CepBUCHON YUYETHOM 3aITUCH

Ut005I CO30aTh CEPBUCHYIO YUYCTHYIO 3alIMCh, BBIMIOJIHUTE CIICAYIOIIUC JICUCTBUS:

1. Otkpoiite Active Directory Users and Computers.

. BeiGepute karajor, B KOTOPOM IUIAHUPYETE CO3/1aTh YIETHYIO 3aIKCh.
. HaskmuTe 3Hau0K .

. B otkpeiBiemcst okae New Object—User BBeiuTe UMS TI0JIb30BATElsl M HAXKMUTE Next.

. Beenute nmaposs.

. Orimrounte omnuio User must change password at next logon.

~N N kAW

. Beibepute ommmto Password never expires u Haxxmute Finish.
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Hoebli o6kekT - Monssoeatens x

&) Cospate B: indeed Jocals

Mapons: ‘i---oooo |

MNogTeepxaeHue: ‘........ |

[[] TpeBiosats crveHsl Napana Npu CNemyiouem EXoAe B CUCTEMY
[] 3anpemte cmeHy napona nonbsosatensm

Cpok 0eficTEMA NaponA HE OrpaHUYEH

[] OmcniounTs yueTHylo sanves

Gme

IIpenocrasiieHue 1paB HA YTEHUE TAHHBIX

Ecnu monuTtrka 0€301acHOCTH Balliei KOMITAHHH pa3peuIac€T BCEM II0JIb30BATCIIAM B JOMCHE YUTATh JAHHBIC BCEX

00BEKTOB B JAOMCHE, Bbl HC JOJI’KHBI BBITIOJIHATH 3Ty HaCTpOfIKy.

Ecmu HACTPOCHO OrpaHUYICHUEC HA YTCHUC JAHHBIX, BBIITOJIHUTE CIICAYIOIIUE ,Z[CI‘/'ICTBI/ISIZ

1. Otkpoiite Active Directory Users and Computers.

2. Bo Bknanke View Bxmrounte onunro Advanced Features.
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] Active Directory - NOABS0BATENM W KOMILHITEDEI

®ain  [Jedcteme  Bug Cnpaska

g = | | q | JoGasuTe MAK YANUTE CTONBUEL..
: Monezoeatenn 1 KpynHeie
> & FOXPEHEHHbI Menkhe JXPEHEHWA ...
» _fj indeed.lacal
Cnuncok
® Tabnwua

HOJ'IbE-OBETEHM, KOHTAKTRI, FEYNNEl M KOMOBHITERE! KK KOHTEﬁHprI

\f ,ﬂﬂ-l‘lﬂ-ﬂHHTEﬂbelE KOMMAOHEHTBI

MoebicuTe peskum paBoTel goMeHa...

MapameTpel duneTpa..

HactpouTe...

< >

MzmeHeHne nNapgaMeTpoE BNAa
3. [IpaBoii KHOTIKO# MBIIIM HAYKMHUTE OOBEKT C TI0JIH30BATEIISIMU U BbIOepuTe Properties.

4. B okne Properties BBITIOJIHUTE CIEAYIOIINE ICHCTBUS:

1. OTkpotite BKIaaKy Security.
2. B pazgene Group or user names J0OaBbTe CO3IaHHYIO paHEe CEPBUCHYIO YUETHYIO 3aIHCh.

3. B pa3znene Permissions for BeiOepute onuuto Read u nasxkmute kHonky Advanced.
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CeoiicTea: Indeed ? X

YnpaenreTcA OfvekT

COM=

Ofiuyae

BesonacHocTs PepakTop atpmbyTos

[pynnk! UMK NoNES0BATENA:
SR CO3OATENL-BNAOENEL A
SR SELF
SR Mpowegwwe nposepky
SR CMCTEMA
l catalog admin (catalog-admin@indeed local)
SR AgravnmcTpaTope: gomena (INDEED AgMuHrcTpaTope! gomena) v

ofaenTs. .

YoanuTe

Pazpewwt 3anpemim
D M
(]
U
U
O

Paspewenna ana rpynne “catalog admin®

MonHbIA gocTyn

YreHue

Janmce

Cospate Boe A0YEpHWE 0B beK ThI

OooEd

¥0oanuTe BCe QOYEQHWE 0D BEK T

Yokl 330aTe 0CoBRIE PASPEWEHUA M

napamMeTpel, HaxrnTe KHonky " dononHutensHo™, Dononxurenso
OmveHa MprrMeHUTE Cnpaeka

5. B orkpeiBiiemcst okHe Advanced Security Settings BeIOepuTe CEpBUCHYIO YUETHYIO 3anuch 1 HaxxkmuTe Edit.

JonocAHuTEnEHBIE NapameTpel BesonacHocTn ana "Indeed” O *

Bnagenew; Agmunnctpatopel goneda (INDEEDVAgmuHncTpatopel gomena)  Mzmennts

Paspewenun Ayaut [JeficTeytowme npaea gocTyna

s noayyeHua 4onoHUTENEHBE CEEAEHNIA ABAXAEI LLENKHWTE 3aNKWce paspelleHna, YToBel M3MEHTE 3aNKCE Pa3pELLIEHIA, BEIGENUTE
£€ W HasmMKTe kHonky “Mamennte” (ecan ona goctynna).

JNEMEHTEI pazpeLleHKi:

Tun CyGbekt Joctyn YHacnepoeaHo oT MpumMeHAeTCA K =
S8 3anp.. Bce Ocobble Her Tenbko 370T obbekT
SR Pazp.. Mpowengwwe nposepry Ocobele Her Teneko 37oT obbekT
HE Pazp.. CWCTEMA Monxeii goctyn Her Tonbko 37oT obbekT
‘ catalog admin (catalog-admi... Tonbko 3ToT obbekT
.4 Pazp... AgmuHwuctpatopel gomeda (.. Moadsid gocryn Her Toneko 3107 0BbEKT
.4 Pasp.. KOHTPOMNEPEI AOMEHATL. Ocobeie Her Tonbko 3T0T 0BbeEKT
S Pazp.. Onepatopelyuera (INDEEDV..  Cozgadwe waw yaaned.. Her Tonbko 37oT obbekT
SR Pasp.. OnepaTopsl yuera (INDEEDV...  Cosgadwe unu yaaned.. Her Tenbko 370T obbekT
SR Pazp.. Onepatopel yuera (INDEEDV...  Cosgadwe unu yaaned.. Her Teneko 37oT obbekT

MzamernnTe

HNobaenTe Yaanwte BoccTaHoBWTE 3HAYEHWA MO YMOAYEHNHD

OTkNHOYEHWE HACNELDEAHWA

OTmenHa MpumeHnTe

6. B otkpeiBiemMcst okHe Permission Entry B crincke Applies to Beioepute This object and all descendant objects u

naxxmute OK.
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InemenT paspewenna 4na 'Indeed”

CybbexT:

Tun:

catalog admin (catalog-admin@indeed.local)  Beifepure cybnert

Pazpelunte

Mpumeraerca k| 3T0T 06BEKT W BCE ADYEPHNE OOBEKTHI

Pazpeenmna:

[ Neaneii goctyn

Crncok cogepmmoro
Mpo4wnTate BCE CBOACTER

[] 3anucats sce ceoiicTea

[ ¥aanerne

[ ¥aanute noasepeso

[] Yrerme paspeennii

[] CmenwTe pasperueqna

[] CmeHuTs BN3genELa

[[] Bce npoBeperHEle onepaumm 3annci
[] Bce paciumpeHHeie npaea

[] Cozaats sce goqephine obbexTrl
[ ¥aanute Bce aouepHue obbexTsl
[ Cosaarne obrektoe: account
[ ¥aanexne obvextos: account

[] CozaaHune obtextoe: applicationVersion

[1¥aanerune obvexTos:
[] CozaaHue obvekTos:
[ ¥aanerne obvextos:
[] CozpaHue obvexTos:
[1¥aanerne obrexros:
[] CozpaHue obrexTos:
[1¥aanermne obrexros:
[] Cozaarme obvexTos:
[]¥aaneHue obvekTos:
[] Cozparme obvextos:
[1¥aaneHune ohvekTos:
[] Cozaarme obrexros:
[ ¥aaneHue obrexTos:
[ Cozaarme obrexros:
[1¥aanerune obvexTos:

[] CozaaHue obvekTos:

msDS-ShadowPrincipalContainer
msieesB0211-Policy
msieeeB0211-Policy
mslmaging-PSPs
mslmaging-PSPs
msPKl-Key-Recovery-Agent
msPKl-Key-Recovery-Agent
msTAPI-RtConference
msTAPI-RtCaonference
msTAPI-RtPerson
msTAPI-RtPerson

nisMap

nishMap

nisMetgreup

nisMetgroup

nisOhbject

OTmena
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[lopsimok yCcTaHOBKH

Bce kommioneHTHI Access Manager BXOIAT B COCTAB apXuBa € DOCkeI'-KOHTefIHepOM. BoNbIIMHCTBO KOMITIOHEHTORB

YCTaHaBIMBACTCA aBTOMATHYCCKHU ITPU PACIIAKOBKE apXHBa.

O3HaKOMBTECH C CHCTEMHBIMU TPEOOBAHUSIMU

[Har 1. Ilepen ycTaHOBKOI KOMIIOHEHTOB Access Manager yOeauTeCh, YTO Ballle OKPYKEHUE COOTBETCTBYET

CHUCTCMHBIM U IPOTrpaMMHBIM Tpe60BaHI/I$[M.

[Toxrorossre 00pa3 Docker

[Ilar 2. PacniakyiiTe apxuB am-<uomep_eepcuu>.tar.gz i AIMIIOPTUpYHTe 00pa3sl Docker uis aBromarnyeckoin

YCTaHOBKH KOMIIOHEHTOB.

[1lar 3. HacTpoiite nepemeHHble OKpyxeHuss AM_UID, AM_GID u ENDPOINT_NAME_* B daiine am/.env nnsa Core

Server.
[Iar 4. Co3naiiTe Karajaory JUisl XpaHEHUE Kellla, JIOTOB U KITtouel mudpoBaHusl.

[ar 5. Beigaiite nmpaBa moixp30BaTeIto, O KOTOPHIM TUIaHUpYeTe 3amyckarb Access Manager B Docker.

[ToaroroBsTe HEOOXOAUMBIE CEPTUDUKATHI

[ar 6. Hactpoiite paboTy ciykeOHbIX CepTU(UKATOB ¢ IOMOMIBIO COOTBETCTBYIOIIUX CKPUNITOB H/UIH COOCTBEHHOTO

KITMEHTCKOTO CEepTU(HKATA.

Hacrpoiite Indeed Log Server

[Ilar 7. Hactpoiite Log Server ¢ momolbio koH(pUrypauoHHoro daitna am/ls/clientApps.config.

Hacrpoiite Indeed Core Server
[ar 8. Hactpoiite Core Server ¢ momolibio KOHGUTYpaoOHHOTO (haitna am/core/app-settings.json.

[ar 9. Ha aTom aTane co3maiiTe U 3allyCTUTE KOHTEHHED ¢ TIPHUIIOKEHHEM C TTIOMOIIBIO KOMaHasl sudo docker-

compose up -d.

[ar 10. Bemonnute ckpunt am/tools/tool_set admin.sh 11 oydeHus IEPBUYHBIX MpaB agMuHUCTparopa. [lepen

HACTPOMKOH IMEPBUYHBIX TPaB HEOOXOIUMO BEITTOTHUTE HACTPOUKY COOCTBEHHOTO KIMEHTCKOTO CEpPTH(HKATA.

Hlar 11. HacTpoiite HavyanpHy!0 ayTeHTHUKaLUIO, chopMupyiiTe 3HaueHne napamerpa StringValue B

KOH(HUTryparoHHoM (aitne am/core/initial-settings.json.
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Komnonents! Access Manager

OTaenpHO ycTaHABIMBAThH M HacTpanBaTth Management Console, User Console, Identity Provider, a Taxske mpoBaiineps
ayTeHTH(HUKALUK He HyKHO. KOMIIOHEHTBI yCTaHABIMBACTCS ABTOMATHYCCKU [IPH PACIIAKOBKE apXHBa anmi-

<HoMmep _eepcuu>.tar.gz.

3aHYCTI/IT€ KOHTGﬁHep C IIPHUJIOKCHUCM

Ilocye BeIOTHEHUS BCEX I1aroB NEepe3aIryCTuTe KOHTCﬁHep C IPHUJIOKEHUEM C TTOMOIIIBIO KOMaH/IbI sudo docker-

compose up -d.
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YCTaHOBKA U HACTPOUKA CEPBEPHBIX
KOMITOHEHTOB

CucreMHBIE TpeOOBaHMS

Tpebosanus st padotsl Indeed Access Manager

& TlomroroBka oOpa3a Docker

PacrnakoBka apxuBa u pabora ¢ odpasom Docker

 IloaroroBka cepTu(hHKATOB

KonuuectBo mas: 2

ooo

# Indeed Log Server

Cepgep mist ynpasnenus coobiTusimu Indeed Access Manager

Indeed Core Server

KoanuecTso mas: 5

(@] Indeed Management Console

Konconb st anmunnctpupoBanust Indeed Access Manager

25 Indeed User Console

Koncoupb 151 mosib30Baress

Indeed Key Server

Cepsep a1 pabots! npuinokenus Indeed Key
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VYeranoBka Access Manager Ha HECKOJIBKHX XOCTax

VYeranoska Indeed Access Manager Ha HECKOJIBKHX XOCTax
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CucteMHbI€ TPeOOBAHUS

B pasnene onucansl cucreMHble TpeOoBaHMs Ui cepBepHbIX koMnoHeHToB Indeed Access Manager.

Jomen Active Directory

Linux ¢ mojiepxkoit 64-0UTHOM apXUTEKTYPBI:

e Astra Linux

OneparnnonHas cucrema
e PEJ1OC

e Ubuntu

e Docker 19.03.0 u BbImIe
¢ Docker Compose 1.27.0 u BblIie

IlakeTn! e Tar
e OpenSSL
e Jq

o [lyOomuunbiii ceprudukar gomeHa B popmare Base-64

Ceprudukars!

e Ceprudukar, Beimucanublii Ha DNS-uMst MalmHel

¢ Coemunenne o potokorny LDAPS mexay cepBepom Access Manager n Active
Coenunenne Directory

e CoenuHeHue Mexy cepBepoM Access Manager 1 60a30i TaHHBIX

e PostgreSQL 14.4 u Bblie
baza nanubIx
e PostgreSQL Pro 14.4 u BbIimie

AmmaparHbie e He menee 4 I'b oneparuBHOl namsaTu

TpeboBaHusa e He menee 50 I'b cBoGomHOTO TIPOCTpAaHCTBA HA ANCKE

¢ Google Chrome

e Mozilla Firefox
Be6-0pay3ep
e Microsoft Edge

¢ Internet Explorer

Indeed Key Server

(D) WHOOPMALMSA

CepBsep nogiepxuBact paboTy BHE TOMCHA.
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Linux ¢ mogyiepxKoit 64-OUTHON apXUTEKTYPHI:

e Astra Linux

OHCpaL[I/IOHHaﬂ CUCTEMA
« PEJIOC

e Ubuntu

e PostgreSQL
e PostgreSQL Pro

baza mannberx

AnmnaparHble TpeOOBaHUS COBNAJAIOT C TPEOOBAHUAMH, NIPEIbSBIAEMbIMU K
OIEepaLlMOHHBIM CHCTEMaM, Ha KOTOphIX (hyHKunonupyer I10.

Anmaparasie TpeOOBaHMS
P P e He menee 8 I'b oneparuBHON namsTu

e He menee 200 I'b cBoO6OIHOTO MPOCTPAHCTBA Ha JHCKE

e Jlns ornpaBku push-yBemomiennii cepepy Indeed Key tpeOyercs
BHEIITHUH JIOCTYI K HHTEPHETY (111 JOCTyMa K fcm.googleapis.com:443 u
oauth2.googleapis.com:443).
e Cepsep Indeed Key momken ObITh JOCTYIIECH ITO yKa3aHHOMY B HACTPOHKax
uMeHH dns 1 IOpTy (TaHHBIC TTApaMETPHI 3aaf0TCsl pU HacTpoiike Indeed
BzaunmoneiicTtBue ¢ .
Key) u3 BHemHe cetu.
MOOMIIBHBIM TIPHIOKCHUECM

e Imsa DNS-cepsepa Indeed Key He 10mKHO cogepKaTh HUKHETO
Indeed Key

MOAYCPKUBAHUS .
e Jlna otnpaBkH push-yBemomiennii Ha yerpoiictBa Huawei Tpebyercs
noctyn k cepsucy HUAWEI Push o cienyromum agpecam:

o push-api.cloud.huawei.com

o oauth-login.cloud.huawei.com

TpeboBanus k cepTuduKaTam Ijisl yCTPOHCTB

[Ipu ucrons30BaHUM CEPTUPHUKATOB CTOPOHHETO ynocToBepsitoriero neHTpa (Y1) Heooxoaumo yoenuThbes, 9To
BBIITyCKaeMble UM CEPTU(PHUKATHI COOTBETCTBYIOT YCTAHOBIEHHBIM TPeOOBAaHUSM, ONIMCAHHBIM jaiee. [Ipu
HCTIOJIb30BAaHUU COOCTBEHHBIX CePTU(UKATOB KOPHEBOH CEPTU(HKAT TOJKEH OBITh YCTAHOBJIEH Ha yCTPOMCTBE U

JIOJDKHO OBITH HACTPOEHO JIOBEPHUE K CEPTH(UKATY.

Taxoke BB MOXKETE CBSI3aThCs ¢ KOMAHO0M MOJAEPKKU U 3alpOCUTh cepTudukarsl 11 kiauenTekux IKS. Takue
cepTudukaTsl OyIyT aBTOMaTHYeCKH Mpu3HaHbI npuioxenueM Indeed AM Oe3 HEOOXOAMMOCTH JAOTIOJIHUTEIBHOM

YCTaHOBKM Ha YCTPOMNCTBE.

() uH®OPMALMS

Tpeboanus k pacumpenuto ExtendedKeyUsage (EKU) u cpoky aeiicTBus nosBuimch ocenpto 2019 roxa amst
cepTu(uKaToB, BeIMyIIeHHBIX Tocie 1 utomsa 2019. CepTudukarsl, BHIITYIICHHBIE paHee, IPHHAMAIOTCS

ycrpoiicTBamu Ha 6a3e iOS 6e3 yka3zaHns HICHTH(UKATOpa 00BEKTa U CPOKOM JCHCTBUSL.
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CepTU(HKATHI M BBIIAIOIINE UX LEHTPBI CepTH(UKAILINH, UCIIONB3YIOMHE KIour RSA, TOKHBI HCIIOIB30BaTh

KIIrouM pazmepom 2048 Out nim doee;

CepTI/Iq)I/IKaTI)I 1 BBLAAIOIMHNEC UX EHTPBI CepTI/I(l)I/IKaIII/II/I JOJIKHBI UCTIOJIB30BATh AJITOPUTM XCHINPOBAHUSA U3

cemeiictBa SHA-2 jutst co3nanus udpoBoit MOIMHCH;

ceptuduKaThl JOIDKHBI cofepkarh uMsi cepsepa DNS ¢ ucnonb3oBanueM pacimrpenus Subject Alternative Name

cepTuduKara;

cepTudUKaThl T0JDKHBI BKItoyath paciupenne ExtendedKeyUsage (EKU), conepikariee uneHTU(UKATOp 0OBEKTa
id-kp-serverAuth;

CpPOK JeHicTBUS cepTU(UKATOB cepBepa JOKEH COCTaBIATh 825 1Hel nin MeHee.
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ITogroroBka o0pa3za Docker

Nmmopt 0o0paza Docker

1. Cxauaiite apXxuB am-<Homep eepcuu>.tar.gz, 3aTpy3uTe €ro Ha LEJIEeBOH XOCT B HEOOXOAUMBIN KaTajor.

2. IlepeiinnTe B Karajor ¢ apXMBOM U PACIIAKYHTE €ro C MOMOIIBIO KOMAH/IbI:
sudo tar -xf <umAa apxuBa>.tar.gz

3. Ilepeiinute B KaTajuor, B KOTOPBI pacrakoBajcs apXyB, U UMIOPTUPYHTe 00pa3 Docker ¢ moMoribo KoMaHabl:
sudo docker load -i <uma apxuBa>.tar

4. OTkpoiite Qaiin access-manager.docker-compose.yml (haiir pactioNoKeH B Karajore am-<Homep sepcuu>/am) u
B CEKIIMU core, pasnene depends_on PacKOMMEHTHPYHTE CTPOKH € NpOBaiiiepaMH, KOTOPBIE BbI IIAHUPYETE

HCIIOJIB30BAaTh.
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v Ilpumep

depends_on:
ca-certificates:
condition: service_completed_successfully
auth-amsmtp:
# condition: service_completed_successfully
auth-amwp:

condition: service_completed_successfully

# auth-encrypted-software-totp:
# condition: service_completed_successfully
# auth-hardware-totp:
# condition: service completed successfully
# auth-hotp:
# condition: service_completed_successfully
auth-indeed-key:

condition: service completed successfully
# auth-mfa:
# condition: service_completed_successfully

auth-passcode:

condition: service completed successfully
# auth-radius:
# condition: service_completed_successfully
# auth-secured-totp:
# condition: service completed_successfully
# auth-sms-otp:
# condition: service_completed_successfully
# auth-software-totp:
# condition: service_completed_successfully
# auth-storage-sms-otp:
# condition: service completed_successfully

ITepeMeHHBIE OKPYKEHUS

ITepemeHHBIE OKPYKEHUSI HAXOASATCSA B (haiise am/.env U JOCTYIHBI TIOIB30BATEIIO C 33JAHHBIMH IT0 YMOITIAHHUIO
3HadeHUsIMU. [Ipn ycTaHOBKE M HACTpOIKE CEPBEPHBIX KOMITOHEHTOB HEOOXOIMMO OTPEAAKTHPOBATEH 3HAUCHUS JUIS

CICAYOIUX ITICPEMECHHBIX:

o AM_UID u AM_GID

e ENDPOINT_NAME_*
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(D BAKHO
Ecnn BEI He IITaHMpPyeTE yCTaHABIMBATh BCE KOMIIOHEHTHI Access Manager, B mepeMeHHOH COMPOSE_PROFILES

YAQJIUTE COOTBETCTBYIOIINE 3HAYCHU .

Ipu 3ToM Heo6x0AUMO 0053aTENBHO YKa3aTh B cIKcKe nposaiinepos Windows Password (amwp ), 4T0ObI

pean3oBaTh HayaJlbHYIO ayTeHTH(uKanuio B Core Server.



¥ Ilpumep ¢aiina .env
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TAG=am_9.2.0-rc7164-9dc554f.ru-ru
LS_TAG=9.5.0-beta

AM_UID=200000
AM_GID=200000

CERT_STORE=/etc/ssl/certs
CA_CERTS=/usr/local/share/ca-certificates

# Specify in the COMPOSE_PROFILES variable providers separated by commas.
# Example: COMPOSE_PROFILES=passcode,indeed-key,sms-otp,storage-sms-otp

# Full list of services: core,idp,mc,uc,ls,amsmtp,amwp,encrypted-software-
totp, hardware-totp,hotp, indeed-key,mfa,passcode,radius, secured-totp, sms-
otp,software-totp,storage-sms-otp,indeed-key-server,sms-proxy
COMPOSE_PROFILES=core,idp,mc,uc,ls,indeed-key-server,sms-
proxy,amsmtp,amwp,encrypted-software-totp, hardware-totp,hotp, indeed-

key,mfa,radius,secured-totp,sms-otp,software-totp, storage-sms-otp,passcode

ENDPOINT_NAME_THIS_HOST=indeed_core.indeed.ru
ENDPOINT_NAME_CORE=indeed_core.indeed.ru
ENDPOINT_NAME_IDP=indeed_idp.indeed.ru
ENDPOINT_NAME_MC=indeed_mc.indeed.ru
ENDPOINT_NAME_UC=indeed_srv.indeed.ru
ENDPOINT_NAME_LS=indeed_srv.indeed.ru
ENDPOINT_HTTPS_PORT=443

INDEED_KEY_EXTERNAL_ENDPOINT NAME=indeed_srv.indeed.ru
INDEED_KEY_HTTPS_PORT=81
INDEED_KEY_HTTPS_PORT_EXTERNAL=83

CUSTOM_SP_1=
CUSTOM_SP_2=
CUSTOM_SP_3=
CUSTOM_SP_4=
CUSTOM_SP_5=

COMPOSE_PATH_SEPARATOR=:
COMPOSE_FILE=haproxy.docker-compose.yml:access-manager.docker-compose.yml:log-
server.docker-compose.yml:indeed-key.docker-compose.yml:sms-proxy.docker-
compose.yml

COMPOSE_PROJECT_NAME=am
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B cnemyrormeit Tabuie onucaHbl Bce EpEeMEHHbBIC OKPY>KeHNUS, HaxXOIIecs B (aiiie .env.

[Tepemennas

TAG

LS_TAG

AM_UID

AM_GID

CERT_STORE

CA_CERTS

COMPOSE_PROFILES

Ormucanue

Bepcus coopku. B sToli nepemenHol ykazanbl Teru oopa3os Docker. TIp
IPaBUIILHOCTH TEroB. Mcmonb3yiiTe komanny sudo docker images,:®

TOJIYYUTH TET.

Bepcus xomnonenta Log Server.

Wnentuduxarop noiabp3oBareis, oa KOTOpbIM OyneT padorath Access M
Docker. Yoeautech, 4T0 3TOT HACHTH(PHUKATOP OTIMYASTCS OT UACHTH( U]
JIOKAJIbHBIX ITOJIB30BATEIEH XOCTA.

ITpumep: AM_UID=200000 .

Wnentuduxarop rpymnmsl, oa KOTOpoit OyneT padotars Access Manager
Docker. Yoeaurech, 4To 3TOT HASHTUDUKATOP OTIMYAETCS OT HIICHTH(HI
JIOKQJIbHBIX MTOJIL30BaTENIEH XOCTA.

ITpumep: AM_GID=200000 .

[Tyt XpaneHus cepTU(GHUKATOB BHYTPH KOHTEHHEPA.

[TyTh xpanenus ceprudukraroB 1eHTpoB cepTudurarmu (CA).

Kommonentsr Access Manager u mpoBaiieps (Uepe3 3arsiTyro), KOTOpbIe
IUTAHUPYETe YCTaHOBUTH. [10 yMom4aHuto 100aBIeHBl BCE KOMIIOHEHTHI, |
indeed-key-server, sms-proxy.

ITonHbIN CIUCOK KOMIIOHEHTOB:
core,idp,mc,uc,ls,amsmtp,amwp,encrypted-software-
totp, hardware-totp,hotp, indeed-
key,mfa,passcode, radius, secured-totp,sms-otp, software

totp, storage-sms-otp, indeed-key-server, sms-proxy .
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ENDPOINT NAME_*

ENDPOINT_HTTPS_PORT

INDEED_KEY_HTTPS_PORT

INDEED_KEY_HTTPS_PORT_EXTERNAL

B »Tux nepeMeHHbIX ykasbiBatoTcsi DNS-1MeHa X0CTOB (B HUXKHEM Peru
KOTOpbIE pa3BOPauNBaIOTCsl KOMIOHEHTHI Access Manager.

IMpumep: am.domain.local.

Ecnu BbI ncnioneiyere Https-mopt, KOTOpbIN OTIIMYaeTcs OT CTaHAAPTHOI
YKa)XHUTE €ro B IMEHHU XOCTa.

ITpumep: am.domain.local:1443.

JlocTynHbIe IepeMeHHbIE:

ENDPOINT_NAME_THIS_HOST, ENDPOINT_NAME_CORE,
ENDPOINT_NAME_IDP, ENDPOINT_NAME_MC, ENDPOINT_NAME_UC,
ENDPOINT_NAME_LS, INDEED_KEY_EXTERNAL_ENDPOINT_NAME .
B nepemennoii ENDPOINT_NAME_THIS HOST HeoOXOAMMO yKa3aTb UM
TeKyIero xocra. Eciii ucnosb3yeTcs OJMH XOCT, He0OOXOAUMO TIPOy O

OJHO U TO K€ 3HAYCHUC UIA BCEX IEPEMCHHBIX.

Https-nopt o ymonuanuto 443.

Buyrpennnit https-mopt s Indeed Key mo ymomaanuto 81.

Buemnwuii https-mopr mist Indeed Key o ymomrganmro 83.
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CUSTOM_SP_*

Co3nagne KaTtajgoros

Anpec npunoxennst (DNS-umMst 1 opT, eciu sIBHO yKa3aH), KOTOPOE TOT
MOJUTUKY Oe3omacHoCTH A foctyna K IDP (Genbiii cincok).
[Ipumepsr:
o Ecim npy MogKIIFOYEHUH K MTPHUIIOKEHHIO UCTIONIB3YETCS aipec
https://provider.test.local:333/.., To 3Ha4e€HHUE IIEPEN

Oyner provider.test.local:333.

e * test.local

Ecnu Takue MIPUIIOKCHUS OTCYTCTBYIOT, OCTaBbTC IIEPEMEHHLBIC C ITYCTBIM

3HAYCHUAMMU.

[Tpu HEeoOxomMMOCTH H00aBHUTE OOIee MATH CEPBUCHBIX IIPOBAHICPOB:

1. I[06aBI>Te JOITOJIHUTCJIbHBIC IICPEMCHHLBIC B (baf/'m .eny 110 aHaJIOIrnun

J00aBJIeHHBIMH 0 yMon4aHuio (CUSTOM_SP_6=, CUSTOM SP_7:

2. JlobaBwre niepeMeHHbIe B (aiin access-manager.docker-compose.yn

pasaen idp:environment.

¥ Ilpumep

idp:

environment:

AMIDP_ContentSecurityPolicy__FormAction__From
"${CUSTOM_SP_6}"
AMIDP_ContentSecurityPolicy__FormAction__From
"${cusTom_sp_7}"

UroOsl coznars karanoru EventCache (xpanenue kema), Logs (oru) u DataProtectionKeys (kioun mwudpoBanus), U3

KaTajiora am 3aiyCTUTEC KOMaHIY:
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sudo mkdir \

core/EventCache/ core/Logs/ core/DataProtectionKeys/ \

idp/EventCache/ idp/Logs/ idp/DataProtectionKeys/ \

mc/EventCache/ mc/Logs/ mc/DataProtectionKeys/ \

uc/EventCache/ uc/Logs/ uc/DataProtectionKeys/ \

1s/EventCache/ 1ls/Logs/ ls/DataProtectionKeys/ \

indeed-key/EventCache/ indeed-key/Logs/ indeed-key/DataProtectionKeys/ \

sms-proxy/Logs/ sms-proxy/DataProtectionKeys/

Hacrpoiika mpas

[Tepen 3amyckom Access Manager BbIiaiiTe MpaBa 1oJIb30BaTeNo, M0/ KOTOPHIM IIJIaHUPYETE 3aIycKaTh Access

Manager B Docker.

CﬂenaﬁTe BJIaJ€JIBIIEM IIOJIB30BATEIIsI, KOTOPOI'O BBl YKa3aJil B (baﬁne .env B IEPEMCHHBIX AM_UID n AM_GID 5

3aIyCTUB CIEAYIONIYI0 KOMaHIY:

sudo chown -R <AM UID>:<AM_GID> ./*
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[

 logrotoBka cepTu(pUKATOB

o Tenepaiws ciryeOHBIX CEpTU(PUKATOB

CepBepHblil 1 MyOIUYHBIN cepTH(UKATHI

] Hacrpoiika coGCTBEHHOIO KIIMEHTCKOTO CEpPTH(UKATA

Jlo6aBiieHne cOOCTBEHHOTO KJIMEHTCKOTO CepTU(HKaTa
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[ eHepanys Ciry>k€OHbBIX CEPTU(PUKATOB

Jlo6aBbTe cieayronme cepTuuKarhl B KaTajor ssl/:
o ssl/<cepsepuviii cepmugpuxam>.pfx — cepBepHbIi cepTu(dUKaT, BeITUcaHHbI Ha DNS-nMs MalmHsl.

o ssl/ca/<nybnuunviii cepmugurxam>.cer — MyONNIHBINA cepTUHUKAT ToMeHa B popmare Base64. Ecnu myOnmuaHbIi
cepruuKat BeIJJaH HE JOMEHHBIM yocToBepsitomuM reHTpoMm (Y1I), mob6aBsre myOonudHbIi ceprudukar

ctoponHero YII.

3armyCcK CKpUITOB

UroObl HACTPOUTH PAOOTY BCTPOSHHOTO cepTU(HKATA, 3aIlyCTUTE CIIEAYIOIINE CKPUIITHI B Karajore ss/. Yoenutech, 4To

B KaTajore ss/ HAXOIATCS TOJIBKO CKPUIITHI U J00aBJICHHBIC PaHee CEPTUDUKATHI.

o convertPfxForReverseProxy.sh

convertPfxForReverseProxy ik _external.sh
o generateHttpsCerts.sh
o generateSamlCerts.sh

o generateSmsCert.sh

prepareCaFile.sh

IIepen 3amycKOM CKPHUITOB OTPaHUYBTE IPaBa 3aIlyCKa JJIs BCEX MOIb30BATEICH CHCTEMBI, HE UMEIONIMX MPaB sudo .

J1J1s 5TOTO, HAXOJISICh B KaTaJiore ss/, BBIMOIHUTE KOMaHIy sudo chmod 400 *.sh.

1. CxouBeprupyiite .pfx B ceprupukar HAProxy:

sudo bash ./convertPfxForReverseProxy.sh -f <cepBepHbii cepTudpukat>.pfx -p

<naponb>

Pesynbrar: cozgaercs cepBepHbI cepTuduxar am/ssl/https/reverse_proxy server.pem, IpenoCTaBISIOLIUHI

HAProxy ms BaemHux kimeHToB (Api Core, WebUI MC, UC u IDP).

2. ITpu ycranoske Indeed Key Server ckonBeprupyiite .pfx B cepruduxar HAProxy:

sudo bash ./convertPfxForReverseProxy ik _external.sh -f <cepBepHbii

ceptudpukaT>.pfx -p <naponb>

Pesynbrar: cozgaercs cepBepHbIil cepTudmxar am/ssl/https/reverse_proxy server ik.pem, NpeaocTaBIsSIOIINN

HAProxy mns BHemnux knuenToB k Indeed Key Server.

3. Crenepupyiite HTTPS-cepTudukarsl KoHTeiHEpOB, UCTOIb3yeMblie BHYyTpHU ceTr Docker.
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sudo bash ./generateHttpsCerts.sh

Pesynbrar: cosnatorcsi ceprudurarsl am/ssl/https/<service>.pfx s cepsucos Core, MC, UC, IDP u Log Server.

Pacnonosxenue u napoau cepTuUKaToB yKa3aHbl B KOHPUTYPALMOHHBIX (paiiiax KOMIOHEHTOB.

4. Crenepupyiite ciyxeOHble cepTU(hHUKATBI, KOTOpBIE HCIob3ytoTes B IDP mpu SAML-coeanneHnn.

sudo bash ./generateSamlCerts.sh

Pesynbrar: cozmaercst Tpu ceprudurara am/ssl/saml_certs/<service>.pfx. Pacnionoxxenue u napoiu

CepTHU(HKATOB YKa3aHbl B KOHPHUTYpannoHHBIX (aittax komrnonerro UC, MC u IDP.

() NPHUMEYAHME

ITpu ncons30BaHMH OaTaHCHPOBIINKA HATrPYy3KH J0OABBTE KAaTaor saml certs ¢ CONCP>KUMBIM Ha BCEX

cepBepax.

5. Crenepupyiite cepTuukar, KOTOpoMy OyayT JOBEPATh KOHTCHHEPHI.
sudo bash ./prepareCaFile.sh

Pesynbrar: co3naercs ceprudurar am/ssl/ca/trusted _ca.crt, KOTOPbIA COACPIKUT CITUCOK BCEX JTIOOABICHHBIX B

am/ssl/ca TyOMIIHBIX CepTU(PHUKATOB.

() TNPUMEYAHME

[Tpu n3MeHeHNH cocTaBa Katayora am/ssl/ca HeoOX0IuMO Tepe3aycTuTh CKpunT prepareCalile.sh.
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Hacrtporika coOCTBEHHOIO KJIMEHTCKOTO
ceprudukara

/\ BAXKHO

I[J'I}I MOBBIIICHHS O€30ITACHOCTH PEKOMECHAYCTCA UCIIOJIb30BATh COOCTBEHHBIN KJINEHTCKHH CepTI/I(bI/IKaT.

CoOcTBeHHBIN KIMEHTCKHIA cepTrdukaT He mogaepxkuBaercs B Moayisix RDP Windows Logon u Windows Logon.

Hactpolika coOCTBEHHOTO KJIMEHTCKOro cepTH(UKaTa He0OX0auMa JJIsl IOJyYeHUs TIEPBUYHBIX [IPaB aJIMUHUCTPATOPA.

YToOBI NCTIONB30BATH COOCTBEHHBIN cepTH(MKAT, BEIMUIIUTE cepTHdUKar 1 ayTeHTHdukannu Ha Core Server.
1. UtoOBI creHepupoBath cepTu(dUKAT, IEPEHIUTE B KATAIOT an/tools W 3amycTUTe CKpUIT tool_gen client cert.sh.
sudo bash ./tool gen_client_cert.sh -f mycert
Baxxno: I[Tocne oTpaboTky CKpHITa B TEPMUHAIE 0TOOpaXkaeTcs Mapoiib OT cepTudukara <certName>.pfx,
KOTOPBI HEOOXOJUMO COXPAaHUTb.
Pesynprar:
o am/tools/certName.pfx — ceptudukar ¢ MpuBaTHBIM KJIFOYOM JuTs ayTeHTH(uKaun Ha Core Server,

o am/ssl/ca/certName.cer — MyONMYHBIA KITIOY IS IOBepusi certName.pjx,

e 3HauCHHE OTIeYaTKa cepTU(UKATa aBTOMATHYECKH TIOJICTABIISETCS B KOHPUTyparnoHHbii ¢aiin Core Server

am/core/app-settings.json B pasaene Authentication:Certificate:Thumbprints.
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¥ Ilpumep pasnena Certificate

“Certificate”: {

“ForwardingHeader”: “X-IndeedAM-ClientCert”,

“Thumbprint”: “01ded449b6f4b49e00dla5b20ffb5d6605cf6cd2a”,

“Thumbprints”: [
"31650135EFESCFEB83500A3DFE9FB747DC77480E"
"E2163AFOB2D72C8C5CEC2A6E289DFDOC8B7940B3",
"8FEEC416480EQF69A1E67BCBAE3DBBE7D1F449F2"

]

Tne:

e Thumbprint — oTHe4aToK BCTPOEHHOIO KIMEHTCKOIO cepTH(dHKaTa,

e Thumbprints — oTmeyaTky COOCTBEHHBIX KJIMEHTCKHX CEPTH(HUKATOB, KOTOPBIM OYJET JOBEPATH

Core Server.

() MNPUMEYAHME

ITpu ucnions30BaHUM OalaHCUPOBIIKMKA HATPY3KU:

e no0aBbTe cepTUUKATHI certName.pfx u certName.cer Ha Bce CepBepa B COOTBETCTBYIOLIHE
JTUPEKTOPHH,

e 100aBBTE 3HAYCHUS OTIEYATKA CEPTU(HKATA B COOTBETCTBYIOIIHE (haliilbl HA BCEX CepBEpax.

2. Co3paiite karanor am/ssl/client u ckonupyite certName.pfx B 3TOT KaTajor.

3. U3 karanora am/ssl 3anycture ckpunt prepareCaFile.sh 11 NOBTOPHOM TeHepayu frusted ca.crt.
sudo bash ./prepareCaFile.sh

Pesymerar: cosnaercs ceprudukar am/ssl/ca/trusted _ca.crt, KOTOPBII COTEPIKUT CITUCOK BCEX T0OABICHHBIX B

am/ssl/ca myOIMYHBIX CEPTUPUKATOB.

() MNPUMEYAHME

ITpu n3MeHeHHN cocTaBa Karaiora am/ssl/ca HeoOXomMMo niepe3aryCcTuTh CKpunT prepareCaFile.sh.

4. Cnemaiite BnaaenbeM moib3oBaterst Access Manager B Docker-koHTeitHepe st 0OHOBIEHHOTO CepTH(HKATa

am/ssl/ca/trusted_ca.crt.

58



sudo chown <AM UID>:<AM GID> ./ssl/ca/trusted ca.crt

5. Ilepe3amycTure KOHTEHHED C IPUIOKEHUEM C IOMOIILIO KOMaHabl sudo docker-compose up -d.
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Indeed Log Server

Indeed Log Server (Log Server) — sTo BeO-nipriioxkenue, padoratomiee Ha 6aze HTTP-cepsepa Kestrel. Jlannsbrii

MOJIyJTb OTBEYAET 3a IICHTPATN30BAHHBINA COOp M ayJIUT COOBITHI CHCTEMBI.
CoObITHS 3aIUCHIBAIOTCS B 0a3bl JaHHBIX.

Kak coznars 1 HacTpouTh 06a3y 1aHHBIX?

YcranoBka Log Server

OT,Z[eJ'II:HO YCTaHaBJINBATh LOg Server He HYXXHO. KommonenT YCTaHAaBJINBACTCSA aBTOMATHYCCKHU MTPU PACITAKOBKE

apxuBa am-<Homep eepcuu>.tar.gz.

J1st KoppeKTHOI paboThl KoMIToHeHTa Log Server HE0OXOIMMO HACTPOUTH COSITUHEHHE C 023011 TaHHBIX.

Hacrporika Log Server ¢ pa3HbIM THIIOM XpaHWININA JAHHBIX
Be1 MokeTe BEIOpATh HOCTYITHOC BaM XPAHWIIUINE JAHHBIX:

e 0asa nannbix PostgreSQL
o xpanwuiie B SysLog

® PE3epBHOEC XPAHMJIHIIIEC
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¥ PostgreSQL

PostgreSQL

1. Otkpoiire baitn am/ls/targets/DbTargetSqlAM.config n B ctpoke ConnectionString yKkaxure

CICAYIOMUE TaHHBIC:

¢ Server — DNS/IP-aapec cepBepa ¢ 6a30ii qanHbIX PostgreSQL.

e Database — uMms 0a3bl JaHHBIX.

* User ID — UM MOJIB30BATENs, KOTOPBIH UMEET MOIHBIC TipaBa Juist 0a3bl TaHHbIX Database.

* Password — mapoJb M0JIb30BATEIS.

[Tpumep

<?xml version="1.0" encoding="utf-8"?>
<Settings>

<ConnectionString>server=192.168.80.30;port=5432;user
id=amservice;password=Q1lw2e3r4;database=am_deb_db</ConnectionString>

</Settings>

2. HpI/I HCO6XO,I[I/IMOCTI/I HCIIOJIB30BaTh JOMOJHUTEIBHOC XPAaHUINIIEC JaHHBIX, OTKpOﬁTe KOH(l)I/IpraI_[I/IOHHHﬁ

(aiin cepsepa am/ls/clientApps.config u packoMMeHTUDPYIiTe HEOOXOMMbIE 3HAUEHHs B CEKIIMM Targets .
IIpumep

<Targets>

<Target Id="DbTargetSqlAM" Type="pgsql" />

<!-- <Target Id="DbTargetMssqlAM" Type="mssql" /> -->
<Target Id="DbTargetSqlIndeedKey" Type="pgsql" />

<!-- <Target Id="DbTargetMssqlIndeedKey" Type="mssql" /> -->
<Target Id="TargetSyslog" Type="syslog" />

</Targets>
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¥ Xpannauue B SysLog

Xpanwuiie B SysLog

Log Server nmojepxxuBaet GpopMmar syslog, BeI MOXKETe HCIIONIB30BaTh 000 cepBep, paboTaIOIINI ¢ JTaHHBIM

(dopmatom. B kauecTBe puMepa Jasiee paccMOTpeHa HacTpoiika syslog cepsepa Syslog Watcher v4.8.6.
Br1 MOXXeTe ckauaTh yTUINTY Ha ouIaabHOM caiite https://syslogwatcher.com

1. 3anycTure ycTaHOBOUHBIN (aiin SyslogWatcherSetup-*.*. *-win32.msi.

2. B okne License Agreement npuMuTe JULEH3UOHHOE COIVIAIICHHE.

3. B oxne Installation Type BeiOepure Tun ycranosku Install Syslog Watcher Service and GUILL

Installation Type

Please specify what type of installation is right for you

(®) Install Syslog Watcher Service and GUI

() Install Syslog Watcher GUI anly

4. B okne Select installation Folder BeiOepuTe myTh ycTaHOBKH 151 Sys-log cepBepa.

5. B oxne Windows Firewall Exception pa3pemiire jo0aBiieHue npaBuia Ha BCE BXOJSIINE COSTUHECHUS JIs
Syslog Watcher B 6pannmaysp Windows.
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Windows Firewall Exception

[w] Add Windows firewall exception (allow incoming connections)

6. B okne Confirm Installation HaxkmuTe Next 1Jist IONTBEPKICHHUS YCTAHOBKU.

7. Jlo)kauTech 3aBepIeHNsT YCTaHOBKHU cepBepa.
Hacrpoiika sysLog cepsepa

1. 3anycture Syslog Watcher u Beioepute Manage Local Syslog Server.

3 Select Syslog Watcher GUI Mode

® Manage Local Syslog Server

To use locally installed Syslog Watcher service.

= Connect to Remote Server
To connect to Syslog Watcher service running remotely.

= Standalone Application
To collect syslogs without using Syslog Watcher service,

[] Remember my choice and don't ask me again

2. HaxxmuTe Settings B BepXHEM MEHIO ITPOIPAMMBL.

1. Beibepute mynkt Network Interfaces.

2. IlpoBepsTe, UTO BRIOPAHO MCIONB30BAaHIE IPOTOKOIA Udp M yKa3zaH MOPT.

63



User Interface

- Grid View

- Processing

- Faormats

- VendorPack

- Confirmations
Server

- Metwork Interfaces

- Advanced Metworking

- Domain Mames

-Remote Access

- Processing

- Formats
Storage

- Storage Backups
Email Alerts

- Email Account
Export to Text

- Destination
Export to DB

- Database

Internet Protocol

[#]Bind to local IPv4 interfaces Show Local Interfaces

() Bind to all local IPv4 addresses (0.0.0.0)

(®) Bind to specified IPv4 address: | 192.168.1.4

[«]Bind to local IPvE interfaces

(®) Bind to all local IPv6 addresses ([::])

() Bind to specified IPv6 address: |

Transport Layer

E Receive syslogs over UDP on port: | 514 W Show Used Ports

|:| Receive syslogs over TCP on port:

3. Beibepure nyHkT Processing. Beioepure xonuposky UTF-8.

User Interface

- Grid View

- Processing

- Faormats

- VendorPack

- Confirmations
Server

- Metwork Interfaces

- Advanced Networking

- Domain Mames

-Remote Access

_Pr@'

- Formats
Storage

- Storage Backups
Email Alerts

- Email Account
Export to Text

- Destination
Export to DB

- Database

These settings are used by the server when processing syslogs.

Processing

Default severity: Default fadility:

[« Remove trailing CR/LF {Carriage Return [ Line Feed)

[w]| Replace non-printable ASCII characters {codes 0-31) with:
(®) Hexadedmal ACSIT code of the character
() Custom printable character: |:|

[[]replace consecutive characters with one

[#|Farce codepage: | 65001 (LUTF-8)

[#] Insert domain name after IP address within message body

oK ||Ca1ce|||#.|:uply

PenaxtupoBanue koH(UTYpaIlMOHHOTO (aiiia

1. Otkpoiite koHpUTYparuoHHbIi daiin am/ls/sampleSyslog.config 1 yKaxxuTe CIIeNyIOIIUe apaMeTphl B TEre

ConnectionString:

¢ HostName — ums unu IP-anpec Syslog-cepsepa.
e Port — nopt Syslog-cepsepa (514 — nopT no yMOTYaHHIO).

e Protocol — tun noaxioueHus k Syslog-cepsepy: UDP, TCP, TCPoverTLS.
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e Format — ONIMOHANLHBINA TapaMeTp, onpenaeiset Gopmar goros: Plain (o ymonuanuio), CEF,

LEEF.

e SyslogVersion — onuuoHanbHbl napamerp, cnenuduxanus nporokosna: RFC3164, RFC5424.

ITpumep HacTpoiiku st Syslog Watcher

<Settings HostName="localhost" Port="514" Protocol="UDP" Format="Plain" />

2. Otkpoiite koHpUTrypauuoHHblil Gpaiin am/ls/clientApps.config.

3. Jlns 6noka ¢ Application Id"="ea" Btere TargetId mis WriteTargets
ykaxure sampleSyslog. Ter ReadTargetId OCTaBbTE IyCThIM, TAK KAK YTEHUE BBIIOIHAETCS

CTOPOHHEH MporpaMMoii, B 1anHoM npumMepe Syslog Watcher.

() HHOOPMALWUS

B rerax ReadTargetId ykasbiBaeTcsa MAEHTH(MHKATOP XPAHUIIHINA, OTKYAa OylET OCYIIECTBIATECS

YTeHUE COOBITHH.

B 6noke WriteTargets, B Terax TargetId ykassiBaeTcsa MAEHTH(HUKATOP XPaHUIIUIIA, Kyaa OyaeT

OCYHICCTBIIATHC 3aIlIUCh COOBITHH.

Wnentuduxaropsl 3ananel B Tere Targets , KOHGUryparuoHHbIE (aiiIbl i KaXKJI0T0 THIIA

HaAXOAATCS B manke am/ls/target/ ¢ COOTBETCTBYIOIIUM UMEHEM.

B CertificateThumbprint ykassiBaeTcs oTnedaTok KiueHTckoro cepruduxara Core Server.

[Ipumep

<Application Id="ea" SchemaId="eaSchema">
<ReadTargetId> </ReadTargetId>
<WriteTargets>
<TargetId>sampleSyslog</TargetId>

</WriteTargets> <AccessControl>
<CertificateAccessControl CertificateThumbprint="001122...AA11"
Rights="Read" /> </AccessControl>
</Application>

4. Haxxmute Start Server B BepXHEM JI€BOM yIiTy iporpammbl Syslog Watcher.
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6 | B ¥

Start Server | Stop Server | Status Reload  Filter

Show Any Severity~ from All Sources~ last 10
Syslogs for Period  Search Results

Receved Source |

1314 $aIND | PULAHIIND |

[Ipumep oToOpakeHuUst

B 0 0

VendorPack  Help  Info
Shw Any Severity~ from LOG~ last 1000 [ messages | Update every 10 T seconds | Updated at 26.11.2018 12:01:26

(v AutoSeroll | 2

914 HIND | PUL RAND

IEEXEEERRTY 5vslogs for Period  Search Results (0) Sources (1) ServerLog Backups
Recenved Source P Source.. Facility Severity Timestamp Tag Ori.. Message
26.112018 10:52... = LOG local 7 Info 2018112, ea .. server LogonByAuthenticatorSucceeded [indee...

1
26 1
26112018 12:00:... =1
26.11. 2018 1200 =1 2018-11-2..,
26112018 12:00... =1 2018-11-2...
26,11 2018 1200-.. 1 2018-11-2..,
1
1
1
1

| aLs . server LogonByAuthenticatorSucceeded [indee...

2018-11-2.. - Server AcquirePersonallicense [imdeed 332473 r...
- server ReleasePersonallicense indeed @324T3 1.,
- server Rel P ILicense [indeed@32473 li...
- server AcquirePersonallicense [indeed @ 32473 r..,
- server AcquirePersonallicense [indeed@32473 r...
- server ReleasePersonallicense [indeed @32473 I,
- server ReleasePersonallicense [indeed 232473 li...
- server AcquirePersonallicense [indeed@32473 r...

26112018 12:00:.. = 2018-11-2...
261120018 12:00... = 2018-11-2.0
26112018 12:00-... = 20M8-11-2..
26112018 12:00:... = 20181142

glg|lzgez2 e

Message View 3 x

Infe [ lecal 7 LOG (::1) 26 HonGps 2018 r. 11:00:31.963

sarver LogonByAuthenticatorSucceaded [indead®32473

requestipplication="Enterprise Management Console” requestUser="Admin Indesd” requestComputer="192.168.1.3"
logonMode="Windows Token” authComment=""] Monssosarens Gout YCNSWHS AYTEHTHWEMLMPOBAH NO NPELOCTARNEHHIMY
ayTesmuhukaropy. Npwnoxeque: Enterprise Management Console.Nonszoeatens: Admin Indeed. Konneorep:
192.168.1.3.Cnocob exoga: Windows Token.KommenTapuil ayTeqmuduxaTopa: .

LNe- 514
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¥ Pe3epBHOe XpaHHUJIUILE

PesepBHOE xpanwuiie

Hactpoliika ¢ pe3epBHbBIM XpaHWINILIEM B 0a3e JaHHbBIX

1. OTkpotiTe KOHGUTYpaMOHHBIN (aiin cepBepa am/ls/clientApps.config.

2. B Gnoke Targets cxonupyiite Ter Target ¢ Id="sqlTargetAM" u usMeHuTe id Ha IPOM3BOILHOE

3Ha4YeHUE, HanpuMep sqlDbBackup .
[Tpumep

<Targets>
<Target Id="sampleEventLog" Type="pgsql"/>
<Target Id="sqlDbBackup" Type="pgsql"/>
<Target Id="sampleSyslog" Type="syslog"/>
</Targets>

3. Jlnsa 6noka ¢ Application Id="ea" BTerax ReadTargetId ykas3ath sqlTargetAM.

(D) WHOOPMALUSA
B rerax ReadTargetId yka3sbBaeTcs MAEHTH(HKATOP XPAHUIIHILA, OTKY/A Oy/IET OCYIECTBIATHCS

YTEHHE COOBITH.

B 6noxe WriteTargets B Terax TargetId ykaselBaeTcs MASHTU(DUKATOP XpaHWININA, Kyaa OyneT

OCYIIECTBIIATHCS 3aMIUCh COOBITHI.

Wnentuduxaropsl 3ananel B Tere Targets , KOHGUIypalMOHHbIE (AMIbI I Ka¥K0T0 THIIA

HaXOJISITCS B TIanke am/ls/target/ ¢ COOTBETCTBYIOIUM HMEHEM.

4. B 6noke WriteTargets ykaxute <TargetId>sqlTargetAM</TargetId>
u <TargetId>sqlDbBackup</TargetId>.

() HHOOPMALMS

[Tpu Taxoit KOH(UTYpalK YTEHHE COOBITUI OyIeT OCYIIeCTBIATHCS U3 0a3bl JaHHBIX, YKa3aHHOH B

koHuryparmonnom davine am/ls/sqlTargetAM.config. 3anuck OyneT OCYIIECTBISATHCS B 0a3bl TAHHBIX

yKa3aHHBIE B (aiinax:

o am/ls/sqlTargetAM.config
o am/ls/sqIDbBackup.config
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[Ipumep

<Application Id="ea" Schemald="eaSchema">
<ReadTargetId>sqlTargetAM</ReadTargetId>
<WriteTargets>
<TargetId>sqlTargetAM</TargetId>
<TargetId>sqlDbBackup</TargetId>
</WriteTargets>
<AccessControl>
<CertificateAccessControl CertificateThumbprint="001122...AA11"
Rights="Read" />
</AccessControl>

</Application>

5. Otkpoiite koHbUTYpanoHHbIH haitn am/ls/sqlTargetAM.config.
6. B ctpoke ConnectionString ykaxxute yKaKUTe CICAYIONUE TJaHHbIE:

¢ Server — DNS/IP-aapec cepsepa ¢ 6a30ii qanHbIxX PostgreSQL.
e Database — uMms 0a3bl JIaHHBIX.
e User ID — WM IIOJIb30BaTells, KOTOPBIH UMEET MOJHBIC TpaBa s 0a3sl naHHBIX Database.

e Password — Hapoiib IT0JIb30BaTENs.

ITpumep

<?xml version="1.0" encoding="utf-8"?>

<Settings>
<ConnectionString>Server=Server;Database=Name;User

ID=User;Password=Password</ConnectionString>

</Settings>

7. Cosnaiite daiin sq/DbBackup ¢ pacumpenuem .config.

/\ BAKHO

Wms ¢aiina oDKHO B TOYHOCTH HOBTOPSITH 3HaUeHME Id, 3a7aHHOrO B IMyHKTE 2.

8. YkaskuTe JJaHHBIE JUIsl MIOJIKIIIOUEHHs K PEe3epBHOIl 0a3e IaHHBIX B Tere connectionString, aHanornyHo

MyHKTY ©.
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BxuttounTs/oTKIFOUNTS MM poBaHKe KOHGUTYparMoHHbIX (aitio Log Server

C NIOMOIIBIO YTHIIUTBI JIJISI IHU(POBAHUSI MOXKHO 3aIIU(PPOBATH MAPOIIb CEPBEPHOTO cepTUUKaTa B KOHOUTYPAITHOHHOM
Gaitne am/ls/app-settings.json, a Takke 3Ha4eHHE napameTpa ConnectionString B KOHQHUIypanHMOHHBIX (aiinax B

Katanore am//ls/targets/.

1. B TepMuHane nepeiiiuTe B KaTajaor ¢ yTUIUTOH JUtsl U poBaHUs am/protection.

cd /am/protection
2. BenaiiTe npaBa 1714 3amycka CKpunTa protector.sh.

sudo chmod 500 protector.sh

3. Uro6sl 3ammudpoars KoHPUTypanuoHHbIe (aiiiibl, 3aIycTHTe CKPUNT protector.sh ¢ mapamerpom protect.
sudo bash ./protector.sh protect

4. Yro6e1 pactmdpoBarh KOHQUrypaMOHHbIE (aiIIbl, 3aIyCTUTE CKPUNT protector.sh ¢ MapamMeTpoM

unprotect.

sudo bash ./protector.sh unprotect

Hactpoiika kemmpoBaHusi COOBITHIA

Ecmu Log Server HemocTyIeH, COOBITHS KSIUPYIOTCS B JIOKaIbHYO manky am/ls/EventCash.

WNndopmanus o nenoctynHoctu Log Server otoOpaxkaetcs B coObiTusix Windows Bo Bkuaake [Ipunosicenue.
e Kox coosrtus — 500.

o Texct — Log server client fluentSchedulerBackgroundLoaderTask. Iteration WEB exception: Bpems osxcudanus

onepayuu ucmekxio.

UtoObl U3MEHUTH NapaMeTPhl XPaHEHUS] COOBITHIL:

1. OTkpotiTe KOHGUTYPALIUMOHHBIN (aiisl app-settings.json cepBepHoro komrnoneHTa (Core Server, Management

Console, User Console).

2. Buecure CJICAYONUC U3BMCHCHMU:

e UT00BI 3a4aThb MMYThH K MManKe I XpaHCHUA CO6LITHﬁ, HU3MEHUTE 3HAYCHUEC ITapaMeTpa location B Tere

logServer . 3nauenue no ymonuanuto — ./EventCache.
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e UYroOBl U3MEHUTH BpeMs OTIPABKHU JIOTOB MOCTIe BO300HOBIEHUS padoThl LogServer, u3aMeHUTE 3HAYCHUE

napamerpa FlushInterval B Tere logServer . 3HaudeHHE IO yMOMYaHUIO — /0 munym.

He pexomenmyeTcs ycTaHaBIMBAThL 3HAYCHHUE 11 MapaMeTpa EventCacheSendingIntervalSec menee 30

CCeKYH[I.

Jlokanmu3arus

B nmanHBI MOMEHT B cXxeMe ecTh JIokanu3anus coObituii ru-Ru u en-En. Korna ¢ cepepa nocrynaer 3anpoc Ha ru-Ru

coOBITHS, OyIyT BEIOpaHBI UMEIOIIMECS COOBITHS € JIOKau3amue ru-Ru.

Ecnu ¢ cepBepa noctynaer 3anpoc ¢ HeM3BECTHOH JIoKaiu3auueil, To Oy1yT BEIOpaHbl COOBITHS C JIOKAIU3aLUeH,

3aJIaHHOM 10 YMOJIYaHUIO.

YT0OBI HACTPOUTH JIOKATH3AINIO:

1. Otkpoiite koHDUTYpanmoHHbIH (aiin am/ls/eaSchema.config.

2. M3mennre 3Hauenue napamerpa DefaultlLanguage.

v IIpumep Jokaamn3zanuu codbiTHii en-En

<Languages DefaultLanguage="en-En">

¥ Ilpumep noxanuzanuu codbiTHii ru-RU

<Languages DefaultlLanguage="ru-RU">

3. CoxpaHure U3MEHEHHSI.

Coop 510roB

Wudopmarys 1o BKIIOUSHHIO JIOTUPOBaHUS U cOOpy JIoroB KoMrioHeHTa Log Server HaxoauTcs B paszesne COop j10ros

CEPBEPHBIX KOMIIOHEHTOB.
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Indeed Core Server

Indeed Core Server (Core Server) — 3T0 OCHOBHON MOAYJTb CUCTEMBI, KOTOPBI OTBEYAET 3a:

¢ IICHTPAIN30BAaHHOE XPAHEHUE ayTEHTU(HUKATOPOB, MApOIeh U HACTPOEK MOIb30BaTENeH;
e LEHTPAIU30BAHHOE YIIPABICHUE U aJIMUHICTPUPOBAHUE;
e IICHTPAITN30BAHHBIN IPHEM U 00pabOTKY 3aIPOCOB OT APYTHX MOIYJICH CHCTEMBI;

® KOOPAWHUPOBAaHWE IECHCTBUHI OTAEIBHBIX MOXYJIEH U CUCTEMBI B LIETIOM.

Core Server kemupyeT JaHHBIC TIPY TIOJTYYCHUH TTOJIB30BATENs], TPYTIBI, KOHTEHHEPa, CIICHAPUEB aBTOPU3AINN U
ouszHec noruku. OCHOBHBIE 3aMPOCHI B KaTaJIOT — IMOJIy4YE€HHUE TOIh30BaTEIsI, TPYIIbI, KOHTeHHepa 1o ID — otnatorcs
u3 kemia. Bee ocTanbHbIe 3apockl — 10 UMEHH, 110 TeleoHy, email — TOJIBKO OOHOBIISIFOT Kelll IAHHBIMU U3
karasora. [lepBbiii 3anpoc nonb3oBatelis o 1D Takke 0OHOBIISET Kelll, MOCeyoInue 0epyTcs U3 Keiia. Bpemst )ku3Hu

o0bekTa B Kerre — 10 MUHYT.

VceranoBka Core Server

OtaensHO yeranaBnuBaTh Core Server He Hy>KHO. KOMITOHEHT yCTaHaBIMBAECTCSI aBTOMaTHUCCKH IIPU paclakoBKe

apxuBa am-<Homep eepcuu>.tar.gz.

st KoppekTHOU paboThl koMIioHeHTa Core Server HEOOXOAUMO BBITOTHHUTH CIETYIOIINE [IArH:

1. Orpenakrupyiite koHpuUryparonssli daiin Core Server.
2. 3ammycTuTe KOHTEHHEP C PUITOKEHUEM.

3. HactpoiiTe nepBuuHbIC MTpaBa aJMHHACTPATOPA.

4. HacrpoliTe Ha9aIbHYO ayTeHTH(PUKAIHIIO.

5. [Ipu HE0OXOAMMOCTH 3aalTe ONMIIMOHAILHBIC HACTPOIKH.

PenaxtupoBanue koH(UrypamoHHoro ¢aiiia

Jns vactpoiiku Core Server u3sMeHuTe KOH(GUTYpallMOHHBIH (hailn am/core/app-settings.json.

/\ BAXKHO!

W3menuTe TOIbKO MapaMeTphl co 3HaYCHUAMU B /! kommenmapuii !!!.

1. B obwvexte Behavior it napamerpa Administration B cTpoke RootAdministrator ykaxkure ums
HPHUBUIIETHPOBAHHOTO MOJIb30BaTeNsd B hopmate UserId GUID.
Ine:

e UserId — Ipou3BOJbHBIN yHUKANIbHBIA naeHTU(UKaTOp Karanora (napamerp Id). Unenrudukarop

MOXKET COCTOATH TOJIBKO U3 6yKB u III/I(bp, CIICIICUMBOJIBI HE TOAACPKUBAIOTCS.
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e GUID — yHUKaJbHBIN HJIEHTU(PUKATOP TOTIb30Barest u3 Active Directory.

HOJ'Iy'-II/ITB GUID MOXXHO C IOMOIIbIO KOMaH/Ibl HA KOHTPOJIJIEpPE JOMEHA:

Get-ADUser -Filter 'Name -like "<User logon name>"' | FT Name,ObjectGUID -A

2. 3az[aﬁTe KaTaJIoI' KOHCYHBIX HOHLSOB&TGHGﬁ, JJISL DTOTO0 U3BMCHUTEC CICAYIOIMUC CTPOKH B ITapaMeTpe

UserCatalog:

e RootProvider — I/II[eHTI/I(i)I/IKaTOP KOPHEBOTI'O IMOJIB30BATCIILCKOTO KaTaJora. Taxke ¢ TOMOIIBIO ATOTO

mapaMeTpa Bbl MOXKETE 06’I>GI[I/IHI/ITL HECKOJIBKO KaTaJIOT'OB Y€PE3 MPaBUIIO OR.

¥ IIpuMep HACTPOMKH KaTaJiora

"Administration": {
"RootAdministrator": "UserId_15511150-6804-4bf2-ac7c-b8a8520ea357"

}
¥
"UserCatalog": {
"RootProvider": "UserId",
"Providers": {
"Ldap": [
{
"Id": "UserId",
"Domain": "second.com",
"Port": 636,
"SecureSocketLayer": true,
"ContainerPath": "CN=users,DC=second,DC=com",
"UserName": "admin@second.com",
"Password": "Qlw2e3r4"

e TId — mpou3BOJBHBIN YHUKAJIBHBIN HACHTH(PHUKATOP KaTajora. Eciau Bl IuIaHUpyeTe UCTIONIB30BaTh 0azy

JAHHBIX OT Bepcuu Access Manager 8.2.X, IeHTU()UKATOPBI KaTajaora JOJKHbBI COBIAAaTh.
e Domain — moJHOE MMs KOHTpoJuiepa foMeHa Active Directory, B KOTOpOM HaxOOUTCS KaTajor.

e Port — mopt s coequHenus o nporoxkosny LDAPS/LDAP, no ymonuanuto 3aj1aHo 3HaueHue 636.
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/\ BAJKHO!

He pexomenayercst ucnonp3oBath Hesamuiieanoe LDAP-coennnenue ("Port": 389,

"SecureSocketLayer": false). [Ipu Takom coeMHEHUH BAIlU TaHHBIC HE 3aIIUIICHBI.

e SecureSocket Layer‘ — OIS JJISI BKIIOUCHUS WK OTKIIFOUeHMS SSL 11 3a1uIeHHOro COCIMHCHUA,

110 YMOJYaHUIO YKa3aHO 3HAaUYCHHUE frue.

e ContainerPath — myTh Kk KoHTeitHepy B Buje Distinguished Name wim Bech IoMeH, eCin Jiisl XpaHSHUS

MOJIb30BaTec HCIOJIB3YCTCA BECH TOMCH.

e UserName — WM CEPBUCHOM YUETHOW 3aIIMCH JIJIS TOJIKITFOYCHUS K KaTaJIOTy MOJIbh30BaTeICH.

* Password — mapoJib CEpBUCHOM YYETHOM 3aluCH.

/\  BAJXKHO!

He n3mensiite HacTpoiiku B mapamerpe UserCatalog B cexuuu SensitiveDataEncryption.

3. B obbekre Storage B cekunn SensitiveDataEncryption mapamerpsl Algorithm u Key 3anonHsiorcs

ABTOMATHUYCCKH IIPU TCHEPAIIUHN KJIFOYa.

YrtoObl CreHepupoBaTh KIIk0Y, 3aIlyCTUTE CKPUNIT am/tools/tool_encryption_db.sh. J1ast mpocMoTpa 1 BeIOOpa

aJIropuTMa, MOXXHO BBIBECTH CIIPABKY.

sudo bash ./tool_encryption_db.sh --help
sudo bash ./tool _encryption_db.sh -a Aes

() NPUMEYAHME

Ecnu npu 0OHOBIICHUY BBI UCTIONB3yeTe 0a3y JaHHBIX OT Access Manager 8.X, yKaKuTe 3HAUYCHUS
Algorithm u Key u3 konpurypauuonHsoro ¢aitna Core Server nna Access Manager 8.x
(C:\inetpub\wwwroot\am\core\Web.config, Ter encryptionSettings). Takum 06pa3oM BbI H30€XKHUTE

IIOBTOPHOTO ]JlH(prBaHI/ISI 0a3bl JaHHBIX.

4. Ykaxxure napamMmeTpbl 0a3nl JaHHBIX. I[J'IS[ 9TOr'0 UBMEHUTE CICAYIOIINE CTPOKU B 00beKTE Stor‘age JJIsL

napaMerpa Provider:
e Type — yKaKUTe UCIONL3yeMbId THII 6a3bl naHHbIX. I[lonnep:xusaercs PostgreSQL.
e ConnectionString — yKauTe CICAYIOIIUE JaHHBIC:

o server — ip-agpec cepBepa 0a3bl JaHHBIX.

o port — ucnonb3yembiid opt. [To ymomuanuio — 5432.
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[e]

user id — nMs II0JIB30BATECIIA, KOTOpLIﬁ HNMECT IOJIHBIC ITpaBa IJIsd 0a3sl JaHHBIX.

[e]

password — napoJib MOJIb30BaTEIsl.

[e]

database — 6a3a naHHbIX, conepxamas nannaeie 00 Indeed Core Server.

¥ Ilpumep

"Provider": {
"Type": "PostgreSql",
"ConnectionString": "server=192.168.80.30;port=5432;user

id=amservice;password=Qlw2e3r4;database=AMdebian2"

}s

5. B mapamerpe Authentication mis mapamerpa Sign nons publicKey u privateKey 3amonHsiorcs

ABTOMATHUYCCKH IIPpU T€HEpAlIUU H}’6J'II/I‘{HOFO 1 CCKPETHOT'O KJIto4Ya JJIsI IMMOATIMCH TOKEHA MMOJIb30BaTEeIIA.

YToOBI CreHepupoBaTh MyOIMYHBIN U CEKPETHBIN KITFOUH, 3allyCTHTE CKpUNT am/tools/tool keygen.sh:

sudo bash ./tool_keygen.sh

v Ilpumep

"Authentication": {

"Token": {
"Sign": {
"privateKey": "3HayeHue cekpeTHOro kJjw4ya",
"publicKey": "3HayeHue nyb6AMYHOrO Ka4ya"
}
})

Bxmrounts/OTKITI0UNTS MU poBaHKE KOHPHUTYPAIIMOHHOTO (haiiia

1. B TepMuHaie nepeiuTe B KaTanor ¢ yTUIMTON A u(poBaHus am/protection.
cd /am/protection

2. BeipaiiTe npaBa Juid 3arycka ckpunra protector.sh.
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sudo chmod 500 protector.sh
3. Uro6s1 3ammndpoars KoHpuUrypannonHsle (aiiisl, 3aIycTUTe CKpUNT protector.sh ¢ mapamerpom protect.
sudo bash ./protector.sh protect

4. Yro6s! pacmmdposars koH(UrypanronHsie (aiiibl, 3aIycTUTe CKPUNT protector.sh ¢ napamerpom

unprotect.

sudo bash ./protector.sh unprotect

3armycK KOHTEHHEpa

I[J'Ii[ CO3JaHUs U 3aITyCKa KOHTeﬁHepa BBITIOJIHUTE CJICAYIOIIYIO KOMaHAY:

sudo docker-compose up -d

[Tonydyenue nepBUYHBIX NIPaB aAMUHUCTPATOPa

[lepen HacTpoOiiKOi MEPBUYHBIX PAB aIMUHUCTPATOPA HEOOXOANMO BBIIOJHUTH HACTPOHKY COOCTBEHHOTO

KIIMEHTCKOTO cepTrduKara.

JU71st oy deHns IepBUYHBIX TIpaB NEpeHanTe B KaTalor am/fools 1 3aITyCTHTE CKPUNT fool set admin.sh ¢

napamerpamu. Bee napameTpsl (KpoMe cripaBKy -h ) SIBJISIOTCS 00513aTE€IbHBIMH.

¥ Ilpumep

sudo bash tool_set_admin.sh -u amadmin@test.local -n 2 -p userpassword -c

mycert.pfx -s certpassword

[TapameTpsr:
®* -u <uMA nonb3oBaTena>
®* -n <popmaT WMMeHM Mnosb3oBaTeNA>
Bo3MokHbIE 3HAYEHMS:

o 2 - PrincipalName
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o 3 - SamCompatibleName
o 4 - DistinguishedName
o 5-Sid

® -p <MapoJib MoJib30BaTenAa>

e -c <uma/nyTb client.pfx> — cOOCTBEHHBIH KIMEHTCKHI cepTU(HKAT, CO3AaHHBIN Ha dTale MOAr0TOBKH

CepTU(HKATOB.
e -s <naponb client.pfx>— mapoib OT COOCTBEHHOrO KIMEHTCKOIO cepTuduKara.

e _-h — BbI3OB CIIpaBKH.

[Tpu ycrienrHOM BBITIONHEHNH CKPUMITA TTOJB30BaTeINb OyAeT 100aBIeH Kak MepBUIHBIN aqMuHucTparop. [loce

HCIIOJIB30BAHUA CKPUIIT MOXHO YIAJINThb.

© NOACKA3KA

B kadecTtBe 1oap30Barels B CKPHUIITC YKAXXUTE TOI'O KE IMOJIb30BATEIIsA, KOTOPOI'O BbI YKa3bIBACTE B ITApaMETPE

RootAdministrator kxouhurypanuonsoro aiina Core Server app-settings.json.

Hactpoiika HauambHON ayTeHTU(UKAIIN

Jnst naganpHOU ayTeHTH(UKanuu B Core Server n npmiokeHnsx Management Console m User Console HacTpoiite

npoBaiiziep Windows Password.

Jns ayreHTH(UKAIIMNA PEKOMEHTYETCSI HCTIOJIb30BATh 3alUIIEHHOE COeTUHEeHHUE 1Mo poTokony LDAPS ¢

WCIIONIB30BaHUEM 636 mopTa.

YToOBI HACTPOUTH HAYaJIbHYIO ayTeHTH(UKAIMIO, HE00X0AMMO c(OPMHUPOBATh 3HAYEHHE MTapaMeTpa StringValue B

koH(HTyparmoHHoM (haiine am/core/initial-settings.json:
1. Ilepeiinute B Katanor am/tools/initial _settings n OTKpoiTe 11t peaakTupoBanus daiin initial settings.json.
e Brone Filter yKaXuTe PETyIspHOE BBIPAKECHUE.

¢ (Omnmonanbho) Ect LDAPS-cepTrduKaT He M03BOJSET YCTaHABIMBATH COCTMHEHUE 110 UMEHH JIOMEHa (He
3ajaHo JlomonHuTebHOE UMSI CYOBeKTa), B Toie FallbackHost ykakuTe 3HaueHHE CBOETO JoMeHa. [Ipu

WCIIONB30BaHMM NapaMerpa FallbackHost yBenmnumBaeTcs Harpys3Kka Ha JaHHBINH KOHTPOJIJIEp JOMEHA.
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v Ilpumep ¢aiina initial_settings.json

{
"Filter": "~domainl\\.com$",
"Port": 636,
"Secure": true,
"FallbackHost": "dc.domainl.com"
¥
{
"Filter": ".*(\\.domain2.com)|(\\.domain3)$",
"Port": 389,
"Secure": false
¥
{
"Filter": "~domain4\\.com$",
"Port": 636,
"Secure": true,
"FallbackHost": "dc.domain4.com"
}

2. Coxpanure Gaiin initial _settings.json.

3. [lepeiimute B Karanor am/tools/initial_settings v 3amyctute cKpunT tool_initial settings.sh.

B pesynbrare BBIIIOJHEHUS CKPUITA B KOHPUTYpaLlMOHHOM (aiine am/core/initial-settings.json 3anicbIBaeTCs 3HAYUCHUE

napamerpa StringValue.

v IIpumep napamerpa StringValue

[{\uee22F\u0022:\uvv22~domain\\\\.com$\ue022,\u0022P\u0B22:636,\UPO225\UBB22: :true,

[IpoBepka cocTosiHUSI cepBepa

UYrtoObl IPOBEPHUTH COCTOSTHHE CepBepa, B Opaysepe BBenute aapec Core Server B popmare

https://<nonnoe_dns_ums_cepeepa>/am/core.
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ABTOMaTHYECKHU BBl Oy/ieTe nepeHanpaBieHbl Ha

https://<nonuoe_dns _umsa_cepsepa>/am/core/api/v6/healthCheck/index.
Crpanuniia 0OHOBIISIETCSI aBTOMAaTHYECKH KaxKble 60 CeKyHI.
Ha crpanure qoctymHa cieayroras HHGOpMAaIus O COCTOSHUN CepBepa:

e craryc AOCTYIHOCTH KaTajora Iojb30BaTesel, BpeMs 00padoTKu 3ampoca K Hemy;

e craTyc XpaHWJIMIIA, BpeMs 00paboTKH 3anpoca K HeMy;

e CIIMCOK YCTaHOBJIEHHBIX POBaiepPOB ayTEeHTH(DUKALINH, UX CTATyC U BPEMS 3arpy3Ku;
e craryc komnoHenTa Indeed Log Server;

e CITMCOK OLIMOOK IPH HAJTUYNH.

(D) WHOOPMALHSA

B nensix 6e30MmacHOCTH CIIMCOK YCTaHOBJICHHBIX MPOBaiIepoB ayTeHTU(UKAIMK U HHpOpMaIus 00 ommrokax

JOCTYIIHBI TOJIBKO €CITH BBl OTKPBIIHM CTPAHUILY C JIOKAIBHOTO ajipeca.
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¥ [Ipumep pe3yabTrara NpoBepKH

User Catalog{
"PreviousCheckSucceeded": true,
"CheckState": "Succeeded",
"CheckStartDate": "2025-02-27T11:18:53.4937754+00:00",
"CheckDuration": "00:00:00.0088105"

}
Storage{
"PreviousCheckSucceeded": true,
"CheckState": "Succeeded",
"CheckStartDate": "2025-02-27T11:18:53.4947917+00:00",
"CheckDuration": "00:00:00.0033496"
}

Authentication Providers{
"PreviousCheckSucceeded": false,
"CheckState": "Succeeded",
"CheckStartDate": "2025-02-27T11:12:53.5523742+00:00",
"CheckDuration": "©0:00:00.0089791"

}

LogServer{
"PreviousCheckSucceeded": false,
"CheckState": "Succeeded",
"CheckStartDate": "2025-02-27T11:12:53.5643188+00:00",
"CheckDuration": "00:00:00.0457894"

}

Co6op 10r0B

Wudopmarys 1o BKIIOUEHHIO JOTHPOBaHU U cOopy JloroB KomnoHeHTa Core Server HaxonuTcs B pasaene COop J1oros

CEPBEPHBIX KOMIIOHEHTOB.

OnuroHaIbHBIE HACTPOUKHU

¢ Brutouenue 3auTel oT nepedopa

¢ HacTpoiika HeCKOJIBbKUX MO0JIb30BATEIBCKUX KAaTal0TOB
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o LDAP-¢dunsTp npu noucke nonp3oBareneit u rpynn B Active Directory
¢ Hactpoiika MexaHu3Ma OT3bIBa JIMIICH3UH

¢ Hacrpolika npas 1onb30BaTesieii BHE MOJIUTHKU
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BxJirroueHue 3aluThl OT nepedopa

B Indeed Access Manager BBl MOKETE HACTPOUTH 3AIIUTY OT ITOA00pa YUETHBIX 3amucei it koMmnoHenTa Indeed AM

Identity Provider.

Ecnu sTa HacTpoiika BKJIFOYEHA, TO TIPY BBOJE HECYIIECTBYIOIIECro nMeHH nosb3oBarens Indeed Access Manager
UMHUTHPYET BXOJ CYIIECTBYIOIIEro Toyib3oBarels yepe3 Identity Provider: oToOpakaer criocoObl ayTeHTHOUKAIIH,
3ampanIrBaeT napolib, a 3aTeM 0ToOpaXkaeT OMIHOKyY Hegeproe ums noib306ames i aymeHmuuKkamop uiu

3a0I0KUPOBAHO YCIMPOUCMEO.

Ecnm sTa HacTpoiika BEIKITIOUEHA, TO P BBOJIC HECYIIECTBYIONIETO MMEHN nob3oBatels Indeed Access Manager

oToOpakaeT ommoOKy Buympennss owuoka cepgepa: Ilonvsoeamens e HatlOeH.
[To ymonyaHuio faHHas HACTPOIKa OTKIIOUEHA.

YToOBI HACTPOUTH 3AIIUTY OT IepeOopa, BEITOIHUTE CICAYIOINE ASHCTBHUS:

1. OTkpotite KoHbUTYpannoHHBIN (aiin cepepa Indeed AM am/core/app-settings.json.

2. B Giioke Authentication B crpoke bruteForceProtection uepe3 3amsTyio YKaKUTE 3HAYCHHE MOJTYJICH,

JJI1 KOTOPBIX Bbl XOTHUTE BKIIFOYUTH 3aIIUTY OT nepe60pa.

v Ilpumep

"Authentication": {
"BruteForceProtection": {

"Applications”: ["Windows Logon", "Identity Provider"]

3. COXpaHI/ITC HN3MEHCHHS U IEPE3aIyCTUTE KOHTeﬁHep C IPHUJIOKECHUEM.
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Hacrtporika HECKOJIBKUX I10JIb30BATEIBCKUX
KaTaJI0roB

Ecnu HacTpoiika HECKOIBKUX KaTajoroB OCYIIECTBIACTCS B yKe ncnonb3yeMoii cucreme Indeed (mocie Beimaun
NEPBUYHBIX I1paB [yl aAMUHUCTPATOPA CUCTEMBI), U U3MEHSETCS PACIIOJIOKEHNE aIMUHUCTPATOPa CUCTEMbI WU
npeduKe, 3aJaHHBIA B Tapamerpe RootAdministrator, To TOTpeOyeTCs yIaInTh BRIIAHHBIC paHEe IpaBa v BHIIOIHHUTE

MIOBTOPHBIH 3aITyCK YTHUIIUTHI IEPBHYHON KOH(DUTYpaIIn.
Jns ynaneHust mpaB HeOOXOAMMO YAATUTh BCe JaHHbIe U3 Tadnuibl DbAccess GroupMembers, pacrionoxeHHOH B 0a3e

JaHHBIX cucTeMsl Indeed.

O COBET

Ecmm KOHTCi/'IHepLI HaxXoIsTCA B pa3HbIX lIOMeHaX/ Jecax, To Tpe6yeTcsl CO31aTh IOJIB30BATCIIA OJI YTCHUA JAHHBIX

C KOHTEWHepa B CBOEM JIOMEHeE/Jiece.

1. B rere RootProvider ykaxure 3HaueHue orUCP .

2. Buytpu Tera |dap 100aBbTe OIOKH JUIs OKITIOUEHHUS K KOHTEHHEPAM € ITapaMeTpoM Id, B KOTOPOM

YKa3bIBa€TCsA I/I,Z[CHTI/I(pI/IKaTOp IIOJIB30BaTCJIbCKOTO KOHTefIHepa.

() HMHOOPMALUSA

3HaueHue napamMeTpa Id B pa3znene Or AO0JDKHO COOTBETCTBOBATH 3HAYCHHIO, 3aJJaHHOMY B

napamerpe rootProvider.

3. BuyTpu Tera UserCatalog no6asere Ter Or . BHyTpu tera Or no6aseTe Ter Providers. B rere Providers

cosnaiire O10KH ¢ mapameTpoM Id, B KOTOPOM YKa3bIBaeTCsl HACHTU(DHUKATOP MOIb30BATEIbCKOI0 KOHTEHHEpa, U
ignoreExceptions co 3HaYeHHMEM true , JaHHBIA IapaMETP HTHOPUPYET OIIMOKY MOAKIIOUECHHS K KaTaJory,

[S{o 078 ,Z[aHHI)IfI KaTraJior HE JOCTYIICH.

(D) WHOOPMALMSA

Ecnu teru oTcyTCTBYIOT, TO 100aBbTe HX Bpy4HYt0. [lomHas cTpykTypa (aiiia mpencrapieHa HIDKe.
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v Ilpumep

"UserCatalog": {
"RootProvider": "oruUcP",

"Providers": {

"Ldap": [
{
"Id": "UserId",
"Domain": "domain",
"Port": 636,

"SecureSocketLayer": true,
"ContainerPath": "user_catalog_path",
"UserName": "username@domain",

"Password": "password"

"Id": "UserId2",

"Domain": "domaindomain",

"Port": 636,

"SecureSocketLayer": true,

"ContainerPath": "user_catalog_path2",
"UserName": "usernameusername@domaindomain”,

"Password": "passwordpassword"

1,
"or": [

"Id": "orucpP",
"Providers": {
"UserId": {

"IgnoreExceptions": true

¥
"UserId2": {

"IgnoreExceptions"”: true
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4. Ipu 1o6aBneHny KaXa0ro HOBOIO KaTanora HeoOX0IMMO 3aHO0BO c(hOpMUPOBATh 3HaYeHne StringValue B

KoH(UrypaimoHHOM (aiine am/core/initial-settings.json.

ITouck mojp30BaTeIeH 10 HECKOJIBLKUM KaTaJIoraMm

YTtoObI ONTUMH3HUPOBATH pa60Ty C HCCKOJIbKMMM KaTajJoraMu HOJ'H:30BaTeJ'IeI\/'I, BBITIOJIHUTE CIICAYIOIYIO ONMIHOHAJIBHYIO
HaCTpOfIKy. HaCTpOfIKa IIO3BOJIAACT 6I>ICTp€€ BBITNIOJIHATH ITOMCK I10JIb30BaTENICH U B3aUMOJICHCTBOBATH C JAOCTYIIHBIMU

katanmoramu Active Directory B cirydae o0TKa3a HEKOTOPBIX KaTaJOTOB.

YrtoObl HACTPOUTH MOUCK TIOJTB30BATEIICH MPH PabOTe ¢ HECKOJILKUMH KaTaJlOTaMU:

1. B xondurypaunonsom ¢aiine am/core/app-settings.json nepeiinure B pasaen UserCatalog.

2.B pasznene Providers, B Tere Ldap 100aBbTE CEKLIUIO Regular‘Expr‘ession M 3a71aiiTe He0OXO0IMMbIE

napamMeTphl.

B crenyromem npumepe npoBepseTcsi, COOTBETCTBYIOT I aTpulyThl PrincipalName uin
SamCompatibleName nomeny @indeed.demo. IlapaMeTpbl ¥ BO3MOXKHBIC 3HAYCHHUS OLIMCAHBI B CIICIYOIIECH

Tadure.
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¥ Ilpumep HACTPOHKHU

"UserCatalog": {
"RootProvider": "UserIde",

"Providers": {

"Ldap": [{
"Id": "UserId2",
"Domain": "rodc.indeed.demo",
"Port": 636,

"SecureSocketLayer": true,
"ContainerPath": "OU=Indeed Users,DC=indeed,DC=demo",
"UserName": "indeed\\admin",
"Password": "password",
"RegularExpression”: {
"Users": {
"Value": "~(?:([a-zA-Z0-
9. *-]+)@indeed\\.demo|indeed\\\\([a-zA-Z0-9. *-1+))$",
"Attributes": ["PrincipalName",
"SamCompatibleName" ]

¥
¥
[Tapametp Omnucanue
. Cekuus TI03BOJISIET 3a/1aBaTh PETYIISPHbIE BEIPaKEHUS ISl (PUIBTPALUU
RegularExpression . .
[10J1b30BaTENIeH, TPyl U KOHTEHHEPOB.

* Users B 3aBucHMOCTH OT BBIOpaHHOTO TTapaMeTpa, (GUIBTPAIHS MOXKET ITPOU3BOAUTHCS
* Groups 1o none3oBaresaM (Users ), rpynnaM (Groups ) WM KOHTeHHepaM

e (Containers (Container‘s).
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Value

Attributes

[Tose, B KOTOPOM 3a/1a€TCsI CaMO PEryJsipHOE BhIpaskeHHe. PekomeH1yeTcs 3a1ath
peryisapHoe BbIpaXeHHUe, CoaeprKallee JOMEHHYIO YacTh JaHHOTO KaTayora.

[TpuMepsl peryispHbIX BBIPaXKEHUH MTPUBEACHBI TIOCIE TaOIUIIBL.

[TapameTp nmpUMEHsETCS TOIBKO K TeM aTprOyTaM, KOTOPbIC yKa3aHbl B TapamMeTpe
Attributes.
ITouck mmo KaTaJory OCYHIECTBJIACTCSA B CICAYIOIUX ClIydasax:

® CCJIM PETYIAPHOC BBIPAXKCHUE COBIIAAACT C MapaMETPOM IMOUCKaA,

® ©CJIM JUIS KaTajora He yKa3aHO PEryJIIpHOE BBIPAYKEHUE, TIOUCK T10 ITOMY

KaTaJlory OCYILECTBISIETCS 0€3 MPUMEHEHHUs (PHIIBTPALINH.

[epemenHas, coaepskaiias arpiuOyThl, KOTOPbIC TPUMEHSIFOTCS /IS IPOBEPKH
PEryJsipHBIX BbIpaXKEHUH.
Otu arpulyThl HE OTHOCATCA K oM Active Directory Hanpsimyto, a
MIPEACTABIISIOT COOO0 MepeMEHHbIC YPOBHS MPHIIOKEHUS U3 Kilacca
UserCatalog.
Bo3mo)kHbIe 3HaYeHUs TapameTpa Attributes:

* Users:

© PrincipalName
o SamCompatibleName
© DistinguishedName

* Groups ¥ Containers:

o Name

[Ipumepsl HACTPOIKK MOKCKA MO aTpudyTam

v IIpumep noucka no PrincipalName

"RegularExpression”: {

"Users": {

"Value": "~\\*?[a-zA-Z0-9._ *-T*@company\\.local\\*?$", // ydTenb wildcard *

ANA KoppeKTHoW paboTbl noucka B MC no UPN

"Attributes”:

["PrincipalName"]
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¥ IIpumep noucka no SamCompatibleName

"RegularExpression”: {
"Users": {
"Value": "~COMPANY\\\\([a-ZA-ZB-9. *-]+)$",
"Attributes": ["SamCompatibleName"]

v ITpumep noucka no DistinguishedName

"RegularkExpression”: {
"Users": {
"Value": "~CN=[a-zA-Z0-9\s._*-]+,0U=[a-zA-Z0O-
9\s. *-]+,DC=company,DC=1local$",
"Attributes": ["DistinguishedName"]
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LDAP-puisTp npyu NOKUCKE MOIb30BATEICH U
rpymi B Active Directory

Ecnu npu noucke monp3oBaTeneil U rpyIil Hy)KHO UCKITIOYHTH AyOnupyroniie yueTnbie 3anucu Active Directory (AD)
WA HY’)KHO 00paIarhCsi TOJIBKO K YaCTH KaTaJlora MmoJib30BaTelieil, a He KO BCeMy KaTallory, TO MOYKHO HACTPOUTh

LDAP-¢punsTp.

I[J'IS[ OTOT'0 HYKHO!

1. Ha cepBepe ¢ moayiem Core Server OTKpbITh (haiisl koHuUrypaiuu cepsepa am/core/app-settings.json.

2. Haiitu cexiuto UserCatalog v B napamerpe Providers nst Ldap 3anarts arpulythl catalogFilter u dnFilter niis
(bWITBTpaIK SIEMEHTOB TT0JIb30BATEIILCKOTO KaTaora:
e catalogFilter — ctpoxa LDAP-3anpoc j1st GMIbTpaIiy 3JIEMEHTOB Ha dTalle BEIMOIHEHHS 3arpoca K AD.
He noanepxuBaeT GuIbTpauio o 4acTUIYHOMY coBraieHuto arpudytoB distinguishedName u

canonicalName (mmst 9Tux neneit godasnen dnFilter);

o dnFilter (bunbrp distinguishedName) — perynsipHoe BeIpaskeHHE ISl QUITBTPAIIH PE3YJIBTATOB MOCIIE

BemosHenns LDAP-3anpoca xk AD.

HpI/IMepI)I HUCITOJIB30BaHUA (bl/IJII)TpOB
catalogFilter

® HCKJIIOYEHHUE OIIPE/IENIEHHBIX Mosb3oBarenei & (! (name=AmUserl)) (! (name=AmUser2) (!

(name=AmUser3)))

® UCKITIOYCHHE BCEX JOUSPHUX IEMEHTOB IIEPBOTO YPOBHS ykazanHoi OU

I (msDS-parentdistname=0U=AmOrgUnit,OU=AmUserCatalog,DC=dom,DC=1ocal)

® HCKIIOYCHUEC BCEX YJICHOB I'PYIIIIbI

I (member0f=CN=AmGroup,OU=AmUserCatalog,DC=dom,DC=10ocal)
dnFilter

¢ uckmouenne OU u BceX TOYEpHUX HIIEMEHTOB

(?!~.*0U=MyOULevell,OU=AmUserCatalog,DC=dom,DC=1ocal$) (*.*$)
4 [3] AmUserCatalog

b 2] AmOrgUnit

B 21 AmOuU

b 21 AmOU2

® JCIOJIb30BaHUE TOJBKO YkazaHHON OU

(~.*0U=MyOULevell,0U=AmUserCatalog,DC=dom,DC=1ocal$)
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4[] MyOULevell
b (2] MyOULevel2-1
b [E] MyOULevel2-2
b [E] MyOULevel2-3

¢ KOMOMHHPOBaHHBIN (QHIBTP — HCIIOIB30BaHIE TOJIBKO ykazaHHOW OU 0e3 onpeneneHHbIX JOYSPHUX dIIEMEHTOB
(?!.*0U=MyOULevel2-1,0U=MyOULevell,OU=AmUserCatalog,DC=dom,DC=1ocal$)
(~.*0U=MyOULevell,OU=AmUserCatalog,DC=dom,DC=1ocal$)

4[] MyOULevell

b 2] MyOULevelz-1
b [&] MyOULevel2-2
b ] MyOULevel2-3

* KOHCTpyKIHs ¢ ¢punbrparmeit Heckonbkux OU uepes oneparop | (um) - m060€ KONMHMIECTBO YCTOBHI MOXKET

OBITH COOJIIO/IEHO, MCIIONB30BAaHUE TTONHBIX distinguishedName yxaszannoit OU

((~.*0U=Indeed3,0U=IndeedUnit,DC=indeed,DC=1ocal$) |
(~.*0U=Indeed4,0U=IndeedUnit,DC=indeed,DC=1ocal$))

3 [&] Indeed
w 2| IndeedUnit
Indeed3
37 Indeedd

2] Indeedf
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Hacrporika MexaHn3ma OT3bIBa JTULICH3UN

B Indeed Access Manager HCIIOJIB3yeTCsl MEXaHU3M aBTOMATHYECKOTO OCBOOOKICHHS JIUIIEH3HMIH. DTOT MEXaHU3M 10
YMOJIYaHUIO BKJIIOYEH U pa3 B CyTKHU (Kaxaple 86 400 cekyH[1) IPOBEPSET, BBINOIHEHbI JIM yCIOBUS IS OT3bIBA

JIMLIEH3UMN.
JluiieH3us OT3bIBaeTCS y MOIB30BATEISI, SCIIH:

® II0JIB30BATCJIb YAAJICH U3 IMOJHUTUKH,
® [I0JIb30BATCJIb OTKJIFOYCH WJIU MEPEMENIICH U3 obmactu JIeCTBUS IIOJIMTHUKH,

* [0JIb30BaTENb 3a0I0KHpOBaH/yaneH u3 Active Directory.

Ecnu Mexanusm oT3bIBa HI/IIICHSI/Iﬁ OTKJIFOYECH, TO JIMIICH3UU HE 6yIlyT OCBO60)KI[aTI)C$I JaKe IPU BBIITOJIHEHUHN DTUX

YCIIOBUH.

YTtoObl U3MEHHUTH BpEMsI, ITOCJIC KOTOPOT'O JIMIICH3US 6y,Z[CT OTO3BaHa:

1. Otkpoiite koH(UTYpaMOHHBIH (aiin cepBepa am/core/app-settings.json.

2. B cexuum Licenses B Tere Cleanup BHECHTE CIEAYIONINE H3MCHCHHUS:

e Jlnsg mapameTpa Enabled YKaXuTe 3HAYCHHE tprue -
o Jlnsa mapamerpa Interval ykaxuTe HeoOxoaumoe 3HaueHHUe. 3HadyeHue no ymomyanuto — 1.00:00:00 (pa3 B

JICHB ).
3. CoxpaHHTe U3MEHECHHS U MEPE3aryCTUTEe KOHTCHHED C MPHUI0KECHHEM.
Ecnu nuiieH3un He OT3BIBAIOTCS aBTOMATHUECKH, HYXKHO TIEPe3aryCTUTh MEXaHU3M OT3bIBa JIMleH3ui. [{ist aToro:

1. Otkpoiite koH(DUTYpaMOHHBIHN (aiin cepBepa am/core/app-settings.json.

2. B Ttere Cleanup ang napamerpa Enabled ycraHoBuTe 3HaueHHE false.

3. CoxpaHure U3MEHEHUS U NIEPE3aIlyCTUTE KOHTEHHED C IPUII0KEHUEM.

4. B (daiine app-settings.json B Tere Cleanup BEpHUTE 3HaYeHHE true AJ1s napamerpa Enabled.

5. IloBTOpHO COXpaHNUTE U3MEHEHHUS U TIEPE3aITyCTUTE KOHTEHHEP C PUIIOKEHUEM.

(O HMHOOPMALUS

[o pe3ynsraTaM OT3bIBa JIMLIEH3UH B )KypHale COOBITHI co3aaeTcs 3anuch ¢ koroM 1094. 3anuch 0 coOBITHH

COAEPKUT 00LIee YNCIIO JTUIEH3UH, KOTOPbIe ObUIM OTO3BaHBI.
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Hacrporika 1paB 1moJjib30Bareiicil BHE NOJIUTUKH

[To ymorgaHuIo TIOJIF30BATEINH, HE COCTOSIIITHE B MTOJUTHKAX, HE MOTYT ayTeHTH(HImposaThest B User Console. [Ipu
HE0OXOJMMOCTH CHSITh 9TO OTPaHUYCHHE, JOOABBTE CIICAYIOINE MapaMeTphl B KOH(DUTYpaITMOHHBIN (haiin am/core/app-

settings.json.

o UYroOmbl pazpemuTh nosb3oBarento ayreHTudukamuio B User Console, B paznen Behavior 100aBETe ClEAyIOIINE

napaMeTphl CO 3HAYCHUEM fglse:

"Authentication": {
"RequirePolicy": {
"Enabled": false
}
}s

e UYroObl pa3pelnTh NOIb30BaTeN0 caMoMy 00yuarh ayTeHTH()UKATOpbl, B pa3nen Behavior mobaBbre

CCayIOIIME ITapaMeTPhl CO 3HaYeHUEM false:

"Enrollment": {
"RequirePolicy": {
"Enabled": false

}
}s

ITapamerp RequirePolicy B paszmene Enrollment peryaupyer jio0oe ynpasieHue ayTeHTH(HHKATOpaMH,

BKJIIO4Yas ux ,E[06aBJ'ICHI/I€ " yaaJiCHHUE.

Hacrpoliku He pacnpocTpaHsoTCs:

¢ Ha npuBunerupoBaHHbIe yYeTHBIE 3aicu Access Manager. AIMUHHCTPATOPBI MOJIUTHK U ITI00abHbIE

AAMUHHUCTPATOPLI MOT'YT HE OBITH WIEHAMH ITOJTUTHK.

e Ecnu AIMHUHHUCTPATOPBI CaMU 06y‘-IaIOT, HU3MCHSAIOT U yAAJIAI0T aYTeHTH(I)I/IKaTopI:I HOHLSOBaTeHCﬁ, HC COCTOAIINX B

IIOJIMTHUKAX.
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Indeed Management Console

Indeed Management Console (Management Console) — 310 BeO-npuiioxkenue, padoraroiee Ha 6aze HTTP-cepBepa
Kestrel. B Management Console ocyiiecTBisieTcst aIMUHUCTPUPOBAHHE CUCTEMBI, Yepe3 KOTOPYIO IPOH3BOSITCS BCE

HacCTPONKH CUCTEMBI U M10JIb30BaTECH.

() KAK OTKPBITh MANAGEMENT CONSOLE

http(s)://<dns_uma_cepeepa>/am/mc

YcranoBka Management Console

OtnenpHo ycTanasnuBaTh Management Console He Hy>kHO. KOMIIOHEHT yCTaHABIMBACTCS aBTOMATHIECKHU TIPH

pacrakoBKe apXuBa am-<Homep gepcuu>.tar.gz.

PenaktupoBanue koHpurypanronsoro Qaitna Management Console

(D) WHOOPMALHUS

Hacrpoiiku, onnucanHbIC B JAHHOM pa3jielie, He SBISIOTCS 00s3aTebHBIMU. KoHbHryparmoHHsIi daiin

am/mc/app-settings.json MOXXHO U3MEHUTb B JTFOO0I MOMCHT.

Hacrpoliika cpoka )u3HU ceccumn

YToObI U3MEHHUTH CPOK XHU3HU CECCHU B Management Console, BBITIOJIHUTE CIICAYHOIIECC:

1. Otkpoiite koOH(DUTYpaMOHHBIHN (aiin am/mc/app-settings.json.

2. Jlna napamerpa SessionExpiration ycraHoBuTe HeoOxoaumoe 3HadeHue. Ecan mapameTp He 3a/1aH,

MCHOJB3yeTCs 3HaueHue 1o ymomdanuio — 30 munyT ("00:30:00").

Y Ilpumep

"Authentication": {
"Mode": "Saml",
"SessionExpiration": "©0:30:00",

"EnablelLogout": true

}s
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3. Coxpanure U3MEHEHHS B (aiiie U 3aIyCTUTe KOHTEHHEP ¢ MPUIIOKEHUEM € TIOMOIIBI0 KoMaH bl sudo docker-

compose up -d.

WrnopupoBanue ormmook ceprudukara

1. OTkpoiite KOHDUTYPAIMOHHBIH (haii KOHCONMU am/mc/app-settings.json.
2. U3menute napamerp isIgnoreCertErrors Ha 3HaueHue true B daiine am/mc/app-settings. json.

3. CoxpaHuTe H3MCHEHHS B (haiiie U 3aIlyCTUTE KOHTSHHEP ¢ MPUIIOKESHUEM C TIOMOIIIBI0 KOMaH bl sudo docker-

compose up -d.

Hacrpoiika noncka 1o nojab30BaTeisiMm

YTtoObI HACTPOUTH MONCK MoJb30BaTenelt B Management Console, otkpoiite daitn am/mc/app-settings.json n B 00beKTe

UserSearch 3azaiite cienyromnye napameTphl:

e FindUsersMaxResultCount — napaMeTp yCTaHaBJIMBAECT MaKCUMAJIbHOC KOJIMYCCTBO PE3YyJIbTATOB IMMOMCKA Ha

CTpaHHLEe. 3HAYCHHUE 10 YMOIYaHUIO 200 .

e SearchTemplate (00Gs3aTenbHBIH IapaMeTp) — B apaMeTpe 3a1aeTcsl MadIoH nmoucka. Ilpumeps
JIOITCTUMBIX 11a0NI0HOB (B BUJie cTpokH): *{0}, {0}*, *{0}*, {0}.3nauenue no ymomuanuro "" (mycras

CTPOKA), 4TO COOTBETCTBYET I1a0NoHy *{@}*.

J1n1s1 KOppeKTHOH paboTHI TONCKA MOJIB30BATENeH, YCTAHOBUTE XOTS ObI OWH M3 CICTYIOMNX TapaMeTPOB B

3HaYCHHE true:
* SearchByGivenName — IOHCK 10 MMEHH. 3HAYEHHUE 0 YMOIYAHHIO true -
e SearchBySn — mouck 1o pammiun. 3HaueHHe M0 yMOIYaHHIO true .
e SearchByUpn — IOHCK II0 JIOTHHY. 3HA4E€HHE M0 YMOTYaHHIO true.

e SearchByGivenNameAndSn — mouck o umMeHu+Gamminn n GaMuanu+uMeny. 3Ha4eHue 110 yMOITYaHUIO

true.

e SearchByName — IOKCK II0 IMEHH, KOTOPOE OTOOpakaeTcs B CIUCKe Hojb3oBarenei B Active Directory.

3HavyeHue 1o yMOIYaHuio true.
* SearchByEmail — IOMCK IO afpecy 2JIEKTPOHHOM NOYTEL 3HAYEHHE [0 YMOIYAHUIO true .

[Tocne HacTpoliku KpuTepuu rnoucka oroopaxarorcst B Management Console Ha crpanune [lons3oBarenu B mosne BBoAa

TIOUCKOBOTO 3aIpoca.

[IpoBepka cocTosiHUSI cepBepa

s mpoBepku padouero coctostuus KoHTeliHepa B Docker ucnons3yiite meton Healthcheck:
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http(s)://<dns_umsa_cepsepa>/am/mc/healthcheck/isHealthy
Ha crpanune orobpakaercs cienyromas HHPOPMALHs O COCTOSHHN KOMITOHEHTA:

e craryc komroHeHTa Management Console, Bpemst 00pa0OOTKH 3ampoca K HeMy;
® CTaTyC MOCIEIHErO 3ampoca;
e craryc komnonenTa Indeed Log Server;

e CITMCOK OUIMOOK IPH HAJTUYNH.

v Ilpumep pe3yabTaTa NPOBEPKH

{
"Status": "Healthy",
"Entries": {
"CoreServer": {
"PreviousCheckSucceeded": true,
"CheckState": "Succeeded",
"CheckStartDate": "2025-03-04T08:59:00.9465204+00:00",
"CheckDuration": "00:00:00.0214301"
¥
"LogServer": {
"PreviousCheckSucceeded": true,
"CheckState": "Succeeded",
"CheckStartDate": "2025-03-04T08:59:00.9389229+00:00",
"CheckDuration": "00:00:00.0169765"
}
}
}

Ecmu Log Server He paboTtaer, To B mapamerpe Status ¥ B mapamerpe CheckState mis LogServer oTtoOpaxaercs
3HaueHue Degraded (yxyamenHoe cocrosnue). IIpu sTom 3anpoc BeimosHeH ycnemno (HTTP-kox 200). Tlpu 3amycke

koMaH/bl docker ps BO3BpallaeTcs CTaTyCc COCTOsiHUS cepBepa Healthy .

Hepabotaroumii Log Server He BiusieT Ha paboTocnocoOHocTs Management Console ¢ HEKOTOPBIMU OTPaHHYEHUSAMHI
— He JIOCTYITHO JIoTupoBaHue B Log Server u mpocMOTp cTpaHUI/YacTeil CTpaHuI], KOTOPBIE CBA3aHbl C OTOOpaKEHUEM

nmanabIx ¢ Log Server.

COop noroB

Wudopmariis o BKIIIOYCHUIO JIOTHPOBAHIS U cO0py JToroB KoMmoHeHTa Management Console HaxoauTes B paszese

COop J10TOB CepBEPHBIX KOMITOHEHTOB.
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Indeed User Console

Indeed User Console (User Console) — 310 BeO-npuiioxkenue, padoraromee Ha 6aze HTTP-cepsepa Kestrel. B User

Console monp30BaTelb MOXKET YHpaBJsATb CBOUMHA aYTCHTI/I(I)I/IKaTOpaMI/I.

() KAK OTKPBITh USER CONSOLE

http(s)://<dns_ums_cepsepa>/am/uc

VeranoBka User Console

OtnenbHo ycranasnuBath User Console He HykHO. KOMIIOHEHT yCTaHaBIMBaeTCS aBTOMAaTHYECKH [TPU PACTIAKOBKE

apxuBa am-<Homep eepcuu>.tar.gz.

PenakrupoBanue koHpurypauronsoro aiina User Console

() uH®OPMALUS

Hactpoliku, onrcanHble B JaHHOM pasfelie, He SBISI0TCA o0s13arenbHbIMU. KoHpurypanoHHsli dain

am/uc/app-settings.json MOXXHO U3MEHUTH B JII000H MOMEHT.

Hacrpotika cpoka xu3HH ceccun

UroObl U3MEHUTH CPOK kH3HU ceccun B User Console, BBITIONHUTE CIIEAYFOIIEe:

1. OTkpoliTe KOHGUTYPAMOHHBIN (aitn am/uc/app-settings.json.

2. Jlna napamerpa SessionExpiration ycTanoBure HeoOxoiuMoe 3HaueHue. Ecnu napamerp He 3aj1aH,

UCIOJIB3yeTCs 3HaueHue 1o ymonuanuto — 30 munyT ("00:30:00").

¥ Ilpumep

"Authentication": {
"Mode": "Saml",
"SessionExpiration": "00:30:00",

"EnablelLogout": true

¥

3. COXpaHI/ITC HU3MCHCHUS B (baﬁne " 3aI1yCTUTE KOHTGI\/’IHep C IMPUJIOKECHUEM C TTIOMOIIIBIO KOMaHIbI sudo docker-

compose up -d.
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Brxumrouenne 3amuTheI oT mepedopa

B Indeed Access Manager BB MOKETE HACTPOUTH 3aIIUTY OT ITOA00pa YIETHBIX 3amuceii st koMmnoHenTa User

Console.

Ecnu sTa HacTpoiika BKJIFOYEHA, TO TIPU BBOAE HECYIIECTBYIOMIEro MeHH nosib3oBarens Indeed Access Manager
UMHTHPYET BXOJI CYIICCTBYIOIICTO ITOJIH30BATEIS: 0TOOpaskacT CIIoCO0B! ay TCHTH(MKALINH, 3alpaIINBacT Mapoib, a

3aTeM 0TOOpakaeT OMMUOKY Heseproe ums nonv3oeamens uiu aymeHmu@ukamop uiu 3a010KUpo8ano yCmpoucmeo.

Ecnu sta HaCTpOfIKa BBIKJIFOYE€HA, TO IMTPU BBOAC HECYIICCTBYIOIIETO UMCHHU I1OJIB30BaTECIIA Indeed Access Manager

oToOpaXkaeT oMOKy Buympennsis owuoka cepeepa: Ilonvzoeamens ne HaoeH.
ITo yMOT9aHuio JaHHass HACTPOHKA OTKIIIOUECHA.

UToObI BKJIIOUUTH 3aIIUTY OT mepedopa:

1. Otkpoiite koH(UTYparmoHHbIH (aiin cepepa Core Server am/core/app-settings.json.

2. B 6moke Authentication Bcrpoke bruteForceProtection ykaxure 3Hauenus Self Service u Identity

Provider.

v Ilpumep

"Authentication”: {
"BruteForceProtection": {

"Applications”: ["Self Service", "Identity Provider"]

3. CoxpaHuTe U3MEHEHHUS U 3aIlyCTUTE KOHTEHHEDP ¢ MPUIIOKEHUEM C TOMOIIBIO KoManael sudo docker-compose

up -d.

OTKII0YeHNEe CMCHBI JIOKaJIM3a1uu

Yto0bI 3alpPETUTD IMOJIL30BATEII0O MEHATD SI3bIK B User Console:

1. Otkpoiite koHDUTYpaUOHHBIN (aiin KoHCOMH am/uc/app-settings.json.

2. B mapametpe Localization B Tere CanCustomChange ykaxwute 3HadeHne false.
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v Ilpumep

"Localization": {
"DefaultCulture": "ru-RU",

"CanCustomChange": true

}s

3. CoxpaHure U3MEHEHHS B (aiijie U 3aIyCTUTEe KOHTEHHEP ¢ MPUIIOKEHUEM € TIOMOIIBI0 KOMaH bl sudo docker-

compose up -d.

[Tpumep Bxoma B User Console ¢ ucnonb3oBanuem Identity Provider

1. OTkpotite B Opay3epe untepdeiic User Console. [Tpumep anpeca koHconu: htip(s).//

noarnoe _dns_umsa_cepeepa/am/uc.

2. B mosiBuBIIEMCsl OKHE ayTeHTH(HUKAIMN HaXMuUTE Back st BeIbopa criocoba ayreHTndukamyn. [1o ymorganuro

HCITIOJIB3YCTCA MMOCJEHUMN HCHOJ’IB3yeMLII>i croco0.

3. Beibepure crioco0 ayreHTHdUKaIMK 1 HAKMUTE Select.

() HH®OPMALWS

Ecnu y monp3oBatens HeT 00y4eHHOro ayTeHTH(uKaropa, Beibepute Windows Password.

() NPHUMEYAHME

Brixon B ceccun mons3oBarens u3 Identity Provider He BitedeT 3a co0ol BIX0J monb3oBatens u3 User
Console, 10 mepe3armycka Opay3epa WM HCTEUCHUS cpoka xpaHeHus cookie. Bpemst xpanenus cookie st

Identity Provider — 30 munyT.

4. Beenute mapoib u HaxXMHATE Sing in. Eciii BBOJI JTaHHBIX OBUT yCTICUTHBIN, TO OTOOPA3HUTCS KAPTOUKa

TIOJTb30BATEIS.
5. s Beixoaa u3 User Console BBIOTHUTE CIIEIYyOIIEE:
e HaxmuTe MM monp30Baressl B BEpXHEH 4acTH OKHA.

e Bribepute BoliiTy 13 BBINIAIAIOIIETO CIIUCKA.

() uH®OPMALUS

[pu Beixone u3 User Console mpoucxonuT aBToMaTHYecKuit Bbixon u3 Identity Provider.
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HpOBCpKa COCTOAHUA CCPBCPA
Js mpoBepku pabodero coctostHust KoHTelHepa B Docker ucnons3yiite meton Healthcheck:
http(s)://<dns_ums_cepeepa>/am/uc/healthcheck/isHealthy

Ha cTtpannne otobpaxaeTcs cieayromas HHPOPMAIUS O COCTOSIHUN KOMIIOHCHTA!

craryc komronenTa User Console, Bpemst 00paboTKH 3ampoca K HeMy;

CTATyC MOCJICAHETIO 3a1poca,

CITMCOK OIITHOOK Ipu HAJIMYHUU.

v Ilpumep pe3yJbTara NPOBEPKH

{
"Status": "Healthy",
"Entries": {

"CoreServer": {
"PreviousCheckSucceeded": true,
"CheckState": "Succeeded",
"CheckStartDate": "2025-03-04T08:58:00.9648416+00:00",
"CheckDuration": "00:00:00.0161041"

}

}
}
COop 5oroB

Wudopmaryst Mo BKIIOUSHHIO JIOTUPOBaHUS M cOOpy JoroB komroneHTa User Console Haxoautes B pasaene Coop

JIOTOB CEPBCPHBIX KOMIIOHEHTOB.
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Indeed Key Server

Indeed Key Server (Key Server) — ato cepBep, HeoOXonuMslii utst pabotel MoowmtsHOTO Tiprinoxenns Indeed Key. C

IIOMOIIIBIO Key Server OTIIPABJIAAIOTCA pUSh-YBCZ[OMJ'ICHI/ISI 1 yCTAaHABJIMBACTCA CBA3b C Core Server.

Cas3b ¢ MoOmTeHBIM npunoxerneM Indeed Key ocymectsnsercst mo nporokory HTTP nwmu HTTPS.

Co3nanue 0a3bl TaHHBIX U CEPBUCHOM YUETHOM 3aMuch

Key Server nomnepxuaet padoty ¢ 6a3oit PostgreSQL. Jlist 3armucu coObITHIA cepBepa HeoOXoanMa OT/ieNbHast 6a3a

naHHbIX PostgreSQL.

[MoapoGHee o co3nanuu 0a3bl JAHHBIX U CEPBUCHOM YUETHOH 3aIlMCH Bl MOXKETE y3HaTh B pa3zese XpaHUIuILe

JaHHBIX.

() MNPUMEYAHME

Ilocne co3nanus 0a3bl JaHHBIX (HOCJIC epBOTroO 3anpoca) MOXXHO YMCHBIIIUTH IIpaBa AJIsl IIOJIB30BATCIIA.

Hocrarouno npasa db_owner sl cO3MaHHON 0a3bl JaHHBIX.

YcranoBka u HacTpoiika Indeed Key Server
[Ipexae uem nepeiiT K ycTaHOBKe U HacTpoiike Key Server, 03HaKOMBTECh C CUCTEMHBIMH TPEOOBAHMSIMH.

UroOrl yctanoBuTh Key Server Ha oTAeIBHOM CepBepe C ONEPALMOHHON cucTeMoi Linux:

1. Umnoprupyiite 06pa3 Docker.

2. Crenepupyiite ciyx)eOHble cepTUDUKATBL.

3. Brecurte m3MeHEHUS B KOH(UTYPAIMOHHBIC (DaiIbL.
4. BRIMOTHUTE HACTPOMKY IMTPaB ITOJIH30BATEIIS.

5. 3anycTtuTte KOoHTelHep ¢ npuiokeHuem Key Server.

Nmmopt o6paza Docker
1. Ckavaiite apxuB am-<uomep epcuu>.tar.gz, 3arpy3uTe ero Ha IeJIeBOU XOCT B HEOOXOIMMBIN KaTaor.

2. IlepeiinuTe B Karajaor ¢ apXUBOM U paclakyWTe ero ¢ IOMOIIbIO KOMaH bl
sudo tar -xf <umAa apxuBa>.tar.gz

3. Ilepeiinute B KaTajor, B KOTOPHI paclakoBaJICs apXHB, M IMIOPTHPYiiTe 06pa3 Docker ¢ moMomip0 KoMaHIbL:
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sudo docker load -i <umsa apxuBa>.tar

4. OFpaHI/I‘-II)TC TIpaBa 3aIryCKa JIJis1 BCEX MOJIb30BaTeNeH CHUCTEMBbI, HC UMCIOIINX IIpaB sudo. 21.]'[9[ 9TOro, HaXO4sCh B

Katayore ss/, BRIMOMHATE KoMaHay sudo chmod 400 *.sh.

I'enepars ciry’eOHbIX cepTU(UKATOB
Job6aBbTe cnenyomuye cepTuduKarhl B KaTajor ssl/:

o ssl/<cepsepnuiii cepmuguram>.pfx — cepTuduraT BeO-cepBepa, BHITUCAHHBINA JJOMEHHBIM Y/I0CTOBEPSIOLTIM

nentpom (Y1) na BuyTpennee DNS-umst mamuHbl, Ha KOTOpoit OyneT ycranosieH Key Server.
o ssl/ca/<nyonuunwiii cepmughuxam>.cer — NyONUIHBIN ceprudukar B popmare Base64 Bamrero qomennoro Y1I.

o ssl/<cepmugpuxam cmoponnezo YI[> pfx — rnoOanbHblii cepTudukar Bed-cepBepa, BHIMMUCAHHBIN CTOPOHHUM Y L]

Ha BHemHee DNS-uMs MarimHbl, Ha KOTOpoi Oyer ycranosiieH Key Server.

ssl/ca/<cepmuchuxam cmoponnezo .cer — TIyOJIIMYHBIN cepTU(UKAT JOMEHA B MaT TOPOHHET
o ssl/ca/< vir> (§) ce aT qoMeHa B (popmare Base64 ctoponHero

VIIL

(D) WHOOPMALHUS

TpeOoBaHUs K cepTUPHUKATY CTOPOHHETO YIOCTOBEPSIOIICTO IEHTPa CMOTPHTE B pasneine CucTeMHble

TpeOOBAHUS.

IIepen 3amycKOM CKPHUITOB OTPaHUYBTE IPaBa 3aIlyCKa JJIs BCEX MOIb30BATEICH CHCTEMBI, HE UMEIONINX TPaB sudo .

Jiist 9TOT0, HAXOASACH B KaTaore ss/, BRITOMHUTE KOMaHIy sudo chmod 400 *.sh.

1. 3anycture ckpunt convertPfxForReverseProxy.sh ¢ ucnonab3oBaHueM cepTudukara <cepsepHulii

cepmugpuxam>.pfx, BoinucanHoro Ha DNS-uMs TekyIiero xocra:
sudo bash ./convertPfxForReverseProxy.sh -f <cepBepHbii cepTudpukat>.pfx -p <naponb>

2. 3ammyctute ckpunt convertPfxForReverseProxy ik _external.sh c ucrionb3oBaHueM cepTudukara <cepmuguxam

cmoponnezo Y1[>.pfx:

sudo bash ./convertPfxForReverseProxy ik external.sh -f <cepTudukat cTOpOHHEro

YU>.pfx -p <naponb>

Pesynbrar: cozgaercsi cepBepHbIil cepTuduxar am/ssl/https/reverse_proxy server ik.pem, NpemaocTaBIsSIOIINN

HAProxy s BremHuX kiaueHToB K Indeed Key Server.

3. Crenepupyiite HTTPS-cepTudukarsl KoHTeiHEpOB, UCTIOIb3yeMble BHYTpHU ceTr Docker.

sudo bash ./generateHttpsCerts.sh
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Pesynbrar: cozgarorcst ceprudukarsl am/ssl/https/<service>.pfx nnst cepsucos Core, MC, UC, IDP u Log Server.

Pacnonoxxenne u nmaponu cepTuUKATOB YKa3aHbl B KOHPHUTYPAIMOHHBIX (paiiiax KOMIOHEHTOB.

4. Crenepupyiite ciy)eOHbIH cepTHUKAT, KOTOPBIN HCIONB3YOTCs pu SAML-coenuHeHnn

sudo bash ./generateSamlCerts.sh

5. CrenepupyiiTe cepTu(HKAT, KOTOPOMY OYAyT TOBEPSITH KOHTCHHEPHI.

sudo bash ./prepareCaFile.sh

PenakrupoBanne KoHPUTypaIroHHBIX (DaiIoB
PenaxrupoBanme ¢aitna am/.env

1. COMPOSE_PROFILES — no0aBbTe 3HaueHHE indeed-key-server U ylaluTe 3Ha4eHHS KOMIIOHEHTOB,

KOTOpbIE YCTAHOBJICHBI HA APYTUX MaIIUHAX.
2. ENDPOINT_NAME_THIS HOST — DNS-ums MamuHel, Ha KOTOpo# BBl ycTanapnuaeTe Key Server.

3. INDEED_KEY_EXTERNAL_ENDPOINT_NAME — BHEHIHHMH aapec JUIsl MOAKIIOUECHHUS MOOHIIBHOTO MTPUIIOKEHHS K

Key Server.

4. INDEED_KEY_HTTPS_PORT u INDEED_KEY_HTTPS_PORT_EXTERNAL — BHYTPEHHHH M BHEIIHUH IMOPTHL.
PenaxrupoBanue koHpUryparmonHoro ¢aiina am/haproxy.docker-compose.yml

1. B 6noxe depends_on packomMMeHTHpYITe CTPOKy indeed-key M 3aKOMMEHTUPYHTE CTPOKH C OCTAIbHBIMU

KOMIIOHCHTAMHU, YCTAHOBJICHHBIMU Ha APYTUX MallIMHAX.

Y Ilpumep

depends_on:
- core
- idp
- mc
- uc
- 1s

- indeed-key # Uncomment if you need an Indeed Key server

H ¥ HF H H

2. B 6noke ports packoMMEHTHUPYHTE CTPOKH C yKa3aHUEM ITOPTOB:

"${INDEED_KEY_HTTPS_PORT}:7443"
"${INDEED_KEY_HTTPS_PORT_ EXTERNAL}:8443"
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PenaxrupoBanue koHUryparmonHoro ¢aiiina am/haproxy/haproxy.cfg
1. PackommenTHpy#iTe cTpoky default_backend IK_Backend.

2. PackomMeHTHpYHiTE cliefyronue CTpoKH ¢ napamerpoM backend IK Backend.

backend IK Backend
server docker indeed-key:5443 check inter 5000ms ssl verify required ca-file

trusted_ca.crt

3. 3aKOMM€HTprﬁT€ CTPOKH, CBA3AHHBIC C KOMITIOHCHTAMU, KOTOPLIC YCTAHOBJICHBI Ha APYTUX MalllMHAX.

e Crpoku ¢ mapaMeTpoM acl, B KOTOPEIX yHOMUHAIOTCS KoMIOHEHTEL [Ipumep: acl path-mc path_beg
-i /am/mc.
e B napamerpe http-request reject unless yaamure KOMIOHEHTEI, KOTOPBIE YCTAHOBIECHBI HA APYTUX

MaIllMHAaX, U JUIIHUE pa3aenurenn | | .

e Crpoku ¢ napameTpoM use_backend . Ilpumep: use_backend MC_Backend if path-mc.

e CrpoKku ¢ aapecoM KOMIIOHEHTa B apamMeTpe backend <cepBepHbli_komnoHeHT>_Backend.

PenaxrupoBanne koHuUryparmonHoro ¢aiiia am/indeed-key/app-settings.json

1. B pasnene Storage B nmapamerpe ConnectionString ykakuTe CTPOKY MOAKIIOUEHHs K Oa3e JaHHBIX.

v Ilpumep

{
"Storage": {
"Provider": {
"Type": "PostgreSql",
"ConnectionString": "server=192.168.80.30;port=5432;user

id=amservice;password=Q1lw2e3r4;database=IndeedKey"

}s

2. B pazgene Server B napamerpe Url ykaxure URL-anpec ans nonkirodenus k Key Server.
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v Ilpumep

"Server": {
"Url": "http(s)://[Server address]:{port}",
"Logon": {
"Delay": "00:05:00"
}s

I'ne:

e [Server address] — 3Hauenue nepeMenHol INDEED_KEY_EXTERNAL_ENDPOINT NAME, 3a1aHHOE B

(aiine am/.env.

* {port} — 3HaueHHUEe nepeMeHHoil INDE ED_KEY_HTTPS_PORT_EXTERNAL , 3aJlaHHO€ B datine am/.env.

() HMHOOPMALUSA

Key Server nomkeH ObITH AOCTYIIEH C MOOMIILHOTO TenedoHa.

3. B napamerpe TrustedClients ykauTe IpOU3BOJIbHBIN YHUKAJIbHBIN HICHTUPHUKATOP. DTOT UACHTUPHUKATOD

HEOOXOIMM IS TIOITBEPIKICHHS yAICHUS ay TeHTU(UKATOPA.

3HavyeHne uaeHTU(UKATOpa JOHKHO COBIAAATh CO 3HaueHueM B HacTpoiike JloBepennsrii ID Indeed Key Server B

Management Console.

O NOACKA3KA

Ha sToMm srame pexomenayem neperita B Management Console B pa3gen
Kondurypanus— Ayrearudukaropsi—Indeed Key— CepBepHble HACTPOHKHU U, TOMUMO HACTPOUKU

noeepenHoro ID Indeed Key Server, 3agats BHyTpenHuit URL-anpec Indeed Key Server.

Takoke B paznene HacTpoiku perucTpamnuy mpy BEIOOpe crocoda perncTpaliy mo email 3amonHuTe

00s13aTeNbHbBIE MO U COXpPaHUTEC U3MECHCHU.

Hacrporika npas

BrinaiiTe npaBa moibp30BaTeNto, KOTOPOTO BbI yKa3anu B (paiiie .env B IepeMEeHHBIX AM_UID u AM_GID, 3aIycTuB

CIEYIOIIYI0 KOMaH]Ty:

sudo chown -R <AM_UID>:<AM_GID> ./*
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3anyck Key Server

3amycTHTe KOHTEHHED C NPUIOKEHHEM C MOMOLIBIO KoMaHIbel sudo docker-compose up -d.

Hacrpolika coObITHl cepBepa

YcraHoBka u HacTpoiika ocymiecTsisiercs: Ha Log Server.

B xagecTBe XpaHUIHIIIA MOKHO HCIOIB30BATh BCE CITIOCOOBI XpaHEeHNsI, KOTOpHIE moaepkuBaeT Log Server.
OTcnexxuBarh COOBITHS MOXKHO CIESIYIOUIMMHU CIIOCO0aMU:

¢ [lpu xpanennu B 6a3e JaHHBIX — CTOPOHHUMH CPEACTBAMH MOHHUTOPHHTA FIIH C ITOMOIIEI0 SQL-3ampocos.

¢ [lpu ncrionmp3oBanny Syslog — CTOPOHHUMHE CPEICTBAMH MOHHTOPUHTA C MOAIEPKKoi Syslog.

/\ BAXHO!

B Texymeit Bepcnu Indeed AM mpocmotp coOwiTHit Key Server ¢ momommpio Management Console He

IO/ PKIUBACTCS.

UYrto6s1 HacTpouTs cobbITHs Key Server

1. Otkpoiite baitn am/ls/clientApps.config n naiinure cTpouky <Target Id="DbTargetSqlIndeedKey"
Type="pgsql" />, rae DbTargetSqlIndeedKey — 3T0 Ha3BaHHE KOH(PUIYPAIMOHHOTO (aiiia B Iarke

am/Is/targets.

2. Otxpoiite baitn am/ls/targets/DbTargetSqllndeedKey.config n B ctpoke ConnectionString ykaxure

CIIEYIOIINE JTAHHBIC:

e Server — DNS/IP-anpec cepsepa ¢ 6a30ii nannsix PostgreSQL.

e Database — ums 0a3bl TaHHBIX.

* Port — IOPT HOAKJIIOYEHUS.

e User ID — uMm# ODOJb30BATENS, KOT0p1>1171 HMMECT ITOJIHBIC ITpaBa JjIs 0Oasbl JaHHbIX Database.

e Password — mapoib moJb30BaTes.

Y Ilpumep

<?xml version="1.0" encoding="utf-8"?>
<Settings>

<ConnectionString>server=[database host address];port=5432;user id=
[database service account];password=[database service password];database=
[log server]</ConnectionString>

</Settings>
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3. Otkpoiite koH(puUTrypamoHHbiil (aiin cepsepa Log Server am/Is/clientApps.config.

4. PackommenTHpyiite 610K <Application Id="akc" SchemaId="akcSchema">.

v Ilpumep

<Application Id="akc" SchemaId="akcSchema">
<ReadTargetId>DbTargetSqlIndeedKey</ReadTargetId>
<WriteTargets>
<TargetId>DbTargetSqlIndeedKey</TargetId>
</WriteTargets>
<AccessControl>
<CertificateAccessControl
CertificateThumbprint="01de449b6f4b49e00dla5b20ffb5d6605cf6Ccd2a"
Rights="Write" />
</AccessControl>

</Application>

e B Terax ReadTa rgetlId ykasbiBaeTCs UACHTU(DHUKATOP XPAHWIIHIIA, OTKY/A OyJIeT OCYIECTBISATHCS YTCHUE

CcOOBITHI.

e BoOnoke WriteTargets, B Terax TargetId, ykasbiBaeTcs HASHTH(PUKATOP XPAHUIIMILA, Kyja OyaeT

OCYIIECTRIIATHCS 3aITUCh COOBITHIA.

e HpenTtudukaropsl 3aJaHbl B Tere Targets, kKoHQUrypauoHHele (aibl 1715 Kax10ro TUIA HAXOAATCS B

nanke am/ls/targets/ ¢ COOTBETCTBYIOIIUM UMEHEM.

e Ilpu ncnoabp30BaHUK COOCTBEHHOTO KJIMEHTCKOTO cepTudukara B CertificateThumbprint ykasbiBaeTcs

OTICYATOK KJIMCHTCKOI'O CepTI/I(l)I/IKaTa Core Server.

5. HpI/I HCO6XOI[I/IMOCTI/I HCIIOJIB30BaTh JOMNOJIHUTECIBHOC XPAHUINIIE TaHHBIX, YKAXKUTEC €0 B CCKIIUU Ta r‘gets .

v Ilpumep

<Targets>

<Target Id="sqlTargetAM" Type="pgsql"/>
</Targets>

Ecnu B kauecTBe XpaHmIHIa cOOBITHI BBl HCIIONB3yeTe 0a3y JaHHBIX, BBITOTHUTE HACTPOUKY IMOIKIFOYCHHUS K Oaze B

dbaitne am/Is/targets/DbTargetSqlindeedKey.config.
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/\ BAJKHO!

Jus coOprrrii Key Server Heo0X0IMMO HCIIOIB30BATh OTACIBHYIO 0a3y JTaHHBIX.

CCpBI/IC OYHUCTKH CTAPbIX TAHHbIX

B c¢aiine am/indeed-key/app-settings.json MOXXHO 3aJaTh TapaMeTpPhl CEPBUCA OYUCTKH CTApPBIX JTAHHBIX.

¥ Ilpumep

"CleanAkData": {
"Enabled": true,
"FirstRunTime": "©0:00",

"Interval":
"AkDatalLifeTime":

Omnucanue arpuOyToB IpuMepa

Wwmst arpubyra

Enabled

FirstRunTime

Interval

AkDatalLifeTime

Ommcanune

®nar
BKJIIOUEHHUS

cepBuca

Bpewms
TIEpBOTo
3aIycka

cepBuUCa

WHuTepBan
3aIycKa

cepBuUCa

Bpewms
KU3HH

JaHHBIX

"1.00:00:00",
"1.00:00:00"

3HayeHune

true, false

Crpoxka B hopmare

BpeMeHH hh :mm

(U9:MM)

Bpemennoi

HWHTCPBAJI

Bpemennoi

HUHTCpPBAJI
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3HaueHUe [0 yMOIYAHHIO

true

00:00 (ToIHOYb)

1.00:00:00 (A1:Y4:MM:CC)

1.00:00:00 (JA1:U4:MM:CC)

MunumansHO
JIOTTYCTHMOE

3HaA4YCHHUEC

OtcyTtcTByeT

OtcyTcTBYEeT

00:10:00 (10

MUHYT)

00:10:00 (10

MUHYT)



BromrounTs/OTKIII0UUTH MG POBAHUE KOHPUTYPALTMOHHOTO (paiina

1. B TepMuHalie nepeiiuTe B KATaIOT C YTHIIMTOW JIIsl IU(POBAHUS am/protection.
cd /am/protection

2. BeinaiiTe ipaBa 1714 3aIycka CKpunTa protector.sh.
sudo chmod 500 protector.sh

3. Uro6sl 3amudpoars KOHPUIypalMoHHbIe (aiiiibl, 3aITycTHTE CKPUNT protector.sh ¢ mapamerpom protect.
sudo bash ./protector.sh protect

4. YroOsl pacimdpoBaTh KOHGHUIypaLHOHHBIE (ailiibl, 3aIlyCTHTE CKPUIT protector.sh ¢ mapamMeTpom

unprotect.

sudo bash ./protector.sh unprotect

IIFN)BEH)KElCX)CTX)HPHIQ:CEHJBEﬂ)a

Jns mpoBepku padouero cocTostuus KoHTelHepa B Docker ucnons3yiite meton Healthcheck:
http(s)://<dns_ums_cepeepa>:<nopm>/healthcheck/isHealthy

Ha crpanure otodpaxaercs cieayromas nHPOpMaIis 0 COCTOSIHUN KOMITIOHEHTA!

¢ craryc komnonenta Key Server, Bpemst 00paboTKH 3ampoca K HeMmy;
¢ CTaTyC MOCIEIHErO 3ampoca;

e CIIMCOK OIITHOOK pu HAJIMYHUU.
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¥ [Ipumep pe3yabTara NpoBepKH

{
"Entries": {
"Storage": {
"Data": {

"HealthCheckStatus": {
"PreviousCheckSucceeded": true,
"CheckState": "Succeeded",
"CheckStartDate": "2025-03-17T11:07:55.9606294+00:00",
"CheckDuration": "00:00:00.0014040"

}

s
"Description”: null,
"Duration": "00:00:00.0000052",
"Exception": null,
"Status": 2,
"Tags": []
}

s

"Status": 2,

"TotalDuration": "00:00:00.0003921"

}
CO6op j010OB

Wudopmariis o BKIIOUSHUIO JOTHPOBaHUS U cOopy JioroB komrnoneHTa Key Server naxomurces B pazaene Coop 1oros

CCPBCPHBIX KOMITOHCHTOB.
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YcranoBka Access Manager Ha HECKOJIbKHX
XOCTax

[lepen HayamoM paboOThI

[Tepen ycranoBkoit Access Manager Ha HECKOJIBKUX XOCTaX:

1. YcranoBute n HacTpoiite Access Manager Ha OTHOM XOCTe.
2. Co3paiite apxMBHYIO KOIUIO KaTajora ¢ ycTaHoBJIeHHbIM Access Manager.

3. HCpeMCCTI/ITe ApXHWB Ha BCC XOCTHI, I'/IC€ TNIAHUPYETCA YCTAHOBKAa KOMIIOHCHTOB ITPOAYKTA.

YcranoBka

1. PacnakyiiTe apXuB M Ha KaXJIOM XOCTE BHECUTE BCE U3MEHEHMsI, OMIMCAHHBIE JJAlIEe.

2. Ilepen 3amyckoM CKPUNTOB OTPaHWYBTE TIPaBa 3aIlyCcKa I BCEX MOJIb30BaTENIe CHCTEMBI, HE NMEIONTNX TIPaB

sudo . st aToT0, HAXOSICh B KaTajore ss/, BRIOIHUTE KoMaHay sudo chmod 400 *.sh.

3. Bemonnute 3amyck ckpuntoB convertPfxForReverseProxy.sh v prepareCaFile.sh ¢ ucronb30BaHHEM

cepTudukara <cepgepmuiil cepmughuxam>.pfx, Beimucannoro Ha DNS-ums Tekyuero xocra:

sudo bash ./convertPfxForReverseProxy.sh -f <cepBepHbii cepTupukat>.pfx -p

<naposb>

e (OnumonansHo) I1pu ycranoske Indeed Key Server BImoiHUTE 3aITyCK CIEAYIOMIETO CKPHUIITA!

sudo bash ./convertPfxForReverseProxy_ik_external.sh -f <cepBepHsbii

cepTupukaT>.pfx -p <naposb>

B pesymrare 3amycka co3naeTcst CepBEpHbIA cepTuduKar am/ssl/https/reverse_proxy server ik.pem,

npenoctasisitomuii HAProxy nns BHemHux kimeHToB K Indeed Key Server.

e [lepesamycTuTe CKpUIT:
sudo bash ./prepareCaFile.sh

4. OTKpoiite Qaiin am/.env U BHECUTE CIEAYIOIINE U3MEHEHHS B TIEPEMEHHBIE OKPY)KEHHS:

e B nepemennoii COMPOSE_PROFILES yKaXuTe nNpoBaiaepsl ayTeHTU(HKAINN, KOTOPBIC BHI IUITAHUPYETE
YCTaHOBHTH Ha TeKyIIeM xocte. Crrcok 0003HaueHUH A1 poBaiinepos cMoTpute B Tadmmie [lepemennsre

OKPYKEHHUS.
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/\ BAXKHO

YcranoBka HpOBafIZ[CpOB BO3MOJXHA TOJIBKO Ha OAHOM XOCTE€ C CEPBCPHBIM KOMIIOHCHTOM Core Server.

e I3menure 3naueHue nepeMenHoi ENDPOINT _NAME_THIS HOST . Ilpu ycranoeke Access Manager Ha
HECKOJIBKUX X0CTax KoMIoHeHT HAProxy ycTaHaBIMBaeTCs Ha KaKJIOM XOCTE, TO3TOMY B IEPEMEHHOI

ENDPOINT NAME THIS HOST HeoOxomuMmo yka3aTb DNS-uMs Tekyliero xocra.

e Ha kax710M MCIIONIBE3yEMOM XOCTE U3MEHUTE 3HAUYEHUS BCEX epeMeHHbIX ENDPOINT NAME_<KOMMOHEHT>

B 3aBUCHUMOCTH OT TOI'O, Ha KaKHUX XOCTaX YCTAHOBJICHbBI KOMIIOHCHTHI.

¢ (OmmuonansHo) [Ipu ycranoske Indeed Key Server 3anaiite 3Ha4eHUsI IEPEMEHHBIX HA KaXKIOM

HCIOJIB3YEMOM XOCTE:

o INDEED_KEY_EXTERNAL_ENDPOINT_NAME — BHEIIHHMH aJipec, 10 KOTOPOMY OyJeT JOCTYITHO
npunoxenne Indeed Key;
© INDEED_KEY_HTTPS_PORT — BHYTPEHHHH MOPT;

© INDEED_KEY_HTTPS_PORT_EXTERNAL — BHEIUHHHI MOPT.

5. (OmmonansHo) IIpu ycranoske Indeed Key Server otkpoiite koHurypauuonnsiii paiin am/indeed-key/app-

settings.json Ha xocte ¢ Key Server u 3ajaiite napamerpsl:

e ConnectionString — cTpoka MoAKIIOUEHHUs K 0a3e JaHHBIX;

e Url — BHewHui agpec Key Server;

e TrustedClients — TPOM3BOJILHBINA YHUKAIBHBIH HACHTUPHUKATOP. DTOT UACHTUPHUKATOP HEOOXOIUM ISt
MOATBEpKACHUS yaaneHus ayrentudukaropa Indeed Key. 3nauenue naeHTudukaropa J0JKHO COBIAAATh CO

3HaueHHEM, YKa3aHHBIM B CEPBEPHBIX HACTpoiikax ayreHTU(HKaTtopa Indeed Key B Management Console.

6. Baecure mmenenus B daitn am/haproxy.docker-compose.yml. Heo6xomumo yaaauTh W 3aKOMMEHTHPOBATh

3aBUCHUMOCTBH OT CEPBHUCOB, KOTOPBIC HE 6y,ZlYT YCTAHOBJICHBI HAa TCKYLIEM XOCTC.

v Ilpumep

depends_on:

- core

- idp
#- mc
#- uc

- 1s

#- indeed-key # Remove if Indeed Key server not needed

7. BHecure uzmeHenus B kKoH(GUryparuonnsiii haiin am/haproxy/haproxy.cfg.
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Vnanute nim 3aKOMMEHTUPYHTE CTPOKH € TapaMeTpaMHy, OTHOCSIIIIUMUCS K CEPBEPHBIM KOMIIOHEHTaM, KOTOpbIE

BbI HC INTAHUPYETE YCTAHABINBATH HA TCKYIIIEM XOCTE!:

L4 CTpOKI/I C IMapaMeTpomM acl,B KOTOPBIX YIIOMHUHAIOTCA CEPBEPHBIC KOMITOHCHTEI.

acl path-1s path beg -i /ls

acl path-idp path_beg -i /am/idp
acl path-mc path_beg -i /am/mc
acl path-uc path_beg -i /am/uc
acl path-core path_beg -i /am/core

acl path-sms-proxy path_beg -i /am/proxies/sms

e B mapamerpe http-request reject unless ynamure He MCHOJIL3YEMbIE HA JaHHOM XOCTE

KOMITOHEHTHI 1 JIMIITHHUE Pa3AenuTend | | .

http-request reject unless path-core || path-idp || path-mc || path-uc ||
path-1s || path-sms-proxy

e Crpoku ¢ napameTpom use_backend.

use_backend LS_Backend if path-1s
use_backend IDP_Backend if path-idp
use_backend MC_Backend if path-mc
use_backend UC_Backend if path-uc
use backend CORE_Backend if path-core

use_backend Sms_Proxy Backend if path-sms-proxy

» CTpoKH C azpecaMu KOMIIOHEHTOB B apameTpe backend <cepBepHblii_KoMnoHeHT>_Backend .
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backend CORE_Backend
server docker core:5443 check inter 5000ms ssl verify required ca-file

trusted _ca.crt

backend MC_Backend
server docker mc:5443 check inter 5000ms ssl verify required ca-file

trusted _ca.crt

backend UC_Backend
server docker uc:5443 check inter 5000ms ssl verify required ca-file

trusted_ca.crt

backend IDP_Backend
server docker idp:5443 check inter 5000ms ssl verify required ca-file

trusted_ca.crt

8. BbInosHuTE HACTPOUKY IIPaB MOJIb30BaTEs.

9. lnis co3iaHus U 3alycKa KOHTeMHepa ¢ cepBEpPHbIMU KOMIIOHEHTAMH, BBIITOJIHUTE CJIETYIOIIY0 KOMaHY:

sudo docker-compose up -d

OniMoHATbHBIE HACTPOUKH O€30MaCHOCTH

B HEKOTOpBIX CLIEHAPHSIX MOYKHO OIPaHUUYUTh JOCTYH K JII0OOMY cepBepHOMY KOMIIOHEHTY Access Manager, ocTaBuB
TOJIBKO JOCTyI B penenax Docker-cetu. 17t 3TOro yaaaute COOTBETCTBYIOLIME CTPOKH B KOHPUTYpaLMOHHOM (aiise

am/haproxy/haproxy.cfg (war 8).

B Takom citydae 3TOT KOMIIOHEHT JIOJDKEH OBITh JOCTYICH B Tipenenax Docker-ceTy Ui 0cTaabHBIX KOMIIOHEHTOB,
KoTOphie TpeOyroT coequHenus. [Ipu Takom crieHapuu B mepeMeHHbIX ENDPOINT NAME <KOMMOHEHT)> CJIeayeT

3a/1aTh UM KOHTEHHepa ¢ yKa3aHueM nopta 5443.

v Ilpumep

ENDPOINT NAME_CORE=core:5443
ENDPOINT_NAME_LS=1s:5443
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YCcTaHOBKAa M HACTPOMKA MOAYJICU HHTErPaIlii

CucteMHBIE TPEOOBAHMS

TpeGoBanust 17151 pabOTHI MOZYIIEi HHTETrPaIN

%@ Indeed Identity Provider

KomnuecTBo mas: 4

e Indeed ADFS Extension

KonnyecTBo mias: 2

&3 Indeed FreeRADIUS Extension

KoaunuecTBo mias: 2

Indeed RDP Windows Logon

KoanuectBo mmas: 3

4 Indeed Windows Logon

KoamuecTBo 11aB: 5

& Vrunmuira ynpasieHus ayTeHTU(PHKATOPAME

KonuuectBo rnas: 4

113



CucreMHbI€ TpeOOBAHUSA

[Tporpammubie TpeOOBaHUS

Jis yCTaHOBKM Ka)KI0T0 MOAYJIsl HeoOxonuMa pa3BepHyTas cucteMa Indeed Access Manager ¢ 3aperucTpupOBaHHBIMH

JIMICH3UAMUA JJI1 COOTBETCTBYIOMIETO MOIYJIA.

Kak paboraer nunensupoBanne B Indeed Access Manager

Indeed Identity Provider

Linux ¢ mogyepxkoit 64-OMTHOM apXUTEKTYPhI:

e Astra Linux
OnepanmonHas cucrema
e PEJIOC

e Ubuntu

e Docker 19.03.0 u BrIIIE

e Docker Compose 1.27.0 u BbIme
TlakeTn!

e Tar

e OpenSSL

o [lyOmuunsli cepTndukar nomMeHa B popmare Base-64
Ceprudukarbt
o Cepruduxar, BeimicanHblii Ha DNS-nMs MatmHbl

o Internet Explorer 11

¢ Google Chrome 42.0 u BbIIIe
TpeOoBaHMS K OKPYKSHHIO KIIMEHTCKOW 9acTh e Mozilla FireFox 37.0 u BbItIe

e Opera 28.0 u BbIIIE

e MS Edge

(D) WHOOPMALHUS

YrtoObl N30€KaTh MOTEHIIMATBHBIX YSI3BUMOCTEH, PEKOMEHIYETCSI PETYIISIPHO OOHOBIISTH PO ONEPAMOHHON

CHUCTEMBI XOCTaA.
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Indeed FreeRADIUS Extension

OnepanmonHas cucrema

ITakeTs!

Cepruduxarsl

Coenunenne

JloMeHHBIH MOIb30BaTEelb
(nst BeIMONTHEHMS 3apocoB LDAP
TIpHU IBYX(AKTOPHOH

ayTeHTH(UKAINN)

(D) WHOOPMALUS

CHUCTEMBI XOCTa.

Indeed ADFS Extension

e Windows Server 2012 R2 u BbIi1Ie;

Linux ¢ nojiepxkoit 64-0UTHOI apXUTEKTYPBI:

Astra Linux
PEJ1 OC
Ubuntu

Docker 19.03.0 u BbIiIe
Docker Compose 1.27.0 u BbIiie

Tar

[Ty6mmansrit ceprudukar ntomena B popmare Base-64

Cepruduxar nosepernoro Y1, Beimucannbiii Ha DNS-nms

MalIrMHbI

Coemunenune Mexy cepsepom ¢ FreeRADIUS Extension u
CepBEPOM C YCTaHOBICHHBIM Access Manager 1o mpoToKoIry

LDAPS

Coenunenue ¢ Active Directory u DNS no nporokony LDAP

Ot umeHn JAOMCHHOTO IMOJIb30BATEJIA BBITTOJIHACTCA 3alIPpOC IO IMTPOTOKOIY

LDAP m1st moncka mojib30BaTens.

JloMeHHBII NoIb30BaTeNb yKa3biBaeTcs B HacTpoiikax FreeRADIUS

Extension.

IIpu ucnonpzoBanuu 01HOMAKTOPHOM ayTeHTHPUKALUK HE TpeOyeTcs.

TpeOyercs Tonbko nipu ucnoib3oBanu Windows Password B kauecTBe

nepBoro gaxkropa.

YrtoOb! n30€KaTh MOTCHINAIBHEBIX YSI3BIMOCTEH, pEKOMEHIYETCS PETYIISIPHO OOHOBIIATH PO ONEPaNOHHOM

e VYcraHoBneHHast poiib Active Directory Federation Services,

Indeed RDP Windows Logon

HOI{,Hep)KI/IBaeMI)Ie OTIEPAIMOHHBIC CUCTEMBI:
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Windows 7 32/64bit;
Windows 8.1 32/64bit;

Windows 10 32/64bit.

Windows Server 2012 R2 u BrIe;

ArnmaparHbie TpeOOBaHUs

e He menee 4 I'b oneparuBHO# namsary;

e He menee 50 I'b cB0OOHOTO IMCKOBOTO MPOCTPAHCTBA.

Indeed Windows Logon

AnmnaparHble TpeOOBaHUS K
pabodnM CTaHIUSIM

MOJIL30BaTeIICH

[MonnepxuBaembie

OIICPAITMOHHBIC CUCTEMBI

TpeOoBaHUS K OKPYKCHUIO

TpeOyemble aJMUHUCTPATUBHBIE

mpaBa

e ne MeHee 50 Mb cBoboHOTO ITpOCTpaHCTBA HA JIUCKE

o naymnune .NET Framework Bepcun 4.5 u Bbitie

e Windows 7 SP1 32/64bit

e Windows 8.1 32/64bit

e Windows 10 32/64bit

e Windows 11 32/64bit

e Windows Server 2012/2012 R2
e Windows Server 2016

e Windows Server 2019

e Windows Server 2022

Hactpoennsiit DNS-cepsep (HeoOxonumo nodasienue Reverse lookup zones).
ITapamerpst DNS-cepBepa HE0OX0AMMO yKa3aTh B HACTPOMKaX CETEBOIO

TTOJIKITIOUEHUS Ha KXKAO0W pabovei CTaHITHH.

Hus ycranoBku Indeed Windows Logon TpeOyroTcs mipaBa J0KaIbHOTO

Anmuanctparopa (Adminstrator).
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Jis koppekTHOi#t paboTs! cucteMbl Indeed AM m3menuTe ciemyromme
HACTpOUKHU MexkceTeBoro 3kpana Ha Indeed AM Server u Ha padounx
CTaHIUSX, Ha KOTOPBIX ycTaHOBIeH koMnoHeHT Indeed Windows Logon:
e OtkpbIiTh TIopT 53 (DNS) (TCP 1 UDP) nu1st Bcex mporeccoB B 000uxX
HaNpaBJICHUSIX. DTOT MOPT UcToNb3yeTcs cuctemoii Indeed AM st

OIMPEACJICHUA HAJIUYINA CCTH.

Hacrpoiiku MexceTeBoro s3kpaHa
e OrtkperTh opt 135 (RPC) aiist Bcex mporieccoB B 000X HANIPABICHHSIX.

DTOT MOPT UCHONB3YETCS CUCTEMOM 11 KOMMYHHKALIUH MEXKTY
pabounmu cTaHnusMu nojib3oBarenei u Core Server.

o Otkperth opt 389 (LDAP) asist Bcex mporieccoB B 000MX HAIPABICHHSIX.
DTOT NOPT UCIOIB3YETCSI CUCTEMOI ISl MOTyUeHHUs TOCTyIa B Active

Directory (B Tom uncie npu noucke Core Server).
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Indeed Identity Provider

Monysnb Indeed Identity Provider (panee Indeed AM SAML IDP) ucnions3yercst 1uist opraHu3anud MHOTO()aKTOPHOH

ayTCHTH(MHUKALUK U CKBO3HOTO JOCTYIIA B BEO-TIPUIOKCHHSI.
Monyns Indeed Identity Provider mognep:xuBaeT ciemyroniue MpoTOKOIBL:

¢ OpenID Connect u OAuth 2.0;
e SAML.

Identity Provider nz0aBisier monbp30Baresi OT HeOOXOJMMOCTH 3aIIOMUHATh MHOXKECTBO YUETHBIX JIAHHBIX: JUIS IOCTyIa
BO BCE MHTEIPUPOBAHHBIC CUCTEMbI TPEOYETCsI TOIBKO OJIMH KOMIUICKT YUETHBIX JIAHHBIX. AyTEHTH(PUKAIIHS

BBINOJTHACTCS [ICHTPAIM30BaHHO Ha cTtopore Identity Provider.
B Identity Provider BbI MO)keTe BBITTOITHUTH Ay TEHTH(MUKAIIIO TI0 CICAYIONUM ay TEHTH(PUKATOPAM:

o mMoOmibHOe npuinokerne Indeed Key (B pexumMe oTIpaBKU OTHOPA30BbIX Maposied u push-yBegomiieHui ¢

MOJTBEPXKICHNUEM BXO/a),
e Email OTP,
e SMS OTP,
e Storage SMS OTP,
e Secured TOTP,
e Software OTP,
¢ Windows Password,
e Passcode,
e Hardware TOTP,
e Hardware OTP.

Ycranoka Identity Provider

OtnenbHO ycraHaBnuBath Identity Provider He Hy:xHO. KOMIIOHEHT ycTaHaBIMBaeTCs aBTOMAaTUYECKH [IPU PAaCIaKOBKe

apxuBa am-<Homep eepcuu>.tar.gz.

PenaxtupoBanue koH(UrypamoHHoro ¢aiiia

1. Otkpoiite koHDUTYpaMOHHBIH (aiin am/idp/app-settings.json.

2. B mapamerpe AuthenticationMethods ynanurte HeHyXHbIE CTPOKH U 100aBbTE HICHTU(UKATOPHI

HpOBaiiiepoB, KOTOPHIE BBI INIAHUPYETE UCIONIB30BATh, B CIEAyOLIeM (hopmare:
e B mapamerpe Name yKaXuTe IPOU3BOJIBHOE YHUKAJIBHOE 3HAUCHUE.

e B mapamerpe Providers ykaxuTe HACHTU(DHUKATOP UCTIOJIB3YyEMOTO poBaiaepa.
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Jocrynubie naeHTruKarops! s Identity Provider

SMS OTP {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

Storage SMS OTP {3F2C1156-B5AF-4643-BFCB-9816012F3F34}
Email OTP {@93F612B-727E-44E7-9C95-095F07CBB94B}
Passcode {F696F05D-5466-42b4-BF52-21BEE1CB9529}
Software OTP {OFA7FDB4-3652-4B55-BOCO-469A1E9D31F0}
Secured TOTP {F15FD7EC-19EA-4384-846E-A2DOBE149FA2}
Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}
Hardware TOTP {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E6OCAQS}
Indeed Key {DEEFOCB8-AD2F-4B89-964A-B6C7ECA80C68}
Windows Password {CF189AF5-01C5-469D-A859-A8F2F41ED153}

v HpnMep HUCIOJb30BAHUA OJHOI'O npOBaifmepa

"AuthenticationMethods": [
{

"Name": "Passcode",
"Providers": [

"F696FO5D-5466-42b4-BF52-21BEE1CB9529"

v HpuMep HUCIMOJIb30BAHUA HECKOJBKUX npOBaﬁz{epos

"AuthenticationMethods": [
{

"Name": "HOTP_Passcode",

"Providers": [
"AD3FBA95-AE99-4773-93A3-6530A29C7556",
"F696F0O5D-5466-42b4-BF52-21BEE1CB9529"
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() HMHOOPMALUSA

Ecnu BB OMTHOBpEeMEHHO Hcnonb3yere ayTeHTHdukanuio mo Windows Password u mo npoBaiinepy, xypHai

COOBITHI 0TOOpaXKaeT CleayIoniee:

e Windows Password ObuT BBe/IeH BEpHO, NPOBaljiep HEBEPHO — B COOBITHSX MOIB30BATEIIS
peructpupyeTcs ycnennsiit Bxoq B Identity Provider ¢ momomsro Windows Password.
o Windows Password Obu1 BBEIeH BEpHO, IPOBaNIEp BEPHO — B COOBITHAX IOJIB30BATEIIS

PETUCTPUPYETCs YCIEUIHbIH BX0J C IIOMOILBIO IIpoBaiiaepa.

3. Coxpanure KOH(GUI'YpaLMOHHBIN (aiiil U 3aIlyCTUTE KOHTEHHEp ¢ NPUIIOKEHUEM C IIOMOILBIO KOMaHIb! sudo

docker-compose up -d.
Hacrpolika cpoka xu3Hu ceccuu

() uH®OPMALUS
JanHas HacTpoiika He o0s3aTebHa.
UYro0bl U3MEHUTH CPOK KU3HU CECCHUH, BBIIIOJIIHUTE CIlIEAYyIOIee:

1. Otkpoiite koHpUTYpaunoHHbIH (aiin am/idp/app-settings.json.

2. Jlna napamerpa SessionExpiration ycTanoBuTe HeoOXomuMoe 3HadeHue. Ecnm mapaMerp He 3a1aH,

UCIIOJNIb3YeTCS 3HaYeHUe 1o yMomdaHuio — 30 MuHYT ("00:30:00" ).

¥ Ilpumep

"Authentication”: {

"SessionExpiration": "00:30:00"

}s

3. CoxpaHuTe U3MEHEHHS B (aiijie U 3aIlyCTUTE KOHTEHHEP ¢ MPUIIOKESHUEM € TIOMOIIBI0 KOMaH bl sudo docker-

compose up -d.

[IpoBepka cocTosiHUSI cepBepa

Jlns mpoBepku pabodero cocTostHus KoHTelHepa B Docker ucnons3yiite meton Healthcheck:
http(s)://<dns_umsa_cepsepa>/am/idp/healthcheck/isHealthy

Ha crpanuie orobpaxkaercst cienyrolas HHPOPMaIKs O COCTOSTHUN MOJLYIIS:
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¢ craryc komnoHeHnTa Indeed Identity Provider, Bpems 00paboTKH 3ampoca K Hemy;
e CTaTyC MOCIEAHETO 3arpoca;
¢ craryc komronenTa Indeed Log Server;

¢ CIIHMCOK OIMIMOOK NPH HAJTHIHH.

¥ TIpumep pe3yJibTaTa NPOBEPKH

{
"Status": "Healthy",
"Entries": {
"CoreServer": {
"PreviousCheckSucceeded": true,
"CheckState": "Succeeded",
"CheckStartDate": "2025-03-04T09:00:04.7856489+00:00",
"CheckDuration": "00:00:00.0315420"
¥
"LogServer": {
"PreviousCheckSucceeded": true,
"CheckState": "Succeeded",
"CheckStartDate": "2025-03-04T09:00:04.7983677+00:00",
"CheckDuration": "00:00:00.0178414"
}
}
}

Ecmm Log Server ne padoraet, To B mapameTpe Status u B mapamerpe CheckState i LogServer oTo0pakaercs
3naueHne Degraded (yxyamennoe cocrosuue). Ilpu atom 3ampoc Bemonner ycnemno (HTTP-xox 200). Ilpu 3amycke

koMaH/bl docker ps BO3BpallacTCs CTaTyC COCTOsIHUS cepBepa Healthy .

Hepabotaroumii Log Server He BnusieT Ha paboTocnocoOHocTh Management Console ¢ HEKOTOPBIMU OTPaHHYEHUSIMHU
— He JIOCTYITHO JIoTupoBaHue B Log Server u mpocMOTp cTpaHUI/dacTell CTpaHuIl, KOTOPBIE CBA3aHBI C OTOOPAKCHUEM

nmaHHbIX ¢ Log Server.

COop noroB

Wudopmariis o BKIIIOYCHUIO JJOTHPOBaHUS U cOopy JioroB komroHeHTa Identity Provider Haxomutes B pasgene Coop

JIOTOB CEPBECPHBIX KOMIIOHEHTOB.
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OnumoHaIbHBIE HACTPOUKHU

o Uuterpamus ¢ npuitoxenusmu mo nporokonam OpenlD Connect u OAuth 2.0
e Huterpanus ¢ IpuIOKEHUAMHU 110 IpoTokoiry SAML

¢ Buitouenue 3auTel oT nepedopa

AYTGHTI/I(i)I/IKaLII/I)I 110 UMEHH T0JIb30BaTes 0e3 YKa3aHus JOMEHaA
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HHTerpauys ¢ OpuioKEHUSIMHU 10 IMPOTOKOJIaM
OpenlD Connect u OAuth 2.0

Jns unrerpauuu Identity Provider ¢ npunoxxenusamu mo npotokonam OpenlD Connect 1 OAuth 2.0 ucnons3yiite

CIIeAyIONINE TapaMeTpbl KoHUTrypauoHHoro dhaina am/idp/app-settings.json.

Jiis monmydeHusl MeTaJaHHbIX CepBepa NMepelanTe 1o CChUIKE: https://<dns_ums_cepsepa>/am/idp/ well-known/openid-

configuration.

ITapametp

CustomAttributes

ServiceProvider

Name

UserNameFormat

CertificateThumbprint

Clients

ClientId

Onucanue

B Giioke ykasbiBatorcst arpu0yThl ServiceProvider u Attributes (c

napamerpamu Name u UserNameFormat).

3HaueHHe napaMerpa cooTBeTcTByeT ClientId u3 cexuuu OIDC .

Omnpenensert, ¢ KakuM KITI0UoM OyzieT 0ToOpaxarhCesi epeaaBaeMblil aTpuOyT B
pesyasrare pacmudposky 3HaueHns IdToken nm 3ampoca k Userinfo. [Tpu aTom
eciy mapaMeTp Name HE COOTBETCTBYET OHOMY M3 BO3MOXKHBIX 3HAYCHUI
(email, name, family name, given_name, middle_name), To
nepeiaBaeMblil aTpulyT He OyeT 0ToOpakaThesi B 0TBeTe Ha 3arpoc kK Userinfo,

Ho B pacmmdposke IdToken arpubyt Oyner oroOpakarscsi.

Omnpenensert, kakas HHPOpPMAIUs 0 mojib3oBarese OyneT nepenana OIDC-
KIIMEHTY. /IaHHBIN TTapaMeTp MOXKET IPUHUMATh CTPOTO ONIPEIEICHHBIN NTepeYcHb
snaueHuii: Id, ObjectGUID, Name, CanonicalName, PrincipalName,
SamCompatibleName, DistinguishedName, Sid, FirstName, MiddleName,

LastName, Email, Phone.

VYka3biBaeTcs oTnedarok ceprudukara Identity Provider. Ceprudukar
3arpy’kaercsi B XpaHWIUIIEe KOMITbIoTepa, Tie ycranonieH Indeed AM Identity

Provider.

B 6moke YKa3bIBAKOTCs HaCTpOﬁKI/I AU KaXKI0T0 KIIMEHTCKOI'O IIPUITOKCHUS.

KnmeHTckux npuiiokeHnii MOXKeT OBITh HECKOJIBKO.

YHUKaJIbHBII HACHTU(PUKATOP, KOTOPBIA UCIIONB3YETCs Ul ONpeeIeHUs
KIIMEHTCKOTO MPUIIOKEHHS TP OOMEHE TOKEHOB, a TakXkKe JJIs ayTeHTU(UKALUU 1
aBTOpH3AIMHK oJb30Baressl. Korna KineHTckoe NpuiioykeHue 3arpamiibaeTt
JIOCTYT K 3aIIUIIEHHBIM pecypcam, OHO IpenocTaBisieT cBoi ClientId Bmecte
C IPYTUMH YYETHBIMU JAaHHBIMH JUISI ITOJTyYEHUS] TOKEHA JI0OCTyna. 3HaYeHHE 10

yMoJgaHuIo: example-client.
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[Tapametp

ClientSecret

DisplayName

Permissions

ept:authorization

ept:logout

ept:token

gt:authorization_code

gt:refresh_token

rst:code

scp:email

scp:profile

scp:openid

scp:offline_access

Ommcanne

[Ipencrasuser coboif CTPOKY CUMBOJIOB, KOTOPAsi M3BECTHA TOJIBKO KIIMEHTCKOMY
npunoxenuto u cepsepy IDP. ClientSecret ucnombs3yercs B Iporecce
00MeHa TOKEHOB JIJIsI TOATBEPKACHUS HICHTU(DUKAIIMN KINEHTCKOTO
npunoxenus. [Ipu 3anpoce TokeHa 10CTyna KIUEHT JOJDKEH NPEJOCTaBUTh CBOM
ClientId u ClientSecret s ayreHTHQUKAIMH. 3HAYCHUE TI0 YMOITYAHHIO:

secret_secret_secret.

MMt KITMEHTCKOTO TPUITOKCHUA. HCHOJ’[BSyeTCﬂ JUISL 0T06pa>1<eH1m I/IH(I)OpMaL[I/II/I B

untepdelice kueHta. 3HaueHue 1o ymoruauuio: Example client application.

B 6n0ke yka3pIBatoTCs aTpuOyThI, KOTOPbIE OyAyT pa3pelleHbl MPHI0KEHUIO.
[ocne ycnenHo# ayTeHTU(PHUKALUHT U TIPEIOCTABICHUS pa3pelIeHni
MIPHJIOKEHUE MOKET UCIIONB30BaTh MOJyUeHHbIE JaHHbIe. JaHHbIe, yKa3aHHbIE B
Permissions, MoryT ObITh iepenansl B otBeTe 1o npotokory OIDC (ept —

Endpoints, gt — GrantTypes, rst — ResponseTypes, scp — Scopes).

I/IHI/ILII/II/IpOBaHI/Ie ABTOpHU3allnH.

3aBepIIeHrEe CECCUU, CBSI3aHHON C TOKSHOM I10 HJICHTU(PUKATOPY.

Wcnonpayercs i noayyeHUs! TOKEHA.

Ucnonesyercs st noinyuenus: TokeHos (ID Token n Access Token) ¢ momoristo

MIPOMEIKYTOYHOT'O KOAa aBTOpHU3alluu.

I/ICHOJII)BYCTCSI JUTS IOJTYYCEHUST HOBOI'O TOKCHA JOCTyIIa 0e3 H€O6XOIII/IMOCTI/I

TIOBTOPHOI ayTEHTHU(HUKAIIH TTOJIH30BATEIIS.

I/ICHOHLL’»yeTCﬂ JJI IOJTYYE€HU S KOJIa aBTOPpU3AI[UH.

AJipec 31eKTPOHHOM MOYTHI M10JIb30BATEIIS.

Wndopmanus o npoduiie monpzoBareis. BkitodyaeT ciaeqyonye KOMIOHEHThL:

name, given_name, family name, middle_name.

yKaSLIBaeT, YTO KIIMEHTCKOC IMPUIJIOKECHHUE 3allpallinBacT ayTCHTI/Iq)I/IKaIII/I}O

II0JIB30BATCIIA.

Ilo3Bousier KIIMEHTCKOMY IMPUJIOKCHUIO 3allpallinBaTb TOKCH OOHOBIICHUS

(refresh token).
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[Tapametp Onucanue

Conepxut nomyctumsle URL-anpeca, Ha KOTOpbIe TiepeHanpasisieTcs

PostLogoutRedirectUris

TI0JIB30BAaTECJIb ITOCJIC BBIXOJa U3 KIIMEHTCKOTO IMPUJIOKCHUA.

Conepxut nomyctumsie URL-anpeca, Ha KOTOpbIe IIEpeHanpaBisieTcs

RedirectUris
I10JIB30BATCJIb IIOCJIC ycnemHoro BXOJa B KIIMCHTCKOC HpI/IJ'IO)KeHI/IC.
Onpez[emleT JOIIOJIHUTCIIbHBIC Tpe60BaHH${ K KIIMCHTCKHUM 3arpocam, KOTOPbIC
Requirements JOJDKHBI OBITH BBITIOJHEHBI AJIs1 YCIICIHOM ayTeHTU(HUKALUN U aBTOPU3ALUN

II0JIB30BATCIIA.

B cnenyroeit Tabnuue nepeunciaensl aTpuldyThl, Kotopele Identity Provider nepenaeT KIMEHTCKOMY NPUIOKEHUIO

IocCJe yCHCLHHOﬁ ayTeHTI/I(l)I/IKaI_II/II/I IIOJIB30BATECJIA.

[Tapamerp

exp

iat

sub

iis

aud

Onucanue

Omnpenenset Bpemsi, nocie kotoporo ID Token He npuHHMaeTcs.

Bpewms Beimaun JWT.

YHUKaIbHBIN HACHTUDHUKATOP CyObeKTa. B kauecTBe 3HaYeHNs YKa3bIBA€TCs HICHTU(DHUKATOD

I0JIB30BAaTCIIA.

Opranu3zanysi, BelllycTuBIas Mapkep. YkaspiBaercst URL.

Anpecar mapkepa, ykasbiBaeTcsl client id NpHIOKEeHHs, HAIPABUBILETO 3alPOC HA

ayTeHTH(UKALUIO.

[MoapoGHee o HacTpolike HHTErpaly ¢ npruitokeHusMu 1o nporokonam OpenlD Connect u OAuth 2.0 BbI MoxeTe

y3Hath B 0ase 3HaHuW# B ctarbe Hactpoiika OIDC Ha nmpumepe Keycloak.
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HuTerpamnus ¢ npuiioKEHUAMHA O TPOTOKOITY

SAML

o Identity Provider Login URL —

http(s)://<nonnoe DNS ums_cepsepa_Identity Provider>/am/idp/Account/SsoService.

e Identity Provider Logout URL —

http(s)://<nonnoe DNS ums_cepsepa_Identity Provider>/am/idp/Account/Logout.

o Identity Provider Name — urn:indeedid:saml_idp.

Juis uarerpannu Identity Provider ¢ mpunoxxenusimu o nporokoiry SAML ucrionbs3yiiTe cienyromye napaMmeTphl

koH(urypanuoHsoro haina am/idp/app-settings.json.

[Tapamerp

SingleSignOnServiceUrl

LocalCertificates

SinglelLogoutServiceUrl

PartnerCertificates

Name

Description

WantAuthnRequestSigned

SignSAMLResponse

WantSamlResponseSigned

Onucanue

Conepxut URL-anpec Single SignOn Service, KOTOPBIi moiay4aeT

coobmenust SAML o BXozie B KJIMEHTCKOE MTPUIIOKEHHE

VxaszeiBaetcs ceprudukar Identity Provider. Ceprudukar 3arpyxaercs B
XpaHWIHIIE KOMITBIOTEpa, rae pa3BepHyT Indeed AM Identity Provider.

Ceprudukar ykaspiBaeTcs B HapaMerpe Thumbprint.

Conepxut URL-anpec Single Logout, KoTopbIii momy4yaer cooOIeH s

SAML o BbIX0zi€ U3 KIIMEHTCKOTO MPHIIOKEHHUSI.

YkazpiBaeTcs cepTUUKAT KIMEHTCKOro npuioxenus. Ceprugukar

YKa3bIBacTCA B MapaMeTpe Thumbprint .

‘Vka3bpIBaeTCs UMS KIIMEHTCKOTO TIPUITOKCHHUS.

VKka3pIBaeTCs ONMCAaHUE KIIMEHTCKOTO ITPUITOKECHUA.

[TapameTp yka3bIBaeT, JOJDKEH JIX 3arpoc ayTeHTHuKarmu SAML OBITh

noAIMMCaHHBIM. PeKOMeH,Z[yeMOG 3HAUECHUE: frue.

[TapameTrp yka3bIBaeT, JOIDKHBI JIU OBITH MMOIIKCAHBI OTBETHI SAML,
OTIIPABJIsIEMbIE KIMEHTCKOMY MIPUIOKEHHIO. PeKoMeHyeMoe 3HaueHue:

true.

[TapameTp yKa3bIBaeT, JOIDKHBI JIN yTBEpxkaeHNS SAML mmdposarscs.

PeKOMeH,Z[yeMOC 3HAYEHUE: frue.
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[Tapamerp Onucanue

[Tapamerp yka3bIBaeT, TOHKHBI JIU OBITh MOAMUCAHBI 3a1Ipockl SAML,
SignlLogoutRequest OTIIPABIIIEMbIC KIIMEHTCKOMY IIPUIIOKEHUIO, HA BBIXOJ U3 KIUEHTCKOIO

IIPUIOKEHUS. PexkoMeH1yeMoe 3HaueHUe: frue.

[TapameTtp yka3bIBaeT, JOIDKHBI JIU OBITH MOANKCAHBI OTBETHl SAML,
SignlLogoutResponse OTIIPABIISIEMbBIEC KIMEHTCKOMY IIPUJIOKEHUIO, HA BBIXOJ U3 KJIMEHTCKOIO

TIPUITOKCHHUS. PeKOMeH,I[yeMOe 3HAUYEHUE: frue.

[TapameTtp yka3bIBaeT, JOIDKHBI M yTBepkaeHH SAML ObITh MOAIHCAHBI.

SignAssertion

Pexomennyemoe 3HaueHue: true.

[Mapamerp yka3bIBaeT, JOHKHBI JIU ObITh MOMUCAHbI 3a11pockl SAML,
WantLogoutRequestSigned IIOJIy4Y€HHBIEC OT KIIMEHTCKOI'O IIPUJIOKEHHUS, Ha BBIXOJ U3 KIIMEHTCKOI'O

NIPWIOKECHUS. PEeKkoMeHIyeMoe 3HaUeHUeE: frue.

[TapameTp yka3bIBaeT, OHKHBI JIM OBITh MOAMUCAHbI 0TBEThI SAML,
WantLogoutResponseSigned IIOJIy4YE€HHBIEC OT KJIMEHTCKOI'O IIPUIIOKEHHUS], Ha BBIXOJ U3 KIIMEHTCKOIO

TIPUIIOKCHHUS. PeKOMeH,I[yeMOe 3HAYEHUE: frue.

. - [Mapamerp comepxut URL-anpec Assertion Consumer Service
AssertionConsumerServiceUrl .
KIIMEHTCKOI'O IIPUJIOKEHM s, KOTOPBIN nostyyaeT 3anpocsl SAML.

[Mpumep unTerpanuu no nporokony SAML IDP u Nextcloud Bel MOXkeTe TOCMOTpETh B 0a3e 3HAHU.
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BxJirroueHue 3aluThl OT nepedopa

B Indeed Access Manager BB MOKETE HACTPOUTH 3aIUTY OT ITOA00pa YUCTHBIX 3armuceii it KoMnoHeHTa Identity

Provider.

Ecnu sTa HacTpoiika BKJIFOYEHA, TO TIPY BBOJE HECYIIECTBYIOIIECro nMeHH nosb3oBarens Indeed Access Manager
WMUTHPYET BXOJ CYIIECTBYIOMIETO Toyib3oBarels yepe3 Identity Provider: otoOpakaer criocoObl ayTeHTHOUKAIH,
3ampanrBacT napolib, a 3aTeM 0ToOpaXkaeT OMIHOKY Hegeproe ums noiv306ames i aymeHmuuKkamop uiu

3a0I0KUPOBAHO YCIMPOUCMEO.

Ecnm sTa HacTpoiika BEIKITIOUEHA, TO P BBOJIC HECYIIECTBYIONIETO MMEHN nob3oBatels Indeed Access Manager

oTtoOpakaeT ommoOKy Buympennss owuoka cepgepa: Ilonvsoeamens e HatiOeH.
[To ymonyaHuio faHHas HACTPOIKa OTKIIOUEHA.
UYrtoObI BKIFOYHUTH 3aIIUTY OT Iepedopa, BHIOIHUTE CIEIYIoIIee:

1. OTkpotiTe KOHGUTYPAIUOHHBIN (aiin am/core/app-settings.json.

2. B Giioke Authentication Bcrpoke bruteForceProtection ykaxure 3Hauenue Identity Provider.

v Ilpumep

"Authentication": {
"BruteForceProtection”: {

"Applications”: ["Identity Provider"]

3. CoxpaHuTe U3MEHEHHUS U 3aIlyCTUTE KOHTEHHEDP C MPUIIOKEHUEM C TOMOIIBIO KoMaHael sudo docker-compose

up -d.

128



AyTeHTH(UKALMS 110 UIMEHH TT0JI30BaTeNIs 0€3
yKa3aHUA JIOMEHA

Bb1 MOXKeTe HACTPOHUTH BBIOOP JIOMEHA U3 BBINAJAIOIIETO CIHICKA.
Ecnu BBI yka3pIBaeTe HECKOJIBKO JOMEHOB, TIO YMOITYaHHUIO BBIOMPAETCS IOMEH, YKa3aHHBIN MEPBHIM B CITHUCKE.

J7151 HaCTPONKU BBITIOJIHUTE CIAEAYIOLINE ACHCTBUSA:

1. OTkpotitTe KOHGUTYPALMOHHBIN (aitn am/idp/app-settings.json.
2. smenute napameTp Authentication. B ctpoke Domains ykakuTe 3HadeHHsI HEOOXOIUMBIX JOMEHOB.
"Authentication": {

"SessionExpiration": "©0:30:00",

"Domains": [

v Ilpumep

"Authentication": {
"SessionExpiration": "00:30:00",
"Domains": [

"test.local",
"demo.local",

"indeed.local™

3. Coxpanure (hail u 3aryCTUTE KOHTEHHED € MPUIIOKEHUEM C IOMOLIBIO KoMaHbl sudo docker-compose up

-d|.
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Indeed ADFS Extension

2> Indeed ADFS Extension (2012)

JIByxdakTopHas ayrenTHduKanus ¢ ucronszoannem ADFS

2> Indeed ADFS Extension (2016)

JlByxdakTopHas ayreHTH(UKanus ¢ ucroinszoBanneM ADFS
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Indeed ADFS Extension (2012)

C momomtpro Morynst ADFS Extension BEI MOJKeTe peaii30BaTh MyJIBTH()AKTOPHYIO ay TCHTH(GHUKAIINIO IS CepBepa

Microsoft ADFS, no6aBmsisi B mporiecce moiryueHust TOCTyIa BTOpOi GakTop.
B ADFS Extension BbI MOXKET€ BBITIOJIHUTH ay TCHTU(PHUKALIMIO TI0 CIEIYIOIIM ayTeHTH(PHKATOpaM:

e MoOwmibHOe npuiokenue Indeed Key (B pexuMe oTnpaBKi 0JHOPA30BBIX Maposieil u push-yBenomienuii ¢

HOATBEPIKACHHEM BXO/Ia),
e Email OTP,
e SMS OTP,
e Storage SMS OTP,
e Secured TOTP,
o Software OTP,
e Passcode,
e Hardware TOTP,
e Hardware OTP.

[Ipumeps! BHEAPEHUS pacIIMPEHUS:

e Hacrpoiika nByx(akTopHO ayTeHTH(PHUKAINA 1JIs1 TPUIIOKESHNH, OITyOIMKoBaHHBIX B WAP
e Hacrpoiika neyxdakropnoii ayrentudukanmuu B AD FS nns unrerpanuu ¢ Exchange Server 2016

e Hacrpoiika nByxdakropnoii ayrentudukannu B Microsoft Office 365 npu momorniu Indeed AM ADFS Extension

DauJipl 1J11 YyCTaHOBKHU

@aiiner uist ADFS Extension pacrionoxensl B nanke indeed AM <Homep eepcuu>\Indeed AM ADFS Extension|

<Howmep epcuu>\:

o [ndeedld ADFS. Extension-<nomep eepcuu>.x64.ru-ru.msi — mnaket Juis ycraHoBku Indeed ADFS Extension.

HacTtpoiika coOCTBEHHOTO KJIMEHTCKOTO cepTudrkara

Ecnm BBI mmaHupyeTe NCHONB30BaTh BCTPOCHHBIH KIMEHTCKUI CepTH(HHUKAT, MPOITyCTHTE TOT IIar U MepedanTe K

ycraHoBke u Hactpoiike ADFS Extension.

/\ BAKHO

J71s1 TOBEIIIIEHHST 6€30ITaCHOCTH PEKOMEHIYETCS HCTIONB30BaTh COOCTBEHHBIN KIMEHTCKHUN CepTH(HKAT.

YrtoObI UCITONTB30BaTh COOCTBEHHBIN KIIMEHTCKUI CepTH(UKAT, BBITOTHHUTE CIICIYOIICe:

1. Beimonuute Bee 1maru u3 paszaena Hacrpolika coOCTBEHHOIO KJIMEHTCKOIO cepTuduKara.
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2. C moMouipio MacTepa UMIIOpTa cepTUPHUKATOB PACTIOIOKUTE CEPTUPHUKAT HA IOKATTbHOM KOMIIBIOTEPE:

o <cepmucghuxam>.pfx — Jlmanoe

o <cepmuchuxam>.cer — JIoBepeHHBIC KOPHEBBIC ICHTPBI

3. HactpoiiTe mpaBa Ha uTeHHe cepTU(HUKATa CEPBUCHON YUETHOH 3alKCH, OT KOTOpOH padoraet ciyxoa ADFS:

1. Iepeitnute B JInunoe— Ceprudukarsl u anst <cepmuguxam>.pfx eioepute Bee 3agaun— Ynpasnenue
3aKPBITHIMU KITIOYaMH.

2. Haxwmure Jlo6aBuTh, 3aTeM HOKMUTE [|OMTOTHUTENBHO.

3. Haxxmure Turbl 00beKTOB 1 BBIOEpUTE Y UETHBIE 3AIMCH CITYXKO.

4. 1o6aBbTe CEPBUCHYIO YUETHYIO 3alICh U BBIAANTE MIPaBa Ha YTCHHE.

YcranoBka u HacTpoiika ADFS Extension

1. 3anmycTure (aiia Ui yCTaHOBKHU U CIEAYHTE IIaraM MacTepa yCTAHOBKH. YCTaHOBUTH MPOBaiiiep HY)KHO Kak Ha

KOMIIbIOTEpE ¢ ycTaHOBIeHHBIM Core Server, Tak U Ha KIMEHTCKOM KOMIIbIOTEpE.
2. Cosnaiite koHGUTYpaIMOHHbIH haitn MFAAdapter,json, conepkaniuii CleTyrOIUe MapaMeTphl:
e EANetServerURL — azpec cepsepa Indeed;
¢ ModeId — MACHTU(PHUKATOP UCIOJIB3YEMOTO METOAA Ay TEHTH()HUKAIIUH;
e ClientCertificateThumbprint — orneuaTok coOCTBEHHOIO KJIMEHTCKOro ceprudukara. Eciu

napameTp He 3aJ1aH, UCIOJIb3YeTCsl BCTPOSHHBIN KIIMEHTCKUI cepTU(UKaT.

v Ilpumep

{

"ServerType":"eaNet",
"EANetServerURL":"https://YourDomainName/am/core/",
"ModeId":"{OFA7FDB4-3652-4B55-BOCO-469A1E9D31F0}",
"ClientCertificateThumbprint":
"D3F29C665C6E420DC42AEBAD3618CF1FB93EQ485"

}
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@ MODEID MOXET UMETb CJIEAYIOIIUE 3HAYEHUWS
e SMS OTP {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}
e Storage SMS OTP {3F2C1156-B5AF-4643-BFCB-9816012F3F34}
o Secured TOTP {F15FD7EC-19EA-4384-846E-A2DOBE149FA2}
e Email OTP {093F612B-727E-44E7-9C95-095F07CBB94B}
e Passcode {F696F05D-5466-42b4-BF52-21BEE1ICB9529}
e Software OTP {OFA7FDB4-3652-4B55-B0C0-469A1E9D31F0}
e Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}
e Hardware TOTP {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E60CA0S5}
¢ Indeed Key Provider {DEEFOCBS-AD2F-4B89-964A-B6C7ECAS80C68}

() NDPHUMEYAHME

Ipu ncnons3oBaHuy coeanHeHUs 1o mpoTokoixy HTTPS Tpebyercst BEIMONHUTE YCTaHOBKY KIMEHTCKOTO

ceprudmkara Ha Kaxasii cepsep Indeed AM.

3. 3amycture PowerShell ¢ mpaBamu agmunucTparopa. [{jist peructpanuu ajantepa BBEAUTE CICIYIONIUE TaHHbIC:

* YourPath\MFAAdapter.json — yKaKuTe IOJHBIA IyTh K KOHUTYpalnOHHOMY (aimy

MFAAdapter.json, co3naHHOMY B mare 2.
e B nepemenHoil $typeName B mapamerpe Version yKasbslBaeTcs HOMEp BepcuH ucnonabzyemoro ADFS

Extension.

/\ BAJKHO!

[Ipu perucrparmu, H3MEHSHAHN WK YIAJICHUH aanTepa mnepesamycture cry>kosr ADFS Ha xaxmom

cepsepe ADFS.

v Ilpumep

$typeName = "IndeedId.ADFS.MFAAdapter.MFAAdapter,
IndeedId.ADFS.MFAAdapter, Version=2.0.0.0, Culture=neutral,
PublicKeyToken=1ebb0d9282100d91"

Register-AdfsAuthenticationProvider -TypeName $typeName -Name "Indeed Id
MFA Adapter" -ConfigurationFilePath 'YourPath\MFAAdapter.json'

e Jlnst perucTpanuy HECKOIBKUX MPOBAAEpOB U3MEHUTE UMsI ITpoBaiijiepa B mapameTpe Name .
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¥ Ilpumep

Register-AdfsAuthenticationProvider -TypeName $typeName -Name "Indeed Id
MFA Passcode" -ConfigurationFilePath 'YourPath\MFAAdapter.json'

e l3menure oTobpaskaemoe uMs nposaiinepa. st mapamerpa Name YKaKUTe 3HAYSHUE U3 IIPEIbIAYILETo

miara, Juisg napaMeTpa DisplayName 3amaite UMs, KOTOpoe OyeT 0TOOPaKaThCs IPH BBITOTHEHUH
ayreHTH(HKamu yepe3 ADFS.

v IIpumep

Set-AdfsAuthenticationProviderWebContent -Name "Indeed Id MFA Adapter
Passcode" -DisplayName "Passcode"

4. YtoObl yIanuTh aaantep, BHITOIHNATE CIEAYIONTYI0 KOMaHIY:

Unregister-AdfsAuthenticationProvider -Name "Indeed Id MFA Adapter"

5. UToOb1 00HOBUTH KOH(PUTYPALIUIO, BBIITOJIHUTE CIIEAYIONYI0O KOMaHIY:

Import-AdfsAuthenticationProviderConfigurationData -Name "Indeed Id MFA Adapter"
-FilePath 'YourPath\MFAAdapter.json'

Bxmrouenne MHoroakropHoit ayreHtudukarmu 1t ADFS

1. OTkpoiite koHCOIb ynpasienuss ADFS.
2. Bribepute [lomuTuke MpoBEepKy NOTHHHOCTH.
o

i ®aiin  [feiicrene Bua Okro  Cnpaka

+ =/ 2[F BE

3. B okne JleticTBus BiOepuTe MI3MEHHUTH 1100QJIbHYI0 MHOTO(AKTOPHYIO ITPOBEPKY MOJUTMHHOCTH. ..

ADFS

- (O -
g

p [ Cryxba n N
b -] Othoweris acscpus O630p NOAUTUK NPOBEPKA NOAIMHHOCTH | o —————————————
» e VismenuTs FnoBansHyro GCHOBHYYO MPOBEPKY NOAMMHHOCTH...

MapameTpsl 0CHOBHON NPOBEPKH MOANMHHOCTH M MHOMOMAK TOPHOA NPOBEPKIA NOANMMHHOCTIA MOXHO VI3MEHATS FI0BaNEHYI0 MHOTOBEKTOpHYIO NPOBEPKY NOANMHHOCTH,

HECTDOMTS FNOBENBHO MMM ATA OTASNSHOND OTHOLEHMA ADBEPHA C NPOEEPRIOLLEH CTOPOHOI

Bua
Tononmrenshse ceenetms

»
4. Jlo6aBBTE OIB30BATENS/TPYIITY ¥ BKIIIOUHTE CIEAYIONINE TapaMeTpBL:

e Bo Bruagke Muorodakroptas B myHkre Pacnionoxenue Boibepute DxerpaceTs U IHTpaceTs;
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e Bribepute ncnonb3oBanue nposaiiaepa Indeed Id MFA Adapter;

5. [l mpuMeHeHNs M3MEHEHUH nepesarycTute ciryx0y ADFS.

Peructpaius ayrenrudukaropa rpu rnepsom Bxoae B ADFS

[Tpu nepBom Bxozxe B ADFS nonb3oBarenb NOMyduT 3apoc Ha yKa3aHue Tesie(hOHHOTO HOMEepa, eCIIu:

e y [I0JIb30BaTENs HE YKazaH HoMmep Tenedona B Active Directory;

e HoMep TenedoHa yKkazaH, HO IIPU 3TOM OTKIIIOUEHA MOJIUTHKA Mcnonb3osams Homep menegona uz Active

Directory, ecnu aymenmugpuxamop ne o6yuen.

[ocne ykazanus Homepa TenedoHa MoIb30BaTeNb NOIYYUT OJHOPA30BbIN MapoiIb Ha YKa3aHHbIM HOMeEp TeledoHa,

KOTOPBIi HeoOxomumo BBecTd B popme ADFS, uToOBI 3aBepIIuTh BXO/ B LIEJIEBOE MTPUIIOKEHHE.

[Tpumep pabotsl Momyss Ha ctpanuiie ADFS idpinitiatedsignon

[Tpumep paboTHI pacMpeHus OKa3aH Ha CTpaHuLe idpinitiatedsignon. htm.

Ilo YMOJYaHUIO AaHHAag CTpaHulla HC HACTPOCHA. HaCTpOﬁKa JIaHHOU CTpaHUIIbI HE o0s13arenbHa.

Hactpoiika TecToBOI CTpaHUIIBI

1. Beibepure OTHOIICHNE JOBEPHSI IPOBEPSIONICH CTOPOHBI B HAXXKMUTE J[00aBUTH OTHOIICHHE JTIOBEPHUS

IIPOBEPSIOLIEH CTOPOHBL....

| @ BE

] ADFS
w [ CayxbBa
| Xpanmnnwa atpnByTos
|| MeTogel npoBepKkM NOAANHHOCTH
[ Ceprndmratsl
| Onucanna yTeepsasHnil
| Perncrpaums ycrpoiicrea
| KoHeunbie Toukn
|| Onucanuna ofinactin
| Mpokcwn BeB-NpUACHKEHNA
[ MonuTukn KOHTPONA AoCTyna
_ OTHOLUEHMA AOBEPUA NPOEEPAHILLER CTOPOHEI

[~ OTHOLIEHMA A0BEPMA NOCTABLLMKOE YTEEPHAEHWA
[ Tpynnsl npuAcKeHniA

OTHOWEHNA AOBEPUA NPOBEPAIDLEN CTOPOHBI

Orofpaxasmos uMA

ExnioueHo

Tun

Dedictena

o

BB

i cTopoHbl
foGasnTe OTHOLEHNE ACEEDWA NDOBEPANOLLE CTODOHBL..
Buag
Hoeoe okHo oTcroga
OBHosuTe

Crnpaska

2. Ha Bruaake J{oOpo nokanoBats! BeiOepute [Tomgnepxuparoiiye yTBEpxKAeHU U HAKMHUTE 3aIlyCTUTh.

3. Ha Bruagke Bei6op ucrounmka ganabeix ykaxute URL Bamrero npunoxenus u Haxmute Jlamee.

(D) WHOOPMALMS

135

B kauectBe nmpuMepa pabOTHI pacIIMpeHHs UCTIONb3yeTcs cTannapTHas ctpanuna ADFS

idpinitiatedsignon.htm. Vicionb3yeTcst aapec MeTaIaHHbIX JJIsl TAaHHOH CTPaHUIIBL.



@ MacTep goBaBneHus oTHOLWEHWA J0BEPUA NPOEEPAIILLIEA CTOPOHEI X
Bumfiop MCTOUHMKE AaHHBLIX

iz .
BriGepuTe cnocod, MCNONEZYEMEIR MaCTEDOM ANA NONYYEHWA OAHHEE 0f 3TOM NpOBEpAWER CTODOHE:

@ [oGpo noxanoeats!
(®) ViMnopT DaHHLE 0 NPOBEPAIWEA CTOPOHE, OMYSNMKOBaHHBLE B MHTEpHETE MMM NOKaNLHOA CETM

@ BriGop MCTOYHMKE QAHHED

BrifepuTe AaHHEIR NapameTp, YTobkl MMNOPTUPOEATE TREGYEMBle AEHHEIE M CERTURMIKETE M3

@ BeiBpam nonvmaky OpraHW3aLIMA MPOBEPAIOIER CTOROHKI, KOTOPaA MyGNMKYET METaaaHHbLIE hefepam & MHTepHeTe unn
YNpEBNEHMA QOCTYTIOM B NOKaNLHOA CETH.
@ loToBHOCTE ANA Appec MeTagaHHE hegepawan (uma yzna mnm URL-agpec):

AoGaBNEHUA OTHOLWEHWA

LOBEpWA ||'rl1p5 //adfsnew indeed locall federationmetadata/2007-06 federationmetadata xml

@ [oToEo Mpumep: fs.contoso.com ik hitps:/Awww contoso .com/app

() MiMnopT ganHLE 0 NPOBEPAIDILEA CTOPOHE WS haiina

BrifepyTe AaHHEIR NapaMeTp, yTofkel MMNOPTMPOEaTE TPEAyeMbIE ABHHEIE M CEPTUDMKaTE! M3
OpraHW3aL NpOSEPAIDLLEA CTOPOHL!, KOTOPEA 3KCNOPTMPOBaNa METAAaHHBIE DEespaLW B dain.
VieamTect, yTo 3TOT hain NONYYeH 0T AOBEPEHHOMD MCTOYHMKE . ITOT MacTep He ByAeT NpOBEPATL
WMCTOYHWE PaiAna.

MecTononoxeHWe aiN0E METAASHHEN heaSpaLYAn:

Casop...

(C) Beom AAHHED: 0 NPOBEPALLEA CTOPOHE BRYYHYID

BreiSepuTe gaHHEl napameTp, 4Tofkel BEEcTW Tpedyemele OaHHEIE 08 0praHM3awMM NpoEEp AW e
CTOPOHEI BOYYHYHD.

< Hasan Omena

4. Ha BKJIaJIKE Vkazanue 0T06pa>KaeM0r0 NMEHHU BBCAUTEC UM U OTIMCAHUE JJId BAIIETO OTHOMICHUSA JOBEPUA U

Haxxmute Jlanee.

5. Ha Bknazike BriOparh NONUTHUKY YIIPABICHUS JOCTYIIOM BbIOEpUTE MOAXOAAILYIO BaM IMOJUTHKY ¢ 3arpocoM MFA

N3 NPCIIOKECHHBIX IO YMOJIYaHUIO, TAKKE BBl MOXKETE I[O6aBI/ITL ITPOU3BOJIBHBIC MMOJIUTHKHA KOHTPOJIA AOCTYyIIA.
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% MacTep goBaBneHus oTHOLWEHWA J0BEPUA NPOEEPAIILLIEA CTOPOHEI

BribpaTb NONKMTHKY YNpaENeHWA AOCTYNOM

iz .
BrifeprTe NoNMTAKY YMPaBNEHWA AOCTYMIOM:

@ [oGpo noxanoeats!
Hrmn Onucanue
@ BriGop MCTOYHMKE QAHHEDN
Paspewerwe ona kaxnoro W 3anpoc MFA [penocTaBbTe DOCTYM BCEM WM 3aNQ
@ YrxasaHwe oTobpaxaemoro ASPEWEHWE ANA Ka¥A0ro W 3anpoc ANA BHEWH Nonbs... [peapcTasneHve oocTyna Nonbsos
HAMEAH Paspewerre anA kaxporo M sanpoc MFA ana onpeaenesHoi r... [peapcTaBneHMe OOCTYNS K aom
@ Brifpats nonmmaky Pazpewerre ans kaxgora W 3anpoc MFA ¢ HenpoBeperter y...  [peapcTasbTe OOCTYN BCEM M Sanp
I pE ELEE R U L PaspelieHie ANA Kakaora. MpeapCTAENEHWE QOCTYTIE Kakaon
@ loToBHOCTL AnA PazpeweHre anA onpegensHHoM rpyNnE! MpegpcTaEneHWE QOCTYNE NONE30E
00B3ENEHMA OTHOWEHWA PaszpeweHie nocTyna Yepes MHTPECETE ANA KEXA0rD MNpegpcTaeeTe AOCTYN NONES0EETE
AoBEpMA Pasnanmm crars u mafnosm MES Ao acraeasmoce g
L4 >
@ loToBo
Monwvmaka

PaspelleHine NonNb30BaTENAM
1 TpefyeTcA MHOMOMEK TOPHYEA NPOBEPKE NOAMMHHOCTH

(] He HacTpausaTe NonuTviKK yIpEENeHNA SOCTYNoOM B 3ToT pas. Hu ogH NonbsoBaTent He NonmysuTt
AOCTYT K 3TOMY MPUN0KEHNRD .

< Hasan Omena

6. OcTanbHble MapaMeTpbl OCTaBLTE MO YMOIYAHUIO.

7. 1 mpuMeHeHHs M3MEHEHUH niepe3arycTute ciryx0y ADFS.

Pabora momys

1. Otkpoiite TectoByto crpanuity ADFS: https://YourDomainName/adfs/Is/idpinitiatedsignon.htm.

2. BeimonanuTe BXoJI.

3. ITocne BBOAA TOMCHHOTO JIOTHHA M MAPOIIS YKKUTE TAaHHBIC YIS BTOPOTO (haKTOpa ayTeHTH (UK.

4. TTocne KOPPCKTHOI'O BBOJAA JAHHBIX 6y,I[€T BBITIOJIHCH BXO/.
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Indeed ADFS Extension (2016)

C momomtpro Morynst ADFS Extension BEI MOJKeTe peaii30BaTh MyJIBTH()AKTOPHYIO ay TCHTH(GHUKAIINIO IS CepBepa

Microsoft ADFS, no6aBmsisi B mporiecce moiryueHust TOCTyIa BTOpOi GakTop.
B ADFS Extension BbI MOXKET€ BBITIOJIHUTH ay TCHTU(PHUKALIMIO TI0 CIEIYIOIIM ayTeHTH(PHKATOpaM:

e MoOwmibHOe npuiokenue Indeed Key (B pexuMe oTnpaBKu 0JHOPA30BBIX Naposieil u push-yBenomienuii

HOATBEPIKACHHEM BXO/Ia),
e Email OTP,
e SMS OTP,
e Storage SMS OTP,
e Secured TOTP,
o Software OTP,
e Passcode,
e Hardware TOTP,
e Hardware OTP.

[Ipumeps! BHEAPEHUS pacIMpEHUs

e Hacrpoiika n1Byx(akTopHOI ayTeHTH(QHUKAINN IS TPUIIOKECHUN OITyOIMKOBaHHBIX B WAP
e Hacrpoiika neyxdakropnoii ayrentudukanmuu B AD FS nns unrerpanuu ¢ Exchange Server 2016

e Hacrpoiika nByxdakropnoii ayrentudukanmnu B Microsoft Office 365 npu momornu Indeed AM ADFS Extension

DauJipl 1J11 YyCTaHOBKHU

@aiiner uist ADFS Extension pacrionoxensl B nanke indeed AM <Homep eepcuu>\Indeed AM ADFS Extension|

<Howmep epcuu>\:

o [Indeedld. ADFS. Extension-<nomep eepcuu>.x64.ru-ru.msi — mnaket Juis ycraHoBku Indeed ADFS Extension.

HacTtpoiika coOCTBEHHOTO KJIMEHTCKOTO cepTudrkara

Ecnm BBI mmaHupyeTe NCHONB30BaTh BCTPOCHHBIH KIMEHTCKUI CepTH(HHUKAT, MPOITyCTHTE TOT IIar U MepedanTe K

ycraHoBke u Hactpoiike ADFS Extension.

/\ BAXKHO

J71s1 TOBEIIIIEHHST 6€30ITaCHOCTH PEKOMEHIYETCS HCTIONB30BaTh COOCTBEHHBIN KIMEHTCKHUN CepTH(HKAT.

YrtoObI UCITONTB30BaTh COOCTBEHHBIN KIIMEHTCKUI CepTH(UKAT, BBITOTHHUTE CIICIYOIICe:

1. Beimonuute Bee 1maru u3 paszaena Hacrpolika coOCTBEHHOIO KJIMEHTCKOIO cepTuduKara.
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https://support.indeed-id.ru/Knowledgebase/Article/View/nastroika-dvuhfaktornoi-autentifikacii-dlya-prilozhenii-opublikovannyh-v-wap
https://support.indeed-id.ru/Knowledgebase/Article/View/365
https://support.indeed-id.ru/Knowledgebase/Article/View/nastroika-dvuhfaktornoi-autentifikacii-v-microsoft-office-365-pri-pomoshi-indeed-am-adfs-extension

2. C moMouipio MacTepa UMIIOpTa cepTUPUKATOB PACTIOIOKUTE CEPTUPHUKAT HA IOKATTbHOM KOMIIBIOTEPE:
o <cepmucghuxam>.pfx — Jlnunoe
o <cepmuchuxam>.cer — JloBepeHHBIC KOPHEBBIC [IEHTPBI
3. HacrpoiiTe npaBa Ha uTeHUE cepTU(HUKaTa CEPBUCHON YUETHOH 3aMKCH, OT KOTOPOH padoraet ciyxx6a ADFS:

1. Iepeitnute B JInunoe— Ceprudukarsl u anst <cepmuguxam>.pfx seioepute Bee 3agaun— YnpasneHue

3aKPBITBIMHU KITFOYaMHU.
2. Haxxmure [[06aBUTH, 3aTeM HOKMHATE [|OTIOTHUTEIIBHO.
3. Haxxmure Turbl 00bEKTOB 1 BBIOEpUTE Y UETHBIE 3AIMCH CITYXKO.

4. 1o6aBbTe CEPBUCHYIO YYETHYIO 3alICh U BBIAANTE MIPaBa Ha YTCHHE.

YcranoBka u HacTpoiika ADFS Extension

() uHOOPMALUS

[epen 3amyckom maketa st yctanoBkd Indeed ADFS Extension Heo0X0MuMO JT00aBUTH POJIb CITYKOBI

¢denepanuu Active Directory (AD FS).

1. Bamycrure aitn I yCTaHOBKHM M CIIEAyITE IaraM MacTepa yCTaHOBKH. YCTAaHOBHUTH ITPOBaiiiep HyKHO Kak Ha

KOMIIbIOTEpE ¢ ycTaHOBIeHHBIM Core Server, Tak U Ha KJIMEHTCKOM KOMIIbIOTEPE.
2. Co3paiite koHbUTypamoHHblid haitn MFAAdapter.json, conepkaluii ClieTyroNe napaMeTpsl:
e EANetServerURL — aapec cepsepa Indeed;
¢ ModeId — HMACHTU(PHUKATOP UCIOJIB3YEMOIO METOAA Ay TEeHTH(PHUKALIIHY;
e (ClientCertificateThumbprint — oTnedarok coGCTBEHHOro KIMEHTCKOro ceprudukara. Eciam

mapaMeTp He 3aJ1aH, UCIOJIB3YeTCsl BCTPOCHHBIH KIMEHTCKUI cepTH(UKAT.

v Ilpumep

{

"ServerType":"eaNet",
"EANetServerURL":"https://YourDomainName/am/core/",
"ModeId":"{OFA7FDB4-3652-4B55-BOCO-469A1E9D31F0}",
"ClientCertificateThumbprint”:
"D3F29C665C6E420DC42AEB4D3618CF1FBO93EQ485"

}
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@ MODEID MOXET UMETb CJIEAYIOIMUE 3HAYUEHUA:
o SMS OTP {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}
o Storage SMS OTP {3F2C1156-B5AF-4643-BFCB-9816012F3F34}
o Secured TOTP {F15FD7EC-19EA-4384-846E-A2DOBE149FA2}
o Email OTP {093F612B-727E-44E7-9C95-095F07CBB94B}
o Passcode {F696F05D-5466-42b4-BF52-21BEE1CB9529}
o Software OTP {OFA7FDB4-3652-4B55-B0C0-469A1E9D31F0}
o Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}
o Hardware TOTP {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E60CAOQS5}
o Indeed Key Provider {DEEFOCB8-AD2F-4B89-964A-B6C7ECA80C68}

(D) DPHMEYAHME

[pu ucnonszoBanuu coequaenus mno npotokory HTTPS TpeGyercs BBIIOIHUTH yCTaHOBKY.

KIMEHTCKOTO cepTudhkara Ha Kaxapii cepsep Indeed AM.

3. 3amycture PowerShell ¢ mpaBamu agMuHuCTpaTopa. /1 perucTpann aganTepa BBEAUTE CIICTYIONNE TaHHBIC:

* YourPath\MFAAdapter.json — yKaxuTe CBOH HOJHBIN IyTh K KOHQHUIYpalMOHHOMY (aiimy

MFAAdapter.json, co3nanHOMy B mmare 2.
e B nepemenHoi $typeName B napameTpe Version ykasplBaeTCsi HOMEP BEPCUH UcIojb3yemoro ADFS

Extension.

/\  BAXKHO!

[Ipu perucrpanuy, ”3AMEHEHUH WIK YIAJIEHUH ajanTepa nepesanycture ciyx0sl ADFS Ha kxaxxaom

cepsepe ADFS.

¥ Ilpumep

$typeName = "IndeedId.ADFS.MFAAdapter.MFAAdapter,
IndeedId.ADFS.MFAAdapter, Version=2.0.0.0, Culture=neutral,
PublicKeyToken=1ebb0d9282100d91"

Register-AdfsAuthenticationProvider -TypeName $typeName -Name "Indeed Id
MFA Adapter" -ConfigurationFilePath 'YourPath\MFAAdapter.json'

e Jlist perucTpanny HECKOIBKUX MPOBAAEPOB U3MEHUTE UMsI ITpoBaiijiepa B mapameTpe Name .
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¥ Ilpumep

Register-AdfsAuthenticationProvider -TypeName $typeName -Name "Indeed Id
MFA Passcode" -ConfigurationFilePath 'YourPath\MFAAdapter.json'

e l3menure otobpaskaemoe UMs nposaiinepa. st mapamerpa Name yKaKUTe 3HAY€HUE U3 IIPEIbIAYILETO

miara, Juis nmapaMeTpa DisplayName 3amaite uMs, KOTOpoe OyIeT 0TOOPaKaThCs IPH BBITOTHCHUH
ayreHTU(UKamu yepe3 ADFS.

v Ilpumep

Set-AdfsAuthenticationProviderWebContent -Name "Indeed Id MFA Adapter
Passcode" -DisplayName "Passcode"

4. YtoObl yanuTh aaantep, BHIMTOIHNATE CIEAYIONTYI0 KOMaHIY:
Unregister-AdfsAuthenticationProvider -Name "Indeed Id MFA Adapter"

5. UToOb1 00HOBUTH KOH(PUT'YPALIMIO, BBIITOJIHUTE CIIEAYIONIYI0 KOMaHIY:

Import-AdfsAuthenticationProviderConfigurationData -Name "Indeed Id MFA Adapter"
-FilePath 'YourPath\MFAAdapter.json'

Bxmrouenne MuorodakropHoit ayreHtudukarmu 1t ADFS
1. OTkpoiite koHCOIb ynpasienus ADFS.
2. Bribepute Cirysx6a— MeTobI TIPOBEPKHU ITOIITHHHOCTH.

3. B okne /leiicTBus BoiOepuTe MI3MEHUTH METOIBI MHOTO(AKTOPHOM MPOBEPKH....

[ ADFS

s
v [ CnywBa
= MeToasI NPOBEPKN NOAMMHHOCTH -
[ Xpanunuwa atpuyTos 0630p MeTOoA0B NPOoBEPKW NOANUHHOCTH
| MeTogel NpoBepki NognMHHOCTI WzmennTe MeToge MepenyHoi npoeepkn n..
= Bl MOXETE HACTDOWTE METO/I! NEPEUYHOI NPOBEPKK NOAMMHHOCTIA M METO/LS! MHOMOhEK TOPHOI .
4_ epTiduKaTel ipoBH e —— Vismenute MeTogs! mHorodakToproil_npos...
[ Onwncanua yTEEpkAEHNIA B R
. W
[ Perucrpaunn ycrpoiicrea Jononiutenshbe ceeaeius A

[ KoHeuHble Toukn Cnpaexa AD FS

N acan Al nacm

Hogoe okHo oTcrogs

4. Ha Bkiaaxe MHuorodakropHasi BEIOEpUTE CO3aHHBIN paHee MpoBaiiep u HakMuTe [[puMEHUTD.

5. /1 mpuMeHeHus M3MEHEHUH niepesamycTtute ciryxoy AD FS.
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MzmernuTs MeToasl npoEepKn NOAAMHHOCTI >

Mepevunbii  MHorodakTopHaA

BrifeprTe QONONHWTENEHEIE METOOL NPOBEDKW NoAMMHHOCTA. [nA exntoveruA MFA
HeoGoMMo BRIGDATE X0TA Okl 0OMH U3 CNEOYHLLVE METOA0E:

[] Npoeepra nognmHoc v cepTidwkaTa
[] Azure MFA
Indeed Id MFA Adapter

Yto Takoe MHOMOPEKTOPHAA NpoOBEpKE NOAMMHHOCTH 7

QK OmaeHa TpmMeHTE

Perucrpanus ayrenrudukaropa ripu rnepsom Bxojae B ADFS
[Tpu neprom Bxoze B ADFS nonb3oBaresnb NOMyYUT 3apoc Ha yKazaHue Tesie(hOHHOTO HOMepa, eCIIu:

e y [0JIb30BaTeNs HE YKazaH HoMmep Tenedona B Active Directory;

e HoMep TenedoHa yKazaH, HO IIPU 3TOM OTKIIIOUEHA MOJIUTUKA Mcnonvsosams Homep menegona uz Active

Directory, ecniu aymenmugpuxamop ne ooyuen.

[Tocne ykazanus Homepa TenedoHa MoIb30BaTeNb NOTYYUT OTHOPA30BbIN MApOIbh HA YKa3aHHbIH HOMEp TeledoHa,

KOTOPBI HeoOxoanMo BBecTH B popme ADFS, aToOBI 3aBepIIUTE BXO/ B IIETICBOC MPHIIOKCHHIE.

[Tpumep pabotsl Momyss Ha ctpanuiie ADFS idpinitiatedsignon
[Tpumep paboOTHI pacIpeHns MOKa3aH Ha CTPAHUIE idpinitiatedsignon.htm.
ITo ymouaHHIO TaHHAs CTPaHMIA He HacTpoeHa. HacTpoiika TaHHO# cTpaHHULBI He 00s3aTebHA.

Hactpoiika TecToBOM CTpaHUIIBI
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1. Beibepure OTHOLIEHHE TOBEPUS TPOBEPSIOLICH CTOPOHBI M HAXMHUTE J|00aBUTh OTHOIIEHUE OBEPHUs

MIPOBEPSIIOIIEH CTOPOHBI....

= @ HE

1 ADFS OTHOWEHMA AOBEPHA NPOBEPAIDLLEN CTOPOHDBI Deiictena

w [ CayxBa

g Orofpaxacmos uma Brrmioveno  Tun | | O P POBE[ CTOpOHBI
| Xpanwnwnwa atpubyTos
~| MeTogbl NpOBEPKM NOAMMHHOCTH [O0B3ENTE OTHOLIEHNE A0BEPNA NPOEEPARILLEH CTODOHEL..
~| Ceprudmkathl Bua
~| Onucanua yTeepsaeHui
~ Hosoe okHo oTcioga
| Pernctpauma yctpoiictea
| KoHeuHble Toukn & OBHosuTte
| Onwcanmna obnactu Crpaska

| Mpokcn Beb-npunoxeHnn
_| MoawTukwn konTpona gocTyna
| OTHOLUEHMA ACBEPUA NPOBEPAIOLLEN CTOPCHLI
| OTHOLUEHMA AOBEPUA NOCTABLLMKOE YTEEPHACHNIA
| Tpynnel npuncxennii

2. Ha Bkmazake J1o6po noxanoBars! BeIOepuTe IlomnepxuBaronyie yTBepsKaeHs 1 HAKMHUTE 3aIyCTHTb.

3. Ha Bknaznke Bri6op ncrounuka ganubix ykaxkure URL Bamero npuiioxkenus: 1 HaxMute Jlasee.

() HH®OPMALWUS

B kauectBe nmprMepa paboOThI pacIIMpPEHUs UCIIONB3yeTcsl cTranaapTHas crpannna ADFS
idpinitiatedsignon. htm. Victionb3yeTrcs aipec METalaHHbIX JUIsl TAHHOW CTPaHUIIbI, HAIIPUMED,

https://<nonnoe_dns_umsa_cepsepa>/federationmetadata/2007-06/federationmetadata.xml.

@ MacTep goBaeneHus OTHOLWEHWA JOBERUA NPOEEPAICLLER CTOROHEI x

Bribop MCTOUHMKA AaHHLI

iz .
BrifepuTe cnocod, nCnonesyemMelil MBCTEDOM ANA NONYYEHWA DaHHEEK 00 3TOR NpOBEpAWER CTODOHE:

@ [oGpo noxanoeats!
(® VMnopT DaHHE 0 NPOBEPAIWEA CTOPOHE, OMYSNUMKOBaHHBLE B MHTEpHETS MMM NOKaNEHOA CaT!

@ BblEnE WCTOYHMKE AEHHED
BrifiepuTe AaHHKIA NapaMeTp, 4Tabkl MMNOPTWPOEaTE TREGYEMbIE AAHHEIE M CENTHRMKATE M3
@ BeiGpate nonvmaky OpraHW3ALIMA MPOBEPAIOILER CTOROHKI, KOTOPaA MYGNMKYET METaAaHHBLIE hefepam & MHTepHeTe Mk
YMPABNEHMA AOCTYTIOM B NOKanLHoA CETI.
@ loTosHocTs AnA Appec MeTagaHHE hegepawan (uma yzna mnm URL-agpec):

AoGaBNEHUA OTHOLWEHWA

LOBEpWA ||'rl1p5 //adfsnew indeed locall federationmetadata/2007-06 federationmetadata xml

@ [omoBo Mpumep: fs.contoso.com ik hitps://www contoso .com./app

O MMMopT QaHHED 0 NpOBEPAIDWEA CTOPOHE U3 haidna

BrifepyTe AaHHEIR NapaMeTp, yTofkl MMNOPTMPOEaTE TPEByEMbIE AAHHEIE M CEPTUDMKATE M3
OpPraHW3aL NpOSEPAIDLLEA CTOPOHL!, KOTOPEA SKCNOPTMPOBaNa METaAaHHbIE DespaLi B dain.
YieamTect, yTo 3TOT Dain NONYYEH 0T AOBEPEHHOMD MCTOYHMKE . ITOT MacTep He GyYAET NPOBEPATL
WMCTOYHWE PaiAna.

MecTononoxeHWe aiN0E METAASHHEN heaSpaLYAn:

DOfzop...

() BBOR AAHHLDX O NPOBEPAULEA CTOPOHE BPYYHYID

BreiSepuTe gaHHEt napameTp, 4Todkel BEECTW Tpedyemele gaHHEIE 08 0praHMZawaM NpoEEp AW e
CTOPOHEI BOYHHYHD.

< Hasan Omera
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4. Ha BKJIaJIKE Vkazanue 0T06pa>1<aeMoro HMMCEHH BBCAUTEC UMA U OIIMCAHUE JJId BAIIETO OTHOLICHUSA JOBEPUI U

Haxxkmute Jlanee.

5. Ha Bknazike BriOparh NONUTHUKY YIIPABICHUS JOCTYIIOM BbIOEpUTE MOAXOIAILYIO BaM IOJIUTHUKY ¢ 3anpocoM MFA

N3 NPCATIOKCHHBIX IO YMOJIYaHUIO, TAKKE Bbl MOXKETC I[O6aBI/ITB ITPOU3BOJIBHBIC MMOJIUTHKHA KOHTPOJIA AOCTYyIIA.

@ MacTep gcGaeneHus OTHOLWEHWA JOBERUA NPOESPARDLLEN CTOROHEI X

BubpaTe NONUTHKY yNnpaeneHus OCTYNoM

s .
BriSepwTe NonuTiKy ypaBneHMA gocTyrom:

@ [ofpo noxanoeats!
Hmn Onucarue

@ Brifop WCToUHWMKE AAHHB
Paspewerwe ana kaxgoro u sanpoc MFA MNpepgocTaseTe nocTyn Boem 1 sang

@ Ykasanve otofipaxaemaro PESDELLIEHHE ANA Ka#4ora v 3anpoc WFA AMA BHEWHWX Nones...  [lpemocTasnesve QocTyna Nons3os

HMEHH FazpeweHre anA kaxgoro ¥ 2anpoc MFA ona onpepenesHoi r... [penocTaEneHWe DOCTYME KEXOoM!

@ Brifpat: nonumay Faspewerre ans kaxooro W 3anpoc MFA ¢ HenpoBepertel y...  [penscTasbTe OOCTYN BCEM M 3anf
L EE B E N L] Paspewerre ana Kaxnoro. [penocTaBNeHME OOCTYMNE KX oM
@® loToBHOCTE AnA Paspeietve ANA onpeasneHHoN rpynnsl MpenocTasneHe NOCTYNE NONES0E
[0GEENEHNA OTHOWEHKA PaspeleHie 00CTyNa Yepes MHTDACETs ANA KAk aoro MpenocTaseTe AOCTYN NONLSOBATE.
AOBEQAR Dasranmim crans u mafnesme MES Aoznoonem scresasmass Mhannnrasu. An~mm onses @ el
< >
@ loToBo
Monumaka

FazpeweHre nonesoeatenam
W TpefyeTCA MHOMOMaK TOPHYEA NPOBEDKE NOAMMHHOCTIA

[] He HacTpausaTs NonuTMKK YNPEENEHNA AOCTYNOM B 3TaT pas. Hv 04MH NoNb30EaTeNs HE NOMy4MT
LOCTYM K 3TOMY MPANOKEHWD .

< Hasan Omeria

6. OcTanbHbIe TapaMeTPhl OCTaBBTE MO0 YMOITYAHHIO.

7. Ay npuMeHeHusl i3MEHEeHUH niepe3arrycture ciry:xoy ADFS.

Pabora momyis

Mo ymomuanwro crpanuna idpinitiatedsignon.htm otxmouena B ADFS 2016, ms Bimouenus 3amyctute PowerShell ot

HMCHHU aIMUHUCTPATOPA U BBIIIOJIHUTC KOMAaHAY:

Set-AdfsProperties -EnableIdpInitiatedSignonPage $True

1. Otkpoiite TectoByto crpanuity ADFS: https://YourDomainName/adfs/Is/idpinitiatedsignon.htm.
2. Beimonnure BXoI.

3. ITocne BBOJAa JOMEHHOTIO JIOTMHA W TTApOJIsd YKaXXUTEC JAHHBIC IJI1 BTOPOT'O (baKTopa a}’TeHTI/I(I)I/IKa]_II/II/I.
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4. ITocne KOPPEKTHOTO BBOJIA TAHHBIX Oy/IET BBIMOIHEH BXO/I.
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Indeed FreeRADIUS Extension

Indeed FreeRADIUS Extension (FreeRADIUS Extension) npencrapisieT cOO0H MOJYITb, TTO3BOJISIOIINI pean30BaTh
TEXHOJIOTHIO JIByX(akropHoit ayreHTHQUKaImu it RADIUS-coBMecTUMBIX CEpPBUCOB U MPHIIOKEHHH. Momyib

FreeRADIUS Extension ocHOBaH Ha OTKpbITOM HcxoqHoM koae FreeRADIUS-cepsepa.

B momyne FreeRADIUS BBl MOJkeTe BBITTOTHATH ayTEHTH(HUKAIHIO TIO CICAYIONIIM METOIaM ay TCHTH(HKAIIHH.

OnHodakTopHas ayTeHTH(PUKAIAA

o KJIIOY: Cepsuc I[lapomneii;
e Hardware OTP;

e Hardware TOTP;

e Passcode;

e Secured TOTP;

o Software TOTP;

¢ Indeed Key (OTP).

JAByxpakTopHasi ayTeHTHHUKALUS

e Passcode + Indeed Key (B pexxume oTripaBku push-yBeoMIIeHHH ¢ TTOATBEPXKICHUEM BXO/Ia);
e Passcode + Indeed Key (OTP);

e Passcode + Secured TOTP;

e Passcode + Software TOTP;

e Passcode + SMS OTP;

¢ Windows Password + KJIFOY: Cepsuc [1aponeii;

e Windows Password + Email OTP;

e Windows Password + Hardware OTP;

e Windows Password + Hardware TOTP;

e Windows Password + Indeed Key (B pexxume otnpaBku push-yBegoMIeHN ¢ MOATBEPIKACHUEM BXO/a);
¢ Windows Password + Indeed Key (OTP);

¢ Windows Password + Passcode;

e Windows Password + SMS OTP;

¢ Windows Password + Storage SMS OTP;

¢ Windows Password + Secured TOTP.
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ITogroroBka oOpa3za Docker

Uto06! ycTaHOBHUTH U HacTpouTh Moaynb FreeRADIUS Extension:

1. UmmnopTupyiite o6pa3z Docker.

2. HacTpoiiTe nepeMeHHbIe OKPYKEHUSI.

3. Vkaxwure aapeca kianeHton cepsepa FreeRADIUS.
4. CoznaiiTe HOBbIE KaTaJIOTH U HACTPOWTE IpaBa.

5. 3armycTuTe KOHTEHHEP C MPUIIOKEHUEM.

Nmmopt 0o6paza Docker

1. Cxavaiite apxuB ea-freeradius-<uwomep eepcuu>.tar.gz, 3arpy3uTe €To Ha [IEJICBYIO MAITMHY B HEOOXOIUMBII

KaTraJiorT.

2. PacmakyiiTe B 3TOT Karajor apXyuB ¢ IOMOIIBI0 KOMaH/IbI:
sudo tar -xvf <umAa apxwuBa>.tar.gz
3. Ilepeiinute B 1IeNeByI0 MAIKy C apXUBOM M UMIIOPTHPYiTE 00pa3 Docker ¢ moMOImb0 KOMaHbL:

sudo docker load -i <ums apxuBa>

O MOICKA3KA

Bu1 moxere IMPOCMOTPETH CITUCOK BCEX UMITOPTHPYEMBIX 06pa301; C IIOMOIIBKO KOMaH/IbI:

docker images

Hactpolika nepeMeHHbIX OKPYKEHUS

1. Caenaiite xonuto (aiina freeradius/.example-env u nepeMMeHyNTE €r0 B .env.
2. B ¢aiine .env ykaxure HeoOXOIUMbIC 3HAYCHUS [T IEPEMEHHBIX OKPYKCHUS:

e 3ajnaiiTe 3HaUeHu I IepeMeHHbIX RAD_UID u RAD_GID.

e B nepemennoii INDEED AM_URI yxaxute URL-anpec cepsepa Core Server.

ITonnoe onucaHue NEpPeMEHHBIX OKPY>KEHUsI cMOTpuTe B paszaene Hactpoiika nepemennbix okpyskenus FreeRADIUS.
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¥ Ilpumep ¢aiina .env

RADIUS_TAG=9.2.0-master.1334-5d52ab70

#User id and group id
RAD_UID=200000
RAD_GID=200000

#Radius variables

INDEED_AM URI=https://127.0.0.1/am/core
INDEED_AM_VALIDATE_CERT=false
INDEED_AM_CA CERT_PATH=/tmp/certs

# INDEED_AM_CLIENT_CERT=client.crt

# INDEED_AM_CLIENT_KEY_CERT=client.key
LDAP_SERVER=127.0.0.1

LDAP_PORT=389
LDAP_IDENTITY=cn=Administrator,cn=users,dc=mycompany,dc=com
LDAP_PASSWORD=password
LDAP_BASE_DN=cn=users,dc=mycompany,dc=com
LDAP_CERT=ad.crt

AM_PUSH_TIMEOUT_SEC=30
AM_CACHE_LIFETIME_SEC=600

# AM_DEBUG=true

# AM_MT_DEBUG=true

# DEFAULT_DOMAIN_NAME=example.com
# DEFAULT_NETBIOS_NAME=EXAMPLE

# DISABLE_RLM_PREPROCESS=false

Hactpoiika kieHToB

1. Cnenaiite xonuto daiina freeradius/example-clients.conf n nepeumenyiite ero B clients.conf.
2. OTkpoiite Qaiin clients.conf.

3. Ykaxure ajipeca KJIMEHTOB, KOTOpble OyayT noxakitouarses k cepsepy FreeRADIUS Extension, u cekpeTHbIE

kitoun. [lognepxkuBaercs popmar [Pv4.

B oaiire yxxe ecTh mpuMepHI aApECcOB, BBl MOYKETE OTPEAAKTHPOBATH UX WIH CO3IaTh HOBBIE. [1pu co3nanuu
HOBBIX yuHThIBaiTe hopmar client NAME, client NAME WITH SPACE.
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4. Ecnu KIIMEHTCKOEe TIPUIIOKEHUE OTIIPaBIsieT arpulyT Message-Authenticator, no0aBsTe mapaMmeTpbl cO
3HaYeHUAMH require_message_authenticator=yes u limit_proxy_state=yes, 4TOObI 3aIUTHTE

FreeRadius ot ys3Bumoctu Blast-RADIUS.

5. Ilpu mo0ObIX M3MEHEHHSIX B (aiine clients.conf Tiepe3amycTuTe KOHTEHHED C IPUITOKECHHEM.

(D) WHOOPMALHUS

[MonpoGHee o daiine clients.conf, arpudyte Message-Authenticator u Blast-RADIUS BbI MOXXeTE y3HATH B

nmokymeHTanun FreeRADIUS.

v Ilpumep ¢aiina clients.conf ¢ oIHUM KIUEHTCKUM NMPHII0KEHHEM

client <Name>_wifi {
192.168.3.100
secretl23

ipaddr

secret

Co3/1aHre KarajaoroB U HACTPOMKa MpaB

1. Ilepeiinute B Katajuor freeradius u co3maiiTe HOBBIC KaTAIOTH common_certs, radius_certs, logs ¢ TOMOIIBIO

KOMaHJIbI:
sudo mkdir common_certs radius_certs logs

2. YcraHoBure IIpaBa JOCTYyIIA K KaTajJoraM € IIOMOIIbIO KOMaHAbI:
sudo chmod 744 common_certs radius_certs logs

3. B karanor common_certs TOIIOKUTE TOMEHHBINA cepTudukar B popmare Base64 c nmenem daiina, KOTOpoe BbI

YKasajii B HepeMeHHOﬁ LDAP_CE RT.

4. CnenaifTe B1ajenblieM HOIb30BaTENsl, KOTOPOTO Bhl yKa3aiu B (aiine .env B nepeMeHHbIX RAD_UID u RAD_GID,

yepes CIeAYIONIYI0 KOMaHy:

sudo chown <RAD_UID>:<RAD_GID> ./*
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3aryck KOHTEWHEpa

YToOBbI CO31aTh U 3aITyCTHTh KOHTEHHEP, UCTIONIB3YHTE CIEYIONTYI0 KOMaHTY:
sudo docker-compose up -d

[Tocne 3amycka HacTpoiiTe HHTErpalrio ¢ Ou3Hec-puiIoKeHussMA B Management Console.

KrneHTcKre MpuiaokeH sl JOIDKHBI ObITh JI0OABIIEHBI B (haiii clients.conf.
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Hactporika nepeMeHHBIX OKPYKEHUS

FreeRADIUS

IlepemeHHas

RADIUS_TAG

RAD_UID

RAD_GID

INDEED_AM_URI

INDEED_AM_VALIDATE_CERT

INDEED_AM_CA_CERT_PATH

LDAP_SERVER

LDAP_PORT

LDAP_IDENTITY

Ormmcanune

Ter docker-o0pa3za. Heobxoaumo ykaszatb Ter 00pa3a, KOTOpPbIi BbI
MMIIOPTUPOBAJIA U3 apXuBa yepes komanny sudo docker load -i
<umMA apxuBa>.tar. Takke Ter MO)KHO IOCMOTPETH NOCIIE UMIIOPTa

o0Opasa uepe3 komanay sudo docker images.

ID nonbk3oBarerns, mox KOTOPBIM OyIeT padoTaTh CEpBUC (PEKOMEHIYETCs,
4yT00bI ID He mepecekanock ¢ ID nokaIbHBIX MOIB30BATENEH X0CTa).
ITpumep: 200000.

ID rpynmsl moiab30BaTeNs, Mo KOTOPBIM Oy/IeT padoTaTrh CEpBUC
(pexomenyercsi, utoObl ID He nepecekanioch ¢ ID okanbHbIX
TTOJTh30BATEIICH XOCTA).

ITpumep: 200000.

URL-anpec ceprepa Core Server.
ITpumep: https://127.0.0.1/am/core/ .

Bamunanus cepsepHoro ceptudukara.

3HaueHus: true, false.

[IyTh BHYTpH KOHTEHHepa K KaTaJory ¢ cepTudukaraMu cepBepa.
OOBITHO MOHTHPYETCS K KaTalory XocTa common_certs. Eciu B
INDEED_AM VALIDATE_CERT 3amaHo 3Ha4e€HHE true, TO UIs
KaTajora JIOJDKEH OBITh Pa3pelIeH JOCTYII Ha 3aIHCh.

ITpumep: . /common_certs:${INDEED AM CA CERT_PATH}:rw,Z.

IP-anpec LDAP-cepsepa. Eciu yka3aH, To niepBbiii (hakTop
ayteHTuukanuu Oyaet nmpoBepsiTcs HenocpeacTBeHHo Ha LDAP-

cepsepe.

[Mopt AD-ceprepa. Jlns ldaps coequHeHnst 00BIYHO UCTIONB3YyeTCs 636.

3Ha4yeHue 1o yMoyaHuio: 389.

VYuernas 3anuce AD B popmare 3HaUeHNS aTpudyTa
distinguishedName, ¢ npaBamu Ha urenue AD.

IIpumep: cn=someuser, cn=users,dc=mycompany,dc=com.
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IlepemeHHas

LDAP_PASSWORD

LDAP_BASE_DN

LDAP_CERT

AM_PUSH_TIMEOUT_SEC

AM_DEBUG

AM_MT_DEBUG

LDAP_NETBIOS_NAME

LDAP_DOMAIN_NAME

DEFAULT_DOMAIN_NAME

Onmncanune

ITaponp x yueTHOM 3anucy U3 nepeMeHHoi LDAP_IDENTITY.

Karanor nons3oBareneit AD B hopmare 3HaueHMs aTpndyTa
distinguishedName, ¢ KOTOpEIMH OyA€T B3aUMOJCHCTBHE.

ITpumep: cn=users,dc=bond,dc=test.

Wmst noMeHHOTO cepTudrKara, KOTOPBI HAXOIUTCS B TUPEKTOPHU
common_certs. Ucnionb3yercs anst ycraHoBku ldaps-coequnenust ¢ AD-
cepepoM. Eciu ucnionbiyercst LDAP, To nepeMeHHy0 HE00X0IMMO
3aKOMMEHTHPOBATb.

ITpumep: ad.crt.

Hactpoiika TaiiMayTa BpeMeHH OXKHJIAaHHS TOITy4IeHUs push-cooOmeHns

qutst ipoBaiinepoB Indeed Key Push.

3arycK B peHMe OTIIAJIKH, BBIBOISTCS OTIIAJ0UHBIC COOOICHHS, MOTYITh
3aIyCKaeTCs B OHOIMOTOYHOM pekuMe. [lepemMenHast 3akoMMEHTHPOBAaHA
(false — He pabotaer). [{ist BKITFOUSHHSI HEOOXOUMO
PacCKOMMEHTHPOBATb.

3nauenus: true, false.

3amyck B pexXHUMe OTIaIK1, BBIBOAATCS OTIaJ0YHbIE COOOLICHNUS, MOIYIIb
3aIlyCKaeTCsi B MHOTOIIOTOYHOM PEKUME, (Iiar UMeeT MPHOPUTET HaJl

AM_DEBUG .

3amaet umst NETBIOS LDAP-cepsepa. [1o3BossieT oCyIecTBIsTh BXO

noJp3oBareisiM B Bune EXAMPLE \user.

3amaer foMeHHOE M3l cepBepa. Mcnonb3yercs miist onpenenenus LDAP-
cepBepa, eciiy 3a1aHo Heckonbko LDAP-cepBepos.
s pesxxnma Heckonbkux LDAP-cepBepoB Aiist Kaxk10ro cepBepa

Heo0XouMo yka3aTh 1100 LDAP_DOMAIN_NAME , 1u6o
LDAP_NETBIOS_NAME .

Collep>KUT UMl IOMEHA, KOTOPOE J00aBIISETCSl K UMEHH IOJIb30BaTE IS B
Buze cypukca, n TaKuM 00pa3oM CO3TaeTCsl UMsI OIB30BATENS B
tdopmare User Principal Name.

WNwms B popmare UPN ucnionb3yercst miis 3anpocoB kK LDAP u AM-
cepBepam. McxomHoe nums nonb3oBarest Bo FreeRADIUS Extension
arpulyre User-Name HE U3MEHSETCS.

Ilepemennas nmeet mpuopuTeT Hag DEFAULT_NETBIOS_NAME .
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[IepemenHas Ornnucanune

Conepxut umsa NetBIOS AD-cepBepa, koTopoe 100aBisieTcss K UMEHN
MOJIb30BaTENsl B BUIE pedrKca, U TAKUM 00pa3oM CO3IaeTCs UMs
nonb3oBaresst B hopmare Down-Level Logon Name.
DEFAULT_NETBIOS_NAME Wwms B popmare Down-Level Logon Name Ucnonb3yeTcs Ajs 3alpOCOB K
AM-cepsepy. s 3anpoca k LDAP-cepBepy ncnomnb3yercst HCXonHOE
umMs B popmare SAM Account Name. VicxoiHOE UM TIOTIB30BATEIISI BO

FreeRADIUS Extension arpubyte User-Name HE H3MCHSCTCS.

3a/1aeT KOJIMYECTBO MOTOKOB B Tyie coequHenuii ¢ LDAP-cepsepamu

TIpH 3aIrycke KoHTelHepa. CTapToBble MOTOKH MMO3BOJISIOT YBEINIHUTh
LDAP_START_SERVERS CKOPOCTh 00pPaOOTKH 3arpOCOB.

3Ha4YeHHUe [0 YMOJIYAHUIO: 5 IIOTOKOB.

Jwuanazon 3HaueHMit: ot 0 10 64.

3amaeT MaKcUMalIbHOE Kon4yecTBO oOpadarsiBaeMbix LDAP-cepBepoB.

MAX_LDAP_SERVER
- - 3HadeHue 1o ymondanuto: 20.

3ajaet 3ampoc BTOPOro paxTopa, UCHOIb3YEeMbIid IO YMOTYAHHIO.

default_prompt_2fa
o ymomyanmto 3agaHo coobmenue: Enter the second factor.

3amaer 3anpoc BTOporo (hakTopa JJisi KOHKPETHOTO METO/IA.
prompt 2fa <uHaeHTuUPUKaTOp
= WneHTHdUKaTOp MpoBaiiiepa MOKHO 33/1aBaTh JIMOO B HIYKHEM, JTHOO B
nposangepa € HUXHUMM
BEPXHEM PETUCTPE.
nogyYyepkKMBaHUAMU, BMECTO
[Tpumep:

>
- prompt_2fa_f696f05d 5466_42b4 bf52 21beelcb9529.

Wms daiina ¢ kineHTCKuM ceprudukaTom. PacnonoxkeH B karaiore,

KOTOpBbIit MOHTHPYeTcss K INDEED_AM_CA CERT_PATH.
INDEED_AM_CLIENT_CERT

[To ymomuanuto B aitiie docker-compose.yml ykazaHO COOTBETCTBHE

3HAYEHUI0 common_certs.

Wms daiina ¢ mpuBaTHBIM KITIOUOM cepTudukara. PacmonoxeH B

Karajore, KOTOpbIidi MOHTUpPyeTcs K INDEED_AM_CA_CERT_PATH.
INDEED_AM_CLIENT_KEY_CERT

[To ymomnuanwuto B ¢aiine docker-compose.yml ykazaHo COOTBETCTBUE

3HAYCHUIO common_certs.

Omnpenenser BpeMs kemupoBanus. Eciu 3aaars 3nauenue 0 cexyH, TO
AM_CACHE_LIFETIME_SEC KEIIMPOBAaHHUE HE IMPOU3BOIUTCH.

3HauyeHue 1o ymoruanuto: 600 cekyHu.
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IlepemeHHas

DISABLE_RLM_PREPROCESS

AM_ALLOW_PASSWORDLESS_AUTH

(DOpMaT HMCHH I10JIB30BaTCJIA

User Principal Name

Ormmncanune

[TapameTp oTBeuaet 3a npeaBapuTebHyto 00padotky RADIUS-
arpu0OyToB. [lapameTp HCIIONB3yeTCs, €CIH B 3aIIPOCE OT KIHMEHTCKOTO
npunoxenus kK FreeRADIUS orcyrctyet arpudyt NAS-IP-Address .
[Ipu oTKIIOUEHNH TIpEeIBAPUTEIBHON 00paboTKH (3HAaUEHUE true)
JAHHBIA MOAYJb He OyJeT mpeoOpa3oBbIBaTh APYTHe aTpHOyTHI
(manpumep Src-IP-Address) 8 NAS-IP-Address, eciiu NAS-IP-Address
He ObLJT MOTYYEeH.

[Ipu orcyrcTBun NAS-IP-Address B 3anpoce MOyib 100aBISIET TaKOM
arpuOyT M ycTaHAaBIMBAET €ro 3HaueHue u3 arpudyra Src-IP-Address
request-nakera. B aTom ciydae B HacTpoiikax B Management Console
HeoOxomumo ykazath Src-1P-Address.

3HavyeHue 1Mo ymordanuio: false.

[MapameTp OTKITFOYAET MPOBEPKY MEPBOTO (haKkTopa ayTeHTU(HUKALIUH.
Baxno: Mcnonp3yiiTe mapamerp TOJIBKO MpH padoTe co ciryk00i Remote

Desktop Gateway (RD Gateway).

[Ipu ucrions3oBanuu Metoza ayreHTHGUKarmu Windows Password +
Indeed Key (B pexxume oTmipaBku push-yBeqoMIIEHHS) TPOBEPKA MEPBOTO
¢dakxropa Windows Password nmpoucxoauT Ha CTOpoHe caMoii ciry:k0b1 RD
Gateway.

JJ1s KOppeKTHOM paboThl B TAKOM CLIEHAPUH HEOOXOIUMO IS
nepeMeHHoi AM_ALLOW_PASSWORDLESS AUTH ycCTaHOBUTbH 3HAau€HHE
true U 3aKOMMEHTHPOBATh WIN yIalIuTh nepeMenHsie LDAP.
[Mpumeuanwue: J{ns pabotsl co ciryx6oit RD Gateway pekoMeHIyeTcs

MOJITOTOBUTH OTAEIbHBIN 00pa3 Docker ¢ FreeRadius.

User Principal Name (UPN) — ums 17151 BX0J1a mosnib3oBatens B popmare email aapeca, Hanpumep

user@indeed.domain. UPN-nms ncmions3yercst Bo FreeRADIUS Extension mo ymomdaHmio.

SAM Account Name

SAM Account Name — nmst IU1s1 BXOa TIosTk30Barteltst 06e3 cy(hduKcoB U mpeuKcoB, HanpuUMep username. Jis

00paboTku umenu dpopmara SAM Account Name UCTIONB3YIOTCS JIBE TIEPEMEHHBIC OKPYKEHHUSI:

e DEFAULT_DOMAIN_NAME — COICPKHUT UM IOMCHA, KOTOPOE no0aBiIseTCA K UMEHU II0JIL30BaTENS B BUE

cyhdukca. Takum oOpa3om co3maercst umsl moJib3oBaresisi B popmare UPN. Ums B hopmare UPN ucTonb3yeTcst

A1 3a1pocoB K cepsepaM LDAP u AM. Ota nnepemMeHHas UMeeT npuoputeT Hax DEFAULT _NETBIOS NAME .
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e DEFAULT_NETBIOS NAME — comepxuT NetBIOS-ums cepsepa AD, koTopoe n06aBiseTcsi K MIMEHU
noJik30Bares B Bujie npedukca. Takum oOpa3zomM co3zmaercst uMsl moib3oBarenisi B popmare Down-Level Logon

Name.

Down-Level Logon Name

Down-Level Logon Name — ¢opmar nMEeHH BX0/a, HCIOIB3YCMbIH U YKa3aHUS JOMCHA U YICTHOH 3aINCH

MoJb30Baresi B 9ToM gomene, Hanpumep INDEED\user. Mcnonb3yercs st 3arpocoB k AM-cepsepy.

(D) DPHMEYAHME

YroOs! ncrions3oBars popmar umenn INDEED\user ms 3anpocoB k LDAP-cepepy, He0OX0IMMO HACTPOUTH

nepemeHHyro LDAP_NETBIOS_NAME .

Hactpoiika cooOIieHnst ipy 3ampoce BToporo dakTopa

ITpu 3ampoce BTOoporo paxropa MHOTO(GAKTOPHON ayTCHTH()HUKAIINH JUIS TTOJIH30BATEIS BEIBOJUTCS COOOIICHHE TT0

yMoYaHuio — Enter the second factor («BBemute BTOpoit haktopy). UTOOBI H3MEHHUTH COOOIICHHE, 3a/1alTe

MIEPEMCHHYTO OKpYKeHHs default prompt 2fa.

Taxoke MOXKHO 3a/1aTh OTAEIBHOE COOOIICHNE JIJIsi KOHKPETHOTO TpoBaiiepa. Jiist 3Toro HacTpoiTe NepeMEeHHYIO
OKpyXeHUs1 prompt_2fa_<uaeHTudukaTop npoBangepa C HUXHUMU MOSYEPKMBAHUAMU, BMECTO Tupe>.
Hactpoiika cooO1eHus 171 KOHKPETHOTO MpoBaiijiepa MMEeT MPUOPUTET HAJ| IEPEMEHHOMN OKPYKSHHUS

default_prompt_2fa.

Wnentuduxarop npopaiizepa B nepeMeHHO 3a7aeTcs 1100 TOIBKO B HIYKHEM, JINOO TOJILKO B BEPXHEM PErHCTpE.
Hanpumep, ans nposaiinepa Software OTP nepemeHHast OKpyKEeHUSI MOYKET BBIIVISIETD
prompt_2fa_7e87866d_1b9b_45al 96le bc4869710020 wiu
prompt_2fa_7E87866D_1B9B_45A1_961E_BC48697F0020 .

s cnenyronmx MeTogoB MHOroaktopHoit ayrentuduxanun (MFA) MoxHO yka3aTh Kak OTJeNbHO UIeHTU(UKATOP

mpoBaiijiepa BToporo (akropa, Tak 1 UASHTH(OUKATOP ISl BCEH EMOYKH MHOTO(AKTOPHON ayTeHTHU(UKAIHH.

Wnentudukarop msa nenoukn MFA

2FA: Passcode + Indeed Key (OTP) — e5d3185c-9al13-4538-be8f-d4elc50a329e
2FA: Passcode + Secured TOTP — 882c1787-fd32-44a2-ba89-f1f529fbe7ab
2FA: Passcode + SMS OTP — 4e32199b-9a21-4cd7-8646-c70c48b55ed9

2FA: Passcode + Software TOTP — cb3d3b@a-29c6-4ba4-939d-09b126c10c2e

Hacrpoiika kireHTcKoro ceprudukara

ITo ymor9aHuIo UCTIONB3yeTCsI BECTPOCHHBIN KIIMEHTCKUN CepTU(HKAT, €CIH B (aiiyie .env OTCYTCTBYIOT ITEpeMEHHbIE

okpyxeHuss INDEED_AM_CLIENT_CERT u INDEED_AM_CLIENT_KEY_CERT.
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/\ BAXKHO
JUi1s ToBbIIIeHHs] 6€30IIaCHOCTH PEKOMEH IYEeTCs HCIIOJIB30BaTh COOCTBEHHDIN KIIMEHTCKUN CepTH(HIKAT.
YToObI HACTPOUTH COOCTBEHHBIN KIMEHTCKH cepTrduKar Ha cropone FreeRADIUS:

1. B karanor common_certs no0aBbTe KIIMEHTCKUH cepTuduKar (B popmare .cer Wi .crt) ¥ MPUBATHBIA KITIOY

ceprudukara (B popmare .key unu .pem).

2. Hacrpotiite mpaBa Brajenba ¢aiiia ¢ cepTuduKaroM JJIsl OJIb30BaTeNsl, YKa3aHHOTO B IEPEMEHHBIX OKPYKEHHSI

RAD_UID u RAD_GID B (aiine .env misa FreeRADIUS.

sudo chown <RAD_UID:RAD_GID> * 755

Kemmposanue 3anpocos k Core Server

Hexoropsie 3ampocet k Core Server MOTYT KEITUPOBATHCS:

/api/v6/module/getApplicationsDAL

/api/v6/user/searchUserId

/api/v6/logon/getAvailableMethods

/api/v6/authenticationMethod/getEffectiveClientSettings

Br13oB getApplicationsDAL kemmpyercs ro0ankHO Ul BCEX HE3aBUCUMBIX 3anpocoB k FreeRADIUS. Bpems
KEIIMPOBAHUS ONPEIENAETCS IIepeMEHHON AM_CACHE_LIFETIME_SEC ¥ paBHO 1o ymonyauuto 600 cexyna. Ecian

JJIA AM_CACHE_LIFETIME_SEC 3aJ1aTh 3HaueHue 0 CCKYH/, TO KEIIMPOBAHUEC HE ITPOU3BOJUTCA.

Js BbI30BOB searchUserId, getAvailableMethods n getEffectiveClientSettings Hactpoiika

AM_CACHE_LIFETIME_SEC He AeHCTBYeT, KCIIMPOBAHHME POUCXOIUT B pAMKAaX CECCUM BCEIa:

e BHYTpH ceccur MHOro(akTopHoii ayreHTH(HKamu co BTopsiM (haktopoMm B Buae OTP (challenge-response);
e BHYTPH CECCHU MHOTO(AKTOPHOHN ayTeHTH(HUKALIUH CO BTOPBIM (paKTOpOM B BHIE push-yBeqoMIIeHUS;

e BHyTpH 0Opaborunka 3anpoca FreeRADIUS — 3anpoc Ha qoctyn (access-request) BBIIIOTHIETCS OIWH pa3, IpH

HEOOXOJIMMOCTH JaHHBIE 3arpoca OepyTcs U3 Kela.

Hacrtpoiika LDAP-cepsepa

Hacrpoiite LDAP-cepBep, eciu BBI IuTaHUpyeTe ncmonb3oBats Windows Password B kadecTBe mepBoro ¢axropa

ayreHTudukarmu. LDAP-cepBep ucnons3yercs Uit IpOBEPKHU IepBoro (hakTopa.

UroOsl HacTpouth LDAP-cepBep, oTKpoiiTe ¢aiii .env ¢ nepeMeHHbBIMU OKPYKEHUs U 100aBbTe MU
packoOMMeHTHpYiiTe iepeMeHHble LDAP* . Eciu nepemenHbie L DAP* He 3a/1aHbl, IPOBEPKa NIEPBOTO (pakTopa

ocymectBisiercs: Ha Core Server.
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¥ Hacrtpoiika onnoro LDAP-cepBepa

Hacrpoiika oqnoro LDAP-cepBepa

Yro6sr HacTponts LDAP-cepBep, HeoOxoanmo B (aiiie .env paCKOMMEHTHPOBATH ICpEMEHHbBIC L DAP* U 3a1aTh

JJIL HUX 3HAYCHMUS !

LDAP_SERVER — IP-anpec LDAP-cepsepa;

e LDAP_PORT — mopt AD-cepsepa;

e LDAP_IDENTITY — yuerHas 3anuchk AD B opmare 3HaueHus arpubyra distinguishedName;
e LDAP_PASSWORD — mapoJib K 3TOi Y4ETHOM 3alnCH;

e LDAP_BASE_DN — katanor nosns3oBareneit AD B ¢opmare 3HadeHns arpudyta distinguishedName, ¢

KOTOPBIMH OyZIeT B3aNMOJICHCTBHE.

YrtoObI HAaCTPOUTH MOAKIIFOYECHUC 10 3alTUIICHHOMY ldapS-COC,Z[I/IHeHI/I}O, 3aJ1anTe NEPEMECHHYTO LDAP_CERT ,

yKa3aB U Hee Ha3BaHue (aitna ceprudukara. B aTom crienapnn HeoOX0AMMO OCTaBUTh 3HAUCHHUE T10

YMOJIYAHHIO IS IEPEMEHHOM LDAP_PORT — 636.

UT00b! T00aBUTH BO3MOXKHOCTh BX0J1a TOJIb30BaTells ¢ ucronb3oBanuem NetBIOS nvenun LDAP-cepsepa,

3aj1aiiTe nepeMeHHy10 okpyxkeHust LDAP_NETBIOS NAME .

ITpumep

LDAP_SERVER=1daps://dc.example.com

LDAP_PORT=636

LDAP_IDENTITY=cn=AgMUHUCTpaTOp, Cch=users,dc=example,dc=com
LDAP_PASSWORD=12345
LDAP_BASE_DN=cn=users,dc=example,dc=com
LDAP_CERT=example.crt

LDAP_NETBIOS_NAME=EXAMPLE

¥ Hacrpoiika Heckoabkux LDAP-cepBepoB (B 01HOM 10MeHe)

Hacrpoiika Heckoimpkux LDAP-cepBepoB (B oHOM TOMEHE)
YT1oOBI HACTPONUTH HeCKOIbK0 LDAP-cepBepoB, KOTOpBIC HAXOAATCS B OHOM JOMEHE, B ICPEMECHHOM

LDAP_SERVER nepeunciure yepe3 npoden [P-anpeca LDAP-cepsepos, Hanpumep:

LDAP_SERVER=dc1l.example.com dc2.example.com dc3.example.com
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¥ Hacrtpoiika Heckoibkux LDAP-cepBepoB (B pa3HbIX I0OMeHAX)

Hacrpoiika Heckonbkux LDAP-cepBepoB (B pa3HbIX JJOMEHAX)

YT1o0ObI HaCTpOUTH HeckoIbKo LDAP-cepBepoB, HE0OOX0MMMO K HAMMEHOBaHHIO LDAP /100aBUTh HHACKC (HOMED

ouepesIHOro ceprepa), HarpuMep: LDAP_SERVER, LDAP1_SERVER, LDAP2_SERVER.Ilepemennas

LDAP_SERVER 0e3 HOMepa B Ha3BaHUM TAKKe SABJIAETCS BAJIMJHON IepEMEHHOI.

() WVHOOPMALHMS

Bce nepemennsie, coorBercTByromue LDAP-cepBepy, 3a1a10TCs ¢ TAKUM K€ HHIEKCOM.

IIpumep

LDAP1_SERVER=1ldaps://dc.example.com

LDAP1_PORT=636
LDAP1_IDENTITY=cn=AgMuHUCTpaTOp,ch=users,dc=example,dc=com
LDAP1_PASSWORD=12345
LDAP1_BASE_DN=cn=users,dc=example,dc=com

LDAP1_ CERT=example.crt

LDAP1_NETBIOS_NAME=EXAMPLE

s neckonbkux LDAP-cepBepoB HEOOX0IMMO 3a1aTh 3HAYEHUS BCEX JOMEHOB. 3HAYCHUS 33JAI0TCS B OJIHY

CTPOKY uepe3 mpolest, Harpumep:
LDAP1_DOMAIN_NAME=example.com test.com example.org

Ecnu 3anano veckonbko LDAP-cepBepoB, To Beioop LDAP-cepBepa ocyliecTBiseTcsi B COOTBETCTBHH CO

3HaueHnsMn LDAPN_NETBIOS_NAME u LDAPN_DOMAIN_ NAME . [105TOMy 06SI3aT€IBHO JOIKHO OBITh yKa3aHO

1160 qomMeHHoe ums, 1100 NetBIOS-ums.

KommuectBo LDAP-cepBepoB MOXKHO 3aJaTh IEpEMEHHON OKpykeHHs MAX_LDAP_SERVER.

MAX_LDAP_SERVER BIUsET TOJIBKO Ha IEpeMeHHbIe LDAP_SERVER ¢ nHaekcamu. LDAP_SERVER (Ha3BaHue

0e3 uHjIeKca) MOKHO 3a/1aTh IIpU 3HaueHud MAX_LDAP_SERVER=0.

HaCTpOﬁKa CTApPTOBLIX ITIOTOKOB B ITYJIC COGI[I/IHCHI/Iﬁ

CrapToBBIE IOTOKH — ATO MPEABAPUTEIBHO co31aHHble coequHeHus ¢ LDAP-cepBepoM. OHU 1O3BOJISIOT YCKOPUTh

00paboTKy 3aIrpoCoB.

UrtoOBbI 331aTh KOJMUYECTBO CTAPTOBBIX TIOTOKOB B ITyJie coenuHeHuit ¢ LDAP-cepBepamu nipu 3ammycke KOHTeWHepa,

HacTpoiiTe nepeMenHyto LDAP_START_SERVERS . HeoOxomuMoe KONMMYECTBO IIOTOKOB 3aBHCHT OT IPOITY CKHOM
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cnocobHoctu cetu npu coequnennn FreeRADIUS ¢ LDAP-cepsepamu.
3HaueHue [0 YMOJIYAHUIO: 5 TOTOKOB.
JlnanazoH 3HaueHwuit: ot 0 g0 64.

e Ecmm ycranoBuTs 3HadeHue 6ombmie 0, TO yCHENTHOE TOIKITIOUCHIE BO3MOXKHO, TONIBKO ecin Bce LDAP-cepsepst
JOCTyIHBL [Ipu 3TOM IpHIIOKeHHe YCIICNTHO 3aIlyCTUTCS U BCE 3aIPOCH! Ay TeHTH(OUKAIIMY MIIH aBTOPU3ALNH

3aBCPUIATCA YCIICIIHO.

e Eciu ycranoButh 3HayeHue 0, TO yCIemHoe NOAKIIOUEeHHE BO3MOXKHO, Jaxke eciau oquH u3 LDAP-cepepos
HEIIOCTYIIEH, OJHAKO MTPU ITOM:
o TIpelNBapUTENbHbIC COSTUHEHUS He OYyIlyT CO3/[aHbl, YTO 3aMEIUTHT 00pabOTKy 3arpocoB;
o BCE 3aIpOCHI ayTCHTU(HKAIIH FIIH aBTOPH3AINHN 3aBepiiarcs Heynadei, ecimu FreeRADIUS ve cmoxer

TTOJIKITIOUUTRCS XOTs ObI K ogHOMY LDAP-cepBepy.
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Indeed RDP Windows Logon

Monyne Indeed RDP Windows Logon (RDP Windows Logon) mo3BoisieT peani3oBarh AByX(aKTOPHYIO
aytentudukanuto ¢ nomomisio Indeed Access Manager B miporiecce noakitoderus o nporokony RDP (Remote

Desktop Protocol) nnu B mpusnoxxennu Remote App.
B kauecTBe BTOporo (haktopa MOTYT BBICTYIIATh:

e push-yBenomIieHUs ¢ TOATBEPIKACHUEM BXoJia B MOOMIbHOM nipwiioxennn Indeed Key,
e Email OTP,

e SMS OTP,

e Secured TOTP,

e Software OTP,

e Passcode,

e Hardware TOTP,

e Hardware OTP.

[TpensapurebHas HACTPOMKa

UroOs! ucnions3oBath Moayls RDP Windows Logon:

1. Bkirounte NLA (Network Level Authentication) myist monb3oBarets.

2. Ilpu ncrionp3oBanum coenuHeHus 1o nporokory HTTPS ycranoute kimreHTCKni cepTrduKaT Ha Kax bl

cepsep Indeed.
3. YcranoBute u Hactpoiite RDP Windows Logon.
4. HacrtpoiiTe BbIOOp mpoBaiinepa ayTeHTH()UKAIMH Ha CTOPOHE MOJIb30BATEI.

5. Ilpu HeoOXOIMMOCTH 3aJlaiiTe OIMIMOHATBHBIE HACTPOUKH.

YcranoButh 1 Hactpoutb RDP Windows Logon

1. BanycTure (aiii Ui yCTaHOBKH, PacIiooKeHHbIH 110 yTH Indeed AM <nomep eéepcuu>/Indeed AM RDP

Windows Logon/<nomep éepcuu>, v CIIeIyITE [IIaraM MacTepa YCTaHOBKH.
2. Orkpoiite penaktop peectpa Windows.

3. B pasnene HKEY LOCAL MACHINE\SOFTWARE\Indeed-ID co3naiite paznen RemoteAuth.

4. B paznene RemoteAuth cozmaiite cTpoKOBEIi mapameTp ProviderId u 3amaiiTe 3HaY€HNE, COOTBETCTBYIOIIEE

HCIIOJIB3YEMOMY ITpOBaiepy.
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¥ Bo3MmoskHbIe 3HAaYeHHs] ProviderId

e SMS OTP {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

e Email OTP {093F612B-727E-44E7-9C95-095F07CBB94B}

e Passcode {F696F05D-5466-42b4-BF52-21BEE1CB9529}

e Software OTP {OFA7FDB4-3652-4B55-B0C0-469A1E9D31F0}

e Secured TOTP {FI5FD7EC-19EA-4384-846E-A2DOBE149FA2}

e Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}

e Hardware TOTP {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E60CAOS5}

¢ Indeed Key (Tompko B pexxnme push-yBemomnennii ¢ moarsepxacanem Bxona) { DEEFOCBS-AD2F-
4B89-964A-B6CTECAB0CO68}

B Pesaxtop peectpa = ] X

®Qaitn [paska Bua Wsbpannoe Cnpaska

Komnetotep\HKEY_LOCAL_MACHINE\SOFTWARE\Indeed-|d\RemoteAuth

v SOFTWARE A Mma Tun 3HaueHne

E:'asses ab] (Mo ymonuakuro) REG_SZ (3Ha4EeHME HE NPUCBOEHO)
ients y iderld REG_SZ {EBBGF3FA-A400-45F4-853A-D517D89AC2A3}

ab)p
"',’E \\DC\Users\Admin-indeed\Documents\Local Cache

DefaultUserEnvironment
dotnet

> Google
v | Indeed-Id
P SrvLocator2
RemoteAuth

5. B paznene HKEY LOCAL MACHINE\SOFTWARE\Indeed-1D\SrvLocator2 n3MeHUTe CICAYIONINE TTAPAMETPHI:

¢ B mapamerpe ServerUrlBase ykaxute URL Bamero Core Server B popmate htip(s)://

nonnoe_dns_umsi_cepeepa/am/core.

/\  BAJKHO!

B Hactpoiikax npuinokennss URL He 10KeH comepkarh KOCyro 4epty (/) B KoHIIe aapeca.

e B napamerpe IsIgnoreCertErrors ykaxute 3HaueHUE () win /. DTOT mapamMeTp NpeaHasHadeH s

npoBepku ceptudukara Core Server, npu 3HaYeHUH / OMMOKH CEPTUPHUKATA UTHOPUPYIOTCS.

B Pepaktop peectpa - O X

®Qaiin Mpaska Bwa MWsbpannoe Cnpaska

Komnerotep\HKEY_LOCAL_MACHINE\SOFTWARE\Indeed-Id\SrvLocator2

v || SOFTWARE A Vima Tun 3HaueHne
) Cl'asses b) (Mo ymonuammro) REG_SZ (sHaueHne He NPUCBOEHO)
glelfe::lstUserEnvi ronment 3!’] ClientipHeaderName ~ REG_SZ
dotnet }’-'o'] IsignoreCertErrors REG_DWORD 0x00000000 (0)
. Google '-'"!;J ServerCertThumbprint  REG_BINARY (ABOVMYHOE 3HAYEHWNE HYNEBOWN ANNHDI)
v | | Indeed-Id 3?] ServerUrlBase REG_SZ https://indeedam.indeed.local/am/core
il ar %) SessionHoldPeriodMs  REG_DWORD 0x0002bf20 (180000)
RemoteAuth
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HacTtpouTts BEIOOD TpoBaiifiepa ay TeHTU(UKAIIH JJISI TTOJTb30BATESI

1. B peectpe Windows B pasnene HKEY LOCAL MACHINE\SOFTWARE\Indeed-ID\RemoteAuth co3naiite
napamerp DWORD c umenem IsAuthSelectionEnabled.

2. B 3nauennu napamerpa IsAuthSelectionEnabled yxaxure /.

Ecin mapameTp He 3aJaH WK ero 3HadyeHue paBHo (), To BbIOOp mpoBaiiiepa ayTeHTH(PUKALUK TPEAOCTABIATHCS

He Oyzet. B aTom ciydae OyayT oToOpaskaThCsi BCe JOCTYITHBIE METO/IbI Ay TeHTU()UKAIIUN.

Ecmu IsAuthSelectionEnabled=1 ¥ yka3aH npoBaiifiep B ProviderId, TO IPpH MOAKIOUCHHA
noJIbp30Bares OyAeT BrIOpaH yKa3aHHbIN TpoBaiiaep. [Ipu 3ToM monb3oBaTens CMOXKET BIOpaTh JF000M APYToi n3

qucIa MoJIePKUBACMBIX.

B Peaaxtop peectpa = O X
®Qaiin [lpaska Buwa MWsbpannoe Cnpaeka
Komnerorep\HKEY_LOCAL_MACHINE\SOFTWARE\Indeed-Id\RemoteAuth
v | | SOFTWARE Al Nma Tun 3HaueHme
. E:?sses i‘f} (Mo ymonyanuto) REG_SZ (3HaueHNE HE NPUCBOEHO)
D:ntlstu Envi " .%§]L5EventCacheDiredory REG_SZ \\DC\Users\Admin-indeed\Documents\Local Cache
5 ta‘; SETENVIrONMENE 1| 28) providerld REG_SZ (EBB6F3FA-A400-45F4-853A-D517D89AC2A3}
otn
8| IsAuthSelectionEnabled REG_DWORD 0x00000001 (1)
> Google
v Indeed-Id
SrvLocator2
RemoteAuth

OnimuoHaabHbIE HACTPOHMKHU

o AyTeHTH(UKAINS TOIb30BaTEeNICH 03 TUIICH3HN.
e Hactpoiika cpoka XpaHEHUs CECCHUH.

e OpnnoBpeMmenHas padota ¢ Indeed Windows Logon.

[Tpumep pabOTHI MOTYIISI

1. IoxkmrouuTeCh K MaliiuHe, Ha KOTopoi yctaHoBieH RDP Windows Logon.

L) MoaknoueHMe K yaaneHHoOMY pabodemy cTony = =
| MogknioYeHue K yAaneHHoMY
<) pabouemy crony
KomnsioTep: |Mn8—2.indeed-id.lncal W

MonezoEatens: INDEED-ID%Admin-Indeed

[pw nogrnioyeH Heofxomimo BYAET YKasaTe YYETHRIE
OEHHEIE.

(7 Nokasats napameTpel MoarniourTs Cnpaeka

2. YKa)XuTe MMoJIb30BaTeNs ¥ IOMEHHBIN naposb u Haxxkmute OK.
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EBezonacHocte Windows

BeeguTe YUETHBIE daHHbIE

3TH YUETHEIE JaHHEIE BYAYT MCNONEICEATECA NPW NOLKNHIYEHHN K
wingd-2.indeed-id.local.

Admin Indeed
INDEED- D Admin-Indeed

[Jpyras yueTHas 3anucs

[] 3ancmHuTE yuETHEIE 43HHEIE

OTmena

3. BBenuTe 0HOPA30BBINA MTAPOITb.

Enterprise Authentication

User Name: Admin-Indeed @INDEED-ID.LOCAL
Authentication Method: | Software TOTP

One-time Password: sennus

() NDPHUMEYAHHE

Ecnu y monp3oBatenst HET TOCTYIHBIX CIIOCOO0B ayTeHTU(UKAIIMU, OTOOpaxkaeTcs coodmeHne Hem

docmynuvix cnocobog aymenmuguxayuu. JJocmyn sanpewjen. u ceccusi Remote Desktop 3aBepimaercs.



AyTeHTH(UKALMS TTOIb30BaTelIe 0e3

JINIIEH3UN

[To ymonuanuto RDP Windows Logon paboraeT ¢ mosib3oBaressiMu, odianatoiumu autensueit AM RDP Windows

Logon.

Tewm ne MCHEEC, MOXXHO HACTPOUTH a}’TeHTI/I(i)I/IKa]_[I/IIO roJib30oBareiiel 6e3 JIMIICH3HH. I[J'Ii[ 9TOTO:

1. Otkpoiite penaktop peectpa Windows.

2. B pasnene HKEY LOCAL MACHINE\SOFTWARE\Indeed-ID\RemoteAuth co3naiite napametrp DWORD ¢ HMEHEM

AllowNonEAUsers:

e Ecnu 3nauenue napamerpa AllowNonEAUsers paBHO /, To mojib3oBarenu Oe3 auneHzun RDP Windows

Logon cMmoryT ayTeHTH(UIMPOBATHCS 110 TOMEHHOMY Mapouito (0e3 ucmnonab3oBaHus TexHonoruu Indeed).

o Ecmu 3Hauenue nmapamerpa AllowNonEAUsers paBHO () WM HE 3aJIaHO, TO ayTCHTH(HKAIINS

OCYIIECTRIIICTCS TOJIBKO JIJIs moib3oBatenel ¢ nurensueit RDP Windows Logon. TTonb3oBarens 6e3

JIMLCH3NHU ayTeHTI/I(I)I/IIII/IpOBaTI)CH HC CMOXKCT.

ﬁ PepakTop peectpa
®Qaiin Mpaska Buwa WsbpanHoe

Cnpaeka

Komnetotep\HKEY_LOCAL_MACHINE\SOFTWARE\Indeed-Id\RemoteAuth

v SOFTWARE A
Classes
Clients
DefaultUserEnvironment
dotnet
Google
v Indeed-Id
SrvLocator2
RemoteAuth

Wma Tun

ab] (Mo ymonuanmto) REG_SZ
ab|LsEventCacheDirectory REG_SZ
ab|Providerld REG_SZ

W5 IsAuthSelectionEnabled REG_DWORD
| AllowNonEAUsers REG_DWORD

3HaueHne

(3HaYeHne He NPUCBOEHO)
\\DC\Users\Admin-indeed\Documents\Local Cache
{EBB6F3FA-A400-45F4-853A-D517D8%AC2A3}
0x00000001 (1)

0x00000001 (1)

¥ CueHapuu padoThl napamMeTpa

e Ecnu noap30Bareilb HAXOUTCS BHE MOJIB30BATEILCKOrO Karajgora Indeed — na momnb3oBarens

neiictByet HacTpoiika AllowNonEAUsers, monb30BaTellb HE CMOXKET ayTEHTH(PHUIIUPOBATHCS, €CIIN

3Ha4YEHHE [apamMerpa He PaBHo /.

o Ecnu monb3oBarenlb HAXOIUTCS B MOIH30BATEIILCKOM KaTajaore 0e3 JIMOCH3WH, HO B IIOJIUTUKE IJIA

TIOJIB30BATCIIAA HET IPUITOKCHUA WU TTOJIb30BATEIIb HE COCTOUT B MOJIMTHUKE — Ha IMOJIB30BaTCIIA

neiictByet HacTpoiika AllowNonEAUsers, IONIb30BaTeNd HE CMOTYT ay TEHTH()HUIIMPOBATHCS, €CITN

3HauYEHHE MapaMeTpa He paBHO /.

o Ecnu monb3oBarenlb HAXOIUTCS B MOJIH30BATEIILCKOM KaTajaore 0e3 JIMOCH3HUHU U B IIOJIUTUKC

TOJI30BaTENIs €CTh MPHIIOKEHUE — Ha TIOJIb30BaTes He JieicTByeT HacTpoiika AllowNonEAUsers.

Bcerna MMPOUCXOAUT IIOIIBITKA BXOAA C aBTO3aXBATOM JIMLICH3UH.
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Hacrporika cpoka XxpaHEHUs CECCUA

HpH KPaTKOBPEMEHHBIX pa3pbIBaX MOAKIIOYCHUSA K Core Sever MOKHO HACTPOUTH MICPUO/, B TCHECHUEC KOTOPOI'0 CECCUIO

MOXXHO 6y,ZlCT HCIIOJIB30BaTh IMOBTOPHO.

B TeueHne 3a1aHHOTO MIEPHO/IA CECCHsT XPAHUTCSI B KEIIe M MOYKET ObITh IIOBTOPHO UCIIOIB30BaHA IIPHU 3aMpOCe Ha
HOBOE COe/IMHEeHnE ¢ cepBepoM. [Ipu 3ToM poBepka paboToCHOCOOHOCTH cepBepa MOBTOPHO HE IPOMCXOJIHUT, BMECTO

OTOI'0 UCIOJIB3YCTCA SaKeHJI/IpOBaHHHﬁ PE3YIbTAT MPOBCPKU.

[To ucredenun nepuojia XpaHeHus: ceccust 3apepinaercs. [1o HOBOMy 3apocy Ha COEIMHEHUE C CEPBEPOM CO3/1aETCs

HOBasA CeCcus.

YtoObI HAaCTPOUTH CPOK XpaHCHUSI CECCUU B KCIIIEC:

Yepesz GPO

1. Otkpotite pegakrop GPO.

2. Otkpoiite paznen Konuryparus kommnpioTepa — AIMHHUCTpaTHBHBIC MmadnoHsl — Indeed ID — Client

Connection.
3. Bxurtounte monutuky HacTpoiiku moaKiroueHus K cepBepy.

4. B cBOMCTBax MONUTHKHU 331aliTe HY)KHOE 3HaYeHue /i mapamerpa [lepuon ynepkanus o0bekTa ceccuu (Mc).

3nagenne o ymomdanuio — 180000 mc (3 MUHYTHI).

Yepe3 peectp

1. OTkpoliTe pegakTop peecrpa.
2. Otkpoiire pazaen Komnsrorep\HKEY LOCAL MACHINE\SOFTWARE\Indeed-ID\SrvLocator2.

3. ns mapamerpa SessionHoldPeriodMs tunma DWORD ycTaHOBUTE HY)KHOE 3HAUCHHE. 3HAYCHUE TIO

ymonuanuio — 180000 mc (3 MUHYTHI).

165



OnnoBpeMmeHnHas padora ¢ Indeed Windows
Logon

Ecnu momynu Windows Logon u RDP Windows Logon ycTaHOBIeHbBI Ha OTHOM YCTPOMCTBE, HACTPOHTE MOJIUTUKY

st Windows Logon.

Yepesz GPO

1. Ilepeiinute Ha yCTPOHCTBO, HA KOTOPOM ycTaHoBIeHbI Moayd RDP Windows Logon u Windows Logon.
2. Otkpoiire penaktop GPO.

3. Otkpoiite pazaen Konduryparms koMmpiotepa — AJIMUHHCTpaTHBHEIE madmonsl — Indeed ID — Windows

Logon.
4. Bxorounte nmonutuky Hacrpoiiku Credential Provider.

5. Ina napamerpa OtoOpaskeHHe criocoO0B BXo/a BbiOepuTe 3HaueHune Bee, kpome mapois.

Yepes peectp

1. Ilepeiinute Ha ycTpOiicTBO, HAa KOTOpOM ycTaHOBIeHB Moxyan RDP Windows Logon n Windows Logon.
2. OTKpo#TEe penaKTop peecTpa.

3. Otkpotite pazaen Komneiorep\HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\Logon for

Windows.

4. Coznatite napamerp tuna DWORD c nmenem CredProvFilter M yCTaHOBUTE eMy 3HaueHHE 2.
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Indeed Windows Logon

Indeed Windows Logon (Windows Logon) npenocTaBiseT mojib30BaTelsim:

e JIOCTYI B OIIEPALIMOHHYIO CUCTEMY IO MAPOJII0 YUYETHON 3aIUCH;
e JIOCTYII B ONEPAIIMOHHYIO CUCTEMY C IPUMEHEHHEM JOCTYIHbBIX TEXHOJIOTHI ayTeHTH()HUKALIUHY;
e JIOCTYII K YJAJICHHOMY pabodeMy CTOJy C TPUMEHEHHUEM JIOCTYITHBIX TEXHOJIOTHH ayTeHTU(UKAIINY;

e JIOCTYTI B OTIEPAI[IOHHYIO CHCTEMY TI0 KEIINPOBAHHOMY ayTEHTH(HUKATOPY TIPH OTCYTCTBHHU cBsi3n ¢ Core Server.

Windows Logon mognepsxusaeT aByx(hakTopHYyIO ayTeHTH(HUKALINIO, CEPTU(HKATEI, OTHOPA30BEIC TTApoIH 1o SMS,

EKTPOHHOM TI0UTE.
B Windows Logon Bbl MOXKETE BBIOIHHUTH ay TEHTH()UKALHIO MO CICAYIOIINM ay TeHTU(UKATOPaM:

e Email OTP,
e Hardware OTP,
e Hardware TOTP,

o MoOwmibHOe npunoxkenue Indeed Key B pesxume oTIpaBKy 0ZHOPA30BbIX Haposiel 1 push-yBeJoMIICHUH ¢

MOATBEP)KACHUEM BXO/Ia,
¢ MFA Provider,

e Passcode,

e Secured TOTP,

e SMS OTP,

o Software TOTP,

e Storage SMS OTP,

o Windows Password.

Jlns1 6e30macHOCTH AAHHBIX IIPU OTCYTCTBHH MOJIB30BaTeIsI HA pabodeM Mecte Windows Logon mogaep:kuBaeT pyqHyIo
1 QBTOMATHYCCKYIO OJIOKUPOBKY paboueli CTaHIMU — IPH M3BICUCHUH YCTPOHCTBA ayTEHTH(OHKALUN W
BKJIIOYCHUH DKpaHHOMU 3actaBku. HezaBHCHMO OT crioco6a OIOKMPOBKY TSl pa30noKUpoBaHust paboyeil CTaHIMK Beeraa

TpedyeTcst MOBTOPHOE MOJTBEPIKACHUE JIMYHOCTH MOIH30BATEsI C TOMOIIBIO ayTeHTH(HKATOpA.

YacTo 3amaBaeMbie Borpockl o pabore Windows Logon

[TpensapuresbHass HACTPOMKA

UYroOsr ucrions3obath Windows Logon st BXoza B CHCTEMY:

1. YcranoBute u HacTpoiite Moayns Windows Logon.
2. 3apeructpupyiTe JuLeH3u0 Moayis B Management Console.

3. YcTaHOBUTE U HACTPOITE MPOBaiiiepbl ayTeHTU(DHUKALIUY.
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Boiitu B cuctemy no ayTeHTU(HUKATOPY U YIPABIATH ayTEHTH(PHUKATOPaMU MOYKHO TOJIBKO MPH Pa3pelieHUH, BBIJAHHOM

AIMHUHHUCTPATOPOM CHUCTEMBIL.

YCcTaHOBUTH

1. 3amycrure aiin Ui yCTaHOBKH, PACIONIOKEHHBIN 110 Ty TH \windows\modules\windows-logon.

2. ITocne 3aBCPUICHNSA YCTAHOBKH KOMIIOHCHTA HY>KHO IIEPE3arpy3uTb CUCTEMY. B okne MacTepa YCTaHOBKHU

HakMuTe Jla, 4ToObI BBIIOJIHUTD NIepe3arpysKy cpasy, uin Her, 4ToObl clienarh 3TO MM031HEEe BPYUHYIO.

() NPUMEYAHME

PazBepayts Windows Logon Ha pabounx CTaHLIUAX MOJIb30BaTeNel B aBTOMATHUECKOM PEKUME MOXKHO C
MOMOIIBI0 MEXaHU3Ma IPyNHOBBIX MOTUTHK (Microsoft Group Policy) niu mo060ro Ipyroro HHCTpyMEHTa,
KOTOPBIH MO3BOJISIET MACCOBO PACIIPOCTPaHATh U ycTaHaBnuBaTh MSI-niakeTsl Ha pabodne CTaHIUH

noJnb3oBarenei (Hanpumep, Microsoft System Center Configuration Manager).

Hacrpouts
Hacrtpouts Windows Logon MOXXHO uepe3 peflakTop peecTpa WM C IIOMOIIbIO TPYIIIOBBIX MMOJIUTHK.

[Mpu 5TOM HACTPOUKH Yepe3 rPYIIIOBBIC MOIUTHKY OYIyT MIPUOPUTETHEE HACTPOCK, 33JAHHBIX YePEe3 PEECTP BPYUHYIO.
ITocMOTpETh HACTPONKH IPYIIIIOBBIX IOJUTHK B PEECTPE MOKHO TIO
nytd HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\SrvLocator?2.

[TogpoGHee o TpyNMMOBBIX MOTUTHKAX MOAYIs — B pazaene Windows Logon.

Yepe3 peectp

1. Otkpoiite penaktop peectpa Windows.
2. llepetinute B pasnen HKEY LOCAL MACHINE\SOFTWARE\Indeed-ID\SrvLocator?.
3. OTkpoiiTe cBOHCTBA CTPOKOBOTO mapamerpa ServerUrlBase.

4. B none 3nauenue ykaxute URL Bamiero Core Server B hopmare http(s)://nonnoe_dns _ums_cepsepa/am/core.

() TNPUMEYAHHE

[Tpu ucnons3oBanuu coequaeHus o nporokony HTTPS ycrtaHoOBUTE KIMEHTCKUI CepTUPHUKAT Ha

kax el Core Server.
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Yepes GPO

(D) DPHMEYAHME

[1a610HBI TPYMITOBBIX TOIUTHK PACIIONIOKEHBI B Tatike \windows\misc\ADMX Templates.

1. dob6aswre nonutuky IndeedID.ServerUrl.admx na yctpoiictBo ¢ ycranosieHHbIM Indeed AM Windows
Logon.

2. Otkpoiire pegaktop GPO.

3. Otkpoiite pasnen Kondurypaims kommnporepa — AJMUHUCTpaTHBHBIE madnmonbl — Indeed ID —

ClientConnection.
4. Bxorrounte nmonuTKy HacTpoiiky MOAKITIOUeHHsI K CEpBEPY .

5. B mone URL-anpec AM cepsepa ykaxure agpec Bamero Core Server B popmare http(s)://

nonnoe_dns_umsi_cepeepa/am/core.
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A Hactpolikn NogrntoqeHns K cepeepy O x

E} HacTpofkn nogkaioyeHs K cepeepy
MpeasayWUA NapaMeTp Creayrowmii napameTp

() He sanaHo KonmmerTapuia:

(®) BraroueHo

(") OrkaroueHo
TpeboBanus K BEPCUN | Mo ymka mosker npumedateca Ana Indeed Access Manager 8.0 m Bonee
NO3AHNX EEPCU
Mapamerpe: Cnpaeka:

URL-aapec AM cepeepa: MonuTuka NO3BCAAET 3343Th HACTPORKK NogKNoYeHnA K Indeed

AM cepeepy.

|httpk:ﬂdc.indeed-id.Iu:ucaIz‘am.fcoref ‘ URL-agpec ana noaRntoqeHna K CEpBEPY 33J3ETCA B CELYHILLIEM
dopmare: http(s)//nonnoe_dns_nmA_cepeepa/easerver

[] WrHcpupceate cwnikn cepTudukara: "easerver’ - UMA BEB NPUACHKEHHWA NO YMOAYaHWH)

Mpumep: https:/famserv.indeed-id.local/easerver
Mepuoa yasp#aHus cbbekta ceccum (c):
= Mepuog yaep#aHua 0BBEKTa CECCHM - NEPNOS YAEDHAHNA
180000 = 0BbeKTa CECCMM ANA NOETOPHOMD WCMNOABI0EAHUA NPK
KpPaTKOBPEMEHHBIX Pa3pEIBEaX NOLKAHIYEH WS,

OrmeHa MpumernTe

I[OHOHHPIT@JII)HBIC BO3MOXHOCTHU
JononauTensHple Bo3MokHOCTH Windows Logon:

e CaMocCTosTeNnbHas pErUCTpalys U YIPABICHHUs ayTeHTU(PHUKATOPAMHU C TOMOLIBIO YTHIIUTHI yIIPABICHHUS.
o [enepauus ciay4aiiHOro maposis AJisl monbs3oBatens B Active Directory.

o Oynxnns Indeed AM Paste, kKoTopast TO3BOJIICT aBTOMATHIECKHN TTOJICTABUTH ITAPOJIh B CKPBITOM BUJIE ITPU

Ha)XaTHH ONPe/IeICHHON KOMOHHAIIUH KIIABHUIII.
o OpHOBpeMmeHHas padora moayis ¢ Indeed RDP Windows Logon.

e Ayrentuduxauus cpenctsamu Indeed AM npu 3anmycke NpuiaoKeHHst OT UMEHH aIMHUHUACTPATOpa.
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I1epBbii1 BXO/I B CUCTEMY

Ecmu Y NOJIB30BATEJIA HET 3apETUCTPUPOBAHHBIX a}’TeHTI/I(i)I/IKaTOPOB, JUIA IEPBOTO BXOAAa B CUCTEMY HYXKHO

HCIIOIB30BaTh JIOMCHHBIN napoJib.

Ecnu nmonmp3oBatento pa3penieHo perucTpiupoBaTh ayTeHTH(GHUKATOPEI, TO TIPH BXOJIE B CUCTEMY 3anycTurcs Macmep

nepeo2o 6x00a M MPEIUIOKUT 3aPETUCTPUPOBATH MEPBhIN ayTEHTH()HUKATOD.

INDEED@

YnpaBneHne ayTeHTUdUKaTopamu

Hobpo noxanoeats!

Hrofkl HAYaTE MCNONL30BATE YA00HENIT W HAaAewHEI cnocol gocTyna k pabodemy cTony
Windows w nporpammam, HeoBxogumo 3apercTpupoeate Baw nepewii ayTeHTndMKaTop.

BriDepuTe TeXHONOMMID ayTEHTU(KMKELIMI.
[Napons Passcode =

(Passcode)

CmapT-Kkapta nnn USB-knwy =
(Cmapr-kapta unn USB-knwou)

JaBeplnTh

MO’KHO 3aperucTpupoBaTh ayTeHTH()UKATOp cpa3y WM Mo3/AHee B J1000€e yao0HOe BpeMsl.

e YTOOBI 3apeTUCTPUPOBATH AyTEHTU(HUKATOP, B OKHE YIPaBICHUE ayTCHTU(PHUKATOPAMHU BEIOCPHUTE OJMH W3

JOCTYITHBIX CIIOCOOOB ayTEHTH(HUKAIIIH.

e UYroObl BOWTH B cHCTEeMy 0€3 periucTpaiuy ayTeHTU(PUKATOpa, HAKMHUTE 3aBepiinTh. B aToM cityuae Macmep
nepeoco 6xo0a OyneT 0TOOpaXKaThCs MPH KaxIOM CIIEIYIOLIEM BXOJE B CUCTEMY J0 PErUCTPaLl IEPBOTO

ayTeHTH(HUKATOPA.

Ecnu Ha paboueii ctanuuu He 0OHapY>KeHBI TPOBAICPHI ay TeHTU(UKALINH, 3aPETUCTPUPOBATH Ay TCHTU(PHUKATOPHI
Oyzet HeBO3MOXKHO. OTOOpasuTCs OMMOKa B cucmeme He OOHAPYICEHO HU 0OOHO20 NPOBALIOEpa AymMeHMUDUKAyUU.

Heobxooumo ycmanosums npogaiioep u nOGMOPHO 8bINOIHUMb HACMPOUKY 3AUWULEHHO20 6X00d 8 CUCHIEM).

Ecnu y mone3oBarens Hactpoena ayreHTudukanus mo SMS OTP unu Email OTP, To BXoa cucremMy OyzneT BBIIOJIHEH 110

HAaCTPOECHHOMY ayTEHTHU(PHUKATOPY, ITOCIIE Yero MOSBUTCS COOOLIEHHE O PACCUHXPOHU3AIIUHU TTAPOJIs.
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3aperucTpupoBaTh MEPBbIA ayTeHTU(DUKATOP

YToOBbI 3aperucTprupoBarTh MepBbIi ayTeHTU(UKATOP:

1. B oxne macTepa BIOepuTe criocod ayTeHTH(GUKannu. B okHe MacTepa 0ToOpaxaloTcs yCTaHOBICHHEIC

ayTeHTU(PUKATOPbI, KOTOPbIE BKIIIOUEHbI B cBoiicTBax Windows Logon B kapTOUKe IOJIUTHKH.

2. BeimonHuTe He0OX0AUMBIE ICHCTBHS, CIeIys TTOICKa3KkaM B OKHE YTpaBiieHHe ayTeHTH(pHUKaTopaMu. BHemHui

BUJI OKHA W JICHCTBHUS 3aBUCST OT BBIOPAHHOTO CIIOCO0a ay TeHTU(HKAIINY.

Ecnu BBl XOTHUTE BEPHYTHCA Ha MIPEABLIYIIYIO CTPAHUILY U U3MEHUTh HACTPOWKU WIIM BBIOpATh APYroi crocod

BX0/1a, HA)KMUTE BepHyThCsl.

3. [Tocne perucrpanny ayTeHTH(HUKATOpa B OKHE YTIpaBICHUE ayTCHTH(PHUKATOPAMHU 0TOOpaskaeTcsi cOOOIeHne
Hoevui aymenmughuxamop ycnewno o6yuen. MoxHo 106aBUTh IPOU3BOJIBHBIN TEKCTOBBII KOMMEHTapUH K

3aperucTpUPOBAHHOMY ayTEHTH()UKATOPY, €CIIU TaHHOE JEHCTBUE pa3pelieHo aIMUHUCTPATOPOM CUCTEMBI.

YTOoObI 3aBEPIIUTE PETUCTPALINIO AyTCHTU(HUKATOPA, HAXMUTE COXPAHUTS.

INDEED@

YnpaBneHue ayteHTUdMKaTopamm

Hoeeill ayTeHTU(QUKATOD yCNELWHD 0by4YeH

Bce roToBo ANA pEruCTpauMi ayTeHTH{MKATOpa B CUCTEME.
Meped coXpaHeHMEM Bbl MOXKETE 38aTh KOMMEHTAPWI
K ayTeHTHdMKAaTopY:

CoxpaHuTe

JaBeplwnTE

Tum 3aperucTpupoBaHHOrO ayTeHTU(UKATOpa 1 KOMMEHTapUi K HEMY 0TOOpa3ATCs B OKHE YIpaBleHHE

ayTeHTU(PHUKATOPAMHU.

4. Ecmm JUTA TTOJIB30BATEIII0 paspeuIeHO I[O6aBJ'I€HI/IC HCCKOJIBKHX aYTeHTI/I(i)I/IKaTopOB, MOXXHO Hepef/'ITI/I K X
perucrpaunnu, HaxaB I[O68.BI/ITL Croco0 BXozda. B 3aBUCMMOCTH OT BbIJIaHHBIX pa3pemeHm"4, MOXHO TaKXKC

WU3MEHUTBH, IPOBEPUTH WM YIAIUTh 3apETUCTPUPOBAHHBIN ayTeHTU(UKATOP.
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IChuser INDEED @
YnpaBneHue ayTeHTUdpUKaTopamu
CRapT-KkapTa MaW USBE-knioy
rutoken
+ MNofaewTe cnocob Bxoaa AaBEPLIWMTE

[Ipu crnenyromem BxoJe B cUCTEMY OyA€T IOCTYIEH CIIOCO0 BXOJa M0 3aperucTpUpOBaHHOMY ayTeHTH(UKATOPY.
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Bxox B cuctemy o ayTeHTHU(UKATOPY

DTOT crocod BXOoAa JOCTYIICH TOJIBKO €CIIN:

e BBI SIBJISICTECH JIUIICH3UPOBAHHBIM TOJIb30BaTesieM Indeed AM,
e JIJIs Ballled YUETHOM 3amucy pa3perieHa perucTpaius ayTeHTu(UKaTopoB,

® BBl YK€ 3apETUCTPUPOBAIN XOTs ObI OJTMH ayTEHTH(HUKATOP.
UTOoObBI BOUTH B CHCTEMY:

1. Ioce 3arpy3ku OrepaluoHHON CHCTEMBI BRIOCPUTE HY)KHOTO MOJIh30BaTEIIsI.

2.B OTKPBIBIIEMCS OKHE Bxon B Windows OT06paSI/ITC${ WM TIOJIB30BATEJIsA, BBIMIOJHABLIICTO BXOJA B CUCTEMY

IOCICIHUM U PICHOJ'IB3yCMI:II>1 HM CII0CO0 BXoJa.

Bxop B Windows 'NDEED@

user (lCwser)

BeeawTe cBOA Napone Wyindows

| Bxon

CMEHWTL Ccnocob Bxoaa

OTrEHS

Ecnu BBI XOTHTE CMEHHUTD IIOJIB30BATECIIA, HAXKMUTEC OTMmeHa u BI>I6epI/ITC YUETHYIO 3allMCh HY>KHOT'O ITOJIL30BATEJIA.

Ecam BBI X0THTE BEIOpATh ApyToii crocob Bxona, HaxMnuTe CMEHHUTH crtoco0 BXoa U BEIOEPHUTE OMH U3 COCO00B

BX0/1a, COOTBETCTBYIOLIUH 3aperucTpUpOBaHHOMY ayTeHTH(UKATOPY.

3. [Tocie BBIOOpa crioco6a Bxojia CIeAYHUTe MO/ICKa3KkaM B OKHE ayTeHTH(UKanuu. BHemHui Bua okHa

ayTeHTU(HUKAUKN U TpeOyemble ISHCTBUS 3aBUCAT OT BRIOPAHHOTO THIIA Ay TeHTU(UKATOPA.
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PaccuHxponuzanys mapojs

B psizne ciaydyaeB MOKET IPOU3OUTH pacCUHXPOHU3ALMS TTapOIIs:

o Eciu noMeHHbIH mapoib cOpoIIeH aJJMUHUCTPATOPOM CUCTEMBI, a Y MOJIB30BaTeNs 3apErUCTPUPOBAH XOTS OBl
OJIMH 3apETHCTPUPOBAHHBIN ayTCHTH(OUKATOP.

o Ecim npu 3ampoce Ha U3MEHEHHE NapoJist HenoctyreH Hu oguH Core Server, HO IOCTYIIEH XOTs ObI OJTUH
KOHTpOIUIep goMeHa. B aToM ciydae otoOpaskaercs coobmenne Quiubra ceasu ¢ cepsepom. Cepgep He HAllOeH.
Ecnu Bol npoodonoicume, npousotioem paccunxpoHu3ayusi napois.

o [Ipu nepBOM BXOZI€ B CHCTEMY, €CJIM AJIS MONB30BaTeNsl HacTpoeHa ayreHTuukanus no SMS OTP unu Email
OTP.

3TO IPOUCXOAUT, KOTJIa HOBBIH MapoJib HEBO3MOXKHO CHHXPOHHM3UPOBATh ¢ 0a3oi naHHbIX Core Server.

RISET

Ownbka Npy BXOAE B CUCTEMY. [POM30LLIAE HELUTETHAA CUTYaLMA: PACCMHXPOHU3aUMA Napona.
[na ncnpasnedna npo6nembl BEEAWTE Napoib, YETAHOBAEHHBIM CUCTEMHBLIM SAMUHUCTRETOPOM MAW obpaTyuTecs K

aaMuHucTpatopy Indeed-Id.

Uto0Obl CUHXPOHU3UPOBATh APOJIb:
1. B okHe ¢ npenynpexieHueM o paccuHxpoHn3zaunn Haxmure OK.
2. BBenuTe HOBBIN MapoIb.

Ecimm paCcCUHXpOHU3alWA IMIPOU30IIIa U3-3a HEAOCTYITHOCTHU Core SCI'VCI', BBIIIOJIHUTEC 5THU HeﬁCTBHﬂ, Koriaa

JIOCTYIICH XOTsI ObI OJTUH CEPBED.

AxTyanbHbIi aposb u3 Active Directory cuHXpoHH3HpYeTCs ¢ maposieM B 0a3e nanHbix Core Server. [locne ycneniHoi

CUHXPOHU3AIUN 6y216T BBIIIOJIHEH BXO/] B CUCTEMY.
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JIoCTyT K yIaJlEeHHOMY pado4eMy CTOITY

Jnst nocTyma K yaaJeHHOMY pabodeMy CTOITY TI0 ayTeHTH(HKATOpy TpeOyroTes:

e crannaprtHas yruwiuta Windows I[looxkaouenue k yoarenHomy pabouemy cmony (mstsc.exe/Remote Desktop) Ha

YCTPOKCTBE, C KOTOPOTO MTPOUCXOJUT MOAKIIOUEHHE (TEPMUHAIIBHBIN KITUECHT);

e wmoxyns Indeed AM Windows Logon, ycTaHOBICHHEIH Ha YCTPOHCTBE, K KOTOPOMY TpeOyeTcs YIaICHHBIN JOCTYI

(TepMUHAIILHBIN cepBep);

e COOTBETCTBYIOLIMH NMpoOBaiiiep ayTeHTHU(PHUKALUK, YCTAaHOBIEHHBIN Ha YCTPOMCTBE, K KOTOPOMY TpeOyeTcs

yIaJCHHBINA TOCTYII,

o mpu ucnonszoBanuu Hardware OTP Provider anmapatHoe ycTpoiicTBO ayTeHTH()HUKAIIUH, TTOAKIIOUEHHOE K

YCTPOUCTBY, C KOTOPOTO MPOUCXOIUT MOKITIOUYCHUE;

e OTKIIIOUCHHAS ayTEHTH(UKAIMS Ha CETEBOM YPOBHE Ha yCTPOHUCTBE, K KOTOPOMY TpeOyeTcsl MOTyIUTh JOCTYII.
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¥ Kak oTKJII0YHNTH ayTeHanmKaunm Ha C€T€BOM YPOBHE

Yepes GPO

1. Otkpoiite pegaxtop GPO.

2. Otkpoiite pa3nen Konpuryparys koMibpoTepa — AIMHHUCTPATHBHBIC MA0TOHBI — KOMITOHEHTBI
Windows — City»O0bI yaleHHBIX pabodnX CTOJIOB — Y3€J1 CEaHCOB Y/IaJIeHHBIX pa00YUX CTOIOB —

Be3onacHocTs.

3. OtkmounTte NONMUTUKY TpedoBaTh MPOBEPKY MOTMHHOCTH TIOJIB30BATEIIS JIJIs YAAJICHHBIX ITOIKIFOYCHUN

IIyTEM IPOBEPKU MOAJTMHHOCTHU Ha YPOBHE CECTH.
4. Bxirounre TMOJINTHUKY YcTaHOBUTH YPOBCHb HII/I(i)pOBaHI/IH JUIA KIIMCHTCKUX HOZ[KJ'IIOLICHI/II‘/’I.

5. B mapamMeTrpax NOJIUTUKH [ HACTPOHKK YpOBEHb MU(PPOBAHUS BHIOEpUTE 3HaUCHUE BhICOKHIA

YPOBEHb.

6. Bxurounrte nmonutuky TpeboBarhk HCIIOIb30BAHKS CHIEHMATBHOTO YPOBHS 0€30MaCHOCTH ISl YIaJIeHHBIX

MTOJKIIFOYEHUH 110 TpoToKoiry RDP.

7. B mapaMeTpax NOJIUTHKH IS HACTPONKK YPOBEHb 0€30MacHOCTH BhIOepuTe 3HadeHne RDP.

Yepes peectp

1. OTkpoiiTe pegakTop peecrpa.

2. Otkpoiite pa3aen Komnsrorep\HKEY LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Windows

NT\Terminal Services.
3. lns mapametpa UserAuthentication tuna DWORD ycranoBute 3HaueHue (.
4. Jlna mapamerpa MinEncryptionLevel tuma DWORD ycraHOBUTE 3Ha4eHHE 3.

5. lna mapamerpa SecuritylLayer tuma DWORD ycranoBute 3Ha4eHHE ().

/\ TNPELYIPEXIEHUE

Ecmu Ayrentudukamus Ha cereBoM ypoBHe (Network Level Authentication, NLA) oTkiII04eHa, CHIDKAEeTCS
ypoBeHb 6e3onacHoCTH. I109TOMY A1 IOAKIIOYEHNUS K yIaJIeHHOMY pabodeMy CTOITy PEKOMEHITYeTCsI

ncronbp30Bark Moy RDP Windows Logon.

UtoOBI NOAKIIOUUTHCA K YIAIEHHOMY paboueMy CTOY 1O ayTeHTH(UKATOPY:

1. 3amycrure [NogkioueHue K yaaJieHHOMY pabodeMy CTOJy.
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2. BeenuTe UMst UM aJpec yCTPOMCTBa, K KOTOPOMY HYKHO MOJYUUTh TOCTYI, U HaXMuTe [1oqKII0unTS.
3. B okne bezonacHocts Windows BBeAUTE Mapoiib YYETHON 3aMUCH U JOKAUTECH MTOIKITIOYCHUSI.

4. B otobpazusmemcst okHe Bxon B Windows BEIOepHTE yUeTHYIO 3aIiCh, CII0c00 BXOa (THI ayTeHTH(HKATOpa) I

poiauTe ayTeHTH()UKALUIO.

(D) DPHMEYAHME

Ecnu 1 yueTHOM 3anicy He BKIIIOUEHA FeHepalysl CIy4aiiHOro napoJsisi, MOXHO MOIYYUTh AOCTYI K yAAJEHHOMY

pabouyeMy CTOJIy 110 JOMEHHOMY MapoJIo.

YTtoObI IIpY MOAKIIOYCHUH K YIAJICHHOMY pa60quy CTOJIy HE 3alpallIMBAJIMCh JIOTUH U ITAPOJIb IMOJIB30BaTEIIA, HYKHO
HU3MCHUTBH CUCTCMHBIC HaCTpOfIKI/I. Hoz(po6Hee — B ctatbe OTKITIOUEHHE 3amnpoca JIOruHa 1 napojisd Ha CTOPOHE

TEPMUHAJIIBHOI'O KIIMCHTA.
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OnuroHaIbHBIE HACTPOUKH

C momompro Windows Logon BbI MoXxeTe:
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¥ BriII0OYHTH reHepaluio cay4aiiHoro napoJis

[Ipu ucnonszoBanun Moyt Windows Logon MOXKHO 3a1aTh FeHEpaLMIo CIIy4aifHOTo MapoJis Ul MOJIb30BaTes
B Active Directory. J{yist paboTsl 3T0O# HaCTPOWKH B CBOMCTBaX roJib3oBarelisi B Active Directory oTkitounte

onuuy 3arpeTuTh CMEHY NapoJisi mojb3oBaresst 1 Cpok IeHCTBUS Maposisl HE OTpaHUyEH.

Cry4aiiHbIil TapoJib AJ1s1 y4ETHOH 3anucu OyAeT CreHepupoBaH 110 HCTEUEHUH CPOKa JIeHCTBUS TEKYILEro napoJis.
Ecnu 1 yueTHOM 3anicu ObUT CreHepUPOBaH CIy4alHbIN apolib, TO CIEAYIOMINI BXO/ B CHCTEMY BO3MOXEH

TOJIBKO C MCIIOJIB30BaHUEM ayTEHTH(PHKATOPA.

YToObI BKIIFOUUTH TEHEPAIHIO CITy4aiHOTO MapoJis:

1. Ha 6okoBoii manenn Management Console nepeiiaure B paznen [Tomutuku.

2. OTKpoiiTe HYKHYIO MTOTUTHKY.

3. Ha Bknanke [punoxenust Haxxmure Windows Logon.

4. Nns vactpoiiku [lapons ydeTHoit 3anucu Active Directory BeiOepute I'eHepupoBaTh c1y4aiiHbIH.

5. Haxxmure CoxpaHUTb.

HaponH JUISI BCEX T0JIb30BaTes I B JAHHOM ITOJIUTHUKE 6y,ZLYT HU3MCHCHBI, €CJIN 3TO HC MPOTUBOPECUUT UX

cBoiictBaM B Active Directory.

B xypnane cobsrtuit Management Console otoopasurcst coosrtre /091 [lapons mons30Barests ObIT yCHEITHO
cMmeHeH aBTomatndecku. [lons3oBaTenn CMOTYT BOUTHU B CHUCTEMY TOJILKO C TIOMOIIBIO )IO6aBJ'ICHHBIX

ayTeHTU(PUKATOPOB, HE UCHOJIb3YsI JOMEHHBIN IapOb.

Ecnu y nonp3oBarens HET 3aperHCTPUPOBAHHBIX AyTEHTU(HUKATOPOB, TO IPH MEPBOM BXOAE B CUCTEMY IIOCTE
BBOJ[a JIOMEHHOTO NTAPOJIst OTKPOCTCS YTHIINTA YIPABICHUS ayTeHTH(OUKATOPAMH U TIPEUTOKHT 3apETHCTPUPOBATh

NIEPBBIH ayTEHTUPUKATOP.
INocne peructpaiyu ayTeHTU(GUKATOPA TPOUCXOUT TEHEPAIUs U CMEHA Mapois MOJIb30BaTeIsl.

Ecan moMeHHBIH aposb U3MEHEH aJMIHICTPATOPOM, TIPH BXOZIE B CHCTEMY MOSIBUTCSI COOOIIEHHE O
paccunxponusanuu napois. Haxxmure OK u BBequTe naposns, 3aganHblil anMuHucTparopoM. Iocie storo napons

6y2lCT aBTOMAaTH4YC€CKH U3MCHCH.

() HMHOOPMALUSA

Ecnu aiist yueTHOH 3aImicy pa3perieHo KeIMpOBaHue ayTeHTH(HUKATOPOB, TO IPH MOCICAYIOMEM BXOE B
cUCcTeMy N0 ayTeHTH(UKATOpy OyAeT BBHIIIOIHEHO COXPaHEHHE JaHHBIX B JIOKAIBHYIO AMATh KOMIIBIOTEPA.
Torna mpu oTcyTcTBHU NoAKIOueHHs K Core Server BOUTH B CHCTEMY MOXKHO Oy/I€T ¢ TOMOIIBIO

KCIMUPOBAHHBIX JAHHBIX ayTeHTI/I(bI/IKaTopa.
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¥ Ecau ajs1 nojib3oBaTeisi BKJIIOYEHO TpeﬁOBaHl/le Ha CMEHY mapoJist

Ecnu B cBolicTBax nonp3osarens B Active Directory BkiIroueHO TpeOOBaHHE Ha CMEHY JIOMEHHOI'0 [1aposist U
paspeleHa reuepanus ciay4aiHoro mapois, TO IPU CIEAYIOIel ayTeHTU(DHUKALUN ¢ TOMOIIBIO TEXHOIOTUU

Indeed OGyner cremepupoBaH ciay4aiiHbli maposb. [Ipu 3ToM 0T0Opa3uTcs coodIIeHHe 00 YCTIeUTHOM

ABTOMATUYECKOM CMEHE MapOJIs.

CeoiicTea: user ? x

Ynen rpynn Bxoprwwe seoHin  Cpega  Ceanckl  YnanenHoe ynmpaeneHwe
Mpoguns cryxd yaaneHHs: pafout: CToNoE COM+
Ofwwme Agpec  YYeTHEA 3@amict  [pogwine  TenedoHsl  OpraHWsauma

HM:FI EXD03 NONeS0EaTENA:

|user | @iid local ~

Mrma exopa nonszoeatena [Mpeg-Windows 2000):
|IID\ | ||.|ser

Bpema exona... BxooHa...

[]iPastnokvposate yueTHyo sammcs |

[NapaMeTpe! yYeTHOA SENMCK:

TpefoBaTte CMeHbl NaponsA NpW CNEOYIOULIEM BXOOE B cuoTemy ™
2anpeTMTs CMEHY NaponA NoNsS0EaTENEM

[] Cpok neficTswa napons He orpaHvdeH

[] ¥parums naponk, vcnonssya ofpamMos WMpoEaHUE w

Cpok geficTEWMA YYeTHOR Samicu
(®) Hiworga

() MeTexaeT: 30 ceqTabpa 2020,

Cmena MpHUMEHHTE Cnpaeka
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aCTPOMTHL AaBTOMATHYECKYI0 IOJACTAHOBKY CKPBLITOro napoJis ¢ nomoubio Indee aste
YH Indeed AM Past

Korna i Bxona B ipuitoxkeHue TpedyeTcs BBECTH Mapoiib, MOXKHO CeIaTh 3T0 0€30IaCHO € MOMOILBIO (YHKIUH
Indeed AM Paste. OHa mo3BoseT aBTOMaTHYECKU MOACTABIATH CKPBITBIN MapoJib B 10JIE BBOJA, UCIOIb3YS

omnpeieNeHHY0 kKoMOuHanuto kinasuil. [To ymonuanuto ato /[CTRL] + [ALT] + [V].

Bruttounts 1 otkirounth GyHKImo Indeed AM Paste moxxHo B npuniokenun Indeed-1d Paste Tool. st aToro:

1. HasxxmuTe npaBoil KHOIKOWM MBIIITN B : o6nactu yBenomiieHuit Windows.

2. BeiOepuTte HyKHBII IYHKT KOHTEKCTHOTO MEHIO:

e Paspemmnts Indeed-Id Paste, 4T0OBI BKIFOYUTE MM OTKIIOUUTH QYHKINIO. DYHKIUS 10 YMOIYaHUIO

BKJIIOUCHA.

e 3amyckaTh npu 3arpyske, utoosl Indeed-1d Paste Tool 3amyckanace npu 3arpyske Windows. Jta HacTpoiika

10 YMOJIYaHWIO BKIIFOYCHA.

e Brixon.

UroObl MOACTABUTH NAPOJIb B CKPHITOM BUE:

1. B okHe npuiIoXeHus1 yCTaHOBUTE KypCcop B TI0JI€ BBOAA MAPOIISL.
2. HasxxmuTe KOMOWHAIINIO KITABHIII IS TIOJICTAHOBKH TTAPOJISL.

3. Otkpoercs okHO AyTteHTH(uKanus. [TonTBepaAnTE CBOIO TUYHOCTH JIFOOBIM JOCTYITHBIM CIIOCOOOM.

[Nocne ycnenHo# ayTeHTU(HUKALUH B 110JI€ BBOJA 0TOOPaXKaeTCsl CKPBITBIN Mapob.
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¥ Hactponts ogHoBpemennylo padoty ¢ Indeed RDP Windows Logon

Ecm momymun Windows Logon u RDP Windows Logon ycTaHOBIIEHBI Ha OTHOM YCTPOMCTBE, HACTPOUTE

nonutuky st Windows Logon.

Yepesz GPO

1. [lepeiimuTe Ha yCTPOUCTBO, HA KOTOPOM ycTaHoBIeHBI Moy RDP Windows Logon u Windows

Logon.
2. Otkpoiite pegaktop GPO.

3. Otkpoiite pa3nen Konpurypanus komrbroTepa — AJMHHUCTpaTHBHBIE madinonsl — Indeed ID —

Windows Logon.
4. Bximounte nonutuky Hacrpoiiku Credential Provider.

5. ns mapamerpa OtoOpakeHre crioco0oB Bxoaa BbiOepuTe 3HaueHue Bee, kpome mapouts.

Yepes peectp

1. IlepefinnTe Ha YCTPOHCTBO, HA KOTOPOM ycTaHOBIeHB! Moayar RDP Windows Logon m Windows

Logon.
2. OTKpoiiTe peaaKTop peecTpa.

3. Otkpoiite paznen Komnbrorep\HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\Logon for

Windows.

4. Coznaiite napamerp tuna DWORD c nmenem CredProvFilter ¥ yCTaHOBUTE eMy 3HaueHHE 2.

183



¥ Hcnoap3oBaTh ayTeHTHPUKANMIO MPH 3aMyCKe 0T HMEHH aIMUHUCTPaTopa

Ha yctpoiictBax non ynpasienuem Windows 7 moaysiap Windows Logon BBITIOJHSET 3apoc Ha ayTCHTH(QHUKAITUIO
IIPU UCIIOJIb30BAHUH KOMaH bl 3allyCK OT UIMEHH agMuHucTparopa. [locie 3amycka 3Tol KOMaHabl 0TOOpaXkaeTcs
JaJior BEIOOpa y4eTHOH 3amucH, 3aTeM oKHO AyTeHTudukanus cuctemsl Indeed AM. B 3aBucuMocTr OT Bepcun

OTICPAIIOHHOI CHCTEMBI OKHO BBIOOpPA YUCTHON 3aITUCH MOXKECT HMETh Pa3HBIH BUII.

AyTeHTudpunkayma kesso 0

= BeeguTe MMA NONB30EATENA

[MonezoeaTent:

Hamen: COMPARY - Nanee

Ern COTmeHa
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YTuinra ynpaBieHus ayTeHTH(PUKaTOpaMu

/\ BAXHO!

YTunura ynpapieHus ayTeHTH(UKaTopaMu padoTaeT TOJIBKO B clieHapusax ¢ Moayiem Windows Logon.

VTunura YCTaHaBJINBACTCA aBTOMATHYCCKHU ITPU YCTAHOBKE 3TUX MO,HYJTeﬁ.

BrI MOKeTe ynpaBiaTh ayTeHTH(UKATOpAaMH C TOMOIIBI0 pritoxkenust Indeed AM Yipasnenne ayTeHTHHHUKATOpaMH.
JlaHHOE MPUIIOKEHHE TT03BOJISET OOABIATH HOBbIE ayTEHTU(HUKATOPBI, PEJAKTUPOBATh, IPOBEPATH U YIAIATH

CYILIECTBYIOLIHE.

() MNPUMEYAHME

BosmoxkHocTu YHpaBJICHUA a}’TeHTI/I(i)I/IKaTOpaMI/I JAOCTYIIHBI ITPU HAJIMYHUU PA3PCUHICHHS, YCTAHOBJIICHHOT'O

AIMHUHHUCTPATOPOM CHUCTEMBI.

I[J'IFI nepexoaa K yrnpaBjaCHUIO aYTeHTI/I(i)I/IKaTOPaMI/I BBITIOJIHUTE CIICAYHOIINEC JICHCTBUS:

1. Otkpotite npunoxenue Indeed AM Ynpasnenue ayrentudukaropamu ([Tyck—Indeed AM—Indeed AM

VYrpasieHue ayTeHTH()UKaTOpaMHu).

2. B oxne AyteHTuduKaius BRIOEpPUTE CBOIO YUETHYIO 3aliCh U criocol Bxosa (Tum ayrentudukaropa). [1o

YMOJTYaHUIO aBTOMAaTHYECKH BEIOMPACTCSI MTOCIIEHUI UCIIOIB30BAHHBIN CIIOCO0 BXO/IA.

() HMHOOPMALUSA

i BXoa B IpMIIOXKEHUE YIIPaBJIeHUE ayTeHTU(HUKATOPaMU CIIelyeT UCIONIb30BaTh paHee
3aperucTpUpOBaHHbIN ayTeHTUdHKaTOp. [Ipy HCnmoap30BaHIK TApoIst Ui IOCTYNA K IPUIIOKEHUIO OyIyT

HEIOCTYIMHBI ()YHKIIUN U3MEHEHUS, YAAJICHUS U JOOABICHHs ay TEHTH()UKATOPOB.

3. Beimonuute TpeOyemble JeiicTBUS (B 3aBUCHMOCTH OT BEIOPAHHOTO CIIOCO0a BXO/a).

() MNPUMEYAHME

BosMoxxHOCTH TOOaBIECHNUS, pEAAKTHPOBAHUS U YIAJICHUS ay TEHTH()HUKATOPOB TOCTYITHBI TIOCIIE
aBTOPH3AIMH C UCTIOIb30BaHUEM ayTeHTU(UKATOPa. BO3MOXKXHOCTH MPOBEPKHU ayTEHTU(HUKATOPOB AOCTYITHA
Kak T0CJIe aBTOPU3aIllH C HCIIOJIh30BaHHEM ayTeHTH(UKATOPA, TAK U MTOCIIE aBTOPH3ALIMH C UCTIONB30BaHUEM

apoJs.

4. Ilocrne ycrienrHo ayTeHTH(HUKAIIIN 0TOOpakaeTcsl OKHO YIIPaBJICHAE ayTCHTH(OHUKATOPAMH.



JloOaBneHre ayreHTH(PUKaTopa

/\ BAXHO!

[epen perucrpanueil ayTeHTUPUKATOPOB HEOOXOAUMO CO3JATh MOJUTHKY H PACIPOCTPAHUTH Ha IETEBBIX

TOJIL30BaTeIICH

KonmaecTBo ayTeHTH(HUKATOPOB, KOTOPOE BBl MOXKETE JOOABUTDH, YCTAHABIMBACTCS AAMUHHUCTPATOpOM cucTeMsl. [locie
JOCTIYKCHHST MAaKCHMAJIFHOTO KOJIMUECTBA ayTeHTH(UKATOpOB KHOMKa J[00aBUTE crtocod BXoaa B OKHE YIIpaBieHHEe

aYTeHTI/I(bHKaTOpaMI/I CTaHOBHUTCs HCAKTHMBHA.

s noGaBiieHNs ayTeHTU(PHUKATOPA BBIIIOJTHUTE CIESIYIOLIHE ACHCTBHS:

1. B oxne Ympasnenne ayreHTH(HKaTOpamMu HaxMuTe J[06aBUTh criocod Bxoxa

INDEED@

YnpaeneHue ayTeHTUdpMKaTopamu

=+ CMmapT-KapTa unn USB-knod
rutoken

HameruTe | OpoEepuTe

+ NubaewTe cnocob Bxona 23EEpWMTE

2. BeibepuTe TEXHOJIOTHIO ayTeHTU(UKALINH.
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INDEED@

YnpaeneHue ayTeHTUdpUKaTopamMmu

EribeprTe TEXHONOMMHD aYTeHTHDHKELKA;
Napone =
(Fasscode)

CMapT-kapTa iy USE-knoy =
(CmapT-kapta v LUSE-knmou)

& BepHyTeca S3BEpWMTE

3. CnenyiiTe MHCTPYKLUSM IO PETHCTPALUU ayTeHTU(HUKAaTOpa. BHEIIHMIA BUI OKHA U TEKCT MOACKA30K 3aBUCST OT

BBIOpAHHOTO THIA ayTeHTU(UKATOPA.

INDEED@

YnpaeneHne ayTeHTUdpUKaTopamm

EeeguTe cBOM Naponke

Mapone:
MoATEE PO EHME:
ey TR
& BepHyTeCA SAEEPWKTE

[Nocie ycnerHol peructpanuy ayTeHTH(GUKATOpa B OKHE YIIpaBICHHE ayTeHTH(HUKATOpAMH 0TOOpakaeTcst

coobtenue Hoswitli aymenmugpuxamop ycneuino ooyden.
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INDEED@

YnpaeneHue ayTeHTUdpUKaTopamMmu

— HoBelF ayTeHTHgMKaTop yonelwHo obydeH

Ece roToBo ONA PEMMCTRALMK 8YTEHTMIMKATORE B CHCTEME.
Mepen cOXpaHEHMEM BBl MOMETE 330aTe KOMMEHTAPM A
K ayTEHTHDHEATORY:

COxpaHdTe

& BepHyTeca S3BEpWMTE

4. Bbl MmoxeTe J00aBUTh MPOU3BOJIBHBIN TEKCTOBBIH KOMMEHTAPHUI K 3apPETUCTPUPOBAHHOMY ayTEHTH(PHUKATOPY
(ecru TaHHOE JICMCTBUE Pa3pelIeHO aIMUHUCTPATOPOM CUCTeMBI). JlIisl 3aBepIeHus perucTpanuu

ayTeHTI/I(bI/IKaTopa HaXXMHUTEC COXpaHI/ITB.

Turm 3aperucTpupoOBaHHOIO ayTeHTU(HUKATOpa U KOMMEHTapU K HEMy 0TOOpPaXkaloTCsl B OKHE YIpaBJIeHUe
ayreHTH(uKaTopamu. Eciu [uis Bamei yueTHOH 3anmucu paspeneHo 100aBlieHHe HECKOIbKUX ayTeHTH()HUKATOPOB, BbI

MOXETe MEePEeUTH K UX PErUCTPaliy, HakaB KHOIMKY Jl00aBUTh ayTeHTU(DUKATOP.

() HMHOOPMALWSA

[Ipu ucnonp30BaHKUM ONPEICTICHHBIX MOJEICH OHOMETPUUIECKUX YCTPOHCTB (HAIPUMEP CKAHEPOB OTIICYATKOB
nanbleB Digent [ZZIX FD 2000, FD/FM 1000) Bo3MO>XHBI OIIHOKY TPU PETUCTPALMU M PACIIO3HABAHUH
ayTeHTU(HKATOpPa, CBI3aHHBIC C YPOBHEM YyBCTBUTEIHHOCTH CKAaHEPA U MHIMBHyaTbHBIMUA 0COOSHHOCTSIMHU
YeJIoBeKa (TeMIleparypa Teja, YpOoBeHb BIaXKHOCTH KOJKH, CIIOCO0 IPHKIIAIBIBAHAS Manbia). Bo n3dexaHme Taknx

OIIOOK PEKOMEHAYETCs IPOBEPSTH ayTEeHTH(PUKATOp cpa3y Mocie perucTpalny.



[IpoBepka ayTeHTH(HUKATOpa

JI7st IpoBepKH ay TCHTU(PHUKATOPA BBITIOIHHUTE CICAYIONIHE ICHCTBIS:

1. B okHe YrpasneHue ayTeHTU(UKaTOpaMy BeIOepHUTe ayTeHTU(UKATOp 1 HaskMuTe [IpoBepuTh.

INDE=D @
YnpaeneHue ayTeHTUdpUKkaTopamm
= CmapT-KapTa unu USB-knwou
rUtDken .......................................
Mamerute | [Tposepure | Yaamume
Napois
pascode
+ NoGaenTe cnocob Exoaa SAEEPWKTE

2. Jlanee B okHe YIpaBlieHUE ayTEHTU(PUKATOPAMU OTOOPAYKAIOTCS HHCTPYKIIMU 110 PETUCTPALIMU ay TeHTU(UKATOPA.
BHenrHuit BUJ OKHA U TEKCT MOJICKA30K 3aBUCST OT BRIOPAHHOTO THUITA ayTeHTH(HKaTopa. BeimonmHuTe TpeOyeMbie

JICUCTBUS.
3. [Toce 3aBepilieHUs: TPOBEPKH B OKHE YIIpaBJICHUE ayTCHTU(UKATOPAMH OTOOPaKaeTCsi COOOIICHHE O pe3ysIbTaTe.

e Ecinm ayreHTH(UKATOPHI COBIAIAOT;
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INDEED@

YnpaeneHue ayTeHTUdMKaTOpamMn

g" AYTEHTMDKMKATOPE COBNALAHT

& BepHyTeCH SaBEOWKTE

e Ecnu ayrenTnuKaropsl He COBNAAAIOT;

INDEED@

YnpaefieHne ayTeHTudmnkatTopamMmm

A AYTEHTHDMKATOPE HE COENAaAaHT

+ BepHyTeCcA SAEEpWKTE

4. Ecriu ayTeHTU(UKATOPBI HE COBIAIAIOT, HAKMUTE BEpHYThCS M MOBTOPHUTE MPOLIEAYPY NPOBEPKH HITH 3aHOBO

o0yunuTe ayTeHTH(OUKATOP.

190



PenaktupoBaHue ayTeHTH(PUKATOpa

/\ BAXHO!

JoctynHble nedcTBUS:

e OTpeJaKTUPOBaTh (IIOBTOPHO 3apPErUCTPUPOBATh) ayTeHTU(DHUKATOD;

e W3MEHHTH TOJHEKO KOMMEHTApHH K ayTeHTH(UKATOPY (€CIIH 3TO AEHCTBHUE pa3pelIeHo aJMUHICTPATOPOM

CHUCTEMBI).

I[J'I}I PECAAKTUPOBAHUA a}’TeHTI/I(i)I/IKaTOPa BBITIOJIHUTE CICAYIOIINC JIeNCTBUS:

1. B okne YnpapneHue ayTeHTU(UKaTOpaMy BbIOepUTe ayTeHTU()UKATOp ¥ HAXXMUTE VI3MEHUTB.

INDEED@

YnpaeneHue ayTeHTUdpuUkatTopamm

= CmapT-KapTa unu USB-knwou
rutoken

HameruTe | OpoeepuTe
Hapone

pascode

+ NofGaeuTe cnocof Exoas SAEEPWKTE

2. BbINonHUTE OAHO U3 YKAa3aHHBIX JeHCTBUIL:

e YroOBI OTPEAAKTUPOBATH TOJIBKO KOMMEHTAPHUN K ayTEeHTU(HUKATOPY, BBEIUTE KOMMEHTapUii B

COOTBETCTBYIOIIEC IOJIC U HAXKMHUTE COXpaHI/ITB.
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INDEED@

YnpaeneHue ayTeHTUdMKaTOpamMn

Bl MOKETE MZMEHWTE KOMMEHTAPHA K Ay TEHTHRMKATOPY!

rutoken

COxpaHnTh

& HepHyTecA AaBEPUIWTE

e YroOBI MEepeiTH K pelakTHPOBAHHIO CaMOro ayTeHTU(HUKATOpa, HAKMUTE 3a1aTh 3aHOBO. Jlanee B OkHe
0TOOPA3ATCs MHCTPYKIMU 10 PErHCTPallK ayTeHTH(PHUKaTOpa. BHENTHNI BII OKHA M TEKCT TOICKA30K

3aBUCAT OT BEIOPAHHOTO THIIA ayTeHTH(HUKaTOpa. BeimonauTe TpedyeMble IeHCTBHS.

INDEED @
YnpaBneHne ayTeHTUMKaTopamu
=+ CmapT-KapTta unu USB-knovy
rutoken
MamteHuTe | Oposenuts | Yoanue
Hapons
pascode
+ Jo6aeuTh cnocof Bxoaa SaBEpWKTE
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INDEED@

YnpaeneHue ayTeHTUdMKaTOpamMn

33N0aTk 3aHOED =

Bl MOkETE MZMEHWTE KOMMEHTAPHA K Ay TEHTMOUKATOPY:

rutoken

COxpaHnTh

& BepHyTeCH SaBEOWKTE

INDEED@

YnpaeneHne ayTeHTUpMKaTopamu

Bribepute cMapT-KapTy MK TOKEH

Rutoken S : 0753311328 - Ok

+ BepHyTeCcA SAEEQWKTE

3. Ilocre ycnemHol perucTpauuy ayTeHTudukaTopa Haxmure CoXpaHUTh.
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INDEED@

YnpaeneHue ayTeHTUdpUKaTopamm

230aTh 33HOED =

Bbl MOxETE MZMEHWTE KOMMEHTAPWA K ayTEHTUDHKATOPY:

rutoken

COXpaHnTE

& HepHyTeCA AaBEPLIWMTE
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Ynanenue ayreHTU(HUKATOpa

s ynanenust ayTeHTH(HUKATOpa B OKHE YIIPaBJICHUE ayTCHTU(HUKATOPaMH BEIOEPHUTE ayTeHTH(HUKATOP M HAKMHTE

VYnanute. 714 noaTBepKACHUS ASUCTBUS HaxXxmuTe Jla.

INDEED@

YnpaBneHne ayTeHTUdmnkatTopamMmu

CrapT-kapTa M USEB-knHoy

rutoken
=+ Maponb
pascode
MameHUTE | MpoeepuTes '!.f'naﬂHTb
+ JofSaeuTe cnocof Exoaa SAEEpWKTE

MNoATEepHAsHWE

| Bkl edCTEMTENLHO ¥OTUTE YA anMTe atoT cnocof exogs?

Ecnu 14 Baieil yueTHOH 3anucy ObUT CreHepUpOBaH Clly4alHbIH aposib, IPH MOMNbITKE YIAIUTh €JUHCTBEHHBIN

HMeIoIUiica ayTeHTU(PUKATOP cUcTeMa 0TOOpakaeT TUaNIOr-IPeayPexKICHIE:

MNoaTEEDMOEHWE

Blam paspelieHa aBTOMATHYECKAA TEHEPALMA NAPONA
'0' Mocne yaaneHwa nocheguero cnocoba exona esl HE CMOMETE EEINOAHWTE BXOA N0 NAPONK,
= MpogonsnTe?

da Het
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Q COBET

Ecnu BEI YAaJInuin BCE aYTeHTI/I(I)I/IKaTOpLI 1 HE MOXXCTE BBIIIOJIHATDH BXOJA B CUCTEMY IIO IIapOJIto, O6paTI/ITeCI) K
AIMHUHHUCTPATOPY CUCTCMBI. Ilocne c6p0ca apoJjisd BBl CHOBA CMOXKETE BBIIIOJIHUTL BXOA B CUCTEMY U

3aperucTpUPOBaTh HOBBIE ayTCHTU(HKATOPHI.

[ocne ynanenus Bcex ayTeHTU(UKATOPOB BXOJ B CUCTEMY MOXKET OBITh BBIIIOJIHEH TOJIBKO 10 napoito. Ecnu amst Bareit

YYETHOH 3armucy ObUT CTeHEPUPOBAH CITyYaiHBINA TTAPOIb, BXOA B CHCTEMY CTaHET HEBO3MOYKCH.



YCTaHOBKA U HACTPOMKA ITPOBAKIEPOB
ayTeHTU(pUKAIINU

E  Indeed Key Provider

OnHOpa30BEIi Mapois u push-yBenomiienns B npuoxennu Indeed Key

Indeed AM Secured TOTP Provider

OnHOPA30BkIi MapOJh HA OCHOBE MACHTH(HUKATOpPA yCTPOUCTBA

Indeed AM Software OTP Provider

O)IHOpaSOBLIﬁ TapoJjib B JOMNOJHEHUE K CBOEMY JIOTUHY U ITapOJItO

= Indeed AM Hardware OTP Provider

Aytentnduxarys no Hardware OTP ot Pyroken u eToken PASS

Indeed AM Hardware TOTP Provider

Ayrentudukanus no TOTP ot eToken PASS

= Indeed AM SMS OTP Provider

KonuuecTBo rias: 1

#  Indeed AM Storage SMS OTP Provider

AyTtenTndukanys no Homepam Tenedonos u3 6a3sl Microsoft SQL

Indeed AM Email OTP Provider

OnHOPA30BEIH MapoJIb MO MEKTPOHHOH MoUuTe

197



B Indeed AM Windows Password Provider

AyTtentnduxanys no mapoiaro Windows

©=  Indeed AM Passcode Provider

AyTeHTHU(UKAINS TI0 331aHHOMY TTapOJTIo

o1 Indeed AM MFA Provider

MHorodaktopHast ayTeHTUPHUKAIHS
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Indeed Key Provider

J7st ayTeHTH(HUKAINN C IOMOIIBIO push-yBeIOMIICHHI €CTh CllenyIomune TpeOOBaHMUS:
¢ B cereBoii unppacTpykrype:

o Ycranoska cepsepa Indeed Key Server. JlaHHBIH cepBep BBITONHACT OTIPABKY YBEIOMICHHH Ha CMapT(OH

ToJIb30Baredst ¢ momotibio ceprucoB API Google.

o VYcraHnoBka npoBaiinepa ayreHtudukanun Indeed Key. YeranoBka npoaiiepa mo3BoiIUT HCIIOIB30BaTh

JaHHYIO TEXHOJIOTUIO ayTeHTI/I(l)I/IKaLII/II/I B [ICJICBLIX CLICHAPUIX.

e Ha cropone kinmneHra:

o VYcranoBka npunoxenust Indeed Key. [punoskenne HeoOX0AUMO IS TTOMYYCHUS YBEAOMIICHUH 00

aYTCHTI/I(i)I/IKaLlI/II/I B IICJICBBIX NPHUIIOKCHUAX C TIOMOLIIBIO KOMIIOHEHTOB Indeed Access Manager.

be3 ycranosku Indeed Key Server, Indeed Key Provider u npunoxxenust Indeed Key ayrenTuduxamus ¢ noMompo

push-yBeoMIeHHIT HEBO3MOXKHA.
Indeed Key Provider MojkeT OBITh HCITONB30BaH JJIsI &y TEHTU(DHUKALIMN B CIIEAYFOMIMX MOTYJISX:

¢ Identity Provider,
¢ Windows Logon,

e ADFS Extension,

FreeRadius Extension,

RDP Windows Logon (TobKO B pekHMe OTIIPaBKH push-yBeOMIICHUH C MTOATBEPIKACHUEM BXO/IA).

Wnentnukarop mposaiinepa

{DEEFOCB8-AD2F-4B89-964A-B6C7ECA80C68}

YcranoBka npogaiiziepa Indeed Key

/\ BAXHO

Ecnu B uH(pacTpyKType Hcnonb3yercs HeckolbKko cepBepoB Indeed AM, To ycTaHOBKY npoBaiinepa HeoOXoauMo

BBITIOJIHUTD HA BCEX CepBepax MHPPACTPYKTYPHI.

Ha cepBepe ¢ Linux

YToOBl YCTAaHOBUTH POBAKICP HA CEpBEPE C OMEPALMOHHON CHCTEMOH Linux, BRITIOIHUTE CIEAYIOMINE NeHCTBUS:

1. Otkpoiite daiin am/.env.
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2. B nepemennoit COMPOSE_PROFILES no6aBbTe 3HaueHHe indeed-key .

Ha xiunenTckux MamuHax ¢ Windows

UrtoObl ycTaHOBUTH MTPOBAiiIep Ha KIMEHTCKUX MAIIMHAX C ONepalMoHHoi cucteMoir Windows, BBITTIOTHUTE

CIEeNyIOIUe AEUCTBUSA:

1. U3 maniku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM AirKey Provider\Client\<Homep
eepcuu> 3anycture naket IndeedID.IndeedKey. Provider.msi Ha KIMEHTCKON MalTiHE ¢ KOMITIOHEHTOM

Windows Logon.

2. Ecriu mporpamMMa yCTaHOBKH IpeJyTaraeT BITIOIHUTD Mepe3arpysKy, MOATBEpAnTe JaHHoe AercTre. [loce

3aBCPUICHUS YCTAHOBKHU MOXCET HOTpe6OBaTI)C)I nepesarpys3ka CUCTEMBI.

YIlaHeHI/Ie/BOCCTaHOBHCHI/IC IpOAYKTa OCYHICCTBIIACTCA CTaHAAPTHBIM JJI IOAACPKUBACMBIX oC CHOC06OM, qgepes

MeHto [lanens ynpasienusl.

daiispl Ma0IIOHOB MOIUTHK PACIONOKEHbI B anke ndeed AM <uomep sepcuu>\Misc\ADMX Templates*.

Hactpoiika nmposaiinepa Indeed Key B Management Console

Jost mactpoiikn Indeed Key B Management Console B pazznene Konpurypamus— AyTeHTH(PHKATOPHI BEIOCPUTE

aytenrudukarop Indeed Key.

Hacrpotiika npas nocryna

Yto0bI BbIAaTh UKW OTO3BaTh IIpaBa Ha UCIIOJIL30BAHUEC aYTeHTI/I(l)I/IKaTopa, BBITIOJIHUTE CICAYIOMIIEEC:

1. B cekunn OCHOBHBIE HACTPOMKH BBIMIOIHUTE CIIEAYIOLINE HACTPOHKHU:
e B nacrtpoiike 3arpeTuTh UCTOIB30BATH YKAKUTE, MOXKET JIM MOJIb30BATEIh UCIIOIb30BaTh MITH
PETHCTPUPOBATh BEIOPAHHBIH ay TEHTU(HUKATOP.
2. B cexnuu JlocTynHbIe [01b30BATENI0 JEHCTBUS BBIIOJIHUTE CIIEAYIOIUE HACTPOUKHU:
e B nacrpoiike Perucrparus HOBbIX ayTeHTH(PUKATOPOB YKKUTE, MOXKET JIM [10JIb30BaTeIb PETUCTPUPOBATD
HOBBIE ayTeHTU(HUKATOPBHI;
e B Hacrpoiike PegakTupoBaHre HMEIOMINXCS ayTEHTU(UKATOPOB YKAKKUTE, MOXKET JIM TI0JIb30BATEIb U3MEHSTh
YK€ 3aperucTpUPOBAHHBIE Ay TEHTU()UKATOPBI;
e B Hacrpoiike YianeHue nMeromuxcs ayTeHTU(UKATOPOB YKAXKUTE, MOXKET JIU [10JIb30BaTeNb YIAIATh YiKE
3aperucTpUpOBaHHbIE Ay TEHTU(DHUKATOPDI;
e B Hacrtpoiike Pa3pemuTs peakTupoBaHie KOMMEHTApHs K ay TCHTU(PHUKATOPY YKaKUTE, B KAKO MOMEHT

TIOJTE30BATEb MOJKET PEaKTHPOBATh KOMMEHTAPUH K YK€ 3apETHCTPUPOBAHHBIM ay TCHTH()HUKATOPAM.
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Hactpoiika 6okupoBKYy ayTeHTH(PHUKATOpa

YTtoObI 3207I0KHPOBaTh ayTCHTH(UKATOP, B CEKIMN HacTpoiiku OI0KMPOBKN ayTeHTH()UKATOPA BBITTOIHHUTE CIICTYIOIINE

HaCTPOMKHU:

1. Pazpemnte nnm 3abnokupyiite ucrnons3zosanue Indeed Key B cnyyae cepuu HeyaqyHbIX TOMBITOK

ayTeHTU(HUKALIUH.

2. B mone KonmmuecTBO MOMBITOK ayTEeHTH(HUKAIINH 10 OJOKHPOBKH YKAKUTE, CKOJIIBKO pa3 MOTb30BaTETh MOKET

COBEPIIUTH HEYIAYHYIO ayTEHTU(PHUKAIHIO 10 OJOKUPOBKH CIIoCo0a ayTeHTH(HUKAIIUH.

3. B nnoste COpoc cueTunka OIOKMPOBKH YKAXKUTE, CKOJIBKO MUHYT JIOJDKHO IIPOMTH IOCIE HEYAauHON ONBITKH

ayTeHTU(PUKALIUH, TIPEXKIE YeM COPOCUTCS CUETUHK.

4. B none TaiimayT 10 pa30IOKUPOBKH CIIOCOOa BXOA YKAKHUTE, Yepe3 CKOJIILKO MUHYT 3a0JIOKHPOBAHHBIH CIIOCO0

ayTeHTI/ICI)I/IKaHI/II/I CTAHCT BHOBb JOCTYITHBIM.

3arumra oT cnama

Mexanuzm 3alIMUTHI OT CIIaMa OCHOBAH Ha pacuC€Te NPOUECHTA YyCICIIHBIX aYTeHTI/I(pI/IKaIII/Iﬁ OTHOCHUTCIIBHO BCCX
OTHPABJICHHBIX COO6H.[€HHI>1 3a YKa3aHHLIﬁ HWHTEPBAJI BDCMCHU. HpI/I 9TOM pPaCYET 3aITyCKaCTCs, TOJIBKO €CJIN

KOJIMYECTBO OTHPABIICHHBIX COO6H.[€HI/II>1 MPEBLIIIACT KOJIUYCCTBO, 3a/TaHHOC BaMU B HaCTpOfIKe OkHO OLICHKH.

[Ipu oOHapykeHNH crlaM-aTaKy JajbHEHIIas OTIpaBKa COOOUICHUH OIOKMPYETCs Ha 3aJJaHHbIA IEpUO BPEMEHH, a MPH

TIOTIBITKE BXOJ/Ia BO3HUKAET omubKa Potential spam attack detected.

OTHpaBKa COO6H.ICHPII>1 BO300HOBIISIETCS JTUOO IO UCTECUEHU U 3aJaHHOTI0 nepuoaa, 00 1o JOCTHXXCHUU

OTIPeIeIEHHOTO KOJIMYeCTBa (B MIPOIIEHTHOM OTHOILICHHUHN) YCIICIIHBIX ay TeHTU(UKAIUHI.

UYtoObl HACTPOUTH 3aIIUTY OT CllaMa, BBITOTHUTE CIICIYIONICe:

1. B Management Console B pazaene Konpurypanns— AyTeHTHPUKATOPHI BHIOEPUTE ay TEHTHUPHUKATOP.

2. B cexnu HacTpoliky 3alUThl OT criaMa BBITIOJIHUTE CIIETYIONINE HACTPONKH:

® BKJIIOYUTEC UJIU OTKJIIOUUTE 3alllUTYy OT CIlaMa,

e B niosie OKHO OLICHKH ITOIIBITOK ayTeHTI/I(bI/IKaHI/II/I YKaXHUTC, B TCUHCHUC KaKOTO BpEMCHU 6yIIeT BBITIOJIHATBHCA

pacyeT npolCHTa YCIEUIHBIX ITOIIBITOK BXO/1a,

® B IIOJIC HOpOFOBOC OKHO ITOIIBITOK aYTeHTH(I)I/IKaL[I/II/I YKaXXHUTE, CKOJIBKO ITOIIBITOK BXOJ1a TOJKHO

MMPOU3BOAUTLCA 3a BPEMS, YKa3aHHOC B OKHE OLICHKU ITOIIBITOK aYTCHTI/I(i)I/IKaLII/II/I;

e B 1os1e [IpOLeHT yCIeHbIX MONBITOK ayTEHTH()UKAIIMH YKAKUTE MUHUMAJIBHBIN MPOLEHT YCHEITHBIX

BXOJIOB OTHOCHTEJIBLHO BCEX OTIPABIICHHBIX COOOIICHUH.
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v Ilpumep

HaCTpOﬁKa BKJIFOU€HA CO CJIICAYIOIIUMU 3HAUCHUAMMU:

¢ OKHO OIICHKH IMOTBITOK ayTeHTHuKarmu — 600
e [loporoBoe OKHO MOMBITOK ayTeHTU(UKaKUU — 20

e [IpOIEHT yCTICIHBIX MOMBITOK ayTCHTU(GHUKAINN — 85

3ammTa oT criama BKITFOUUTCSI, €CJIU mpoun3oiaeT 21 monbiTka Bxoaa (otnpasieHo 21 coobmenue). [Ipousoiiner

OnmoxupoBka ayreHTuukaropa Ha 600 cexyH/I.
AyTeHTUDHUKATOP Pa3OIOKUPYETCS B OTHOM U3 CITyYaeB:

® JIPOLCHT YCIICHIHBIX BXOJ0OB (HOJ’IL?)OBaTeJ'IB YCIICUIHO BBCII O,Z[HOpa?:OBLII‘/JI apoJjib u3 COO6H_I€HI/IH) JOCTHUTHET

3Ha4YCHHUS 85;

e npouuio 600 cexyH]1 ¢ MOMEHTa OJIOKUPOBKH.

(O MHOOPMALWUS

CoOpITus N0T-CcepBepa:
e 2090: O0Hapy>KeHa MOTEHIHATbHAs ClIaM-aTaka. OTIpaBKa cOOOIIEHHH IPHOCTaHOBIICHA.

e 1118: OtmpaBka cooOmIeHH TOIB30BATEISIM BO30OHOBIICHA.

CepBepHble HACTPOUKH

UYrtoObl HACTPOUTH CepBep, K KoTopoMy obOpamaercs npuinoxenue Indeed Key, B cexin CepBepHble HACTPOUKH

BBITIOJTHUTE CJICAYIOIINEC HaCTpOfIKPII

1. B monte URL-anpec Indeed Key Server ykaxure aapec, no koropomy cepsep Indeed Key noctynen ¢ MammHs
Indeed AM;

2. B none loBepennsiii ID Indeed Key Server ykaxurte nponu3BOIbHBIN YHUKAIbHBIA HACHTH(DUKATOP. DTOT
WICHTH(DHUKATOP HEOOXOAMM JIJIS TOJTBEPIKICHNUS YIAICHHS ay TCHTU(PHUKATOPA. 3HAYCHUE HIICHTU(DUKATOPA
JOJDKHO COBIAIaTh CO 3HAYCHHUEM, yKa3aHHBIM B KOH(HTyparronHoM ¢aitne Indeed Key Server (ter

TrustedClients).

Pexxum padotsl Indeed Key
B nactpotike PesxxumM paboTsl BEIOEpUTE, KAKOH CIIOCO0 MOATBEP)KICHUS BX0AA OyJIeT NCHOIB30BATHCS B IPHIIOKCHNH:

e Push — monp3oBarenn 6y,ZlCT nojy4arb puSh-YBe,HOMHeHI/ISI C BOBMOXXHOCTBIO OTKJIOHUTH UJIX NOATBECPAUTH BXO/.

e OTP — BmecTo push-yBeJOMIICHHI M0Ib30BaTENb NOIYUYUT OJXHOPA30BbINA KOJI.
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Hactpoiiku MOOMIIEHOTO TIPUIOKEHUS

YrtoO6s1 HacTpouTs MOOMIBHOE TpHiokeHne Indeed Key, B ceknnn HacTpolikn MOOHIBHOTO TIPHIIOKEHUS BEITTOTHUTE

CIeTyroIIe HAaCTPOUKH:

1. B mone OroOpaxaemoe nMs cepepa ykakute HazBaHue cepsepa Indeed Key, kotopoe Oynet oroOpaxarbcs B

MOOMIIBHOM MPHIIOKEHHH.

2. B mactpoiike Crioco6 moxreepskaenus Push BeiOepuTe, Kax y momb30BaTesst OyIeT 3ampaniiBaThCst
HOJATBEPKACHUE BXO/A:
¢ [lonTBepskaeHue He TpeOyeTcst — y MOAb30BaTENsI He Oy/eT 3alpaliuBaTbCsl JOIOIHUTEIbHAS

ayTeHTH(]HKAILUI HA YCTPOMCTBE;

e [loarBepxaeHne OMOMETPUUECKUMHE CPEACTBAME — Y TIOJIb30BaTelIsl Oy/IeT 3alpalinBaThCs

JIOTIOJTHUTEINTbHAS ay TCHTH(HUKANNS Ha YCTPOHCTBE C MTOMOIIBI0 OHOMETpHH;

e [loarBepskaeHue JOOBIMU CPEACTBAMH, IOCTYIIHBIMU Ha YCTPOICTBE — Y 110JIb30BaTeNs OyaeT
3aIpaluBaThCs AOMOJIHUTEbHAS ayTEeHTU()UKALMS Ha YCTPOUCTBE C MOMOILBIO JIFOOOT0 JOCTYITHOIO Ha
YCTPOMCTBE METONA;

3. B nacrpoiike OToOpaskarb 0OAHOPA30BbIi Mapoib B MOOMIIBEHOM MPUIIOKESHUH [T HOBBIX ayTEHTU()UKATOPOB
YKaXuTEe, OyIeT I 0TOOpaxaThCsi OTHOPA30BbIN KOJI B KAPTOUKE ayTCHTU(HUKATOPA B TIpHIIokeHuH. [1o
YMOJIYaHUIO OIHOPA30BbI KO CKPBIT.

4. B nacrpoiike Crioco6 noareepskaeHus aist oroopaxenuss OTP BeiOepute, Kak Mosiab30BaTeib OyneT MOATBepKIaTh
MIPaBO MPOCMATPUBATH OJJHOPA30BbIE KOJIbI:

o [loarBepkaeHue He TpeOyeTCst — Y TOJIL30BATEIIS HE Oy/IET 3arpaiiiBaThCs JOMOTHUTEIbHAS
ayTCHTU(UKAIHS Ha YCTPOHCTBE;

e [loarBepkaeHne OMOMETPUUECKUMHU CPEACTBAMU — Y I0JIb30BaTelIsl Oy/IeT 3allpaluBaThCs
JIOTIOJIHUTENIbHAS ay TEHTU(HUKALIUSA Ha YCTPOMCTBE ¢ MOMOLIbIO OMOMETPHH;

o [loarBepxaeHue MOOBIMH CPEACTBAMH, IOCTYITHBIMU Ha YCTPOMCTBE — Y MOJIB30BaTeNs OyaeT
3aIpanIuBaThCsl JIOTIOJIHUTEIIbHAS ay TEHTH(DUKAIMS HA YCTPOUCTBE C IIOMOIIBIO JIFOOOTO TOCTYITHOTO Ha
YCTPONCTBE METO/A;

5. B mone Bpemst orobpakenust OTP ykaxwure, B Te4eHHE KAKOTO BpEMEHH Oy/IeT aKTyaJieH OIHOPa30BbIH MapoIib.

3HaueHue YKa3bIBA€TCA B CCKyHAaX.

Hacrpoliku ogHOpa3zoBoro naposst

UtoObl HACTPOUTH I'€HEPALIMIO OJHOPA30BOro mapouis, B cekunu Hactpoiiku OTP BbimosnHuUTE ciienyonye HacTporHKu:

1. B none Ilepuon obnoBinenust OTP ykaxkuTe, Ha NPOTSHKEHUE KAKOTO BpeMEHHU Oy/leT akTyaseH OIHOPa30BbIi

napoJb.

2. B Hactpoiike KomraecTBo Iepro0B CpaBHEHNUS YKAKHUTE, CKOIBKO MEPHO0B OOHOBICHHS JOJDKHO TIPOITH, TOKa

OI[HOpaSOBI:Iﬁ napoJib HE 6yz[eT CUNTAThCS HEJCUCTBUTEIIbHBIM.

3.B HaCTpOﬁKe @OpMaT HMMCHH IOJIb30BATECJIAl YKAXKUTE, B KAKOM BHU/IC IEPCAAOTCS JaHHBIC B MOOHUIIEHOE

IMPUITIOXKCHUEC.

4. B Hacrpoiike Anroputm reaepannu OTP-koaa BeIOepuTe, 10 KaKOMy ajJropuTMy OyleT reHepHpOBaThCs

OHOPa30BBIN MApPOJIb.
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5. B nacrpoiike Konnuectso mudp B OTP-koze BeiOepure, ckosibko nudp Oy/ieT copepikarh OHOPA30BbIi Mapoiib.

Peructpanus ayrentudurkaropa Indeed Key no ccpiike
Juis peructpanuu ayrentudukaropa Indeed Key no ccpiike u3 nmucbMa HEOOXOAUMBI CIIETYIOIINE YCIIOBHSI:

e YCTaHOBJIICHHBIN M HACTPOCHHBIN mpoBaiiep Email OTP,

* 3aroNHEHHBIH email mombp3oBaTens B karanore Active Directory.
CchlKa OTIIpaBIsIeTC S HA SIEKTPOHHBIN afpec, YKa3aHHBIH I ONb30BaTeNs B Katajore Active Directory.

UroOsI 3apeructpupoBars Indeed Key 1o ccbliike, BBITOTHUTE CAEIYIOLINE ACHCTBUA:

1. B paznene Kondpurypanus— AyTeHTUPHUKATOPBI, B ceKIMKU HacTpoiKu perucTpaiyy BHIIOTHUTE CIACIYIOLINE

HACTPOUKHU:

1. B Hactpoiike Crioco6 perucrpanuu ayTeHTuuKaropa BEIOEPUTE CIOCO0 PErHCTPAIHH IO CCHUTKE U3
AJIEKTPOHHOTO MUCHMA.
2. Jlanee ykakute Cleayromee:
e B mone Tema YBCAOMIJICHUS YKAXKUTE 3aroJIOBOK MUCbMa UIsI pErucCTpaium.
¢ B none CoollnieHne yKaxuTe TejI0 MUChMa.
e B none TeKcT CChIIKM Ha PETUCTPAIINIO ayTEHTH(PHUKATOpA YKAKUTE TEKCT, KOTOPHII B COOOIICHNN
OyneT BBIBOIUTHCSI Kak ccbuika juist peructpanuu OTP. Ecnu mose ocTaBUTh ITyCTHIM, CChLITKA

BBIBOAUTCS B cooOmenun kak URL.

o [Ipu HEOOXOOMMOCTH YKaXKHUTE aJIpec CepBepa, y4acTBYIOINI B (HOPMUPOBAHUH CCHUIKH.

2. Nanee nepeitnute B pazaen [lons3oBarenu, BEIOSPUTE MOTH30BATEINS, 3aT€M BBIOCPHUTE BKIAIKY

AyTEHTH(HUKATOPHI.

3. Haxxmure KHOIIKY 3aperucTpupoBaTh U BeiOepuTe u3 crucka Indeed Key.

ITociie 3TOro TOJIB30BATEII0 OTIPABIISETCS MUCHMO CO CCBUIKON Ha perucTpaiuio ayreHriudukaropa. Kak Tosibko
MMUCBHMO OTIIpaBieHo, B Management Console n User Console go6asnsercs ayreatudukarop Indeed Key B craryce
Ooicudaem. T1o ccblIKe MONB30BATEND TepeiieT B npunoxenne Indeed Key, rae HauHeTCs: perucTparius

ayTeHTH(]HKaTOpA.

[Tocne Toro Kak Mmoik30BaTelh YCIENIHO MPOIIET PETUCTPALUIO B MIPHIOKEHUH, aIMUHHCTpaTop B Management
Console 10mKeH HaXKaTh Ha 3HAYOK OOHOBJICHHUS cTaTyca u jajiee Haxarh Coxpanuth. Cratyc Odcudaem MOMEHSCTCS

Ha [[eticmsylowuii, a ayTeHTU(PUKATOP OyAET rOTOB K HCIIOIb30BAHUIO.

Ecnu y mone3oBatenst BOSHUKIM OMOKK BO BpeMsi peructpanmu Indeed Key, To mocne oOHOBNIEHHS cTaTyca B
Management Console craryc Oocudaem omensiercst Ha Quiubdxa. Ynanute ayTeHTH(GUKaTOp U CHOBA IIPOHINTE

IIPOLIELYPY PETUCTPALIH.
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Peructpanus ayrentudukaropa Indeed Key mo QR-komy

Yro6s1 3apeructpuposarts Indeed Key mo QR-koxy, BEITOTHHTE Clletyromiee:

1.B pasaeie I[OCTYHHLIG 1OJIb30BATEIIIO JICHCTBUS Pa3pCHINTE MOJB30BATCIIIO PETUCTPUPOBATH HOBBIC

ayTEHTU(HUKATOPHI.
2. B Hactpoiike Crioco0 peructpanuu ayreHTH(UKATOpa BEIOEPUTE CIIOCOO perucTpanun ayTeHTudukaropa mo QR-

KOTTy.
B User Console y nonbs3oBatesis B ClUCKe JOCTYIHbIX ayTeHTU(uKaropos nossutcs Indeed Key.

ITonp3oBarento HY>KHO BBITIOJTHUTH CJICIYIOIINE I[efICTBHHZ

1. Haxxarp 3HaUOK IIECTEPEHKH.
2. HaxxaTb KHOIIKY 3aperucTpupoBarh.
3. Otkpotite npunoxenue Indeed Key, HasxxmuTe 3Ha9OK +.

4. Cxanupyiire nosisupmuiics QR-ko.

Konduryparms ccpuiku Ha peructparuio 1 ckaunanue Indeed Key

CCBUIKY Ha PErHCTpanuio ayTeHTH(UKATOpa U CKaunBaHue npriokerns Indeed Key MoxkHO 3a/1aTh BpyUHYTO.

1. Iepeiimute B pa3nen Konpurypanns— AyTeHTHPHUKATOPHI B ceKinio HacTpoliku peructpanuu.

2. B Hactpoiike Ajnpec cepBepa, yuacTBYIOIIHIA B (JOPMUPOBAHHUHN CCHUTKH HA PETHCTPAIIUI0 ayTeHTH(UKATOpa

(TUIIIMHK) YKaXHUTE CCBUTKY TSI PETUCTPALINH, OTIIPABISIEMYIO 1o email.
JocTymHbI crenyonme CCbUIKH U1l perucTpaluy (B CkoOKax yKa3aHO MECTOHAXOXKAEHUE CepBepa):

e https://indeedkey.drru.agconnect.link (Poccusi)

https://indeedkey.dre.agconnect.link (I'epmanmst)

https://indeedkey.drcn.agconnect.link (Kurait)

https://indeedkey.dra.agconnect.link (Cunramyp)

3. B cexnmu JlomomHUTENbHBIC HACTPOHKHU YKXKNTE CChUIKY st ckaunBanus Indeed Key.

I[OCTYHHLI CJICAYIOIUEC CCHUIKU JJIs1 CKaYMBaHUSA (B CKOOKax YKa3aHO MECTOHAXO0KACHUC cepBepa):

https://indeedkey.drru.agconnect.link/XwZr (Poccust)

https://indeedkey.dre.agconnect.link/MJyW (I'epmanust)

https://indeedkey.dren.agconnect.link/NDbK (KuTait)

https://indeedkey.dra.agconnect.link/i1RD (Cunramyp)
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Hactpoiika nosepennoro uaentudukaropa i Indeed Key Server

[To ymom4anuto npu ynaieHuu ayrentudukaropa B User Console, B yTHiuTe yrpapieHus ayTeHTU(HUKATOpaMH WK B
KOHCOJIM JIMUHUCTPATOpa ayTeHTH()UKATOp OyneT yaaleH U3 CUCTEMbI 0e3 YBEJIOMIICHUN 1 TPOJOIKUT 0TOOPaKaThCsl

B IPUJIOKCHUU.

Jns HacTpoiiku push-yBegomiieHust ¢ nHGopManueil 00 ynaneHun ayTeHTUPHUKATOPa U yAaJICHHEM B IPUI0KEHUH

H606X0,Z[I/IMO BBIIIOJIHUTBH JOIIOJTHUTCIIBHBIC HaCTpOﬁKHZ

1. Otkpoiite koHbuUTyparmonHslil daiin Indeed Key Server am/indeed-key/app-settings.json.

2. B mapamerpe TrustedClients yxaxute noBepenuslii ID Indeed Key Server.
IIpumep

"TrustedClients": [
"1l TRUSTED_CLIENT_ID !!I"
]

3. ITocne MNPUMCHCHUS [TapaMETPOB ITOJIL30BATCIIb 6yz[eT NoJIy4aTrb YBEAOMIICHU A 00 YAQJICHUH KJIrO4a.

Hactpotika npunoxxenns Indeed Key Ha cMapTdone
[Mpunoxenue Indeed Key noctynuo mis ecmaprdonos ¢ i0S 13.0 u Bbitre, Android 7.0 u BbIe.

Koppexrnas padota npunoxenus Indeed Key rapanTupyercs, TOIBKO €CJIM OHO CKa4aHO U3 O(PULIHAIBLHBIX Mara3nHoOB

npuiokeHud. [y Toro 4To0Obl ckayark Wi OOHOBUTH MPHIIOKEHUE, BOCIIONB3YUTECH CICAYIOMIUMH CChITKAMU:

App Store — https://apps.apple.com/us/app/indeed-key/id1541323258

Google Play — https://play.google.com/store/apps/details?id=com.indeedid.key
e Huawei AppGallery — https://appgallery.huawei.com/app/C106522471

RuStore — https://apps.rustore.ru/app/com.indeedid.key

/\  BAXKHO!

Y10OBI OOHOBUTH MPUIIOKEHUE, CKauMBalTe OOHOBJICHHE B TOM K€ Mar A3UHE, TI€ Bbl YCTaHABJIMBaJIN

MIPEIBIAYIYI0 BEPCHUIO.
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v Ilpumeuanue 1Jiq BaageabieB Android-ycTpoiicTB

Jlist koppekTHO# paboTh! push-yBenomiienuit Ha Android-ycTpoiicTBax yOeIuTech, YTO BHIIOIHEHBI CIETYIOIINe

o0si3aTenbHbIe TPeOOBAHMSL:

e BbI pa3peniniy IpuioKeHUIO OTIIPABKY yBEIOMIICHH;

¢ Ha ycrpoiictBax ¢ Android 9 u BbIIIe OTKITIOUUTE PEIKUM IHEPTOCOCPEIKEHHUSL.

[Ipumeuanue: KoppekTHas paboTa push-yBenomiIeHHIT BO3MOKHA He Ha Beex Momudukanusax Android.

1. Otkpoiite npunoxkenue. B manenn AyreHTH()UKATOPBI HAKMHUTE 3HAYOK + /IS ToOaBlIeHHs ayTeHTH(GHUKaTopa.
2. Pazpemnre NpuiIokKEHUIO TOCTYII K KaMepe U oTckaHupyiite QR-xox.
3. [loaTBepauTe perucTpalmio ayTeHTU(PHUKATOPa, HaXaB KHONKY [lonTBepAnTS.

4. Ilocrne yCTIIeITHOM perncTpanuy ayTeHTH(PHUKATOP OyIeT 0TOOpakaThCsl Ha TITaBHOM OKHE ITPOTPAaMMEL.

Juis ynaseHust BbIOepuTe HeOOXOUMBbIM ayTEHTU(PUKATOP U HAXKMUTE YIAJIUTh ayTeHTU(DHUKATOP.
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Indeed AM Secured TOTP Provider

Indeed AM Secured TOTP — 3T0 nipoBaiifiep ¢ MpUBA3KOH K UICHTH(OUKATOPY YCTPOMCTBA MOJIB30BATEIS.

CexpeTHBIH KIII0U JIs TEHEePaIX OHOPA30BOr0 KOJA 3aIlIU(POBaH U PACIIU(POBLIBACTCS TOIBKO KIIIOUOM HA OCHOBE
uaeHTnuKaTopa ycrpoiicTsa. Takum 00pa3oM, perucTpanys KOHKPETHOTO ay TeHTH(PHUKATOpa BOSMOXKHA JIUIIIb HA

OJIHOM YCTpOMCTBE.

Secured TOTP mokeT ObITh HCITOIB30BaH sl Ay TEHTHU(DUKAIIMH B CICTYFOIINX MOTYJISX:

Identity Provider,

ADFS Extension,

FreeRadius Extension,

RDP Windows Logon,

Windows Logon.

Wnentudukaropsl nposaiiaepa it HHTerpaun ¢ moayiem FreeRadius Extension

{F15FD7EC-19EA-4384-846E-A2DOBE149FA2} — Secured TOTP
{882C1787-FD32-44A2-BA89-F1F529FBE7AB} — Passcode + Secured TOTP
{7F3DE86F-59D1-4476-AA5D-F277E5DD5938} — Windows Password + Secured TOTP

YcranoBka npoBaiinepa Secured TOTP

/\ BAKHO

Eciu B HHOpacTpyKType HCNONb3yeTcs: HecKoibKo cepBepoB Indeed AM, To ycTaHOBKY mpoBaiinepa HEOOX0auMO
BBIITOJTHUTB Ha BCEX CEpBEpax HHPPACTPYKTYPEHI.
[penBapurenbHble TpeOOBaHMS

Jiist paboThI ITpoBaiiepa HeoOOXOMUMBI CIIEIYFOIUE YCIOBHSI:

e ycraHosiueH nposaiiaep Secured TOTP,
e ycraHoBIeHO MoOmIbHOE npriokenue Indeed Key Bepcuu 2.6 u Bbie,

o s peructpaun Secured TOTP mo cepiike U3 mrucbMa HEOOXOIUMBI:

0 yCTaHOBIJICHHBIN W HaCTpOeHHBIH npoBaiiaep Email OTP,

o 3aloNHEHHBIN email mop3oBarens B Karanore Active Directory.

Ha cepsepe ¢ Linux

UroObl ycTaHOBUTH MIPOBaiiJiep Ha CEpBEpe C OMEPALMOHHON CHCTEMOM Linux, BBIMOIHUTE CIEAYIOMINE NeHCTBUS:
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1. Otkpoiite daiin am/.env.

2. B nepemennoit COMPOSE_PROFILES no6aBbTe 3HaueHHE secured-totp.

Ha xanenTckux MamuHax ¢ Windows

UrtoObl yCTAaHOBUTH MTPOBAiiIep HA KIMEHTCKUX MAIllHAX ¢ ONepalMoHHO# cucteMoir Windows, BBITTIOTHUTE

CIenyIoIue AEUCTBUSA:

1. U3 maniku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM Secured TOTP Provider\<Homep
eepcuu> 3amyctute naket IndeedAM. AuthProviders.SecuredTOTP-<nomep sepcuu™>.<paspsaoHocms™>.ru-

ru.msi.

2. Ecnu mporpaMMa yCTaHOBKH ITpeJIaraeT BBIMOIHUTB Niepe3arpysKy, MOATBEpIUTE JaHHoe neiictue. [locne

3aBCPUICHUS YCTAHOBKHU MOXCT HOTpeGOBaTBCf{ nepesarpys3ka CUCTEMBI.

YIlaJ'IeHI/Ie/BOCCTaHOBHeHI/Ie IpOAYKTa OCYHICCTBIIACTCA CTaHAAPTHBIM JJI IOAACPKUBACMBIX OoC CHOCO6OM, qgepe3

MeHto [lanens ynpasienusi.

Hactpoiika nposaiinepa Secured TOTP B Management Console

st mactpoiikn nposaiinepa Secured TOTP B Management Console nepeiinute B pasaen

Koupurypanus— AyTeHTHPHUKATOPBI 1 BbIOepuTe ayTeHTH(HKaTop Secured TOTP.

[IpaBa moctymna

YTtoObI BbIJIaTh WJIN OTO3BaTh IIpaBa Ha UCIIOJIB30BaHUC aYTeHTI/I(bI/IKaTOPa, BBITIOJTHUTE CJICAYIOMICC!:

1. B cexuu OCHOBHbIE HACTPOWKHU BBIMIOJIHUTE CIEAYIOLINE HACTPOMKH:
e B nHacrtpolike 3anpeTuTh UCHOIb30BATh YKAXKUTE, MOXKET JIM M0JIb30BaTEIb UCIOJIb30BaTh MU
PETUCTPUPOBATH BEIOPAHHBIN ayTEHTH()UKATOP.
2. B cexnuu JlocTymHbIe MOIB30BATENIO ACHCTBUS BBITIOIHNATE CIIEAYIONINE HACTPONKH:
e B nacrpoiike Perucrparus HOBbIX ayTeHTH(PHUKATOPOB YKKNUTE, MOXKET JIM M10JIb30BaTeIb PETUCTPUPOBATD

HOBBIE ayTeHTU(HUKATOPHIL.

e B nacrtpoiike PegaktupoBanue HUMEIOMINXCS ayTEHTU(UKATOPOB YKAXKHUTE, MOXKET JIM TI0JIb30BaTENIb U3MEHATh

YK€ 3aperuCTPUPOBAHHBIC Ay TEHTH(UKATOPBI.

e B HacTpoiike YianeHune HMEIOIIIXCS ayTeHTH(GUKAaTOPOB YKAKHUTE, MOKET JIH MTOJIb30BATEIb YIAIATH yXKe

3aperucTpUpOBaHHbIE Ay TEHTU(UKATOPHI.

e B nacrpoiike Pa3pemuts pegakrupoBaHie KOMMEHTapHsl K ay TeHTU(PHUKATOPY YKaKUTE, B KAKOM MOMEHT

MOJIb30BaTE b MOXKET PEIaKTUPOBATh KOMMEHTAPHHU K YKE 3apEerHCTPUPOBAHHBIM ayTEHTH(PHUKATOpaM.
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[TpunynuTenpHas MpoBepka ayTeHTH(UKaropa

Jnst perucTpanyy ayTeHTH(HKAaTOpa MOKHO HACTPONUTH MPUHYAUTEIBHYIO IPOBEPKY ayTEHTHU(HUKATOPA.

1. B pazngene OCHOBHBIE HACTPOMKH BKIIIOUUTE NPUHYIUTEIbHYIO IPOBEpKy. [Ipn perucrpanuy nosBUTCs

JOMOJIHUTEIBHOC OKHO MOATBEPKACHUA NJIs1 BBOJAA JaAHHBIX ay'TeHTI/I(l)I/IKaL[I/II/I.

2. BBeaure noixydeHHBIC JaHHBIC ayTCHTH(UKAIUH U HAKMUTE [loaTBepANTS.

brokupoBka ayrentudrkaropa

UrtoOsI 3a070KHpOBaTh ayTeHTU(UKATOP, epeianTe B cekuuto HacTpoiiku O10KUpOBKY ayTeHTH(UKATOpa U

BBIITOJIHATE CJENYIOIINE HACTPOUKHU:

1. Pazpemmre mim 3a0nokupyiite ucnonszoanue Secured TOTP B ciryuae cepin HeyIaqHBIX MOMBITOK

ayTeHTU(PUKALIUH.

2. B none KoanuecTBo mONBITOK ayTeHTI/I(l)I/IKaI_II/II/I 0 6J'IOKI/Ip0BKI/I YKaXUTE, CKOJIBKO pas3 MoJIb30BaTCIIb MOXKET

COBEPIIHTH HEYJIAUHYIO ayTEHTU(UKAIUIO 10 OJIOKUPOBKH crioco0a ayTeHTU(UKAIUY.

3. B mote Copoc cueTunka OITOKHPOBKU YKAKHUTE, CKOJIBKO MUHYT JIOJDKHO ITPOUTH MOCIIE HEYJATHON ITOTIBITKA

ayTeHTU(HUKAINH, TIPEXKIC YeM COPOCUTCS CIETIHK.

4. B none TaiimayT 10 pa30I0KUPOBKH CII0CO0a BXOAA YKAXKHUTE, YEPe3 CKOJILKO MUHYT 3a0JIOKMPOBaHHbIH c110c00

aYTeHTI/I(i)I/IKaL[I/II/I CTaHCT BHOBb JOCTYIIHBIM.

I'enepanyst OonHOPA30BOIO MaPOJIS

B cexmun Hactpoiiku OTP BeInomHUTE Cleayromne HaCTPOWKH:

1. B nacrpoiike [lepuox oOHOBieHNs OTP ykaxuTe, Ha MPOTSIKEHUE KAKOTO BPEMEHH Oy/IeT aKTyaseH OJHOPa30BbIi

napoJb.

2. B Hacrpoiike KonmuecTBo MeproIoB CpaBHEHHS YKAXKKUTE, CKOJIBKO MeprnoioB oOHoBieHUsI OTP 10mkHO nmpoiTH,

IO UCTECYCHUH KOTOPLIX IIapOJIb 6yz[eT CUNTAThCS HEJCUCTBUTEIIbHBIM.

3.B HaCTpOﬁKe qDOpMaT WMEHH T10JIb30BaTeNIs 3a/1aiTe UMs MOJIL30BaTeJIsl, KOTOPOC 6yz[eT nepeaaBaTbCs B

MOOHUIBEHOE MIPUITOKCHUE.

4. B Hactpoiike OToOpakaeMoe UM cepBepa 3aaiiTe UMs cepBepa, KOTopoe OyJeT nepenaBarbesi B MOOMIIBHOE

MPHIIOKEHHE.

5. B macrpoiike Kommaecto mmgp B OTP-kone BeIGepuTe, CKOIBKO (P OyIeT comepKaTh OTHOPA30BEIH MapoIlb.

Peructparust B Management Console

Secured TOTP M0HO 3aperucTpupoBaTh 1Mo cChiike U3 mrchMma mwin o QR-kony. B Management Console nocTymHbl

00a criocoba perucTparmy.
Jist perucTpanyy 1o CChbUIKE M3 MUChbMa HEOOXOAMMBI CIICAYIOIINE YCIOBHS:

® YCTAaHOBJICHHBIN U HACTPOCHHBIN mpoBaiiep Email OTP,
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e ycraHoBIeHO MoOmbHOE npuiokenue Indeed Key Bepcuu 2.6 u Bolie,

e 3aT0JHEHHBIN email mosb3oBatens B karaore Active Directory.

CchlKa OTIIPaBIISIeTCsl Ha DIICKTPOHHBIN alipec, YKa3aHHbIH Ui MoIb30oBarels B karanore Active Directory.
OnIMoHAILHO BBl MOXKETE MPOYOIMPOBATh CCHUIKY Ha JIPYTOM DIICKTPOHHBIN aJipec, HalpuMep pyKOBOIUTEITO

COTPYIHHUKA.

UrtoOsI 3aperucTpupoBarh ayTeHTH()UKATOP IO email, BBIMOTHHUTE CIeayolIee:

1. B Management Console B HacTpoiike Crioco6 perucrpannu ayreHTudukaropa B Management Console Beibepute

croco0 perucTpaiyu ayTeHTH(GHUKaTopa 1o email.
2. VKa)XHUTe TEKCT TEMbI 3JIEKTPOHHOTO MTHCHMA.

3. VKaxxurte TeKCT COO6H.I€HI/I$I DJICKTPOHHOTO IMUChMa. Cchuika Ha PErucCTpalrio YKa3blBa€TCs CIICLIUAJIbHBIM TETOM

<regLink>.
. YKaKuTe TEKCT CCBIJIKH, YTOOBI 3aAMEHHUTH HAIIMCAHUE B SBHOM BUIC.
. Hamee nmepetinure B pasnen [lonp3oBareny, BEIOEPHUTE MONB30BATEINs, BEIOCPHUTE BKIAIKY AyTCHTH()HUKATOPEI.

. HaxxvmTe kHONIKY 3aperucTprupoBaTh U BeIOepuTe n3 criucka Secured TOTP.

~N N B

.B OTKPBIBIIEMCS OKHE BBEUTC I/IZ[eHTI/I(I)HKaTOp YCTpOﬁCTBa nojp3oBarens. Ero MoxxHo NOJIYYUTh B HaCTpOﬁKaX
IIPUITOKCHUS Indeed Key 1 CKOITUPOBATH WJIN OTIIPABUTH kHomkoM Ilogenntbes. ONMOHAIBHO HA TOM IIIare BbI

MOYKETE yKa3aTh JIOTIOJIHUTEIILHBIC AIEKTPOHHBIC ajjpeca Yepes3 3arsrTyo.

8. Haxxmute kuomiky Jlanee. [Tocie 3TOT0 moap30BaTeIO MPUIET TUCHMO CO CCHUIKOM Ha PETrUCTPAIIHIO
ayTeHTH(HKaTopa. 1o cchiike mosp3oBarens nepeitnet B npuiokenue Indeed Key, rie HauHeTcs perucrparus

ayTeHTH(pUKATOPA.

9. B Management Console HaxxmuTe KHONIKY COXPaHUTb.

Konurypaims cepuiku Ha peructpauuto Secured TOTP (u ckaunBanue Indeed Key)

Ccpuiky Ha peructpanuto Secured TOTP u ckaunBanne npunoxenns Indeed Key MoxHO 3a1aTh Bpy4YHYIO.

1. Ilepeiinute B pazaen Kondurypamus— AyTeHTHDUKATOPBI B ceKnio HacTpoiiku peructpanuu.

2. B Hactpoiike Anpec cepBepa, yqacTBYIOIINH B (POPMHPOBAHUH CCHIIKH Ha PETHCTPANNIO ayTeHTH(UKATOpa

(IMIUIMHK) YKa)KUTE CCBUIKY JUIS PErHCTpaliy, OTIpaBIseMylo o email.
JlocTyIHBI ClieyoIe CChUIKH ISl perucTpanuy (B CKoOKax yKazaHO MECTOHAXOXKICHUE CepBepa):

¢ https://indeedkey.drru.agconnect.link (Poccus)
¢ https://indeedkey.dre.agconnect.link (I'epmanusi)
¢ https://indeedkey.drcn.agconnect.link (Kurait)

e https://indeedkey.dra.agconnect.link (Cunramyp)

3. B cekmmu JlomomHUTENBHBIC HACTPONKHN YKaXKNTE CChUIKY JiIsl ckaunBanus Indeed Key.

ﬂOCTyHHBI CJICAYIOMIUE CCHUIKU JJI1 CKaYMBaHUA (B CKOOKax YKa3aHO MECTOHAXO0KACHUEC cepBepa):
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https://indeedkey.drru.agconnect.link/XwZr (Poccust)

https://indeedkey.dre.agconnect.link/MJyW (I'epmanmust)

https://indeedkey.drcn.agconnect.link/NDbK (KuTaif)

https://indeedkey.dra.agconnect.link/i1RD (Cunramyp)

Peructparust B User Console

[Tonp30BaTeh MOXKET 3apErHCTPUPOBATh HOBBIN ayTeHTH(HKaTop B User Console, ecii aAIMAHUCTPATOP pa3pemInI

TMIOJTE30BATENIO PETUCTPHPOBATH HOBEIE ayTeHTH(HKaTophl B HacTpoiikax Secured TOTP B Management Console.
Ha yctpoiicTBe mosb3oBaresst JOIDKHO ObITh ycTaHOBIIeHO npuiioxkenue Indeed Key 2.6 u Bbiie.

YToObI 3aperucTprpoBarh ayTeHTH(UKATOp 10 QR-KOIy, BEITOIHUTE CICAYIOIIEE:

1. B Management Console B pazzaene JlocTyHble [10JIb30BaTENI0 IHCTBUS pa3pelInTe M0JIb30BaTeINI0

peructpupoBarh HoBble ayTeHTuukaTopsl Secured TOTP.

2. B Hacrpotiike Crioco6 perucrparuu ayreHtudukaropa B User Console BeiOepuTe Criocod perucrpanuu

ayTreHTuduraropa no QR-koxmy.

3. B User Console y momib30BaTess B CITUCKE TOCTYNHBIX ayTeHTH(HKaTopoB nosBuTcs Secured TOTP.
I[Tonp30BaTENIO HYXKHO BBIIIOJIHUTE CIIEIYIOIIHIE ICHCTBHUSL:

1. HaxxaTp 3Ha4OK II€CTEPEHKH.
2. Haxarp KHOTIKY 3aperucTpupoBars.

3. Ykazars ID ycrpoiictBa. UtoOs! momyunts 1D, monb3oBaTenio HyXHO 3aiiti B mpmioxenne Indeed Key, Haxars

3HAYOK MIECTEPEHKN U CKOMMPOBATh 3HaueHue u3 o ID ycTpoiicTsa.
4. OTckaHupOBaTh NOSIBUBIINIICA KOJ YyCTPOICTBOM ¢ OTKPBITHIM NpuiokeHueM Indeed Key.

5. Ecnu HacTpoeHa puHyAuTeNbHast IPoBepKa ayTeHTU(UKATOPa, JOIOJIHUTEILHO BBECTH OJIyYEHHbIH

OJTHOpa30BbIN MapOJIb.
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Indeed AM Software OTP Provider

C momompio Software OTP Provider BeI MOkeTe peann3oBaTh AByX()aKTOPHYIO ayTCHTH(UKAINIO, OCHOBAaHHYIO Ha
IIPOrpaMMHOM obOecIieueHUH. AyTeHTU(UKATOP MPEICTABIsIET COO0I 0OTHOPA30BbIN MapOIIb, KOTOPBIN MOIb30BATEb

JOJDKEH MPEAOCTaBUTh B JOIMOJTHEHUE K CBOEMY JIOTUHY U I1apoJito, YTOOBI NOJIY4YUTh AOCTYII K MMPUIIOKCHHIO.

OHOPA30BEIH MAPOIH TEHEPHPYETCS] aBTOHOMHO HAa MOOIMITBHOM YCTpOHCTBE (TenedoH, cMapT(hOH, IUTAHIIET) ¢
WCIIOJIb30BaHKUEM CIEIMaIM3UpOBaHHOTO Npriioxkenus (Hanpumep, Indeed Key, Google Authenticator, SIunexc.Kirou).
I'enepanust 0qHOPA30BOTO MAPOJIS IPOU3BOAUTCS Ha OCHOBE JIBYX ITapaMeTPOB: CEKPETHOTO KITFOUA, 33/1aBAEMOro Ha

JTare perucTpanuy ayTeHTH(GUKaTOpa, U TEKYIIEro BpeMEHH.

TexHoMOTHs ayTEHTU(HUKAIIMN OCHOBaHA HA CUCTEME, I7IC JUIS 33JaHHOTO CEKPETHOTO KITIOYA ITOJIH30BATEIS B KasKIbIN
MOMEHT BPEMEHH CYLIECTBYET €MHCTBEHHBIH BEpHBIN 0HOPa30Bblii napoib. Takum oOpa3oMm, uMest HH(POPMALIUIO O
CEKPETHOM KJII0YE, CEPBEP MOXKET MPOBEPUTH MEepelaHHbIi MOJIb30BaTeIeM OAHOPA30BbIi Mapoib. [ npaBUIBLHOTO
(YHKIIMOHUPOBAHUS TEXHOJIOTHH BpEeMsi HA MOOMIILHOM YCTPOHCTBE U cepBepe ayTeHTU(HUKALIMH JIOJKHO COBIIAIATh

(IpH 3TOM JOIIyCKAeTCs MOIPEIIHOCTD, BEJIMYUHA KOTOPO MOXKET peryaupoBaTbes aIMUHUCTPATOPOM).

Wnentnukarop mposaiinepa

{OFA7FDB4-3652-4B55-B0CO-469A1E9D31F0}

Wnentudukarop nposaiiaepa st Indeed AM FreeRADIUS Extension

{B772829C-4076-482B-B9BD-53B55EA1A302}

YcranoBka nposaiiepa Software OTP

/\ BAXKHO

Ecnu B nHpacTpyKType UCTIONB3yeTCsl HeCKOIbKo cepBepoB Indeed AM, To ycTaHOBKY IpoBaiinepa HeOOXOIUMO

BEITIOJIHUT Ha BCEX CEPBEPax MHPPACTPYKTYPHI.

Ha cepsepe ¢ Linux

UroObl ycTaHOBUTH IIPOBaiiiep Ha CepBEpe C ONEPALMOHHON cUcTeMOl LinuX, BBIIOJIHUTE CIEAYIOIINe 1eHCTBUS:

1. Otkpoiite daiin am/.env.

2. B nepemenHoi COMPOSE_PROFILES no06aBbre 3HaueHue software-totp.
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Ha xauenTckux MammuHax ¢ Windows

UYrtoObl yCTAaHOBUTH MPOBAiiICp HA KIMEHTCKUX MAIIMHAX C ONepaIMoHHOM cucteMoir Windows, BBITTIOTHUTE

CIeyIOIIre IeHCTBUS:

1. U3 maniku Indeed AM <Homep eepcuu>\Indeed AM Providers\Indeed AM Software OTP Provider\<Homep
sepcuu> 3anyctute naket IndeedAM. AuthProviders.Software TOTP. Provider-<uomep eéepcuu™.

<paspaoHOCMb> .FU-ru.msi.

2. Ecniu mporpamMmMa yCTaHOBKH IIpeJyliaraeT BBIIONIHUTD [Iepe3arpysKy, MoATBepAnTe qaHHoe aelctue. [locne

3aBEpIICHUs] YCTAaHOBKU MOXKET MOTPEeOOBAThCS Iepe3arpy3ka CUCTEMBI.

Vnanenue/BoccTaHoBIEHHE TIPOIYKTA OCYIISCTBISIETCS, CTaHAapTHBIM JUTst nojiepxkuBaeMbix OC criocoboM, uepes

MeHIo [Tanens ynpasieHus.

Daiipl 11a0JIOHOB MOTUTHK PACTIONOKEHbI B nanke ndeed AM <uomep eepcuu>\Misc\ADMX Templates*.

Hactpoiika nposaiinepa Software OTP B Management Console

s vactpoiiku Software OTP B Management Console nepeiiaure B pasaen Konpuryparus— AyTeHTHPHKATOPHI 1

BeIOEpHTE ayTeHTHHKaTOp Software OTP.

IIpaBa nocryna

YToObl BBIAATH UM OTO3BATH ITPABa HA UCIIOJIL30BAHUE ayTCHTU(HUKATOPA, BBIIOJIHUATE CIIEIYIOIIEE:

1. B cexuun OCHOBHbIE HACTPOUKHU BBIIIOJIHUTE CIIEAYIOLINE HACTPOHKY:
e B nacrtpoiike 3anpeTuTb HCIONb30BaTh YKAXKUTE, MOXKET JIU M10JIb30BaTeb UCIOIb30BaTh UIN
PEruCTpUPOBAThH BEIOPAHHBIN ayTeHTH(UKATOP.
2. B cexnuu JlocTynHble MOJIb30BATENIO ACHCTBUS BBIMOJIHNUTE CIIEAYIOLINE HACTPONKU:
e B Hacrpoiike Perucrpaius HOBbIX ayTeHTH(PHKATOPOB YKAKUTE, MOXKET JIU MOJIH30BaTEh PETUCTPUPOBATH
HOBBIC ayTCHTU(PHUKATOPHI;
e B nacrpoiike PegakrupoBanue UMEIOINXCS ayTEHTU(UKATOPOB YKAXKHUTE, MOXKET JIM T0JIb30BaTeIb U3MEHATh
yKe 3aperucTpupOBaHHbIE ayTeHTU(UKATOPHI;
e B Hactpoiike YnaneHue nMErOIuXcs ayTeHTU(PUKATOPOB YKAXKHUTE, MOXKET JIM MOJIb30BATENb YAAIATh YKE
3aperucTpUpPOBaHHbBIC Ay TCHTU(DUKATOPHI;
e B nacrpoiike Pa3pemuts pegakrupoBaHie KOMMEHTapysl K ayTeHTU(PHUKATOPY YKaKUTE, B KAKOH MOMEHT

MOJIL30BATECJIb MOXKET PEAAKTUPOBATL KOMMCHTAPHUH K YK€ 3apCTUCTPHUPOBAHHBIM aYTeHTI/I(i)I/IKaTOpaM.

[IpunynuTenbHas poBepKa ayTeHTH(PUKaTopa

1. B pazngene OCHOBHBIE HACTPOMKH BKIIIOUUTE NPUHYIUTEIbHYIO IPOBEpKy. [Ipu perucrpanuu nosBuTCs

JOMOJHUTEIBHOC OKHO MOATBEPKACHUA IJIs1 BBOJAA JaHHBIX ay'TeHTI/I(l)I/IKaL[I/II/I.
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2. BBeaute monyyeHHbIe JaHHBIE ayTeHTU(UKAIMN U HAXMuUTe [loaTBEpauTh.

brokupoBka ayrenTudurkaropa

UroObI 3a070KHpOBaTh ayTeHTU(UKATOP, B CeKIMH HacTpoliku OIOKUPOBKH ay TeHTU(HUKATOPA BBIMOIHUTE CICIYIOIINE

HaCTPOMKHU:

1. Pazpemmre mim 3a0m0kupyiiTe ucnons3oBanue Software OTP B ciryuae cepnn HeyTadHBIX MOMBITOK

ayTeHTU(HUKAIIH.

2. B none KoanuecTBo mONBITOK ayTCHTI/I(I)I/IKaI_II/II/I 0 6J'IOI(I/Ip0BKI/I YKaXUTE, CKOJIBKO pas3 MoJb30BaTC/Ib MOXKET

COBEPILIUTH HEYAAYHYIO ayTeHTU(PHUKALIUIO 10 OIOKMPOBKH CII0co0a ayTeHTHU(UKALINH.

3. B noste COpoc cueTunka OIOKMPOBKH YKAKUTE, CKOJIBKO MUHYT JOJDKHO MPOMTH MOCIE HEYAauHOU TIONBITKA

AyTeHTU()HUKAIIUH, TIPEXK/IC YeM COPOCHUTCS CUCTUHK.

4. B none TaiimayT 10 pa30I0KUPOBKH CII0CO0a BXOA YKAXKHUTE, Yepe3 CKOJIBKO MUHYT 3a0JIOKUPOBaHHBIH cr10c00

ayTeHTI/I(l)I/IKaLII/II/I CTaHET BHOBb JOCTYIIHBIM.

Hacrpoiiku omHOpa3oBoro naposst

UtoObl HACTPOUTH T'€HEPALIMIO OJHOPA30BOro napoiis, B cekuun Hactpoiiku OTP Beimonnute cienyomiee:

1. B nacrpoiike [lepuox oOHoBieHus OTP ykaxuTe, Ha MPOTSIKEHUE KAKOTO BPEMEHH Oy/IeT akTyasleH OJHOPAa30BbIi
apoJib;

2. B Hacrpoiike KonruecTBo meprooB CpaBHEHHS YKAXKHUTE, CKOJIBKO MepruooB oOHoBieHUst OTP nomkHO npoiTH,
10 UCTEYCHUH KOTOPBIX TAPOJIb Oy/IeT CYMTAThCS HEJICHCTBUTCIHHBIM;

3.B HaCTpOﬁKe qDOpMaT WMEHHM T10JIb30BaTeNIs 3a/1aiTe UMs MOJIB30BaTeJIs, KOTOPOC 6yz[eT nepeaaBaTbCs B

MOOHMIIBHOE TIPUIIOKEHUE;

4. B nacrpoiike Anroputm reaepaunu OTP-koga BeiOepuTe, 0 KaKoMy ajropuTMy OyAeT reHepHUpOBaThCs

OJTHOPa30BBIN MapOIIb;

5. B nacrpoiike KommaectBo nndp B OTP-kone BrIOepHTE, CKOIBKO ITU(P OyIET coepKaTh OMHOPA30BBIN MapOJIb.
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Indeed AM Hardware OTP Provider

ABTOHOMHBIH TeHepaTop oIHOpa3oBhIX mapoieit eToken PASS Mo)kHO HCHoNB30BaTh IS Ay TCHTU(HUKAIIMN B JTIOOBIX
TIPHIIOKEHHSIX U CITY)K0ax, mojaepkuBaromux nporokoin ayrenrudukanun RADIUS: VPN, Microsoft ISA, Microsoft
IIS, Outlook Web Access u nip. [Tonpobnyto nunpopmariuio 06 ycrpoiictee eToken PASS Bbl MoxeTe moay4YuTh Ha

odunmansHOM caiite komrianuu Aladdin.

B eToken PASS peanuzoBan anroputm reaeparun oHopa3oBbix mapodieit (One-Time Password — OTP). Oror
anroput™ ocHoBaH Ha anroputMe HMAC u xem-¢ynkuun SHA-1. [lns pacuera 3nauenus OTP npunumarorces asa
BXOJHBIX MTApaMeTpa — CEKPETHBIN KITI0Y (Ha4aJbHOE 3HaYEHHE JJIsl TeHepaTopa) U TeKyllee 3Ha4YeHne CYeTYNKa
(KOTMYeCcTBO HEOOXOAMMBIX IMKJIOB TeHepalmn). HaganpHoe 3HaYeHNe XpaHUTCS KaK B CAMOM YCTPOMCTBE, TaK U Ha
cepBepe B cucteMe Indeed. Cuerunk B ycTpoiicTBe yBennunBaeTcs mpH kaxaoi renepanuu OTP, Ha cepsepe — mpu

K0 ynaunoit ayreHTrdukarmu mo OTP.

[pogaiinep Indeed AM Hardware OTP moxeT ObITh UCITONB30BaH JIJIsl ay TCHTU(HUKALUHT B CICAYIOMIAX MOJYIISX:

Identity Provider,

ADFS Extension,

FreeRADIUS Extension,

RDP Windows Logon,

Windows Logon.

Wnentudukarop mposaiiaepa

{AD3FBA95-AE99-4773-93A3-6530A29C7556}

YcranoBka npogaiinepa Hardware OTP

/\ BAXKHO

Ecimu B mHQpacTpyKType HCNONb3yeTcs: HeCKobKo cepBepoB Indeed AM, To ycTaHOBKY mpoBaiinepa HeoOX0auMo

BBIITOJTHUTD Ha BCEX CepBEpax HHPPACTPYKTYPEI.

Ha cepgepe ¢ Linux

UroObl ycTaHOBUTH MIPOBAiiJiep Ha CepBEpe C OMEPALMOHHON CHCTEMOM LinuX, BBIMOJIHUTE CIEAYIOMNe 1eHCTBUS:

1. Otkpoiite daiin am/.env.

2. B nepemennoit COMPOSE_PROFILES n00aBbre 3Ha4eHHE hotp.
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Ha xauenTckux MammuHax ¢ Windows

UYToOBI ycTaHOBHUTH MPOBaiiiep HAa KIMEHTCKUX MAIIHHAX C OTIEPAIlMOHHOHN cucTeMoil Windows, BBITTOTHHTE

CIeyIOIIre IeHCTBUS:

1. U3 maniku Indeed AM <Homep eepcuu>\Indeed AM Providers\Indeed AM HOTP Provider\<Homep eepcuu>

sanycture naket IndeedAM. AuthProviders. HOTP-<uomep éepcuu>.<pa3psioHocms™>.ru-ru.msi.

2. Ecnu mporpaMMa yCTaHOBKH IIpeJJIaraeT BHIIIOJIHUTD Iiepe3arpysKy, HOATBEpAUTe faHHoe aelictue. [locne

3aBCPUICHUS YCTAHOBKHU MOXCET HOTpeGOBaTLCH nepesarpy3ka CUCTEMBI.

VYnanenue/BoccTaHoBneHHE TPOAYKTa OCYLIECTBISIETCS CTaHAapTHBIM JUTst nozepxkuBaeMbix OC criocoOoM, uepes

MeHto [lanens ynpasneHus.

@aiiel 1a0IOHOB MOIMTHK PACIIONOXKEHBI B arike Indeed AM <uomep eepcuu>\Misc\ADMX Templates.

Hactpoiika nposaiinepa Hardware OTP B Management Console

Hns vactpoiiku Hardware OTP B Management Console nepeiinute B pazaen Kondurypauusi— AyreHTudukarops 1

BbIOepuTe ayTenTrdukatop Hardware HOTP.

IIpaBa nocryna

YTto05I BbIaTh WK OTO3BaTh IIpaBa Ha UCIIOJIb30BAHUE ayTeHTI/I(bI/IKaTOpa, BBITIOJTHUTE CICAYIOMIIEEC:

1. B cekunn OCHOBHBIE HACTPOWKHU BBITIOHUTE CIIEAYIOLINE HACTPOHKHU:
¢ B HacTpoiike 3alpeTUTh UCIIONb30BaTh YKAXKNUTE, MOXKET JIM MOJIb30BATENb UCIONb30BaTh HIIH
PErHCTPUPOBATh BBIOPAHHBIHM ayTeHTU(PHUKATOP.
2. B cexuuu JlocTynmHble MONB30BATEINO 1€ CTBHS BBIIOIHUTE CIEAYIOLINE HACTPOHKH:
e B nHacTpoiike Perucrparnys HOBbIX ayTeHTH()UKATOPOB YKAXKHUTE, MOKET JIU NTOJIb30BATEIb PETUCTPUPOBATh
HOBBIC ayTCHTH()UKATOPEI.
e B nHactpoiike PenaktiupoBaHne NMEIONIUXCS ayTeHTH(UKATOPOB YKAXKUTE, MOXKET JIH TIOJIb30BATENb H3MEHATh
y’Ke 3aperucTpUPOBAHHbIE AyTEHTU(PHUKATOPBI.
e B HacTpoiike YianeHne UMEIOIHXCs ayTeHTU()UKATOPOB YKaXKUTE, MOKET JIU [0JIb30BATENb YIANIATh yXKe
3apEeruCTPUPOBAHHBIC AYTCHTU(DUKATOPBL.
e B mactpoiike Pa3pemnTs perakTupoBaHie KOMMEHTApHS K Ay TCHTH(HUKATOPY YKAXKHUTE, B KAKOH MOMCHT

TI0JTE30BATEb MOJKET PEIaKTHPOBATh KOMMEHTAPUH K YK€ 3apETHCTPUPOBAHHBIM ay TCHTH(PHUKATOPAM.

bnokupoBka ayreHTH(pHKaTOpa

YTtoObI 32070KHPOBaTh ayTCHTH(UKATOP, IepeiinuTe B ceKimio HacTpoliku OIOKHPOBKY ayTCHTH(HUKATOPa U

BBITIOJTHUTE CIICAYIOIINEC HaCTpOfIKI/II
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1. Pazpemmte nnm 3abnokupyiite ucnonszosanue Hardware HOTP B cnyyae cepuu HeyaqyHbIX TOMBITOK

ayTeHTU(HUKALIUH.

2. B none Konn4ecTBo MOMbITOK ayTeHTU(DHUKALINN 10 OJIOKUPOBKH YKa)KHTE, CKOJIBKO Pa3 MOJIb30BaTeh MOKET

COBEPIIUTH HEYAAYHYIO ayTCHTU(PHUKAIINIO JIO OIOKMPOBKH CIIoco0a ayTeHTU(UKAIIHH.

3. B nosie COpoc cueTunka OIOKMPOBKH YKaXKUTE, CKOJIBKO MUHYT JOJDKHO MIPOMTH IOCIE HEYyAauHON OMBITKH

ayTeHTU(PHUKALIUK, TPEXKIE YeM COPOCUTCS CUETUHK.

4. B none TaiimayT 10 pa30I0KUPOBKH CII0COOa BXOAA YKAKHUTE, Yepe3 CKOJILKO MUHYT 3a0JJOKMPOBAHHBIH CrI0CO0

ayTeHTI/I(bI/IKaHI/II/I CTaHET BHOBB JJOCTYITHBIM.

Hacrpoiiku omHOpa3oBoro naposst

YToOBI HACTPOUTH TEHEPANIHIO OTHOPA30BOTO MTAPOJIS, BEITOIHATE CIICTYIONIEe:

1. Iepeiiqute B ceknuto Hactpoiiku OTP.

2. B nacrpoiike KonndecTBo nepruooB cpaBHEHUS YKaXKUTE, CKOJIbKO nepruonoB ooHoBnenus OTP nomkHo mpoiity,

IO UCTEYCHUH KOTOPLIX IMapOoJjib 6y,ZlCT CUNTAThCS HEJCHUCTBUTEIBHBIM.

3. B HacTpoiike OKHO CHHXPOHHM3AIINHY 33J1aiiTe 3HaY€HNE CUETUNKA IPU CUHXPOHU3AIINH.

JloGasnieHue ycTpoiicTa

() HH®OPMALUS

OI[HO yCTpOﬁCTBO MOJKET OBITH 3ap€TUCTPHUPOBAHO TOJIBKO JIsI OAHOTO IMOJIB30BaTECIIsA

Jliis nobaBiieHust yCTPOKWCTBA HEOOXOIMMO BBITIOJIHHUTD CIIETYIOIIEe:

1. Otkpoiite koHCONb ypaBneHus Management Console.
2. Ilepeiinute Ha BKJIAAKY YCTpOUCTBA.

3. Haxxmure Jlo6aButh nnu JloGaBuTh U3 daiina.

() MNPUMEYAHME

Brl MoxkeTe 100aBUTH YCTPOHCTBO, BEIOpaB (haiist ¢ mapameTpamu ycrpoiictsa (Jlo6aButs u3 (aiina), 1u6o

yKa3aTh HapameTpbl BpyuHyto (J100aBUTE).
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YcTponcTtea
+ [oBaeute L OoBaeuTs u3 dhaina [ Yoanuts A YoanuTe u3 daina & 3abnokmposath & Pa3tnoxvposars

Mogens CepuitHbIiA HoMep KommeHTapuil Mposaigep
AyTEHTUMKALMKU

He BuibpaHa - He BribpaH -

HET MHOPMALMN 0 33PErMCTPUPOBAHHEIX YCTPOACTBAX
JloGasnenue u3 daiina

1. Haxxmure Jlo6aBuTh U3 daiina.

2. Bribepute daiin popmara XML ¢ napamerpamu ycTpoiicTBa u Haxkmute J{00aBUTS.

[Ipumep xoH(UTYpaAIH YCTPOKWCTBA

<Tokens xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<Token serial="000200071927">
<CaseModel>5</CaseModel>
<Model>109</Model>
<ProductionDate>11/4/2008</ProductionDate>
<ProductName>Aladdin OTPO v1.0</ProductName>
<Applications>
<Application ConnectorID="{a61c4073-2fc8-4170-99d1-
9f5b70a2cec6}">

<Seed>884120ce4b2c406e0b6199338990bb6cc3fabac403eaa7f8</Seed>
<MovingFactor>1</MovingFactor>
</Application>
</Applications>
</Token>
</Tokens>
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[obaBuThb yCTPOWCTBO

Tun ycTpoAcTea

eToken PASS (HOTP)

X
etoken.xml Buibpatk daitn
o

®ain ycTpoicTe

JloGaBnenue Bpy4HYIO

1. Haxxmute /lo0aBuTh.

2. B none Cepulinblii HOMEp yKaKUTe CEpPUIHBII HOMEp ycTpoiicTBa.
3. B noste CexpeTHbIi Kiltod yKaxuTe seed yCcTpoiicTBa.

4. ITone KommeHTapuit — HeoOs3aTeNIbHBIN MapaMeTp.

5. Haxxmure [100aBUTE.

[obaBnTb YCTPOUCTBO *
Mogens

eToken PASS (HOTP): Aladdin OTPO v1.0 =

CepuHHBIA HoMep

000200071927

CEeKpETHBIR KMoy

884120cedb2c406e0b6199338990bb6cc3fabacd03eaarfs

KOMMEHTa M

eToken 000200071927
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PenakrupoBanue ycTporncTaa

JI1st penakTipoBaHus yCTPONCTBA BBITIOJIHUTE CIIECTYIOIINE IEHCTBUS:
1. Otkpoiite koHCONB ypaBieHust Management Console.
2. IlepeiinnuTe Ha BKJIAAKY YCTpoHcTBa.

3. Haxxmute cepuiiHblii HOMep yCTpoucTBa.

() WHOOPMALMSA

ITpu HeOOGXOAUMOCTH MOXKHO BBIITOTHUATH OUCK, CIONB3Ys (PUIBTPHI B BEPXHEH YaCTH CTPAHHIIBL

YcTpoiicTea

+ [obasuts X Nobaeute us chaina O Yoanue X Ynanuts us chaina & 3abnowmpozars & PasGnorupoeats

Mogens Cepuitieii HoMED KomMMeHTapHA MNposantep ayTeH THEWMEALKA
He exibpaqa = He exibpan =
MOLENb CEPMAHBIA HOMEP NPOBAROEP NONE30BATENL KOMMEHTAPHA
AYTEHTHU®UKALIMK
O Aladdin OTPO v1.0 000200071927 Hardware HOTP eToken 000200071827

4. B OKHE peaKTUPOBAHUS MOKHO U3MEHUTh KOMMEHTAPHHA, 3a0JIOKUPOBATh YCTPOHCTBO MM CHHXPOHH3UPOBATh.

5. [Mocne BHecenust n3MeHeHni Haxkmute COXpaHUTh.

Aladdin OTPO v1.0, 000200071927

B Coxpanute X OTmenHa [ CuHxporuauposats OTP & 3abnompoeats & PasBnomipoeats D YzanuTe

Mogene CEepHitHEIN HoMEp Mpoeainep ayTeHTHDUKALMK
Aladdin OTPO v1.0 000200071927 Hardware HOTP
KoMMeHTapUi Craryc
eToken 000200071927 AKTUBHO

VYnaneHue ycTporcTBa

Jlns ynaneHns yCTpOoNCTBa BBIITOJHATE CIEYIOIIUE NEUCTBUS:

1. OTkpotiTe KoHCOIb ynpaBneHus Management Console.
2. IlepeiinuTe HA BKIAIKY YCTPOMCTBA.

3. Beibepure ycTpOCTBO M HAKMHUTE YIAIHTh.
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(D) HMHOOPMALWS

HpI/I HCO6XOI[I/IMOCTI/I MOJXHO BBIITOJIHUTH ITOMCK, UCITIOJIb3Ys (1)I/IJ'II)TpI)I B BCpXHefI YaCTU CTpaHUIBI.

YeTtpolicTea

+ HobaewTe X NoBaeuTs uz thaiina I ¥onanuTs X Voanute uz chaina & 3abnokmpozate & Paztnokmpoeate

Mogene CepWiHbIi HOMED KomMMEHTaPHK MNpoBanaep 3y TEHTHRHME LMK
He exi0paxa = He eeibpaH =
MOAENb CEPMAHLIA HOMEP NPOBAWOEP NONbL30BATENDL KOMMEHTAPHWA
AYTEHTHOHKALIMA
Aladdin OTPO v1.0 000200071927 Hardware HOTP eToken 000200071827

VYnanenne u3z (aiina

1. nst yaanenus ycTpoiicTsa o nHpopMauu u3 ¢aiia HaxxMuTe YaanuTs u3 ¢aiina.
2. BeiGepuTe (haitn KoHPHUTypaLuuu yCTpOUCTBa.

3. Hasxkmute YnanuTh.

YnanuTe yCTPOWCTBO *

Tun yCcTpoWcTEa

eToken PASS (HOTP) =
dain ycTponcTe

etoken.xml Bribpats daiin

CHHXpOHHU3ALMS YCTPOKCTBA

JIns CMHXpOHU3aLUK yCTPOKCTBA BBIIIOJHUATE CIIEIYIOLIUE NEUCTBUS:

1. OTkpotite KoHCOIb yrpaBneHus Management Console.
2. IlepeiinnTe Ha BKIIAAKY YCTpOWCTBA.

3. Haxwmure cepuiiHbIif HOMEp yCTpOMHCTBA.

4. Beibepute Cunxponusuponars OTP.

5. B noste OgHopasosslit maposs 1 1 OQHOpa3oBbIi Napoiib 2 yKaXUTe apoid C yCTPOHCTBA U HAXKMUTE

CHHXPOHU3UPOBATD.
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INDEED@

CuHxpoHusayma HOTP ycTpoicTBa

[nA CMHXPOHU3ALWH }‘CTpOﬁCTBE C CUCTEMOH HeoDX04MMO
BBECTH €0 CEDL‘IFIHI:\Iﬁ HOMED W [Ba NoCnenosaTeENbHD
CrTeHepPUPOBAHHBLIX HA HEM OHOPA30BLIX NAPONA B
COOTBETCTEYHLLME NONA BBOOA HHHE

000200071927

956324

957432

CHHXPOHW3IMPOBATH

223




Indeed AM Hardware TOTP Provider

[pogaiinep Indeed AM Hardware TOTP mMoxeT ObITh NCTIOIB30BAH IS Ay TEHTU(DHUKAINN B CIICAYIONUX MOTYIISIX:

Identity Provider,

ADFS Extension,

FreeRadius Extension,

RDP Windows Logon.

Hardware TOTP mo3BossieT momydars 0JHOPA30BhIC TAPOJIH C ITOMOIIBIO CICAYIONINX YCTPOHCTB!

e ABTOHOMHBII renepaTop ogHopa3zoBbix napoiei eToken PASS. Ero MoxHO HCIIONB30BaTh A ayTeHTU(UKAIIUN B

THOOBIX MPUIIOKEHUSIX U CITY)K0ax, MOIEPKUBAIOIINX MPOTOKON ayTeHTr(ukamun FreeRADIUS —
VPN, Microsoft ISA, Microsoft IIS, Outlook Web Access u npyrux.

o TokeH s HaJIe)KHOH 3aIIUTHI TOCTYNA K JaHHBIM akkayHToB Pytoken OTP. OH ucnonb3yercst st

ayTeHTU(HUKALIUKN B KOPIIOPATUBHBIX CEPBHCAX U MOPTaJaX, CepBUCAX ayTEHTU(UKAIMHU, IPHIOKESHUSIX U

cepBUCax YIPaBIEHUs IapOJIIMU, a TAKOKE B IPyTrUX cepBucax, nogaep:xusaromux rexuonoruro OATH TOTP.

Tabnuia cpaBHEHHsI XapaKTEPUCTHK YCTPOUCTB

Yerpoiicteo  Dopmar daiina Anroputm
eToken Pass XML SHA1
Pyroken OTP  CSV SHA1, SHA256

Wnentnukarop mposaiinepa

{CEB3FEAF-86ED-4A5A-BD3F-6A7B6E6OCABS }

[Tepurox oOHOBIIEHUS

30 cexyHn

30, 60 cexyHnn

YcranoBka ripoBaiinepa Hardware TOTP

/\ BAXHO

Ecnu B uH(pacTpyKType Hcnonb3yercs HeckolbKo cepBepoB Indeed AM, To ycTaHOBKY mpoBaiinepa He0OXoauMo

BBIITOJIHUTH Ha BCEX CEPBEPax HHPPACTPYKTYPHI.

Ha cepBepe ¢ Linux

UYToOBI yCTaHOBHUTH NPOBAIE Ha CEPBEPE C OTEPAIIMOHHON CHCTEMOI Linux, BRITIOIHAUTE CIIETYIONIHE ICHCTBYS:
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1. Otkpoiite daiin am/.env.

2. B nepemennoit COMPOSE_PROFILES no6aBbTe 3HaueHHe hardware-totp.

Ha xanenTckux MamuHax ¢ Windows

UroObl ycTaHOBUTH MTPOBaiiiep Ha KIMEHTCKUX MAllMHAX ¢ ONepaloHHoi cucreMoir Windows, BBITIOTHUTE

CIenyIoIue AEUCTBUSA:

1. U3 maniku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM Hardware TOTP Provider\<Homep
sepcuu> 3anycture naket IndeedAM. AuthProviders. HardwareTOTP-<uomep éepcuu™>.<pa3psonocms™>.ru-

ru.msi.

2. Ecnu mporpaMMa yCTaHOBKH ITpeJIaraeT BBIMOIHUTB Niepe3arpysKy, MOATBEpIUTE JaHHoe neiictue. [locne

3aBCPUICHUS YCTAHOBKHU MOXCT HOTpeGOBaTBCf{ nepesarpys3ka CUCTEMBI.

YIlaHeHI/IC/BOCCTaHOBHeHI/IC IpOAYKTa OCYHICCTBIIACTCA CTAaHAAPTHBIM JJI TOAACPKUBACMBIX oC CHOCO6OM, qgepes

MeHto [lanens ynpasienusi.

Ddaiispl Ma0IOHOB MOIUTHK PACIIONOKEHbI B anke /ndeed AM <uomep sepcuu>\Misc\ADMX Templates.

Hacrtpoiika nposaiinepa Hardware TOTP B Management Console

s nactpoiiku Hardware TOTP B Management Console nepeiinure B paznen Koudurypaimsi— AyteHTudhukaTopsl 1

BbIOepuTe ayrenTudukarop Hardware TOTP.

ITpasa mocrtyna

Yto0nI BbIAaTh UKW OTO3BaTh IIpaBa Ha UCIIOJIL30BAHUE ay'TeHTI/I(l)I/IKaTOpa, BBITIOJTHUTE CIICAYIOMIEE:

1. B cekunn OCHOBHBIE HACTPOMKHU BBITIOIHUTE CIIEAYIOLINE HACTPOHKHU:
e B nHacrtpoiike 3arpeTuTh UCTIOIH30BATH YKAKUTE, MOXKET JIM TTOJIb30BATEIh MCIIOIb30BaTh MITH
PETUCTPUPOBATH BHIOPAHHBIN ayTEHTH(OUKATOP.
2. B cekuun JlocTynHbIe MOJI30BATENIO ACHCTBUS BBIIIOIHUTE CIEIYIOUIUE HACTPOUKH:
¢ B nacrpoiike Perucrpaiivst HOBBIX ayTEeHTU(PUKATOPOB YKAKUTE, MOKET JIU MOJIb30BaTEIb PErUCTPUPOBATh

HOBBIC ayTCHTH()UKATOPEI.

e B mactpoiike PenakTiupoBanne HIMEIONHMXCS ayTeHTH(HKATOPOB YKAXKUTE, MOXKET JIH IOJIb30BATENb H3MCHATh

YK€ 3aperuCTPUPOBAHHBIE ayTEHTU(UKATOPHI.

e B nacrpoiike YnaneHue nMeromuxcsi ayTeHTUPUKATOPOB YKAXKHUTE, MOXKET JIU MOJIb30BATEINb YIAIATh YiKE

3aperucTpUpPOBaHHbBIE Ay TEHTU(UKATOPHI.

e B Hacrtpoiike Pa3pemuTs pejakTupoBaHie KOMMEHTApHs K ay TCHTU(PHUKATOPY YKaKUTE, B KAKOH MOMEHT

TIOJTE30BATENb MOJKET PEIaKTHPOBATh KOMMEHTAPHH K YK€ 3apEeTHCTPUPOBAHHBIM ay TCHTH()HUKATOPAM.
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brokupoka ayrentudurkaropa

YTtoObI 3207I0KHPOBaTh ayTCHTH(UKATOP, B CEKIMN HacTpoiiku OI0KMPOBKN ayTeHTH()UKATOPA BBITTOIHHUTE CIICTYIOIINE

HaCTPOMKHU:

1. Pazpemmte unm 3abnokupyiite ucnonszopanue Hardware TOTP B cirydae cepun HeyaauHBIX MOMBITOK

ayTeHTU(HUKALIUH.

2. B mone KonmmuecTBO MOMBITOK ayTEeHTH(HUKAIINH 10 OJOKHPOBKH YKAKUTE, CKOJIIBKO pa3 MOTb30BaTETh MOKET

COBEPLUUTH HEYAAUHYIO ayTeHTU(PHUKALUIO 10 OJIOKMPOBKU crioco0a ayTeHTU(UKALIHN.

3. B nnoste COpoc cueTunka OIOKMPOBKH YKAXKUTE, CKOJIBKO MUHYT JIOJDKHO IIPOMTH IOCIE HEYAauHON ONBITKH

ayTeHTU(PUKALIUH, TIPEXKIE YeM COPOCUTCS CUETUHK.

4. B none TaiimayT 10 pa30IOKUPOBKH CIIOCOOa BXOA YKAKHUTE, Yepe3 CKOJIILKO MUHYT 3a0JIOKHPOBAHHBIH CIIOCO0

ayTeHTI/I(i)I/IKaHI/H/I CTAaHCT BHOBb JOCTYITHBIM.

Hacrpoiiku omHOpa3oBoro naposst

YToObI HACTPOUTH TEHEPANIHIO OTHOPA30BOTO MAPOJIS, BBITOJHATE CIICTYIONIEe:

1. Iepeiiqute B ceknmto Hactpoiiku OTP.

2. B nacrpoiike KonngecTBo nepruosoB cpaBHEHUS YKaXKUTE, CKOJIbKO nepruonoB ooHoBnenus OTP nomkHo mpoiity,

IO UCTECYCHUHN KOTOPLIX IIapOJib 6y,ZlCT CUNTAThCS HEJCUCTBUTEIIBHBIM.

3. B HacTpoiike OKHO CHHXPOHHM3ALINHY 33J]aiiTe 3HaY€HNE CUETUYHKA IPU CUHXPOHU3ALINH.

JloGasnieHue ycTpoiicTa
Br1 MoxkeTe 100aBUTh yCTPOHCTBO BPYUYHYIO HIIH Yepe3 3arpy3Ky (aiiia ¢ mapaMmeTpamMu yCTpOHCTBA.

yCTpOﬁCTBO MOXET OBITh 3apCTUCTPUPOBAHO TOJIBKO IJIA OJHOI'O ITOJIB30BATCIIA

Jlo6aBienmne Bpy4uHYyIO

YerpoiictBo Pyroken OTP

Jis noGasnenus ycrporictsa Pyroken OTP BbIOMHUTE CIETyIOIINE ACHCTBUS:

1. Otkpoiite KoHCONB ypaBieHuss Management Console.
2. B meHro ciieBa BeIOepHUTE YCTPOUCTBA.

3. Haxxmure /106aBUTH yCTPOHCTBO.

4. B oTkprIBIIEMcst OKHE BeIOepuTe Rutoken OTP.

5. 3anmonuute ot Cepuitnblii Homep, CekpeTHbii Kiatod, [lepuos oonoBieHus u KommeHnTapuii (3o

HeoO0sA3aTenpHOe 1oJie) U HaxMuTe J{00aBUTh.
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/\ BAXKHO

[pu no6asiennu Pytoken OTP BpyuHYO BBl MOXKETE YKa3aTh CEKPETHBIN KJII0Y B IBYyX Gopmarax — HEX u

Base32.

YerpoiictBo eToken PASS

s noGasnenus ycrporicta eToken PASS BeimonnuTe cnenyromnme aeicTBus:

1. Otkpoiite koHCONB ypaBieHuss Management Console.
2. B meHro ciieBa BrIOepHUTE YCTPOUCTBA.

3. Haxxmure J106aBUTH yCTPOHCTBO.

4. B oTkprIBIIeMcst okHe BeIOeprTe Mozens eToken PASS.

5. 3anomuute nosnst Cepuitabiii Homep, CekpeTHbI Kirod 1 KomMeHTapwii (3T0 Heobs13aTenbHOE T10JIe) U

Haxkmurte J[00aBUTH.

JloGapnenvie u3 Qaiina

YerpoiictBo Pyroken OTP

s moGarienust yerpoiictBa PyrokeH OTP BBITIONHUTE CIIEAYIONINE ICHCTBUS:

/\ BAXKHO

[Tpu no6asiennu Pytoken OTP depes aiin BEI MOXKeTe yKa3aTh CEKPETHBIH KITIOY TOJIBKO B OHOM (opMare

— Base32.

1. Otkpoiite koHCONB yrpaBieHuss Management Console.

2. B MeH1o ciieBa BeIOepUTe YCTPOUCTBA.

3. Haxxmure JIo0aBuTh u3 daiina.

4. B otkpsiBIIeMcst OkHE BbiOepuTe Rutoken OTP v Haxkxmute BeiOpars daiin.

5. B otkpeiBiemcst okHe Beioepure (aiin popmara CSV ¢ mapamerpamu yctpoiictBa U Haxxmute J[00aBUTS.

©  COBET

[MoapoOHyIo HH(GOPMALKIO IT0 HACTPOHKE YCTPOMCTBA BBl MOXKETE HAWTH B PYKOBOJCTBE MO MCIOIB30BAHHIO

Pytoken OTP.
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YerpoiicrBo eToken PASS

s noGasnenus ycrporicta eToken PASS BeimonnuTe cnenyromme neicTBys:

1. OTkpotite KoHCOb yrpaBneHus: Management Console.
2. B MeHt10 ciieBa BbiOepuTe YCTpOHCTBA.

3. Haxxmure Jlo0aBuTh u3 daiina.

4. B otkpsiBiIeMcs okHe BeiOepuTe Moaens eToken PASS.

5. B otkpeiBIIeMcst okHe BBIOepuTe (aitn popmara XML ¢ mapameTpamu ycTpoicTBa 1 HaXMHUTE J|06aBUTE.

CHHXpOHU3ALIHS YCTPOHUCTBA

I[J'Ii[ CUHXpPOHU3aAllun YCTPOﬁCTBa BBITIOJIHUTC CIICAYIOINEC JICHCTBUS:

1. OTkpotite koHCOIb yrpaBneHust Management Console.
2. B MmeHIo0 cieBa BeIOEpUTE YCTpOHCTBA.
3. U3 criucka BeIOepuTe yCTPOHUCTBO U HaXkMUTEe CHHXPOHU3UPOBATb.

4. B oTkpsIBIIEMCSI HOBOM OKHE B 11osie OiHopa3oBslii maposb | 1 OAHOPa30BbIi Mapoib 2 YKaKUTE Mapoiu ¢

ycTpoiicTBa U HaxxMuTe CUHXPOHU3UPOBATH.

N3meHeHre cepuiiHOro HoMepa M OTKIIFOUEHHE YCTPOKCTBA

JI1s1 penakTupoBaHus yCTPOMCTBA BBIIOJIHUTE CIEAYIOIINE TEHCTBHS:

1. Otkpoiite koHCOIb yrpaBieHus Management Console.
2. B meHro cinea BeiOepuTe YCTPOUCTBA.

3. B BemanatonieM crimcke [Iposaiinep ayrentudukanuu Beioepure Hardware TOTP, B ione CepuiiHblii HOMED,

€CJIM U3BECTHO, YKaXXHUTE€ CEpUHHBIA HOMEp yCTpOHCTBa U HaxmMuTe [louck.

4. BeiOepuTe HallleHHOE YCTPOHCTBO M HAKMHUTE 3HAYOK PEIAKTUPOBAHHUS.

YcTpoicTea X YanuTb yCTpoAcTBa
W CepwitHeiih HOMEp MpoBaiigep Mogens KommeHTapuit MonksoBarens
AP578201 Hardware TOTP &TPass 6.20 o

PejakTupoBsats

5. B oKkHe penakTHpOBaHUS MOYXXHO U3MEHUTh CEPUITHBIA HOMEP YCTPONUCTBA, KOMMEHTAPUN WU OTKIIIOYUTh

yCTpOfICTBO. Ilocne BHeCeHUST M3MEHCHUI HAXKMUTE COXpaHI/ITB.
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CepHiHEIR HOMep

AP5T8201

KoMMeHTapui

Hardware TOTP

Bpema nocnegHed CHHXPOHW3ALMH

HeT AaHHbIX

YCTPOHCTEO OTKNKIYEHO

COXpaHuTL OTMeHa

VYnaneHue ycTponcTsa

Bb1 MoXeTe ynanuTh yCTpOHCTBO BPYUYHYIO HITH Yepes 3arpy3Ky (aiiia ¢ mapaMeTpaMu yCTPOHCTBA.

VYnaneHve BpyyHyro

I[J'IS[ YAaaJieHusa YCTpOﬁCTBa BBITTOJIHUTE CIICAYIOIIINE JICUCTBUS:

1. Otkpoiite koHCONb ypaBineHus Management Console.
2. B meHro cieBa BeiOepHUTE YCTPOUCTBA.

3. B Bemanatoniem crmcke [Iposaiinep ayrentudukanuu Beidoepure Hardware TOTP, B none CepuiiHblii HOMED,

€CJIM U3BECTHO, YKAKUTE CEPUIHBIN HOMEp ycTpoiicTBa U HaxkmuTe Ilouck.
4. BribepuTe HaliZIeHHOE YCTPOHUCTBO U HAXKMUTE YIAIUThH YCTPOUCTRBO.

5. B oTkpbIBIIEMCS OKHE MTOATBEPIUTE yAICHNUE.

VYnanenue u3 daiina

YerpoiictBo Pyroken OTP

s ynanenus ycrpoiictBa Pyroken OTP BoimonmHuTe crieayromue 1edCTBus:

1. OTkpotite KoHCOb yrpasneHus: Management Console.

2. B MeH1o ciieBa BbIOepuTe YCTpOKCTBA.

3. Haxwmure Ynanute u3 ¢aiina.

4. B otkpsiBiIeMcs okHe BbiOepute Rutoken OTP u Haxxmute BeiOpats aii.

5. B otkpeiBIiemMcst okue BeiOepute (aitn popmara CSV ¢ mapameTpamMu yCTPONHCTBA M HAKMHUTE YIAIUTb.
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Q COBET

[MoapoOHyro HHGOPMAIIHIO IO HACTPOHKE YCTPOHCTBA BBl MOKETE HANTH B PYKOBOJICTBE MO UCIIOIb30BAHUIO
Pyroken OTP.

YerpoiictBo eToken PASS

s ynanenus ycrpoiictBa eToken PASS BrimonnuTe cnemyronime AeicTBUs:

1. Otkpoiite koHCONB ypaBieHust Management Console.
2. B meHro ciieBa BeIOepHUTE YCTPOUCTBA.

3. Haxxmure Ynanute u3 Qaina.

4. B oTkprIBIIeMcst okHe BeIOeprTe Mozens eToken PASS.

5. B otkpeiBieMcst okHe BbioepuTe (aiin popmara XML ¢ mapamMerpamu yCTpoicTBa U HAKMUTE YIaTUTh.
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Indeed AM SMS OTP Provider

Komnonent Indeed AM SMS OTP Provider npennasnadeH Juis ayTeHTH()HUKAIIUY TTOJIh30BaTeIeh ¢ MPUMEHEHUEM

TEXHOJIOTUH OJHOPA30BbIX naponeﬁ, JOCTaBJISICMBIX IT0JIB30BATCIAM 110 CMC.

OHOPA30BBI MAPOJIb MPEJCTABISIET CO00M HAOOP CIyYaiiHBIX CUMBOJIOB (LD, CIICIUATIBHBIX CUMBOJIOB U JIATHHCKUX
OykB). ['eneparus napois mpoucxonut Ha cepepe Indeed AM, 3arem mapois niepenaercs Ha CMC-1IUTH03, HMEFOTIUICS
B MH(PACTPYKType KIIHEHTA, ITOCIIC OAHOPA30BHIi KO OTIPaBIIsIeTCs Ha HOMep Teaedona monb3oBarens. [lepenada

JAHHBIX MPOUCXOIUT 1o npoTtokony SMPP (Short Message Peer-to-Peer).

Wnentudukarop nposaiaepa

{EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

YcranoBka nposaitnepa SMS OTP

/\ BAXKHO

Ecnu B mHpacTpyKType UCTIONB3yeTCsl HeCKOIbKO cepepoB Indeed AM, To ycTaHOBKY IpoBaiiepa HEOOXOIUMO

BEIITOJTHUTD Ha BCEX CepBEpax HHPPACTPYKTYPEI.

[NpenBapurenbHble TpeOOBaHUS

Jiis ucnonw3oBanus Indeed AM SMS OTP Provider neo6xomumo Hanmune CMC- nutro3a. JlaHHBIN 1ITI03 JOTHKEH

OBITH JIOCTYIICH ¢ Kaxkaoro cepeepa Indeed AM, Ha koTopom mpennonaraercst ycranopka SMS OTP Provider.

I[J'Iﬂ HCIIOJIb30BaHUA npOBaﬁz[epa Yy IOJIB30BaTEIIsA JOJIPKEH OBITh 3alaH HOMCP TeJ'Ie(bOHa B anI/I6YTC o yMOJIYaHUIO

tele p honeNumber wiu B APYIroM HAaCTPOCHHOM anI/I6YTe, HnHa4yc npOBaI?mep 6y):[eT HEOOCTYIICH [JIsI UCIIOJIb30BaHUs.

Peructpanus ayrentudukaropa B User Console He TpeOyeTcsi.

Ha cepgepe ¢ Linux

UroObl ycTaHOBUTH MIPOBAiiiep Ha cepBEpe C OMEPALMOHHON CHCTEMOM Linux, BBIMOJIHUTE CIEAYIOMINE NeHCTBUS:

1. Otkpoiite daiin am/.env.

2. B nepemennoit COMPOSE_PROFILES n00aBbTe 3Ha4eHHE Sms-otp.

Ha xanenTckux MammHax ¢ Windows

YT10OBI yCTaHOBUTH MPOBAii/iep HAa KIIMEHTCKUX MAlIMHAX C ONICPallMOHHOI crucTeMoil Windows, BEITTOJTHUTE

ClenyIoIue AeUCTBUSA:
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1. U3 manku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM SMS OTP Provider\Client\<Homep

sepcuu> 3anyctute naket IndeedID.SMSOTP. Provider.msi.

2. Ecnu mporpaMMa yCTaHOBKH IIpeJJIaraeT BHIIOJIHUTD Iiepe3arpysKy, HOATBEpAUTE AaHHoe aeiictue. [locne

3aBEPUICHUS YCTAHOBKU MOXET HOTpC6OBaTI>C${ nepesarpy3ka CUCTEMBI.

VYnanenune/BoccTaHoBneHHe POAYKTa OCYLISCTBISIETCS CTaHAapTHBIM JUTst nofiepxkuBaeMbix OC criocoboM, uepes

MeHIo [lanens ynpasieHus.

Daiibl 1a0JIOHOB MOIMTHK PACTIONOXKEHBI B arike Indeed AM <uomep eepcuu>\Misc\ADMX Templates.

Hactpoiika arpuOyta ¢ HoMepoM TenedoHa

UroObl U3MEHUTH 3HaYEHHE aTpUOyTa 10 YMOIYaHUIO, 100aBbTE CIACAYIOUINE TTapaMeTphl B KOH(OUTYpaMOHHbIH (aiin

cepBepa am/core/app-settings.json:

1. B cexmmro Ldap nobaeeTe mapameTp userMapRules.
2. B mapametp userMapRules no6asbTe napamerp Attributes.

3. B Attributes mo6aBsre napameTp Phone u 3aJiaiiTe eMy 3HaYEHHE, COOTBETCTBYIOIIEE HEOOXOAUMOMY

arpu0yTy u3 Active Directory.

[Ipumep
"Ldap": [{

"userMapRules": {
"Attributes": {

"Phone": "mobile"

Hacrpoiika npopaiiiepa SMS OTP B Management Console

Juis nactpoiiku SMS OTP B Management Console niepetinure B pa3nen Konpurypanus— AyteHTrduraropsr u

BbIOepuTe ayTenTudukatop SMS OTP.

IIpaBa noctyna

Y1005l BbIaTh WK OTO3BaTh IIpaBa Ha UCIIOJIL30BAHUEC ay'TeHTI/I(l)I/IKaTopa, BBITIOJTHUTE CIICAYIOMIIEEC:

1. Iepetigute B cekunio OCHOBHBIE HACTPOMKH.
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2.B HaCTpOﬁKe 3aHpeTI/ITL HCIIOJB30BaTh YKAXKUTE, MOXKET JIU MOJIB30BATECIIb UCIIOJIb30BaTh UJIM PETUCTPHUPOBATH

BBIOpaHHBIN ayTeHTU(UKATOP.

brokupoBka ayrentudurkaropa

UrtoObI 3a0J0KHpOBaTh ayTeHTU(UKATOP, B CeKIuK HacTpolku OIOKUPOBKY ayTeHTU(UKATOPA BBITIOIHUTE CIESIYIOIINE

HACTPOMKH:

1. Pazpemmre mim 3a6mokupyiite ucronb3oBanre SMS OTP B cirydae cepun HEynaqHbIX MOITBITOK ayTeHTH()UKAIINH.

2. B none KoanuecTBo mONBITOK ayTeHTI/I(l)I/IKaI_II/II/I 0 6J'IOI(I/Ip0BKI/I YKaXXUTE, CKOJIBKO pas3 MoJIb30BaATCIIb MOXKET

COBEPILUUTH HEYAAYHYIO ayTeHTU(PHUKALUIO 10 OJIOKMPOBKH CrIoco0a ayTeHTU(UKALINH.

3. B none COpoc cueTunka OIOKHMPOBKH YKAKUTE, CKOJIBKO MUHYT JOJDKHO MPOMTH MOCHE HEYAauHOU TIOMBITKH

AyTEHTU(HUKAIIUH, TIPEXK/IC YeM COPOCHUTCS CUCTUHK.

4. B none TaiimayT 10 pa30I0KUPOBKH CII0CO0a BXOAA YKAKHUTE, UEPEe3 CKOJIILKO MUHYT 3a0JJOKMPOBAaHHbIH c110c00

aYTeHTI/I(i)I/IKaL[I/II/I CTaHCT BHOBb JOCTYIIHBIM.

3ammra oT criama

MexaHu3M 3alIuThl OT cllaMa OCHOBAaH Ha pacyueTe NponCHTa YCICUIHbIX a}’TeHTI/I(i)I/IKa]_II/II\/'I OTHOCHUTCJIIbHO BCCX
OTIIPABJICHHBIX COO6I.L[CHPII71 3a yKaSaHHBII\/‘I HWHTCPBAJI BPCMCHHU. HpI/I 9TOM pacCUCT 3aIlyCKaCTCs, TOJBKO €CJIN

KOJINMYECTBO OTHPABJIICHHBIX COO6HI€HI/II71 MMPEBLIIIACT KOJIUYCCTBO, 3a/TaHHOC BaMU B HaCTpOﬁKe OkHO OIICHKMU.

[Tpu oOHapyKeHNU crIaM-aTaK| JaTbHEeHIIas OTIpaBKa COOOIICHNH OIOKUpPYETCs Ha 3aIaHHBIN IIEPUOT BPEMEHH, a IIPH

TIOTIBITKE BXOJ[a BO3HUKAET ommnoka Potential spam attack detected.

OtnpaBka coOOmeHUH BO3OOHOBISETCS JINOO 110 HCTEUSHNUH 3aIaHHOTO MIEPUOIa, JIMOO 110 IOCTHIKECHUH

OTIPEAEIIEHHOTO KOJIMYECTRA (B MIPOIEHTHOM OTHOIICHHUHN) YCHEITHBIX ayTeHTH(IKAIIH.

Yto0bI HACTPOUTDH 3allIUTY OT CllaMa, BBIMIOJIHUTE CICAYIOLICE:

1. B Management Console B pazaene Konpurypanus— AyTeHTHPHUKATOPBI BEIOEPUTE ay TeHTU(PHUKATOP.

2. B cexmun Hactpoiiku 3amUThI OT criaMa BBITIOTHUTE CJIEIYIOIINE HACTPONKH:
e BKJIIOYUTE WM OTKIIIOYUTE 3aIIUTY OT CIIaMa;
e B rosie OKHO OIEHKH TOMBITOK ayTeHTU(UKAIIUN YKAKUTE, B TEUCHHE KAKOTO BPEMEHH OY/IET BBHITIOTHITHCS
pacueT MpoIeHTa YCIIENTHBIX MOMBITOK BXO/Ia;
¢ B riosie [loporoBoe OKHO MOMBITOK ayTEHTU(DUKAIIUN YKAXKHUTE, CKOJIBKO IMOMBITOK BXOJ[a JIOHKHO
MIPOU3BOIUTHLCS 33 BPEMsl, YKa3aHHOE B OKHE OI[EHKH TOMBITOK ayTeHTU(UKAIUY;

e B 10J¢ [IPOIICHT YCTICITHBIX TTOTBITOK ayTEHTU(HUKAINN YKQKUTE MUHIMAIIBHBIH TPOIICHT YCIICIITHBIX

BXOAOB OTHOCHUTECJIbHO BCEX OTIIPABJICHHBIX COO6H.[€HI/II\/'I.

233



v Ilpumep

HaCTpOI\/'IKa BKJIFOUC€HA CO CJIICAYIOIINMU 3HAUCHUAMMU:

¢ OKHO OIIEHKH IOTBITOK ayTeHTHuKarmu — 600
¢ [loporoBoe OKHO MOMBITOK ayTeHTHQUKau — 20

e [IponeHT ycrenHpIX MONbITOK ayTeHTH(GUKan — 85

3ammTa oT criama BKITFOUUTCSI, €CJIU pon3oieT 21 monbITka Bxoaa (otnpasieHo 21 coobmenne). [Ipousoiiner

OnmoxupoBka ayrenTudukaropa Ha 600 cexyH/I.
AyTeHTUDHUKATOP Pa3OIOKUPYETCS B OMHOM U3 CIIyYaeB:

e TIPOICHT YCIEIIHBIX BXOIOB (TTOTb30BATENb YCIEITHO BBEJ OTHOPA30BEIH TAPOIh U3 COOOIMICHUS) TOCTUTHET

3HAYEeHHs 85;

e npouuio 600 cexyH1 ¢ MOMEHTa OJIOKUPOBKH.

(O WHOOPMALUS

CoObITHS TOT-CepBepa:
e 2090: OGHapyxeHa MOoTeHIHANIbHAs criaM-aTaka. OTIpaBKa cOOOIIEHUI MPUOCTAHOBIICHA.

e 1118: OtmpaBKa COOOIICHHI MOJIH30BATEISIM BO30OHOBIICHA.

Hacrporiku numroza

1. B cexnmm Hacrpoiika numo3a BEIOEpUTE OMH U3 THITOB TTOIKITFOYCHUS:

SMS Proxy
e OneGate

MFMSolutions

e Megafon

2. YKaxuTe aapec MOIKIIOYCHUS K CepBepy.
3. B 3aBUCHMOTpPH OT THIIA IMOJKIFOYCHHUS 3AIIOIHUTE OCTAIBHBIC TIOJIS:

e SMS Proxy: Otmieuarok ceprudukara kinuenta u Ormnedarok ceprudurara ceppepa;

e MFMSolutions: JIoruH — UM y4eTHOW 3alTUCH JUTsI TTOJIKITIOUEHUS K cepBepy U [laposs — mapoib y4eTHO#H

3allCHu U1 MMOAKIIOYCHUS K CEPBEPY;,

e Megafon: JIormH — MMs y4eTHOW 3alMCH TSI TOAKIIFOYEHUS K cepBepy u [1apois — maponb yueTHoM

3aMHCH JUTS TTOJKITIOUCHUS K CEPBEpY.
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dopmar cooOIIeHHS

1. B mone OtnpaBuTens YKOKUTE UM OTIIPABUTEIS, KOTOpoe OyieT otoOpakarbes rpu rnonyuenun CMC.

2. B nosne JlononuurensHbii TekeT niepes; OTP BBequTe MpOM3BOIBHBIN TEKCT COOOIICHHUS, TPEIIECTBYFOIINN

onHopazoBoMy maposto. [lo ymomuanuto ornpasisiercsa Toipko OTP.

3. U3 Bemanaromiero crrcka Gopmar natel BeIOepuTe GopMart, B KOTOPOM OyneT oToOpaxkaThes ara (WM gara u

BpEMsI) OTIIPABKU COOOIIEHUS B TEKCTE COOOIICHHMS.

dopmar TeneoHHOTO HoMepa

1. UroOs1 HacTpouTh popMaT TeIePOHHOTO HOMEPA, YKAKUTE KOJTHICCTBO CHMBOJIOB U MPe(HUKC (CHMBOJIBI, KOTOPBIE

J00aBISAIOTCS B HAYAJIO TeJIe()OHHOTO HOMEPa, HallpUMep, KOJ CTPAHBI).

2. B cexnuu JlononHUTEIbHBIE HACTPOHKHU TeJIe(OHHOTO HOMEPAa MOJKHO yKa3aTh ajbTepHATUBHBIN aTpulOyT B Active
Directory, n3 xotoporo Oyaer Opatbest TenedoHHbIH HoMep st otipaBku CMC, a Taxoke mmppoBaTh 3TOT

aTpuoyT.
[Mpu BKITIOYCHUH HACTPOUKHU popMaTa IPOUCXOJUT HOPMAIH3AIHs TeIe(h)OHHOTO HOMEpa. DTO O3HAYACT CIICIYIOIIee:

e 1po0ebl, TaOyIsAIus, CKOOOUKH, Ie(PUCHI OYIYT YIaJIsAThCS;

e CCIIH B CTPOKE 3aIHCAHBI HECKOJIBKO HOMEPOB 1 Pa3/ICNICHBI 3aISITON HIIM TOYKOU C 3amsToH, OyneT Oparbes

MIEPBBI HOMEP B CTPOKE JI0 PA3ICITUTENS;

8 Oyner 3ameHsThCs Ha +7;

€CJIM B HOMEpEe He XBaraeT +7 WiK § B Hayajie CTPOKH, TO OyneT Jo0aBnsaThes +7 nepes HoMepoM;

e B HOMepax MOryT ObITh cUMBOJIBI O BMecTO nuGpbl 0, oHU OyIyT 3aMEHSTHCS 00paTHO Ha HU(PHL.

['eHeparust 0IHOPA30BOTO MAPOJIS

B cexuun HacTpoiiku reHepaniny ogHOPa30BOTO Maposisl BHITOIHUTE CIEAYIONNE HACTPONKHU:

1. B noste J{nmnHa 0HOPA30BOT0O MAPOIIs yKAKUTE, CKOJIBKO CHMBOJIOB OYyZIET COJepKaTh OHOPA30BBIN MapOJIb.
2. B mactpoiike Lln¢psr ykaxnte, OyeT U 0OJHOPA30BBIi MapOIb COIEPIKATh U PEL

3. B nacrpoiike CTpouHble JaTHHCKHE OYyKBBI YKaXKUTE, OyA€T JIM OZHOPA30BbIi Napojb COAEPIKaTh CTPOUHbIE

JJaTUHCKHUEC 6YKBBI.

4. B nacrpoiike [IponucHsle 1aTUHCKHE OYKBbI yKaKUTE, OYJIET JI1 OJHOPA30BBIN MapoJib COIEPKATh MPOITUCHbIE

JIATUHCKHUE OYKBBHI.

5. B Hacrpoiike CrieraibHbIe CUMBOJIBI YKaXKUTE, OYJIeT JIM OJHOPA30BbII MapoJb CONEPKATh CIICITHATbHBIC

CHUMBOIJIbI.
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Indeed AM SMS Proxy

Indeed AM SMS Proxy (SMS Proxy) — 3To BeO-IpHIOKEHHE, KOTOPOE HANPSMYIO ToKIrodaeTcs Kk SMPP-1ro3y u
ornpasisger SMS, npu stom Indeed Core Server He Tpou3BoOaUT pa3peiB ceccur ¢ SMPP-nutro30M, 1 3apocsl

OTIIPABJIAIOTCS B paMKax OJHOTO MOAKIIOYCHHUS, a HE B OTACJIbHBIX IJIs KaXXI0I'0 3arpoca.

YeranoBka SMS Proxy

UroOsl yctanoBUTh SMS Proxy Ha cepBepe ¢ onepaioHHO#N cucteMoid Linux, BBIMOTHUTE CIEIYIONINe ASHCTBHS:

1. Otkpoiite daiin am/.env.
2. B nepemenHoii COMPOSE_PROFILES 100aBbTe 3HAYEHHE SMS-pProxy .

3. Otkpoiite KOHPUTYpATMOHHBIHN (aitn am/haproxy/haproxy.cfg n paCKOMMEHTHPYHTE CTPOKH, CBSI3aHHBIC C

koMItoHeHToM SMS Proxy.

e Ctpoky ¢ mapamMeTpoM acl, B KOTOPOH YIIOMHUHAETCSI KOMIIOHEHT.
acl path-sms-proxy path_beg -i /am/proxies/sms

e B mapamerpe http-request reject unless m00aBbTe KOMIHOHEHT path-sms-proxy H pasaenurenb

| | (mpm HEoOXoaMMOCTH).

http-request reject unless path-core || path-idp || path-mc || path-uc ||
path-1s || path-sms-proxy

e Crpoky ¢ mapaMeTpoM use_backend.
use_backend Sms_Proxy Backend if path-sms-proxy
e CrpoKy ¢ aapecoM KOMIIOHEHTa B napaMeTpe backend Sms_Proxy Backend.

backend Sms_Proxy_ Backend
server docker sms-proxy:5443 check inter 5000ms ssl verify required ca-file

trusted _ca.crt

4. Tlepe3anyctuTte KOHTEHHEDP C MPUIOKECHHUEM.
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[TonroroBka ceprudukara gt SMS Proxy

1. UtoObI co3nark ceprudukar st SMS Proxy, 3amycrute ckpunt am/ssl/generateSmsCert.sh Ha Xocre, TJe

ycranoieH SMS Proxy:

sudo bash ./generateSmsCert.sh

() TNPUMEYAHME

CKpUIT aBTOMAaTHYECCKH 3aIIOJHHUT ITOJIE C OTIEYATKOM cepTU(HKaTa B KOHQUTYpaluoHHOM (aiine am/sms-

proxy/app-settings.json.

Ecnu SMS Proxy ycraHoBieH Ha otaenbHoM oT Core Server XocTe, To He00X0IUMO TIepeHecTH (aiin

am/ssl/client/sms-client.pfx B xaranor am/ssl/client/ xocra, rae ycraHosieH Core Server.

Pesynprar:

o sms-client.pfx — cepTUPUKAT ¢ ceKpeTHBIM KitouoM st Core Server,

o sms-client.cer — myOnu4HbIA Kitou ceprudukara ais Core Server.

2. lo6aBkTe ceprudukar sms-client.cer B JupexToputo am/ssl/ca/ v ceprudukar sms-client.pfx B TMPEKTOPUIO

am/ssl/client/ Ha Xocte, Tae yctaHoBieH Core Server.

3. 3anycrure ckpunt prepareCaFile.sh 1 TOBTOpHOM reHepaiyu trusted ca.crt.
sudo bash ./prepareCaFile.sh
Pesynbrar: co3naercs ceprudurar am/ssl/ca/trusted_ca.crt.

() TNPUMEYAHME

[Tpu M3MEeHEeHNH cocTaBa KaTayiora am/ssl/ca HeoOX0IUMO Tepe3anyCcTuTh CKpunT prepareCakile.sh.

4. Ha xocte ¢ Core Server OTKpoiTe access-manager.docker-compose.yml 1 paCKOMMEHTHPYITE CTPOKY:

#- ./ssl/client/sms-
client.pfx:/tmp/am_user/.dotnet/corefx/cryptography/x509stores/my/sms-

client.pfx:ro,Z

Hacrpoiika SMS Proxy B Management Console

1. Otkpoiite Management Console u B pazaene Kondurypamus— Ayrentudukarops! Beioepure SMS OTP wnn

Storage SMS OTP.
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2. B pazngene Hactpoiiku nuro3a Beioepute U noakirodeHuss SMS Proxy.
3. B mote Anpec nmoaxiodeHUS K cepBepy ykakute BHemHHNA URL xocTa (vt 6amaHcHpoBIINKa).

Mpumep: https://!!!HOST _DNS!!!:<uomep nopma>/am/proxies/sms

O NOACKA3KA

B Hactpoiike yka3pIBaeTCsi HOMEp IOPTa, KOTOPbI 3a1aH B IepeMeHHol ENDPOINT HTTPS_PORT B daiine

am/.env.

4. 3anomanTe noste OTHevaTok cepTr(UKaTa KIMeHTa. 3HaYCHNEe MOYKHO TIOCMOTPETh B KOH(PHUTYPAIIMOHHOM (haiiie
am/sms-proxy/app-settings.json B paznene Authentication": {"Certificate": {"Thumbprint": "" }

} . 3HaueHue B napaMeTpe 3aJ1aeTcsl aBTOMATUUECKH TOCIIe 3aIycKa ckpunra am/ssl/generateSmsCert.sh.

5. B mone Otnevatox ceprudukara cepepa yKaKUTe OTIEYaTOK cepTrdukara, BeITyeHHbIH 11t Docker (nmm

0aJTaHCUPOBIIIHKA).

PengakTupoBanue koH(UTypalimoHHOTO (aiiia

1. OTkpoliTe KOHGUTYPALMOHHBIN Qaiisl am/sms-proxy/app-settings.json.
2. B cexuum Smpp 3aII0IHUTE CIEAYIOIIUE TAPaMETPhL:

e SystemId u Password — yKauTe JaHHbIE ayTeHTH(hUKALMU JUIs IOAKIoYeHus K cepsepy SMPP;

* Host — ykaxuTe ajpec noJkiatoueHus k cepsepy SMPP;

e Port — yKaxuTe 3aJaHHBIA NOPT IS MOAKIIOUEHUs K cepBepy SMPP;

e SystemType — ONIMOHAILHEIN TapaMeTp BX0OAa B CUCTEMY CO CTOpPOHEI cepsepa SMPP, nanpumep S1;

e EsmeAddressTon — tun Hymepanuu. Boamoxkusie 3Hauenus: Unknown, International, National,

NetworkSpecific, SubscriberNumber, Alphanumeric, Abbreviated;

e EsmeAddressNpi — uMHAMKaTOp myaaHa Hymepaiuu. Bosmoxkusle 3Hadenus: Unknown, ISDN, Data, Telex,
LandMobile, National, Private, ERMES, IP;

* AddressEncoding — KOOMpOBKa afpeca OTIPABUTENS U mojtydaress. Bo3moxnble sHauenus: GSM 01.38
(o ymomuanuto), ASCII, utf-8, is0-8859-1;
e SslProtocols — OMNIMOHAJIBHBIN apaMeTp JJisl yKa3aHus MpoTokoia. BosMoxkHbie 3Hauenus: None (1o

ymommuanuto), Ssl2, Ssl13, Tls, Default, Tls11, Tls12, Tls13;

e LoggingPermissions — yKkaxure Iapamerp, OTBEHarONIMii 3a 0TOOpakeHue B Jlorax nHpopManuu oo
OTIpaBUTENE U Nody4darene. MoXKHO yKa3aTh 3HAUECHUS 4epes3 3araTyto. Bo3MoxHbIe mapaMeTpsl:

o Source— OTIPAaBUTENIb COOOIEHUS,
o Destination— momy4arens cooOmeHus,
o None (3HaueHHE MO YMOIYAHUIO) — CKPBIBAIOTCS 3HAYCHHMSI BCEX JIOTUPYEMBIX TTOJIEH,

o All — NOKa3bIBAIOTCSI 3HAUYEHUS BCEX JIOTUPYEMBIX IOJIEH.
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3. Ilone Publication BkIOuYaeT onuuoOHAIBHBIN MapaMeTp DefaultSource, comepKamiuil UM OTIPaBUTENS B

3anpocax, Harpumep Indeed-AM.

4. B mone Authentication": {"Certificate":} yka3sblBaeTcs OTIEYATOK CepTU(UKATA, II0 KOTOPOMY
npoBaiigep (SMS unu Storage SMS) MmoxxeT ObITh ayTeHTUUIMPOBaH B SMS Proxy asns oTnpaBku cooOLeHn .

3aroiHsAETCsl aBTOMATUYECKH MTOCIIE 3arycka ckpunta am/ssl/generateSmsCert.sh.

() NDPHUMEYAHHE

PexomeHayeTcsa cHavyaga HAaCTPOUTH CUCTEMY 0e3 YCTaHOBKH JIBYCTOpoHHero TLS-coenuHenus, To ecTs 0e3

ucnosb3oBaHus ceprudukaros. [Ipu HacTpoiike SMS Proxy B Management Console octaBbTe 3HaYCHHUS

OTIEYATKOB CEPTU(HUKATOB IIYCTHIMH.

5. CoxpaHure app-settings.json U 3aIllyCTHTE KOHTEHHEp C NPHIOKEHHEM C MOMOIIBIO KoMaHIb!l sudo docker-

compose up -d.
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¥ Ilpumep koH(pUrypannoHHoro ¢aiaa
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“Smpp": {
"SslProtocols": "T1ls12",
"SystemId": "test",
"Password": "test",
"SystemType": "S1",
"Host": "192.168.0.1",
"Port": "7777",
"ReconnectionDelay": "00:02:00",
"LoggingPermissions": "Source"
s
"Publication": {
"DefaultSource": "000Indeed"
¥
"Documentation": {
"Enabled": true
¥
"Debug": {
"ExceptionResponsesEnabled": true
s
"Authentication": {
"Certificate": {
"Enabled": false,
"Thumbprint": "DA38B312C78B5155A2FCC3C1DDC3394D23EEDBF8",
"ForwardingHeader": "X-IndeedAM-ClientCert"
¥
"NetworkAddress™: {
"Enabled": true,

"AnyAddress": true

}s

"ReverseProxyIntegration": {
"BasePath": "/am/proxies/sms"
¥
"Security": {
"HttpsRedirectionEnabled": false,
"HttpsExcludePaths": [
"/healthcheck/",
"/health-check"

]
3
"Logging": {
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"LoglLevel™: {
"Default": "Trace",
"Microsoft.Hosting.Lifetime": "Information'

}
}s

"Server": {

"Certificates": {
"Default": {
"Path": "/ssl/server.pfx",
"Password": "ulRiX71Z3p4Adkd"

JByctoponHee TLS-coennnenne

UroOsl ycTaHOBUTH JBycTOpoHHEee TLS-coennuenue mexay cepBepamu Indeed Core Server u Indeed AM SMS Proxy,

BBITIOJTHUTE CIICAYIOIIUEC JICHCTBUS:

1. B koudurypamnmonnom ¢aiiiie SMS Proxy ykakuTe clieayIoniyie napaMmeTphl.

"Authentication": {
"Certificate": {
"Enabled": true,
"Thumbprint”: "!!! Client certificate thumbprint !!!",
"ForwardingHeader": "X-IndeedAM-ClientCert"

}s

e Authentication:Certificate:Enabled — mns ucnonp3oBaHus ABycTopoHHEero TLS-coequnenus
HEOOXOAMMO 3HAYEHHE true

e Authentication:Certificate:ForwardingHeader — oxujaercs 3akoaupoBaHHblii Base64 cepruduxkar.
[pumep: X-IndeedAM-ClientCert.

e Authentication:Certificate:Thumbprint — orneuarok KiMeHTCKOro cepruduxara.

2. Jlo6aBbTe oTneyarok ceprudukara B Management Console.
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Co6op s010B

Wudopmaryst o BKIIOUSHHIO JIOTUPOBaHUS U cOopy JloroB SMS Proxy Haxoautcs B paszaene COOp JOroB cepBepHbIX

KOMITOHCHTOB.
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Indeed AM Storage SMS OTP Provider

Ecnm B kauecTBe xpanmimia gaHeeix Indeed AM BBl Henons3yere Microsoft SQL, BEI MO)keTe HCIONIB30BaTh
nposaiiziep Indeed AM Storage SMS OTP. Orot npoBaiinep npenocTaniseT BO3MOXHOCTh XPaHCHHUS, TIOJTYUYCHHS U
00HOBJIEHUS TeJIe(OHHBIX HOMEPOB Nonb3oBareneii cucteMbl Indeed AM B 6aze nanHbix. Homepa TeneoHOB XpaHATCA

B 3aIIM(POBAHHOM BHJIC.

Storage SMS OTP Provider MmoxeT OBITH UCITONB30BaH /ISl Ay TEHTU(UKAIIUU B CIETYIONINX MOMYIISX:

Identity Provider,

Windows Logon,

o ADFS Extension,

FreeRadius Extension.

Wnentugukarop mposaiinepa

{3F2C1156-B5AF-4643-BFCB-9816012F3F34}

YcranoBka ripoBaiaepa Storage SMS OTP

/\ BAXKHO

Eciu B mHOGpacTpyKType HCNonb3yeTcs: HecKolibKo cepBepoB Indeed AM, To ycTaHOBKY mpoBaiinepa HeOOX0auMO

BBIITOJIHUTD Ha BCEX CepBEpax HHPPACTPYKTYPHL.

[penBapurenbHble TpeOOBaHMS

s ucnionb3oBanust Storage SMS OTP Provider HeoOxoaumo Hanmmune CMC-nuto3a. JlaHHBIH 1IUTH03 T0KEH ObITh

JOCTYyTIeH ¢ Kaxoro cepepa Indeed AM, Ha koTopoMm nipeznonaraercst ycranoBka Storage SMS OTP Provider.

Ha cepsepe ¢ Linux

YToOBI ycTaHOBHUTH MPOBAIEP Ha CEpBEPE C OTEPAIIMOHHON CHCTEMOi Linux, BRITIOIHAUTE CIETyIONIHe TICHCTBYS:

1. OTkpotite daitn am/.env.

2. B nepemennoii COMPOSE_PROFILES no0asbre 3HadeHHE storage-sms-otp.

Ha xiamenTckux mamuHax ¢ Windows

UT0OB!I YyCTAaHOBHTH MPOBaiiiep Ha KIIMEHTCKUX MAlIMHAX C OTIepallMOHHON cucteMoid Windows, BBITIOTHHTE

CeNyIoLne CHCTBUS:
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1. U3 maniku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM Storage SMS OTP Provider\Client\

<Homep éepcuu> 3anycture naket IndeedID.SMSOTP. Provider.msi.

2. Ecnu mporpaMMa yCTaHOBKH IIpeJJIaraeT BHIIOJIHUTD Iiepe3arpysKy, HOATBEpAUTE AaHHoe aeiictue. [locne

3aBCPUICHHS YCTAHOBKH MOXET HOTp€6OBaTLC$I nepesarpy3ka CUCTEMEI.

VYnanenue/BoccTaHoBneHHE TPOAYKTa OCYLIECTBISIETCS CTaHAapTHBIM JUTst noziepxkuBaeMbix OC criocoboM, uepes

MeHIo [lanens ynpasieHus.

Daiiiel 1a0JIOHOB MOIMTHK PACIIONOXKEHBI B atike Indeed AM <uomep eepcuu>\Misc\ADMX Templates.

Hactpoiika npoBaiinepa Storage SMS OTP B Management Console

Jns vHactpoiiku Storage SMS OTP B Management Console nepeiinure B pazaen Kondurypanusi— AyTeHTUDUKATOPHI 1

BeIOCpHTE ayTeHTH(HKaTop Storage SMS OTP.

IIpaBa nocryna

Yr1o05I BbIaTh UJIKW OTO3BaTh IIpaBa Ha UCIIOJIL30BAHUE ayTeHTI/I(bI/IKaTOpa, BBITIOJTHUTE CICAYIOMIEEC:

1. B ceknnn OcHOBHBIE HACTPOWKH BBITIOHUTE CIICAYIONINE HACTPOHKHI:
¢ B nHacrpoiike 3arpeTuTh UCTIOIH30BATh YKAKUTE, MOXKET JIM MTOJI30BATEIh UCIIOIb30BaTh MITH
pPEruCTpUpPOBaTh BEIOPAHHBIN Ay TEHTU(PUKATOP.
2. B cekuuu JlocTynHbIe MOJIb30BATENIO ACHCTBUS BBIIIOIHUTE CIEIYIOLIUE HACTPOUKHU:
e B nacrpoiike Perucrpaiivsi HOBBIX ayTEHTU(PUKATOPOB YKAKUTE, MOKET JIU MOJIb30BaTEIIb PErUCTPUPOBATh
HOBBIC ayTCHTU(PHUKATOPHI.
¢ B Hactpoiike PegakTupoBaHre HMEIOIINXCS ayTeHTH(UKATOPOB YKAKKUTE, MOXKET JIX TI0JIb30BATEIIb U3MEHSTh
YK€ 3apETUCTPUPOBAHHBIC Ay TEHTU(UKATOPHI.
e B nHacrpolike YnaneHne UMEIOINXCS ayTeHTU(DUKATOPOB YKAXKHUTE, MOXKET JIA TIOJIB30BATENb YIAIATh yiKE
3apEruCTPUPOBAHHBIC Ay TEHTHU(PUKATOPHI.
e B mHactpoiike Pa3pemnTs perakTnpoBaHie KOMMEHTApHS K Ay TCHTH(PHUKATOPY YKAKHUTE, B KAKOH MOMCHT

TTOJIB30BATECJIb MOXKET PEAAKTUPOBATE KOMMCHTAPHUH K YK€ 3apCTUCTPHUPOBAHHBIM aYTeHTI/Iq)HKaTOpaM.

brokupoBka ayrentudrkaropa

YTtoObI 3207I0KHPOBaTh ayTCHTH(UKATOP, B CEKIMN HacTpoiiku OJI0KMPOBKN ayTeHTH(UKATOPA BBITTOIHHUTE CIIETYIOIINE

HaCTPOMKHU:

1. Pazpemmre unu 3abnokupyiite ucnons3zopanue Storage OTP B ciydae cepun HeyJaqHbIX MOMBITOK

ayTeHTU(HUKALIUH.

2. B none Konn4ecTBo MOMBITOK ayTeHTU(HUKALINH 10 OJIOKUPOBKU YKaXKHUTE, CKOJIBKO Pa3 MOJIb30BaTeh MOKET

COBEPIIUTH HEYAAYHYIO ayTCHTU(PHUKAIINIO IO OIOKMPOBKH CIIOco0a ayTeHTH(UKAIIHH.
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3. B none COpoc cueTunka OMOKHMPOBKH YKAXKUTE, CKOJIBKO MUHYT JOJDKHO MPOMTH MOCHE HEYAauHOU TOMBITKH

ayTeHTU(DUKALINHY, TIPEXKJIC YeM COPOCUTCS CUCTUHK.

4. B none TaiimayT 10 pa30IOKUPOBKH CIIOCO0a BXOJA YKAKHUTE, Yepe3 CKOJILKO MUHYT 3a0JIOKMPOBAHHBIH CII0CO0

ayTeHTI/ICpI/IKaHI/H/I CTAHCT BHOBb JOCTYITHBIM.

3armra oT cnama

MexaHu3M 3alIuThl OT cllaMa OCHOBAaH Ha pacyueTe NponceHTa YCICIUIHbIX a}’TeHTI/I(bI/IKaHI/Iﬁ OTHOCHTCJIIbHO BCCX
OTIIPABJICHHBIX COO6I.L[€HPII71 3a yKaSaHHLIfI HWHTEPBAJI BPCMCHHU. HpI/I 9TOM paCUCT 3aIlyCKacCTCs, TOJBKO €CJIN

KOJIMYECTBO OTHPABJICHHBIX COO6HICHI/II71 MPEBLIIIACT KOJIMYCCTBO, 3a/TaHHOC BaMU B HaCTpOﬁKe OkHO OLCHKH.

[Tpu oOHapyXeHNH crIaM-aTaK| JaTbHEeHIas OTIpaBKa COOOIICHNH OJIOKUpPYEeTCs Ha 3aIaHHBIN ITEPHOT BPEMEHH, a PH

TIOTIBITKE BXOJ[a BO3HUKAET ommnoka Potential spam attack detected.

OtnpaBka cooOLeHHH BO3OOHOBIISETCS JINOO 110 HCTEYSHNUH 3aIaHHOTO MIEPUOa, JIMOO0 10 TOCTHIKEHUH

OTIPEAEIIEHHOTO KOJIMYECTBA (B MIPOIEHTHOM OTHOIICHUHN) YCHEITHBIX ayTeHTH(IKAITIH.

YtoObI HACTPOUTDH 3allIUTY OT CllaMa, BBIITOJHUTE CICAYIOLICE:

1. B Management Console B pazaene Konpurypanus— AyTeHTUPHKATOPHI BEIOEPUTE ayTCHTUPHUKATOP.

2. B cexmun Hactpoiiku 3amuThl OT criaMa BBITIOTHUTE CIEIYIOIINE HACTPONKH:

® BKIIIOYUTE WX OTKIIIOYUTE 3alIUTY OT CllaMa,

e B 110j¢ OKHO OLIEHKH MOIBITOK aYTeHTI/Iq)I/IKaL[HI/I YKa)XKUTC, B TCHCHUEC KAKOI'O BPECMCHHU 6y/1eT BBITIOJTHATBCS

pacyeT NpoucHTa YCICIIHBIX ITOIBITOK BXOJ4a,

® B IIOJIC HOpOFOBOC OKHO ITOIIBITOK aYTeHTI/I(I)HKaL[I/II/I YKaXUTE, CKOJIBKO IMOIBITOK BXOJa AOJI?KHO

MIPOU3BOAUTLCA 3a BPpEMS, YKa3aHHOC B OKHE OLI€HKU ITOIBITOK ayTeHTI/I(I)I/IKaHI/II/I;

e B 10je [IPOICHT yCTICIIHBIX TTOMBITOK ayTEHTU(HUKAINN YKQ)KUTE MUHIMAIIBHBIH TPOIICHT YCTICIITHBIX

BXOAOB OTHOCHUTEJIbHO BCEX OTIIPABJICHHBIX COO6IHGHI/II\/'I.

v Ilpumep

Hacrpoiika BKJIFoU€Ha CO CIEAYIOIUMH 3HAYECHUSIMH:

¢ OKHO OIIEHKH IOTBITOK ayTeHTHuKarmu — 600
¢ [loporoBoe OKHO MOTBITOK ayTeHTHQUKaH — 20

e [IponeHT ycnemHbpIX NONbITOK ayTeHTH(GUKau — 85

3ammra oT criama BKITOUUTCSI, €CJin mpousoiiet 21 monbiTka Bxoaa (ornpasieHo 21 coobmenne). [Ipousoiiner

OnokupoBka ayreHTH(UKaTopa Ha 600 cekyHI.
AyTeHTU(pHUKATOP Pa30IOKHPYETCs B OTHOM U3 CIIyJaeB:

e TIPOICHT YCICIIHBIX BXOJOB (TIOI30BATEIb YCICITHO BBEJ OHOPA30BEIN MTAPOIH U3 COOOIICHUS) TOCTUTHET

3HaYcHHUS 85;

e npouuto 600 cexyH1 ¢ MOMEHTA OIOKUPOBKH.
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(D) HMHOOPMALWS

Co0pbITHS TOT-CepBepa:
e 2090: O6HapyxeHa MoTeHIUANbHAs criaM-aTaka. OTIpaBka cOOOIIEHUI MPUOCTAHOBIICHA.

e 1118: OtmpaBka COOOIICHHI MOIH30BATEISIM BO30OHOBIICHA.

Hacrporiku nuiroza
1. B ceknmm Hacrpoiika numo3a BRIOEpUTE OMH U3 THITOB TTOJKITFOYCHUS:

e SMS Proxy
e OneGate
e MFMSolutions

e Megafon

2. YKaXXuTe aipec MOIKITIOUCHHUS K CEPBEPY.
3. B 3aBUCHMOTpPH OT THIIA MOJKIIOYEHHUS 3aII0JIHUTE OCTAIbHBIE TIOJIA:

e SMS Proxy: Ornevatok ceprudukara kianeHTa u OTreuarok cepruukara ceppepa;

e MFMSolutions: JIoruH — uMs y4eTHOW 3aITUCH JUTsI TTOJIKITIOUEHUS K cepBepy U [laposs — mapoib y4eTHOH

3allCHu U1 MMOAKIIOYEHUS K CEPBEPY;

e Megafon: JIorun — uMs y4eTHOU 3amMCH JUIsI MOAKIIIOUEHUS K cepBepy U [lapois — maponib yueTHoM

3aIMCH JIJIS1 TIOAKJIFOYEHHUS K CEPBEPY.

dopmar cooOIIeHHS

1. B moite OtnpaBuTeNs YKaKUTE UM OTIPABHUTENS, KOTOpoe OyaeT oToOpaxkarscs mpu noaydeHnn CMC.

2. B mone JlomomanTensHsi TekeT nepex OTP BBeanTe MPON3BOIBHEII TEKCT COOOIICHHS, TPEAIISCTRYFOITHIA

oJHOpazoBoMy napoito. ITo ymonuanuto ormpasisiercs Toiabko OTP.

3. 13 Beimanatomero cnucka Gopmar aatsl BIOepuTe GpopMmar, B KOTOpoM OyzieT oToOpaxarbes aara (Win aata u

BpEMs1) OTIIPABKH COOOIICHHUS B TEKCTE COOOLICHUSI.

dopmar TeneoHHOro Homepa

1. YtoOb1 HacTpouTh GopMar TeaeOHHOrO HOMEpa, YKKUTE KOJTHYECTBO CUMBOJIOB U MPE(PHKC (CHMBOJIBI, KOTOPbIE

J00aBIIAIOTCS B HAYAIO Tee()OHHOTO HOMEpPA, HAIIPUMED, KO CTPAHBI).

2.B CCKIINHU ]_—[OHOJ’IHI/ITGJ’ILHHS HaCTpOﬁKH TeJ'Ie(i)OHHOFO HOMEpa MOXXHO HAaCTPOUTD, 6yz[eT JIN UCITOJIb30BaTbCs

HoMep Tenedona u3 Active Directory, BMecTo HOMepa u3 0a3bl IaHHBIX.

[Tpu BKIIFOYEHNU HACTPOUKH (hopMaTa MPOUCXOTUT HOPMAIH3aLus TeJIeGOHHOTO HoMepa. DTO 03HAYaeT CieayIomIee:

e po0ebl, TaOYIIAIHUS, CKOOOUKH, Ie(DUCHI OYIYT YIAIAThCS;
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e ©CJIM B CTPOKE 3aHMCaHbl HECKOJIBKO HOMEPOB U Pa3JesieHbl 3aATON I TOYKOH ¢ 3armaToi, OyjeT Oparbes

HEPBBIl HOMEP B CTPOKE 70 Pa3aeIUTeNs;
e 8 Oyner 3aMeHSThCS Ha +7;
e eCJIM B HOMEpe He XBaraeT +7 Win 8 B Haualie CTPOKH, TO OyAeT A00aBIaThCs +7 Hepe HOMEpOM;

e B HOMEpaxX MOTYT OBITH CUMBOJBI O BMecTO (P! 0, OHU OyAyT 3aMEHATHCS 00paTHO Ha U PEIL.

['eneparyist 0THOPa30BOTO MAPOIIS

B cexnun HaCTpOfIKI/I TE€HCpal OAHOPA30BOT0 MAapoJid BBIMIOJHUTE CICAYIOIINE HaCTpOﬁKHZ

1. B nonie J{nmrHa oHOPa30BOro Mapos yKaKUTe, CKOJIBKO CHMBOJIOB Oy/IeT cofep KaTh OMHOPA30BBIN Mapob.
2. B nacrpoiike Ludps! yxaxxute, OyneT a1 0JHOPa30BBIH Mapoiib couepiKarh Q5L

3. B macrpoiixe CTpouHble TaTHHCKHE OYKBBI YKaKUTE, Oy/IeT JIM OXHOPA30BEIH MAPOIb COAEPKAaTh CTPOIHBIC

JIaTUHCKHE OYKBBI.

4. B Hactpoiike [IpomnucHbIe TaTHHCKHIE OYKBBI YKaXUTE, OYICT JIF OAHOPA30BHII MapoiIb COMEPIKATh IPOIICHEIC

JJaTUHCKHUEC 6YKBLI.

5. B nacrpoiike CrieriuajabHbIe CUMBOJIBI YKaXKUTE, OyEeT 1M OAHOPA30BbII MapoJb CONEPkKATh CIICIHaTbHbIC

CHMBOIJIBI.
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Indeed AM Email OTP Provider

Kommonent Email OTP Provider npenHasnaueH Uit ayTeHTH(PHUKAIMHN ITOJIH30BATENCH C IPUMEHCHUEM TEXHOJIOTUH

OJHOPAa30BbIX naponel‘/i, JOCTaBJISICMbBIX IT0JIB30BATCIAM 110 BHCKTPOHHOﬁ I1o4Te.

OHOPA30BBI MAPOJIb MPEJCTABISIET CO00M HAOOP CIyYaiiHBIX CUMBOJIOB (LD, CIICIUATIBHBIX CUMBOJIOB U JIATHHCKUX
OykB). ['eHeparus napodst mpoucxoaut Ha cepepe Indeed AM, 3arem mapois nepenaceTces Ha CEPBUC PACCHUTKN
AIIEKTPOHHOM MOYTHI, KOTOPBIN MIEPEChUTACT €ro MOJB30BaTEN0 B BU/C MUChMa. [lepeaaya qTaHHBIX TPOUCXOIHUT O

nporokony SMTP (Simple Mail Transfer Protocol).

Wnentudukarop nposaiaepa

{@93F612B-727E-44E7-9C95-095F07CBB94B}

YcranoBka npogaifiepa Email OTP

/\  BAXKHO

Ecnu B mHpacTpyKType UCTIONB3yeTCsl HeCKOIbKO cepepoB Indeed AM, To ycTaHOBKY IpoBaiiepa HEOOXOIUMO

BEIITOJTHUTD Ha BCEX CepBEpax HHPPACTPYKTYPEI.

[NpenBapurenbHble TpeOOBaHUS

Jns ucnions3oBanust Email OTP Provider HeoOxonumo Hamuuue cepepa deKTPOHHOM MOYTHL. JJaHHBIH cepBep JOKEeH
OBITH TOCTYICH ¢ Kaxkaoro cepsepa Indeed Access Manager, Ha KoTopoM Tpefronaraercst ycranoska Email OTP

Provider.

I[J'ISI HCIIOJIb30BaHUs aYTeHTI/ICI)I/IKaTOPa Y OJB30BaTeIId JOJIKECH OBITH 3adaH agpecC SHeKTpOHHOﬁ IIOYTHI B anI/I6yTe

Active Directory mail, nnaue ayreHTuduKarop OyJeT He JOCTYIIEH /Ul UCIIOIb30BaHUs.

Perucrpamus ayreatudukaropa B User Console He TpeGyeTcst.

Ha cepsepe ¢ Linux

YToOBI ycTaHOBHUTH MPOBAIEP HA CEPBEPE C OTEPAIIMOHHON CHCTEMOI Linux, BRITIOMHAUTE CIIETYONIHe ICHCTBYS:

1. OTkpotite daitn am/.env.

2. B nepemennoit COMPOSE_PROFILES 106aBbTe 3HaU€HUE amsmtp .
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Ha xauenTckux MammuHax ¢ Windows

UYrtoObl yCTAaHOBUTH MPOBAiiICp HA KIMEHTCKUX MAIIMHAX C ONepaIMoHHOM cucteMoir Windows, BBITTIOTHUTE

CIeyIOIIre IeHCTBUS:

1. U3 maniku Indeed AM <Homep eepcuu>\Indeed AM Providers\Indeed AM Email OTP Provider\Server|
<Homep éepcuu> 3anycture naket IndeedAM.AuthProviders. AMSMTP-<uomep sepcuu>.

<paspaoHOCMb> .Fu-ru.msi.

2. Ecniu mporpamMmMa yCTaHOBKH IIpeJyliaraeT BBIIONIHUTD [Iepe3arpysKy, MoATBepAnTe qaHHoe aelctue. [locne

3aBEpIICHUs] YCTAaHOBKU MOXKET MOTPEeOOBAThCS Iepe3arpy3ka CUCTEMBI.

Vnanenue/BoccTaHoBIEHHE TIPOIYKTA OCYIISCTBISIETCS, CTaHAapTHBIM JUTst nojiepxkuBaeMbix OC criocoboM, uepes

MeHIo [Tanens ynpasieHus.

Daiiibl 1a0IOHOB MOIIMTHK PACIIONOXKEHbI B atike ndeed AM <uomep eepcuu>\Misc\ADMX Templates*.

Hacrpoiika mapamerpa ¢ 3J1eKTpPOHHOU ITOYTOM

UYToObI N3MEHUTH 3HAYCHHE MTAPAMETPa C ICKTPOHHON ITOYTOMH, 3aJAHHOTO IO YMOTYAHHIO: 100aBbTE CICAYIOIINE

TTapaMeTpHI B :

1. OTkpoliTe KOHGUTYPAMOHHBIN (ailsl cepBepa am/core/app-settings.json.
2. B cekuuio Ldap no6asbre mapamerpsl userMapRules:Attributes:Email.

3. B mapamerpe Email u 3ajaiiTe 3Ha4Ye€HHE, COOTBETCTBYIOIIEE HEOOXOAMMOMY aTpulyTy n3 Active Directory.
ITpumep

"Ldap": [{

"userMapRules": {
"Attributes": {

"Email": "otherMailbox"

Hactpoiika npoaiinepa Email OTP B Management Console

IIpaBa mocryna

UToObI BIJIATh WIIM OTO3BATh MpaBa Ha UCIIOJIb30BAHUE Ay TCHTU(UKATOPA, BBITIOHUTE CIICAYIOIICE:

250



1. B Management Console B pazaene Kondurypanus— AyTeHTHPHUKATOPHI U3 CIIHCKa BRIOEpUTE ayTEeHTH()HUKATOP

Email OTP.

2. B cexnun OcHOBHBIE HACTPOWKH BBITIOJIHUTE CIIEIYIONINE HACTPOUKH:
e B nHacrtpoiike 3arpeTuTh UCTIOIH30BATH YKAKUTE, MOXKET JIM ITOJIb30BATEIh CIIOIb30BaTh MITH

PErucTpupOBaTh BEIOPAHHBIN ayTeHTU(UKATOP.

brokupoBka ayreHTH(PHKATOpa

UroObI 3a070KHPOBaTh ayTEHTU(UKATOP, BBIIOJIHUTE ClIEAYyIOILee:

1. B Management Console B pazaene Kondurypanus— AyTeHTHPHKATOPHI U3 CIIHCKA BRIOEpUTE ayTeHTH()UKATOD

Email OTP.

2. B cexmm HacTpoiiku OIOKHPOBKH ayTEHTH(PHUKATOPA BRITIONHUTE CICAYIONIIE HACTPOHKH:
e Paspemmre mim 3abmokupyiite ncroasp3oBanne Email OTP B ciydae ceprnut HeyAauHBIX TTOIBITOK
ayTeHTH(UKALUH;
e B none KonuuecTBo MOMBITOK ayTeHTH(OUKALUH A0 OJOKUPOBKH YKAXKUTE, CKOIBKO Pa3 MOJIb30BATEIb MOXET
COBEPIIUTH HEYJAYHYIO ayTCHTU(HUKAIIUIO 10 OJIOKMPOBKH crioco0a ayTeHTU(UKAIINH;
e B mone COpoc cueTunka OJIOKHPOBKH YKKUTE, CKOIFKO MUHYT JOJDKHO TIPOHTH TTOCIIC HEYAAUHO MOTBITKH
ayTCHTU(HKAINHN, IPEKIC IeM COPOCUTCS CICTIHK;

e B noze TaiimayT 10 pa3010KupOBKH cl10cO0a BXOJa YKAKUTE, YePe3 CKOJIBKO MUHYT 3a0JOKMPOBAHHBIH

croco0 ayTeHTU(UKAIUN CTAHET BHOBD JIOCTYITHBIM.

3amnmra oT cnama

MexaHu3M 3alIUThl OT CllaMa OCHOBAH Ha pacyueTe MPOIEHTA YCIEUIHbIX ayTeHTU(UKAIIMKA OTHOCUTEIBHO BCEX
OTITPABJICHHBIX COOOIICHUH 3a yKa3aHHBI UHTEPBaJl BpeMeHH. [Ipu 3TOM pacueT 3aIycKaeTcst, TOILKO €ClIn

KOJIMYECTBO OTIIPABJICHHBIX COO6H.[€HI/II71 TPEBBIIACT KOJIMYECTBO, 3a/ITaHHOC BaMU B HaCTpOﬁKe OkHO OIICHKMU.

[Ipu oOHapykeHNH criaM-aTaky JajbHEeHIIas OTIpaBKa cOOOLIeHUI OIOKUpYETCs Ha 3aJaHHbIH epUO BPEMEHH, a MPH

TMIOTIBITKE BXO/Ia BO3HUKAET omnbKka Potential spam attack detected.

OtnpaBka coOOMEeHUH BO3OOHOBIISICTCS JINOO 110 HCTCYCHNUH 3a/IaHHOTO MEPUO/Ia, JIMOO 10 IOCTHIKECHUH

OIMPEACIICHHOT'O KOJINYECTBA (B MMPOHCHTHOM OTHOH.IEHI/IH) YCIICHIHBIX aYTeHTHq)HKaHHﬁ.

UrtoObl HACTPOUTH 3aLIUTY OT CllaMa, BBIIIOTHUTE CIeAYIOLIee:

1. B Management Console B paznene Koudurypanns— AyTeHTH(HKATOPHI BEIOEPUTE ay TCHTH(PHUKATOP.

2. B cexnm HacTpoiiky 3aIuThl OT criaMa BBITIOIHUTE CIEAYIONINE HACTPONKH:
e BKJIIOYUTE WJIN OTKJIIOUMTE 3aLIUTY OT Clama;
¢ B nosie OKHO OIEHKH TOMBITOK ayTeHTU(UKAIIUU YKAXKHUTE, B TEUCHHE KAKOTO BPEMEHH OY/IET BBITIOTHITHCS

pacyeT NpoucHTa YCHCIIHBIX MMOMBITOK BXOA,

® B IIOJIC HOpOFOBOe OKHO IIOIIBITOK ayTCHTI/I(bI/IKaIII/II/I YKaXXUTE, CKOJIBKO IMOIBITOK BXOJa TOJI’KHO

TIPOU3BOAUTLHCA 3a BPEMS, YKAa3aHHOEC B OKHE OIICHKHU ITOIIBITOK ayTeHTI/I(bI/IKaHI/II/I;
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e B nose [IpoueHT yCrenHbIX MONbITOK ayTeHTU()UKAIMH YKAKUTE MUHUMAJIbHBIN MPOLEHT YCHEIIHbIX

BXOOOB OTHOCHUTEJIIBHO BCEX OTIIPABJICHHBIX COO6HICHI/II71.

¥ Ilpumep

Hactpoiika Biitou€Ha cO CIEAYIOMUMH 3HAYCHUSIMHU:

e OKHO OIIEHKH MOMBITOK ayTeHTHuKaIrmu — 600
e [loporoBoe OKHO MOMBITOK ayTeHTU(PHUKAN — 20

e [IpoueHT ycnemHbIX NONbITOK ayTeHTH(GUKau — 85

3amura OT criama BKIIIOYUTCS, €Cli pou3oier 21 monbiTka Bxoaa (otnpasneHo 21 coobuienue). [Ipousoitner

OnokupoBka ayreHTH(UKaropa Ha 600 cexyHI.
AyTeHTH(HUKATOP pa30IOKUPYETCs B OHOM U3 CIIYJacB:

® JIPOLCHT YCIICHIHBIX BXOJ0B (HOJ’IBSOBaTeJ'IL YCIIEITHO BBEJI OZ[HOpa3OBBII>‘I mapoJjib u3 COO6H_IGHI/I$I) JAOCTHUTHET

3Ha4YCHHUS 85;

e mpouwio 600 cekyHII ¢ MOMEHTa OJIOKUPOBKHU.

() uH®OPMALMS

CoObITHs JTOT-CcepBepa:
e 2090: OGHapykeHa MOTeHIMAIbHAs criaM-aTaka. OTIpaBKa COOOIIEHUI MPUOCTAHOBIICHA.

e 1118: OtmpaBka COOOIIEHUI MOIH30BATEISIM BO30OHOBIIEHA.

Hactpoiiku SMTP-cepsepa

Urto0sI 3a1aTh HacTpoiikK Juist padoTel ¢ SMTP-cepBepom, nepeiinure B cexiuto Hactpoiiku SMTP u BeironHuTe

crenyroIue AeUCTBUS:

1. Ykaxure aapec noakiodeHus k cepsepy (DNS-ums, IP-anpec).

2. YKaXuTe MopT MOAKIIOUCHUS K CEPBEPY.

3. YkaxxuTe uMsl YH4ETHOH 3am¥CH ISl TOJKIIOUEHHUIO K CEPBEPY U Mapoiib YUSTHOM 3aIuc ISt TOAKITIOYSHHSI K
cepaepy.

4. B nosie Tun coequHeHus BEIOEPUTE HEOOXOAMMOE 3HAUCHHE:

e Hesammumentnoe
e TLS
e SSL

5. B nosie TaiimayT cepBepa yKakuTe BpeMsl O)KMJaHUs OTBETA OT cepBepa B CEKyHIax.
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Hactpoiiku Email

1. B cexumu Hacrpoiiku Email ykaxure mouTy u uMs OTIIpaBUTEINsA, TEMY U TEKCT ITUChMA.
2. B none TexcT nuchMa HEOOXOIMMO yKa3aTh MECTO BCTABKU OJJHOPA30BOI0 MapoJis ¢ HOMOMLIBIO Tera <otp>.

3. 13 Beinazatoero cnucka dopmar garsl Bioepute Gpopmar, B KOTOpoM OyzeT oToOpaxarbces gara (Win aata u

BpeMsi) OTIIPABKH COOOIIICHUSI.

Hacrpolika oqHOpa30BOro maposns

Hacrpoliku npumensitorcs k cepsepaM Indeed AM u no3BosisieT 3a1aTh AJIMHY U BXOXKJIEHHE TPYII CUMBOJIOB IIPH

TEeHEpaln OAHOPA30BOI'0 MapoJIsi.

YTtoOBI HACTPONTH TEHEPALIUIO OHOPA30BOTO MApOII, B ceKIMu HacTpoiiku renepaniy oqHOPa30BOro mapoist

BBIIIOJTHUTE CIICAYIOIIUEC HaCTpOfIKI/IZ

1. B moxe J{nuHa ogHOPa30BOTO MAPOJIS YKAKHUTE, CKOIBKO CHMBOJIOB OYIET COIEpKaTh OMHOPA3OBBIN MMapoJib;
2. B macrpoiike Ludps! yxaxkute, OyneT a1 0JHOPA30BBIH Mapoiib conepxkarh Hudpol;

3. B nHactpoiike CTpouHble TaTHHCKHE OYyKBBI YKQXKHUTE, OyA€T JIM OHOPA30BbIi apOib COACPKATh CTPOYHBIE

JTATHHCKHE OYKBBI;

4. B nacrpoiike [IponucHsle JaTUHCKUE OyKBbI yKayKUTe, OYJIET JI1 OJJHOPA30BBII MapoJib COEPKATh MPOITUCHbIE

JJaTUHCKHUEC 6YKBBI;

5.B HaCTpOﬁKe CrernuanbHbIC CHUMBOJIBI YKaXXuUTe, 6y,I[€T JIn OI[HOpaSOBBIfI mapoJjib COACPKaTh ClICIIUAaJIbHBIC

CHMBOIJIbI.
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Indeed AM Windows Password Provider

[poraiinep Indeed AM Windows Password MoxeT ObITh HCITOJIB30BaH JUTS Ay TCHTH(MHUKAIIUH B CJICTYFOIIUX MOMYJISX:

¢ Identity Provider,

¢ Windows Logon.

Wnentudukarop mposaiiaepa

{CF189AF5-01C5-469D-A859-A8F2F41ED153}

YcranoBka npoBaitnepa Windows Password

/\ BAJXKHO

Ecnu B uHpacTpyKType HCnonb3yeTcs HeckolbKo cepBepoB Indeed AM, To ycTaHOBKY mpoBaiinepa He0OX0AuMO

BEITIOJIHUTH Ha BCEX CEpBEPax HHPPACTPYKTYPHI.

UrtoObl yCTAaHOBUTH MIPOBAiiIep Ha CEpBEPE C OMEPALMOHHON CHCTEMOH LinuX, BHIOIHUTE CIEAYIOMINE NeHCTBUS:

1. Otkpoiite aitn am/.env.

2. B nepemennoit COMPOSE_PROFILES 100aBbTe 3HAUEHHE amwp .

() NPHUMEYAHME

Jns nepuuHoii ayrenTndukanyu B Core Server He00X0AUMO 0053aTeNIBHO 331aTh 3HAYEHHE amwp .

Hactpoiika npoaiinepa Windows Password B Management Console

Jus mactpoiikun Windows Password B Management Console nepeiinute B pazaen Koudurypanus— AyreHTH(UKATOPBI

u BeIOepuTe ayreHTH(uKatop Windows Password.
IIpaBa nocryna
YtoOb! BBIIATH HJIN OTO3BATH [IPAaBA HA HCIIOJIB30BAHKE Ay TCHTU(UKATOPA, BBIIOIHHUTE CIISYIOLIEe:

1. Iepeiimute B ceknnio OCHOBHBIE HACTPOMKH.

2.B HaCTpOﬁKC 3aHpCTI/ITL HCIIOJIB30BATh YKAXKUTC, MOKET JIX MOJIB30BATCJIb UCIIOJIB30BaTh UJIM PETUCTPHUPOBATH

BBIOpaHHBIN ayTeHTU(DUKATOP.
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brokupoka ayrentudurkaropa

YTtoObI 32070KHPOBATh ayTCHTH(UKATOP, B CEKIMN HacTpoiiku OJI0KMPOBKN ayTCHTH()UKATOPA BBHITTIOIHHUTE CIICTYTOIINE

HaCTPOMKHU:

1. Pazpemnte unm 3abnokupyiire ucrnonszosanue Windows Password B ciiyyae cepuu HeyaqyHbIX OMBITOK

ayTeHTU(HUKALIUH.

2. B mone KonmmuecTBO MOMBITOK ayTEeHTH(HUKAIINH 10 OJOKHPOBKH YKAKUTE, CKOJIIBKO pa3 MOTb30BaTETh MOKET

COBEPIIUTH HEYIAYHYIO ayTEHTU(PHUKAIHIO 10 OJOKUPOBKH CIIoCo0a ayTeHTH(HUKAIIUH.

3. B nnoste COpoc cueTunka OIOKMPOBKH YKAXKUTE, CKOJIBKO MUHYT JIOJDKHO IIPOMTH IOCIE HEYAauHON ONBITKH

ayTeHTU(PUKALIUH, TPEXKIE YeM COPOCUTCS CUETUHK.

4. B nosie TalimayT J10 pa30JIOKUPOBKU CIIOCO0A BXOJ/Ia YKAKHUTE, YePe3 CKOJILKO MUHYT 3a0JIOKUPOBAHHBIN CIIOCO0

ayTeHTI/ICI)I/IKaHI/II/I CTAHCT BHOBb JOCTYITHBIM.
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Indeed AM Passcode Provider

Indeed AM Passcode Provider npeanasHaueH /iis ayTeHTH(OUKAIIMA TIOJTb30BATENICH 1O CaMOCTOSATENILHO 331aHHOMY

MIapOJII0 ¥ COBMECTHOTO UCIIONIb30BaHus ¢ nponykramu Indeed AM.
Wnentudukarop mposaiiaepa

{F696F0O5D-5466-42b4-BF52-21BEE1CB9529}

YcranoBka npoBaiiiepa Passcode

/\  BAXKHO

Ecnu B mHpacTpyKType UCTIONB3yeTCsl HECKOIBKO cepBepoB Indeed AM, To ycTaHOBKY IpoBaiifepa HeOOXOIUMO

BBIITOJTHUTD Ha BCEX CepBepax HHPPACTPYKTYPEI.

Ha cepsepe ¢ Linux

UroObl ycTaHOBUTH IIPOBaiijiep Ha CepBEpe C ONEPaLMOHHON cUcTeMOM LinuX, BBIOJIHUTE CIEAyIOMNe 1eHCTBUS:

1. Otkpoiite daiin am/.env.

2. B nepemennoii COMPOSE_PROFILES /n00aBbTe 3Ha4eHHE passcode.

Ha xinenTckux MamuHax ¢ Windows

UroObl ycTaHOBUTH MTPOBAiiiep Ha KIMEHTCKUX MAlllMHAX ¢ ONepaloHHoi cucteMoir Windows, BBITTIOTHUTE

CEeNyIOIHUe AEUCTBUSA:

1. Jlnst paGoTel ipoBaiiziepa Tpedyercs ycranoBka Indeed AM Bsp Broker. U3 nanku Indeed AM <Homep
sepcuu>\Indeed AM Providers\Indeed AM Bsp Broker\<Homep eepcuu™> 3amyCcTuTe nakeT

IndeedEA.AuthProviders. BspBroker-<unomep séepcuu>.<pas3psoHocms™>.ru-ru.msi.

2. U3 nanku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM Passcode Provider\<Homep

sepcuu> 3amyctute naket /ndeedID.Passcode. Provider-<nomep eepcuu™>.<paspsaoHocms™>.ru-ru.msi.

3. Eciin mporpamma ycTaHOBKH IIpeJijIaracT BBIIIOJTHUTD Iepe3arpy3Ky, HOATBEpANUTE faHHoe feiicTue. [Tocie

3aBCPIICHNS YCTAHOBKU MOXET ITOTPEOOBATHCS MEpe3arpy3Kka CHCTEMBI.

Vnanenue/BoccTaHoBIEHHE TIPOYKTa OCYIISCTBISIETCS, CTaHIapTHBIM JUTsl ojiepxkuBaeMbix OC criocoboM, uepes

meHro [Tanens YHpaBJICHUS.
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Daiipl maOlIOHOB MOTUTHK PACIONOKeHbI B nanke /ndeed AM <uomep gepcuu>\Misc\ADMX Templates*.

Hactpoiika npoBaiinepa Passcode B Management Console

st nactpoiikn Passcode B Management Console nepetinnte B pasnen Konpuryparmsi— AyTeHTHPHKATOPE 1

BeIOEpHTE ayTeHTHHKaTOp Passcode.

MaxkcrumansHOe KOJTMUYECTBO ayTeHTH(DHUKATOPOB

B ceximun OCHOBHBIC HACTPOMKH B TIOJIe MaKCUMAalTbHOE KOJTMYECTBO 33/1aliTe MAaKCHMAIbHOE KOJIMYESCTBO MApOJIeH

Passcode JJIS TI0JIB30BATCIIA.

[IpaBa moctymna

UYrtoObI BBIJIATH WITH OTO3BATH MPaBa Ha UCTIONIB30BaHHE ayTEHTU(HUKATOPA, BBIMOIHUTE CIICIYOIIee:

1. B cexuuu OCHOBHbIE HACTPOUKHU BBIIIOJIHUTE CIEAYIOLINE HACTPOMKH:
e B nacrtpoiike 3anpeTuTh UCHONB30BaTh YKAKUTE, MOXKET JIU MMOJIb30BaTENh UCIOIb30BaTh UIIN
PEruCTPUPOBATH BEIOPAHHBIN ayTeHTH()UKATOP.
2. B cexnuu JlocTynHbIe MOJIb30BATENIO ACHCTBUS BBITIOJIHNUTE CIIEAYIONINE HACTPONKU:
e B Hacrtpoiike Perucrpaiius HOBbIX ayTeHTH(GHKATOPOB YKAKUTE, MOXKET JIU MOJIH30BaTEh PETUCTPUPOBATH

HOBBIE ayTEHTU(HUKATOPHI.

e B HaCTpOfIKe PeI[aKTI/IpOBaHI/Ie HUMCIOIINXCA ayTeHTI/I(I)I/IKaTOPOB YKaXUTE, MOXKET JIX 1TOJIB30BATCJIb U3BMEHATH

yKe 3aperuCTpUPOBaHHBIE Ay TEHTU(UKATOPBI.

e B Hactpoiike YnaneHue nMErOIUXCs ayTeHTU(PUKATOPOB YKAXKHUTE, MOXKET JIU MOJIb30BATEIh YIAISATh YIKE

3apErUCTPUPOBAHHBIC Ay TCHTH(OUKATOPEL.

e B nacrpoiike Pa3pemuts peakrupoBaHie KOMMEHTapHsl K ayTeHTU(PHUKATOPY YKaKUTe, B KAKOH MOMEHT

TOJIL30BATEJIb MOXKET PEAAKTUPOBATE KOMMEHTAPUH K YK€ 3apCTUCTPHUPOBAHHBIM ayTeHTI/I(I)I/IKaTOpaM.

brokupoBka ayrenTudrkaropa

UroObI 3a0710KHpOBaTh ayTeHTU(UKATOP, B ceKIuu HacTpoliku OIOKUPOBKY ayTeHTU(HUKATOPa BBIMOJHUTE CIECIYIOLINE

HaCTPOMKHU:

1. Pazpemmre mim 3a0m0kupyiiTe ucnonb3oBanue Passcode B citydae ceprui HEYAauHBIX TTOMBITOK ay TCHTU(UKAIIN.

2. B nmone KonudecTBo MOIBITOK aYTEHTI/I(I)I/IKaHI/II/I a0 6J'IOKI/Ip0BKI/I YKaXHUTE, CKOJIBKO pa3 MOJIb30BATCIb MOXKET

COBEPLUUTH HEYAAYHYIO ayTeHTU(PHUKALUIO 10 OJIOKMPOBKU CrIoco0a ayTeHTU(UKALINH.

3. B nosie COpoc cueTunka OIOKMPOBKH YKAXKUTE, CKOJIBKO MUHYT JIOJDKHO MIPOMTH IOCHE HEYAauHON TOMBITKH

ayTeHTU(PHUKALIUH, IPEXK/IE YeM COPOCUTCS CUCTUHK.

4. B none TaiimayT 10 pa30IOKUPOBKH CIIOCOOa BXOJA YKAKHUTE, Yepe3 CKOJILKO MUHYT 3a0JIOKMPOBAHHBIN CIIOCO0

aYTGHTI/I(l)I/IKaHI/II/I CTAaHCT BHOBb JOCTYIIHBIM.
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Hactpoiika TpeboBaHuii K TapOIFO
B ceximuu Hactpoliku TpeGoBaHMH K Mapolito MOKHO 33/1aTh clienyrome TpeboBanus Kk Passcode mapoitto:

¢ MHUHUMAJIbHAsA JJIMHA Mapoisd;
¢ MaKCUMaJIbHOC KOJIMYCCTBO BXO)KIICHI/Iﬁ KaXX10ro CMMBOIJIA,

® JOIIyCTUMBIC CUMBOJIBI (J'IaTI/IHCKI/Ie 6yKBI>I, HI/I(l)pI)I, CIICIMaJIbHBIC CUMBOJIBI, ITIOJIB30BATCIILCKUC CI/IMBOJH)I);

MHWHHUMAJIbBHOC YHCJIO CUMBOJIOB U3 I'PYIIIIBI.

MaxkcuMaJIbHOE KOJMYECTBO BXOKIEHNIH KaKI0T0 CHMMBOJIAa MOKET OBITE OT 1 110 63 mim 0.

['pynriel cUMBOJIOB:

mudpsr: 0-9

® CTpOYHBIC JATHHCKHE OYKBBI: a-Z

e TIPOTHCHBIC JATUHCKUE OYKBBI: A-Z

e CIeHaIbHBIC CUMBONIBL: ., <>/?2[]{}=+- \|[1@#$% " & * ()

® [0JIb30BaTEIbCKAs IPYIIa CUMBOJIOB (IPYIIIY CHMBOJIOB 33/1a€T MOJIb30BATEINb IS KaXK10TO TPUIIOKESHUS )

() uH®OPMALUS

Ecnmu HaCTpOfIKPI HE 3aZIaHbl, TO MapOJIb MOXET COCTOATH TOJIBKO U3 I_[I/I(l)p, CTPOYHBIX JIATUHCKUX 6y'KB n

COAEPKATh HE MEHEE 6 CUMBOJIOB.
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Indeed AM MFA Provider

[poraiinep Indeed AM Multi-factor authentication Provider (MFA) mo3BossieT 3a1aTh OCISI0BATEIBHOCTD

[IPOBaiiIepoB B LIETI0YKe MHOTO(MAKTOPHON ayTeHTH()UKAIIH.

MFA Provider MoskeT ObITh UCTIOJIB30BaH ist ayTeHTU(GuKanuu B moayiie Windows Logon.

Wnentugukarop mposaiinepa

{070719BA-EB57-4EA8-BB4AD-D15A33E7363D}

YcranoBka ripoBaiiiepa MFA

/\  BAJKHO

Ecnu B mHOppacTpyKType UCTIONB3yeTCsl HECKOIBKO cepBepoB Indeed AM, To ycTaHOBKY IpoBaiiepa HEOOXOIUMO

BBIIIOJIHUTD Ha BCEX CepBEpax HHPPACTPYKTYPHL.

Ha ximmenrckux mammmnaax ¢ Windows

UrtoObl yCTaHOBUTH MTPOBAiiep HAa KIMEHTCKUX MAIlIMHAX C ONepalMoHHOMi cuctreMoir Windows, BBITOTHUTE

CIENYIOINE JEUCTBUSA:

1. U3 maniku Indeed AM <Homep eepcuu>\Indeed AM Providers\Indeed AM MFA Provider\Client\< Homep éepcuu>

3amryctute naket IndeedID.MFA. Provider.msi.

2. Ecniu mporpamma yCTaHOBKH NpejiaraeT BHIOJHUTH Iepe3arpy3Ky, HOATBEpANTE AanHoe feiicTeue. [Tocie

3aBEpIICHHS YCTAHOBKH MOXKET ITOTPEeOOBATHCS TIepe3arpy3ka CHCTEMEL.

y,ZlaJ'IeHI/Ie/BOCCTaHOBHeHI/IC IPOAYKTA OCYHICCTBIIACTCA CTAHAAPTHBIM JJI1 IOAACPKUBACMbBIX ocC CHOCO6OM, quepes

meHio [Tanens YHpaBJICHUA.

daiinpl matIOHOB MOIUTHK PACIONOKEHBI B nanke ndeed AM <uomep sepcuu>\Misc\ADMX Templates.

Ha cepgepe ¢ Linux

UrtoObl yCTAaHOBUTH MTPOBAIiIEp HA CEPBEPE C OMEPALIMOHHON CHCTEMOM LinuX, BRIOIHUTE CIIEAYIOMINE NeHCTBUS:

1. Otkpoiite daitn am/.env.

2. B nepemenHoii COMPOSE_PROFILES no6aBbTe 3HaueHUE mfa .
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Hacrpoiika ripoBaitaepa

1. Yoenurecn, uro B access-manager.docker-compose.yml B mapamMeTpe volumes He 3aKOMMEHTHPOBaHa CTPOKa C

auth-mfa.

2. B xondurypanuonsom daitne am/core/app-settings.json B 6noke PlatformCompatibility ams mapamerpa
Registry BTere "File": ykaxure HazBaHue (aiina, B KOTOPOM OyayT IIPOIMHUCHIBATLCSA HACTPOHKH

nposaiiiepa MFA. 3nauenue o yMoiauaHuio server-registry.json. OcranbHblie apaMeTphbl HE U3MEHSNTE.
3. Otkpotite Qaitn am/core/server-registry.json n 100aBbTE CTPOKH CO CIEAYIOUIMMH MapaMeTpamu:
* KeyName — HMs KJItO4a B p€ECTPE, HE UBMEHATD;
e ValueName — uMs 3HAUYEHUS, MOKHO U3MEHSTB;
e StringValue — yka3aHUE LIECTIOYKU MHOTO(AKTOPHOH ayTeHTU(UKAIIH;

e StringArrayValue — yka3aHue WJIEHTU(DUKATOPOB IIPOBANIEPOB B LEMOUKE.

v Ilpumep

“KeyName”: “HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Indeed-
Id\\BSPs\\MFA”,
“ValueName”: “MFADeviceName”,

“StringValue”: “WP + STOTP”
}s

“KeyName”: “HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Indeed-
Id\\BSPs\\MFA”,
“ValueName”: “BSPChain”,
“StringArrayValue”: [
“{CF189AF5-01C5-469D-A859-A8F2F41ED153}”,
“{OFA7FDB4-3652-4B55-B0C0O-469A1E9D31F0}”

4. CoxpaHuTte U3MeHeHHs B (aiisie 1 nepe3anycTuTe KOHTEHHEP ¢ IPUIIOKEHUEM.

5. Ilepeiimute K HACTPOIKE LIEMOYKA MHOTO(DAKTOPHOH ayTeHTU(HUKAIINH.
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/\ BAXKHO

[MpoBaiineps! eMOYKN MHOTO(AKTOPHOH ayTeHTH(OUKALNH, YKa3aHHBIE B am/core/app-settings.json,

JOJDKHBI COBIIAAATh C nposaﬁnepaMH B prnHOBOﬁ IIOJIMTHUKE.

¥ Cnmucok noajiepKuBaeMbIx MpoBaiiepos

SMS OTP {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

Passcode {F696FQ5D-5466-42b4-BF52-21BEE1CB9529}
Software OTP {OFA7FDB4-3652-4B55-BOCO-469A1E9D31F0}
Windows Password {CF189AF5-01C5-469D-A859-A8F2F41ED153}
Indeed Key {DEEFOCB8-AD2F-4B89-964A-B6C7ECA80C68}
Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}
Secured TOTP {F15FD7EC-19EA-4384-846E-A2DOBE149FA2}

[Tpumep ayTeHTUDUKAITN

B npumepe ucnonszyercst komnoHeHT Indeed AM Windows Logon u neriouka nposaiinepos Indeed AM Passcode +
Indeed AM SMS OTP.

UYrtoObI BRITOTHHUTE BXOJ ¢ ToMoInkio MFA Provider, BeimonHuTE crienytoriee:

1. Beibepure nipoBaiizep ayreHTuukauu MHOTO(paKTOpHAS ay TEHTH()HKAIIHS.
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Bxoa B Windows 'NDEED@

Admin-Indeed (INOEED A dmin-Indeed)
Airkiey A

= MHorodakTopHaa ayvTeHTMKMEALIMA

OoHOpas0BLIR Naponk (Google Authenticatar)

DNHODAa20BERIA Naponk (Google Authenticator + PIR)

DNHOpAS0ELIM Naponks [SkS OTF)

Marnmk- 7

Rl OTMeHs

2. BBenuTe nanHbIe A IEPBOTO MPOBalijepa B IETIOUKE.

Bxop B Windows 'NDEED@

Admin-Indeed (INDEEDAdmin-Indeed)

EBeegwnte napone Fasscode

*kk*k

oooooooo| BXD,EI,

CWEHWMTE CcOoOCcob Bx0Aa

Er CTmeHa

3. BBenuTe maHHbBIE /1711 BTOPOTO MPOBaijiepa B IIETIOUKE U BBIITOJHUTE BXO/I.
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Bxoa B8 Windows 'NDEED@

Admin-Indeed (INDEECWADmin-Indeed)

EeequTe 0gHOpa30E6IA NApone, NONyYHEHHBIA B SMS

T Y X BXEI,'J,

CMEHWMTE Ccnocob Exoda

ErM  OTMmEHE

Hactpoiika npoBaiinepa Multi-factor authentication 8 Management Console

s mHactpoiikn MFA B Management Console nepeiinute B paznen Kordurypamus— AyTeHTH(UKATOPBI U BEIOSpUTE

aytenTu(ukaTop Multi-factor authentication.

IIpaBa nocryna

UrtoObI BBIJIATH WITH OTO3BATH IPaBa Ha UCIIOJIB30BaHNE ayTeHTU(HUKATOPA, BBIMOIHUTE CIEIYOIIee:

1. Iepeiimute B ceknnto OCHOBHBIC HACTPOMKH.

2.B HaCTpOﬁKe 3aHpeTI/ITI> HCIIOJIB30BATh YKAKUTEC, MOKET JIU IOJIB30BATCJIb UCIIOJIB30BaTh UJIM PETUCTPHUPOBATH

BBIOpaHHBIN ayTEeHTU(PUKATOP.

brokupoBka ayrenTH(rKaropa

UrtoObl 3a0710KHpOBaTh ayTeHTU(UKATOP, B ceKLuM HacTpoliku OIOKUPOBKY ayTeHTHU(UKATOPa BBINOIHUTE CIEIYIOLIIe

HaCTPOMKH:

1. Pazpemmte uinm 3abnokupyiite ucrnonszopanue MFA B ciiydae cepuu HeyIauHbIX TIOMBITOK ayTEHTH()HUKAITUAH.

2. B mone KonmuuecTBo MOMBITOK ayTEeHTH(UKAIINH 10 OJOKUPOBKH YKAKUTE, CKOJIIBKO pa3 MOJTb30BATEIbh MOKET
COBEPIIUTH HEYIAYHYIO ayTEHTU(PHUKAIHIO 10 OJOKUPOBKH CIIOCO0a ayTEHTH(HUKAIIIH.

3. B moste COpoc cueTurka OITOKHPOBKU YKaXKHUTE, CKOJIBKO MHUHYT JIOJDKHO IIPOUTH MOCIIE HEYJaYHO! ITOTBITKA
ayTeHTU(PUKALIUH, TIPEXKE YeM COPOCUTCS CUETUHK.

4. B none TaiimayT 10 pa30IOKUPOBKH CIIOCO0a BXOA YKAKHUTE, Yepe3 CKOJILKO MUHYT 3a0JIOKHPOBAHHBIN CII0CO0

ayTGHTI/I(i)I/IKaHI/H/I CTAaHCT BHOBb JTOCTYITHBIM.
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AJIMUHHCTPATUBHBIE ITA0JIOHBI TPYIIHOBBIX
oMtk (ADMX)

Hexotopsie HacTpoiiku Indeed AM 3agarorcst rpynmnoBsIMU noduTHKaMu Microsoft.

() MNPUMEYAHME

INepen HacTpoiikoii TPyNIOBBEIX MONUTUK H00aBbTE Ma0I0HEI HONUTHK Indeed AM B CIMCOK aIMUHUCTPATUBHBIX
m1aba0HoB. Dailiiel Ma0IOHOB MOIUTUK BXOAAT B COCTaB AucTpuOyTuBa Indeed AM 1 pacmonoXeHbI B KaTauore
Misc\ADMX Templates.

JleiicTBUE MOJIUTUKH MPENCTABISAET U3 ceOsl JoOaBIeHHE ONPEACTICHHBIX KITIOUeH B peecTp, P He0OXOIUMOCTH
3HAUEHHS TIOJIMTUK MOXKHO J00ABUTH B peecTp BpyuHyto. [Ipu m00aBieHnr BpyYHYHO CO3IaiiTe HEIOCTAIOIINE Pa3Ieibl

peectpa.

JloOaBiieHNe aMUHICTPATUBHBIX 1IA0JIOHOB

1. Cxonupyiite ¢aitiibl madbIoHOB TPYNIIOBBIX MOMUTHK U3 Karanora auctpulytusa C:\Indeed\Indeed AM <uomep

sepcuu>\Misc\ADMX Templates B OMH U3 CIEIYIOMNX KaTAIOTOB!

o C:\Windows\PolicyDefinitions — noxansHoe xpanuiuiie ADMX-daiinos.

o C:\Windows\SYSVOL\sysvollindeed.local\Policies\PolicyDefinitions — xpanunuiie ADMX-daiinoB Ha

KOHTPOJUJIEPE JOMEHA.

Ecmu karanor PolicyDefinitions 0TCYyTCTBYET, CO3IaliTe €ro.
2. Crorupyiite Qaiin IndeedlD. BaseFile.admx v Bce HeoOxomumbie ADMX-daiiisl B katanor \PolicyDefinitions.

3. Cxonupyiite aiin IndeedID.BaseFile.adml n Bce ADML-(aiinbl, ananoruyusle ckonupoBanHbiM ADMX-
(hatinam, u3 karanora \Indeed AM <nomep eepcuu>\Misc\GroupPolicyTemplates\<en-US unu ru-RU> B karanor
\PolicyDefinitions\en-US (Ut aHIIOS3BIYHON JIOKaHM3auu cepsepa) wim \PolicyDefinitions\ru-RU (s

PYCCKOSI3BIYHOM JIOKaIN3alUK CEPBEPa).

4. Cronupyiire mabnonsl u3 nanku ADMX Templates\BSPs B xopHeByto nanky PolicyDefinitions psiioM ¢

ocransHeIME ADMX-daitnamu.

5. Jlo6aBbTe mabnoHb MOJUTHK U IIPOBaiIepoB ayTeHTH(GUKanuu B pasnen Kondurypanus kommbsiotepa (Computer
Configuration). Jlo6aBrre mabnons! nonutuk Indeed AM Paste B paznen Kondurypauus monszoBarens (User

Configuration).

[Moce 3arpy3ku rpynmossie monutuk Indeed ID cranyT moctymHs! B Peakrope JTOKaIbHBIX TPYIITOBBIX MTOTUTHK

(Group Policy Management Editor B paznene ADMX files).
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Hacrpoiika ¢ nomorpro Penakropa jiokambsHOM TPYHIIOBOW TTOJIMTUKA

ITpu HACTpOIIKE MOTUTHK MOXHO HCIIOIB30BATh KOHCOIb PEIAKTOPA TPYNIOBON MOMUTHKY gpedit.msc s yIpaBIcHHs

rapaMeTpamMu B PeecTpe.

Hactpoiika ¢ nomoipsto Peraktop peecrpa

[Ipu HacTpoO¥iKe MONUTHK BPYYHYIO OTKpoiTe PemakTop peecrpa:

1. B nosie moucka Ha naHenu 3aj1a4 Beeaure regedit, 3atem BeiOepute PenakTop peectpa.

2. Ilepeiinute B HEOOXOAMUMBIH pa3/ieN B 3aBUCHMOCTH OT IIPOBaiiepa, KOTOPhIA BBl HACTPAUBACTE, HIIH CO3IaNTe
atoT paznen. Hanpumep, Kounviomep\HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID.

/\ BAJXKHO

ByznpTe ocTOpoXHBI IpH UCTIONB30BaHUH Penakropa peectpa. Eciu Bbl HenmpaBUIIBHO OTPEOAKTUPYETE peecTp,
MOTYT BO3HUKHYTb CEphe3HbIE MPOOIEMBI, TPEOYIOIINE MOTHOH MepeyCTaHOBKU ONEPAllIOHHON CUCTEMBI WIIN

TPUBOJAIINE K IIOTEPE TaHHBIX.
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4

IpoBaiinepsl ayTeHTU(DUKALIUU

E  Indeed Key

ITomMTHKN PacpOCTPAHSAIOTCS Ha MAILIMHBI C YCTAHOBJICHHBIM KoMIoHeHToM Indeed

Hardware TOTP

Hacrpoiika BpeMeHU BpyUHYIO

szx MFA

Hacrpoiika nenouks MHOTO(aKTOPHON ay TeHTH()UKAIUH

8= Smart Card

IloBenenue npu U3BIEUEHUN CMapT-KapThl

= IronLogic Z2USB

HOBGHCHI/IG IpU U3BJICYEHUU CMapPT-KapThbl

£d  Omnikey

HOBCIICHI/IG IIpH U3BJICYCHNUU CMapT-KapThbl

& Futronic

MuHHMaTBHO IOMTYyCTIMOE Ka4eCTBO MIabI0Ha P 00yUeHUH
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Indeed Key

() DPHMEYAHME

INonuTHKH pacTipoCTPaHSAIOTCS HA MAIIMHEI ¢ YCTaHOBJICHHBIM KoMnoHeHTOM Indeed AM Windows Logon.

TaiimayT onepanuu 1y1s1 npunokenust Indeed Key

[Tonutrka onpenensieT BpeMs OKUIaHus oniepanuu Juis npuiokerns Indeed Key.

TpeGoBaTh KOMaH/IBI OT TIOIH30BATEIIS

Ilonutuka YKa3bIBACT KAAaTh KOMaHIbl OT MOJIB30BATCIIA MJIsI aKTUBAIUHU IMIPOLECAYPhI BXOJa.

267



Hardware TOTP

Hacrpoiika BpeMeH! Bpy4YHYO

3az[aeT COOTBETCTBUE MOACIN N HAYAJIbHOI'O BPEMCHHA YCTpoﬁCTBa.

(D) HMHOOPMALWSA

Jus monenn «eTPass 6.20» o ymouaHuIo (eciiv TONUTHKA He 33/1aHa) cauTaeM miar BpemeHu: 30 cexk,

HavasbHoe Bpems: 1/1/2000.

[To ymomrganuro AJIst BCEX OCTAIBHBIX yCTPOWCTB — mmrar BpemeHu: 30, HagansHOE Bpemst: 1/1/1970.

& Hactpoikw BpemeHy ycTpoicTea \;Ii-

[ Hacrpoiiku epemenu yeTpoiicTea

Mpeasayunia napameTp

O He sagaHo Kommentapuii: -

(®) BrnrodeHo

() OrknroueHo
Tpebosanua K BEPCU | Windows XP u Gones nosaHmne Bepcui A
s
MapameTpen: Cnpaska:
3343€T COOTBETCEME MOAEMMN W HAYAAEHOMO BPEMEHM ~

CooTEeTCTEME MCLEN }"I'EpDI:iETBE W H@4anbHCro
E[2EMEHW:

Beegwre B none "Value Name" mogens ycTpoicTea, B none
MNokazare... . " .
Value" HavaneHoe BpemMA YCTPORCTES, LWAr BPEMEHN W AAKMHY

OAHOPAEZ0BE0ro NAaponA YEpEes TOHKY C anAToM.

YCTpOACTER.

Hanpumep:
Yalue Marme=eTPass 6.20
Walue=1,/1/2000,30:6

OK ‘ | CTmena | | M pwrreHUTE

(D) WHOOPMALUS

B monre Mimst 3HaueHMs yKa3bIBAaeTCsI IMS yCTPOMCTBA, B IOJIe 3HAYCHNE YKa3bIBAIOTCS TapaMeTpol: HauanvHoe

epems, Lllae, /[nuna nuna.
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CoOTBETCTEME MOQENM YTCPORCTES M HEYANEHOMD BREMEHK

MmA sHaueHUA 3HaueHne
eTPass 6.20
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MFA

Hactpoiika 1ernouyku MHOro(hakTOpHOM ayTeHTU(DUKALIN

/\ BAXKHO

IlonmuTuka goimkHa PaCpoOCTPaHATLCA Ha BCC KIIMCHTCKUEC MAIIIMHBI.

Yepes GPO

1. Otkpoiite monutuky HacTpoiiku nernoukn MHOroakTopHoi ayrenTudukanuu. [lonuruka pacrnonoxeHa mno

cienyomemy nyTa: Aomunucmpamugivie uiabnionvi—Indeed-1D—Id Providers— MFA.
2. YcTaHOBHUTE 3HAUYCHUE MTOJIUTHKH BKIIOUEHO.

3. B mapamerpe L{enouxa mHo2ohakmopHou aymenmugpuxayuy yKaKuTe WASHTH(PUKATOPHI TPOBaiiIepOB
ayTeHTU(HUKALIUH, KOTOPbIC OyIyT UCIOIB30BaThCS B lienouke. Kaxibiii uneHTHGUKATOp YKa3hIBalTe B

(UTYpHBIX CKOOKaX ¥ ¢ HOBOH CTPOKHU Oe3 MpoOesioB M APYTUX CHMBOJIOB.

() NDPHUMEYAHHE

3ampenieHHbIN sl KCTIOJIB30BAHMUS TIPOBaiiep MOXKET OBITh UCIIONB30BaH B IIENOYKe poBariaepa MFA.

Crucok noaaep>KUBaeMbIX IPOBaiiiepoB

SMS OTP {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

Passcode {F696F05D-5466-42b4-BF52-21BEE1CB9529}
Software OTP {@FA7FDB4-3652-4B55-BOCO-469A1E9D31F0}
Windows Password {CF189AF5-01C5-469D-A859-A8F2F41ED153}
Indeed Key {DEEFOCB8-AD2F-4B89-964A-B6C7ECA80C68}
Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}
Secured TOTP {F15FD7EC-19EA-4384-846E-A2DOBE149FA2}

v IIpumep nenouku Indeed AM Passcode + Indeed AM SMS OTP

{F696F05D-5466-42b4-BF52-21BEE1CB9529}

{EBB6F3FA-A400-45F4-853A-D517D89AC2A3}
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4. B nmapamerpe Mms ycmpoticmea yKa3bIBaeTCsl UMsI ISl CO3aHHOM 1IEMOYKH. 3HAUE€HUE 110 YMOTYaHUIO —

MFA.

(D) WHOOPMALMSA

CHUCTCMBI.

| Hacrpoiiku uenoukn muorodakTopHoii a

Ei HacTpoki LeNoYKKW MHorodakTopHOR ayTeHTGMKELMK

() He sanaHo KomMmeHTapuia:

JlanHOe 3HaueHue OymeT oToOpakaThcs B Ha3BaHUH ycTpoiicTBa MFA ni1st monb30BaTens U B COOBITHIX

(®) BraroueHo

() Crenroueno

TpeBoeaHua K BepcUM:

Windows XP n Bonee nosgHue sepcin

Mapamerpo Cnpaeka:

Ll,EI'ID‘-IKE MHDFDC‘JEHDPHDE E}‘TEHTI.“II:‘JHKELI,HHI 3E,EI,EET AoCNEL0EaTENRHOCTE METOL0E E}lTEHTMqJMKELI,HH E

LENDYKE MHCrodakTopHoR ayTeHTH dMKaLmMm,
{FGOGF05D-5466-42b4-BF52-21BEE1CBS529}

ld ncnonezyembix NpoBaAAEPOE 3ANKUCEIBAOTCA B QUIYPHBIX
{EBB6F3FA-A400-45F4-853A-D517D89AC2A3]) cKoBKaK, Ha OTAENEHER CTROKEX,

Cnucok id noasepuBaEMely NpoBaRAEROE:

» {EBBEF3FA-A4D0-45F4-853A-D517D89AC2A3} - SMS OTP

. - {FGO6F05D-5466-42b4-BF32-21BEE1CBO529] - Passcode

Vs yetpoiicrea: = {OFATFDB4-3652-4B55-B0OC0-469A1E9D31F0} - Software OTP

- {DEEFOCBE-AD2F-4B29-964A-BECTECABDCEE] - AirkeyProvider
= {CF189AF5-01C5-469D-A859- ABF2F41ED1 53} - Windows
Password

» {CB5109DA-B575-422C-3805-524FE12B02F5} - Z2 USB

Oreers

Passcode+SMS OTP

B peectpe

1. OTkpoliTe perakTop peecrpa.

2. Orkpoire pasnen HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Indeed-ID\BSPs\MFA.

3. Cospaiite mapamMeTp BSPChain tima REG_MULTI_SZ M yKaxKuTe MAECHTU(DUKATOPHI IPOBaiiepoB
AyTeHTU(HKALIUH, KOTOPbIC OyIyT UCIOIB30BaThCS B lienouke. Kaxiblii uaeHTH(OUKATOp YKa3bIBalTe B

(urypHBIX CKOOKax M ¢ HOBOHM CTPOKH 0e3 MPOOEIOB U APYTUX CUMBOJIOB.

Crucok noaaep>KUBaeMbIX IPOBaiiiepoB
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SMS OTP {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

Passcode {F696F05D-5466-42b4-BF52-21BEE1CB9529}
Software OTP {OFA7FDB4-3652-4B55-BOCO-469A1E9D31F0}
Windows Password {CF189AF5-01C5-469D-A859-A8F2F41ED153}
Indeed Key {DEEFOCB8-AD2F-4B89-964A-B6C7ECA80C68}
Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}
Secured TOTP {F15FD7EC-19EA-4384-846E-A2DOBE149FA2}

Edit Multi-String X

Value name

|BSPChain

Value data:

{FE96F050-5466-4284-BF52-21BEE1CES529}
{CF189AF5-01C5-469D-A859-A8F2F41ED153)

4. Cosnaiite mapameTp MFADeviceName THna REG_SZ ¥ yKaXUTE UMs JUIA CO3IaHHON LIETIOYKH.

() HHOOPMALWUS

Jannoe 3HaueHue OyneT oToOpaXkaThCs B Ha3BaHUU ycTpoiictBa MFA mis monb3oBarelnis U B COOBITHSIX

CUCTCMBI.
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IV

Indeed-ID
Intel
Microsoft
Mozilla
MNotepad ++
ODBC
Partner
pgAdmin 4
Policies

Google

Indeed-Id
v | BSPs
> Airkey
! EncryptedSoftware TOTP
GoogleQTP
HardwareTOTP
HOTP
MFA
Passcode
> SMSOTP
>- L SMTP
- SoftwareHOTP
>- TelegramCTP

Name Type Data
{ab) (Default) REG_SZ (value not set) ;
3_'_’] BSPChain REG_MULTI.SZ  {F696F05D-5466-42B4-BF52-21BEETCB...
3_'_’] MFADeviceName REG_SZ MFA
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Smart Card

HOBGI[GHI/IG ITPpU U3BJICHCHUN CMAaPT-KaPThI

Smart Card Provider nognepsxuBaet nmonutuky 0ezonacHoctu Windows Humepaxmusnulii 6X00 6 cucmemy: nogedeHue

npu uzejiederHuu cmapm-Kapmal.

C IIOMOIIBIO 9TOM TTOJINTUKH BBl MOXKETE OnpeaciinThb lleﬁCTBI/Ie, KOTOpO€ 6y)1€T BBITIOJTHATHCA IIPU U3BJICUCHUHN CMapPT-
KapThI C pa60qei'1 CTaHLIMH I10JIB30BaTCJIA.

TaliMayT BBINOJIHEHUSI AEUCTBUSA PU U3BJICYEHUHA CMAPT-KaPThI

IlonuTtuka pasacia Windows LOgOl’l OMpeACIIICT MMPOAOJKUTCIIBHOCTD CTAHAAPTHOTO U CEPBUCHOT'O TaﬁMaYTa IIocCJie

W3BJICYCHUS YCTPONUCTBA ayTeHTU(PHUKALIUY.

[NonuTtrka 3aaeT HHTEPBAI BPEMEHHU B CEKYHJIaX MEKIY M3BICUCHHEM CMapT-KapThl U JICHCTBHEM, BBITIOJIHSEMBIM
cornacHo nomuTukd Windows HMumepaxmusnbiil 6x00: nosedenue npu uzeievenuu cmapm-kapmul (Interactive logon:

Smart-card enhanced removal behavior).

(D) HMHOOPMALWS

AJIMHHUCTpaTUBHBIN (aiin nradnoHa momutuku IndeedlID. Client.admx BXOIUT B COCTaB AUCTPUOYTHBA H

pacmoyioxeH B Karanore Misc.

Hannuue cranaapTHoro TaiiMayTa npeioTBpaliaeT aBToMaTnyeckyto OJIOKMPOBKY KOMIIBIOTEpA MIPH CIIy4aitHOM

W3BJICYCHUH YCTPOUCTBA ayTEHTU(PUKALIUH.

Hannyme cepBUCHOTO TaiiMayTa MpeA0TBpaIlaeT aBTOMAaTHYECKYIO OJIOKHPOBKY KOMIIBIOTEPA B CIIy4asix, KOTa
M3BJICYCHUE HCTIONB3YEMOTO YCTPOMCTBA ayTeHTU(DUKAIIMHA HEOOXOMUMO (3apEerHCTPUPOBATh JIOTIOTHUTEIbHBIH
ayTeHTH()UKATOP, MOIYyYUTh JOCTYI B OIIEPALIMOHHYIO CUCTEMY WM NPHIJIOKEHHUE 110]] IPYTroi YUeTHOH 3alKChI0 U
ayTeHTH(uKaTOpoM). [ aKTUBAIIMK CEPBUCHOTO TaiiMayTa Mepe N3BJICUEHHUEM yCTPOHCTBA HAKMHUTE U yACp)KUBaiTe

KoMOuHaiuio knapum [Ctrl]+[L].

Ecnu nonutrka He 3a1aHa WA OTKJ/IFOYE€HA, TO TafIMaYT nepen aBTOMAaTHUYECCKOM 6HOKHpOBKOI>‘I pa6oqel71 CTaHIIMH HE

MPEIOCTABISCTCSL.
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A TailiMayT BLINOAHEHWA ASACTENA NPY M3BAEYEHUM CMAPT-KapThl O x
[F] TaiimayT EmincnHeHns aefcTENA Npu MSBAEUEHNI CMAPT-KaPTEI

Mpeasaywmii napameTp Creayrowuid napameTp

() He sagaHo Kommertapuii:

(®) BrntoyeHo

() CrentoueHo
Tpebosanua K BepCUIt | Windows XP u Gones nosaHmue Bepcun
MapameTpern Cnpaeka:
TaiiuayT (cex): |1 : MonuTMKE 3343ET MHTEPEAN BPEMEHN B CEKYHAH MENTY

M3EEYEHNENM CMBPT-KapTel U AEACTENEM, BEBINONHAEMEIM
cornacHo noantkee Windows "MHTepakTuBHbIR Bxog:
MOBELEHNE MPW MIENEYEHWK CMBPT-KapTel”,

3

CepEWCHEIA TaiMayT [cex): |1

Ecnu B MOMEHT CHATWA CMapT-K3apThl C YCTPOACTER YAEPKNERTE
KomMBMHaUMI knaemw < Ctrl+ L=, B kavecTee TafimayTa Gyaer
MCMONBE30EATECA SHAYEHNE NonA "CepEMcHBIR TarmayT".

CrmeHa MprMeHUTE

Hcnonw3oBaHue JOIOJHUTCIIbHBIX JaHHBIX

IlonuTtnka mo3BonsieT HaCTPOUTH PEIKUM MTOBLIIIEHHON 0€30IaCHOCTH C BO3MOXKHOCTBIO 3aIIHCH JOITOJTHUTCIIbHBIX
JaHHBIX Ha YCTpOﬁCTBO 1 YTCHUA 3TUX JaHHBIX. Pexum ucnosnp3oBaHust JAOIMOJIHUTCJIbHBIX JaHHBIX MMPEAOTBPAIIACT
TOBTOPHYIO MHULIAJIN3AaIIUIO YCTpoﬁCTBa " nocjieAyrnee HECaHKIMOHNPOBAHHOC UCITOJIB30BAHNE aYTeHTH(i)I/IKaTOpa

OT UMCHHU y‘-IeTHOﬁ 3allMCHU HACTOAIIECTIO BiI1aJCIblia.

() HH®OPMALUS

AMUHUCTpaTUBHBIN (aiin madnona nonutuku IndeedID.Smartcard. Provider.admx BXODUT B COCTaB

JUCTpHOYTHBA U PACIIONOXEH B KaTanore Misc.

JlOTIOTHUTEIbHBIC TAaHHBIC — 9TO MMOCICIOBATEILHOCTD U3 64 CiydaifHBIX OANT, KOTOpas 3aIKCHIBACTCS HA CMaPT-KapTy
(usb-KkIT04) ¥ BKJIFOYAETCS B COCTAB ayTeHTH(HUKATOpa BMECTE C CEpUIHBIM HOMEPOM CPE/ICTBA ay TeHTU(HKAIINH.
JlonoTHUTENbHBIC JTAHHBIC CUUTBIBAFOTCS C YCTPOHUCTBA M IMTPOXOJSAT MPOBEPKY OJHOBPEMEHHO C CEPHIHBIM HOMEPOM

npu a}’TeHTI/I(i)I/IKa]_II/II/I IIOJIB30BATCIIA.
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PeskuM MCIob30BaHMsI JOMOJTHUTEBHBIX JAHHBIX BKITIOUEH, €CITM HACTPOIKA MOJUTHKH YCTAHOBICHA B 3HAYCHUE
Brouen (Enabled) win He 3a0an (Not Configured). Pazpemnth paboTy 0€3 TONOIHUTEIBHBIX JaHHBIX — pa3pellieHue

pa0oThl IpoBaiijepa 0e3 HCII0Ib30BaHMsI JOIOIHUTEIBHBIX JAHHBIX (IIPU BKJIIOYEHHOHN ITOJIUTHKE).

Onuus MOXKET MCIIOIb30BaThCs 171l padOThI C YCTPOHCTBAMH, 3aperUCTPUPOBAHHBIME B CTapbix Bepcusax Indeed AM

Smart Card Provider (0e3 monaep Xk JONMOTHUTENbHBIX JaHHBIX).

&.- Mcnonezceate A0NCAHWTEABHEIE JaHHEIE O *

Ei Mcnonb3ceaTe ACNCAHUTENEHEE AaHHEIE
Mpeawayuui napamerp ey e [ E MET

() He saaamo Kommertapui:

(®) BxnroueHo

() Crrnrovero

Tpebosanua K BEPCUI | windows XP u Gones NO3AHNE BEPCHK

MapameTper: Cnpaeka:

MNoAuTHKa BKNHOYIET 3aNNCE A0NCOAHWTENEBHEBIX 43HHEBIX HA

Pazpewnte paboTy Ge3 AoncAHWTENEHEIX
bl CMapT-KapTy,/TOKEH 418 NOBLILLEHWA YPOEHA BesonacHoCTH,

A3HHEIX

Ecnw nonanTuka He onpeseneda, TO 3anuce JoNoAHUTENBHBIX
Ad3HHBE BYAET BKIHIYEHA,

Ommena OprmeHuTE

O)KHI[aHI/Ie CMapT-KapThl ITOCJIC BXOA4d B TCPMHUHAJIbHYIO CCCCHUU

IlonuTHKa 1103BOJISET 3a1aTh BpEMs B CCKYHIaX, B TCUCHHUE KOTOPOIo 6y):[eT MMPOUCXOAUTL O)KUJAHUE CMAapT-KapThl

MoCIie BX0/Ia B TEPMUHAIIBHYIO CECCHIO B cllydae HeKoppekTHoi padoTsl PKCS cmapT-kapThl.
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A OmaaHWe CMAPT-KapThl NOCAE BXO43 B TEPMUHANEHYHY CECCMED O x

E} OscmaaHne CMapT-KapTel NOCAE EXCAE B TEPMUHANBHYHD CECCUHD

() He sagaHo Kommertapuii:

(®) BxntoyeHo

() CrknroueHo

TpeBoBaHKa K BEPCHK:

MapameTpern

Chenyrolwid napameTp

Windows XP v Gonee nosgHue Bepcrm

Cnpaeka:

CkmaaHue CMapT-KapTe NCCNe BXCAE B
TEPMUHANEHYH CECCUMD B CEKyHAIN:

10 =

-

MonuTHKa NO3BONAET 3343Tk BPEMA B CEKYHAAX, B TEHEHUE
KoToporo By4eT NPoNCXo4UTE OXKMAGHWE CMAPT-KapTel Nocne
BX0/3 B TEPMUHANbLHYH) CECCUED B CYHEAX HEKCPPEKTHONM
pabote PKCS cvmapT-kapTel.

CTmeHa MprreHUTE
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IronLogic Z2USB

HOBGI[GHI/IG ITPpU U3BJICHCHUN CMAaPT-KaPThI

IronLogic Z-2 USB Provider nogepxuBaeT moimtuky 0ezonacHoctd Microsoft Mumepaxmugnwiii 6x00 6 cucmemy:

noseoenue npu uzeiedenHuu cmapm-Kapmaol.

C moMOmIbI0 ATOH IMOTUTHKH BBl MOYKETE OTIPEIEIHUTH JCHCTBHE, KOTOPOE OYyAET BHITOIHATHCS TP U3BICUCHUH CMApT-

KapThI C pa60qei'1 CTaHLIMH I10JIB30BaTCJIA.

TaliMayT BBINOJIHEHUSI AEUCTBUSA PU U3BJICYEHUHA CMAPT-KaPThI

() TNPUMEYAHHE

Hacrpoiika monutuk HeoOxoanMa AJIsI HOBBIIIEHHS YPOBHS 0€30IIaCHOCTH, OHAKO MONHOICHHast pabora Indeed

AM IronLogic Z-2 USB Provider Bo3M0O)kHa H CO 3HAYCHUSMU MOJUTHK, ONMPEACICHHBIMHU 110 YMOITYAHHUIO.

[Monurtuka paznena Windows Logon onpeersieT Ipoa0KUTEIBHOCTh CTAHAAPTHOTO M CEPBUCHOTO TaliMayTa Imociie

M3BJIEYEHUS YCTPONUCTBA Ay TeHTU(HUKALIMY.

[MonuTHka 3a1a€T HHTEPBAJ BPEMEHU B CEKYHIAX MEKIY M3BICUCHHEM CMApT-KapThl U ACHCTBHEM, BBITIOIHACMBIM
cornacHo noauTuku Windows Humepaxmusnulii 6x00: nogedenue npu uzeiedenuu cmapm-kapmol (Interactive logon:

Smart—card enhanced removal behavior).

Hanuuwne CTaHAapTHOIO TaﬁMaYTa TO3BOJIACT NPEAOTBPATUTE aBTOMATUYCCKY IO 6J'IOKI/IpOBKy KOMIIBIOTEPA ITPpU

CITy4aifHOM M3BJICYEHUH YCTPOUCTBA ayTEHTHU(HUKALIUH.

Hanuuue cepBucHoro taiiMayTa 1o3BosieT NpeJOoTBPaTUTh aBTOMaTHYECKY0 OJIOKMPOBKY KOMIIBIOTEpA B CIIydasX,
KOTJIa M3BJIEYCHUE UCIIONIB3YEMOro yCTpoiicTBa ayTeHTH(UKAIMK HE0OX0AUMO (00yueHHe JOTOIHUTEIHLHOTO
ayTeHTH(UKaTOpa, MOTyYeHHE TOCTYIa B CUCTEMY OT UMEHHU JAPYToi yYeTHOM 3alHCH 110 IpyroMy ayTeHTH(PHUKATOpY U
T. 11.). [71s aKkTUBaMK CEpPBUCHOTO TaiiMayTa Mepe U3BJICUCHUEM yCTPOHCTBA HAKMHTE U yACPKUBANTE KOMOMHAITUIO

KaaBum [Ctrl]+[L].

Ecnu nmonutrka He 3a1aHa WK OTKJIFOYCHA, TO TaﬁMaYT nepen aBTOMAaTHUYECKOM 6HOKHpOBK01>i pa6oqel71 CTaHIIMHU HEC

npeaoCTaBIsACTCH.
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A TailiMayT BLINOAHEHWA ASACTENA NPY M3BAEYEHUM CMAPT-KapThl O x
[F] TaiimayT EmincnHeHns aefcTENA Npu MSBAEUEHNI CMAPT-KaPTEI

Mpeapaywmii napameTp Creayrowuid napameTp

() He sagaHo Kommertapuii:

(®) BxntoyeHo

() CrrntoueHo
Tpebosanua K BepCUIt | Windows XP u Gones nosaHmue Bepcun
MapameTpern Cnpaeka:
TaiinayT (cex): |5 = MonuTMKE 3343ET MHTEPEAN BPEMEHN B CEKYHAH MENTY
J . - -
MZEMEYEHMEN CIAPT-KaPThl W AERCTEMEM, BBINOIHAEMBINM
: p - .
CepsmcHbii TaiimayT (cex): |10 = cornacHo nonumuke Windows "WHTepakTueHbIi Bxog;

NOoEELEHWE NPK WIBNEYEHNK CMEFIT'KEFITI:-I".

Ecnu B MOMEHT CHATWA CMapT-K3apThl C YCTPOACTER YAEPKNERTE
KomMBMHaUMI knaemw < Ctrl+ L=, B kavecTee TafimayTa Gyaer
MCMONBE30EATECA SHAYEHNE NonA "CepEMcHBIR TarmayT".

CrmeHa MpwreHnTE

Hcnonp3oBanue naeHTHGUKaTopa 06CKOHTAKTHBIX KapT B hopmare CKV/]

[Monutnka onpexenseT GopMar XpaHeHUs HICHTUPHUKATOPOB KapT B 6a3e AaHHbIX Indeed AM. DT0 aeT BO3MOKHOCTh

00ecIeynTh COBMECTUMOCTE ¢ (hopMaToM xpaHeHus uneHTudukaropo CKYI.
[To ymonm4aHuro XpaHUTCA NONMHAs HHQOpMAaLUs O KapTax:

® THII,
® TIPOU3BOJUTEIND,

e HOMEp NapTHU U UACHTU(PHUKATOP KaPTHI.
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A Wenonesoeate D BeckonTakTHb kapT & dopmate CKY/] O x

E‘ WMcnonesoeate D GeckoHTakTHEIX KapT & dopuare CEY
FERENY A ITE PEMET Chenyrowwid napameTp

() He sagaHo KonmerTapuii

(@) BrxntoueHo

() Orknrouero

Tpebosanua K BepCUIt | Windows XP u Gones nosaHmue Bepcun

Mapamerpo: Cnpaeka:

MonuTuka onpeaenseT hopmMaT xpaHeHWA MAEHTUGNKATOpOE
kapT & Gaze ganHer Indeed EA. 3To g3eT BosMOMHOCTE
Perco/Gate ~ oBEecnedYnTs COBMECTUMOCTE © GopMaToM XpaHEHNA
waentngukatopos CEY/, MNo ymondannio xpaHuTca noaHan
WHGOPMALKMA O KapTaK: T, NPOW3BCANTENL, HOMER NaPTUKM W
MAEHTUGNKATOR KapThL.

Mporpamadoes obecnevenne CKY 0

Mpumep ana kapt EM-Marine n CEY/ Perco/Gate

ID kapTel B hopmare CEY: 159/2518.

ID kapTel B dopmare Indeed EA: EM-Marine[3D00]159,2518.
Mocne BKAKIHEHWA NOAWTUKKW, HOBLIE KapTel By gyT
perncTpupoeatecd B Baze Indeed EA & dpopmare CEY/
Perco/Gate, 4To 4acT BOIMOMHOCTE MMACPTUPOBATD
naeHTUGnKaTopel KapT u3 Bazel CKY/ e Indeed EA

CTmeHa MprreHUTE

280




Omnikey

HOBGI[GHI/IG IIPU U3BJICUCHHUU CMAPT-KapPThI

OMNIKEY Provider nonnepxuBaet nonuTuky oe3onacHoctu Windows Humepakmugnviti 6x00 6 cucmemy. nogeoemue

npu usejiledenHuu cmapm-Kapmal.

C moMOITBIO ATOH MOJUTHKY BBl MOXKETE OTIPEICTHUTH JCHCTBHE, KOTOPOE OYAET BHIOIHATHCS TP U3BICUCHUH CMApPT-

KapThI C pa60qei'1 CTaHLMH I10JIb30BAaTCJIA.

TailimMayT BBIIIOJIHEHWS IEUCTBUS TIPU U3BJICUEHUN CMAPT-KaAPThI

[Monurtuka paznena Windows Logon onpeessieT mpogoIKUTEIBHOCTh CTAHAAPTHOTO M CEPBUCHOTO TaliMayTa Iociie

W3BJICYCHUS YCTPONUCTBA ayTeHTU(PHUKALIUY.

[MonuTHuKa 3a1aeT UHTEPBAJI BPEMEHH B CEKYH/IaX MEXKY U3BJICUEHUEM CMapT-KapThl U JCHCTBUEM, BBIITOJIHSIEMbIM
cornacHo nojautuku Windows Hrmepaxmuenwviii 6x00: nosederue npu ussneveruu cmapm-kapmol (Interactive logon:

Smart—card enhanced removal behavior).

Hanuuue crangapTHOro TaiiMayTa MO3BOJISET MPEAOTBPATUTH ABTOMATHYECKYIO OJIOKMPOBKY KOMITBIOTEpA MPU

CITy4aifHOM M3BJICYCHUH YCTPOUCTBA ayTCHTH(HUKAIIUH.

Hanuuue cepBucHoro taiiMayTa 1o3BosseT NpeJoTBPaTUTh aBTOMaTHYECKYI0 OJIOKMPOBKY KOMIIBIOTEpA B CIIydasX,
KOTJIa M3BJIEYCHUE UCTIONB3YEMOTr0 yCTpoiicTBa ayTeHTU(UKAIIMK HE0OX0AUMO (00yueHHe JOTOIHUTEIHLHOTO
ayTeHTU(UKATOPa, IOTy4IEHHE JOCTYyNa B CHCTEMY OT UMEHH JAPYroi Y4eTHOH 3aluCH MO IPyroMy ayTeHTU(HKATOPY U
T. I.). J|71s akTHBAIMy CEepBUCHOTO TaliMayTa Iepe/] M3BICUCHIEM YCTPOHCTBA HAXMUTE U YACPKUBANTE KOMOMHAITHIO

kimaBu [Ctrl]+[L].

Ecnu monutrka He 3ajjaHa WM OTKITIOUEHA, TO TalkMayT Tepe]] aBTOMAaTHIECKON OJIOKUPOBKOM pabovel CTaHINK He

npeaoCTaBIsACTCH.
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A TailiMayT BLINOAHEHWA ASACTENA NPY M3BAEYEHUM CMAPT-KapThl O x
[F] TaiimayT EmincnHeHns aefcTENA Npu MSBAEUEHNI CMAPT-KaPTEI

Mpeapaywmii napameTp Creayrowuid napameTp

() He sagaHo Kommertapuii:

(®) BxntoyeHo

() CrrntoueHo
Tpebosanua K BepCUIt | Windows XP u Gones nosaHmue Bepcun
MapameTpern Cnpaeka:
TaiiayT (cer): |5 = MonuTitka 334a€T MHTEPBaN BPEMENI B CEKYHARX MEXY
MZEMEYEHMEN CIAPT-KaPThl W AERCTEMEM, BBINOIHAEMBINM
: p - .
CepsmcHbii TaiimayT (cex): |10 = cornacHo nonumuke Windows "WHTepakTueHbIi Bxog;

NOoEELEHWE NPK WIBNEYEHNK CMEFIT'KEFITI:-I".

Ecnu B MOMEHT CHATWA CMapT-K3apThl C YCTPOACTER YAEPKNERTE
KomMBMHaUMI knaemw < Ctrl+ L=, B kavecTee TafimayTa Gyaer
MCMONBE30EATECA SHAYEHNE NonA "CepEMcHBIR TarmayT".

CrmeHa MpwreHnTE

Hcnonb3oBanne nanaeix PACS

(D WHOOPMALHUS

[NonnTrka npuMeHseTcs K pabodnM CTaHIMSM IT0JIB30BaTElIs.

[Ipu BrITFOUEHHUH JJaHHASI TTOJIMTUKA TTO3BOJISIET UCTIONB30BaTh JaHHbie PACS BMeCTO HICHTH(PHUKATOPA KAPThI.

He Tpebyet nHacTpoiiku.
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A Vcnonesoeate gaHHele PACS

E Hlcnonszoeate AaHHele PACS

(O He sanato KommeHTapui:

(® BrntoueHo

() OrkaroueHo

TpeboeaHua K Bepcum:

Mapamerpoi:

O X

| PERENE AT T2 REET ETEny I e PEMET

Windows XP 1 Bonee nosgHWe BEpCUK

Cnpaeka:

MAEHTHMKATOPE KapThL

MNoauTuka NozECNAET MCNONEI0EATE A4aHHEIE PACS BmecTo

CK

| ‘ Ormena ‘ | MpumeHrTE
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Futronic

MuHUMaIbEHO AOITyCTUMOC Ka9CCTBO 1a0JIoHa mpu O6yT-I€HI/II/I

IlonuTuka OMpeACIISICT, KAKUM OOJDKHO OBITh MUHHMAIbHO IMPpUEMJIEMOC Ka4€CTBO mabJIOHa OTIIeYaTKa Mmajiblia npu

o0yuenuu. KauecTBo mabnona 3agaercs ueibM yuciaoMm oT 1 1o 10, rae 10 cooTBeTCTBYET MaKCUMaIbHO BO3MOKHOMY

KauecTBy maliioHa.

() DPHMEYAHME

Z[J'I?{ JOCTHXXCHHUSA MaKCUMaJIbHOI'O Ka4€CTBa mabona npu O6y‘leHI/II/I H€O6XO[LI/IMO MIPpUKIIaAbIBAaTh MAJICI K CKaAaHEPY

Tlonutuka JOJIDKHA OBITH OIpeacICHa Ha pa60t11/1x CTaHIIUAX HOHBSOBaTeHeﬁ, Ha KOTOPBIX YCTAaHOBJICHBI

KJIMEHTCKHE KOMIIOHCHTHI CUCTEMBI. Ecli monuTrka He OIpeaciieHa, o YMOJI4aHUI0 UCIIOJIb3YCTCA 3HAUCHUEC 3.

AKKYPaTHO U HE MCHA IMOJIOKCHUA Majiblla OTHOCUTEIIBHO CKaHEPa.

() He s3aaHo KommerTapuii:

(@) BrnroueHo

() Orrntouero

Mapamerpo:

E MuHuMaNEHD AONYCTUMOE Ka4eCTED wabnoHa npH Dﬁ}"—lEHHH

A MunumaneHo gonycTumoe KauecTeo waBnoHa npw oBydeHnn O

Mpeasaywmi napaMeTp

Tpeboeanua k Bepcum:

Windows XP 1 Bonee nosgHue Bepcim

Cnpaeka:

MUHMMENEHDE K3YeCTED WabnoHa

5 -

-

MoAuTKka ocNpedenseT, KaKMM A0M#HO BelTe MUHUMANEHD
MEPMEMNEMOE KAYECTED LWABN0HA OTNEYATKA NAaNkLA Npw
oBydeHun.

KauecTeo wabnoHa 3aaaetca uenbin yncnom ot 1 840 10, rae 10
COOTEETCTEYET MAKCHMANEHD BOIMONHOMY Ka4eCTEY WabnoHa.
Ana ACCTHAEHWA MAKCWMaNEHOTD KaYecTea WabnoHa npu
oByYEHHN HECBX OANMO NPUKNAABIEATE NANEL K CKAHERY
BKKYPATHO KM HE MEHAA NONCHEHWA NANELA OTHOCHTENEHD
CKaHEpa.

MoauTKEa NPUMEHAETCA K paBodnm CTAHUMAM NOAB30BATENER,
Ha KOTOpbIX NPOWCKOAUT oByYeHne ayTeHTUdMKATOpOE.

Ecnwm noantrea He ONpEjENEHd, B KAYECTEE 3IHAYEHWA NO
YMONYaHWH MCNONB3YETCA 3

Otmera OpvmeHuTE
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MakcumanbsHO AormyctuMbiii FAR

[Monutnka onpenenseT MakcuMalbHO normyctumoe 3HadeHne FAR (False Acceptance Rate) mpu cpaBHeHHH maOIoHOB

OTIICYAaTKOB.

(D) DPHUMEYAHME

[Nonutrka momkHa OBITH ONpejiesieHa Ha Beex cepBepax Indeed AM. Ecniu monutrka He onpesienieHa, 3Ha9YeHueM

10 YMOJYaHUIO siBisiercst 250).

3amaercs nenbiM gucioM ot 1 1o 1000. 3naduenne 1 COOTBETCTBYET CaMOMy «MSITKOMY» CPaBHEHUIO, KOT/a
BEPOSTHOCTh CPABHUTH Pa3HbIC MIAOIOHBI U MOJTYYHUTh TOJIOKUTEIBHBIN pe3yspTaT MakcuMaibHa. 3Hadenue 1000

COOTBETCTBYET CaMOMY <OKECTKOMY>» CPaBHEHHUIO, KOT/Ia TaKast BEPOATHOCTH MUHUMAJIbHA.

Ecnu 3agate cnumikom 0OJIBIIIOE 3HAYCHUE mmapamMeTpa, 3TO MOXKET NPUBCCTU K YaCThIM OHII/IGKaM, CBA3aHHBIM C

OTKa30M JICTUTHMHBIM ITIOJIb30BaTCIIsAM.

A MakcumaneHo gonycTumesli FAR O x

E‘ MakcwumansHo gonycTiumel i FAR
Mpeasgywmi NnapaMeTp Creayrowuid napameTp

() He sagaHo Kommertapuii:

(®) BxntoyeHo

() CrrntoueHo
Tpebosanua K BepCUIt | Windows XP u Gones nosaHmue Bepcun
MapameTpern Cnpaeka:
MakcimansHeii EAR 1400 = UncAeHHOE NPEACTABENEHNE MAKCUMANBHO AOMYCTUMETD

sHauveHnA FAR (False Acceptance Rate) npw cpasHernn
WwabnoHOB 0TNeYaTKoB. 3343ETcA uenbitm Yucnom ot 1 go 1000,
3HaueHne 1 COOTEETCTEYET CAMOMY "MATKOMY" COaEHEHWHD,
KOTA3 MAKCUMANbHA BEPOATHOCTE CPAEHNTE PasHbIE LWABNOHBI U
NOAYYUTE NOMDXRWTENEHBIR pesynsTaT, sHaverne 1000
COOTEETCTEYET CAMOMY "HECTKOMY" CPAaBHEHWHE, KOTAZ TaKan
EEPOATHOCTE MUHUMANEHA,

Ecnw zHaueHne napamMeTpa E}f,ﬂ,ET CAULWLEKORM E'l:l.l1l:|nLIJI."|Mr 3TO
NPWBELET K HaCTbIM DLIJI.‘!E'I(EMf CEAZ@HHBIM C OTEIIOM
NETMTUMHEBIM NOABZ0OEATENAM.

MonuTrea npumenseTca k cepeepam Indeed EAVESSO,

Ec/im NonuTHKE HE ONpedenceHa, B KaYECTEE SHAYEHHA MO
YMOAYaHWH Menane3yerca 250,

CTmeHa MprreHUTE
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Hactpoiika naaukamm padboThl CKaHepa

IlonuTuka 3angaer mapaMeTphI pa6OTLI CBCTOIMOJOB CKaHEpa. Ilo YMOJIYAHUIO MUTAHHUC CBCTOANOIOB CKaHEpa

OTCYTCTBYIOT B O0OUX PEKUMAX.

A Hactpolikn nHgukaumn paBoTel ckaHepa O x

[ Hactpoiiku ungukaum pabore ckarepa
I PELEN LI TE BEMET Chenyrowwid napameTp

() He sagaHo Kommertapuii:

(®) BxntoyeHo

() CrrntoueHo
Tpebosarus k Bepcuit: | yWindows XP u Bonee nosaHme Bepcim
MapameTpern Cnpaeka:
LIEET CEETOAMAR E PEXMME CHMIAHNA OTNEHATKE: MonuTuka 33437 NapameTpel paboTel cBETOANCAOE ckaHepa. Mo
YMOMYEHWH MUTaHWE CEETOANOA0E CKAHEDA OTCYTCTEYHOT B
KpacHeli w OBONE pEKNMaX,

LI'BET CEETOAWMOAS B PEMHMME CHEHWPOBIHHAL

3eneHbIi w

CTmeHa MprreHUTE
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RDP Windows Logon

Hacrpoiika oqHoBpeMenHoi padotsl ¢ moayiieM Indeed Windows Logon

[Ipu yciioBum, 94TO UCTIONB3YETCS CIIEHAPHIA ¢ ycTaHOBKON Ha onHoM Mammae RDP Windows Logon u Windows

Logon, HeobxoauMo HacTpouTh NMOMUTUKY it Windows Logon.

Yepes GPO

1. IepeiiquTe Ha MaIIMHY, HA KOTOPO# ycTaHoBiIeHb! Moaysin RDP Windows Logon u Windows Logon.
2. Otxpoiite penaktop GPO.
3. llepeitnute k Kondurypamus kommnbiotepa— AIMUHACTpaTHBHBIC abaoHb— Indeed ID— Windows Logon.

4. Brmounte nonutuky Hacrpoiiku Credential Provider u ycranoure mapamerp OToOpaskeHne crnoco0oB BXoaa

Ha Bce, kpome napons.

B peectpe

1. [epeiiquTe Ha MaIIMHY, HA KOTOPO# ycTaHoBIeHbI KomnoHeHTsl RDP Windows Logon u Windows Logon.
2. OTKpoiiTE penaKkTop peectpa.

3. [epeiiqute k Komnbrorep\HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\Logon for

Windows.

4. Co3paiite napametrp DWORD ¢ uMeHeM CredProvFilter u ycTaHoBUTe 3HaueHue 2.
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Windows Logon

Hacrpoiika Windows Logon

Yepesz GPO

/\  BAXKHO!

IMpu HacTpoiike Yepe3 MOIUTHKN 3HAYCHHS Oy/IyT YKa3aHbI 10 My TH
peectpa: HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\SrvLocator2 n OynyT nIpuopuTeTHEE

PY4HOM HACTPOUKU.
1. ob6aswre nonutuky IndeedID.ServerUrl.admx na padouee mecto ¢ ycranoBieHHbIM Indeed AM Windows
Logon.

2. Yepes gpedit.msc npoiaute no mytn Kondurypanust komrnbiorepa— AIMUHHCTpaTuBHBIE mabaonsi—Indeed

ID—ClientConnection—HacTpoliku OIKIIOUEHUs K CEPBEPY.
Bxorounte monutuky.

3. B mone URL-anpec AM cepgepa ykaxure URL Bamero Indeed Core Server, Hanpumep

http(s)://dc.indeed-id.local/am/core.

B peectpe

1. OTkpotite pegakrop peectpa Windows.
2. epeitnute B paznen HKEY LOCAL MACHINE\SOFTWARE\Indeed-1D\SrvLocator2.
3. U3meHuTe CTPOKOBBIN mapaMeTp ServerUrlBase u ykaxute URL Bamrero Indeed Core Server, Hanpumep

http(s)://dc.indeed-id.local/am/core.

() MNPUMEYAHME

[Tpu ucnons3zoBanuu coequHeHus mo nmporokony HTTPS TpebyeTcst BBINOTHUTE YCTaHOBKY KITMEHTCKOTO

cepTu¢ukara Ha KaxabIi cepsep Indeed AM.

Hactpoiika oqHoBpemenHoi padoTs ¢ Indeed RDP Windows Logon

Ecmu ucnons3yercs cienapuii ¢ ycranoBkorr Windows Logon u RDP Windows Logon Ha oHOI MammHe, HE00X0TUMO

HACTpOouTh nmonuTuky Juist Windows Logon.
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Yepe3 GPO

1. Ilepeiinute Ha MamMHy, Ha KOTOpo# ycraHoBieHE! Moxynn RDP Windows Logon n Windows Logon.
2. Otkpotite pegakrop GPO.
3. [epeiinute Kondurypanus xommnbroTepa— AaMuaUCcTpatuBHbIe madnoasi—Indeed ID—Windows Logon.

4. Brurouure nonutuky Hacmpoiiku Credential Provider w ycranoBute napamerp OToOpaxeHue crocooos

BXoja Ha Bcee, kpome mapors.

Yepes peectp

1. Ilepeifinute Ha MamMHy, Ha KOTOpO# ycraHoBieHEI Moxynn RDP Windows Logon n Windows Logon.
2. OTKpoiiTe peakTop peecTpa.
3. epeiimute Kommprorep\HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\Logon for Windows.

4. Coznatite napamerp tuna DWORD c nmenem CredProvFilter M yCTaHOBUTE eMy 3HaueHHE 2.
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Pe3epBHOE KOTTMPOBAHUE

PexoMeHyeTCs IIOATOTOBUTE PE3EPBHBIC KON 0a3bl JaHHBIX, KOH(PHUTYPAIHOHHBIX (haiJIoB 1 HACTPOUKH peecTpa

mociie Toro, Kak Bbl pa3BepHynu Indeed Access Manager 1 npoBepuin ero paboToCcIoCOOHOCTb.

[TeproanyHOCT CO3/1aHUS PE3EPBHBIX KOIMI 3aBUCUT OT TOTO, KaK BbI 3KCIUTyaTupyetre Access Manager. Harpumep,
pe3epBHBIC KONTMH KOH(PUTYPAIIMOHHBIX (PaiijIoB PEKOMEHIYETCSI CO3/IaBaTh, €CIIH MPOBOJAMINCH H3MEHEHHS TapaMeTPOB

B (haiinax xoH(pUTypanyH, a 1ajgee Kaxabplid MecsIl.

PesepBable korun 0a3bl JaHHBIX Access Manager peKOMEHAYeTCsl CO3AaBaTh Mocie Mepruojia BHEAPECHUS U OTIIaAKK. B
TIEPHOJI, KOT/Ia TIOJIB30BATENN PETHCTPUPYIOT Ay TEHTH(HUKATOPBI, PEKOMEH/IyETCsI CO3/1aBaTh PE3EPBHBIC KOITUH 0a3bl
JTAHHBIX €KETHEBHO, TaK Kak 0a3a MaHHBIX MEHSETCS, KOTJa BHOCSATCS U3MEHEHHMS TTOJIMTHK, HACTPOUKH

aYTeHTI/I(bI/IKaTOpOB, U IpU pEerucTpanu Wikl N3SMECHECHUUN aYTeHTI/I(I)I/IKaTOPOB IOJIB30BATCIISIMUA.

PeKOMeHI[yeTCH CO3/1aBaTh PE3CPHBIC KOIMMUHN CICAYIONIUX KOMIIOHCHTOB!

¥ ba3bl JaHHBIX

e 0aza mannbeix Core Server;
e 0asa nannbix Key Server (mpu Hannuun);

e 0Oaza coOwrTuii Log Server (mpu Hamuamn).
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¥ Kondpurypannonnsie ¢aifabl KOMIOHEHTOB

e koH(purypannonusie ¢paitner Log Server:

o am/ls/clientApps.config;
o am/ls/targets/DbTargetMssqlAM.config, am/ls/targets/DbTargetMssqlIndeedKey.config, ecnu noru

xpanstca B Microsoft SQL;
o am/ls/targets/DbTargetSqlAM.config, am/Is/targets/DbTargetSqlIndeedKey.config, ecnu 10TH XpaHATCS
B PostgreSQL;

o am/ls/targets/TargetSyslog.config, ecnu noru xpaunsitcs B SysLog.

() TPUMEYAHHE

Iepen co3manueM pe3epBHOI Komuu pacmudpyiTe dhaill KOHPUTYparruu ¢ TOMOIIBIO YTHIIMTHI protector.sh
(pacmoyioxXeHa B Katajiore TUCTpUOyTHBA am/protection/protector.sh). [loapobHyro HHOpMAIIHIO PO
OTKIIIOUCHHE MH(POBAHUS BB HaliieTe B pasnene BriounTs/OTKIIOYUT IH(POBAHKE
koH(huUrypanuonHoro haiia. Eciu ucnonp3oBanuck pe3epBHbIC 0a3bl s JOTOB, COXPAHHUTE BCE

HACTPOCHHEIE (haiIbL.

e KOH(UI'YpaUMOHHBIH (hailyl KOHCOIHM aMUHNUCTPATOPA am/mc/app-settings.json;
e xoH(purypannonusii ¢aitn User Console am/uc/app-settings.json;
o koH(urypanuonusli daiir Identity Provider am/idp/app-settings.json;

e xoH(urypauronsslii ¢aitn Key Server (npu Hanuuun) am/indeed-key/app-settings.json.

¥ Hacrpoiiku peecTpa

Hactpoliku peectpa ¢ KIMEHTCKUX MAIIHH, Tae Hcnoiab3ytoTes moaynu Windows Logon n/unn ESSO Agent,
pacnionoxeHusle B pazaene HKEY LOCAL MACHINE\SOFTWARE\Indeed-1D,
HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID.
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PyKOBOZICTBO agMHUHHUCTPATOPA

£ Jlumensun

Onepanuu ¢ JUIEH3UAMHI

& AyTeHTH(HKATOPBI

OO6mme HacTpoiiku ayreHTH(UKaTopoB B Management Console

g% Moy HHTerpauuu

I'mo6anbHBIe HAaCTpOMKK MOAyNel nHTerpanuu B Management Console

& [punoxenus

KonuuecTso rias: 1

& Tlonw3oBarenu

VYnpasnenue nons3osarensvu Indeed Access Manager

0 Ilomutuku

YHpaBJIeHI/IG J0CTylIaMu U IpaBaMu TOJIB30BaTENCH

CoObITus

VYnpaBnenue cOOBITHSIMU TONb30BaTeNeH
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JIunieHsun

B Indeed Access Manager ucronb3yeTcsi 1Ba TUIIA JTHIICH3UI:

e ocHoBHas nuueH3us Indeed Access Manager;

¢ JIMICH3UU AJIs1 JOIIOJTHUTCIIBHBIX MOL[yJIeﬁ.

[ToxpobHee o murieH3upoBaHur — B JIMIIEeH3UpPOBAHNUE.

[Tonyuuts

.HI/IHCH3I/II/I TEHEPUPYIOTC HAa OCHOBE I/II[CHTI/IQ)I/IKaTOpa UHCTAJIIALIUH. YT1oOBI HAWTH €T0 U TIOJIYYUTh JIMOCH3UU !

1. Ha GoxoBoit manemn Management Console B 6moxe HacTpotiiku Beioepute Jlntensnm.
2. Ha Bknaaxe ®aitnnbl TuiieH3uil cKonupyiiTe 3HaueHue u3 ot aeHTndukatop HHCTaUISIUH.

3. OTmpaBbTe CKOMMMPOBAHHOE 3HAYCHUE 3aKPETUICHHOMY 3a Balllell OpraHu3anneil MeHeDKepy UK B CITyKOy

TEXHUYECKOH Mmoyiepkku support@indeed-id.com.

3apernucTpupoBaTh

[Mocie momy9eHust TUIICH3UIO HYXKHO 3apeTrUCTPHpOBath. J{ist aToro:
1. Ha 6oxoBoii manenn Management Console B Omoke Hactpoiiku Beioepute JIlnmensum.
2. Ha Bknaaxe @aitnibl TUIEH3UN HAKMUTE 3arpy3UTh JIMLIEH3HIO.
3. Haxxmure Bribpats ¢aiin.

4. BeiOepuTe (haiin ¢ nuueH3uei n HaxMuTe 3aperucTpupoBarh.

[Tocne ycrenHo# perucTpaiy JUIEH3UH 0TOOPaKAOTCs B TAOIHIIE.

BBII[aTB JIMOCH3UIO IT10JIb30BATCIIIO

Z[J'IS[ BCEX HOHL3OBaTeHeI>’I, KOTOPBIC BKIIOUCHBI B ITOJIMTUKU TOCTYTIA, BbIAa4a J'II/IIIGHSI/Iﬁ MMPOUCXOAUT aBTOMATUICCKH.

JlutieH3us 3aKperIsIeTcst 3a MOIb30BaTeNIeM TOCIIE YCIICITHOM ayTeHTH(HUKAIINH B COOTBETCTBYIOIIEM MOJTYIIC.

Oto3Barh JIMICH3UIO Y I10JIb30BATCIIA

HJISI OT3bIBA J'II/IIICH?,I/Iﬁ HCIOJIB3YCTCA MEXaHU3M aBTOMATUYECKOTO OCBO60)KII6HI/I$I HHHGHSHﬁ. DTOT MEXaHU3M BKJIIOUCH

10 YMOJIYaHHUIO.

.HI/IHGH?»I/ISI OT3bIBACTCA Y IMOJIB30BaTECIIsA, €CIIN:
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® II0JIb30BATCIIb YAAJICH U3 IMOJHUTUKH,
® T10JIb30BATCJIb OTKJIFOYCH WJIK MEPEMENIICH 13 obmactu L[eﬁCTBHﬂ TIOJIMTHUKH,

* [I0JIK30BaTENb 3a0I0KHpOBaH/yianeH u3 Active Directory.

Ecnu Mexanusm oT3bIBa HHHCH?;PIﬁ OTKJIKOYEH, TO JIMIICH3UU HC 6y,£lyT OCBO60)KIIaTI>CSI JaXKe IMPU BBIITOJIHEHUN OTUX

YCIIOBH.

B Indeed Access Manager Takyke MOYKHO HACTPOHMTB BPEMsI, I10 HCTEYEHUH KOTOPOT'O JIMIEH3Us OyIeT 0TO3BaHa, 1
NEepE3anyCTUTh MEXaHU3M OT3bIBa, €CJIN JIMIICH3UN HE OCBO60)K,HaIOTC$I ABTOMAaTHUYCCKU. I[.]'[ﬂ OTOT'0 HYXKHO
OTpeIaKTHPOBATh KOH(PUTYpAIIMOHHBIN (aiin cepBepa am/core/app-settings.json. [lonpobuee — B HacTpoiika

MECXaHH3Ma OT3bIBa HHHGH?;PIﬁ.

PacripenienuTh 1Mo noauTHKaM (OT/ieam)

YrtoObl OrpaHUYUTh KOJMYECTBO UCIIONB3YEMBbIX JTUIICH3UHN JIJIsI TTOPa3/IeICHUs], BBl MOXKETE 3a/1aTh JOCTYITHOE

KOJIMYECTBO JIMIIEH3UM IS onpez[eneHHoﬁ IIOJIMTHUKH.

Y100BI 3a4aTb JOCTYITHOE KOJINYECTBO J'II/IHCH3PII71 JUISL TIOJIMTUKHA

1. Ha GoxkoBoit manemn Management Console nepeiiaure B paszmen [lomutukm.
2. BribepuTe B CITUCKE TIOJIUTHKY.

3. Ha cTpaHule NONMUTHKY NepeianTe Ha BKIAAKy JINIEeH3HH.

4. BribepuTe nuIieH3UN.

5. Haxwmure JlocTynHOE KOIMYECTBO.

6.B OTKPBIBIIEMCS OKHE BBEAUTE KOJIMYCCTBO JOCTYITHBIX J'II/IIIeH?)I/If/'I JJIS TIOJIMTUKH 1 HAXKMUTEC COXpaHI/ITI).

B pazaeine Pacnpe/:[eneHI/Ie JIUIIEH3UM 110 TTOJIUTUKAM OTO6paSI/ITCH KOJIMYECTBO UCIIOJIb3YyEMbIX JIMIICH3WH B paMKax

KaXXJI0U MOJIMTUKU.

Ha CTpaHUIE MOJUTUKN Bbl MOXKETC MPOCMOTPETH KOJIMYECTBO UCIIOJIb3yEMbIX JINIICH3UH B 9TOM MONUTUKE U 06mee

JIOCTYITHOE€ KOJIMYECTBO JINLEH3UH JIUIS ATOW MOJIUTHUKH.

OOHOBUTH

Y1oObl 0OOHOBUTD JIMLIIEH3UU:

1. OOparurech K 3aKperuIeHHOMY 3a Balllell opraHu3alueil MeHeKepy UK B CIIy>KOy TEXHUYECKOH MOAEPHKKI

support@indeed-id.com ¢ 3arpocoM Ha TeHEPAINIO HOBBIX JIUIICH3UH.

2. 3apeructpupyiite HOBbIE JulleH3un B Management Console.

Ilocne okoHuaHUs Cpoka [{CﬁCTBI/IH CTapbIX J'II/IHGH3PII>1 HOBBIC BCTYIIAT B CUJIY COIJIaCHO 3aJIaHHBIM J1aT€ U BPEMCHU.

OTcnexnBarh CPOK JISHCTBUS TUIICH3UH MOXkHO B Management Console B pazzene JluneH3uu.
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AyTEHTU(PHUKATOPEI

Hacrpouts ayTeHTH(HUKATOPEI MOKHO B Tpex pasznenax Indeed Access Manager:

o Kondurypanus— AyTeHTUDHUKATOPBI;
o Bxkiazka [IpuoskeHust KapTOUKH MOJINTUKH;

e Bkiangka AyTeHTH()HUKATOPBI KAPTOUKHU ITOTIH30BATEIS.

OO61111e HaCTPOUKH

Paznen Konduryparmus— AyTeHTH(HUKATOPBI CONEPIKHUT OOIINE [T BCEX TOJIb30BATENICH HACTPOUKH BCEX
ayTeHTU(HUKATOPOB, yCTAaHOBICHHBIX Ha ceprepe Indeed AM. HacTpoiikn MOTYT OTiIHYaThCS B 3aBUCUMOCTH OT

ayTeHTH(]UKaTOpa.

Pa3zpenmts/3anpeTuts UCHOIB30BAHUE U PEAAKTUPOBAHUE

YtoObI HACTPOUTH UCIIOJIB30BAHUC U PCAAKTHUPOBAHUC aYTeHTI/I(i)I/IKaTOpOBZ

1. Beibepure ayrentuduxarop.
2. B cexuuu OCHOBHbBIE HACTPOUKHU:

e B HaCTpOI\/IIKe SaHpeTI/ITL HCIIOJIB30BAaTh YKAKUTE, MOT'YT JIM IMOJIB30BATCJIM UCIIOJIB30BaTh UIIN

PErucCTpUpOBaTh BEIOPAHHBIN ayTeHTU(UKATOP.

e 3ajaiite Apyrue HaCTPOMKH B 3aBUCIMOCTH OT THIIA ayTeHTU(HUKATOPA.

3. 1t ayTeHTU(HUKATOPOB, KOTOPBIE TPEOYIOT perucTpaiuy, B CeKIuu JJ0CTymHBIE MOIB30BaTEIO0 NISHCTBUS:

e B nacrpoiike Perucrparus HOBbIX ayTeHTH(PUKATOPOB YKKUTE, MOT'YT JIM [10JIb30BaTEIN PETUCTPUPOBATD

HOBBIE ayTeHTU(DHUKATOPHI.

e B Hacrpoiike PegaktupoBanne HMEIOMINXCS ayTEHTU(UKATOPOB YKAXKHUTE, MOTYT JIU TIOJIb30BATEIIN H3MEHSTh

yKe 3apeTUCTPUPOBAHHBIC Ay TEHTU(HUKATOPHI.

e B HacTpoiike YnaneHune IMEIOIINXCS ay TCHTH(PHUKATOPOB YKaKUTE, MOTYT JIN ITOJIB30BATEIH YIAIATH yXKEe

3aperuCTPUPOBAHHBIC Ay TCHTH(OUKATOPEL.

e B nacrpoiike Pa3pemuts pegakrupoBaHie KOMMEHTapHsl K ay TeHTU(PHUKATOPY YKaKUTE, B KAKOM MOMEHT

MIOJI30BATEIM MOTYT PEIaKTHPOBAaTh KOMMEHTAPUH K YK€ 3aperUCTPUPOBAHHBIM ayTeHTH()HUKAaTOpaM.

HM3mMeHuTh MakCUMMaIbHOE KOJIMYSCTBO

B paznene Kondurypanusi— AyTeHTH(HUKATOPBI MOXKHO 337aTh MAKCUMAaJIbHOE KOJMUYECTBO ayTEHTU(UKATOPOB,
KOTOPOE ITOJIb30BATEIIN MOTYT 3apEerHCTPUPOBATh s ce0st. DTa HacTpoiika jpoctynHa st Passcode Provider. UtoOwr

3aJ1aTb MaKCUMAaJIbHOC KOJIMYCCTBO!

1. Beibepure ayrentuduxarop.
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2. B nmone MakcuMalibHOE KOJIMYECTBO BBEIUTE 3HAUEHHE.

3. Haxwmure CoxpaHHTb.
HaCTPOI/ITB ABTOMAaTH4YCCKYIO 6JIOKI/IpOBKy
s ayTeHTH(UKaTOpOB MOKHO HACTPOUTH aBTOMATHYECKYIO OIOKMPOBKY U Pa3OIOKMPOBKY B CIIydae HEYIAuHBIX

TIOIIBITOK BXO/J4.

(D) DPHMEYAHME

Hacrpoiixa 6rokupoBku ayTeHTH(HKaTOpoB B Management Console He mogaepKuBaeTcst is IBYX(aKTOPHOU

ayteHTH(uKaun 1t npuitoxennii RADIUS Extension.

UtoObl HACTPOUTH ABTOMAaTHYECKYIO OIIOKHPOBKY B Management Console:

1. Beibepute ayTeHTH(PHKATOD.

2. s napaMetpa biiokuposaTh crioco0 ayTeHTU(UKALMK B Cllydae CepUH HEYauHbIX IONBITOK YCTAaHOBUTE

3HauyeHue /Ja.

3. 3anaiiTe 3HaYEHUSI JUIS CIEIYIOIINX ITapaMeTPOB:

o KoiuuecTBo MOMBITOK ayTeHTU(UKAIMHA JI0 OJIOKHPOBKH. DTOT MapaMeTp ONpeIeisieT KOIMIeCTBO
HEyTauHBIX TTOTBITOK ayTCHTH(HKAIIMHN 10 OIIOKHPOBKH criocoba Bxozaa. Criocob BXoa ocTaeTcst
3a0JIOKMPOBAHHBIM JIO MOMEHTA pa30J0KUPOBKU aIMUHUCTPATOPOM HIIH JI0 UCTEUEHUS TaliMayTa J10
pa30JI0KUPOBKHU. 3HAYEHHUE MTapaMeTpa M0 yMOTYaHUI0 — 5. 3aJaHHOE 3HAYeHHE JIOJDKHO OBITH OOMbLIE WIH

paBHoO /.

e COpoc cueTunka OJOKHPOBKH Uepe3 (MUHYT). DTOT MapaMeTp ONPEACIseT, CKOJIBLKO MUHYT JOJDKHO MTPOUTH
TII0CJIC Heyz[aquﬁ TIOTIBITKH BXOAA, MPEKIC YEM CUCTUNK HEYTAYHBIX ITOIBITOK 6yIIeT O6HyJ'I€H. 3Hayenue
napameTpa o yMoI4aHuto — 5. 3aJlaHHOE 3HAYCHHE JTIOJDKHO ObITh OOJbIe Win paBHO /. MIHTepBai copoca
cueTYrKa OJIOKMPOBKH HE JTOJDKCH OBITH OOJbIIE TaiiMayTa 10 pa30IOKMPOBKH Croco0a BX0/1a, TOIBKO €CIH
3HaYEHHUE MOCJEIHEro He paBHO ().

e TaiimayT 10 pa30IOKHPOBKH CIIOCO0a BX0a (MUHYT). DTOT IapaMeTp ONpeeNsieT epHo, Ha KOTOPHIH
3aJIaHHBIN crIoco0 BXoa OyneT 3a0mokupoBan. [To ucreuenun taiimayTa crocod Bxoja Oyaer
ABTOMATHYECKH Pa30JIOKUPOBAH. 3HAYCHHE MapamMeTpa Mo yMordanuio — 5. Eciau ycraHoBIeHO 3HaueHue (),
croco0 BXO/1a OCTaeTcs HeJOCTYIHBIM JIJIsl [TOJIb30BaTeNIs, IOKa aIMUHHUCTPATOp He pa3OIOKUPYET ero B

Management Console.

4. Haxxmute COXpaHUTb.

HacrpouTs npuHynuTensHyO POBEPKY

s peructpanuu ayrentudukatopor Software TOTP u Secured TOTP M0kHO HACTPOUTH IPHHYAUTEIHEHYIO IPOBEPKY

ayTeHTHU(UKATOPA.

Jlannas HacTpoiika padoraet B Bepcur Management Console 8.2.6 unu Boitie. Eciin ycranosneHa Oonee crapast
Bepcusi, Heo0XonuMo oOHOBIIeHHE. [locMOTpeTh HOMEp YCTaHOBJICHHOW BEpPCHUH MOXKHO B paseine [lomorp 1

nojiieprKKa 0okoBoit manen Management Console.
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UToOBI BKIIOYUTH NPUHYIUTEIBHYIO IPOBEPKY:

1. B paznene Kondurypanus— AytentTuduxaropsl Beibepute ayrentudukarop Software TOTP wnu Secured TOTP.

2. B paznene OcHOBHbIE HACTPONKHN BKITIOUUTE TIPUHYAUTEIBHYIO IPOBEPKY.

() DPUMEYAHME

[Ipu perucrpanuu Storage SMS npuHyIUTENbHAS IPOBEPKA BHIIOIHIETCS [0 YMOTYAHUIO.

Eciu NPpUHYAUTCIIbHAs IIPOBEPKaA ay'TCHTI/I(bI/IKaTOpa BKJIIOUCHA, IIPU PETUCTPALIUHN MTOABUTCS JONOJIHUTEIBHOC OKHO

TIOATBEPKACHUA JIA BBOAA JAaHHBIX ayTCHTI/I(I)I/IKaIlI/II/I.

I[J'Ii[ MOATBECPKACHUA PETUCTPAallu BBEAUTC IMMOJTYUCHHBIC TaHHBIC aYTeHTHq)I/IKaLII/II/I 1 HAXKMHUTC HOI[TBepI[I/ITL.

Hactporiku ny1st nomTuk

MoOXHO TakKe 3a/1aTh HaCTpOI;'IKI/I aYTCHTI/I(bI/IKaTOpOB, KOTOPBIC paCIpOCTPaHAIOTCS HA BCEX HOHLSOB&TGHeﬁ,

BKJIFOYCHHBIX B IMOJIUTHUKY. Ot HaCTpOfIKH AOCTYIIHBI B KAPTOYKE IMOJIUTUKU B Management Console.

UrtoObI 3a1aTh HACTPOUWKH ayTEHTH()UKATOPOB JUIS TIOJIb30BaTENICH, BKIIIOUCHHBIX B MIOIUTHKY:

1. Ha 6oxoBoii manenn Management Console Bei6epure [lonmmTuxm.
2. BribepuTe MonuTuKy.

3. Ilepeiinute Ha Bkiaaky [Ipunoxenus. Jta BKIIaAKa COAEPKUT HHGOPMALIUIO O MPUIIOKEHUSIX U MOIYIAX

UHTETpaIuy, J0O0aBIeHHBIX B NONUTUKY. [logpobHee 0 HacTpoiikax MOMUTUK — B [loauTHky.
4. BribepuTe IpHIIOKCHNE.
5. B cexmun JlocTymHbIe METOBI Ay TCHTH(OUKAINH PA3PEIINTE/3aMPETUTE UCTIONb30BAHICE ay TCHTH(PHUKATOPOB.

6. s monyneit [dentity Provider, Windows Logon, ADFS Extension BeiOepute pexum padbots! Indeed Key

Provider.

HacTporiku my1st OTIesIbHOTO TTOJIB30BaTEIIS
3aIlaTL HaCTpOﬁKH ayTeHTH(i)PIKaTOpOB JJIA OTACJIBHOTO IMOJIB30BAaTEIsI MOXKHO B €TI0 KapTO4YKE B Management Console.

YToOBI OTKPBITH KAPTOUKY ITOJIB30BATEIIS:

1. Ha GoxkoBoii manenn Management Console Beioepute Iloms3zoBareny.
2. Hatinure monmb3oBaredst. [lompoduee o HacTpoiikax morcka — B [lomp3oBarem.

3. B xapTouke nonp30BaTens nepedaure Ha BKIaAKy AyTeHTH(PHUKATOPbl. JTa BKJIAAKA COAEPKUT HHPOPMALUIO O

KOJIMYECTBE 3aPErHCTPUPOBAHHBIX ayTEHTH(UKATOPOB MOIb30BATEINs U UX MTAPaMETPHI.

3aperucTpupoBaTh

[epen perucrpauueil ayTeHTUPHUKATOPOB CO3AANTE MOIUTUKY U PACTIPOCTPAHUTE €€ Ha IIeJIEBhIX MOIb30BaTeNIeH.
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() MNPUMEYAHME

[Ipogaiinepst Email OTP u SMS OTP He TpeOyIoT perucTpaniy 1 MOTyT UCIIOIb30BATHCS, €CIIN Y TTOIb30BaATENS
3agaH email mu HoMmep TenedoHa cooTBeTCTBEHHO. Eciin mapaMeTphl He 3a1aHbl, TO ayTEeHTH()UKATOPhI HE

0T06pa>1<a10T051 B CIIMCKE JOCTYIHBIX JJId ITOJIB30BATCIIA.

UrtoO0bI 3aperucTpupoBarh ayTeHTU()UKATOP:

1. Haxxmure 3apeructpupoBarh 1 BEIOEpUTE METOJT ay TEHTU(UKAIIMY U3 BBITIAJIAIOIIETO CIICKA.

Ecimm Y NOJB30BATCIIA 3apCTUCTPUPOBAHO MAKCUMAJIBHOC KOJIMYECTBO aYTeHTI/I(l)I/IKaTOPOB JUIsL OTTPEACIICHHOT'O

METO/Ia, TO JIAaHHBIM METO ay TEHTH(HUKAIIMHA 0TOOpaKaThCsl HE Oy/IeT.

2. BhInomHUTE TOMOIHUTEIBHBIC HACTPONKH IS PETUCTPALNU ayTeHTUUKaTopa. [l pa3iinaHbIX

AyTEHTU(HUKATOPOB OTIMYAOTCS OKHA M JICHCTBUS [T PETHCTPAIIUH.
3. [Tocie ycrientHOM perucTparyu cTaryc ayreHTudukaropa — /leicmayrowuil.

4. Ecnu ObL1 ynaseH nposaiiziep, MMEIOMmuil 3aperucTpHPOBaHHBIC Ay TEHTH(UKATOPEL, TO CTaTyC ayTCHTH(PHUKATOPa

— He ycmanoenen.

AYTGHTI/I(I)I/IKaTOp TMOSABUTCS B CIIMCKE 3apETUCTPUPOBAHHBIX JISI ITOJIB30BATCIIA ayTEHTI/I(i)I/IKaTOPOB.

3anpeTuTh

Ilonp30BaTeIr0 MOXKHO 3alpeTUTh UCITIOJIB30BaTh aYTeHTI/I(i)HKaTOp.

() MNPUMEYAHME

Crioco6 aytenTudukanun Windows Password He MoxeT OBITh 3ampeleH. PekoMeHayeM OTKIIOYUTh YYETHYHO

3amuch nojb3oBareis B Active Directory, eciii Hy>KHO 3a010KUPOBATh IOMEHHbIH MapoJIb.

YTtoObI 3alpECTUTD MMOJIB30BATEIIIO UCIIOJIB30BATh a}’TeHTI/I(bI/IKaTOPI

1. Beibepure ayrentuduxarop.

2. Haxxmute 3anpeTurs.

INocne oTkmrodeHns ayTeHTH(UKATOpa MOIb30BaTENb HE CMOXKET UCIONIB30BaTh JaHHBIH criocod Bxoza. Craryc

ayTeHTudukaropa — 3anpeuyen.

B xapTouke monbp30BaTeNs MOXKHO 3alPETUTH UCIIONb30BATh dyTEHTU(HUKATOP TONBKO JUIS OAHOTO MONTb30BATEIA.
3anpeTuTh UCTIOIB30BATh AyTEHTU(HUKATOP BCEM IOIB30BATEISIM MOXKHO B Pa3ziene

Konduryparms— AyTeHTH(QHUKATOPEL.

Pazpermmrs

UYrtoObI pa3penuTh MOIb30BATENIO NCTIOIB30BATh Ay TeHTU(UKATOP:
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1. Beibepure ayTeHTH)HUKATOD.

2. Haxxmute Pa3pemmts ncnonb30Bath.

INocne BKIIOUEHHS ayTEHTU(HUKATOPA MOJIB30BATEIb CMOXKET HCIIONb30BaTh JAHHEIN criocod Bxoma. Craryc

ayteHTH(uKaTopa — Jeticmayowuil.

() TNPUMEYAHHE

B kaprouke nmonb30BaTessi MOYKHO Pa3pellnTh UCIONB30BaTh Ay TEHTU(UKATOP, TOIBKO €CITH 3alpeT ObLT
YCTaHOBIICH IJISl OTAENBEHOTO Nob3oBareist. CHATH 3alpeT Ha MCIONb30BaHHIEe ay TeHTH(GHUKATOPa IS BCEX

TIOJIL30BaTENIei MOXKHO TOJNIBKO B pazzene Kondurypanusa— AyTeHTH()HUKATOPBI.

Paz6nokupoBarhb

Ecmm nnst ayTeHTI/ICI)I/IKaTOpa OTKJIIOYCHA aBTOMATHU4YCCKast p336J'IOKI/IpOBKa TIOCJIC HCYNJAYHBIX ITOIILITOK BXOJa, €TO

HYXHO pa30J0KUPOBaTh BPYyUHYIO B KapTOUKe MoJb3oBaTess. [ atoro:

1. Beibepure 3a0/10KUpOBaHHBIN ayTEHTU(UKATOD.

2. Haxxmure Pa30nokupoBars.

Crioco6 BxoJa cHOBa OyzeT JOCTYIIEH IS TIOJIb30BaTes.

VYnammrh

1. Bribepure ayreHTH(OUKATOD.
2. Haxxmure Yianurs.

3. [MoaTBepauTe yaaneHue.

AyTCHTI/I(I)I/IKaTop HCYC3HET U3 CIIHMCKA 3apETUCTPUPOBAHHBIX JIA MMOJIb30BaTECIIA ay'TCHTI/I(bI/IKaTOpOB.
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Moy uaTerpanum

B nanHOM pazzaene coaep)KuTcs ONMcaHue INo0aIbHBIX HACTPOEK Ul Moay el unrerpanun Access Manager.
HactpouTb MOIy/Iu MHTETrpaLui MOXHO B pazzene Konpurypauus—Monynu uarerpaunu. YToObl HACTPOUTH

MHTErpaluio ¢ OM3HEeC-MPUIOKEHUSIMH, TepeiauTe B pa3aen [Ipuioxkenus.

Hactporiiku st Moy FreeRADIUS Extension

JlocTyn K HeOOABIEHHBIM MPUIIOKEHUSIM

Ecnu ayrentudukauus s NpuiIokeHU ocyiecTsiseTcs He yepe3 Access Manager, HACTpOMTe 171 TaKuX

npuiokeHuid foctyn B Management Console. B mpoTuBHOM ciiydae BXOJ B 9T NPUIIOKEHHUs OyIeT HEBO3MOKEH.

Yrobs! HacTpouts goctyn aist RADIUS-npunoxennit, He mobaBneHHBIX B Access Manager:

1. Ha 6okoBoii manenn Management Console otkpoiite paznen Konduryparnus.
2. Ha Bknaaxe Moaynu unrerpanuu Beidoepute FreeRADIUS Extension.

3. Pazpemmte uiam 3anpeTurte A0cTyn B HacTpoiike Joctyn i Radius-npunoxenuil, KOTopble He J0OaBIEHbI

Management Console.

4. Haxxmute CoxXpaHHUTh U TIepe3anmycTuTe KonTeitaep ¢ npmnoxenneM FreeRADIUS Extension.

Bpewms BBozma BToporo ¢akropa ayreHTH()HUKAITIN

1. Ha GoxoBoit manenn Management Console otkpoiite paznen Konduryparms.
2. Ha Bkiaaxe Moaynu unrerpanuu Beidoepute FreeRADIUS Extension.
3. YcTaHOBUTE MIEPUOJT B CEKYH/IaX, 32 KOTOPBIN TMOJIb30BATEIIb JIOJKEH BBECTH BTOPOH (haKTOp ayTEHTH()UKAIIH.

4. Haxxmute CoxpaHHUTh U Mepe3alycTute KoHTelHep ¢ npuioxenneM FreeRADIUS Extension.

ITouck kimenTckoro npusoxenus 1o [P-aapecy
1. Ha 6okoBoii manenn Management Console otkpoiite pasnen Kondurypanusi.
2. Ha Bkmaake Momymu nnterpannu Beioepute FreeRADIUS Extension.

3. B nacrpoiike Onpenenenue [P-anpeca xinenra Radius ycTaHOBUTE O4epEJHOCTH aTpUOYTOB, IO KOTOPBIM OyneT
pou3BOANTECS Touck [P-anpeca knnentckoro npunoxenus. Ecinu [P-aapec HaiiieHn B mepBoM 3aJaHHOM

arpulyTe, MOMCK OCTaHABIUBACTCSL.
Bo3MokHbIE 3HAYEHMS:

e NASIPAddress (1o ymMmom4aHuio),
o SrcIPAddress.

4. Haxxmute CoxpaHHTh U Tiepe3alrycTute KonTteitnep ¢ npunnokennem FreeRADIUS Extension.
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[ Ipunoxenus

JIaHHBIH pa3/Ier COMeP KUT MPIIIOKEHHS I MOJTYIH, TSl KOTOPHIX B Indeed AM 3aperucTpupoBaHbl THICH3UH. Takxke B

ATOM paz/iesie MOYXHO BPYUHYIO J00aBUTH MPUIIOKEHUS, MHTETpUpoBaHHbIe ¢ MomyieMm FreeRADIUS Extension.

() MNPUMEYAHME

Jpyrue Momyiy HHTETpaii aBTOMaTHYCCKH 0TOOpakaroTest B paszeste [IprinokeHust mocine perucTpariy JINICH3UH.
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Monyns FreeRADIUS Extension

B paznene [Ipunoxkenust MOXXHO T00aBUTH MPHIIOKECHHS, HHTErprpoBaHHbie ¢ MoayineM FreeRADIUS Extension, a

TAKXC IIPpU HeOGXOI[I/IMOCTI/I 3a4aTb UX JOIIOJTHHUTCIIbHBIC HaCTpOﬁKH.

[IpenBapurenpHast HACTPOUKA

Hepez[ ,Z[OGaBJ'IeHHeM HUHTCTPUPOBAHHOT'O IPUIIOKCHUS:

1. Hactpoiite momyns FreeRADIUS Extension;
2. YcTaHOBUTE M HACTPOUTE MPOBANIEPhI ay TEHTH(UKAIIHH;

3. Unrerpupyiite obusnec-npunoxkenne ¢ FreeRADIUS Extension.

/\ BAKHO

Ecnu ayrenTudukanys A NpriIoKeHUH OyIeT 0CyecTBIAThCS He Yepe3 Access Manager, HaCTpOUTe JOCTYI
JUISL TAaKUX TIpHIIOkeHni B Management Console B pasnene Kongurypamnus. B mpotusHOM ciiydae BX0J B 3TH

TIPUITOXKEHHS Oy/IeT HEBO3MOXKEH.

J106aBUTH PUIIOKEHNE

Uro0b1 100aBuUTh ipuiioxkeHue, nHTerpupoBanHoe ¢ FreeRADIUS Extension:

1. Ha 6okoBoii manenn Management Console otkpoiite paznen [Tpunoxenus.

2. Haxxmute Jl00aBUTH MPUIIOKEHHE.

3. B orkpeiBiiemcst okHe Boioepute FreeRADIUS Extension u BBeuTe Ha3BaHue NpuiokeHus. Hazsanue J10DKHO

OBITH YHUKAJIbHBIM.

4. Haxxmure Co3nars.

() NPHUMEYAHHE

Henb3st 106aBUTH elie 0JJHO MPHIIOKEHUE, €CIIN Bbl He U3MeHWIH [P-aapec mo ymMordanuio y paHee

I[O6aBJ'IeHH01"O TIPUIIOKCHUA.

5. B oTKkpbIBIIEMCSI OKHE IPUIIOKEHU NiepeiinuTe Ha Bkiiaaky RADIUS.

6. N3menuTte 3nauenue nons [P-agpec ceppepa npunoxenuil. MoKHO yKa3aTh HECKOJIBKO 3HAUYECHUHN yepe3 3arsiTylo.

[MonnepxuBaercs popmat [Pv4. Taxske MOXKHO HCIONB30BaTh MACKY FIIH MPE(UKC TS YKA3aHUS TOACETH.
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v Ilpumepsl aapecoB

KoppexrHble agpeca

- 192.168.0.1/24
- 172.16.3.251
- 10.0.0.1

HexoppekTtHsie anpeca

- 192.168.0.300 — HekoppeKTHbn IPv4;
- 172.16.3.251/33 — HeKoppeKTHas Macka CeTu;

- example.com — He sBnseTcs IP-agpecom.

7.B HaCTpOﬁKe Ecnu JJIs IOJIB30BATEJIA HE 3alaHbl ITapaMETPhI AOCTYIIa B IMIPUIIOKECHUE TTPU H606XOZlI/IMOCTI/I
pa3p€InTe WK 3aIpETUTE JOCTYII B IPUIIOXKECHUA TJIA TEX HOHLSOBaTeHeﬁ, Ha KOTOPBIX HE paCpOCTPaHAIOTCA

MOJUTHKH JTocTyna Access Manager (HampuMep, JUIs TOJIb30BaTesIeH 13 IPYroro JOMEHa).

J106aBUTH B MOJTUTUKY

UtoObl HACTPONKH MPHUIOKEHUS OBUTH IPUMEHEHBI JIJIS [TOJIb30BaTeNei, 100aBbTe IPUIIOKEHUE B OIUTHKY. Caenarh

9TO MOKHO TOJIBKO IIPU HAJIUYINN SaPEFHCTpHpOBaHHOﬁ JIMIEH3UN U JAHHOTO MOYJIA.

UroObl 106aBUTH MPHUIIOKEHUE B TIOIUTHUKY:

1. Ilepetigute B pa3nen [lonutuky.

2. BribepuTe MOMUTHKY U3 CIHCKA.

3. B kapTouke MOMUTUKU NepeiinuTe Ha Biaaky [Ipunoxenus.
4. Haxxmute J100aBUTH NMPUIIOKEHUE.

5. 13 BeIma/iato1ero crnucka BoIOepUTe NpUIIOKeHHE.

6. Haxxmure Jl06aBUTH.

[IpunoxeHre oTOOpa3nUTCs B CIIHCKE T00ABICHHBIX PUIIOKEHUH.

Hacrtpouts ayreHTr(ukarop

Jns mpunoxkenuit, uHTerpupoBanHbiX ¢ Radius Extension, MoXHO BBIOpaTh TOJBKO OUH criocod Bxoaa. [1pu

IIO6aBJIeHI/II/I TMPUIOKEHHUSA B IMOJIUTHUKY IO YMOJTYaHUIO BKIIFOYACTCA HepBLIﬁ cIroco0 BXOJa U3 JOCTYIHBIX.

B crucke JOCTYITHBIX METOAOB aYTeHTI/I(l)I/IKaLII/II/I 0TO6pa)Ka}OTC${ HpOBaﬁ,ZleI:I, YCTaHOBJICHHBIC Ha Core Server u

noaaepxkuBaeMble RADIUS-nmpunoxeHusIMU.
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[oanepxuBaercs kak oqHO(MAKTOPHAs, TaK U ABYX(aKTOpHas ayTeHTU(UKAIHS.
[IpenBapurenpHast HaCTpONKa

[Ipexne ueM HaCTPOUTH OHO(AKTOPHYIO MITH ABYX(aKTOPHYIO ayTEHTHU(PHUKALIUIO, YCTAHOBUTE ITPOBaIEpHhL.

OnHodakTopHasi ayTeHTH(PUKaAIUSA

Uto0bl HACTPOUTH OJHO(DAKTOPHYIO ayTeHTU(PHUKALIUIO:

1. Ha 6okoBoii manenn Management Console otkpoiite pasnen [loautuku.

2. BeiOepuTe NOIUTHKY.

3. Ilepeiinure Ha Bkiaaky IIpunoxenust.

4. Beibepute npunoxenne, narerpuposannoe ¢ FreeRADIUS Extension.

5. B criucke Metoz ayreHTHUKAMK BEIOEpUTE TTpoBaiaep ¢ npedukcom 1FA.

6. Haxxmure CoXpaHHUTb.

JoctymnHble criocoObl BXo/a 1o o1HO()aKTOPHOM ayTeHTH(PHUKALIUH:

e Secured TOTP;

e Hardware OTP;

e Passcode;

e Software TOTP;

e Hardware TOTP,

¢ Indeed Key (OTP);

o KJIIOY: Cepsuc I[Tapomneii.

JByxakTopHas ayTeHTH(PUKALMS

UtoObl HACTPOUTH ABYX(PAKTOPHYIO ayTEHTH(PUKALIUIO:

1. Ha 6okoBoii manenn Management Console otkpoiite pasnen [lonutuku.

2. BribepuTe NONUTHKY.

3. Ilepeiinure Ha Bkiaaky IIpunoxenus.

4. Bribepute npuiiokenue, naterpupoBannoe ¢ FreeRADIUS Extension.

5. B criucke Metoz ayreHTH)UKAIMH BEIOEpHUTE TTpoBaiiaep ¢ npedukcom 2FA.

6. Haxxmure CoxpaHHUTb.

JocrymHble criocoObl Bxo/a 1o JByX(haKkTOpHOW ayTeHTH()UKAIIH:

e Passcode + Secured TOTP;
e Passcode + SMS OTP;
e Passcode + Software TOTP;
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e Passcode + Indeed Key;

e Windows Password + Hardware OTP;

e Windows Password + Hardware TOTP;

¢ Windows Password + Secured TOTP;

e Windows Password + Software TOTP;

¢ Windows Password + Storage SMS OTP;
e Windows Password + Indeed Key;

e Windows Password + Email OTP;

e Windows Password + SMS OTP;

¢ Windows Password + KJIFOY: Cepsuc [laposeii.

OrnmoHalTbHbIE HACTPONKU

¥ U3meHuTH 0011yI0 HHPOPMALINIO

1. B xaprouke mpunoxeHus Ha BKiIaake Oomast naHdopmarms HaxMuTe PenakTupoBars.
2. M3meHuTe Ha3BaHUE WU OIMCAHUE IPUTIOXKEHHSL.

3. Haxwmure COXpaHUTb.

¥ 3arpy3uThb JIOTrOTHII

1. Ha Bknagke OOmmas nadopmanus B pasaene Jlorotun Haxxmute 3arpy3uth. [lognepxuBarorcess H300pakeHHs

dopmara JPG u PNG, makcumanbhblii pazmep — 512KB.
2. Beibepute ¢ait.

3. Haxxmure 3arpy3urs.
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¥ HacTtponTth 00padoTKy HOBTOPHBIX 3aIIPOCOB Ha ayTeHTH(PHKAIUIO

FreeRadius-cepBep 1o ymonuanuto oopadarbsiBaeT 1yOauKaThl 3alpOCOB B COOTBETCTBUM co cTanaapToM RFC
5080. Ecnu kineHTckoe npuioxkenue He BrirodaeT nojaepxkky RFC 5080, MOKHO HACTPOUTH PACHIUPEHHYIO

00paboTKy JyOIMKATOB 3alIPOCOB HAa ayTeHTU(UKAIINIO Ha CTOpoHe Access Manager.

OTta HeoOs3areIbHas HaCTpOﬁKa MOXET OBITh II0JIC3HA, Korjaa Ha6J'IIO,Z[aIOTC$[ IIOBTOPHBIC 3AIIPOCHI. HaanMep,

€CJIN MMOJIB30BATEJIb HE YCIICBACT NMOATBEPANUTL BXOJ YEPE3 puSh-YBe,ZlOMJ'IeHI/Ie H MOJIYYacT €ro NOBTOPHO.

UtoObl HACTPOUTH PACHIMPEHHYIO 00Pa0OTKY NOBTOPHBIX 3aIPOCOB HA Ay TEHTU(UKAIIHIO:

1. B xaprouke npunoxenus Ha Briagke RADIUS Bkimounte oniuio BrntounTs paciumpennyo oopadoTky

JTyOJIMKATOB.

2. B mone ATpu0yThI 3ampoca i oucKa JyOauKaToB BBenuTe 3HaueHus arpuOytoB RADIUS. MoxHO
yKa3aTh HECKOJIBKO 3HaYEHHH yepes 3amnsTyro. 3Hadenus mno ymonuanuto — / (User-Name) u 4 (NAS-IP-
Address).

B kadecTtBe aTpubyTOB MOTYT BBICTYIIATh UMsI [I0OJIb30BATENsL, apoib, IP-anpec, ¢ koToporo oTmnpasnseTcs
3ampoc Ha ayTeHTH(UKANNIO, U IPYTHEe MapaMeTphl. 3aIpoc CIUTACTCS MOBTOPHBIM, €CIIM 3HAYEHHS BCEX
YKa3aHHBIX aTpHOYTOB B HACTPOWKE COBIIAIAIOT CO 3HAUCHUSIMHM B KEIIMPOBAHHOM 3arpoce. [lompobuee o

nojiepxkuBaeMbIx aTpudyrax RADIUS — B odunmansHoii qokymeHTanuu Cisco.

3. Haxwmure CoxXpaHHTb.
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ITons30Barenmn

B xapTouxe monp30BarTenst CoIepKUTCsT HHpOopManus o moib3oBatene u3 Active Directory (AD) n HacTpoiku st

nojb3oBarenst B cucreme Indeed.

Hawntu nmoje3oBaresis

1. Ha 6oxoBoii manenun Management Console oTkpoiite paszaen [lonb3oBareny.

2. B mone Mmst BBeamTe MMs TIosib30Barelts, yactb uMeHn win UserPrincipalName (UPN, ums nonb3oBarens B

(hopmare aapeca AMEKTPOHHOM MOYTHI, HAapUMep username(@domain.com).

3. B nosre KonTeitHep BrIOSpHUTE MECTO TIOMCKA — BECh KOHTCHHEP WM OTJICNIbHOE TIojIpasesieHue. Ecim ocTaBuTh

nojie Mms ITYCTBIM, B PC3YyJIbTATC IMTOUCKA 0T06pa3ﬂTCf{ BCC ITIOJIB30BATCJIN B BBI6paHHOM KOHTeﬁHepe.

4. Haxxmure Ilonck.

B okHe 0TOOpa3uTes CIECOK MOTb30BaTENeH, MOMaJAlONIUX O KPUTSPHUHN TTOHUCKA.

Hacrpouts nonck
Bb1 MOXKeTe HACTPOUTD OUCK MoNb30BaTeneil B Management Console 1mo cieayromum 3anpocam:

* TI0 IMCHU,
e 110 hamunnmy,

110 JIOTHHY,

e 110 email,

e [10 IMEHHM NOJIb30Bares B Karajore Active Directory,

® 110 UMEHH U (paMuinu.

Kpurepnn norcka orodpakarorcst B Management Console Ha crpanuiie [Tonp3oBateny B 1mojie BBOA TOUCKOBOTO

3amnpoca. [lonck HacTpanBaeTcs B KoHpUryparnnonHoM Qaiine Management Console (am/mc/app-settings.json).

Jliist ynoOcTBa MoMcKa Bbl MOYKETE MCIIOJIb30BaTh MIA0IO0HBI.

[Tpumep .
KommenTapuit
3ampoca
. B 3aBHCHUMOCTH OT BalluX HACTPOEK HIIET MOIB30BATENS C MMEHEM, (haMUIHeH, TIOTHHOM WITH
VBaH
nmeHeM+damuineil, IMeHeM Iojb3oBaress B AD, HauMHaroMecs Ha «MBaH».
B 3aBHCHMMOCTH OT BaliMX HACTPOEK HIIET MOIB30BATENS C HMMEHEM, ()aMUIHEH, TIOTHHOM WITH
6a nMeHeM+dammirei, IMeHeM Iojb3oBarels B AD, coneprkamniie «Ba» B Hadaje, CEpeanHe WIH

KOHIIE.

307


mailto:username@domain.com

[Tpumep

KommenTapuii
3ampoca
. B 3aBHCHUMOCTH OT BaliMxX HACTPOEK HIIET MOIB30BATENs C MMEHEM, (paMUIMeH, TIOTHHOM WITH
HOB
nMeHeM+(haMIITueid, IMEHEM ToJb3oBatessi B AD, 3akaHUMBAKOIINECS Ha KHOBY.
3anpoc 6e3 * OyneT npHUBeIeH K MabIoHy, KOTOPHI BB yKa3aiu B mapamerpe searchTemplate.
HBaH
Ecnu mabon searchTemplate He yka3zan, To K 3arpocy OyayT J0o0aBiIeHbI * ¢ 00eUX CTOPOH.
**yBaH
x x [TpuMepbl HeMpaBUIIBLHBIX 3aMPOCOB. He BO3BpAaIlaloT pe3ysibTaT MoKcKa.
HBaH

ITpocmoTpeTh 0011yI0 HHPOpMAITIIO

1. Hatigure mmosab30BaTes.
2. OTKpoiiTe KapTOUKY ITOJIb30BaTENsl, HAYKaB Ha €ro MUMsl.

3. Bruragka OOmast nHopMaIus CoIep KT CIEAYIONIe TaHHbIE:

e udopmanus o nmomp3zoBareie u3z Active Directory:

o doro — arpubyT jpegPhoto umm thumbnailPhoto. Ecan arpulyTsl mycTslie, To HCIOMb3yeTCS

n300pakeHNC-3aTITyTITKA.
o VYwuerHas 3anuch — arpulyT userPrincipalName.
o Email — arpubyt mail.
o Tenedon — arpudyt telephoneNumber.

o IlyTb B KaTajore — pacroyioXKeHHue M0JIb30BaTeNs B Katanore Active Directory.

e Jlanubie u3 cucremsl Indeed AM:

o JlonuTHKa — Ha3BaHUE MOJIUTUKHU, KOTOPAs pacIpOCTPaHIETCs Ha Mob30Bares. YToObl epeiitu B

KapTO4YKy INOJIMTUKHU, HAXKMUTC €€ Ha3BaHUC.
o KomuuecTBo HpI/IJ'IO)KeHI/II\/'I — YHCJIO HpHJ’IO)KeHHﬁ, KOTOPBIC TOCTYITHBI ITOJIB30BATCIIIO.

o KonuuecTBo ayTeHTH(PHUKATOPOB — 00ILEe YUCIIO 3aPErUCTPUPOBAHHBIX ayTeHTH()UKATOPOB ISl

II0JIB30BATCIIA.

o CoOBITHSI — TISITh TIOCJIEHUX COOBITHI, CBSI3aHHBIX C JJAHHBIM TI0JIb30BaTesieM. YTOOBI MPOCMOTPETH BCE

CO6BITI/I$I, CBA3aHHBIC C ITOJIB30BATCIIEM, HAXKMUTC Bce coObITHS T0IB30BaTENS.
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MC / Mone3osatenu [ Admin-indeed
Admin-indeed - O6wasa nHdpopmMmauns

00wWwanA MHpopmayua YYETHaA 3annch

Admin-indeed@company.local

MpunoxexHua
Email
AyTEHTHMKATOpb test@company.local
VCTODHA BXOI0E TenedoH
+79123456789
NuueH3mM

MyTb B KaTanore
company_local/indeed/Admins/Admin-indeed

@ C uenbio oGecneyernn GE30NACHOCTM NEpPONA YUETHOM 3aNMCH, BKIIOYEHa aBTOMATMYECKAA reHepaLyMA CnyYaiHOr napons. [InA H3MeHeHua
HacTpOWKK NepefauTe B npunoxexue "Windows Logon" B NONMTHKE.

MonuTHKa

main &'

KonuyecTeo NpunoKeHui KonuyecTeo ayTEHTH(OHKATOPOB

2 2
COBbLITHE OATA WMHWULMATOP

0 Monbsosatens OblN ayTeEHTUPMLUMPOBAH N0 NPENoCTABNEHHOMY 2025.03.18 11:48:02 Admin-indeed
ayTeHTUPUKATOPY.

o HacTpoiky K3LWHpOoBaHWA JaHHbIX NoNb30BaTENA B NONUTUKE Db 2025.03.17 18:07:40 Admin-indeed

YCNELWHO U3MEHEHBI:

©  nonb3opaTens BN ayTEHTUOULMPOBAH N0 NPEAOCTARNEHHOMY 2025 0317 12.52.00 Admin-indeed
ayTEHTHDMKATODY.

©  nonssosaTens Gbin ayTERTUOULMPOBAH N0 NPEAOCTARNEHHOMY 2025.03.12 17:56:08 Admin-indeed
ayTEHTHPUKATODY.

©  nonb3opaTens 6N ayTEHTUULMPOBRAH ANA LIENEBOTO NPUNICKEHIHA 2025 0310 11:34:17 Admin-indeed

Bce cobbmusa nons3sosarens &

J106aBUTH B MOJUTUKY

YrtoObI pacipOCTPaHUTh HACTPOMKH MOJUTUKU Ha TIOJIB30BATEIIS, HY’)KHO JOOABUTH €r0 B 00JIACTh NEHCTBUS MOTUTHKH.

[Monpobuee — B paznene [lomuTuku.

[TpocMoTpeTh HHPOPMAITHIO O MPHUIOKESHHSIX

Ecnu monw3oBarens momnajgacT B 00yacTh JIEUCTBUS Ooitee OHOM MOJINTUKH, OH IMOJYYAaCT JOCTYII KO BCEM
MPUIIOKCHUAM U MOIYJIAM, ,Z[O6aBJ'ICHHLIM B OTH IIOJIMTUKU. Hoz[po6Hee O ITOJIMTUKAX U UX MPUOPUTETAX — B PA3ACIIC

[Monutuku nocryna. Y3HaTh, Kak YIpaBiIsTh HONMuTHKaMu B Management Console, MoxkHO B pa3zaene [lonutuku.

YToOBI TPOCMOTPETH CIHMCOK JOCTYITHBIX TTOJIB30BATEIIO TPHUIOKEHIH 1 MOTYIIEit:

1. B xapTouke nonb3oBaTess nepeiaure Ha BKIaaky [lpunoxenus.
2. B oTkpbIBIIEMCS] OKHE 0TOOPA3UTCs TaOIUIA CO CIIUCKOM MPUIIOKEHUHM U MOJyJel, JOCTYITHBIX MOJIb30BaTENIO.

3. YtoObI mpocMOTpeTh OoJiee oAPOOHYI0 HH(OPMALIUIO O METOAAX ayTeHTU(HUKALIMU, HACTPOCHHBIX JJISI MOJYJIS

WJIA IPUJIOKEHU S, HAXKMUTEC Ha €TO0 HAa3BaAHUE.
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HacTtpouts ayTeHTHUPUKATOPHI

B xapTouke momp30BaTesns TAKXKE MOXKHO YIPABIATH HACTPOHKAMH ayTCHTH(HUKATOPOB JUIS IIETIEBOTO MOTH30BATCIIS.

ITonpoduee — B cTarbe AyTEHTH(OUKATOPBL.

[TpocMOTpETh HCTOPUIO BXOIOB

B xapTouke monp30BaTesisi MOXXHO MIPOCMOTPETh UCTOPHIO BXOJIOB TONIb30Barests B Moayin Indeed AM, a taxoke

BBITPY3UTH ATy HHPopmanuio B aiin B popmarax CSV, XLSX nmu PDF.

UToOBI IPOCMOTPETH UCTOPHUIO BXOIOB MOJIB30BATEIS:

1. B kapTouke nonp3oBarens nepenuTe Ha BKIaaKky Mctopus BXomoB.

2. Ilpr HeoOXOMUMOCTH 3a1aliTe (GHIBTPHI IS BRIOOPOYHOTO ITOHCKA 3aIHCEeil O BXOTAX:

e VYKa)kKUTe HAuyaJIbHYIO U KOHEUHYIO aThl IEPUOAA, 32 KOTOPBIH XOTUTE IOCMOTPETh UCTOPUIO BXOAOB.
e BribepuTe npuaokeHHe WIK MOIYJb.
¢ Bribepute T ayTeHTUDHUKATOPA, UCIIOIB3YEMBIH U1 BXOAA.

o Bribepure craryc coObITHS — YcnemHslil Bxo, He ynanocs Boiitu wiu He 3anaHo.

3. Haxxmure [TpuMeHUTS.

4. YToOBI BRITPY3UTh UCTOPHUIO BXOJIOB, HAKMHUTE DKCIIOPTUPOBATh U BbIOepuTe hopmar darina — CSV, XLSX nnm
PDF.

[IpocMoTpeTh NrIIEH3MN

I[J'Ii[ BCEX l'[OJ'H>3OBaTeJ'IeI71, KOTOPBIC BKJIFOUCHBI B ITOJIMTUKKU JOCTYIIA, BblAa4a JIMICH3UMN MIPOUCXOANUT aBTOMATUYCCKH.

Jlunensus 3aKpPECILIACTCS 3a IMMOJIB30BaTECJIEM ITOCJIE ycnemHoﬁ ayTeHTI/I(I)I/IKaLlI/II/I B COOTBETCTBYIOIIEM MOAYIJIC.

Yr100BI MIPOCMOTPETH NOCTYITHBIE TTOJIB30BATCIIO JIMIICH3WHN, B KAPTOIKE T1OJIB30BaATCIIA HGPEﬁZ[HTC Ha BKIIAAKY

JInmensnu.

3a1areb poib

Ilonp30BaTe 0 MOXKHO Ha3HAYNUTH POJIb OTHOCHUTCIIBHO Bcell cuctemsl Indeed AM — 1ino0OabHBIN aIMHUHHUCTpATop,

oneparop wiu uHcnekTop. Kaxkaas pons umeet cBoii Habop npas. I[TogpoGHee o ponsix — B paszzene Ponu.

UT0oObI HA3HAYUTH POJIb:

1. Ha GoxoBoii manenn Management Console otkpoiite pazaen Konduryparms.
2. [lepeiinute Ha BiIaAKy 1106anbHbIE aAMUHUCTPATOPHI.

3. Haxxmure J[006aBUTH 1 BBIOEpUTE HEOOXOIUMYIO POIIh.

4. B none Nms BBenuTe UM MOJIb30BaTeNs, yacTh uMeHn i UPN.

5. B none Tun o6bekra BoiOepute Tl — [lonp3oBarens wim [pynma.
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6. B mone Pacnionoxxenue BIOEpUTE PACIONOKEHUE 00BEKTA. ITO MOXKET OBITh BECh TOJIH30BATEIILCKUIA KATAJIOT WUIIH

OTACIBHOC MOAPAa3ACICHUEC. Ecnu ocraButs nosne Ums IIyCTbIM, B PEIYJILTATC TOUCKA OT06pa3$ITC$I BCE OOBEKTHI

3aJJaHHOI'O TUIIa, UMCIOITHNC BBI6paHHOC PpacIioJIoKEHUEC.

7. BeiOepute 0OBEKT.

8. Haxxmure J100aBHTB.

[Tonp30BaTesb ¢ HA3HAYEHHOH POJIBIO OTOOPA3UTCS B CIIMCKE Ha BKIaJKe [100aabHbIe aAMUHUCTPATOPHIL.

KoHdurypauwms - MmobankHele agMUHUCTPATOpPEI

MNpaea gocTyna

Porm

mobanbHbe
aAMWHHCTRETOPE

AyTeHTHdMEaTOPE!
Multi-factor authenfication
Push-ayTeHTndmraums

Oaxopasossi Napont no
SM3

Mapone Passcode

Mapone Windows

+ OobaeuTe ~

WMA -

AOMMHHCTPATOPR

O & Admin-Indeed
Onepatop

O & oOperator
HucnekTop

O & inspector

[ YnanuTs

FPYMNA

BE3ONACHOCTH =

ANMHHMCTpaTOD

Oneparop

WHcnekTop

THUN OBBEKTA

Monb3oeaTent

Monb3oBaTents

Monb3oBaTents

Taxkxe MO)XKHO HAa3HAYUTh TOJTH30BATEITIO POJIb B paMKax OHHOﬁ TTOJIMTHUKH.
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[ HomuTtukn

IlonuTHKY MO3BOJISIOT 3a71aTh HaCTpOﬁKH AO0CTyIa i OHpG,Z[CJ'IeHHOﬁ TPpYIIIbL I10JIb30BaTEIICH. HOZ[p06H€€ (6]

MNPUMEHCHHUUN HACTPOCK IMOJIUTHKH — B pa3aciic TlonmuTuku A0CTYyIa.

Co3pnare

1. Ha 6oxoBoii manenn Management Console otkpoiite pazaen [lonurukm.
2. Haxxmute Co31aTh NOIUTUKY.

3. VkaxuTte 3HaYCHUS JUIA CIICAYHOIUX MMapaMETPOB:

IIpuoputer. Uem Oonbliie 3HaYeHUE, TEM Bbllle npuoputeT. [logpobHee o mpuopurerax — B pazzaene [lonurtuku

JIOCTYyTIA.

o Hwms.

Onucanue (He0OA3aTEIBHO).

Co3gaTb NONMUTUKY

MpuopuTeT™

999

Ama*

Obuas nonuTHKa

OnucaHue

Obulans NonUTUKA ANA BCeX NONbL30BaTenel CUCTEMBI

Hacrpouts

B KapTOYKE IMOJIUTUKHU MOKXHO HACTPOUTH HACTPOUTH IMapaMETPhI IMMOJIUTHUKHA. JI.HH OTOTO:

1. Ha 6okoBoii manenn Management Console oTkpoiite pazaen [lonuruku.
2. OTKpoiiTe MOJIUTHUKY, HA)KaB Ha ¢ Ha3BaHUC.

3. [lepeliauTe Ha HYKHYIO BKJIQJIKy U BBIIIOJIHUTE COOTBETCTBYIOLINE HACTPOUKH.
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N3menuTh nHbOpMAIHTO

B KapTOYKC IMOJIUTUKU MOKHO U3MCHHUTH 3aJIaHHBIC PAHEC UMs, IPUOPUTET U OIMMCAHUC ITOJIUTUKHU. JIJ'IH 9TOrO:

1. Ha Bxnanke Mudopmarnust Haxmure PegakrupoBars.
2. BHecurte nusMeHeHHsI.

3. Haxwmure CoxpaHUTb.

J106aBUTh/yIaauTh NPUIIOKEHUE

UYroObl HACTPOUTDH MOJIUTUKY, HY’)KHO JOOABUTh MPHUIIOKEHU, HA KOTOPbIE OyJeT pacpoCTpaHaThCs ee aeicTaue. s

9TOro:

1. B xapTouke NOMUTUKU NepeiinuTe Ha Biaaky [Ipunoxenus.
2. Haxxmute J100aBUTH MpUIIOKEHUE.

3. B okze J{00aBUTH NpuiIOKeHHE BBIOEPUTE NPUIIOKEHUE U HaXKMHUTE JJ00aBUTS.

[Ipunoxxenne otoOpa3uThes B TaOMUIE JOOABICHHBIX MIPUIOKEHHIA.

() DPUMEYAHME

I[O63.BI/ITI> MPUITIOKCHNUE MOXXHO TOJIBKO IIPU HAJTUINHN SapeFHCTpHpOBaHHOﬁ JIMICH3UHU AJI1 JAHHOI'O MOIYJIA.

Uro0b! yranuTh NpUIOKEHHUE:

1. B xapTouke MONUTUKY NeperiuTe Ha BKIAAKy [Ipunosxxenus.
2. Beibepute npuioxeHue.
3. Haxxmure Ynanurs.

4. TonTBepauTe yaaneHue.

[Tpunoxxenue OyneT yaaaeHo U3 Cucka J00aBICHHBIX MPUIOKEHHUH.

[ToxpobHee 0 HacTpoKax MPUIOKEHUH — B pasjeie [IpuioskeHus.

J106aBUTB/yIaauTh OObEKTHI B 00JIACTH ISHCTBUS

UToOBI pacpOCTpaHUTh HACTPOUKH MOJUTUKU Ha ONPEICICHHBIX MMOJIb30BaTeNeH, HY)KHO J0OaBUTh OOBEKTHI B 00IaCTH

JeiicTBus. B kauecTBe TakMX 0OBEKTOB MOKHO JT00AaBUTh OTJCIBHBIX TIOJIB30BATENICH, IPYIIBI WK TTOIPa3/ICICHNUS.

Y100BI 100aBUTE OOBLEKT B 00JIACTH JEUCTBUS:

1. B kapTouke NONUTUKH NTepeiiuTe Ha BKIaaKy O0nacTb neicTBus.
2. Haxxmute J100aBUTS.

3. B nosre Tun o6bekra BeiOepuTe T — [lop3oBarens, [ pynmna wim [onpaznencHue.

313



4. B none Pacnonoxxenue BBI6CpI/ITe PacCIIOJIOXKECHHUE 00beKTa. DTO MOXKET OBITh BECh MOJIH30BATEILCKHI KaTaIor HITH

OTACIBHOC MOAPAa3aCICHUEC.

5. B nosre Ha3BaHue ykaxuTe MOJHOE WM 9YacTh MMEHH 00bekTa 1 HaxkmuTe [Tonck.

Ecnu ocraButh nose Hazpanue ITyCTBIM, B PE3YJIBTATC ITOUCKA 0T06paS$ITC$[ BCE€ OOBEKTHI 3aJJaHHOI'O TUIla, UMCIOIINEC

BI>I6paHHOe PAacCIioJIOKEHUEC.

6. Beibepute 00BEKT.

7. Haxxmure Jl00aBUTH.

OOBEKT 0TOOPA3HUTCS B CITUCKE OOBEKTOB 00JIACTH JICHCTBHSI.
['moGanbHBIN aIMHHUCTPATOP MOYKET TAKXKE UCKATh M YIaJSITh 0OEKTHI U3 00IaCTH JCHCTBUS MOTUTHKH.
Jiis moricka 00BEKTOB MOYKHO HCIOJIb30BATh 11a0JIOHBI, 3a/laHHbIe B KOH(UryparronHoM ¢aiiie Management Console.

UTo0b! yanutb 00BEKT 00JacTh NEHCTBHS:

1. B xapTouke MOMUTHUKM NiepeinuTe Ha BkiIaaky O0nacTs AeHCTBHS.
2. Bribepute 00BEKT.
3. Hasxkmute YnanuTh.

4. lMoareepaute ynanenue. OObeKT OyneT yAaleH U3 CIIUCKa OOBEKTOB B 0ONIACTH JCHCTBHSL.

I'moGanpHBIH AIMUHHUCTPATOP MOKET TAKKC BOCIIOJIB30BATLCA (bYHKHHeI\/'I IOMCKa 00BEKTA.

UToObI HAWTH U yIAIUTh 00BEKT B 001aCTH ACUCTBUS TOTUTHKH:

1. B xapTouke MOMUTHKH NiepeiiuTe Ha BKIaaKy O0nacTh JICHCTBHS.
2. Haxxmure [Tonck. OTKpoeTcst cTpaHmIia OnCKa.

3. B mone Tun o6bekra BeiOepure i — [loms3oBarens, [pynma nim [lonpasnenenne. Beibepure Trm 00bexTa u

PAacCIIOJIOKEHUE.

4. B nosie PacnioniokeHue BbIOEPUTE PACIIOIOKEHNE 00bEKTa. TO MOXKET OBITh BECh T0JIH30BATEIICKHIA KATAJIOT UK

OTACIBHOC NOAPA3ACIICHHUC.

5. B noste Ha3BaHue ykaxuTe MOJHOE WM YacTh MMEHH 00beKTa 1 HaxkMuTe [Tonck.

Ecnu ocraButh none Hazpanue ITIyCTbIM, B PE3YyJIbTATC ITOUCKA 0TO6pa3HTCﬂ BCE OOBEKTHI 3aJaHHOTI'O THUIIa, UMCIOIIIHEC

BI:I6paHHO€ PpacCIioJIOXKEHHE.

6. BeiOepute 00beKT B pe3yJbTaTax MoMcKa U HAKMUTE KHOTIKY YIaHTh.

7. lonreepaute ynanenue. OObEKT OyJeT ynajieH 13 crucka 00bEKTOB B 00JIaCTH JICHCTBHSI.

3aiarh poau

Z[.HSI IIOJIMTUKH TAKXKEC MOXHO Ha3HA4YUTh HOHBSOBaTeHeﬁ, KOTOPBIC CMOTYT BBIIIOJIHATH POJIb aIMUHUCTPATOPA,

oreparopa Uik HHCIICKTOPa OTHOCUTECIIBHO 3ToM monuTuKu. HazHauuTh POJIb MOKHO OTACIIbHBIM IT0JIB30BATCIIAM WA
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rpyiime nojb3oBareneil. Kaxkaas pons uMeeT cBoii HaOOp mpas.

UrtoObl HA3HAYUTH POJIb:

1. B xapTouke MOJUTHUKU NepeiiuTe Ha BKIAAKY AJMUHUCTPATOPHI.
. Haxxmure J106aBUTH.
. Beibepute posib — Aamunuctparop, Oneparop uinu MHcekTop.

. B mone Tun o6bexra BeiOepute T — [lonbp3oBatens wim [pymnmna.

wm B~ W N

. B monie PacrionoskeHue BoIOEPUTE pacloiokeHne 00beKTa. ITO MOXKET OBITh BECh T0JIH30BATEIILCKHIA KATaJIOT UK

OTJEIIbHOE MOpa3ICICHHUE.

6. B mone Ha3Banue YKaKUTC MMOJIHOC UJIN YaCTh UMCHU o0bekTa 1 HaxkmuTe ITonck. Ecim octaBuTh noste Ha3zpanue

IYCTBIM, B Pe3yJIbTaTe MOMCKA 0TOOPA3ATCS BCe 00BEKThI 3aJIaHHOTO THIIA, HMEOLIHME BHIOPAHHOE PACIIOIOKEHHE.
7. Beibepute 0OBEKT.

8. Haxxmure J100aBUTS.

[MTocne mobaBneHust 0OBEKT OTOOPA3UTCS B CIIUCKE HA BKJIAAKE AIMUHHUCTPATOPEL.

Pacnipenenutes nmunen3nn

MOXHO 33/1aTh IOCTYITHOE KOJIMYECTBO JIUIIEH3UH JUTS ONPE/ICIICHHOM MOJIUTHKH, YTOOBI OTPaHUYUTH KOJTMYECTBO

HCIIOJIB3YEMbIX JIMIECH3UH JUIs noapa3acjICHus. O TOM, KaK 3TO CA€JIaTb — B Pa3AcCiic JInnens3um.

YHanuTh MOJIUTUKY

YToObI ynannuTh MONUTHKY:

1. Ha 6oxoBoii manenn Management Console otkpoiite pazaen [lonurukn.
2. B criMcke MOMUTHK BBIOEPUTE HYKHYIO TTOJIUTHKY.
3. Haxxmute Ynanuts.

4. TonTBepauTe yaaneHue.

VYmaneHHas MOJIMTHKA UCYS3HET U3 CTIHCKA TIOJTUTHK.

Taxoke ynanuTh MOJIUTUKY MOKHO B KapTOUKE MOIUTUKHU. J1J1g 3TOTO:
1. B kapTouke NOJMUTUKH NepeiiuTe Ha BKIaaky MHpopmarius.
2. Haxxmure Ynanurs.

3. [loaTBepauTe ynaneHue.
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CoObITHA

Bamucu 000 Beex omnepaiusix Indeed AM orpakaroTces B )kypHasie cOObITHI Ha Kax0oM cepepe Indeed AM.
B Indeed AM BeneTcs yueT COOBITHI CIEAYIOMINX THUIIOB!

e ommnoOKa;
e uH(pOpMAIHS;

* TpenynpexkIcHUE.
UTOOBI OTKPHITH )KyPHAJ COOBITHI, B JIEBOM MEHIO B Oiioke Aynut BbiOepuTe CoOBITHS.
Jlyis Gosee y3koro moucka CoObITHIH MCTIONB3YHTE MapamMeTpsl (GUiIbTpa:

o [lonvzoeamens unu unuyuamop — B T0Je TpeOyeTcs BRIOPATh YIETHYIO 3aIHCh, OT IMEHH KOTOPOH OBLIO

COBEPIIICHO COOBITHE;
o [Ipunooicernue — punsTpanus coObITH 0 BEIOpaHHOMY KoMIIOHEeHTY Indeed AM.

e Hauanvras\Koneunas 0ama — B NMONSAX YKa3bIBAETCS BPEMEHHOW MHTEPBaJ, B KOTOPOM OyZIeT BBITIOJIHEHA

BBIOOpKa COOBITHIA.
o Tun aymenmucghuxamopa — GpuUIBTpanus COOBITHI 10 BEIOpaHHOMY MeToy ayTeHTH(ukanmu Indeed AM.

o Moodyrns — unbTparys COOBITHIA IO BEIOpaHHOMY MO0 cucteMbl Indeed AM.

() TNPUMEYAHHE

[pu moncke coObITHIT OyMyT 0TOOpakeHBI COOBITHS TSI KOHKPETHOTO MOJYISI CHCTEMBI, B OTIIMYHE OT apaMeTpa
Ipunoscenue, Tae coObITUA OTOOPAXKAIOTCS I KOHKPETHOTO MPHIIOKEHUS CUCTEMBI, HO MOT'YT IIPUCYTCTBOBAaTh

Pa3INYHBIC MOOYIIHN.

o Onucanue codepacum — B TI0JIe YKa3bIBAETCS TIOJTHOE 3HAUECHUE aTprOyTa COOBITHS (TPUIIOKEHHE,

aJIMUHUCTPATOP, KOMIIBIOTED U IP.).

(O uHOOPMALWUS

Ilouck o yactu 3arpoca € UCIOJIb30BAaHUEM CUMBOJIA * HEBO3MOXKEH: OTO CBA3AHO C OrpaHUYCHUSAMHU XPAHUIIUIIA
EventLog Microsoft. Bo3MOXHOCTH ITOMCKA C HCIOIB30BaHUEM OCTaIbHbIX MMOAACPIKMUBACMBIX METOOOB XPaHCHUSA

OrpaHUuEHbI 110 BO3MOXHOCTAM CaMOI'0 OrpaHUYEHHOro ucrounnka — EventLog.

o Tun cobvimus — B MOJIE YKa3bIBACTCS THIT COOBITHA: OoMOKa, nHpopMaIys, npeaynpexacaue. Eciu Beiopan

napametp He 3adaro, 0CyNIeCTBISIETCS BRIOOPKa BCEX COOBITHIA.

o K00 cobvimusi — B 110J1e MOXKHO BBIOpaTh KOHKpETHOE coObITHE crcteMbl Indeed AM.
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BeibepuTe cobbITUA

O Homep Kareropua Onucanue
F
(] ﬂ 1000 Info Mone3oEaTENb Obin ayTEHTHEMLMPOEaH N0 NPEA0CTABNESHHOMY
ayTeHTUKaTopY. Mpunosxesme: requestapplication}. MHKAWMaTOP:
{requestUser}. Komnerorep: {requestComputer; Cnocod
ayTeHTHMEaLAM: {3uthMode} KoMMEHTapHIA ayTeHTMdUEaTOpa:
{authComment}.lMA BusHec npunoweHWA: {businessApplication}.
] ﬂ 2000 Emor OumiDka npw NeNBTKe ayTEHTWEOHUMPOEaTE NONB3OEATENS NO
NpeaocTaaNeHHOMY cnocody ayTeHTudHEaLAM. MpUnEEeHWE:
{requestApplication}. Mxuuwmarop: {requestUser}. Komnetorep:
{requestComputer}. Cnocol ayTeHTWEMEILAMN.
{authMode}. Cnmcanwe owmbra: {errorDescription}. mA Gustec
npunexeHnA; {businessApplication].
(] ﬂ 1001 Info Cepeep Indeed-ld Goin sanyweH. Kosmnbiomep: {computer}.
-
CobbiTns
& SkcnopTuposaTs
Monb3oB3ATENE MMM MHULMATOR Mpunoxexwe HayaneHan gara Koneuxan gara
Admin-Indeed Windows Logon w 2020/08/26 00:00 E 2020/08/30 00:00
Twn ayTeHTUOWEATOPA Mogyne Onucanue conepsmt @ Tun cobbiman
Airkey Cloud w He zagaHo 4 HHdopmauma
Kog cobBbmua
=
COBbITUE OATA MOOYTb MHWULMATOP
v o Mo Mk Gbln ayTeH i N0 NPEJOCTASNEHHOMY ayTeHTwdwEaTopy. 202000828 21:49:41 Windows Logon Admin-Indeed
v o Mo Mk Gbln ayTeH i N0 NPEJOCTAENEHHOMY ayTeHTwdvEaTopy.  2020.08.23 21:49:26 Windows Logon Admin-Indeed
v o Mo Mk Gbln ayTeH i N0 NPEJOCTAENEHHOMY ayTeHTwdwEaTopy. 202000823 13:21:36 Windows Logon Admin-Indeed
v o Mo Mk Gbln ayTeH i N0 NPEJOCTAENEHHOMY ayTeHTwdwEaTopy. 202000823 13:16:19 Windows Logon Admin-Indeed
v o Mo Mk Gbln ayTeH i N0 NPEJOCTAENEHHOMY ayTeHTwdwEaTopy. 202000823 13:15:19 Windows Logon Admin-Indeed

Ko

1000

1000

1000

1000

1000

[ sxcropTa coOBITHI HA)KMUTE KHOTIKY DKCIIOPTUPOBATh B BEPXHEH YacTH CTPaHUIbl. DKCIIOPT BO3MOXKEH B

¢dopmarax csv, xlsx, pdf.

Crmcox coosrTrit Indeed Core Server n Indeed Key Server Be1 MokeTe ipocMOoTpeTs B CripaBOYHHUKE.
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PYKOBOJICTBO I10JIb30BATEIS

€} Kaprouka mosp30Bareist

Wndopmarus o nmomab3oBarene

[e] VYmpapnenue ayTeHTH(PHUKATOPaAMU

VipasieHue ayTeHTU(UKATOPAMH TT0JIb30BATEIIS

Jlokanuzanys

CMeHa s13bIKa B KOHCOJTH TI0JIh30BaTEIIst

= Vmpaenenne Windows Password

W3MeHnTh Wiy 3aperucTpupoBarh JOMEHHbIN apoJib
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Kaprouka 1osb3oBares

B KapTOYKE IMOJIL30BATEJIsA COACPIKUTCA CICAYIOIasa I/IH(i)OpMaL[I/IHS

o Jlannsie u3 npodunsg Active Directory:

o VM y4deTHo# 3anicu — aTpulyT userPrincipalName;
o Ilyts;

o E-mail — arpulyr mail,

o Tenedon — arpudyr telephoneNumber;

o ®orto — arpubyt jpegPhoto vnu thumbnailPhoto. Ecnu aTpulyThl yCTBIE, TO UCIIOIB3YETCS N300paKeHne-

3arTyIIKa;

o CaeneHHs 0 3apETUCTPUPOBAHHBIX AyTEHTH(PHUKATOPAX.
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VYmpapiieHue ayTeHTU(DUKATOpaMu

B xapTrouke mosp30BarTelns Ha BKIAIKe AyTEHTH(PHKATOPHI COACPKUTCS HHPOPMALUS O KOIUIECTBE
3aperucTpUPOBAHHBIX ayTEHTH()UKATOPOB MMOJIB30BATEN U UX HapaMeTpbl. [1o yMoIuaHHIO MOJIb30BAaTEIN MOTYT TOJIBKO
PErucCTpUpOBaTh ayTeHTU(DHUKATOPBI. [Jis OCTaNbHBIX JEHCTBUH ¢ ayTeHTU(UKATOpaMH 3alIPOCHTE TpaBa y

aJIMHHHICTPATOPA.

3aperncTprupoBaTh

(D) DPUMEYAHME

[posaiinepsr Email OTP u SMS OTP peructpupyrorcs aBTOMaTHYECKH, €CJIM Y TI0JIb30BaTels 3a1aH email nin

HoMep Tenedona B Active Directory.

UrtoO0sI 3aperucTpupoBarh ayTeHTH(HUKATOP:

1. Bribepure ayrenTH(OUKATOD.
2. Haxwmnre ¥,

3. Beibepure 3aperucTpupoBars.

4. Beeaure 3anpaiyBaeMble JaHHble U HaxkMuTe COXpaHUTh. 3allpalluBaeMble JaHHbIE U IeHCTBUS IpU

perucTpanv MOryT OTIIMYaTbCs B 3aBUCHUMOCTH OT aYTeHTI/I(i)I/IKaTopa.

5. Ilpn HeoOXOAMMOCTH BBEUTE JaHHBIE ayTEHTU(HUKALNHT, YTOOBI MOATBEPIUTH PETHCTPALIUIO.

[ocne ycrenHo# perucTpannuu ayTeHTH(HUKATOP OTOOPA3HUTCS KaK 3aperuCTPUPOBAHHBIN.

Ecmu Y NOJIB30BATEIIA 3aPETrUCTPUPOBAHO MAKCUMAJIIBHOC KOJIMICCTBO aYTeHTI/I(i)I/IKaTOPOB, perucrpanus 3aBECPIINTCA

owwnbkot JJocmyn 3anpewen: JJocmueHymo MakcumaibHoe KOTuiecmeo aymeHmupuramopos.

Ecnu 3apeructpupoBaHHbIi ayTeHTH(UKATOP yalleH aJ]MUHUCTPATOPOM, OH TIEPECTaHET OTOOPaKaThCs B KAPTOUKE

ITOJIB30BaTCJIA.

N3MmeBuTh

YToObI N3MEHUTH ayTeHTH(UKATOP:

1. Beibepure ayrentuduxarop.
2. Haxwmure ¥,
3. Beibepure N3MeHUTS.

4. BBeauTe HOBBIC JIAHHBIC IS ayTeHTH(UKATOPA.
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5. Haxxmure Coxpanuts. [Ipu He0OX0AMMOCTH BBEIUTE JaHHBIC ayTEHTU()UKALIMH, YTOOBI TOATBEPAUTD

perucTpanuro.

YnamTs

UroObl ynanute ayTeHTU(HUKATOP:

1. Bribepure ayrenTH(OUKATOD.
2. Haxmure ¥,
3. Beibepure Ynaiurse.

4. TonTBepauTe yaaneHue.
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Jlokamuzaius

YToOBI CMEHUTH SI3BIK:

1. Haxxmure KHOIIKY C Ha3BAHHWEM s3bIKa B IIPAaBOM BEPXHEM YIITY.

2. B BbITIaar0111eM CIHCKE BEIOEPUTE HYIKHBIN SI3bIK.

INDEED@

Admin Indeed

s Admin-Indesd@demo.local
YUETHOH

3anucu

MyTb demo local/Users/Admin Indeed
E-mail Admin-Indeed@demo.local
TenedoH
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Ypasnenne Windows Password

B User Console MOXHO 3aperHCTpUpOBATh MIIH U3MEHHUTE JOMCHHBIH MapoIb.

3aperucTpupoBaTh

YroObI 3aperucTpupoBaTh JOMEHHbIH apoib:

1. Otkpotite User Console.

2. IepeiinuTe Ha BKIAAKY AyTEHTH()HKATOPBI.

3. B criucke ayrentudukaropos Beioepure Windows Password.
4. Haxmure ¥

5. Beibepure 3aperucTpupoBarh napodib.

6.B OTKPBIBIIEMCSA OKHE BBCIUTC IMApPOJIb 1 HAXKMHUTE COXpaHI/ITL.

N3MmeBuTh

YrtoObl CMEHUTH JIOMEHHBIN TIAPOJIb:

1. Otkpotite User Console.

2. [epeiinute Ha BKIAAKY AyTEHTU(UKATOPHI.

3. B cniucke ayrentudukaropos Beioeputre Windows Password.
4. Haxmure &,

5. Bribepure M3MeHnTS TAPOIE.

6. B mosiBUBIIIEMCST OKHE BBCIUTC TeKYH.[I/Iﬁ napojib, HOBBII napoJjib, NOATBEPANUTE HOBBIU napoJib U HAXKMUTE

CoxpaHHTb.
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API

&»  O6rmmas nadopmarys

OO01uas nHpOpMAaLs

&% BBICTpBII CTApPT

BeicTpblii crapr

&» Meronper API

KoanuecTso mias: 8

& CueHapuy HCIOIL30BAHMS

KonuuectBo ras: 6
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Oo61ast nHpopMays

API Indeed AM nipeHa3zHAYCH AJIs1 HHTETPALUH C TIPUIIOKCHUSMHU.

B manHOM pasferie onucanbl OCHOBHBIE MOMEHTBI M OOIIUE TapaMeTPhl, KOTOPbIe HEOOXOAUMBI JIsl UCTIONb30BaHus APl

Indeed.

3anpoc k API

Juist oOpaineHust K MEeTOly HeOOXOMMO BBIOJIHUTB 3apoCc POST WIIH, [T HEKOTOPBIX METOJIOB, 3apoc GET 10

http(s)://<dns_indeedam_server>/am/core/<url_api _method>, rne:

o dns_indeedam_server — nomnoe DNS-ums cepsepa, rie pa3sepuyT Indeed Core Server;
o url_api_method — anpec COOTBETCTBYIOIIETO MeTo/ia. AJ[peca yKa3aHbl B JOKYMEHTAIUH K METO/Y J100 B

Swagger.

ITpumep s metona openVerifySession, rae DNS-umsa cepsepa Indeed AM: indeedam.indeed.local:

https://indeedam.indeed.local/am/core/api/v6/templateSession/openVerifySession

/\ BAXHO!

[Tpu ucronszoBanuu npotokosna HTTPS 3arpysure Ha cepBep Indeed AM neficTByromuii cepTH(HKAT.

UserId

YHUKaTbHBIN HACHTUPHUKATOP MOJIb30BaTeNs u3 cucremMsl Indeed.

Wnentrdurarop coctout U3 ctpokoBoro 1D, ykazaHHOTO B app-settings.json AM B napamerpe userId, u

objectGuid nons3osarens u3 Active Directory.

Hanpumep, B napamerpe userId ykazaHo 3Hadenne GUID nonw3oarens /Oefa04f-7ba9-47d8-89db-56e166f1679f.
UserId moms3osarens Oyner UserId\_10efad4f-7ba9-47d8-89db-56e166f1679f.

Jns nomyuennst userId MOXKHO BOCIHOJIB30BaThCA METONOM [POST]/api/v6/user/searchUserId.

modeld

VYHUKaTbHBIN HACHTUPHKATOP criocoba ayreHTrduKamu Indeed.

CriocoObI ayTeHTH(UKAITIN:

e Indeed AM Windows Password Provider {CF189AF5-01C5-469D-A859-A8F2F41ED153}
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¢ Indeed AM Passcode Provider {F696F05D-5466-42b4-BF52-21BEE1CB9529}

e Indeed AM Email OTP Provider {093F612B-727E-44E7-9C95-095F07CBB94B}

¢ Indeed AM Hardware TOTP Provider {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E60CAQS}
¢ Indeed AM HOTP Provider {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E60CA0S}

e Indeed AM Storage SMS OTP Provider {3F2C1156-B5AF-4643-BFCB-9816012F3F34}

e Indeed AM SMS OTP Provider {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

¢ Indeed AM Software OTP Provider {OFA7FDB4-3652-4B55-B0C0-469A1E9D31F0}

¢ Indeed Key Provider {DEEFOCB8-AD2F-4B89-964A-B6C7ECA80C68}

e Indeed AM MFA Provider {070719BA-EB57-4EA8-BB4D-D15A33E7363D}

ApplicationId
BryTpennuii MoyIb

/\  BAXHO!

st paGoTHI ¢ BHYTPEHHHM MOJYJIEM He TpeOyeTcsl TUIEH3 s, JOCTATOYHO HMETh TIpaBa Ha OIEPaIiH,

OpeaoCTaBIIEMbIC BHYTPEHHUMHA MOAYJISIMUA.

DyHKIMOHAIBHOCTL Access Manager pa30uTa Ha IpyIIIbl, 332 KOTOPbIE OTBEYAIOT BHYTpeHHHE MOoayau. OHU peanu3yroT
BHYTPEHHIOIO OM3HEC-JIOTHKY perieHus. VX cTpoKoBble HISHTU(DHUKATOPBI UCIIOIB3YIOTCS U1l OOpaIlleHHs K Pa3HbIM

yactsam API Core Server.
Buytpennue monynu Core Server:

e User Profile Setting Management
e User Access Control Management
e Hardware Devices Management

e License Management

¢ Authenticator Management

¢ Authenticator Enrollment

e User Accounts Management

¢ Policy Management

e User Cache Management

¢ Business Applications Management
Kpome Toro, ecth emie Habop BHYTPEHHHUX MPHIOKCHHIA:

¢ Enterprise Management Console
e Self Service

e Native Enroller
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Mojtyns uHTerpanum

/\  BAXHO!

st paboThI ¢ MOIYIISIMU MHTETPAiy TPpeOyeTCsl INIEH3HS ISl COOTBETCTBYIOLIETO MOIYIIA.

OTO MOYIb, PEATH3YIOIINH B3aNMOCBS3b Access Manager ¥ BHEIITHUX CHCTEM, ¢ KOTOPBIMH BBITTOTHSACTCS HHTETPAIIHS.

K auMm oTHOCSTCS:

e Windows Logon

e FreeRADIUS Extension
e Identity Provider

e ADFS Extension

¢ RDP Windows Logon

e Authentication API

N nenTrudukaTtop NOIUTHKA

UroOb! y3HaTh UACHTU(PUKATOP HOIUTHUK:

1. Otkpoiite Management Console.
2. Ilepeiinnte Ha Bitaaky [lonmnTukn.
3. BeiOepure 11eNIeBYIO MMOTUTHKY.

4. Cronmpy¥iTe MICHTH(PHUKATOP OJMTHKHM K3 mapaMeTpa policyId B URL.
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beICTpbIN CcTApT

[ Be130Ba MeToz10B API 1 TecTupoBaHus 3aIpOCOB Bbl MOJKETE UCIIOIB30BaTh HHTEepdeiic Swagger, KOTOpbIi BCTPOEH

B Core Server.

JIiis BKITFOUCHHMS TIOCTYIa K HHTEepdecy:

1. Otkpoiite kKOHDUTYpAMOHHBIHN (aiin am/core/app-settings.json.
2. B mapamerpe Documentation B Tere Enabled ycTaHOBHUTE 3HAYEHHE frue.

3. BemmmmTe 1 HacTpoHTe COOCTBEHHBIN KIMEHTCKUI CepTH(UKAT U 100aBETE €T0 B JIOBEPCHHBIC CEPTH(HUKATHI.

Wnrepdeiic Swagger OyneT noctyneH 1o ccouike htip(s).//<DNS IndeedAM Server>/am/core/swagger/. Jlns nocryna

K HHTEpdeiicy BEIOEpUTE CO3JaHHBINA paHee KIMEHTCKUI cepTU(UKaT.

Token agmuHKMCTpaTOpa 3anpoca

[ BeimonHeHus OonblnHCTBa 3arpocoB API TpeOytoTces onpenenennsle npasa B cucreme Indeed. s ycneursoro
BBINOJIHEHUS TAKKX 3alPOCOB HEOOXOIMMO BBINOJIHUTH ayTeHTuuKauuu B APl nox nmone3oBarenem ¢ TpedyemMbIM
HabopoM nipas. [locrne BeIMONHEHHS ayTeHTH(PUKALUKE OyAET MOJIy4eH TOKEH CECCUH, KOTOPbIA UCTIONB3YETCs B

3arpocax APIL.
UTOOBI MONYYHUTh TOKEH:
1. /api/v6/templateSession/openVerifySession
2. /api/v6/templateSession/prepareTemplateData
3. /api/v6/templateSession/createTemplate
4. /api/v6/logon/authenticate
[Tpu ycnemHo# ayreHTrdUKay Bo3BpamaeTcs TokeH B hopmare JSON.

[ToapoGHee 06 3TOM ciieHapuu cMOTpUTE B pazene Kak padoraeT CKpHIIT.
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Metonsl API

@  Authenticator

getUserAuth, findByUserlds

) License

getAllLicenses, getCatalogObjectLicenses

4 Logon

isAvailable, authenticate, getAvailableMethods

o Policy

get

@ TemplateSession

createTemplate, openEnrollSession, openVerifySession, openldentifySession, prepareTemplateData

& User

searchUserld

€} UserCatalog

getObjects, searchUsers, searchGroups, searchContainers

€} UserProfile

findLogonInfoByUser
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Authenticator

getUserAuth

BosBpamiaer Bce 00y4eHHbIE ayTeHTH()UKATOPHI TIOJIB30BATEIS TI0 BHYTpeHHeMY nieHTuuKaTtopy B Indeed Access

Manager.

POST /api/v6/authenticator/getUserAuth

OO0BexT 3ampoca

{
"Id": "00000000-0000-0000-0000-000000000000" ,
"UserId": "string",
"AccessToken": "string",
"ApplicationId": "string"
}

B 00bEKTE 3arpoca:

e TId — oOs3arenbHbIN MapameTp. BuyTpennnii unenrudukarop Indeed Access Manager.
e UserId — oOs3arenbHbIN napaMeTp. BHyTpenHuit unentudukarop noias3zosarens B Indeed Access Manager.

e AccessToken — oOs3aTeNbHBIH napameTp. Token AIMHUHHUCTpATOpa, OT UMEHU KOTOPOI'O BBIIOJIHACTCA 3alIPpOC K
APL

e ApplicationId — oOs3arensHbli mapameTp. CTpokoBhli naeHTHdUKaTop Momyis Indeed AM.

OOBEKT OTBETA
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"AuthenticationCountLimit": 9,
"CreatedOn": "2022-10-26T07:23:08.550Z",

"Description”: "string",
"ExpirationDate": "2022-10-26T07:23:08.550Z",
"Flags": 1,

"Id": "00000000-0000-0000-0000-000000000000" ,
"IsDisabled": true,
"IsLocked": true,
"ModeDeviceName": "string",
"ModeId": "00000000-0000-0000-0000-000000000000",
"ModeType": @,
"ModeTypeName": "string",
"UserId": "string",
"SerialNumber": "string",
"Device": {
"Id": "00000000-0000-0000-0000-000000000000",
"AuthType": "00000000-0000-0000-0000-000000000000",
"SerialNumber": "string",
"RegistrationDate": "2022-10-26T07:23:08.5507",
"IsEnabled": true,
"LastUserId": "string",
"Comment": "string",
"Model": "string"

}s
"CreatedBy": "string"

findByUserIds

BosBpamiaer BHyTpeHHUH uneHTudukarop nosns3osaresis B Indeed Access Manager.

POST /api/v6/authenticator/findByUserIds

OO0BeKT 3ampoca
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"UserId": "string",
"AccessToken": "string",

"ApplicationId": "string"

B o0nexTe 3ampoca:

e UserId — oOs3arenbHbIN napaMeTp. BHyTpennuit nnentudukarop noias3osarens B Indeed Access Manager.
e AccessToken — o0si3arenbHbIN apamerp. TOKeH aqMUHICTPATOPa, OT IMEHHU KOTOPOTO BBITTOJIHSETCS 3aIPOC K
APIL.

e ApplicationId — oOs3arensHbli mapameTp. CTpokoBhIi naeHTHdUKaTop Momyis Indeed AM.

OOBeKT oTBETa

"'00000000-0000-0000-0000-000000000000"
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License

getAllLicenses

Bosepamaer Bce 3apeructpupoBantbie B Indeed Access Manager nuiieH3uH.

POST /api/v6/license/getAllLicenses

OOBexT 3ampoca

"AccessToken": "string",

"ApplicationId": "string"

B 00BEKTE 3arpoca

¢ AccessToken — o0s3arenbHbIi mapamerp. TOKeH aIMHHUCTPATOPa, OT UMEHH KOTOPOTO BBITIOIHACTCS 3aIpoc K
APL

e ApplicationId — oOs3arensHblii mapameTp. CTpokoBslil uaeHTUdGuUKaTop Moxyist Indeed AM.

OOBeEKT OTBETA

{
"LicenseUid": "string",
"InstanceId": "string",
"Type": "string",
"Amount": @,
"BeginDate": "2022-10-26T08:43:22.406Z",
"EndDate": "2022-10-26T08:43:22.406Z",
"Description”: "string",
"Issuer": "string",
"IssuedTo": "string",
"IssueDate": "2022-10-26T08:43:22.406Z",
"Id": "00000000-0000-0000-0000-000000000000" ,
"ControlValue": "string"

}
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getCatalogObjectlLicenses

BOSBpaH_IaeT 3apeTUCTPUPOBAHHBIC JIMICH3UU IJIs1 KOHKPETHOTO 00BeKTa Karayora.

POST /api/v6/license/getCatalogObjectLicenses

O0BexT 3ampoca

{
"ObjectId": "string",
"AccessToken": "string",
"ApplicationId": "string"
}

B 00beKTE 3arpoca:

e ObjectId — upeHTH(UKATOP KaTAJIOra, /I KOTOPOTo OyAyT I0Ty4eHbl 3aperuCTPUPOBAHHBIE JTULIEH3UH.

e AccessToken — 0Os3aTeNbHBII rnapameTp. Token AIMHUHHUCTpATOpa, OT UMCHU KOTOPOI'O BBIMMOJJIHACTCA 3aIIpOC K
APIL

e ApplicationId — oOs3arensHbli napameTp. CTpokoBhIi naeHTHdUKaTop Momyis Indeed AM.

OOBEKT OTBETA

{

"ApplicationId": "string",

"CatalogObjectId": "string",

"PolicyId": "0©0000000-0000-0000-0000-000000000000"
}
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Logon

isAvailable
BI)IHOJ'IHSICT npOBepKy Z[OCTyHHOCTI/I ayTeHTI/I(bI/IKaIII/II/I I10JIB30BATCIIA B HpI/IJ'IO)KeHI/II/I.

e B mapamerpe ApplicationId yka3eIBaeTCsa HACHTU(QHUKATOD MPUIOKEHHUS.
e B mapamerpe UserId yka3bIBaeTcs HICHTH(HUKATOP LIEIEBOTO TIOIb30BATEIIS.

e B mapamerpe ExcludeWindowsPassword ykasbiBaercs truelfalse:
o Eciau yka3aHo frue, 3HaUUT U3 TIPOBEPKHU UCKITFOYAETCS BOBMOXKHOCTD ayTeHTU(HUKALIUY 110 JOMEHHOMY
napoito. B Takom cirydae 1mosib30BaTelto JI0HKEH ObITh TOCTYIICH JIF000H Ipyroi MeTo ay TeHTH(HKALINH,
WHave 3anpoc BEpHET false.
o Ecmu ykasaHo false, JOMEHHBIH ITapoJb HE UCKITIOYAETCS U3 BO3MOXKHBIX CIIOCOOOB ayTeHTH()UKAIINH B

ClE€Hapuu.

[POST] /api/v6/logon/isAvailable

O0BexT 3ampoca

{
"ApplicationId": "string",
"UserId": "string",
"ExcludeWindowsPassword": true
}

B 00beKTE 3arpoca:

e ApplicationId — oOs3arenbHbli napameTp. CTpokoBslil naeHTH(GuUKaTop Momyis Indeed AM.
® UserId — obs3arenbHblil napamerp. Unentuduxarop nosib3osarens B Indeed AM.

e ExcludeWindowsPassword — ONIMOHANBHBINA TapaMeTp. 3HAYCHNE TI0 YMOIYaHHIO {rue.

OOBeEKT OTBETA

true\false

authenticate

Beinonnser ayTeHTU(GUKALIUIO [10J1b30BaTeNs B IPUIOKEeHUU BusinessApplication 1o 3aperucTpupoBaHHOMY 11a0JIOHY

Templateld.
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[POST] /api/v6/logon/authenticate

OO0BexT 3ampoca

"TemplateId": "©0000000-0000-0000-0000-000000000000",

"BusinessApplication"”: "string"

OOBEKT OTBETA

{
"Token": "string",
"LogonResult": {
"Result": "string"
¥
"UserId": "string"
}

[Tpumep ycnemHoro o0bekTa OTBETa

"ValidPropertiesMask": 5,

"Token": "eyJOe----.eyJleH----",

"LogonResult": {
"ValidPropertiesMask": @,
"Result": null

¥
"UserId": "UserId blcfaa29-6368-4c50-9868-06dbbe21fe23"

getAvailableMethods

Bo3Bpamaer MaccuB TOCTYIHBIX CIIOCO0OB ayTeHTH(UKAINY I TTonb3oBaTens Userld B ykazaHHOM B Applicationld

MPUITOKCHUU.

[POST] /api/v6/logon/getAvailableMethods

OO0BeKT 3ampoca
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"ApplicationId": "string",
"UserId": "string",
"IncludeModeIds": [
00000000 -0000-0000-0000-000000000000"

1,
"ExcludeModeIds": [

" 00000000 -0000-0000-0000-000000000000"

B 00BEKTE 3ampoca:

e ApplicationId — oOs3arenbHbli napameTp. CTpokoBhlil naeHTHduKaTop Momyis Indeed AM.

e UserId — oOs3arenbHbIl napametp. Unentudukarop monp3osarens B Indeed AM.

e IncludeModeIds — onumoHambsHbI mapamerp. GUID meronoB ayrentudukanmn Indeed, koropsie OymyT
YUUTBIBATHCS MIPU IPOBEPKE BOSMOKHOCTH Ay TCHTU(DUKAIIHH.

¢ ExcludeModeIds — onmmoHambsHEI mapamerp. GUID metonos ayrentndukanun Indeed, koropsie 6ymyT

HCKITIOYAThCA IMPU IIPOBEPKE BOZMOKHOCTHU ayTeHTI/Iq)I/IKaIII/II/I.

OObeKT oTBETa

"AutheticationMethods": [
""00000000-0000-0000-0000-000000000000"
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v IIpumepbl OTBETOB

Her noctynnsix MeTonoB

"ValidPropertiesMask": 1,
"AutheticationMethods": []

JlocTyneH 1OMEHHBIH apoiib

{
"ValidPropertiesMask": 1,
"AutheticationMethods": [
"cf189af5-01c5-469d-a859-a8f2f41ed153"
]
}
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Policy

get

Bosepamaer nHbopManuo 1 HACTPOUKH TOIUTHK 110 HICHTUPHUKATOPY.

POST /api/v6/policy/get

OOBexT 3ampoca

{
"Id": "00000000-0000-0000-0000-000000000000",
"AccessToken": "string",
"ApplicationId": "string"

}

B 00BEKTE 3ampoca:

Id — oOs3arenbHblN napamerp. UneHTudukaTop NOIUTHKH.

* AccessToken — 00s13aTeIbHBII rnapamMmeTp. Token AIMHUHHUCTpATOpa, OT UMCHU KOTOPOI'O BBIMTOJIHACTCA 3aIIpOC K

APL
e ApplicationId — oOs3arensHblii mapameTp. CTpokoBslil uaeHTuduKarop Mmoxys Indeed AM.

OObBeKT oTBETa
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"Id": "00000000-0000-0000-0000-000000000000" ,

"Name": "string",
"Description”: "string",
"Settings": \[

{

"Id": "00000000-0000-0000-0000-000000000000" ,
"SettingType": @,

"Value": {},

"ParentId": "00000000-0000-0000-0000-000000000000"

}
\1,
"CreatedById": "string",
"CreatedTime": "2022-10-26T07:23:08.768Z",
"LastEditedById": "string",
"LastEditedTime": "2022-10-26T07:23:08.768Z"

B 00BEKTE OTBETA:

e SettingType:
o (0 — obmacts aeifctBust nomuTrky. Bo3spamaercs BuyTperanit GUID o0bexToB 00macTi qeHCTBHS.

o 1— MPUITIOKCHHUS ITOJIUTUKHU.

0 2 — NPUOPUTET HOJIUTHKH.
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TemplateSession

createTemplate

Co3znaet mrabioH s ayTeHTH(HUKAIINH TI0 HACHTH()HUKATOPY OTKPBITOH CECCHU.

[POST] /api/v6/templateSession/createTemplate

OO0BexT 3ampoca

{
"SessionId": "0©0000000-0000-0000-0000-000000000000"

}

B 00BEKTE 3arpoca

e SessionId — oOsizarenbHbIN napamerp. YkazsiBaeTcsi GUID oTKphITOM ceccru, MOMyYeHHBIN U3 METoa

openVerifySession.

OOBEKT OTBETA

"'00000000-0000-0000-0000-000000000000"

openEnrollSession

[POST] /api/v6/templateSession/openEnrollSession

openVerifySession

OTKpBIBAET CECCHIO JUTSI ay TEHTH(UKAINH MTOJTb30BaTEeNsl, yKa3aHHOTO B UserSearchParams B IPUIOKEHUN

ApplicationId, c ucnonp3oBanuem crnocoba ayrenTudukanuu ModeId .

[POST] /api/v6/templateSession/openVerifySession

OO0BeKT 3ampoca
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"UserSearchParams": {
"Id": "string",
"Email": "string",
"Phone": "string",
"NameFormat": 0,
“Name": "string",
"ApplicationId": "string"

}s
"ModeId": "0©0000000-0000-0000-0000-000000000000",

"ApplicationId": "string"

B 00BEKTE 3arpoca:

e UserSearchParams — MaccHB ITapaMeTpPOB JJIs IIOUCKA IT0Ib30BaTENS,

o Id — BHYTpPEHHUI WACHTH(HUKATOP Noib3oBarens B Indeed AM;
o Email — email monp3oBarens u3 karanora Active Directory;
o Phone — HoMep TenedoHa nmobp30Bares u3 karanora Active Directory;

o NameFormat — uucioBoe 3HaueHue Gopmara UMeHH, KOTOpoe OyreT yka3aHo B Name . [lommepsxuBarorcs
cieayronme GopMarsr:
o 0 — Undefined;

o 1 — CanonicalName;
o 2 — PrincipalName: name@domain.name;
o 3 — SamCompatibleName: domain\logon-name;
o 4 — DistinguishedName;
o 5—Sid;
¢ ModeId — oOs3aTenbHBIH mapamerp. CTPOKOBEBIH HACHTU(HUKATOP UCIIOIB3YEMOTO CII0c00a ay TEHTU(HKAIIHH.

e ApplicationId — oOs3arensHblii mapamerp. CTpokoBslit ujaenTudurarop moayns Indeed AM.

OOBEKT OTBETA
GUID OTKpbITOW ceccuu

"'00000000-0000-0000-0000-000000000000"

openIdentifySession

[POST] /api/v6/templateSession/openIdentifySession
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mailto:name@domain.name

prepareTemplateData

Jlo6assier nH(GOpPMAIHIO O IAOIOHE MTOTH30BATEIIS.

[POST] /api/v6/templateSession/prepareTemplateData

O0BexT 3ampoca

"Data": {},
"SessionId": "00000000-0000-0000-0000-000000000000"

B 00beKTE 3arpoca:

e Data — ayTeHTI/I(bI/IKaL[I/IOHHBIC JAaHHBIC I10JIb30BaTCIIsA (011H0pa3031,1171 KOI WJIM MapoJib WIN APYTUE JaHHBIC B

3aBUCUMOCTHU OT UCIIOJIB3YEMOI'O criocoba ayTCHTI/I(I)I/IKaLlI/II/I);

e SessionId — HIEHTU(HKATODP OTKPHITOI ceccHM, MONyYeHHBIH B openVerifySession.

OOBEKT OTBETA

{
"EnoughData": true,
"BinaryData": "string",
"StringData": "string"
}

B 00bEKTE OTBETA:

* EnoughData — mpu3HaK TOro, YTO JIAHHBIX OT KJIUECHTA JJIs (hopMHpOBaHHS NIA0IOHA TOCTATOYHO.

[Tpumep obbekTa OTBETA

{
"ValidPropertiesMask": 1,
"EnoughData": true,
"BinaryData": null,
"StringData"”: null

}
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User

searchUserId

BosBpaiaer UserId 1o BXOJHBIM MTapaMeTpam.

POST /api/v6/user/searchUserId

OO0BexT 3ampoca

"Id": "string",
"Email": "string",
"Phone": "string",
"NameFormat": @,
"Name": "string",

"ApplicationId": "string"

B 00BEKTE 3armpoca

* NameFormat:
o (0 — Undefined,

o 1 — CanonicalName,

o 2 — PrincipalName,

o 3 — SamCompatibleName,
o 4 — DistinguishedName,

o 5—Sid.

OOBEKT OTBETA

"xxxx\_0000000-0000-0000-0000-000000000000"
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UserCatalog

getObjects

Bosepamaer nannbie 00bekTa Karajgora nonb3oBarens Indeed AM no BHyTpeHHEMY HIICHTH(DUKATOPY.

POST /api/v6/userCatalog/getObjects

OO6mBexT 3ampoca

{
"Ids": [
"string"
1B
"AccessToken": "string",
"ApplicationId": "string"
}

B 00bEKTE 3arpoca:

e Tds — MacCHB BHYTPEHHUX HUICHTH()HKATOPOB.

e AccessToken — o0si3arenbHbIN napamerp. TOKEH aMUHICTPATOPa, OT IMEHU KOTOPOTO BBIMOJIHSETCS 3aIPOC K

APL
e ApplicationId — oOs3arensHbli napameTp. CTpokoBhlil naeHTHdGuUKaTop Momyis Indeed AM.

OOBEKT OTBETA
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"Id": "string",
"RawObjectId": "string",
"Name": "string",
"CanonicalName": "string",
"PrincipalName": "string",
"SamCompatibleName": "string",
"DistinguishedName": "string",
"Sid": "string",
"IsGroup": true,
"IsContainer": true,
"IsRemoved": true,
"GroupsIds": [

"string"

Is

"ContainerId": "string"

searchUsers

Ilouck monp30BaTess M0 BXOIHBIM mapamMeTpam.

POST /api/v6/userCatalog/searchUsers

OO0BexT 3ampoca

{
"Operation": 0,
"Filters": [
{
"AttributeName": "string",
"Value": {},
"Negation": true
}
1,
"Limit": o,
"LoadParentObjects": true,
"AccessToken": "string",
"ApplicationId": "string"
}
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B 00BEKTE 3arpoca

* Operation:
o 00— WJIN;
o 1—MU;
e Filters - MaccuB (PMIBTPOB LIS TTOWCKA:

o AttributeName — ums arpuOyta Active Directory st moucka;
o Value — 3Hauenue arpulyrta Active Directory juis moucka;

o Negation — orpunanue 3aganHoro GUILTpa. 3HaYeHHs truelfalse.

OOBEKT OTBETA

"FirstName": "string",
"MiddleName": "string",
"LastName": "string",
"Email": "string",
"Phone": "string",
"IsDisabled": true,
"IsLocked": true,
"Id": "string",
"RawObjectId": "string",
"Name": "string",
"CanonicalName": "string",
"PrincipalName": "string",
"SamCompatibleName": "string",
"DistinguishedName": "string",
"Sid": "string",
"IsGroup": true,
"IsContainer": true,
"IsRemoved": true,
"GroupsIds": [

"string"
1B

"ContainerId": "string"

searchGroups

Tlonck TPYIIIBI IO BXOAHBIM ITapaMeTpam.
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POST /api/v6/userCatalog/searchGroups

OO0BexT 3ampoca

"Operation": 0,
"Filters": [
{

"AttributeName": "string",
"Value": {},
"Negation": true
}
1,
"Limit": o,
"LoadParentObjects": true,
"AccessToken": "string",

"ApplicationId": "string"

B 00beKTE 3arpoca:

* Operation:
o 00— WUJIN;
o 1—U;
e Filters — MaccuB (DMIIBTPOB JUIS TIOUCKA:
o AttributeName — ums arpuOyta Active Directory juist moucka;
o Value — 3Hauenue arpuOyrta Active Directory juis moncka;

o Negation — oTpunanue 3agaHHoro GpuasTpa. 3Hauenus truelfalse.

OOBeKT oTBETa
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"FirstName": "string",
"MiddleName": "string",
"LastName": "string",
"Email": "string",
"Phone": "string",
"IsDisabled": true,
"IsLocked": true,
"Id": "string",
"RawObjectId": "string",
"Name": "string",
"CanonicalName": "string",
"PrincipalName": "string",
"SamCompatibleName": "string",
"DistinguishedName": "string",
"Sid": "string",
"IsGroup": true,
"IsContainer": true,
"IsRemoved": true,
"GroupsIds": [

"string"
1,

"ContainerId": "string"

searchContainers

[Touck moppaszaeneHus mo BXOJHBIM apaMeTpaM.

POST /api/v6/userCatalog/searchContainers

OO0OBexT 3ampoca
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"Operation": 0,
"Filters": [
{

"AttributeName": "string",
"Value": {},
"Negation": true
}
1,
"Limit": @,
"LoadParentObjects": true,
"AccessToken": "string",

"ApplicationId": "string"

B 00BEKTE 3arpoca

* QOperation:
o 0— WNJIN;
o 1 —U;
e Filters — maccuB (pUIBTPOB JUIsI TIOUCKA:
o AttributeName — ums arpuOyra Active Directory juist moucka;

o Value — 3Hauenue arpuOyrta Active Directory /uis moucka;

o Negation — oTpunanue 3aganHoro GunsTpa. 3Hauenus truelfalse.

OOBEKT OTBETA
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"FirstName": "string",
"MiddleName": "string",
"LastName": "string",
"Email": "string",
"Phone": "string",
"IsDisabled": true,
"IsLocked": true,
"Id": "string",
"RawObjectId": "string",
"Name": "string",
"CanonicalName": "string",
"PrincipalName": "string",
"SamCompatibleName": "string",
"DistinguishedName": "string",
"Sid": "string",
"IsGroup": true,
"IsContainer": true,
"IsRemoved": true,
"GroupsIds": [

"string"
1,

"ContainerId": "string"
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UserProfile

findLogonInfoByUser

Bosepamaer nHbopmanuio 00 ayTeHTU(DUKAINAK TTOTH30BATEIISL.

POST /api/v6/userProfile/findLogonInfoByUser

OOBexT 3ampoca

{
"UserId": "string",
"AccessToken": "string",
"ApplicationId": "string"
}

OOBEKT OTBETA

{
"UserId”: "xxxx\_000000-0000-0000-0000-00000000000",
"ApplicationId": "Native Enroller",
"LogonDate": "2022-05-04T10:54:05.821+03:00",
"ModeId": "000000-0000-0000-0000-00000000000"

}

B 00BbEKTE OTBETA!

e UserId — BHYTpPEHHHI UICHTU(DUKATOP MOIB30BATEIS;
e ApplicationId — uAeHTU(HUKATOP MPUIOKEHHUS, B KOTOPOE OBLI BBINOIHEH BXO;

* LogonDate — nara u BpeMs BXOJa,

e ModeId — HWIeHTUHUKATOP CcrIOcOOa BXOAA.
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CreHapuu HUCIIOIL30BaHUs

.= Cosnanue 0T4ETOB

Co31aHue OTYETOB

& COop CTaTUCTHKM 110 OOYYEHHBIM ayTEHTHU(PHUKATOpam
I10JIb30BaTeNEN

COop cTaTUCTHKH 0 00y4YEeHHBIM ayTeHTH(UKATOPaM MOIb30BaTeIeh

©  Tlomydenue crmcka HOIL30BATENEN ¢ TUIEH3UAMU

Honyqel-me CITMCKA TI0JIb30BATENCH C JIMLIEH3USIMU

st JIByxdakropHas ayrenrudukanys B API

Hacrpoiika nByxdakTopHOii ayreHTnduKamy yepe3 API

=& YmajaeHue Nonp30BaTeiei U3 NOIUTHKHI

‘VianeHue monb30BaTelIe U3 MOJUTHKHA

2f ITomyueHue crycKa MONIb30BaTeel U3 MOJTUTUKH

[lony4enue crucka nosib3oBareneil U3 MOJUTUKU
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Co3zanre OT4YETOB

(D) WHOOPMALHUS

CKpI/IHT JJIA CO3aHHUsA OTYCTOB BBl MOXKETE CKa4YaTh 110 DTOU CCBHUIKE.

[IpenBapuTenbHbIe TPEOOBAHUS

e YcraHoBIeHHBIH MOIyib Active Directory mist PowerShell B Windows Server.
e PaborocnocoOHbIi cepep Indeed AM.

L HOJ'H>3OBaTeJ'H:, OT UMEHHU KOTOPOT'O 6YI[6T 3aIllyCKaTbCs CKPUIIT, JOJIKCH O6J'[aZ[aTB MHUHUMAJIBHBIMH TI00aTbHBIMHU

npaBamu Mucnexkmop B cucteme Indeed AM.

Kak pabGoraer ckpurr

Ckpunt ¢popMUpyeT OTYETHI 110 MOATOTOBICHHBIM clieHapusaM. s co3nanus otyetoB ucnonbdyercs APl Indeed AM

Core n Indeed AM Log Server.
CKpHIT NOAACPKUBACT HACTPONKY (GHIbTpanun 1uist pOPMUPOBAHUS OTUECTA!

¢ BBIOOpKA M3 KOHTEIHEpa MOJIb30BATEIBCKOIO KaTauiora,
e BBIOOpKA 110 KOHKPETHOMY ITOJIb30BATEITIO,

e BBIOOpKA TIO JaTe.

OUIIBTPBI

Ilone container

[Tone mpeaHasHaueHo JUIst BEIOOpA MOpa3ACICHUH, B JOMEHE B KOTOPBIX Oy/IeT BBITIOIHATHCS MMOUCK MOTh30BaTENICH.
3nauenue Entire Catalog o3HadaeT, 4T0 BEIOPAH KOPHEBOW KAaTaJOT ¢ KATAJIOTOM I0JIb30BATEINCH, KOTOPBIH

ucnomnb3yercsi cepsepoM Indeed AM.
[ouck noapasneneHni u3 MOIb30BaTEILCKOTO KaTauora BBIMOIHSAETCS C HCIOIb30BaHUEM METO/a

searchContainers B cooTBeTcTBYtOUIeH GyHKIMH B haitne Base/AMAPI/UserCatalog.psl.

() MNPUMEYAHME

Bblrpy:n(a KOHTCfIHCpOB BBIITOJIHACTCS M3 IIOJIb30BaTEILCKOrO Karajora. 3HauCHUE B II0JIC HE PEAAKTUPYEMOC.

Wms KopHEBBIX KaTaJIOTOB ITOJIb30BATENEH, 3aJaHHBIX B KOH(QUTyparmoHHoM ¢aitne Core Server, He

oToOpaxkaercs.
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https://git.indeed-id.com/am-support-team/am-api/-/tree/create-reports/
https://git.indeed-id.com/am-support-team/am-api/-/blob/create-reports/Base/AMAPI/UserCatalog.ps1

I[.HS[ BbI60pa HGO6XOI[I/IMOI‘O noapa3aejICHUs U3 KaTaJora BBIIIOJIHUTE CIICAYIOIINE ,[lel‘/‘ICTBI/ISIZ

1. Haxxmure xkHOTKy Select.

o2l Containers — O *

~]

#“

2. B Bemapgatoniem crimcke okHa Containers BeIOepuTe KoHTeHHep 1 HaxxkmuTe Ok.

o5l Containers — O x

-

Ok |

ITone Groups

Ilone MpEeAHAa3HAYCHO JI TTIOUCKA I'PYIIT B JOMEHC WJIM B ITOAPA3ACICHUN, KOTOPOEC OBLITO BI)I6paH0 B II0JIC

Container. 3HaueHue 10 ymon4danuio Not set.

INouck 1mop30BaTess BHIIOMHASTCS C UCIIONb30BAHUEM METOAA searchGroups B COOTBETCTBYIOIIEH (yHKIUU B
daitne Base/AMAPI/UserCatalog.ps|.

[ToaroroBka 3ampoca ¢ HCIOIB30BaHUEM 3aJIaHHBIX (PUIBTPOB BBITOIHsIETCS B QyHKIIMU searchG ropsUseFilters B

daiine Scenarios/Reports/SearchUseFilters.psl.
B noncke yuutsiBaerces mapamerp Active Directory Name .

I[J'Ii[ TMOUCKa I'pyIIIbl ITPpHU H€O6XO,Z[I/IMOCTI/I BI)I6epI/ITe KOHTeﬁHep 1 BBCAUTC UM I'PYIIIIDI. Ecnu nannabie He YKa3aHbl, TO

6y,£[}7T HalIeHbI BCE TpyHIibl U3 KaTaJjora MmoJib30BaTelis.
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https://git.indeed-id.com/am-support-team/am-api/-/blob/create-reports/Base/AMAPI/UserCatalog.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/create-reports/Scenarios/Reports/SearchUseFilters.ps1

B Reports — O >

Container: User or initigtor:
IEntire Catalog Select |Nm set Select
Groups:
IFuI' Select
ol Groups — O x

2022r. -

Ilone User or initiator

ITone MpEAHA3HAYCHO JJIA ITOMCKa IMOJIb30BaTEIIsl B JOMEHE,; B ITOAPA3ACICHHUN, KOTOPOEC OBLIO BLIGpaHO B IIOJIC

Container; rpynmne n3 noinst Groups. 3Hauenne 1o ymomrdanuio Not set.

ITouck monp30BaTesist BBITOIHICTCS C UCIOJIb30BaHUEM MeTona searchUsers B COOTBCTCTByIOH.Ieﬁ (byHK]_II/II/I B (1)3.I>/IJ16

Base/AMAPI/UserCatalog.ps1.

[ToaroroBka 3ampoca ¢ HCIOIB30BaHUEM 3a/IaHHBIX (PUIIBTPOB BHIMONHsECTCS B PyHKIIMU searchUsersUseFilters B

taiine Scenarios/Reports/SearchUseFilters.ps1.
B noncke yuuTBIBAIOTCS CIICYIOIINE TapaMeTPhI:

e ContainerId — uaeHTHdUKATOp KOHTEIHHEPA, B KOTOPOM OY/ET BHITIOJIHEH MOKCK IoJib3oBarelsi. [[lapamerp

UCIIOJIb3YETCs, €Ciy ObL10 BEIOpaHo noapaszenenue B noie Container.

* FirstName, MiddleName, LastName, PrincipalName, Name — COOTBETCTBYIOLIHE 3HAYECHHs aTPHOYTOB

nonb3oBarens u3 Active Directory.

() DPHMEYAHME

Bce mapameTpsr ncnoip3yroTes ¢ torndeckoi onepamnuen OR.

J1n1s1 moncka monb30BaTeNnei MOXKHO HaXKaTh KHOIIKY Select 1 BRIOpATh BCeX HalJCHHBIX TOJIB30BATCIICH.
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https://git.indeed-id.com/am-support-team/am-api/-/blob/create-reports/Base/AMAPI/UserCatalog.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/create-reports/Scenarios/Reports/SearchUseFilters.ps1

B Reports — O x

Container: User or initiator:
IEnﬁre Catalog Select | INot set Select
Groups:
INnt set Select |
o5 Users — O X
A 2022r. ;I

fNot set |

I[J'IE[ TMOMCKa ITOJIb30BATCIIsI MOXKXHO YKa3aTb 4aCTb UMCHH, B KOHIIC y1(a3aHHOI>i qacTu I[O6aBI>Te CHMBOI *,

B8 Reports — O x

Container: User or initigtor:
IEntire Catalog Select IMH‘I' Select

Groups:
INm set Select

ad Users — O *

Mot set LI

Mot set
Admin-Indeed

R 2022r. ;I

N

Hacrporika

s paboThl ckpunTa HeoOxoauMo cKoHGUrypuposath (aitn Config.psl, KOTOPBIA HAXOJUTCS B KOPHE MK CO

CKPUIITOM.
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https://git.indeed-id.com/am-support-team/am-api/-/tree/create-reports/
https://git.indeed-id.com/am-support-team/am-api/-/tree/create-reports/

/\  BAXKHO!

B mannom pasacie onucaHa 061.[[3.5[ HaCTpOﬁKa CKpHIITa. I[J'IH OTACJIBHBIX OTYCTOB MOXET HOTpeGOBaTLC?[

JOINOJTHUTCIIbHAasA HaCTpOﬁKa.

B aiine:

e $domainName — yka3bpiBaeTcst UMs JoMeHa. OOs3aTeIbHBIN MapamMeTp.

¢ $eventsCount — orpaHuueHue 1o BeIrpy3ke coObITHH. OnuuoHanpHbIi napamerp. Ilo ymonuanuto
KOJIMYECTBO MOTYyYaeMbIX COOBITUII HE OrpaHUYEHO, apaMeTp 3aKOMMEHTHPOBAH.

¢ $serverUrl — URL cepsepa Indeed AM. O6s3aTenbHblil mapaMeTp.

e $logServerUrl — URL Indeed AM Log Server. O0si3aTenbHbli 1apamerp.

* $logsOnFile — BKIIOYEHHE\OTKIIOUEHHE JIOrMpoBanus B (aitn. Obs3arensbHblil napamerp. Ilo ymonyanuio
BKJTIOUECHO.

* $logsOnConsole — BKIIIOYEHUE\OTK/IIOUEHHE JTOTMPOBaHUs B KOHCOJb. O0s3arenpHblii mapamerp. Ilo
YMOTYaHUIO OTKITFOUCHO.

e $apiVersion — Bepcus API, ucnonssyemas B ckpunre. O0s3aTeIbHBIH TapaMeTp.

Co31aHne oT4eTa ¢ KOJIMYEeCTBOM ay TEHTH(PUKALIMIA IO YKa3aHHbIM
[IpoBaitiepam

B nanHoMm otuete hopmupyeTcs TabnuIa ¢ KOJINYeCTBOM ayTeHTH(UKAIHIA IOIb30BaTeNs 10 MACCUBY

ayTCHTU(HUKATOPOB B KOHKPETHOM TIpuiiokeHun Indeed, ykazannomy B daiine Config.psi.

Cosznanune otuera BeIONHAETCS B QyHKIMH createlLogonsByProviderReport B daiine Create-

reports/Scenarios/Reports/CreateReports.ps1.
Hacrpoiika

/\  BAJKHO!

B paznerne onicaHbl HACTPOWKH JIJIsi KOHKPETHOTO oTdeTa. [lepen HavamoM paboThl HEOOXOIMMO BBITIONHHUTD

0a30ByI0 HACTPOIKY, ONIMCaHHYIO B pasaene Hactpoiika.

s HacTpoiiku otkpoite dhaitn Config.psl v BBIIOIHUTE CIENYOIIEE:
1. B nepemennoii AuthForReport 3amaiite nnentudukarop nposainepa Indeed n HanmeHoOBaHHE IS OTYETA!
e 3HaueHUs IOJDKHBI 3a1aBathesi B popmare GUID nposatidepa Indeed=Haumenosanue 051 omuema.
e 3nadenust GUID npoaiiziepoB MOKHO HaiTh B paszaeie VaeHTrudukaTopbl cioco00B ayTeHTU(UKALINH.

e HaummeHoBaHuE I OTYETA MOXKET OBITH TIPOU3BOJIBHBIM. I[aHHOG HaMMCHOBAaHUC 6y,£[eT HCIIOJIB30BAHO IIPpH

CO3IaHUH TaOIUIIBI.
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https://gitlab.com/vladislav.fomichev/api/-/blob/Create-reports/Config.ps1
https://gitlab.com/vladislav.fomichev/api/-/blob/Create-reports/Config.ps1
https://gitlab.com/vladislav.fomichev/api/-/blob/Create-reports/Scenarios/Reports/CreateReports.ps1
https://gitlab.com/vladislav.fomichev/api/-/blob/Create-reports/Scenarios/Reports/CreateReports.ps1

HpI/IMep HaCTpOfIKPI C JOMCHHBIM IIapoOJIEM U OTIICYATKOM ITaJIbla

$AuthForReport = @f
'CF189AF5-01C5-469D-A859-A8F2F41ED153"
' AOEFOOAD-1EEB-4D48-8BCF-06E19CD5585F

'Maponb’

'OTnevyaToK nanbua’

2. B nepemennoii ApplicationId yka3elBaeTcs HaUMEHOBaHHE MOyl uHTerpanun Indeed. Crimcokx Momyseit

MOKHO HalTH B pazzaene VaeHTuPpUKaTopbl MPUI0KEHUH.
[Tpumep Hactpoiiku s npuioxkenus Windows Logon

$ApplicationId="Windows Logon"

3. Br1 MoeTe yKa3arh, B KakoM (opmate OyneT BeITpykarbest otdeT. [lomnepxusatores popmarst CSV n HTML.
MoO’KHO BBIFPYaTh OTYET B IBYX (hopMarax ofHOBpeMeHHO. Eciii 06e iepeMeHHbIe He ONpe/eeHbl, 3TO

MIPUBEIET K OIINOKE BBITPY3KH.

Yto6s1 oTyeT BhIrpys)ancs B CSV, 3ajaiite nepeMenHoit CsvReport 3HaueHue frue.
$CsvReport = 'true'

Yt008! oTueT BhIrpykancs B HTML 3anaiite nepemeHHoit HtmlReport 3HaueHue true.
$HtmlReport = 'true’

4. B nepemeHHOll pathReportlLogonsByProvider ykasblBaeTcs IMyTh [0 HaIKH, 7€ OyneT coxpaneH oruet. [1o

YMOJYaHUIO UCIIOJB3YETCSA KOPEHD IMallK1U CO CKPUIITOM.

$pathReportLogonsByProvider="$ScriptDirectory\Reports\LogonsByProvider"

[Tpumep paboTsl

1. [l Hagasa paboTHI CO CKPUITOM OTKpoiTe ocHacTKy PowerShell, mepe#ure B mamky co CKpHIITOM H 3aIlyCTUTE

(aiin Start.psl 4epes xoManay .\Start.psl.
2. [Tpr HEOOXOAMMOCTH HACTPOMTE PUITBTPHI CKPUIITA U HAKMHUTE KHOTIKY Report of number of logins by providers.

3. IMocxe 3aBepuienus pabotel ckpunta Oyaet chopmupoBana Tabnuua Gpopmara HTML no ykazaHHoMy npu

HACTPOMKe MyTH.
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Hwa noaezoeaTens IIpnioseHme JdaTta n BpeMA ODocTe1Hero BExoga IMaaen |IMapoas
who_i@indesd.local Windows Logon [22.09.2022 14:11:03 0 0
Ivan_I@indeed.local Windows Logon [22.09.2022 14:13:06 0 0
vi-adm@indesd.local Windows Logon |28.09.2022 11:21:16 2 1
i@indeed. local Windows Logon | The user:ii@indeed local is not logged in to any application 0 0
vii@indeed.local Windows Logon | The user:vii@indeed.local 1s not logged in to any application 0 0
rdp@indeed local Windows Logon |06.05.2022 14:31:41 0 0
Admin-Indeed@indeed local Windows Logon |28.09.2022 11:09:44 1 1

[Number of users: 7

[Number of logons by Tlanen': 3

[Number of logons by Tlapoas': 2




COOp CTaTUCTUKHU 110 0OYYECHHBIM
ayTeHTU(UKATOpaM MOJIb30BaTeIICH

(D) HMHOOPMALWSA

CKpI/Il'[T JUIA c60pa CTaTUCTHKH BBl MOXKETE CKAuaTh 10 ATOW CCHUIKE.

[IpenBapurenbHbIE TPEOOBAHUS

e YcraHoBneHHbIH Moayib Active Directory amst PowerShell B Windows Server.
e PabotocnocoOHblii cepBep Indeed AM.

o [lomp3oBaTenb, OT IMEHU KOTOPOTO OY/IET 3aIyCKaThCsl CKPUIIT, JOJKEH 00J1a/1aTh MUHUMAJILHBIMU II00aTbHBIMU

npaBamu Mncnexmop B cucteme Indeed AM.

Kak pabGotaet ckpurt

PabGora CKpHIITa COCTOUT U3 HECKOJIBKHUX 3TAIlOB!

1. Ckpunt nepebupaeT uaeHTH(PHUKATOPHI MOTUTHK U3 MaccuBa KoHpuryparuonHoro ¢aitna Config.psi.
2. C nomomisio MeTozia /api/v6/policy/get 3ampammBaeTcs HHGOPMAIKA O HOJUTHKE.
3. U3 cBoiicTBa 00OnmacTy AEUCTBUS 3ampanBacTcs nH(OpMAIHs 10 HACTPOCHHBIM 00BEKTaM C ITOMOMIBIO METOA
/api/v6/userCatalog/getObjects.
4. V3 nosry4eHHBIX 00BEKTOB 3apPalINBAIOTCS MTOJIH30BATEIH:
e C nomomipto komaniera PowerShell Get-ADGroup B dynkimn getUsersCN daiina
Base/AdditionalFunctions/GetUsers.ps1 nns rpynmsl Active Directory.
e C nomompio komaniera PowerShell Get-ADUser B dynkuun getUsersOU daiina
Base/Additional Functions/GetUsers.ps1 nis nonapasznenenust Active Directory.
5. Ilo nosry4eHHbBIM MOJIB30BATENSIM COCTABIISETCS OTYET MO COCTOSHHIO ayTeHTU(PHUKATOPOB, KOTOPHIE YKa3aHbI B
nepeMeHHOU AuthForReport daitna Config.psl.
e C momomipio MeTona /api/v6/authenticator/findByUserIds 3anpamuBaercs nHGOpMALUS CO
Bcemu BHyTpeHHUMH GUID ayTeHTH(hUKATOPOB NOIH30BATEIS.
e C nomomiplo MeTona /api/v6/authenticator/getUserAuth 3anpammsaercs nHQoOpMaLus MO
rxoukperHomy GUID.
6. C momomipio pyHkimu addDataToCSV daiina Base/AdditionalFunctions/CsvReport.ps] codupaercs Tadbmuiia B
dhopmare CSV.
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https://git.indeed-id.com/am-support-team/am-api/-/tree/statistics-of-registered-authenticators
https://git.indeed-id.com/am-support-team/am-api/-/blob/statistics-of-registered-authenticators/Config.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/statistics-of-registered-authenticators/Base/AdditionalFunctions/GetUsers.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/statistics-of-registered-authenticators/Base/AdditionalFunctions/GetUsers.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/statistics-of-registered-authenticators/Config.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/statistics-of-registered-authenticators/Base/AdditionalFunctions/CsvReport.ps1

Hacrporika

st paboThl ckpurnTa HeoOXoauMo CKOHpHUTyprpoBaTh (haitn Config.psl, KOTOPBHIH HAXOIUTCS B KOPHE MATIKH CO

CKPUIITOM.
B daiine:
e $serverUrl — URL cepgepa Indeed AM. O0Gsi3aTenbHbIi mapaMeTp.

* $logsOnFile — BKIIOYEHHE\OTKIIOUEHHE JIOrUpoBaHus B (aiin. Obs3arensbHblil napamerp. Ilo ymonyanuio

BKJIFOUCHO.

* $logsOnConsole — BKIIIOYEHNE\OTKIIOUEHHE JOTHPOBaHUs B KOHCOMb. O0s3arenpHblii mapamerp. 1o

YMOJIYaHUIO OTKJIFOYCHO.

e $apiVersion — Bepcus API, ucnoneszyemas B ckpunre. O6s3arenbHbIN HapaMeTp. 3HaYeHHE 110 YMOTYaHHIO:

V6.

e $policyIlds — uaeHTH(DHUKATOPHI HOIUTHK, U3 0ONACTU AEHCTBHS KOTOPBIX 3alpalINBaIOTCS 10Ib30BaTENH.

e $AuthForReport — B mepemeHnHol ykaspiBatotca GUID ayrentuduxaropos Indeed u ux HazBaHue Ui OT4ETA.
HazBanue MoxeT ObITh IPOU3BOJILHBIM. 3HaUEHHsI yKa3bIBalOTCA B ciienyomemM Gopmare: 'GUID' =

"HaumeHoBaHue" .

[Ipumep wacTpoiikn st Indeed Key n Passcode

$AuthForReport = @{
'F696FO5D-5466-42b4-BF52-21BEE1CB9529"
'DEEFOCB8-AD2F-4B89-964A-B6C7ECA80C68"

'Passcode’

'Push-yBegomneHune B Indeed Key'

e $csvPathToReport — myTs 10 CSV-(aiina oruera. 1o ymonuanuto daiin co3naercs B manke CKpUNTa Io myTH

Reports\Statistics.

[Tpumep paboThI

1. Jlost 3amycka CKpunTa 3anycTure dain main.psi.

2. B nporecce paboThI CKpHUIITa IO MyTH U3 IepeMeHHol $csvPathToReport Oyzmer cosnan daiin dopmara CSV.

() NPUMEYAHHE

ITons30Barenn 100aBIAIOTCA B OTUYET ITOCIEN0BATEILHO.
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https://git.indeed-id.com/am-support-team/am-api/-/blob/statistics-of-registered-authenticators/Config.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/statistics-of-registered-authenticators/Config.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/statistics-of-registered-authenticators/main.ps1
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[lommy4yenue crMcka nojib30BaTeyieu C
JTULICH3USAMU

(D) HMHOOPMALWSA

CKpI/IHT JJIs1 IOJTYYC€HU A CIIMCKa IOJIB30BATENICH Bbl MOXKETE CKAvaTh 10 3TOW CCHUIKE.

[TpenBapuTenbHbIe TPEOOBAHUS

e YcraHoBneHHbIH Moayib Active Directory amst PowerShell B Windows Server.
e PabotocnocoOHblii cepBep Indeed AM.

° HOJ'IB?)OB&TGJ'IL, OT UMEHH KOTOPOT'o 6leCT 3aITyCKaTbCs CKPUIIT, JTOJIKECH O6J'[a)13TB MUHHMMAaJIbHBEIMH T100aILHBIMU

npaBamu Mncnexmop B cucteme Indeed AM.

Kak pabGotaet ckpurt

Ckpunr ¢popmupyet Tabmuity popmara CSV co claeayonMu CTOI0aMHI:

o <UserName>,
o <true>,

o <false>,

e truelfalse — 3TO CTONOIBI C COOTBETCTBYIOIUM HA3BaHHEM JIMIICH3HH.

Maccus HHHGHSHP'I, HAJINYIUC KOTOPBIX MPOBEPSCTCA y IMOJIB30BATCIISL, — 9TO CIIMCOK BCEX 3aPETUCTPUPOBAHHBIX

JIALEH3UI.

Pabora ckpHIITa COCTOUT U3 HECKOIBKUX ATATIOB!

1. ®opMupyeTCcsl MACCHB 3arpyKEHHBIX B CHCTEMY JIMLIEH3MH ¢ moMombio MeTona /license/getAllLicenses.
2. C nomousio MeTona /api/v6/policy/get 3anpammBaercs nHGOPMALHUs O MOITUTHKE.
3. 13 cBoiicTBa 001acTH AeCTBUS 3arpalBaeTcs: HHPOPMAIUs 110 HACTPOSHHBIM 00BEKTaM C TOMOIIBIO METO/IA
/api/v6/userCatalog/getObjects.
4. VI3 nomy4eHHbIX 00bEKTOB 3alpaIluBarOTCs TOIb30BaTEINN:
e C nomomipio komaniera PowersShell Get-ADGroup B dyukiuu getUsersCN daiina
Base/AdditionalFunctions/GetUsers.ps1 nns rpynmsl Active Directory.
e C nomomipsio komaniera PowersShell Get-ADUser B dynkiun getUsersOU daiina
Base/Additional Functions/GetUsers.ps1 nns noapasaenenus Active Directory.
5. C momomeio metona license/getCatalogObjectlicenses 3ampalmmBacTCs HATMINE JTULCH3HN

IIOJIB30BaTECIIA U COIIOCTABIISICTCS C O6I.L[I/IM MaCCHBOM JIUIICH3UH.
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https://git.indeed-id.com/am-support-team/am-api/-/tree/get-licenses-by-policy/
https://git.indeed-id.com/am-support-team/am-api/-/blob/get-licenses-by-type/Base/AdditionalFunctions/GetUsers.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/get-licenses-by-type/Base/AdditionalFunctions/GetUsers.ps1

6. C momompto ¢pynkimu addDataToCSV daiina Base/Additional Functions/CsvReport.ps1 cobupaercs: Tabnuia B

thopmare CSV.

Hacrporika

Jis pa®oThI ckpurita He0OxonuMo ckoH(purypupoBarh (aiin Config.psl, KOTOPBIA HAXOUTCS B KOPHE TIAITKH CO

CKPUIITOM.
B caiine:

¢ $serverUrl — URL cepsepa Indeed AM. OOsi3aTenbHblii mapamerp.
¢ $logsOnFile — BKJIIOYEHHE\OTKIIIOYEHHE JOrupoBanus B aiin. O6s3arensHbIi napametp. ITo ymonyanuio

BKJIFOUCHO.

¢ $logsOnConsole — BKIIOUYEHHE\OTKIIIOYEHHE JIOTUPOBAHUA B KOHCONb. O0s3aTenbHbli mapamerp. 1o

YMOJIYaHUIO OTKJIFOYCHO.

e $apiVersion — Bepcus API, ncronssyemas B ckpunre. O0sa3aTenbHBIN NapamMeTp. 3HaYEHHE 110 YMOTYaHHIO:

V3.

e $policyIlds — wuaeHTU(UKATOPHI IONUTHUK, U3 O0IACTH AEHCTBHS KOTOPHIX 3alPANIMBAIOTCS M10JIb30BATEIH.
e $csvPathToReport — myTs 10 CSV-(aiina oruera. 1o ymonuanuio daiin co3naercs B nanke CKpuUnra o myTH

Reports\Statistics.

[Tpumep paboThI

1. Jlost 3armycka cKkpunTa 3anycture Gaiin main.psi.
2. B nporecce paGOTHI CKPHIITA 110 MyTH U3 NIepeMeHHOR $csvPathToReport Oyner cosnan daiin popmara CSV.

B 26.10.2022_15.45.c5v X

Name;NPS RADIUS
Admin-Indeed;tr
1 TestScript .

Windows Logon;Enterprise SS0;SAML Identity Provider;ADFS Extension;Authentication API;

1_TestScript 17;t


https://git.indeed-id.com/am-support-team/am-api/-/blob/get-licenses-by-type/Base/AdditionalFunctions/CsvReport.ps1
https://git.indeed-id.com/am-support-team/am-api/-/tree/get-licenses-by-type/
https://git.indeed-id.com/am-support-team/am-api/-/tree/get-licenses-by-type/
https://git.indeed-id.com/am-support-team/am-api/-/blob/get-licenses-by-type/main.ps1

JIByx(akropHas ayreHTU(PUKaus B API

(D) WHOOPMALMA

CkpunT A5 BEITOTHEHHMS IBYX(haKTOpHOU ayTeHTH(puKanuu dyepe3 AP BBl MOXKeTe CKadaTh IO STOU CCBUIKE.

Kak pabGotaet ckpurt

Ckpunr BbinojiHAeT ayreHTuukanuto yepes cranaaprioe API Core Server. B kauectse nposaiinepos

ayTeHTH()UKALK MOJIEPKUBAIOTCS MIPOBaiiiephl ¢ 0HOpa30BbIM Napoiem, Passcode, Windows Password.

YT0OBI BEIMONHUTE ayTeHTH(GMKanuio yepe3 API, BeImomHHTE Crieyromee:

1. BeisoBuTe MeTon /api/v6/templateSession/openVerifySession. Ilpu ycremHoM BEITONIHEHHH METOAA

BEPHETCS HACHTU(PHUKATOP CECCHU — MepeMeHHas $SessionId B cKpuITe.

() NPIMEYAHME

B kauecTBe nmpuMmepa B CKpHUIITE HCIIONb3yeTcs (opMaT uMeHu PrincipalName.
2. Crietyromye mara OTIMYAIOTCS B 3aBHCHMOCTH OT HCITOIB3yEeMOT0 IpoBaiiiepa ayTeHTH(HHKAIIHH:

Eciu oqHOpa30BbIi KO H3BECTEH

Ecmu OI[HOpa3OBI>Iﬁ KOO U3BECTEH M €T0 HE HYKHO OTIIPABJIATH, TO ayTeHTI/Iq)I/IKaHI/IH BBITIOJIHACTCA 10 CICAYIOIMIEMY

anroput™y (byHkuus SimplelLogon B cKpumTe):

1. 3ampammBaeTcst BBOJ OTHOPA30BOTO KOJA.
2. IlonroroBka mabiaoHa ayTeHTH(GHUKAINN — BBI3BIBACTCSI METOX

/api/v6/templateSession/prepareTemplateData.

B xauectBe Data cTpokoii nepenaercsa oqHOpa3zoBblil koj (cTpoka Nel2 B ckpunre). Eciu noaroroska npouuia

YCIHEIIHO, TO CO3/IaeTCsl MA0IO0H, BBI3BIBAETCS METO/T /api/v6/templateSession/createTemplate.

3aBepIIaroIyil mar — 3T0 ayTeHTH(UKAIINS TI0JIB30BaTEIIs C TOMOIIBIO METO/Ia

/api/v6/logon/authenticate.

[1pwm ycmemrHoit ayTeHTH(HUKAINH BO3BpaIIaeTcst TokeH B opmare JSON.
Ecim oqnopa3oBbiii Ko He H3BECTEH
Ecnu ogHOpa30BbIil KO HE U3BECTEH, TO CHAUalla HY)KHO HHUIIMUPOBATh €0 OTIPABKY C MOMOIIBIO (ByHKIIUH

"LogonByOtp® B ckpunre.
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1. Beizosute MeTon /api/v6/templateSession/prepareTemplateData. [lepponadanbno B Ka4ecTBE

Data nepenaercs 3HaueHue Null.

HepBLIﬁ BbI3OB HeO6X0£[I/IM JJIA TOIO, YTOOBI CEPBEP BBIMOJIHUII OTIIPABKy OAHOPA30BOIro KoAa, HarmpuMep

ornpasky CMC. Tax:xe Ipu nepBoHa4aabHOM 3alIpoce 3HaueHue napamerpa EnoughData OyaeT conepxkars

false.
2. 3anpammBaeTcst BBOJl OJHOPA30BOTO KOJA.

3. [Toaroroeka maboHa aYTeHTI/I(i)I/IKaL[I/II/I — BBI3BIBACTCA MCTO

/api/v6/templateSession/prepareTemplateData.

B kauectBe Data crpokoii nepenaercs oqHOpa3zoBblil koj (cTpoka Nel2 B ckpuimre). 3ampoc BepHET OOBEKT, I/e
3Ha4YeHne napamerpa EnoughData Oyaer comep:kats true. Ecan MoAroToBKa IMpoIla yCIEHO, TO CO3aeTCs

walIioH, BBI3BIBAETCSA METON /api/v6/templateSession/createTemplate.

3aBepIuaroIyii mar — 3T0 ayTeHTH(UKAIINS TI0JIB30BATEIIs C TOMOIIBIO METO/Ia

/api/v6/logon/authenticate. Ilpu ycnemmnoii ayrenTuduxanum Bo3ppaiaercs TokeH B popmare JSON.

[IpenBaputenbHbIe TPEOOBAHUS

¢ pabortocrnocoOHsIii cepBep Indeed AM,

e panmune aunensun Authentication API.

Hacrporika

Jiist paboThl cKpHITa HEOOXOAUMO CKOHPUTYpHpoBaTh (aiin Config.psl, KOTOPHIA HAXOJUTCS B KOPHE MATKH CO

CKPHIITOM.

$serverUrl — URL cepsepa Indeed AM. O6si3atenbublil mapamerp. $10gsOnFile — BKIIOUEHHE\OTKIIOUEHUE
noruposanus B aiin. O6s3arensubiil napametp. [lo ymondanuio BiinoueHo. $1ogsOnConsole —

BKJIFOYEHHE\OTKJIIOUCHUE JIOTUPOBaHUs B KOHCOJIb. OO0s3aTenbHBIH rnapameTp. Ilo YMOJIYaHUIO OTKIIFOYECHO.

$apiVersion — Bepcusa API, ucnonszyemas B ckpunte. O0s3aTenpHbli napaMeTp. 3HaueHHE 110 YMOTYaHUI0 — V6.

B ocHoBHOM (haiine main.ps BBIOIHUTE CIEAYIOLIEE:

1. B mapamerpe $ProviderGuid yxaxure GUID npoBaiinepa ayreHTH(OUKAIMH, KOTOPBIHA OyIET HCTIONIB30BaTHCS

B CKpHIITEC.

B kxadecTBe mprMepa B CKpUITE HCHONIB3yeTesl uacHTH(uKaTop nposaiaepa Indeed AM SMS OTP Provider —
{EBB6F3FA-A400-45F4-853A-D517D89AC2A3}.

2. B mapamerpe $UserName ykaxuTe uMms mons3zoBarens B popmare UPN.
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https://git.indeed-id.com/am-support-team/am-api/-/blob/2fa-authentication-in-api/main.ps1

[Tpumep paboThI

EX Appannnctpatop: Windows PowerShell - O d
S C:\Inde rshell> .\main.psl

alidProperti
MEVmY'T. i mESLTQ



YnaneHue nojb30Bareiie U3 MOJIUTUKHU

(D WHOOPMALHUS

Ckpunrt aisi cOopa CTaTUCTUKH BBl MOKETE CKauaTh 0 9TOW CCBUIKE.

[IpenBapuTenbHbIe TPEOOBAHUS

e Pabortocnoco6usrii cepsep Indeed AM.

o Hannuwne mmensun Authentication APIL.

Kak pabGotaet ckpurt

CKpHIT ynanseT MoJIb30BaTels 3 yKa3aHHOH MOJNTHKH, UCTIoNb3ys crannapTaoe API Indeed AM Core.

hod
Hacrpoiika
Hactpoiiku no
[Tapamerp 3a 4TO OTBEYAET TpeboBanue
YMOJTYaHHIO
O0bs3aTenbHbIN
$serverUrl Conepxut URL cepsepa Indeed AM OTtcyTCcTBYIOT
napameTp
) BxitroueHue\oTKIIIOUEHHE JIOTHPOBaHUS B OOs3aTeIbHBIN [To ymonmuanuto
$logsOnFile _
(haiin napameTp BKJIFOUEHO
Bxrouenne\otkmoueHne norupoBanust B OOs3aTeIbHBIN ITo ymomganuto
$logsOnConsole
KOHCOJIb rnapamerp OTKJIFOYEHO
. . O0s13aTeTbHbIH 3HaueHUE N0 YMOITIAHHIO
$apiVersion Bepcus API, ucnonb3yemas B ckpunte
rapameTrp — Vb6

[Tpumep paboThI

1. 3ammycture ckpunt main.psi.

2. Beeaure nms monb3osaters B popmare UPN. ChopmupyeTcst CIICOK HOMEPOB BCEX MOJIHUTHK, B KOTOPHIC BXOAUT

ITI0JIB30BATCIIb.

3. Beenute HOMECpaA NMOJIUTHUK, U3 KOTOPLIX Bbl XOTUTC YAAJIUTH MTOJIB30BATEIIA, YEPE3 3aAIIATYIO (I/I.]'[I/I YKaXXUTC TOJIBKO

OJIHY TIOJTUTHKY ).
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https://git.indeed-id.com/am-support-team/am-api/-/tree/remove-user-from-policy/

[Ipumep

Enter UPN: Admin-Indeed@indeed.local

User is in scope of the following policies:

0. Radius

1. Main

2. WL + ESSO

Choose policies to remove user from (e.g. 0,1,2): 0,2
User successfully removed from Radius

User successfully removed from WL + ESSO
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[lommy4yenue criMcka nojib30Baresieu us3
MTOJIMTUKHU

(D) HMHOOPMALWS

CKpI/Il'[T JUTA TIOJTYYCHUS CIIUCKa MOJIb30BaTeNIel 3 MoIuTHKHN Indeed BEI MOXKeTEe cKadaTh O STOW CCBLIKE.

[IpenBapurenbHbIE TPEOOBAHUS

e YcraHoBneHHbIH Moayib Active Directory amst PowerShell B Windows Server.
e PabotocnocoOubIit cepep Indeed AM.

o [lomp3oBaTenb, OT IMEHU KOTOPOTO OY/IET 3aIyCKaThCsl CKPUIIT, JOJKEH 00J1a/1aTh MUHUMAJIbHBIMU ITI00aTbHBIMH

npaBaMu Mucnexkmop.

Kak pabGotaet ckpurt

CKpHIT BBITPYKACT CITUCOK ITOJIB30BATENeH U3 yKa3aHHOH nmonmutuky B hopmare CSV. Beirpykatorces arpn0yTs

nione3oBarenst UserPrincipalName v displayName.

1. Cxpunt nepeOupaeT uASHTU(PUKATOPHI MOJUTUK U3 MacCHBa KOH(GUTyparmoHHOro ¢aitna Config.psi.

2. C momomkio MeTona /api/v6/policy/get 3anpammbaercs nHGOPMALUs O MOIUTHKE.

3. 13 cBoiicTBa 001acTH AeicTBUS 3arpaiBaeTcsi HH(POPMALUs 110 HACTPOSHHBIM 00BEKTaM C ITIOMOILbIO METO/AA
/api/v6/userCatalog/getObjects.

4. VI3 nony4eHHbIX 00BEKTOB 3apalliuBaOTCs I0JIb30BaTeIN:

e C momomipro KoManuieTa Get-ADGroup B byHKIIH getUsersCN (haiina

Base/AdditionalFunctions/GetUsers.ps1 nnst rpynnsl Active Directory.

e C nomomiplo koMaHIeTa Get-ADUser B QyHKIMU getUsersOU daiina

Base/AdditionalFunctions/GetUsers.ps 1 nns noppazaenenus Active Directory.

e C nomompio komManuIeTa Get-ADUser B QyHkiuu getADUser (Qaiina

Base/AdditionalFunctions/GetUsers.ps1 mnst mons3oBarens Active Directory.

5. C nomomeio pyskuuu addDataForUserInPolicyReportCsv daiina Scenarios/Reports/CsvReport.psl

cobupaercs Tabnuma B hopmare CSV.

Hacrporika

1. B daiine Config.psl B nepemenHoil $serverUrl yxaxure agpec Indeed AM cepsepa B opmarte
https://indeedam.indeed.local/.

2. B nepemennoit $1ogServerUrl yxaxure anapec Log Server B popmare

https://indeedam.indeed.local/.
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https://git.indeed-id.com/am-support-team/am-api/-/tree/users-in-policy
https://git.indeed-id.com/am-support-team/am-api/-/blob/users-in-policy/Config.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/users-in-policy/Base/AdditionalFunctions/GetUsers.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/users-in-policy/Base/AdditionalFunctions/GetUsers.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/users-in-policy/Base/AdditionalFunctions/GetUsers.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/users-in-policy/Scenarios/Reports/CsvReports.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/users-in-policy/Config.ps1

3. B nepemenHoit $policyIds ykaxkure uaeHTH(HUKATOP LeaeBoi NOMUTUKH B hopmate @('2fc7eeec-5adf-4a50-
bad3-ba04585¢76c¢d'). MoxHO yka3aTh HECKOJBKO uepes 3arsityto (@('2fc7eeec-5adf-4a50-bad3-
ba04585¢76¢d’,'7436daa7-abf7-437b-991f-0e89cc9f1b9b’).

© COBET

Br1 MokeTe HaWTH HACHTUDHUKATOP NoAUTUKK B Management Console. OTKpoiiTe HyKHYIO TOJUTHKY,

UJIEHTU(DUKATOP COAEPIKUTCA B aAPECHOM CTpoKe Opay3epa B epeMeHHoi policyld.

daiin ¢ BRITPYKEHHBIMHU TOJIH30BATEISIMU COXpaHsieTcst B karanore $ScriptDirectory\Reports\UserInPolicyReport. Eciu

BBl XOTUTE COXPAHUTh (aiil B IpyroM MECTeE, YKaKHTe IIyTh B IiepeMeHHOl $pathReportUserInPolicyReport B

¢aitne Config.psi.

UroO0bI 3allyCTUTh CKPUNT, BeIIOTHUTE (aidn Start.ps] ¢ nomouibio PowerShell.
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https://git.indeed-id.com/am-support-team/am-api/-/blob/users-in-policy/Config.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/users-in-policy/Start.ps1

Murpanus ¢ Indeed AM 8.2.x Ha Indeed AM
9.X

.= Murpanus 06a3sl JaHHbix Log Server ¢ Microsoft SQL Ha
== PostgreSQL

YTunura ans nepeHoca JaHHBIX koMnoHneHTa Log Server

Baymnmarus Passcode

Vrunura s Baauaaun Passcode
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Murparus 0a3el JaHHBIX Log Server ¢
Microsoft SQL Ha PostgreSQL

YT100BI MEPEHECTU JaHHBIC KOMIIOHEHTA LOg SCI‘VGI', BBITIOJTHUTE CIICAYIOIINE JIeUCTBUS:

1. OcranoBure paboty Log Server.

2. Co3paiiTe 3TalloOHHYI0 cxemy 0a3bl JaHHBIX B PostgreSQL.

3. [lepenecure maHHbIe ¢ TOMOIILIO YTUIUTHI pgLoader.

4. 3anaiiTe 3HaUEHHUE [TOCIIEIOBATEILHOCTH [IOCIIE IEPEHOCA JAHHBIX.

5. YcTaHoBuUTE U 3amycTUTE HOBYIO Bepcuto LogServer.

OcranoBka padotel Log Server

1. Otkpoiite Koncons ynpasnenus IS ¢ momorsio komOuHanuu kinasum Win+R u BBona inetmgr.
2. B pasznene [oakmrogenus Beroepute [1yms! mpritoKeHHUH.

3. Haxxmure Indeed.LS u BeiGepure OCTaHOBUTS.

() TNPUMEYAHHE

[Ipexe 4eM mpoaoKUTE, PEKOMEHAYETCs clienarh pesepBHble komuu C:linetpub\wwwroot\ls\clientApps.config n

C:\inetpub\wwwroot\ls\targetConfigs.

DranoHHasa cxema 0a3bl JaHHBIX

1. Iopkmountech k 6a3e naHHbIX PostgreSQL u cozmaiite mycTyro 0a3y TaHHBIX C HEOOXOIUMBIMH MTPaBaAMH

JIOCTYTIA.

2. Coznaiite cxeMy 0asbl TJaHHBIX C TOMOIIBIO ckpunita LogService 9.5.0 pg int_db.sql.

Murpanusi JaHHBIX

UrtoObl IEpeHeCTH JTaHHBIE, UCTIONB3YHTe pgloader — WHCTPYMEHT 3arpy3KH JaHHBIX Juis PostgreSQL.

1. 3arpy3ure pgloader ¢ nomompto Docker:
docker pull ghcr.io/<user>/pgloader:latest

2. [loaroToBbTe KOH(PUTYPALMOHHBIN (il ¢ paciupenueM migrate.pgloader co CleayOMNUM COAEPKUMBIM.
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v Ilpumep migrate.pgloader

load database

from mssql://user:password@localhost:1433/LogDB

into postgresql://user:password@localhost:5432/am_logs

excluding table names like

__MigrationHistory' in schema 'dbo

set mssql parameters textsize to '104857600'

alter schema 'dbo' rename to 'public'

with prefetch rows = 1000, include no drop, data only, quote identifiers

set work_mem to '16MB', maintenance_work_mem to '512 MB', timezone to 'UTC';

ITapametp

load database from ... into ...

excluding table names like

__MigrationHistory' in schema

"dbo’

set mssql parameters textsize to

alter schema 'dbo' rename to

'public’

prefetch rows

include no drop, data only

quote identifiers

Onucanue

Komanpa myist konupoBaHUS JaHHBIX U3 OHOW 0a3bI JAHHBIX

B JPYTYIO.

HapaMeTp HCKJIIOYAC€T KOIMMPOBAHUEC TaOJIUILIBI C

MUIr'pallusaMH.

VBenuueHne MakCUMaJIbHOU JUIMHBI TEPEHOCUMBIX CTPOK C

2048 10 MakKCUMaJIbHOIO 3HAYEHH.

[TepenmenoBanme cxemsl, Tak kak B Microsoft SQL cxema

o ymomnuanuto — dbo, a B PostgreSQL — public.

OrpaHHYeHHE KOJIMYECTBA CTPOK, KOTOPBIE BBITPYIKAIOTCS B
MaMsTh AJIS TOCIeAyIomel 00paboTKu.

3Ha4yeHue 1Mo yMOIYaHUIO 100000 .

KOHI/IpOBaHI/Ie TOJIBKO JJaHHBIX, 0e3 N3MEHEHHNS CXEMEI B

1eeBoy 0a3e MaHHbBIX.

Nwmena npeHTH(GUKATOPOB 3aKIIFOYAIOTCS B KABBIYKH (MMEHA

TaOJIUIL U CTOJIOIIOB).
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O0Obem orepaTuBHON MaMSITH, BBLICISIEMON ISt
work_mem BBITIOJIHEHUSI OTIepaIiiii COPTUPOBKHU U XCIIMPOBAHUS B

3ampocax.

O0beM maMsITH, BBIACISIEMOH IS OIIepaIiiii 00CITyKHBaHHU,
maintenance_work_mem TaKHUX KaK CO3JaHHe MHJEKCOB, KIOHUPOBAHUE TAOIHII,

MUTpanus OOIbIINX 00HEMOB JAHHBIX.

®dopmar BpeMeHu. PekoMeH1yeTcst UCIIoIb30BaTh 3HAYCHHE

timezone to 'UTC'
no ymojayanuto — UTC.

3. 3amycTHTe MPOLECC KOMUPOBAHMUS C MOMOIIBIO YTHIUTHI pgloader nis Linux mim Windows.

Linux

1. Co3pnaiite karanor pgloader n nobassre B Hero (haitn docker-compose.yml co cneayommum

COIECPKUMBIM:

version: "3.8"

services:
pgloader:
container_name: pgloader_ container
image: ghcr.io/dimitri/pgloader:latest
entrypoint: "pgloader /etc/pgloader/migrate.pgloader"
network_mode: "host"
volumes:

- ./config:/etc/pgloader

2. Cospnaiite karanor pgloader/config u iepeHecuTe B Hero KOH(DUTYpartmoHHbIil (haiin migrate. pgloader.

v CtpykTrypa (aiinos

pgloader/
config/
migrate.pgloader

docker-compose.yml

3. U3 xaranora pgloader Beimonuute koManay docker-compose up.

376



Windows
Brinonnure komanny:

docker run --rm --network="host" -v "C:\pgloader:/data"
ghcr.io/dimitri/pgloader:latest pgloader /data/migrate.pgloader --dynamic-
space-size 2048

I'ne:

e "C:\pgloader:/data" — tom Docker, B KOTOPOM XpPaHUTCs KOH(PUTYPALIUOHHbIH (haiin

migrate.pgloader.
e /data/migrate.pgloader — Ha3BaHue KOH(uUTypanuoHHoro haiina migrate.pgloader.

e --dynamic-space-size 2048 — mapamerp, 3aJaI0IIMI MAKCUMAIBHBIA Pa3Mep OIEPATUBHON
namsiTé B Merabaiirax (M0). 3nauenue o ymomuanuto 1024. 3tot mapameTp paboTaet B KOMOMHAIIUY C
napamerpoM prefetch rows U IpyruMu mapamerpamu oOpaOOTKH IMakeToB. YTOOBI yTHIHTA
pglLoader ycnesajia O4MINATh MAMATh IPH IEPEHOCE JAHHBIX, HEOOXOUMO YMEHBIIUTh Pa3Mep HaKeTa

1 YBCIIMIUTH MaKCUMAaJIbHBIN JINMUT.

OOHOBJIEHHE TTOCIIENOBATEIILHOCTEN

INocne nepeHoca JaHHBIX HEOOXOIMMO 3aJaTh 3HAUYEHHUE TIOCIEN0BATEILHOCTH EventAttributeEntities Id seq.
Ora nociea0BaTeIbHOCTh OTBEYAET 3a 3all0JIHEHUE IEPBUYHOIO Kiltoua B Tabiuue EventAttributeEntities. Ilo

YMOJTYaHUIO 3HAYCHUEC MTOCICTOBATCIILHOCTH PaBHO 1 .
YeranoBuTEe MaKCMMaJIbHOE 3HAYE€HUE Ha OCHOBE TCKYIIHUX JaHHBIX, 4TOOBI M30€KaTh KOH(bJ’II/IKTOB. Bremonunte

crenyromui 3anpoc Update_seq.sql:

select setval(quote_ident('EventAttributeEntities_Id_seq'), (select max("Id") from
"EventAttributeEntities"));

Pesynbrar: QyHKIMS yCTAHOBUT M BBIBEIET TEKYIIEEe 3HAUCHHE, KOTOPOE JOJKHO OBITh OOIIbINE MM PABHO KOJHUYECTBY

3armcedt B Tabnuie EventAttributeEntities.

YcraHoBKa 1 3aryck HOBOM Bepcuu LogServer

1. ITocre ycrientHON MUTpanuy yCTAaHOBUTE aKTyallbHYIO Bepcuio Log Server.

2. B xondurypanuonnom daiine am/ls/targets/DbTargetSqlAM.config ykaxute HaCTPOMKH MOJIKIIIOUEHUs K Oa3e

nanubix PostgreSQL.

3. BrimonHuTe 3ammyck KoHTelHepa s ¢ momorbio koManasl docker-compose up.

377



4. Bemonaute POST-3ampoc Ha uTeHne JaHHBIX:

curl -X "POST' \

‘https://localhost/Ls/api/ReadlLogs " \
-H ‘'accept: text/plain’' \
-H 'Content-Type: application/json' \
-d '{
"applicationName": "ea",
"request": {

"filters": [

1,

"startFrom": 0,

"take": 1,

"sortBy": "Name",

"sortDesc": false

}
p

Pesynbrar: osyuen oreet ¢ kogoM 200 U epBoii 3aMMChbI0 U3 TaOIUIIBI JIOTOB.
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Bamumaimsa Passcode

[Mepen Havanmom mpouexypsl MUrpanun ¢ Access Manager 8.2.x Ha Access Manager 9.X peKOMEHIYETCsI BBIITOTHUTD
Banmaanuio Passcode, eciu B Bepcun Access Manager 8.2.x ucnonn3yercst Windows Logon nnn RDP Windows Logon.
[ponecc Banmaanun Passcode obecrieunBaeT KOPPEKTHOCTh U LEIOCTHOCTD JaHHBIX U TIO3BOJISIET U30€kKAaTh OMINOOK

peoOpa3oBaHus JaHHBIX U3 OMHApHOTO (hopMaTa.

UroOb! 00ecreunTh KOHCUCTEHTHOCTD JAHHBIX U FAPaHTUPOBATH yCIEUIHOE (PYHKIIMOHUPOBaHNE ayTeHTU(UKALIUH C
OMOIIIbIO MpoBaiifiepa Passcode B Access Manager 9.2, HCIonb3yiTe yTHIUTY

AccessManager. Tools. Passcode.Services. Console.exe.

Hacrporiku Ha ctopone Access Manager 9.2

[Mepen ucnonb3oBanuem yrwiutel AccessManager. Tools. Passcode.Services. Console.exe He00X0IMMO BBITIOTHHUTD

clieyroniee:

1. BelnosaHuTe YCTAaHOBKY M HACTPOMKY CEpBEpPHBIX KOMIIOHEHTOB Access Manager 9.2.

/\ BAXKHO

IMpu HacTpoiike kKomnoHeHTa Core Server, yKaXKUTe CTPOKY TOIKITIOUCHHMS K 0a3e JaHHBIX 0T Access

Manager 8.2.x.

2. Ins komrionenTa Core Server BKITIOUNTE JIOTHPOBAHUE C YPOBHEM Error .

3. Otkpoiite daiin am/core/app-settings.json u yOeaUTECh, YTO CIACAYIOUIMN TTApaMeTp 3aJJaH KOPPEKTHO:

"PlatformCompatibility": {

"Registry": {
"Source": "PlatformOrFile",
"File": "server-registry.json"

I'ne daiin server-registry.json — smynarop peectpa B Access Manager 9.2.
4. Buecute uzmenenus B haitn am/core/server-registry.json:

e LogPasscodeDeserializationError — BKJIIOYAET U BBIKJIIOYAET JOTMPOBAHHE OMIMOOUHBIX JIAHHBIX

(pickle) nns Passcode. BosmoxxHble 3HaueHus:: "1" u "@" .

e LogPasscodeEncryptionPublicKey — myOmu4HbIH K04 MH(PPOBAaHUs OIIMOOUYHBIX NaHHBIX (pickle)

st Passcode. He m3menstiite 3ToT mapamerp.
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e NativePasscodeValidationEnabled — BKJIIOYaeT U BBIKIIOYAET PEKUM BaJUIAlMA HATUBHBIX

nansbix (pickle) ans Passcode. Boamoxnble 3Hauenus: "1" u "Q".

e NativePasscodeValidationSecret — cekper, KOTOpbIi NepeaeTcs YTUINTON BaduIaliH.
Crenepupyiite ero B BHJIe CIy4ailHOro Habopa JIATHHCKUX OyKB u 1udp mmuHoi ot 1 10 30 cuMBoIoB 6e3
WCTIOJIb30BAHMS CIICIIUATBHBIX CUMBOJIOB. JTOT CEKPET HYKEH TSI TOTIOIHUTEIBHOM 3aIUThI PeKuMa

Banmmaruu Passcode.

e NativePasscodeValidationCoreApiUrl — URL-aapec komnonenta Core Server Bepcuu Access

Manager 8.2.x.
¥ Ilpumep
{
"KeyName": "HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Indeed-Id\\BSPs\\Passcode",
"ValueName": "LogPasscodeDeserializationError",

"StringValue": "1"
¥

"KeyName": "HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Indeed-Id\\BSPs\\Passcode",
"ValueName": "LogPasscodeEncryptionPublicKey",

"StringValue": "<RSAKeyValue>
<Modulus>ySDCRwBj5NbWGtZ8YgNbWzjTZFFBOUeSXAKHz2qwk4Q/1JJI5FYB622s5MAZH5BI7 s+npm272
</Modulus><Exponent>AQAB</Exponent></RSAKeyValue>"

¥

{
"KeyName": "HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Indeed-Id\\BSPs\\Passcode",
"ValueName": "NativePasscodeValidationEnabled",
"StringValue": "1"

¥

{
"KeyName": "HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Indeed-Id\\BSPs\\Passcode",
"ValueName": "NativePasscodeValidationSecret",
"StringValue": "somesecretindid"

¥

{
"KeyName": "HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Indeed-Id\\BSPs\\Passcode",
"ValueName": "NativePasscodeValidationCoreApiUrl",
"StringValue": "http(s)://app8.ind.my/am/core"

}
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3amyck yTuinThl Banuanuu Passcode

Uto0bI BIOIHUTH Banuaanuto Passcode, HeoOxoaumo Ha cropone Access Manager 8.2.X OTKPBITh TEPMUHA U
3allyCTUTh YTWINTY Banmunanu AccessManager. Tools. Passcode.Services. Console.exe co cnenyronMMy KOMaHIaMU 1

rapamMeTpamH.

Ilar 1. export-users — omnpezeseT CIUCOK M10J1b30BaTelNel, A1 KOTOphIX TpebyeTcs Banuaanus Passcode.
Hlar 2. validate-users-passcode — IpOU3BOIUT Banuaanuio Passcode Ha ocHOBaHMHM CITHCKA MOJIb30BaTENEl.

['moGarnbHbIe mapaMeTpsl

B cnenyromeil Tabnule npuBeieHbl Mo0aIbHbIE HAPAMETPBI, KOTOPbIE MOXKHO 331aTh IPH BBIOIHEHUH KOMAH]
export-users u validate-users-passcode. Y nonab30BaTels JOIKHO OBITH JOCTATOYHO NIPAB UL H3MEHEHHs

HE0OXOMMBIX (paiisioB.

O0s13aTebHBIN TTapaMeTp.
e --server-url

URL-agpec Core Server Bepcuu Access Manager 9.2.

e --url
[pumep: http(s)://access-manager-server-url/am/core.
* --client-certificate OrTreyaTok KIMEHTCKOTO CepTHHHKATA.
e --certificate Ecnm mapamerp He 3a7aH, NCTIOIB3YETCsI BCTPOSHHBINA CEPTH(HKAT.
e --cert [pumep: "client-certificate-thumbprint”.

* --client-certificate-
location Pacnionoyxenne XpaHWINIIA KIMEHTCKUX CEPTUPUKATOB. 3HaYEHUE IO

e --certificate-location ymon4aHuio: CurrentUser.

e --cert-location

YpoBEHb JTOTMPOBAHHUS.
e --log-level
BosmoxHble 3Hauenus: Trace, Debug, Info (1o ymonuanuio), Warn,

o --1
°g Error, Fatal, Off.

DKCIOPT MOJIb30BaTENEM

UToOBI BBITOTHUTE 3KCIOPT MONb30BaTENCH, /U1 KOTOPHIX HEOOXOIUMO BBIIIOJTHUTH BAJUIAIHIO, 3aIlyCTUTE YTHIUTY
AccessManager. Tools. Passcode.Services. Console.exe ¢ koMaHJioli export-users U HEOOXOIUMbBIMH ITapaAMETPAMH.

Bce napamerpsl npuBeeHbI B ciieayoeil Tabauue. Takke MOXKHO 100aBUTH JH0ObIe I100aIbHbIe HapaMeTphl.

() DPUMEYAHME

Crucok nojb30BaTeneit Q)opMpreTc;I Ha OCHOBC NPUBA3AHHBIX K HUM JIMIEH3UM 11 YKa3aHHBIX HpI/IJIO)KeHI/Iﬁ

(mapameTp --application umu --app). MOXHO yka3aTb HECKOIBKO NPHUIIOKEHHIA.
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[prvep KoMaHIBI IJTs1 SKCTIOPTA TOB30BaTeNeH

AccessManager.Tools.Passcode.Services.Console.exe export-users --out

c:\path\to\file.txt --overwrite true --app "Windows Logon" --u domain\\globaladmin -
-limit 10000 --url http://<AM_CORE_URL>/am/core --log Trace

[Tapamerpsl /1t KOMaHIBI export-users

--allow-

overwrite-output

--allow-

overwrite

--overwrite

--application

--app

--user

--limit

Bamnamus Passcode

O0s13aTenbHBIN TTapaMeTp.
Wwms daiina, B KoTOpBIH OyaeT 3amucaH pesyibTar 3KCIopTa.
MOXHO yKa3aTh MMOJHBIN IMyTh (haiisia, OTHOCUTENBHBIN Iy Th (aiiia uiau nums Qaiia.

Wwms ¢aiina MOXKHO yKa3aTh 0e3 pacIIupeHusI.

[To3BossieT mepe3anuceiBaTh Qaiii. 3Ha4YeHHE 10 yMOI4aHuio false.

O0s13aTeNBHBIN TTapaMeTp.
ITpunoxxeHue, Ha OCHOBE KOTOPOTO OCYILIECTBIISICTCS BBIIPY3Ka.

Mo:kHO yKa3aTh HECKOJIBKO MIPUIIOKEHUH, HanpuMep --app "Windows Logon"

--app "Enterprise SSO".

Jlorun riobanbpHOTO agMuHECTparopa Access Manager, KOTOPBIH OCYILECTBISIET
BBITPY3KY.

Ecmu norun He ykasaH, To B cpeae Windows OyneT nCronb30BaThCs
ayteHTUuKanus Windows (ecim HacTpoeHa). Eciu moruH ykasaH, To Oymer
3arpomied Windows-niapoiis.

JloruH MOJKHO yKa3bIBaTh B popMare PrincipalName (user@domain.local) nmu

SamCompatibleName (domain\user).

OFpaHI/I'-ICHI/IC KOJIMYECTBA BBII'PYKACMbBIX I10JIb30BaTEIICH.
HpI/IMeHHCTCH, €CJIM 3aJaHO 3HAUYCHUC OoJbIIe HYJIA.

3HadeHNe 10 YMOTYaHUIO @ (Oe3JTMMHUTHO).

Yr0o08I HauaTh Banmuaanuio Passcode Ha OCHOBE CIHCKa SKCIIOPTUPOBAHHBIX MTOI30BATEICH, 3aIlyCTUTE YTIIIUTY C

KoMaH/10i validate-users-passcode U 3ajaiiTe OAMH U3 CIELYIOMNX MapaMeTpoB. Takke MOXKHO 100aBUTH

Tr00BIe TII00AIbHBIE TapaMETPEL

[prvep komau b 1tst Baunanmu Passcode
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AccessManager.Tools.Passcode.Services.Console.exe validate-users-passcode --from
c:\path\to\export.txt --url http://<AM_CORE_URL>/am/core --log Trace

Iapamerpsr 1711 KoManBl validate-users-passcode

e --import- [IyTh, o KOTOpOMY HaxonuTcs (hailsl ¢ paHee IKCIOPTUPOBAHHBIMU
location MOJIb30BATEIISIMU.
e ——from Daiisn MOXKHO PEJaKTHPOBATh.

[Tocne 3amycka Baluaaluy 3anpalnBaeTcs 3HaYeHue napamerpa NativePasscodeValidationSecret, koTopoe Bbl 33111

panee B (aiiie server-registry.json Ha ctopone Access Manager 9.2.

[Tpu ycnemHo# Bamunanuu Passcode Ha cropoHe Access Manager 8.2.x B Log Server 3anuchiBatoTcsi COObITHS 00

ycneuHoi ayrentudukanuu o Passcode, a Ha ctopone Access Manager 9.2 3anucsiBaroTcs oIMOKH BXOAA.

Co6op moroB

Ha cropone Access Manager 9.2 pesyibrar BaIWAaUN XpaHuTces B Gaiise NativePasscodeValidator. <guid>.txt,
KOTOpBII HaxoauTcs B Jiorax komrioHeHta Core Server. [Tpu Hanmuum ommoOok B Qaitne NativePasscodeValidator.

<guid>.txt oOpaTuTech B CIIyKOy TEXHHUYECKOH mojiepku support@indeed-id.com.

v IIpumep ommoKu

2025-02-26 16:18:46.7999 | OHNAMOVAJ2LCI :00000002 || ERROR | ,4e68816e-e33b-4281-
8719-4c0Ob774b4c53,ActiveDirectory _d5d11flb-a87f-4ca@-babl-4c3bcf5743b0, unknown
type: System.Byte[],error_pickle_parsing,Error message: Pickle can't be parsed:
unmatched: range No(0, 44), @9, 1!=3, hr -2147024883,...
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¥ Ilpumep Banuaanuu 6e3 oIIMOOK

2025-02-28 09:50:28.5360 | @HNANOJULLERO: 00000002 |0 | ERROR|,188fef22-eb79-4105-
a2el-4fb9b3c19471,a406f 186dc38a-403f-4054-9aca-
731f3216d6f0,string passcode, skipped,,

2025-02-28 09:50:28.9423 | @HNANOJULLERO: 00000002 |0 | ERROR|,188fef22-eb79-4105-
a2el-4fb9b3c19471,a406f 186dc38a-403f-4054-9aca-

731f3216d6f0,bin_shal passcode,success, (null), (null)

2025-02-28 09:50:28.9423 | 0HNANOJULLERO: 00000002 || ERROR | ,188fef22-eb79-4105-
a2el-4fb9b3c19471,a406f_186dc38a-403f-4054-9aca-
731f3216d6f0,string_passcode, skipped,,

2025-02-28 09:50:29.2444 | 0HNANOJULLERO: 00000002 |9 | ERROR|,188fef22-eb79-4105-
a2el-4fb9b3c19471,a406f 186dc38a-403f-4054-9aca-
731f3216d6f0,bin_passcode,success, (null), (null)

2025-02-28 09:50:29.8941|0HNANOJULLERT:00000002 |0 | ERROR|,188fef22-eb79-4105-
a2el-4fb9b3c19471,a406f f688dd25-349f-42c5-afd5-
9f2e50b15f0f,bin_passcode,success, (null), (null)
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-

Perrenue mpoonem

g (COOp mporpaMMHBIX JIOTOB

Jloru ADFS Extension, RDP Windows Logon 1 Windows Logon

# (COop JIOrOB CEPBEPHBIX KOMIIOHEHTOB

Jloru Core Server, Log Server, Key Server, Management Console, User Console u IDP

®  baza 3Hanuii

[ce}

Yacto 3agaBacMbIe BOIPOCHI U UX PCHICHUS

2 TexHudeckas MOJJICPIKKa

Kak co3nare oOpaiieHne B mOIIEPKKY
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COop nporpaMMHBIX JIOTOB

[Mpunoxenne Indeed AM GetLog npenHa3HadeHo IS TOKAIBFHOTO M YIAICHHOTO cO0pa IIPOTrpaMMHBIX JIOTOB

CJICAYIONIUX KOMIIOHCHTOB!

¢ RDP Windows Logon,
¢ Windows Logon,

e ADFS Extension.

[ToxknroueHne K KOMITBIOTEPY

YTtoObI TIOAKIFOYHUTLCS K KOMIIBIOTEPY, JIOTH KOTOPOT'O HY?KHO IMOJYYNUTh:

1. 3ammycture yrunuty GetLog or mMeHH JIOKalmbpHOTO aJiIMUHUCTpaTopa. Daiin 3amycka pacnonoxeH B Indeed AM

<nomep sepcuu>\logging\IndeedAM.GetLog.exe.

2. B mone Computer BBenute ums uin [P-aapec ynaneHHOro kommnbiorepa. YToObl MOAKIIOYUTHCS K JTOKAIBHOMY

KOMIIBIOTEpY, BBeTUTE localhost wmm 127.0.0.1.

3. Haxxmure Connect. Ilocie ycTaHOBKM COEMHEHUSI CTAaHYT JOCTYITHBI:

e KHOIKA BKIItoYeHHs/oTKiroueHus toroB Enable Log/Disable Log;
e kHomka nonydenus noroB Get Log;
* KHOIIKA Mepexo/a K JOMOIHUTEIbHbIM HacTpolikam Advanced Settings;

e KHOIIKA OTKJIIOUeHUs Disconnect.

O  MOACKA3KA

YrtoObI MOAKIIOYATHCS K YIAICHHOMY KOMIBIOTEPY 1o yrpasieHrneM Windows 7 U BbIIe, YOSIUTECh B TOM, YTO
Ha yJaJIcHHOM KOMIIBIOTEpE 3allylleHa 1 He 3a0JI0KupoBaHa ciry:x0a MHcTpymeHnTapuil ynpasinenus Windows

(WMI) (Windows Management Instrumentation).

OcCHOBHEIE NENCTBUS

Pa6ora ¢ yruauroi

YT0OBI BKIIOYUTE UIH OTKIIOYNTE JIOTUPOBAHUE U MTOJIYYHUTH JIOT'U:

1. IToxxIriounTeCh K KOMITBIOTEPY.
2. Jlnst BurroueHwust 3anvcy JioroB Haxxmute Enable Log.

3. Ecnu c60op j1010B TpeOyeTcs A71sl BBISBICHHU IPUYKUH NPOOJIEMHOM CUTYalluH, BBIMOTHUTE ACHCTBUS TS

BOCIIPOU3BEACHUS MPOOIEMBI.

4. Jlns oTkuioueHns 3amucu joros Haxkmute Disable Log.
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5. lns nomydenus jgoroB Haxxmute Get Log....
6. Ykaxure Karaynor i coxpaneHust ZIP-apxusa u Haxxmute COXpaHUTb.

7. J171 OTKITIOUCHUS OT KOMIbIoTepa HaskmuTe Disconnect u 3akpoiTe IpHIIOKEHHE.

Pa6ora ¢ peectpom

B HEKOTOPLIX CITydasaX MOXET l'[OTpe6OBaTI>C${ BKJIFOYUTE/OTKITIOYUTH JIOTUPOBAHUEC BPYYHYIO. I[J'IFI OTOTO:

1. OTkpoiiTe peaakrop peecrpa.
2. lepeitnute B karanor HKEY LOCAL MACHINE\SOFTWARE\Indeed-ID\Logging.

3. 3anaiiTe 3HaYeHne napameTpa Enabled:

e 0, 9TOOBI OTKITFOYHUTH JIOTUPOBAHUE;

e 1, 9TOOBI BKIFOUUTH JIOTUPOBAHHE.

(D) DPHMEYAHME

[To ymom4anuto noru 3anuceiBaroTcs B karanor \WINDOWS\System32\LogFiles\Indeed-1d. [1ns noctyma x jjoram
YIAIEHHOTO KOMIIBEOTEPA TI0 YMOITYaHHIO UCIIONB3yeTcs ceTeBoi Katanor ADMINS\System32\LogFiles\Indeed-1d.

Karamor mis 3anmucu JIoroB MOXHO 3a1ath B pasaene Advanced Settings > Use alternative location.

Ecnu npu momneiTke COXpaHUTH JIOTH TOsBIsieTCst omuoKa The system cannot find the file specified, yoenurecs, 4To

nanka C:\Windows\System32\LogFiles\Indeed-ID cymectByet. Co3naiiTe anky Bpy4HYIO, €CIIH OHAa OTCYTCTBYET.

JIOTIOJTHUTENBHBIE HACTPOUKH

Hacrpoiiku B yruiaure

UrtoObl mepeiTH K TOMOTHUTENBHBIM HacTpoiikam, HaskmuTe Advanced Settings B maBHOM okHe Indeed AM

GetLog. B okHe Advanced Settings 1OCTYITHBI CIIIYFOIIIUE HACTPOUKH:

e Max. log size (bytes) — MakcuManbHBIN pa3mep B OaiiTax Bcex (ailyioB B Karajore. 3HAYSHHUE MO YMOITYAHUIO
— 1T'b. Ilpu gocTHXKeHUN YKa3aHHOTO 3Ha4Y€HHs U3 Karajora OyayT yaajeHbl Bce (aiisbl, JaTa M3MEHEHHS

KOTOPBIX CcTapiie 3HaueHus noist Max.log file age.

e Max. log file age (s) — Bo3pacr ¢aiina nora B cekynaax. Ecnu pa3mep JIOTOB B Karajore MpeBbICHIT 3HAYCHHE

Max. log size, To U3 Karajora OyayT yAajeHbl Bce (aiiiibl, 1aTa M3MEHEHHs KOTOPBIX CTapIle 3HAYEHUS STOT0

I10JI4.

o Cleaner interval (s) — “HTEpBaJ MPOBEPKH pazMepa KaTraiora ¢ JIorTaMu B CEeKyHIaX. 3HaueHHUE 110

ymouanuio — 1 gac (3600 cexynn).
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o Activity checking period (ms) — HHTepBaJI IPOBEPKU aKTUBHOCTH JIOTHPOBaHMs B MUIUTHCEKyHaax. [Ipexe
YeM Hayarh 3aruch JIOToB, kKoMnoHeHT Indeed AM mpoBepHT, BKIIFOYEHO 11 Ha pabodeil CTaHIUuH

norupoBanue. [1o ymomuanuio naTEepBaN mpoBepku cocrasisier | munayty (60 000 MuyuHCceKkyHT).

e Enable log cycling — pexxum HUKIMUYECKOH 3amucu Joros. Eciu onuus BKIIOYEHA, TO JIOTH KaXKA0TO

rporecca Oy/IyT 3alHMChIBaThCsl COTIACHO 3aJaHHBIM HACTPOMKAM 110 KOJIMUeCTBY (DalijIoB U pa3zMepy.

o Max. size of a log file (bytes) — MakcuMabHBIN pa3Mep jora B 0aiiTax. 3HaYEHUE M0 YMOTIAHHIO —
10MO6 (1000000 6Gaiit). [Tpu gocTHKEHUH 33JaHHOTO pa3Mepa coaep)umoe (haina rnepe3arnuieTcs
HOBBIMH JIAHHBIMHU.

o Max. number of saved log files — MakcuManbHOE KOMUYECTBO COXPAHIEMBIX JIOTOB. 3HAYEHHUE I10
YMOTUaHUIO — 5, 6€3 yueTa TEeKyIIero 3anucsiBaeMoro ¢aiina. Eciu ycTaHOBICHHOE KOJTHYIECTBO

(hailyioB IIPEBBILLIEHO, CAaMbIi paHHUHN yJAIUTC, a 3alIUCh [IPOJIOJKUTCS BO BHOBb CO3/IaHHBIN (haiii.

e Use alternative location — anbpTepHaTHBHBIN KaTaJOT 3aIMCH JIOTOB. ECITN OMIus BHIKIIIOUEHA, JIOTH

3allMCbIBAIOTCA B KaTaJIOTU MO YMOJIYaHHIO:

o ADMINS\System32\LogFiles\Indeed-Id — ceTeBoii myTh;
o \WINDOWS\System32\LogFiles\Indeed-Id — noxanbHBIiA MyTh.

Hacrpoiiku B peectpe

UroObl IEpeiTH K TOTMOTHUTEIBHBIM HACTPOHKAM B PeecTpe, OTKPOITE pelakTop peecTpa U nepeianre B KaTaaor
HKEY LOCAL MACHINE\SOFTWARE\Indeed-1D\Logging. B peecTpe NOCTYITHBI CIEIYIOIIUE MApaMETPhI:

e (CyclelLogsFileCountMax — MaKkCHMMaJIbHOE KOJINYECTBO COXPAHAEMBIX JIOTOB. 3HAYEHUE M0 YMOITYaHHIO
— 5, 6e3 yueTa TeKylIero 3anucsiBaemMoro (aitia. Eciin ycTaHOBIEHHOE KOJIMYECTBO (PaifIoB IMPEBBILIEHO,

CaMblil paHHUH yIaIuTCA, a 3alUCh MIPOIOKUTCS BO BHOBb CO3/1aHHBIH (haiii.

e CyclelLogsFileSizeMaxBytes — MaKkcHMajbHbII pa3Mep jiora B OaiiTax. 3HaUEHHE 110 YMOJIYaHHIO —

10MO6 (1000000 6aiit). [Tpn JocTH)XEHUH 3aAaHHOTO pa3Mepa cofepkuMoe (aiina nepe3anuieTcsi HOBHIMH

JaHHBbIMH.

* EnabledRecheckPeriodMs — HMHTEpBaJl NPOBEPKH AKTUBHOCTH JIOTMPOBaHUsA B MUIIIACEKyHaax. [Ipexne
YeM Hauath 3aIich JIoToB, KoMroHeHT Indeed AM mpoBepHrT, BKIFOYEHO JIH Ha padoueH CTaHIINN

norupoBanue. [1o ymomuanuio uaTepBai nposepku cocrasisier | munyty (60 000 MuyuMcekyHI).

* MaxLogFileAge — BO3pact (atina nora B cekyHaax. Eciu pa3zmep JI0roB B KaTayiore NPeBhICKII 3HAUCHUE

MaXlOgSize , TO U3 KaTaJiora 6y,E[y'T YAQJICHBI BCE q)aﬁﬂbl, JAara U3BMCHCHUS KOTOPBIX CTApIIC 3HAYCHUS 3TOIO

napamerpa.

* MaxLogSize — MakcuMasbHbI pasmep B OaifiTax Bcex (aiiios B karajore. 3HaUEHHUE 110 YMOJIYAHUIO —

IT'. IIpu DOCTHKEHUN YKa3aHHOTO 3HAU€HHsI U3 KaTajora OyayT yaajeHbl Bce (aiiibl, 1aTa H3MEHEHHs

KOTOPBIX CTaplile 3Ha4eHus mapaMerpa MaxlogFileAge.
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* RootLogPath — anbTepHATUBHEIN KATAJIOr 3aIlUCH JIOT0B. Ec/in mapaMeTp OTKIIIOYEH, JIOTH 3alKMCBIBAIOTCS

B KaTaJIOTH MO YMOJTYaHUIO:

- *ADMIN$\System32\LogFiles\Indeed-Id* — ceTeBoOi NyTb;
- *\WINDOWS\System32\LogFiles\Indeed-Id* — nokanbHbIi NyTb.
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COO0p J10roB CEpPBEPHBIX KOMIIOHEHTOB

YpOBHHM JIOTUPOBAHUSA

B 3aBHCUMOCTH OT TOTO, HACKOJIBKO MOAPOOHYI0 HHPOPMAIIHIO 0 PadOTe KOMIOHEHTA HYKHO MOJIYYHTh, MOYKHO 33/1aTh
pasHble ypOBHHM JIOTHpOoBaHus. OHU ONPEACIISIIOT, HACKOIBKO BaYKHAS M TOAPOOHAs HHPOpMaIus Oy/leT 3anuchiBaTbCs B

J0T-(haliiIbl. DTO MO3BOISIET (PUIBTPOBATEH U AaHATM3UPOBATE JIOTH OoJee (P PEKTUBHO.

PexomeHyeTcs UCTIONB30BATh YPOBEHB JIOTUPOBaHus Trace, kKak Haubonee HHGOPMATHBHBIN.

¥ YPOBHH JIOTHPOBAHUS

T Haunbonee noapoOHeIil ypoBeHs. Jloru ¢ ypoBaeM Trace comepxkar BCro HHPOPMAIHIO O MpoIeccax
race
paboTHl KOMIIOHEHTA, BKJTIOYAs! IETAIH O BhI30BaX MeTomoB API.

[Tpu 5TOM ypOBHE JIOTHPOBAHUS 3AMICH COAEPKAT MOAPOOHOCTH O XOJE PAOOTHI KOMIIOHEHTA,
Debug  3HaunMmBble epeMEHHbIC U APYTHC JaHHBIC, KOTOPBIC MOTYT OBITh ITOJIC3HBIMHU NTPY 00HAPYKCHUU U

HCIIPABJICHUA OIINOOK.

[Tpu 5TOM ypOBHE JIOTHPOBAHUS 3AMHICHIBAIOTCS HH(POPMALTHOHHBIE COOOIICHUS, KOTOPBIE COOOIIAIOT
Info 0 HOPMAJIFHOM (DYHKIIMOHHPOBAHWH KOMITOHEHTa. OHHM MOTYT BKJIIOUATh TAKUE COOBITHS, KaK 3aITyCK

HJIN 3aBCPIICHUC ITPOLIECCOB, OTIIPABKaA MOYThI, pEAAKTHPOBAHUC HpO(i)I/IJ'I}I IMOJIB30BATECJIAL U ApYyTrUe.

.HOFI/IpOBaHI/Ie 9TOIr'0 YPOBHS HUCIIOJIB3YECTCA, 4TOOBI 3aIIUCHIBATH MpeaynpexKACHUS U YBEAOMIICHUSA O
Warn INOTCHIMAJIbHBIX OIMOKaX W BHEIITATHBIX CUTyallusIX. CoOBITHS HE SIBISIFOTCS KPpUTUYCCKUMH, HO

TpeOyIoT BHUMaHHUs. [Ipy 5TOM KOMIOHEHT MOXKET MPOIOJKATh PadoTy.

YpOBEHB JIOTHPOBAHMS, NCTIONB3YEMBIH JUTS 3aITUCH OMINOOK, MOBJICKIINX 32 CO00I HEKOPPEKTHYIO
Error paboTy KOMIIOHEHTa MY BOZHUKHOBEHHE Cepbe3HbIX MpobieM. Jloru ¢ ypoBueM Error yka3biBatoT

Ha HpO6J’IeMLI, KOTOPBIC TpC6YIOT BMCIIATCIILCTBA U UCITPABJICHU.

Hanmenee moapoOHBIi ypoBeHb orupoBanns. Eciau 3a1aH 3TOT ypoBeHb, OyIyT 3aITCHIBATHCS
TOJIBKO CaMble KPUTUUECKUE OLINOKH U IMPOOIEMbI, KOTOPBIE IPUBOIAT K HEMEJIEHHOMY

Fatal 3aBEPILICHUIO PAOOTHI KOMIIOHEHTA WM APYTHM Cephe3HbIM mocieacTBusM. Jloru ¢ ypoHem Fatal
0OBIYHO 03HAYAIOT CEPHE3HBIE COOM, KOTOPhIE TPEOYIOT HEMEUICHHOTO BMEIIIATEILCTBA U

HCIIPaBJICHUA.

Coop noroB Core Server

Bxkrouenue JIOTUpOBaHUsA
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1. OTkpoliTe ¢ mpaBamu agMUHKUCTparopa daitn am/core/nlog.config.

2. Jlns reroB logger B mapameTpe minlevel ycraHOBHUTE 3HaueHHE Trace, B IapamMeTpe enabled ycTaHoBuTe

true.
IIpumep

<rules>
<logger name="*" writeTo="defaultFile" minlevel="Warn" enabled="true">
<filters defaultAction="Log">
<when condition="equals('${logger}', 'metricTime')" action="Ignore" />
<when condition="equals('${logger}', 'metricInfo')" action="Ignore" />
</filters>
</logger>
<logger name="Microsoft.Hosting.Lifetime" writeTo="1lifetimeConsole"
final="false" />
<logger name="metricTime" writeTo="metricsTimeFile" minlevel="Trace"
enabled="false" />
<logger name="metricInfo" writeTo="metricsInfoFile" minlevel="Trace"
enabled="false" />

</rules>

3. Coxpanurte (hails 1 mepe3amyCcTuTe KOHTEHHEp C PUIIOKEHUEM.
Coop 5oros

1. Ouncrute cymectByoume joru cepsepa Indeed AM B nanke am/core/Logs/<mexywas_oama>.
2. Bocrpoussenute npoodiiemy.

3. CobepuTe apXHB C JIOTAMH U OTIIPABBTE B MOJIEPHKKY C MOJPOOHBIM OMHCAHUEM JICHCTBHUI MOJIH30BATENS U

YKa3aHWEM TOYHOT'O BPpEMCHU BOCITPONU3BECACHWA HpO6J'I€MI:I.

Co6op noroB Management Console

Bxrouenue JIOTUPOBAHUSA

1. OTkpotiTe ¢ mpaBamMu agMUHUCTparopa daitn am/mc/nlog.config.

2. Jlna tera logger B mapamerpe minlevel ycraHoBuTe 3HadeHHE Trace, B mapamerpe enabled ycranosute

true.

IIpumep
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<rules>

<logger name="*" writeTo="defaultFile" minlevel="Trace" enabled="true"/>

</rules>

3. Coxpanure (aidi1 1 nepe3anycTuTe KOHTEHHEP ¢ MPUI0KEHUEM.
Coop JsioroB

1. Ouncture cymectByrone joru Indeed AM Management Console B manke am/mc/Logs/<mexywas_oama>.
2. Bocripoussenute mnpoodiemy.

3. C06CpI/ITe ApXHUB C JIOraMH 1 OTIIPAaBbTE B IIOAACPIKKY C l'IOI[pO6HI:IM OIMCAaHUEM JICHCTBUH MOJIb30BATEIS U

yKa3aHHEM TOYHOT'O BPEMEHH BOCIPOU3BEICHHUS TPOOIEMBI.

Coop noros Log Server

Bxnrouenue gorupoBaHust

1. OtkpoiiTe ¢ npaBamu aAMUHKCTpaTopa daiin am/ls/app-settings.json.

2. {na tera NLog B mapamerpax minLevel u dbMinLevel ycranoBure 3HaueHue Trace. B

rmapameTrpe enabled ycraHoBure 3HaueHHE true.

IIpumep
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"NLog": {

"variables": {

"minLevel": "Trace",
"dbMinLevel": "Trace"
s
"rules": {

"20_Errors": {

"logger": "*",

"minLevel”: "Error",
"writeTo": "errorsFile",
"enabled": true
s
"47 Db": {
"logger": "Microsoft.EntityFrameworkCore*",

"minLevel": "${dbMinLevel}",
"writeTo": "dbFile",

"enabled": true

¥

"52 Full": {
"logger": "*",
"minLevel": "${minLevel}",
"writeTo": "fullFile",
"enabled": true

20_Errors — 3anuch omuO0K B (daiin errors.log;

47 Db — 3amuck COOBITHI, OTHOCAIIMXCA K 6a3e JaHHBIX (HAIpUMEpP COEMHEHHE), B COOTBETCTBUH C

YPOBHEM JIOTUPOBaHUs B IapaMeTpe "variables":"minLevel";

"variables":"minLevel".
3. Coxpanwurte (aiiin 1 epe3anyCcTuTe KOHTEHHEp C MPHIOKEHUEM.

COop soroB

52 Full — 3anuck BCeX COOLITHII B COOTBETCTBUM C YPOBHEM JIOTUPOBAHHUs B ApaMETPe

1. Ouncrure cymectBytotue jioru Indeed AM Log Server B nanke am/Is/Logs/<mexywas_oama>.

2. Bocriponssenute npoodnemy.

3. CobepuTe apXHB C JIOTAMH U OTIIPABBTE B MOJIEPHKKY C MOAPOOHBIM OMHCAHUEM JICHCTBUH MOJIH30BATENS U

YKa3aHUEM TOYHOI'O BpEMCHU BOCIIPOU3BEACHUS HpO6J’IeMI>I.
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Coop noroB Key Server

BxroueHne 10rupoBaHus

1. OTkpoiiTe ¢ npaBamu aIMUHKUCTpaTopa daiin am/indeed-key/nlog.config.

2. Jlna rera logger B mapamerpe minlevel ycraHoBuTe 3HaueHHE Trace, B IapaMeTpe enabled ycraHosute

true.
IIpumep

<rules>
<logger name="*" writeTo="defaultFile" minlevel="Trace" enabled="true">
<filters defaultAction="Log">
<when condition="equals('${logger}"', 'metricTime"')" action="Ignore" />
<when condition="equals('${logger}"', 'metricInfo')" action="Ignore" />
</filters>
</logger>
<logger name="Microsoft.Hosting.Lifetime" writeTo="1lifetimeConsole"
final="false" />
<logger name="metricTime" writeTo="metricsTimeFile" minlevel="Trace"
enabled="true" />
<logger name="metricInfo" writeTo="metricsInfoFile" minlevel="Trace"
enabled="true" />

</rules>

3. Coxpanure (aidi1 1 nepe3anycTuTe KOHTEHHEP ¢ MPUI0KEHUEM.
COop JsioroB

1. Ouncrure cymectByrone joru cepsepa Indeed Key B nanke am/indeed-key/Logs/<mexywas_oama>.
2. Bocriponssenute npodiemy.

3. COGCpI/ITe ApXHUB C JIOraMH 1 OTIIPAaBbTE B IIOAACPIKKY C HOZ[pO6HI:IM OIMCAaHUEM JICHCTBUH MOJIb30BATEIS U

YKa3aHUEM TOYHOI'O BpPEMEHU BOCIIPOU3BEACHUS HpO6.]'IeMI>I.

Coop noros User Console

Bxrouenue JIOTUpOBaHUA

1. OTkpoliTe ¢ paBamu agMUHHUCTparopa daiin am/uc/nlog.config.

2. Jlna tera logger B mapamerpe minlevel ycraHoBuTe 3HadeHHE Trace, B mapameTpe enabled ycranosute

true.
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IIpumep

<rules>
<logger name="*" writeTo="defaultFile" minlevel="Trace" enabled="true"/>

</rules>

3. Coxpanure (hail 1 mepe3amyCcTuTe KOHTEHHEp C IPUIIOKECHUEM.
Coop 5oros

1. Ouncrure cymecrtpyroume joru Indeed AM User Console B manike am/uc/Logs/<mexywas_oama>.
2. Bocriponssenute npodnemy.

3. CobepuTe apXHB C JIOTAMH U OTIIPABBTE B MOJIEPHKKY C MOJPOOHBIM OMHCAHUEM JICHCTBHUI MOJIH30BATENS U

YKa3aHWEM TOYHOT'O BPpEMCHHU BOCITPONU3BECACHUA HpO6J'ICMI:I.

Coop noros Identity Provider

Bxrouenue JIOTUPOBAHUSA

1. OTkpoliTe ¢ paBamu agMUHECTparopa daiin am/idp/nlog.config.

2. Jlna tera logger B mapamerpe minlevel ycraHoBuTE 3HadeHHE Trace, B apameTpe enabled ycranosute

true.
IIpumep

<rules>
<logger name="*" writeTo="defaultFile" minlevel="Trace" enabled="true" />

</rules>

3. Coxpanwure (hailsl v mepe3anyCcTuTe KOHTEHHED C IPUIIOKEHHEM.
COop storoB

1. Oumcrure cymectBytomue joru Indeed AM Identity Provider B manike am/idp/Logs/<mexywas_oama>.
2. Bocriponssenute npoodiemy.

3. C06€pI/IT€ apXuB C JIOraMH 1 OTIIPAaBbTC B IOAACPIKKY C l'IOI[p06HI)IM OIMCAHUEM JICHCTBUU MOJIb30BATEIS U

YKa3aHUEM TOYHOI'O BPEMEHU BOCIIPOU3BEACHUS HpO6J’I€MLI.

Co6op noroB SMS Proxy

Bxirouenue JIOTUPpOBaHUsA
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1. Otkpoiite ¢ npaBamu aAMUHHUCTpaTopa daiin am/sms-proxy/nlog.config.

2. Jlnsa tera logger B mapamerpe minlevel ycTraHOBHTE 3HadeHHE Trace, B IapameTpe enabled ycranosuTe

true.

IIpumep

<rules>
<logger name="*" writeTo="defaultFile" minlevel="Trace" enabled="true" />

</rules>

3. Coxpanure (aidi1 1 mepe3anycTuTe KOHTEHHEP ¢ MPUI0KEHUEM.
CoOop Jsioros

1. Ouncture cymectByronme jJoru SMS Proxy B manke am/sms-proxy/Logs/<mexywas_oama>.
2. Bocriponssenute npodnemy.

3. CO6CpI/ITe ApXHUB C JIOTaMH 1 OTIIPAaBbTE B IIOAACPIKKY C l'IOI[pO6HI:IM OIMCAaHUEM JICHCTBUH MOJIb30BATCIS U

yKa3aHHEM TOYHOTO BPEMEHH BOCIPOU3BEICHHUS POOIEMBI.
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baza 3snanum

B 6a3ze 3naHMi1 BB MOJKETE HAMTH OTBETHI HA YaCTO 3aaBa€MbIC BOIIPOCHI, TIO3BHAKOMUTHCA C IPUMEPAMU BHECAPCHUS

Access Manager ¢ Ou3Hec-IPHIOKSHUSIMU, OCTaBUTh 3aIIPOC HA TOPAOOTKY, OTIIPABUTH 3asIBKY B CITY:KOY MOIICPIKKH.
['maBwI 6a3bl 3HAHUI pa3lesieHbl 0 BepcHsiM poaykTa Access Manager:

e Access Manager 8§,
e Access Manager 7,

e Access Manager 6.

397


https://support.indeed-company.ru/Knowledgebase/List
https://support.indeed-company.ru/Knowledgebase/List/Index/56/indeed-access-manager-8
https://support.indeed-company.ru/Knowledgebase/List/Index/41/indeed-access-manager-7
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TexHuyeckas rnojepxka

Ecnu BBI HE HaAILIM OTBET HA Balll BOIIPOC B JOKYMCHTAIINU HUJIA Oaze 3HaHHﬁ, BbI MOXKCTC 06p3.TI/ITBC}I 3a IIOMOIIBIO B

CITy>KO0y MOIJIEPHKKH.

Ecnu BbI 0Opataetech B MOICPIKKY JUIS PEHICHUS TPOOIEMBL, IPEIOCTABETE KaK MOYKHO OOJIbIIE HH(POPMAIIHIH,

BKITFOUasi (paidiibl, CKPHHIIIOTHI, JJOTH. DTO MIOMOXKET PEIIUTh MPOOIeMy OllepaTHBHO.

Yto0bI OTIIPaBUTH 06pameHHe B IMMOAACPIKKY, BBIIIOJHUTE CICAYIOLICE:

1. OTkpoiiTe mopTad TEXHUYECKON MOAACPHKKHU.

2. BrenuTe Baill 35eKTPOHHBIN aipec U Mapoib U HaxMuTe Bxon.
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¥ Ecan Y BacC HET JJIOr'MHa U NMapoJas

Br1 Mmoxere 3apeTUCTPHUPOBATHCA Ha MOPTAJIC NOAACPIKKN CaMOCTOATCIIbHO WJIN OTIIPABUTL 3asABKY Ha

pETUCTpaIHIO.

UYToOBI 3aperuCTPHPOBATHCS CAMOCTOSTEIBHO:

1. Haxxmure 3aperucTpupoBarhesl.

Kak Mbl MOXeM BaM noMoYb?

MOUCK

Q 50

o | = &

Cyero Ha4aTb? 3aperucTpupoBaTbhCcA OTnpaeuTL 3aABKY [LokymeHTaums baza 3HaHu# Hosoctn YcTpaHeHue Henon...

(]

2. OTKpoetcs popMa perucTpaIii. 3aroTHNATE OIS U HAKMHUTE 3aperHCTPUPOBATHCS.

3. Ha yxa3aHHBIN 3JI€KTPOHHBIN apec Bbl NOJIyYUTE MUCHMO CO CCHUIKOM JJIS aKTUBAlMU akkayHTa. [IpoiinnTe

II0 CCBIIKE.
UtoOBI OTIPABUTH 3asBKY Ha PErUCTPAIHIO

1. Hasxxmure OTIIpaBUTh 3asIBKY.

Kak Mbl MOXeM BaM noMoys?

NoucK

Q .

P ©w | &

C 4ero HavaTh? 3aperucTpuposaTben OTnpasuTs 3anBKY NokymenTauus Basa sHaHmii Hosoctw YcrpaHeHme Henon...

(]

2. OTKpOCTCfI (bopMa 3asBKH. YKa)KI/ITC, YTO OTO 3asi1BKa Ha CO3JaHUEC y‘-ICTHOﬁ 3alliucCH.

3. Ha yka3aHHbIH 37€KTPOHHBIN aJIpec Bbl NOJIYYUTE MUCHMO CO CCHUIKOW JJIsl aKTUBAIMM akkayHTa. [IpoiinnTte

110 CCBLIKE.

3. Haxxmure OTrpaBuTh 3a5BKY.
4. BribepuTte nenapraMeHT U HaXMuUTe Briepe.

5. 3anonuuTe HopMy 3asBKU B HAXKMUTE OTIPABUTE.

Taxoke BB MOJKETE CBSI3aThCS ¢ KOMAaHJIOM MOJICPIKKHU TI0 CIISITYFOIITUM Tesie(hOHaM:

e 8800333 09-006,
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o +7 (495) 640 06-09,
o +7(812) 640 06-09.
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Hcropus Bepcun

B sTOM paznene conepKUTCs KpaTKoe ONMcaHue W3MEHEHU 1 ynyuienuii B npoaykre Indeed Access Manager 1o

BEPCHUAM.

9.2.1

e JloGaBieHa BO3MOXKHOCTh OrpaHn4uBarh goctyn B Phone Management Server asist rpymni nonb30Barenei.

¢ B xon¢urypanuonsom ¢aitie yrunuTsl Baauganuu Passcode 1006aBieHbl HACTPORKH 110 YMOJIYaHUIO.

o JloGaBneHa HacTpoiika, TO3BOJISONIAs yenenrHo 3anycTuth FreeRADIUS, naxe ecnu oqun u3 LDAP-cepBepos
HEJIOCTYIIEH.

e Ycrpanens! omOku pu pabore Log Server ¢ 6a3oit Microsoft SQL.

9.2

o PeanmmsoBana nomnepkka Linux OS miist cepBepHbIX KomroHeHToB Indeed AM.

o Jlo6aBnen HOBBIN Moynb nHTerpanmn — FreeRADIUS Extension, ansrepaatusa NPS RADIUS Extension asist

pa3BepThIBaHMSA Ha cepBepe nox ynpasieruem Linux OS.

o JloGapneHa noajepikka ClIeAyIOInX MOAYJe HHTerpauy Ha cepBepe noa ynpasienueM Linux OS: Indeed ADFS

Extension, Indeed RDP Windows Logon, Indeed Windows Logon u Indeed Identity Provider.
e OnTUMH3HPOBaHA PabOTa ¢ HECKOJBKUMH KaTaJOraMH IT0JIb30BATEIICH.
o CosaHa yTHIUTA 11 MATparu 6a3 qaHHbix u3 Microsoft SQL B PostgreSQL.

e JloGaBneHsl HOBbIE BO3MOkHOCTH Management Console: HacTpoiika opmara 0TOOpaskeHUs UMEHHU T0JIb30BaTells,
MIOUCK TIO aJipecy AEKTPOHHOM MOYTHI, eAUHBIH (hopMmaT BpeMeHu u Aatsl ais nokaieid RU u EN, ymenbiien

WHTEPBAI IOMCKA COOBITHH 10 MUHYTHI.
e BoibIIMHCTBO HACTPOEK MpOBaiiiepoB ayTeHTH(UKAIMK TIepeHeceHbl B Management Console.
¢ Peanu3oBaHa BO3MOXKHOCTb OTKJIIOUEHHSI CEPBHUCA OCBOOOXKIEHUS JTULIEH3UH.
e JloGaBieHa BO3MOXKHOCTb HACTPaUBaTh CPOK ACUCTBHSI TOKEHA IIPU AOCTYIE B MOAY/IM HHTErpaiuu yepe3 APIL.

L ﬂo6aBneHa BO3MOXXHOCTbD 3alIPETUTDH UIIU PA3PCHINTD IMOJIB30BaTCIIAM, KOTOPBIC HE BKIIFOYCHBI HU B O/IHY

noiutuky gocryna Indeed AM, ayrentudurnmposarscs B User Console.
o JloGaBnensl coOOBITHS BBIXO/A TIONB30Batest u3 Management Console u User Console.

e AJpeca KIMEHTCKHX MallliH Teneps rnepenarorcs yepe3 User Console m Management Console Ha cepBep Indeed

AM, a Taxke 0ToOpaXkaroTcs B 3arojIoBKax 3alpoCoOB K CEpBepY.
e PeanuzoBana 3amuTa gocryna Kk API ¢ moMolipio KIMEHTCKOro cepTugukara.

e OcyuiecTBieHa MUTpalMsd OCHOBHBIX KoMIoHeHTOB Indeed AM B Gosee aktyanbHblil ppeiiMBopk — ASP.NET

Core.
o JlobGaBneHa BO3BMOXXHOCTh KacTomu3anuu uHTepdeiica Management Console u User Console.

e B API noGaBneH HOBBII METO, TO3BOJISIOIIUH OTYYUTh MOAPOOHYIO HH(POPMALHIO O apaMeTpax

HCIIOJIB3YEMbIX METOIOB ayTeHTI/Iq)I/IKaI_II/II/I.
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CrpaBOYHUK

XKypnain coObITHii

Crucok co6brtuii Indeed Core Server u Indeed Key Server

(<)
8ss  Pomm

l'IpaBa J0CTYyIla aAIMUHUCTPATOPA, Ooll€paTropa U UHCIIEKTOpa
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Kypnan coObITHI

Jannbrit paznen cogepxut crucku coobituii Indeed Core Server u Indeed Key Server.

CoObrtust Indeed Core Server

B Indeed AM BeneTcst yueT COOBITHIA CIEAYIOIINX THITOB:

e uHpopmaus (MHPOPMAIIMOHHOE COOOIIEHNE, HET MPOOIeM MU OINOO0K),

e omunbOKa (mpodaeMbl Wi OIIKOKH, KOTOpPBIE TPEOYIOT BMEIIATEeIhCTBA ITOJIb30BATEIs ),

e TIpenynpekIcHUE (BO3MOKHEI ITPOOIEMBI HITH OIIHOKH).

Nudopmarust

Kon

1000

1001

1002

1003

1004

1005

1006

1007

Texct cooOrenus

[Tonp3oBaresnb ObLT ayTEHTH(PHULIUPOBAH IO

MPEIOCTABIICHHOMY ayTEHTU(UKATOPY.

Cepsep Indeed-1d 6b11 3amy1ieH.

Cepgep Indeed-1d 61 OCcTaHOBIICH.

[Tonb3oBarens ObUT UACHTU(UITUPOBAH 110

HPENOCTaBICHHOMY CIIOCO0Y ay TeHTH(HKAIIUH.

AyTeHTU(UKATOD IS ENEBOT0 MMOJIb30BaTeNs]

OBIT 3apETUCTPUPOBAH AIMHHUCTPATOPOM.

Hactpoiika 'MakcuMaiabHOE KOJTHYECTBO
ayTEHTHU(HUKATOPOB' TS IIETEBOTO ITOIH30BATEIS

ObLTa M3MEHEHA AIMUHUCTPATOPOM.

Hactpoiika TIpaBo Ha peructparuio
ayTeHTU(HUKATOPA' IS IIEJICBOTO TIOTB30BaATEIIS

ObllTa N3MEHEHA AAMHUHHUCTPATOPOM.

Hacrpoiika TIpaBo Ha n3mMeHneHune
ayTeHTU(HUKATOPA' IS [IEJIEBOTO MOTb30BATEIIS

ObLTa U3MEHEHA AIMUHUCTPATOPOM.
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ATpulyTHI COOBITHS

[punoxenue, [MonszoBarens, Kommbsiorep, Criocod

aytenTu(ukanun, KommeHnTapuii ayTeHTUDHUKATOPA.

Kommnrsrotep.

Kommnsrorep.

[punoxenue, [Mons3oBarens, Kommeiorep, Criocod

ayTeHTU(HUKAIIH.

IIpunoxenue, LleneBoii monp30Bares,
Anmunuctparop, Kommbsrorep, Criocod

ayreHTudukanmn, KomMmenrapuii ayreHTHHKATOpA.

Anmunuctparop, Komnsiotep, Lleneoii

I10JIb30BaTClIb, CTapoe 3HaueHue, HoBoe 3HaueHue.

Anmunuctparop, Kommnsiotep, Llenesoii

I10JIb30BaTcCJIb, CTapoe 3HaueHue, Horoe 3HaueHwue.

Anmunuctparop, Komnstorep, Llenesoit

II0JIB30BATCJIb, CTapoe 3HaA4YCHUC, HoBoe 3naueHue.



Konx

1008

1009

1010

1011

1012

1014

1015

1016

1017

1018

TekcT coo0LIEeHUS

Hacrpoiika 'TIpaBo Ha ymaneHue
ayTeHTU(HUKATOPA' IS IIEJIEBOTO TIOTb30BaTEIIS

ObliTa I3MEHEHA AAMHUHHUCTPATOPOM.

Hacrpoiika TIpaBo Ha U3MEHEHIE KOMMEHTAPUS
ayTCeHTU(PHUKATOPA TIPU PETUCTPAIHH' JIIIS
IIEJIEBOTO MOJIb30BATENIS ObllIa K3MEHEHA

AIMHAHUCTPATOPOM.

Hacrpoiika TIpaBo Ha n3MeHEeHNE KOMMEHTAPHS
ayTeHTU(HUKATOPa' AJIS LIE€IEBOT0 MOIb30BaTeNs

ObLIa U3MEHEHa aIMUHUCTPATOPOM

Hacrpoiika 'KammpoBanue 1aHHBIX HaunHAs C'
JUTSL IIEJIEBOTO MOJIB30BATENs Oblila U3MEHECHA

AIMHAHUCTPATOPOM.

Hacrpoiika 'KammpoBanue TaHHBIX BILUIOTH J0'
JUISL LI€JIEBOTO I10JIb30BaTelsl ObLIa U3MEHEHA

AJIMHUHUCTPATOPOM.

Hacrpotika 'KammpoBanue TaHHBIX B IEPHOA’
JUIS LIeNIEBOTO MOJIb30BaTeNsl Obljla N3MEHEeHa

AJIMUHUCTPATOPOM.

Hacrpoiika 'HaganbHast gata 3aMelieHus
[10JIL30BaTest' IS LEIEBOro I0Ib30BaTelIs ObLIa

M3MEHEHa aJIMUHUCTPATOPOM.

Hacrpoiika 'KoHneuHas jgara 3aMelieHus
[IOJIL30BaTeIst IS LEIEBOro IOIL30BaTelIs ObLIa

M3MEHEHA aIMHHHACTPATOPOM.

Hacrpoiika 'Cnucok 3amectureneit' ans
LIEJIEBOIO I10JIL30BaTEN ObLIa U3MEHEHA

aIMUHHCTPATOPOM.

Hactpoiika 'PazpemnTs K31upoBaHue' 1uis
IETICBOTO TTOJI30BATENIs OB H3MEHEHA

aIMUHHUCTPATOPOM.
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Anmunuctparop, Komnsiotep, Llenesoii

I10JIB30BATCIIb, CTapoe 3HA4YCHHC, HoBoe 3nauenue.

Anmunucrparop, Komnstorep, LleneBoit

II0JIB30BATCJIb, CTapoe 3HaA4YCHUC, HoBoe 3nauenue.

A nmunucrtparop, Kommnerorep, LleneBoii

IIOJIB30BaTeCIib, CTapoe 3Ha4YCHUC, HoBoe 3naueHue.

A nmunuctpatop, Kommnerorep, LleneBoit

II0JIB30BATECJIb, CTapoe 3Ha4YCHUC, HoBoe 3naueHue.

A nmunuctpatop, Kommnerorep, LleneBoii

I10JIB30BAaTCJIb, CTapoe 3Ha4YCHHC, HoBoe 3naueHue.

A nmunuctpatop, Kommnerorep, LleneBoii

monb3oBarenb, Ctapoe 3HaueHue, HoBoe 3HaueHue.

A nmunucrtpatop, Kommnerorep, LleneBoii

nosip3oBarens, Ctapoe 3HadeHue, HoBoe 3HaueHue.

A nmunuctparop, Komnsrotep, LleneBoit

nosib3oBarens, Ctapoe 3HaueHue, HoBoe 3HaueHue.

Anmunuctparop, Komnstotep, Lleneoii

I10JI30BATCIIb, CTapoe 3HaueHue, HoBoe 3HaueHue.

Anmunuctparop, Komnsiotep, Lleneoii

T10JIb30BaTcClIb, CTapoe 3HaueHue, HoBoe 3HaueHue.



Konx

1019

1020

1021

1022

1023

1024

1025

1026

1027

1028

TekcT coo0LIEeHUS

Hacrpoiika 'Pa3pemuts 3amenienue’ st
LIEJICBOTO IOJIL30BaTEIs ObljIa M3MEHEHA

AIMUHUCTPATOPOM.

JInneHsus Obla BEIIAHA IIEIEBOMY OOBEKTY

KaTaora aJJMHHUCTPATOPOM.

JInuensus Obuta 70OAaBJIEHA II0JIL30BATEIEM.

JInnen3us Oblna YaajicHa I10JIb30BaTCICM.

JIuneH3us 1eneBoro 00BeKTa Karayjora Oblta

yaajieHa aIMUHUCTPATOPOM.

AyTEeHTH()HUKATOP [EIIEBOTO MOJIB30BATEIIS OBLT

HU3MEHCH aAMUHUCTPATOPOM.

KommeHnTapuii ayreHTH(UKATOpa LIEIEBOT0

M0IL30BaTelIs OB H3MEHEH AIMUHUCTPATOPOM.

AyTeHTH(UKATOP LEIEBOT0 TOIb30BaTEIs ObLI

yHaJeH aqMUHHCTPATOPOM.

.HI/IHGH3I/I$[ OEJICBOIro I10JIb30BaTCIIsA ObLTa

y/laJieHa CePBEPOM.

IleneBoii 00BEKT KaTaora ObUT 100ABIICH
aIMUHHCTPATOPOM B TPYIIITY JTOCTyIA JIJIs

IEJICBOTO IMPUITIOKCHUA
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Anmunuctparop, Komnsiotep, Llenesoii

I10JI30BATCIIb, CTapoe 3HaueHue, Horoe 3HaueHue.

Kommbrotep, Aamunucrparop, Unentudukarop
npmtokeHus, LleneBoit o0bekT katanora, Tum

JIMLICH3HH.

Wnentuduxarop nunensuu, Jlara navana, [lara
oxonuanus, Konuaecrso, Onucanune, [Tomb30BaTens,

Komnerorep.

Wnentudukarop smnensun, Jlara Hayana, lata
oxonuanus, Kommuectso, Onmcanue, [loas30Barens,

Komnrerorep.

Wnentudurarop nmunensun, Kommerorep,
Anmunuctparop, aeHTudukaTop npuiiokeHus,

IleneBoii 00beKT KaTajgora, THIT TUICH3HUH.

IIpunoxenue, LleneBoit monb30BaTENb,
Anvunncrparop, Kommnsiorep, Crioco6

ayreHTu(ukanun, KommeHnTapuii ayreHTUDHUKATODA.

IIpunoxenue, LleneBoii moyip30BaTes,
Anmunuctparop, Kommnsiorep, Crioco6
ayTeHTH(uKanuu, CTapelii KOMMEHTapHUH
ayTeHTH(uKaTopa, HoBbIit KoOMMeHTapHii

ayTeHTH(HUKATOPA.

IIpunoxenue, LleneBoit moap30BaTeb,
Anmunuctparop, Kommnbrorep, Criocod

ayreHTU(uKanmy, KomMmeHTapuii ayTeHTH(HKATOpA.

Wnentuduxarop auuensun, Unentudukarop

npunoxenus, LlexeBoil momp3oBaTens.

IIpunoxenue, Maummarop, Komnsiorep, Llenesoe
npwiokenue, LleneBoii oobekT katasora, [lonuruka,

I'pymma moctyma, OGmacTs qeHCTBHS.
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[leneBoii 00beKT KaTaiora ObLT yIaJICH
aJIMAHUCTPATOPOM U3 TPYIIIBI IOCTYIIA IS

[EJICBOI0 NPHUIIOKCHU.

YeTpoicTBO OBIIO T00ABIEHO MOTB30BATEIIEM.

YCTpoitcTBO OBLIO YIAICHO MOJIb30BaTEIIEM.

Croco0 ayTeHTu(UKAINT JIJIS [ISJIEBOTO
MOJIh30BATENIsI OBbUT 3aNpeIieH

AIMUHUCTPATOPOM.

Crioco0 ayteHTU(UKALNYT JIJIS 1ISJIEBOTO
10J1b30BaTENsl ObUI Pa3pelleH

AIMUHUCTPATOPOM.

AyTeHTH(HUKATOP IIETEBOTO MOITH30BATENS OBII

3a6J'IOKI/IpOBaH AIAMHUHHUCTPATOPOM.

AyTeHTH(HUKATOP [EICBOTO TOJIB30BATEIIS OBLT

pa30I0KUpPOBaH aJIMUHUCTPATOPOM.

Crioco6 ayTeHTU(HUKAINT ObLT 3a0JI0KMPOBaH

IIOJIB30BaTCIJICM.

Crioco0 ayTeHTU(PHUKALUY IS [ITIEBOTO
MOJIB30BaTENs ObUT Pa30JOKHUPOBAH

AIMUHUCTPATOPOM.

SMS-coo011ieHre OTIIPABICHO MOJIH30BATEIICM.

Email-coo01meHue oTnpaBieHo TOTb30BaTeNIeM.

YacTp KaTaloroB cepBepa HEMOCTYITHA.

406

ATpHOYTBI COOBITHSI

IIpunoxenue, Maumuarop, Komnosiorep, Llenesoe
npuwioxenue, LleneBoit 00bekT karanora, [TonnTuka,

I'pynma noctyna, O6macTh 1eHCTBUS.

ITpunoxenue, [TonszoBatens, KommbioTrep,

YerpoiictBo, Kommenrtapuit, CepuiiHblii Homep.

IIpunoxenue, [TonszoBatens, Komnbiorep,
VYerpoiicrBo, Kommenrtapuii, Cepuitnblii Homep,

Wnentnduxarop ycTpoicTaa.

[Ipunoxxenue, Anmunucrparop, Kommstorep, Lleneoit

oIb30BaTeNb, CIIocob ayTeHTH(HUKAINN.

[Ipunoxenune, Anmunncrparop, Kommstorep, Llenesoii

oJIb30BaTeNb, Coco0 ayTeHTH(HUKAINN.

[Ipunoxxenune, Anmuancrparop, Kommsrtorep, Llenesoii
0J1b30BaTeNb, CIIoco0 ayTeHTH(HUKAINN,

KommeHnTapwmii ayreHTrdukaropa.

[Tpunoxenue, Agvmunuctparop, Komnsrorep, Lienesoit
nosk3oBarens, Criocod ayTeHTH(GUKaINH,

KommenTapwii ayreHTrdukaropa.

[Tpunoxenwue, [Tomp3zoBarens, Komnbrorep, Criocod

ayTeHTU(HUKAIHH.

[Ipunoxenune, Anmuancrparop, Kommsrorep, Llenesoii

onp3oBarenb, Crocod ayTeHTH KA.

[Tpunoxenne, Manmuarop, Kommneiorep, Crocod
ayreHTH(HKanyy, Teredon, Bpems ormpaskuy,

[TapameTps! otnpaBku, MaeHTH(UKATOP COOOLICHHUS.

[Mpunoxenwue, [Tomp3zoBarens, Kommnbrorep, Criocod

ayTeHTH(uKanuu, Email.

Kommbrorep, Onrcanme ommoKy.
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AyTeHTr(UKaTOp ObLIT U3MEHEH TI0JIb30BATEIIEM.

AyTeHTu(UKaTOp OBLIT 3apETUCTPUPOBAH

IIOJIB30BATCIIEM.

Kommenrapuii ayreHTu(uKaropa Obl1 H3MEHEH

IIOJIB30BATCIICM.

AyteHTruKarop ObLT yIaJIeH MOIb30BATEICM.

AyTeHTHU(UKATOP LIEIEeBOr0 MOIb30BaTeNs ObLI

OTKJIFOUEH aIMUHUCTPATOPOM.

AyTeHTHU(UKATOP LEIEeBOr0 MOIb30BaTelNs ObLI

BKJIFOYEH aIMUHUCTPATOPOM.

.HI/IIIGH3I/I$[ IECJICBOIoO 00beKTa Karajiora Oblia

yaajeHa aAMHHUACTPATOPOM.

JInnensus ObuIa JOOABIIEHA II0JIB30BATEIIEM.

Jlurensus Obla yaaneHa MoIb30BaTelieM.

JInteH3us 11eJIeBOro moJjib30BaTes ObLIa

y/laJieHa CePBEPOM.

[TommTHKa yCHEIIHO CO3aHA.
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[punoxenue, [MonszoBaresns, Kommbsiorep, Criocod

ayteHTu(ukanun, KommeHnTapuii ayreHTUDHUKATOPA.

[Ipunoxenue, [Mons3oBarens, Kommbrorep, Ciocod

ayteHTu(ukanun, KommeHnTapuii ayTeHTUDHUKATOPA.

[Ipunoxenue, [MonszoBarens, Kommberorep, Criocod
ayteHTH(uKanuy, CTapblii KOMMEHTapHUH
ayTeHTH(uKaTopa, HoBblil KoMMeHTapHii

ayTeHTH(HUKATOPA.

[Ipwinoxenue, [Mons3oBareins, Kommbrorep, Criocod

ayteHTH(uKaun, KomMmeHTapuii ayTeHTHDHKATOPA.

IIpunoxenue, Anmunuctparop, Kommnstorep, LeneBoit

nosib3oBarenb, Crnocod ayTeHTH()UKAIIH,

Kommenrapwuii ayreHTH)HKATOpA.

[Ipunoxenue, Anmuanucrparop, Kommstotep, LleneBoit

oJp30BaTesb, Criocod ayTeHTH()HUKALINH,

Kommenrapnit ayrenTH(HKaTOpA.

Komnbrorep, Anmunucrparop, Unenrudukarop
npuitoxkenus, LleneBoit o0bekT karanora, Tum

JIMICH3UU.

Wnentudukarop nunensuu, Jlata Hadana, [lara
oxonvanus, KommaectBo, Onucanune, [lomb30BaTens,

Kommerotep, UneHTH(GUKATOP TPHITOKEHHS.

Wnentuduxarop aunensuu, Jlara navana, [lara
oxonvanus, Kommaecro, Onucanwne, [lomp30BaTens,

Kowmmetotep, UneHTH(UKaTOp MPUIIOKEHHS.

Wnentudukarop npuioxenus, LleneBoit

I10JIb30BAaTCIIb.

Wnentuduxarop, Ums, Onucanue, [Ipuopuret, HoBbie
00BeKTHI Karajiora, HoBbie puIIOKeHUS,

[Ipunoxxenne, Maunmarop, Kommerorep.
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[MonuTHuka ynanena.

IlommmTHka n3MeHeHa.

ITapons momp30BaTesnst ObUT yCIEITHO

CUHXPOHHU3UPOBAH.

ITons3oBarens YCHOEUTHO BBITIOJTHWUIT BXO/T 1O

MIPEIOCTABICHHOMY TTapOJIIO.

ITons3oBarens YCIICHIHO BBITIOJIHUII BXO 1O

KAIIPOBAHHOMY ayTCHTH(HUKATOPY.

ITonw30Baresnn YCIICUIHO BBITIOJIHUII BXOJ 11O

MIPEOCTABICHHOMY ayTeHTH(HUKATOPY.

IMTome3oBarens yopan ycrpoiicTBo Bxoma. Ceccnst

3aBeplIeHa.

Ilonp30BaTesb BBIIICT U3 CHCTEMBIL.

[Tonp30Barens yopan yCcTpoOHCTBO BXO/A.

Komnbrorep 3a010KHpOBaH.

Ilonp30BaTennb 3a6J’IOKI/IpOBaJ'I KOMIIBIOTED.

[Tonb3o0Baresnb pa30IOKUPOBAI KOMIIBIOTED 110

npeaoCTaBJICHHOMY IApOJITO.
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Wnentudukarop, Mmsi, Onucanue, [Ipuopurer,
VYnaneHHble 00bEKThI KaTaiora, YajieHHbIC

npunoxenust, Ipunoxenne, Muunuarop, Kommerorep.

Wnentuduxarop, Ums, Onucanue, [Tpuopuret, HoBbie
00BbeKTHI Karajiora, HoBble mpuiioxkeHusi, YialeHHbIC
00BEKTHI KaTajora, YIajJeHHbIC TIPUIIOKCHUS,

IIpunoxenue, Maumuarop, Komnosrorep.

Wuunuarop, Komnsrorep, KiuenTckuii noib3oBarens,

Knuenrckuil KoMIIbIoTep.

Wunmmarop, Kommsiotep, Knuentckuii monp30Bares,

Knuentckuii kommprorep.

Wuunmatop, Crioco6 Bxoxa, KommenTapwmii
ayteHTH(uKaTopa, Kommbrorep, KinueHTckuit

II0JIB30BATCJIb, KmunenTckuii KOMIIBROTEP.

Wuunwmatop, Croco6 Bxoxa, KommenTapwmii
ayteHTH(uKaTopa, Kommsrorep, KinuenTckuit

IMOJIB30BaTeCJib, KnuenTckumit KOMITIBROTEP.

Wunnmatop, Kommenrapwuii ayrenTudukaropa,
Kommerorep, KimenTckuit mons3oBarens, Knuentckuii

KOMIIBIOTED.

Wunnwmarop, Kommenrapuii ayrentudukaropa,
Kommerorep, KnmenTckuit monp3oBarens, Kinuentckmii

KOMIIBIOTEP.

WNunnmatop, KommenTtapuit ayreHTHHKaTOpA,
Komnerorep, Knuentckuii nonb3oBarens, KnueHTckuit

KOMIIBIOTED.

Wuntmarop, KommenTtapuit ayrentudukaropa,
Komnerorep, Knuentckuii nonp3oBarens, KnueHTckuil

KOMIIBIOTEP.

Wnnnuarop, Kommnerorep, Kinnentckuil noiabs3osaresb,

Knnentckuii KoMIbroTep.
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[Monb30BaTenb pa3dIOKHPOBAI KOMIIBIOTED T10

KAIIHPOBAHHOMY ayTeHTH(HKATOPY.

[Tonp3oBaresp pa3dIOKUPOBAT KOMIIBIOTEP 110

MIPEAO0CTABICHHOMY ayTeHTU(HUKATOPY.

ITonp30BaTe s CHOBA MOJKITIOUUIICS K CBOEMY

TEPMHUHAJILHOMY CEaHCYy.

Hapom, IT0JIB30BATEIs OBLI YCIICIITHO CMEHEH

aBTOMAaTU4YCCKHU.

[Mapons momp30BaTesnst ObUT YCIEIHO CMEHEH.

[Taponb monp30BaTeNsi PACCHHXPOHU3UPOBAH.

[Tonp30Baresb ObUT ayTEHTU(GULIUPOBAH AT

LEJIEBOT0 NPHUTOKEHUA.

H3menenue HaCTpPOCK METOda ayTeHTI/I(i)I/IKaL[I/II/II

W3menenune HacTpolku NpaB ayTeHTU(UKaTOpa

VemenHo:

Co3nanue HaCTPOWKH YUETHOH 3aIMCH.
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Wuunwmatop, Croco6 Bxoxa, Kommentapwmii
ayteHTHduKaTopa, Kommsrorep, KinuenTckuit

II0JIB30BATCJIb, Kmunentckuii KOMIIBROTEP.

Wuunmatop, Crioco6 Bxoxa, KommenTapwmii
ayTeHTH(uKaTopa, Kommbsrorep, KinueHTckuit

II0JIB30BATCJIb, KnuenTckuit KOMIIBROTEP.

Wnnimarop, KommenTtapuit ayrentudukaropa,
Kommerorep, KnmenTckuit mons3oBarens, Kinuenrckuii

KOMIIBKOTEP.

WNununuarop, Komnbsrorep, KiuenTckuii noib3oBarens,

Knuenrckuil KoMIIbIoTep.

Wunmmarop, Kommeiotep, Knuentckuit monp30Barens,

Knuentckuii komnprorep.

Wuummarop, Kommsrotep, Knnentckuit moib30Bares,

KnuenTckuii KOMIBIOTED.

IIpunoxenue, Mauuarop, Komnsiorep, Llenesoit

IIOJIB30BATCIIb.

IIpunoxenue, Maummarop, Komnsiorep, [IpoBaiiaep,

Hacrpoiiku.

ITonuTuka, [Tone3oBarens, OOyuenwue, [lepeobyuenue,
VYnanenue, MI3MeHeHre KOMMEHTapUs TOJIBKO MPH
oOyuenun, M3menenne kommenrtapus, [Ipunoxenue,

Wunnmarop, Komnbiotep.

Tlonutuka, [{eneBoi nmonws3oBarenb, Ponb, CBsa3aHHas
y4eTHas 3anuck, [Ipunoxenue, Umsa, [Tapons 3anaH,
ITapons ciy4yaiiHbIN, Y4YeTHAS 3alIUCh BBIKIIIOYCHA,
TpeboBaTh ayTCHTH(HUKALIUIO TIPH BXOJIE,
HUcnonb3oBare yuerHbie ganabie OC, @opmar
npeodpazoBanus umenu, Onucanue, [Ipunoxenue,

Wunnmarop, Komnbiotep.
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VYnaneHue HaCTPOKM yUYETHOH 3aIuCH.

W3meHeHue HaCTPOMKHN YYETHOU 3alKCH.

W3meneHnne HaCTpoeK MeTosia ayTeHTU(DUKALIN

JUIA TI0JIB30BaTCIIA:

H3menenue HaCTpPOCK METOda ayTeHTI/I(I)I/IKaL[I/II/I

JUTISE MOJTYJIS:

Hactpoiiku K31mupoBaHus TaHHBIX

I10JIB30BATEIs OBLIN YCHEIHO U3MEHCHBI!

Hactpoiiku K31mpoBaHus TaHHBIX
M0JIH30BATENsl B OJIUTUKE OBUIH YCIIEITHO

HU3MCHCHBI:

TenedoHHBII HOMEP YCIIENTHO

3aperucTPUpPOBaH.

TeneoHHBII HOMEP yCHEIHO U3MEHEH.

TenedhoHHBII HOMEp YCIIENIHO Y/IaJIeH.

[Tapons monp3oBaTens ObLT YCIIEIIHO CMEHEH

aBTOMaTU4YCCKU.
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Tlonutuka, I{eneBoii nmonws3oBarenb, Ponb, Csa3anHas
yueTHas 3anuch, [Ipunoxenne, Ums, [Tapons 3axan,
ITaposnb cayualinblil, Y4UeTHas 3alKCh BBIKIIOUEHA,
TpeOoBaTh ayTeHTU(HUKALIUIO IIPU BXOJE,
UcnonezoBars yuetHsle ganHbie OC, @opmar
npeoOpasoBanust umMenu, Onucanue, [Ipunoxenue,

Wuunuarop, Komnsrorep.

Tlonutuka, [{eneBoii nmonws3oBareinb, Ponb, CBsi3aHHas
ydeTHas 3anucsk, [Ipuioxenne, Mms, [lapons 3anaH,
ITaposb cnyyaliHbId, Y4UeTHas 3alKCh BBIKIIOUEHA,
TpeOGoBaTh ayTeHTU(HUKALIUIO IIPU BXOJE,
UcnonezoBars yuetHsle ganHbie OC, @opmar
npeodpazoBanus umenu, Onucanue, [Ipunoxenue,

Wuunnuarop, Kommnerotep.

Lleneroit mons3oBarens, [IpoBaiiaep, [Ipunoxenue,

Wunmmarop, Kommerotep, Hactpoiiku.

Monyis, [IpoBaiinep, [Tonmutuka, Id monmuTukwy,

[Ipunoxxenue, Unumarop, Komnstorep, Hactpoiiku.

IleneBoe mpuioxxenue, LleneBoil mons30BaTeNb,
Crapeie 3nauenus, Hosrle 3nauenus, [Ipunoxenue,

Wunnmarop, Komnsrotep.

IeneBoe mpunoxenue, [lonurruka, Ctapble 3HAYCHHUSI,
Hogele 3nauenus, [Ipunoxenue, Maumuarop,

Kommrsrotep.

ITons3oBarens, Muunuarop, Ilons3oBarens API,

Tenedow.

[Tonb3oBarens, Mannmarop, Ions3zoBarens API,

Tenedon.

ITonb3oBarens, Mannmarop, Ions3osarens API.

LleneBoit monp3oBarens, [Ipunoxenue, Maumnuarop,

Kommsrotep.
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[Mapons monp30BaTesnst ObUT YCIEIIHO CMEHEH.

H3aMeHeHue MOMUTUKN METO1a ayTeHTI/I(i)I/IKaL[I/II/II

CepBHC OT3bIBa JMLEH3UI 3aBepLINII padoTYy.
3aBeplIeH OT3bIB JHUIIEH3HUH B CBS3H C
yJIaJeHueM N0Ib30BaTEN s, TOTUTUKH,
TIPHJTOKECHHUSI TTOJTUTHKH WITH UCKITIOYCHUEM
10J1b30BATENIsI U3 NOJIUTUKHU B KOTOPOI Oblia

BbIZlaHa JIMILICH3UA.

JInieH3us 1eJIeBOro moJjib30BaTes ObLTa
yAajieHa CEPpBEPOM B CBA3U C IIPEBLILICHUCM

nepruoaa HCAKTUBHOCTH IMOJIb30BaTECIIA.

CepBuc 0T3bIBa JIMLEH3UH 3aBepLINII paboTYy.
3aBeplLeH OT3bIB JIMLEH3UN B CBA3H C

HEaKTUBHOCThIO IOJIb30BaTEIICH.

Indeed-Id ESSO Agent ycnieniso

MHUIHAIMU3UPOBAJICA U Ha4aJl pa60Ty

Indeed-1d ESSO Agent 3aBepiiaet pabory

[IpunoxxeHue ObUI0 IPUHYIUTEIBHO 3aBEPIICHO

Dopma NpuIoKeHUs Obljla IPUHYIUTEIBHO

3aKpbITa

[Tonp3oBaresnp ayTeHTHGHIMpOBaics B Indeed-
Id ESSO

ITomb30BaTens peayTCHTHPHUITIPOBAIICS B
Indeed-Id ESSO
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Ileneroit mons3oBarens, [Ipunoxenue, Maumnuarop,

Kommrsrotep.

Iposaiinep, [Tonuruka, Id nonuruku, [punoxenue,

Wunnmarop, Komnsiotep, Hactpoiiku.

Oro3Bano smueH3uit, He yaanocs oTo3Bars.

Wnentudukarop npuioxenus, LleneBoit

II0JIB30BATECJIb.

Oro3Bano JuiieH3uit, He yaanocek 0To3Bars.

Wuunwmarop, Kommerotep, Maentudukarop nporecca,

Kommnrsrotep.

Wuunwmarop, Kommerorep, Maentudukarop nporecca,

Komnsrorep.

WNuunuarop, Komnsrorep, Onucanue NpuioKeHus,
[TyTs ucnonasemoro ¢aiina npunoxenus, Kommsrorep,

Komannas CTpOKa.

Wuunuarop, Komnsrorep, Onucanue NpuioKeHus,
[TyTh ucnionmusiemoro ¢aiina npunoxenuns, Tur Gopmbl,

Komnrerorep, Komangnas ctpoka.

Wunnmarop, Kommnsrorep, MMst mone3oBarens,

Komnerotep.

Wnunmarop, Komnsrotep, MMst mons3oBarens,

Kommrrotep.
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Ilonp30BaTeb BHITIOIHUAI BXO/ B TIPUIIOKCHUEC.

[Maponb monp30BaTess ObLT YCTIIEITHO CMEHEH.

Jlo0aBieHO ceTeBOC MOAKIIOUCHHE IS

nons3oBareirs Indeed-Id ESSO

VnaneHo cereBoe MOAKIIOYEHUE IS

noab3osarens Indeed-Id ESSO

Ommoxka IIpu yJaJICHUHU CETCBOI0O MOAKIIIOYCHUA

st monk3oBareid Indeed-Id ESSO

[Tonp30Baresp ycrenHo pa3oimoKupoBa

MIPUIIOKCHHE.

3aMeIarnuni oJIb30BaTelb

ayreHTudunuponaics B Indeed-Id ESSO

3aMelanui Noab30BaTeilb

peayrentudunponaics B Indeed-Id ESSO

[Tapons mombp30BaTens ObUT yCIELTHO

CIrCHEPUPOBAH U CMCHCH aBTOMAaTHYCCKH.

I[OG&BJ'IGHO HOBOC MPUIIOKCHUC.
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Wunnmarop, Komnbiotep, Onrcanne npuioKeHus,
[TyTs nconHsIemMoro Qaiina npuiaokeHus, ms
TIOJIb30BaTeNs, MIMs ydeTHON 3aliCH IOJIb30BaTeNs B
npuiokeHud, Kommnerotep, Onucanue y4eTHOH 3amucu

SSO, Komannas cTpoka.

Wunnuarop, Kommnetorep, Onucanne npuioxeHus,
ITyTh ucnionusiemoro ¢aitna npunoxenus, Mms
noJp3oBaresi, IMs yueTHo! 3amucH 1osib30BaTens B
npunoxxenuu, Kommnsrorep, Onucanue 1nojab30BaTess,

Komanmnas ctpoka.

Wunmmarop, Kommsrotep, Umst monp3oBatens, uck

nonkitouenus, [1yts moaxitouenns, Kommnbiorep.

Wuunmarop, Komnsrotep, Ums nons3zoBatens, Juck

nonkiroueHus1, KoMmmeroTrep.

Wuunmarop, Komnsrorep, Umst mons3zoBatens, Juck

noakroueHus, Kommsrorep.

Wunnumarop, Kommneiotep, Onucanue npuioxeHus,
[TyTh ucnonusiemoro ¢aiina npunoxenus, Nms
noJp30Baressi, IMs yueTHoO! 3arucH 1osib30BaTens B
npunoxenuu, Kommnstorep, Onucanue nojip3oBarels,

Komannas CTpOKa.

Wunmmarop, Kommsrotep, MMst monp3oBaTens,

3aMenaronuii moas30Bareilb, KoMmbrorep.

Wuunmarop, Kommsiotep, UMs monp3oBaTens,

3aMenaronuii moas30Bareib, KoMmmbsorep.

Wunnmarop, Komnsrotep, Onrcanne npuioKeHus,
[TyTe ucnonusiemoro ¢aiina npunoxeHus, Mms
ronb3oBaress, FiMs y4eTHOH 3aliCH MTOJIb30BaTeNs B
npunoxeHuu, Kommnerorep, Onucanue nojip3oBarels,

Komannas CTpOKa.

Hazpanue, Onmcanune, Momynp uHTETrpanuu,

IIpunoxenue, Maummarop, Komnosrorep.



Konx

1113

1114

1115

1116

1117

1118

1119

1120

1121

1122

1123

TekcT coo0LIEeHUS

[Ipunoxxenue ymajieHo.

[TapameTpb! IPUIIOKEHNS N3MEHEHBI.

CooOmenne Telegram oTmpaBieHo

IOJIB30BATCIIIO.

KonTraxt Telegram ycrnenHo 3aperucTpupoBaH.

[Tomp3oBaTens OBIT ayTEHTH(UINPOBAH B TETISIX

¢dhopmuposanus [1911.

OTtnpaBka coOOOIMIEHNH TIOIH30BATEISIM

BO300HOBJIEHA.

[Tomp30BaTens OBIT ayTEeHTH(UINPOBAH HA

YCTPOMCTBE.

[Tonb3oBaresb ObUT ayTEHTU(GULIUPOBAH IS

nonrucanus IJ1.

VHnuunpoBaH npouece perucTpaniuu

ayTeHTU(HKATOPA.

I/IHI/IHI/II/IPOBaHa aYTeHTI/Iq)HKaHI/IH IIOJIB30BATCJIA.

ITonb30BaTennb YCIICHIHO BBIBEIT MOOHIIEHOE

ycTpoiicTBo U3 KapantuHa Exchange.
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ATpHOYTBI COOBITHSI

Hasganue, Onucanue, Moaynb HHTETpaIu,

[Tpunoxxenue, Muunuarop, Kommnsrorep.

Hasanue npunoxenuns, Onucanue, CIucox

n3Menennit, Moayns, Mannnarop, Kommneiorep.

Monyns unterpanuu, Maunuartop, Komnerorep,

Croco6 ayTeHTH()UKALIUH.

ITone3oBarens, Maunmarop, TenedoHn.

Knrou npoepku [1311, Mmsi Ou3Hec-mpruiIoKeHHs,
Wnentudukarop ycrpoictsa, [TonmszoBarens API,

TTonp30BaTeb.

Kommnprorep, Crioco0 ayTeHTH(OUKAIHH.

[IpenssBaenHbIH ayTeHTHHKaTOp, KiTfou onepanny,
Wwms ousnec-nipunoxenus, Unentudukarop
ycTpoiictBa, Meron ayrentudukanuu, [lons3oBarens
APIL

[penpseiennsii naeHTudukarop, Kirod nposepku
II2T11, Umst 6uznec-nipritoskenusi, Uneatuduxarop J1,

Meron ayrentudukanuu, [lons3zoBarens API.

[Ipunoxxenune, Mnnmmarop, Kommsrotep, Crioco6

ayTeHTU()UKALIUH.

Monyns unrerpauuu, Muaunuarop, Kommnsrorep,

Cnoco6 ayrentndukanum, [Ipunoxenue.

Wuunwmatop, MneHtndukarop ycTporcTsa.



OmmoOka

Kon TekcT cooOmeHus ATpUOYTBI COOBITHS [IprurHBI BOBHUKHOBEHUS

HeBepHsIit ayTeHTH(UKATOD.

AyTeHTH(UKATOP CYUTACTCS
OmOKa mpu MOTbITKE

[punoxenwue, [TonpzoBarens, HEBEpPHBIM, eCIH: AyTeHTH(PHUKATOD
ayTeHTU(PHULUPOBATH
Kommbrotep, Criocod YKa3aHHOTO THIA HE O0y4eH JUIst
2000  mosb3oBaTels IO
ayTeHTH(uKanu, OnrcaHue noJib30Baresst. AyTeHTH()HUKATOp He
IIPEAOCTaBICHHOMY CIIOCO0Y .
OLLIMOKH. HailJleH B cIHcKe
ayTeHTU(PUKALIUY.
ayTEeHTU(PHUKATOPOB IOJIb30BATEIS.
XpaHWIHUIIE JaHHBIX TOBPEXKICHO.
Heycnennas nonsITKa 3aycka
Indeed Core Server BpyuHy!o.
Bosmoxxnbie puanHbl: Ommnoka B
OmmuOka npu NonkITKe Komnsrorep, Onmcanue .
2001 KOH(UTYpanoHHOM (haiire
3amycTuTh cepsep Indeed-1d OIIHOKH.
cepsepa. CepBep yrKe 3aIylieH.
[ToBpexeHO XpaHUIUILE JaHHbIX.
Ommb6xka IIS.
HeycnemnHas nonbIiTka 0CTaHOBKU
Indeed Core Server BpyuHyIo.
2002 OmmbKa mpy MONBITKE Komnerorep, Onucanue Bo3MokHBIE TPUUNHBL:
octranoBuTh cepiep Indeed-1d OIIHOKH. Henocrarouno npaB st
BBINTOTHEHUs oneparun. Indeed
Core Server yxe 0CTaHOBJICH.
Heycnemmnas nomnsitka
WACHTHU(HUKAIIUH TOJIH30BATENS 110
BBIOpaHHOMY CIIOCO0Y
OmmbOKa mpy MOMBITKE ayTeHTU(pHUKaInu. Bo3MoxxHbIe
HUACHTU(DHUIIUPOBATH [Ipunoxxenue, Kommerorep, npuunHsbl: [lonk30Baresnio
2003  mosp30BaTes 10 Crnoco6 ayTeHTH(HUKALIIH, OTKITIOUCH/3a0JI0KNPOBaH
MIPEIOCTABICHHOMY CITOCOOY Ornucanuie ommMOKy. BBIOpAHHBIN CTI0CO0
ayTeHTU(HUKALUY. ayTeHTU(PHUKALNU. AyTEeHTHPHUKATOD

HE HalJIEH B CIIUCKE
AyTEeHTU(HUKATOPOB TTOJIL30BATEIS.

XpaHUITUIIE JAHHBIX TOBPEXKICHO.
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Konx

2004

2005

2006

2007

TekcT coo0LIEeHU

OmmOKa mpu MOTbITKE
aJIMIHHCTpATOpa
3aperucTpUpPOBaTh
ayTeHTH()HUKATOP JIJIS 1IEJICBOTO

TII0JIB30BATCIIA.

OmmbKa mpy MONBITKE
aJIMUHUCTpaTopa UBMEHUTH
AyTEHTU(PHUKATOP [IEIIEBOTO

I0JIB30BATCIIA.

OmmbKa mpy MONBITKE
aJMUHUCTPATOPa yIaJIHUTh
AyTEHTU(HUKATOP IIEIEBOTO

IIOJIB30BaTECJIA.

OmmoOKa mpy TMOMBITKE
aJIMAHUCTPATOPA BHIJIATh
JIULEH3HIO JUTS IIeTIEBOTO

00bEKTa KaTajora.

ATpHOYTBI COOBITHSI

[Tpunoxenwne, LieneBoi
10JIb30BaTEIb,

A nmunuctpatop, Komnerorep,
Crioco6 ayTeHTH(pHUKALNH,
KommenTapuii
ayTeHTH(uKaTopa, Onucanue

OIITNOKH.

[Ipunoxenue, LleneBoit
10JIb30BaTEIIb,

A nmunuctpatop, Kommnerorep,
Crioco6 ayTeHTH(pHUKALNH,
Crapblii KOMMEHTapUi
ayTeHTH(HKaTopa, HoBbIit
KOMMEHTapHuil
ayteHtudukaropa, Onucanue

OLIUOKU.

IIpunoxenue, Llenesoi
MOJIb30BAaTEIIb,
Anmunuctparop, Kommnerorep,
Croco0 ayTeHTH(HKAIINH,
KommenTapwmii
aytenrudukaropa, Onucanue

OLINUOKU.

Kommnerorep, AamunICTpaTop,
WneHTndukaTop npuioKeHus,
IlemeBoit 00BEKT KaTajora,
Tun nunensuun, Onucanue

OIINOKH.
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HpI/I‘II/IHBI BO3HUKHOBCHUA

Heycnemnas momneiTka
peructpanmu ayreHTHuduKaropa
aAMUHUCTpaTopoM. Bo3moxkHbIe
npuunHbl: [IpoBaiiaep
ayTeHTU(HUKATOPA ylaJIeH.
[ToBpexeHO XpaHUITUILE TaHHBIX.
Her npaB Ha ynpaBieHue

ayTeHTU(PHUKATOPAMHU.

Heycnenmaast monbITKa H3MEHEHHUS
ayTeHTU(HUKaTOpa
aJIMUHUCTpaTOpoM. Bo3moxkHbIe
npuuuHsl: [IpoBaiinep
ayTCHTU(HUKATOPA y/IaJICH.
[ToBpexaeHO XpaHUIIUINE JAHHBIX.
Het npaB Ha nu3MeHeHue

ayTeHTU(HKATOPA.

Heycnemnnas nonsitTka
agMUHUCTparopa cuctemsbl Indeed
AM ynanuTh ayTeHTU(PHUKATOP
oJIb30Baressl. BosMoxxHbIE
MPUYUHEL AyTEHTH(PHKATOP yKe
yaaneH. [ToBpexieHo XpaHuinie

JIAHHBIX.

Heycnemnnas nonsitTka
anMuHECTparopa cucreMsl Indeed
AM BbIIATH JTULIEH3UIO IS
IIETICBOTO 00BEKTA KaTajora.
Bosmoknbie mpuunHbl: Ommoka B
¢aiine muensun. Cepsep Indeed
AM neaxtuBeH. [loBpexaeHo

XpaHuInoie JaHHbBIX.



Konx

2008

2009

2010

2011

2012

TekcT coo0LIEeHU

OmmOKa mpu MOTbITKE
aJIMUHUCTPATOPA YIATHUTh
JIMLEH3HIO 11eJIeBOr0 00bEKTa

Karajiora.

OmriOKa IpH IOTIBITKE
HOJIL30BATENS YAAINTh

JIMIOCH3HUIO.

OmmrOKa Ipy MOTBITKE
TMOJI30BAaTENs 100aBUTH

JIMICH3UIO.

OuOKa mpu MOTMbITKE cepBepa
VIAIUTh JIHIECH3UIO [IEJIEBOTO

IIOJIB30BaTECJIA.

OmmbKa mpy TMONBITKE
aJMUHUCTPATOPa U3MEHUTh
HacTpoiiky 'MakcuMasbHOe
KOJIMYECTBO ayTeHTU(UKATOPOB'

JUIA IEJICBOIO ITOJIB30BATCIIA.

ATpHOYTBI COOBITHSI

Kommerorep, AaMuHHCTpATOD,
Wnentuduxarop npuiokeHus,
IleneBoii 00BEKT KaTajora,

OmnucaHue OMIUOKH.

WneHTHUKATOD JTHIIEH3UH,
ITons3oBarens, KomnbroTep,

OmnucaHue OLIMOKH.

WneHTH)UKATOD JHUIICH3UH,
ITons3oBarens, KomnbroTep,

OnucaHue OLIMOKH.

WneHTudukarop JuLeH3UH,
WneHTudukaTop npuioKeHus,
Ilenesoii mosib30BaTEND,

OnucaHue OIIMOKH.

Anmunuctparop, Kommnerorep,
IleneBoii monw30BaTelb,
Crapoe 3Hauenue, Hosoe

3HaueHue, Onucanue OnmoOKH.
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HpI/I‘II/IHBI BO3HUKHOBCHUA

Heycnemnas momneiTka
aaMuHKCTpartopa cuctemsl Indeed
AM yIanuTh JANEH3HUEO [IEIEBOT0
00bekTa Karanora. BosmoxHbie
npuuuHbl: JIMneH3us yxe ynajaeHa.
Cepsep Indeed AM HeakTuBeH.

[ToBpex1eHO XpaHNUIIUIIE TaHHBIX.

Heycnemnas momneiTka
noJib3oBaress cucremsl Indeed AM
YIaJIuTh JIMLEeH3UI0. Bo3MoXHBIE
NpUYHHBL JIMIEH3US yKe yaalceHa.
Henocrarouno npas. Cepep Indeed
AM neaxtuseH. [loBpexaeHo

XpaHWJInIIC JaHHBIX.

Heycnemnas nmomneiTka
noJib3oBaress cucremsl Indeed AM
JI0OABUTB JIMIICH3UIO. BO3MOXKHBIE
npuunHbl: Onmmoka B ¢aiiie
nurensud. Hemocratouno mpas.
Cepsep Indeed AM HeakTuBeH.

[ToBpex1eHO XpaHUIIUIIE TaHHBIX.

Heycnemnas nmomneiTka cepBepa
yI[aJ'II/ITI) JIMIICH3UIO LEJICBOTO
oJIb30Baressa. Bo3mMo)kHBIE
npuunHbL JIMneH3us yxe ynaneHa.

[ToBpexaeHO XpaHUIIUILE JAHHBIX.

Heycneninast monsiTka CMEHBI
napamerpa "MakcumanbHOe
KOJIMYECTBO ayTeHTU(UKATOPOB"
JUTS TIOTb30BATEIIS
aJIMAHUCTPATOPOM CHCTEMBI.
Bo3MO)XHBIE IPUYNHBIL:
Henocrarouno npas. Cepsep Indeed
AM neaxtuseH. [loBpexaeHo

XpaHuiInoe JaHHbIX.



Konx

2013

2014

2015

2016

TekcT coo0LIEeHU

OmmOKa mpu MOTBITKE
aJMUHUCTPATOPa U3MEHUTh
HacTpoiiky 'TIpaBo Ha
perucrpanmio ayreHTH(HuKaTopa’'

JUIA TEJICBOIO ITOJIB30BATCIIA.

OmOKa mpu MOTBITKE
aJMUHUCTPATOPa U3MEHUTh
HacTpoliiky 'TIpaBo Ha
M3MEHCHNE ayTeHTH(HKaTopa'

JUIA EJICBOIO ITOJIB30BATCIIA.

OmmbKa mpy MOIBITKE
aJIMHHUCTPATOPA U3MCHUTD
HacTpoliky '[IpaBo Ha ynaneHue
ayTeHTH(HUKaTopa' 7Sl IIeTIEBOTO

IIOJIB30BaTECIIA.

OmmbKa mpy TMOMBITKE
AJIMHUHNCTPATOPA U3MCHUTD
HacTpoiiky 'TIpaBo Ha
N3MEHEHNE KOMMEHTAPHsI
ayTeHTU(HUKATOPa IPU
perucTpanuu’ 1uis LeIeBOro

II0JIB30BATCIIA.

ATpHOYTBI COOBITHSI

A nmunuctpatop, Komnerorep,
Ilenesoit mosb30BaTEND,
Crapoe 3HaueHue, Hosoe

3Hauyenue, Onrcanue ONMOKH.

Anmunnctparop, Kommnerorep,
Ilenesoit monp30BaTENb,
Crapoe 3nauenue, Hosoe

3Hauenne, Onucanue OMMOKH.

Anmunmctparop, Kommnerorep,
[leneBoii mob30BaTENb,
Crapoe 3Hauenue, Hosoe

3HaueHue, Onrcanue OMIMOKH.

Anmunucrparop, Komnbstorep,
Ilenesoit mosib30BaTEND,
Crapoe 3Hauenue, HoBoe

3HauyeHue, Onucanue OnmoOKH.
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HpI/I‘II/IHBI BO3HUKHOBCHUA

Heycneninas monsiTka CMEHBI
napamerpa "IIpaBo Ha
perucTparmo ayTeHTH(GHKaTopa"
JUTS TIOJIb30BATEs
aJIMUHUCTPATOPOM CHUCTEMBI.
Bo3MoskHBIE TPUUNHBL:
Henocrarouno npas. Cepsep Indeed
AM neaxruseH. [ToBpexneHo

XpaHUIMIIC JaHHBIX.

Heycneniaast monsiTka CMEHBI
napamerpa "IIpaBo Ha M3MeHeHne
ayTeHTUHUKaTopa" s
MOJIH30BATENSI AAMUHUCTPATOPOM
cUcTeMBbl. BO3MOXHBIE TPUYHHBL:
Henocrarouno npas. Cepsep Indeed
AM neaxtuBeH. [ToBpexieHo

XPaHWIUIIE JAHHBIX.

Heycnennas nonsiTka CMEHbI
napamerpa "IIpaBo Ha ynaieHue
ayTeHTU(HUKaTopa" s
MIOJTb30BATENS AIMUHUCTPATOPOM
cucTeMbl. Bo3MOXHbIE TPUUYMHBL:
Henocrarouno npas. Cepsep Indeed
AM neaxTtuBeH. [loBpexaeHo

XpaHuInoie T1aHHbBIX.

Heycnemnnas nonsiTka CMEHbI
napamerpa "I[IpaBo Ha U3MeHeHue
KOMMEHTapus ayTeHTH(HuKaTopa
IIpU perucrpauuu’ s
I10J1b30BaTENsl AAMUHUCTPATOPOM
cucTeMbl. BO3MOXHbBIE TPUYHHBL:
Henocrarouno npas. Cepsep Indeed
AM neaxrusen. [loBpexaeno

XpaHuiInmie JaHHbIX.



Kon

2017

2018

2019

2020

TekcT coo0LIEeHUS

OmmOKa mpu MOTBITKE
aJMUHUCTPATOPa U3MEHUTh
HacTpoiiky 'IpaBo Ha

N3MECHECHNE KOMMECHTApPUA

ayTeHTU(HUKATOPA' JIJIS [IETIEBOTO

ITOJIB30BaTECJIA.

OmruOKa Ipu MOMbITKE
aJIMUHUCTPATOPa U3MEHUTh
HacTpoiiky 'KaiupoBaHue
JIAHHBIX HauWHas ¢' AJIsl

IOCJICBOI'O ITOJIL30BATCIIA.

OmmbKa mpy MOIBITKE
aJIMAHUCTPATOPA U3MCHHUTH
HacTpoiiky 'KammupoBanue
JAHHBIX BIUIOTH J0' IS

LCJICBOIO MOJIB30BATCIIA.

OmmoKa mpy TOMBITKE
aJMAHUCTPATOPa U3MCHHUTh

HacTpoiiky 'KamupoBanue

JIAHHBIX B IEPUO’ JUIS [IEIIEBOTO

IIOJI30BATCIIA.

ATpUOYTBI COOBITHS

A nmunuctpatop, Komnerorep,
Llenesoit monbp30BaTENb,
Crapoe 3Hauenue, HoBoe

spadyenne, Onrcanne ONMOKH.

Anmunuctparop, Kommnerorep,
Llenesoit monp30BaTEND,
Crapoe 3Hauenue, Hosoe

3Hauenne, Onucanue OMMOKH.

Anmunucrparop, Kommnsrorep,
[leneBoii mob30BaTENb,
Crapoe 3Hauenue, Hosoe

3HaueHue, OnrcaHue OMMOKH.

Anmunucrparop, Komnbstorep,
Ilenesoii mosib30BaTEND,
Crapoe 3Hauenue, HoBoe

3HA4YCHUEC, Ormnucanue OmuOKH.
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HpI/I‘IPIHI:I BO3HUKHOBCHUA

Heycneninas monbiTka CMEHBI
napamerpa "IIpaBo Ha u3MeHeHUe
KOMMeHTapus ayTeHTu(ukaropa"
JUTS TIOJTb30BATEs
aJIMUHUCTPATOPOM CHUCTEMBI.
Bo3MOXHBIE TPUYNHBL:
Henocrarouno npas. Cepsep Indeed
AM neaxruseH. [ToBpexaeHo

XpaHUIMIIC JaHHBIX.

Heycnemnnas nonsiTka CMEHbI
napamerpa "KapoBanue JaHHBIX
HauuHas ¢" 71 MOoIb30BaTEIS
aIMUHHUCTPATOPOM CHUCTEMBI.
Bo3MOXHBIE TPUUNHBL:
Henocrarouno npas. Cepsep Indeed
AM neaxtuseH. [ToBpexaeHo

XpaHuInme JaHHbIX.

Heycnennas nonsiTka CMEHbI
napamerpa "KsimmpoBaHne 1aHHBIX
BILJIOTH /10" JUIS TTOJIb30BATENs
aIMUHHCTPATOPOM CHUCTEMBI.
Bo3Mo)xHBIE TPUYUHBL:
Henocrarouno npas. Cepsep Indeed
AM neaxtuseH. [loBpexaeHo

XpaHuInoie T1aHHbBIX.

Heycnemnnas nonsiTka CMEHBI
napamerpa "KammpoBaHne 1aHHBIX
B meproa" ISl TOJTb30BaTeNs
aJMUHHUCTPATOPOM CHUCTEMBI.
Bo3MoxHBIE TPUYUHBL:
Henocrarouno npas. Cepsep Indeed
AM weaxtuseH. [loBpexmeHo

XpaHunmiC JaHHbIX.



Konx

2021

2022

2023

2024

TekcT coo0LIEeHU

OmmOKa mpu MOTBITKE
aJMUHUCTPATOPa U3MEHUTh
HacTpoiiky 'HauanpHas gara
3aMEIICHHMSI TT0JIb30BaTENs' s

LCJICBOIO IMOJI30BATCIIA.

OmOKa mpu MoTbITKE
aJIMUHUCTPATOPa U3MEHUTh
HacTpoiiky 'Koneunas nara
3aMeIEHHs T0Ib30BaTeNIs ISt

LCJICBOIO IMOJIB30BATCIIA.

OmOKka mpu MoTmbITKE
aJMUHUCTPATOPa U3MEHUTh
HacTpoiKy 'CIuCoK
3aMEeCTHUTEIIEH' UIS LIEJIEBOTO

IIOJIB30BaTECIIA.

OmuOKa Ipu MOMBITKE
aIMUHUCTpaTOopa U3MEHUTH
HacTpoiiky 'Pazpemnrs
K3ILIMPOBAHUE' [JIS LIENIEBOTO

IIOJIB30BaTECIIA.

ATpHOYTBI COOBITHSI

Anvunnctparop, Kommsiorep,
Ilenesoit mosb30BaTEND,
Crapoe 3HaueHue, HoBoe

s3Hauyenue, Onrcanue ONMOKH.

A nmunuctpatop, Komnerorep,
[{enesoii nmonp30BaTenb,
Crapoe 3nauenune, HoBoe

spadyenue, Onrcanne ONMOKH.

Anmunmctparop, Komnerorep,
IleneBoit monp30BaTENb,
Crapoe 3Hauenue, Hosoe

3HaueHue, Onucanue OMMOKH.

Anmunuctparop, Kommnerorep,
Ilenesoii monp30BaTEND,
Crapoe 3Hauenue, Hosoe

3HauyeHue, Onrcanue ONMOKH.

419

HpI/I‘II/IHBI BO3HUKHOBCHUA

Heycnieninas mormpITka CMEHBI
napamerpa "HavanbHas nata
3aMeIeHNs ToIb30Baress Il
MOJIb30BATENSI AAMUHUCTPATOPOM
cUCTeMbl. BO3MO)KHBIE IPUYNHBI:
Henocrarouno mpas. Cepsep Indeed
AM neaxruBeH. [ToBpexneHo

XpaHUInnie JaHHbIX.

Heycneninast monbiTka CMEHBI
napamerpa "Koneunas nara
3aMelleHns nob3oBares’ s
TIOJIL30BATENS AIMUHUCTPATOPOM
cUcTeMbl. BO3MO)KHBIE IPUUNHBI:
Henocrarouno npas. Cepsep Indeed
AM neaxruBeH. [ToBpexneHo

XpaHUInIie JaHHbIX.

Heycneniaast monbiTka CMEHBI
napamerpa "Crucok 3amecTurenei”
JUTS TIOJTb30BATEIS
aJIMUHUCTPATOPOM CHCTEMBI.
Bo3MOXHBIE TPUUNHBL:
Henocrarouno npas. Cepsep Indeed
AM neaxTuBeH. [ToBpexaeHo

XpaHUIMIiC JaHHBIX.

Heycnemnnas nonsiTka CMEHbI
napametpa "Pa3pemutsb
K3IIMpOBaHuEe" IS TOTH30BATEIsS
aIMUHHCTPATOPOM CHUCTEMBI.
Bo3Mo)xHBIE IPUUUHBIL:
Henocrarouno npas. Cepsep Indeed
AM neaxtuBeH. [ToBpexaeHo

XpaHuinoe JaHHbBIX.



Konx

2025

2026

2027

2028

2029

TekcT coo0LIEeHU

OmmOKa mpu MOTBITKE
aJMUHUCTPATOPa U3MEHUTh
HacTpoiiky 'Pazpemmts
3aMelIeHue’ Jisl LeJIeBOro

II0JIB30BATCIIA.

OmrrOKa IpH TOTIBITKE
aJIMMHHCTpaTopa 100aBUTh
L[eNIeBOM OOBEKT Karauora B
TPYHITy JOCTYTA JUIs IIEJIEBOTO

TIPUJIOKECHUA

OmrrOKa Ipy MOTIBITKE
aJIMHHHCTPATOpa yIalHTh
1eJIeBOM 0OBEKT KaTaora u3
TPYIIIEI JOCTYTIA JUIS IEIEBOTO

TMIPUIIOKCHUS.

OmOKa mpu MOTbITKE
MOJIB30BaTEs T00aBHUTh

YCTPOMCTBO.

OmOKa mpu MoTbITKE
MIOJTE30BATENIS YIAIUTD

YCTPOWUCTBRO.

ATpHOYTBI COOBITHSI

Anvunnctparop, Kommsiorep,
Ilenesoit mosib30BaTEND,
Crapoe 3HaueHue, HoBoe

s3Hauyenue, Onrcanue ONMOKH.

[Tpunoxenne, Maummarop,
Komnerorep, LleneBoe
npuiokenue, L{eneBoit 00bekT
karajora, [TomuTuka, ['pynmna
nocryma, O6nacTth eiicTBus,

Omrcanue OInoOKH.

[Tpunoxenne, Maumuarop,
Kommerorep, LleneBoe
npuiiokeHue, L{eneBoit ooObekT
karayora, [TonuTuka, ['pynma
nocrymna, O6nacts neicTBus,

OnucaHue OMMUOKH.

IIpunoxenue, [Tons3oBaTens,
Kommnerorep, YerpoiicTso,
Kommenrapuii, CepuitHblit

HoMep, OnucaHue omMOKH.

[Ipunoxenue, [lons3oBarens,
Komnsrorep, Yerpoiictso,
Kommenrapwuii, CepuitHbit
Homep, Mnentugukarop
ycTpoiicta, Onrcanue

OLINOKU.
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HpI/I‘II/IHBI BO3HUKHOBCHUA

Heycnieninas mormpITka CMEHBI
napamerpa "Pa3pemuts
3amenieHne" Ursl I10JIb30BaTelIs
aJIMUHUCTPATOPOM CHCTEMBI.
Bo3MoskHBIE TPUUNHBL:
Henocrarouno mpas. Cepsep Indeed
AM neaxrtusen. [loBpexaeno

XpaHUInnie JaHHbIX.

Heycneniaas momnsiTka 100aBICHHS
LIEJICBOTO OOBEKTA KaTajaora B
IPYIILY JOCTYIIA JUIS [EJIEBOIO
pUIoKeHus. Bo3MoKHbIE
HpI/I‘II/IHLII HCHOCTaTO‘IHO HpaB.
Cepgep Indeed AM HeakTHBEH.

[ToBpexaeHO XpaHUIIUIIE JaAHHBIX.

HeycnemHaﬂ TMOMNBITKA YOAaJICHUA
IIEJIEBOT0 0OBEKTA KaTajiora u3
TPYIIIEL JOCTYTIA [UIS IIEIEBOTO
NPUIOKEHHsS. Bo3MOXKHBIE
npuunHbl: Hepocrarouno mpas.
Cepgep Indeed AM HeakTHBEH.

[ToBpexaeHO XpaHUIIUINE JAHHBIX.

Heycnemnas nonsiTka npu
n00aBICHUN yCTpOiicTBa
TIOJTE30BATEIIEM CHCTEMEI.
B03MOXHBIE IPHYHHBL
Henocrarouno npas. Cepsep Indeed
AM neaxrusen. [loBpexaeno

XpaHuiinmie JaHHbIX.

Heycnemnnas nonsiTka npu
YOAJICHUU YCTPONCTBA
10JIb30BATEIEM CHCTEMBI.
Bo3moxHbIe TPUYNHBL: YCTPOUCTBO
yxe ynaneHo. Henocrarouno npas.
Cepsep Indeed AM HeakTuBeH.

[ToBpex1eHO XpaHUIIUIIE TaHHBIX.



Konx

2030

2031

2032

2033

TekcT coo0LIEeHU

OmOKa mpu MOTBITKE
aJIMUHUCTPATOPA 3aMPETUTh
croco0 ayTeHTU(UKAIUH JIsT

LCJICBOIO MOJIB30BATCIIA.

OrmbOKa mpu TOMBITKE
aJIMAHUCTPATOPa Pa3peInTh
cnoco0 ayTeHTH()UKAIIH IS

OCJIICBOI'O IMOJIL30BATECIIA.

OmrrOKa Ipu MOTBITKE
aJIMHHHCTPATOpa 3a0JI0KHPOBATH
ayTeHTH(HUKATOP LETIEBOT0

IIOJIB30BaTECIIA.

OmOKa mpu MOTBITKE
aJIMUHUCTPATOpa
pa30I0KUpPOBATH
AyTEHTU(PHUKATOP IEIIEBOTO

IIOJIB30BaTECJIA.

ATpHOYTBI COOBITHSI

IIpunoxenue,

A nmunuctpatop, Komnerorep,
Llenesoii mosib30BaTEND,
Crioco6 ayTeHTH(HKALINH,

Omrcanue OnoOKH.

IIpunoxenue,
Anmunmctparop, Komnerorep,
IleneBoit mobp30BaTEND,
Crnoco6 ayTeHTH(HUKALIUH,

OnucaHue OIIMOKH.

[Ipunoxenue,
Anmunucrparop, Kommnsrorep,
IlemeBoit 00OBEKT Karaiora,
Crioco0 ayTeHTu(uKanum,
KommenTapuit
ayTeHTH(uKaTopa, Onucanue

OLINOKU.

[Ipunoxenue,

A nmunucrtpatop, Komnerorep,
Ilenesoit monb30BaTENb,
Croco0 ayTeHTH(HUKAIIUH,
Kommenrtapuit
ayteHtudukaropa, Onucanue

OIIINOKH.
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HpI/I‘II/IHBI BO3HUKHOBCHUA

Heycneninas monsITKa pu 3anpeTe
croco0a ayTeHTHU(GHUKAITNT JUIS
LIEJIEBOTO 110JIb30BATENs
AJMUHUCTPATOPOM CHUCTEMBI.
Bo3moxubie npuunHbl: JJaHHbIIT
croco0 yxe 3amnpeleH.
Henocrarouno npas. Cepsep Indeed
AM neaxruBeH. [ToBpexeHo

XpaHUuInuie JaHHbIX.

Heycnemnas monsITka npu
paspeLIeHun crocoda
ayTeHTU(PHUKALUH IS LIETIEBOTO
MOJIH30BATENSI AAMUHUCTPATOPOM
cUCTEeMBbl. BO3MOXHBIE TPUYHHBL:
Henocrarouno npas. Cepsep Indeed
AM neakTuBeH. [ToBpexeHo

XpaHUIMIEC JaHHBIX.

Heycnenuast momsiTka mpu
OJIOKUPOBKE ayTeHTU(UKATOPA
LIEJIEBOTO TTOJIb30BATENS
aJIMAHUCTPATOPOM CHCTEMBI.
B03MOXXHBIE IPHYIHHEL:
AyTteHTHpUKaTOp yiKe
3abnokupoBan. Hemocrarouno
npas. Cepsep Indeed AM
HeakTuBeH. [loBpexneHo

XpaHWJINIIC JaHHBIX.

Heycnemnas nmonsiTka npu
pa30IIOKNPOBKE ayTeHTH(PHUKATOPA
LI€JIEBOTO I10JIb30BATENs
aJIMHHUCTPATOPOM CUCTEMBI.
Bo3MoskHBIE TPUUNHBL:
AyTeHTH(HUKATOD YKe
3abiokupoBa. Hemocrarogno
npaB. Cepsep Indeed AM
HeakTuBeH. [loBpexaeHo

XpaHUInaie JaHHBIX.



Konx

2034

2035

2036

2037

2038

TekcT coo0LIEeHU

OmOKa rmpu MoTbITKE
MOJIE30BATENIS 3a0JIOKHPOBAThH

cnoco0 ayTeHTH()UKAIHIH.

O1ru0Ka Mpy MOMBITKE
aJIMUHACTPATOPA
pa30I0KUPOBATH CITOCOO
ayTCHTU(PHUKAIIUIH VTS TIETICBOTO

IIOJIB30BaTECIIA.

OmrrOKa IpH MOTIBITKE

oTnpaBuTh SMS-coobieHue.

OmmoOKa mpy TMOMBITKE
IIOJTB30BaTeNs OTPaBUTH Email-

CcOoOOlLIEHME.

XpaHunuiie cepsepa

HEIOCTYITHO.

ATpHOYTBI COOBITHSI

IIpunoxenue, [Tons3oBaTens,
Komnsrotep, Criocod
ayreHruduxanuu, Onrcanue

OLINOKU.

[Ipunoxenue,
Anmunmctparop, Kommnerorep,
IleneBoii monp30BaTElb,
Crnoco6 ayTeHTH(HUKALIIH,

OmnucaHue OIIMOKH.

IIpunoxenue, Muumuarop,
Kowmrbsrorep, Crioco0
aytenTudukanum, Tenedow,
Onucanue ommoOku, Bpems
otnpaBky, [TapameTpsl
oTnpaBku, Maentudukarop

COOOIIIEHUS.

ITpunoxenue, [lonp3oBaTens,
Kommbrotep, Criocod

ayTeHTH(uKanuu, Email.

Komnbrorep, Onncanue

OLIUOKU.
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HpI/I‘II/IHBI BO3HUKHOBCHUA

Heycnemnas nonsiTka npu
OJIOKUPOBKE CrIOc00a
AyTEHTU(HUKAIIH TTOJIH30BATEIICM.
Bosmoknbie puunabl: Crioco0
ayTEHTUDUKAIIN YK
3a0nokupoBaH. Henocrarouno
npaB. Cepgep Indeed AM
HeakTuBeH. [ToBpexaeHo

XpaHUINIIC JaHHBIX.

Heycnemnas monsITka npu
pa30IOKUpPOBKE criocoba
ayTeHTU(HUKALUH [TOJIH30BATEIIEM.
Bosmoxxubie npuunHbl: Criocod
ayTEHTU(HKAIIN YK
paz6moxupoBaH. Hegocrarouno
npaB. Cepsep Indeed AM
HeakTuBeH. [loBpexaeHo

XpaHUInoie JaHHBIX.

Heycnemnas nonsiTka npu
otnpaBke SMS. Bo3moxHbIe
npuunHbl: Ommoka npu
nojkroueHun Kk SMPP ceprepy. He

3aJjaH HoMep TeJedoHa.

Heycnieninas mompITKa mpu
ornpaBke Email-cooOmenus.
BosmoxHbIe ipruanHBL: Omndka
pu noxakiaoueHuu kK SMTP
cepBepy. He 3aman email

IIOJIB30BaTECIIA.

Heycneninas nmomnsiTka npu
coennHeHnH ¢ cepsepom Indeed.
Bosmoxusie npuunnst: Cepsep
Indeed AM HeakTuBeH.

[ToBpex1eHO XpaHUIIUIIE TaHHBIX.



Konx

2039

2040

2041

2042

2043

TekcT cooOLIEeHUS

Karanoru cepsepa He1OCTyIIHBI.

CepBep HE OBLT 3aITyIIIEH.

OmmoOKa mpy TOMBITKE
MOJIh30BATENsl U3MEHHTh

ayTCHTU(PHUKATOP.

OmmbOKa mpy TMOMBITKE
MOJTB30BATEIS
3aperUCTPUPOBATH

ayTeHTU(HUKATOP.

OmmbKa mpy MONBITKE
MOJIH30BATENsl YAAIUTh

ayTEHTU(HUKATOP.

ATpHOYTBI COOBITHS

Kommnerorep, Onucanue

OLINOKU.

Komnsrorep, Onucanue

OIIIMOKH.

IIpunoxenue, [lonp3oBarens,
Kowmmbsrorep, Crioco0
ayTeHTu(ukanuu, Ctapbiii
KOMMEHTapHH
ayTeHTH(uKaTopa, HoBbit
KOMMEHTapHuil
ayTeHTH(uKaTopa, Onucanue

OIINOKU.

IIpunoxenue, [Tons3oBaTens,
Kowmrbtorep, Crioco0
ayTeHTU(HUKALIUH,
KommenTapuit
aytentudukaropa, Onncanue

OILINOKU.

IIpunoxenue, [lonp3oBarens,
Kommbrorep, Crioco0
ayTeHTH(HUKALIUH,
Kommenrapuit
ayTeHTH(HKaTopa, Onucanue

OIIINOKH.
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HpI/I‘-II/IHI)I BO3HUKHOBCHUA

Heycrennas momeiTKa Mpy 3amycKe
ceprepa indeed. Bo3amoxHbIe
npuaussl: Cepsep Indeed AM yixe
3amyieH. Omuoka B
KOH(HTyparmoHHOM (paiise.

HOBpC)KIlCHO XpaHUJIMIIEC JaHHBIX.

Heycnemnas nonsITka npu
HU3MEHEHUH ayTeHTU(PHUKATOPA
noJIb30BareneM. Bo3moxkHbIe
npuunHbl: HepocrarouHo mpas.
Cepgep Indeed AM HeakTuBeH.

[ToBpexaeHO XpaHUIIUILE JAHHBIX.

Heycnennas nonsiTka npu
peructpanuu ayreHTuduKaropa
nojb3oBareneM. Bo3MoxHble
npuunHbl: HemocrarodHo mpas.
Cepgep Indeed AM HeakTHBEH.

[ToBpexaeHO XpaHUIIUIIE JAHHBIX.

Heycnemmnas monsITka npu
yaaleHuu ayTeHTU(duKaropa
noJjip30BaresaeM. Bo3morkHbie
MPUYHHBL AYTEHTH()HUKATOP yxKe
yranes. HemocratouHo mpas.
Cepgep Indeed AM HeakTuBeH.

[ToBpexaeHO XpaHHUIIUINE JAHHBIX.



Konx

2044

2045

2046

2047

2048

TekcT coo0LIEeHU

OmOKa mpu MOTBITKE
aJIMUHUCTPATOPA OTKIIFOYHUTH
ayTeHTU(PHUKATOP LEIEBOTO

TII0JIB30BATCIIA.

OmmbOKa mpy TMOMBITKE
aJIMAHUCTPATOPA BKIFOUUTh
AyTEHTU(PHUKATOP IEIIEBOTO

IIOJIB30BaTECJIA.

OmrrOKa Ipu MOTBITKE
HOJIB30BATENs 100aBUTH

JIMICH3UIO.

OmmoOKa mpy TMOMBITKE
TIOJTE30BATENS YIAIUTD

JIMICH3UIO.

OmmOKa mpH MOTBITKE cepBepa
YHAJIHUTh JHULEH3UIO IIEJIEBOTO

IOJIL30BATCIIA.

ATpHOYTBI COOBITHSI

[Tpunoxenue,
Anmunnctparop, Kommsiorep,
IleneBoii 00BEKT KaTajora,
Criocob ayTeHTH(pHKALINH,
KommenTapuii
ayTeHTH(HKaTopa, Onnucanue

OIINOKU.

[Ipunoxenue,
Anmunmctparop, Komnerorep,
Llenesoit monp30BaTEND,
Croco0 ayTeHTH(HUKAIIIH,
KommenTapuii
ayteHtudukaropa, Onucanue

OLINOKU.

WneHTuduKaTop JUIEeH3UH,
[Tons3oBarens, Kommbsrorep,
Wnentudukarop NpuioKeHus,

OmnucaHue OIIMOKH.

WneHTudukarop JULeH3uH,
[Tonb3oBarens, Kommbrorep,
WneHTHOUKATOP TPUTOKEHHS,

OmnucaHue OIIMOKH.

Wnentudukarop npuioKeHus,
Ilenesoit mosib30BaTEND,

OmnucaHue OLIMOKH.
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HpI/I‘II/IHBI BO3HUKHOBCHUA

Heycnemnas nonsiTka npu
OTKITFOUSHHH ayTeHTH(UKATOpa
LIEJIEBOTO 110JIb30BATENs
AJMUHUCTPATOPOM CHUCTEMBI.
Bo3MokHBIE TPUUNHBL:
AyTeHTH(UKATOP YKE OTKIIIOYECH.
Henocrarouno npas. Cepsep Indeed
AM neaxruseH. [ToBpexaeHo

XpaHUuInuie JaHHbIX.

Heycnemnas monsITka npu
BKJIIOUEHHUHU ayTeHTH(]UKaTOpa
LIEJIEBOTO I10JIb30BATENS
aJMUHUCTPATOPOM CUCTEMBIL.
Bo3MOXHBIE TPUYNHBL:
AyTEeHTH(DHUKATOP yKE BKITFOUCH.
Henocrarouno npas. Cepsep Indeed
AM neaxTtuseH. [loBpexaeHo

XpaHUJINIIC JaHHBIX.

Heycrnemnnas nomnsiTka npu
00aBIICHUH JTULICH3HH
rmoJib3oBareneM. Bo3smokHbie
npuarHbL: HemoctaTtodHo npas.
Cepgep Indeed AM HeakTuBeH.
[ToBpexaeHO XpaHUIIUIIE JAHHBIX.

OmOka B (haiisie JTUICH3UH.

Heycnemmnas nonsITka npu
YIAJIEHUH JINLEH3UN
noJp30BareneM. Bo3mokHbIe
npuunHbl: HepocrarouHo mpas.
Cepgep Indeed AM HeakTuBeH.

HOBpC)KZ[CHO XpaHUIUIIC JaHHBIX.

HCYCHGH.IHai[ IMONbBITKA ITpH

YAQJICHUH JIMIIECH3UU CEPBEPOM.



Konx

2049

2050

2051

2052

2053

2054

TekcT coo0LIEeHU

OmmOka rmpu co31aHnn

ITOJIMTUKH.

OmuOka pu yaaaeHuH

TIOJIMTHUKH.

OmmoKa mpu U3MEHEHUH

IIOJIMTHUKH.

Cepgsep Indeed-1d ne naiinen.

He ymanoce cMeHUTH Tapoib

IIOJIB30BaTECJIA.

He yYAaJ10Cb CMEHHUTDL MapoJib

IIOJIB30BaTCIIA aBTOMAaTUYCCKU.

ATpHOYTBI COOBITHSI

Wnentuduxarop, Ums,
Onucanue, Ipuopuret, Hoble
00beKThI Karajora, HoBele
npunoxenns, Ommoka,
[Ipunoxenue, Maummarop,

Kommrsrotep.

Wnentuduxarop, Nms,
Onucanue, [Ipuopurer,
VYnaneHHble 0OBEKTHI KaTasora,
‘YnasieHHbIE TPUIIOKEHNS,
Ommoka, [Ipunoxenue,

Wuunmarop, KommnbroTep.

Wnentnouxarop, Uwms,
Onucanue, [Ipuopuret, HoBble
00BbeKTHI KaTasora, HoBbie
NPUIOKEHHS, YIaJCHHBIS
00BEKTHI KaTajora, YiajJcHHbIC
nprtokeHus1, Ommoka,
IIpunoxenue, Muummarop,

Kommnrsrotep.

Komnerorep, Onucanue

omrn6oku, Koz ommoku.

Wunnmarop, Komnsrorep,
KinenTckuii mons30BaTelb,
KimmenTcknit kommnbroTep,
Omnucanune omu6oxu, Ko

OIIINOKH.

Wantmarop, Kommnsiorep,
KiuenTckuil monp30BaTelb,
Knuentckuii koMnbroTep,
Ommcanne omubku, Kox

OLINOKU.
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HpI/I‘II/IHBI BO3HUKHOBCHUA

HCYCHCHJHOC CO3JaHHUE IMOJIUTHKH.

Heycnemnnoe ynanenue MonuTHKY.

Heycnemnoe n3mMeHeHue noauTHKN.

OmOKa mpu MoTbITKE
MOJIKITIoUeHUs K ceppepy Indeed
AM. Vka3zan HeepHsblii URL.
ITpo6nema B DNS.

Heycnemnas cmena maponst

IIOJIB30BaTECJIA.

Heycnemﬂaﬂ CMEC€HA mapoJist

IIOJIB30BaTCIIA aBTOMAaTUYCCKU.



Kon TekcT coo0LIEeHU

He ynanocb CHHXpOHU3UPOBATh

2055
[apoJib MOJIb30BaTeIs.
W3menenne HaCTpoeK MeTona
2058
ayTeHTU(HUKAIHIH:
W3meHeHne HaCTpOMKH MpaB
2061 .
ayTeHTu(ukaropa - COoi:
OmmoKa co3aHusT HACTPOHKH
2062

YYETHOU 3amucCH.

ATpHOYTBI COOBITHSI [TpuurHbI BOZHUKHOBEHUS

Ombka CHHXPOHU3AINN
Wunnmarop, Komnsiotep,

JIOMEHHOTO MapOoJIs [OJIb30BaATEIS C
KnueHTcKuM mOoJIb30BaTEb,

. napoiieM B Xxpanwiumie Indeed.

KimneHTCKHi KOMITBIOTED,

Bosmoxubie ipuunabl: CepBep
Omucanne omuoku, Kog

Indeed nenoctymnen. [ToBpexaeHo
OIITHOKH.

XPaHUJIHIIE TaHHBIX.

IIpunoxenue, Muumuarop,
Komnsrorep, [Iposaiinep, Heycriemnoe n3amMeHeHne HaCTPOEK
Hactpoiiku, Onucanue METO/a ay TCHTU(HUKAIINH.

OLINOKU.

Ilonutuka, ITonp3oBarens,
Oo0yuenue, [lepeoOydeHue,
Vnanenue, I3meHnenue
KOMMEHTapHs TOJIBKO U Heycnennoe n3MeHeHue
oOyuenuu, l3amenenue HACTPOUKH MpaB ayTeHTU(HUKATOPA.
koMMeHTapus, [Ipunoxenue,

WNuunmarop, Kommerorep,

Ormn6ka.

ITonmutuka, [leneBoit

MoJIb30BaTeb, Posb,

Cas3aHHast yyeTHas 3alKCh,

IIpunoxenue, Ums, [lapons

3az1aH, [Taponb ciyyaiiHbIi,

Y4eTHas 3anmuch BHIKIIIOUCHA, .
Heycnemmnoe coznanue HaCTpOHKH

TpeboBaTh ayTeHTHU(DHUKAIHIO .
Y4eTHOH 3arucu

pu Bxoje, Mcrnonb3oBathb

yuetHble JanHble OC, dopmar

npeoOpa3oBaHus UMEHH,

Onucanue, [lpunoxenue,

Muunuarop, Komnsrorep,

Omu6ka.
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Kon TekcT coo0LIEeHU

OmmoKa ynajaeHus: HACTPOUKH

2063 .

YYETHOH 3aIucH.

OmmOka n3MeHEeHHsI HACTPONKH
2064 .

YUETHOH 3arucH.

M3MeHeHne HaCTPOeK METo1a
2067  ayTeHTH(UKAIMH JUIS

ITOJIL30BATENS

W3meHenne HacTpoeKk MeToaa
2070

ayTeHTH()HUKAINA JJIT MOJYIISL:

ATpHOYTBI COOBITHSI [TpuurHbI BOZHUKHOBEHUS

IMonmutuka, LleneBoi

MoJIb30BaTeNb, Posb,

CBs3aHHasl yueTHas 3aluCh,

IIpunoxenue, Ums, [lapons

3anaH, [laponb cimyyaiiHbIH,

VY4erHas 3anmuch BBIKIIIOYEHA, .
Heycnemnoe ynanenne HacTpoiku

TpeboBaTh ayTEHTU(HUKAIIIO .
Y4ETHOH 3arucH.

npu Bxoze, Vcrnonab30BaTh

yuetHble nanHble OC, @opmar

MpeoOpa3oBaHUsl HIMCHU,

Onucanue, [Ipunoxenue,

Munnmarop, Komnsrorep,

Omn6ka.

ITonutuka, LleneBoit

10J1b30BaTeNb, Poib,

Cas3aHHast yueTHas 3aIKCh,

[Ipunoxenue, Uwms, [Tapons

3aaa, [Taposb ciaydaliHbIi,

Y4eTHas 3anuch BBIKIIIOUYCHA,
Heycnemnoe n3MeHeHue

TpeboBarh ayTeHTH)HUKAIIMIO . .
HACTPOUKHU YUETHOU 3aIHCH.

npu Bxoxe, Mcnonb3oBarh

yuetHsle fanabie OC, dopmar

npeoOpa3oBaHus UMEHH,

Onucanue, [Ipunoxenue,

Huunuarop, Komnbsrotep,

Omu6ka.

Ilenesoit moyib30BaTEND,

IIpogaiinep, [Ipunoxenue, Heycnemnoe n3menenne HacTpoek
Wunnmarop, Kommbrotep, METO/Ia ay TEHTH(UKAIIMH JIS
Hactpoiiku, Onucanue I10JIb30BATEI.

OIITHOKH.

Monyns, IIposaiinep,

Tomurrka, Id momutukw, Heycnemnoe n3MeHenne HacTpoek
IIpunoxenue, Maumuarop, METO/a ay TEHTH(UKAIIH JIS
Komnsrorep, Hactpoiiku, MOJYJIs

OnucaHue OMMOKH.
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Kon TekcT coo0LIEeHU

OmriOKa Ipu MOTIBITKE

U3MEHNTH HaCTPOUKHU
2071

KDIIMPOBAHNUS JaHHBIX

IIOJI30BATCIIA:

OmmoKa mpy TMOMIBITKE

N3MEHUTHh HACTPOUKH
2072
KOIIMPOBAHHUS JTaHHBIX

IIOJIB30BaTCJIA B IIOJIMTUKE!

OmmbKka perucrpanun
2073 s 5
TeneOHHOTo HoMepa.

Omumbka n3MEHEeHUs
2074
TeneoHHOro HoMepa.

ATpHOYTBI COOBITHSI

IleneBoe mpunoxenue,
[leneBoii moib30BaTENb,
Crapsle 3HaueHus, HoBbie
3Ha4yeHus, [Ipunoxenue,
Wunnmarop, Komnsrotep,

OnucaHue OMOKH.

LeneBoe mpuioxenue,
[TonuTuka, Crapsie 3HaueHUs,
Hogrbie 3HaueHus,
IIpunoxenue, Maumuarop,
Komnbrorep, Onncanue

OLINOKU.

[Tonb3oBarens, Maunmarop,
TTone3oBarens API, Onucanne
omunOKu, MHUIIMATOp OMMOKH,

Tenedow.

ITons3oBarens, MHunmarop,
ITons3oBatens API, Onucanue
om0k, Muunmarop omuokwy,

Tenedon.
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HpI/I‘II/IHBI BO3HUKHOBCHUA

HeycnemHafl ITIOIIBITKA U3MCHUTH
H&CTpOfIKH KOIIHUPOBAHUA TaHHBIX
moJib3oBarens. Bo3aMmoxxHbIe
MPUYHUHBI: HC,Z[OCTaTO‘IHO ImpaB I
BBITIOJTHCHUSA OII€paIUH.

[ToBpexxaeHo XpaHUIUINE JAHHBIX.

Heycnennas nonsiTka U3MEHUTh
HACTPOUKHU KALIMPOBAHUS JaHHBIX
IIOJIb30BATENIS B IIOJIUTHUKE.
Bo3MOXHBIE TPUYNHBL:
Henocrarouno npas ais
BBITIOJTHEHHUS OTIEPAIUH.

[ToBpexkaeHO XpaHUIIUILE JAHHBIX.

Heycnennas nonsitTka
peructpanuu TeaeGoHHOro HoMepa.
Bo3MokHBIE TPUUNHBL:
Henocrarouno npas ais
BBINOJIHEHUS onepanun. He
JIOCTYIIEH KOMIIOHEHT
EAPhoneServer. Ykazan
HECYIIECTBYIOIINH MOIb30BATEb.

[ToBpexaeHO XpaHUIIUINE JAHHBIX.

HeycnemHaﬂ IIOIIBITKA U3MCHCHUS
TeneoHHOTO HOMepa. Bo3moxHbIe
nprunHbl: HemocrarodHo mpas st
BBITNIOJTHEHHMS onepanun. He
JIOCTYIIEH KOMITIOHEHT
EAPhoneServer. Ykazan
HECYIICCTBYIONIHH MOJIb30BaTEIIb.

[ToBpexaeHO XpaHUIIUIIE JAHHBIX.



Konx

2075

2076

2077

2078

2079

TekcT coo0LIEeHU

OmmOka ynaneHus

TeneoHHOro HoMepa.

He yAaJ1oCb CMEHHUTDL MapoJib

IIOJIB30BATCIIA aBTOMAaTUYCCKU.

He yAaJ10Cb CMEHHUTDL MapoJIb

IIOJI30BATCIIA.

Ommbka U3MeHEHHS TTOJIUTHKA

METOda aYTeHTI/I(i)I/IKaLII/II/IZ

OmnOKa mpu COXpaHEeHUN
[IapoIIsl TTONIB30BaTeNst B 6aze
nanabix Indeed-1d ESSO

ATpHOYTBI COOBITHSI

ITons3oBarens, MHunmatop,

ITonw3oBarens API, Onucanne

omnOku, MHUIIAaTOp OMIHOKH.

Ilenesoii mosib30BaTEND,
[Ipunoxxenue, Muumuarop,
Kommnerorep, Onucanue

OLINOKU.

Ilenesoit moyib30BaTEND,
IIpunoxenue, Muummarop,
Kommnerorep, Onucanue

OLINOKU.

[pogaiinep, [Tomutuka, Id
nonuTuky, [Ipunoxenne,

Wuunuarop, Komnsrorep,

Hacrpotiiku, Onncanue

OLINOKU.

Huunuarop, Komnbsrorep,

Onwucanue npuiokenus, I1yTb

HCIIOJTHSIEeMOTrO (haiina

npuiIokeHus, M

none3oBarens, MiMs ydeTHOU

3aIlMCH MOJIb30BATENS B
npuiioxkeHnu, Kommnerorep,

Ommcanne omubku, Kox

omnbku, KomanmHas crpoka.
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HeycnemHaﬂ TIOIBITKA YAAJICHUA
TeneOHHOTO HOMepa. Bo3MoxHbIE
npranHbl: HemocrarodHo mpas st
BBITIOJTHEHHMS onepanun. He
JIOCTYIICH KOMITOHEHT
EAPhoneServer. Ykazan
HECYIIECTBYIONIHH MOJIb30BaTEIIb.

[ToBpeXxaeHO XpaHUIIUINE JAHHBIX.

HeycnemHasI ITOIIBITKA CMCHBI
1apoJis Ha Ciy4aiiHblil. Bo3mMoxHBbIE
npuuuHbl: HeoctaTtouHo npas uist
BBINOJTHEHHUS OTIEPAIHH.
[MoBpexaena nncraysims Indeed-
Id Server. 3anpoc Ha cMeHy mapoIs
OJIOKMPOBaH MOIUTHKAMU

0€e30I1aCHOCTH.

HEYCHGHJHEUI IIOIIBITKA CMCHBI
[aposisl IOJIb30BaTENIEM BPYYHYTO
(TIpu TIEPBOM BXOJIE, B OKHE
«besomacuocts Windowsy mocite
HaXaTus KOM6I/IHaIII/II/I KJIABUIII

[Ctrl[+[Alt]+[Del]).

Heycnennoe n3mMeHeHne NoIuTHKN

METOa aYTCHTI/I(bI/IKaLII/II/I.

OTCyTCTBYET CBA3b C CEPBEPOM

Indeed nnm kOHTpOIIEPOM JTOMEHA.



Kon

2080

2081

2082

2083

2084

2085

2086

TekcT coo0LIEeHUS

OmnOka mmpu 3arpy3Ke TaHHBIX
ESSO s
ayTeHTH(HIPOBABIIETOC

IIOJIB30BaTCIIA

Oo6napyxeH cooii B Indeed-Id
ESSO Agent

Ommbka npu 100aBIeHUH
CETEBOTO MOAKITIOYCHUS JUTS

II0JIB30BATCIIA

Ommbka npu 100aBIeHUH

HOBOT'O ITPUJIOKECHHUA.

OmmOka nmpu yaaeHun

TIPUITOKCHHUS.

OmmmbKa mpu U3MEHEHUH

[apaMeTPOB MPUIIOKEHUS.

He ynanoce nocraButh
CO00IIIeHUE HA IEHTPATBHBIN

JIoT-CepBep.

ATpUOYTBI COOBITHS

Wuunuarop, Komnsrorep, Mmst
ronp3oBarensi, Kommprorep,
Onucanune omun6oku, Ko

OILINOKU.

Huunuarop, Komnbsrotep,
Kommnerorep, Onucanue

omrnoku, Koz ommoku.

Wuunmarop, Komnsrorep, Ums
nonb3oBarens, Juck
nonkiroueHus, Iyts
nofikIrrouenus1, Kommsrorep,
Onucanune omu6oku, Kox

OIIINOKU.

HazBanwne, Onncanne, Momyib
nHTerpanuu, [Ipunoxenue,
Wunnmarop, Komnsiotep,

OnucaHue OIINOKHU.

Hazpanwne, Onncanune, Moynb
uHTerpauu, lpunoxenue,
Huunuarop, Komnsrorep,

OnucaHue OLIMOKH.

Haszpanue, Onucanue, Crincok
n3MmeHenui, [Ipunoxenue,
Wunnmarop, Kommnsiorep,

OnucaHue OIIMOKH.

IIpunoxenue, Maummarop,
Komnsrorep, Tum, Kateropus,

ID coobmenus, Onucanue.
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[ToBpeskaeHbI TaHHbIE
nosnp3oBareist Indeed Enterprise
Single Sign-On B Active Directory.
He ynanoch npuHyIUTEIbHO

3aBEpIIUTH (POPMY MPHIIOKCHUSL.

He ynanoce 3aBepmuTh npouecc

IIPUIIOXKECHHUSL.

CeTeBOM IUCK 3aM0JIHCH.
OTCyTCTBYET CBA3b C CEPBEPOM
Indeed.

Heycneniaast momnsiTka 100aBICHHS
HOBOTO MIPHIIOKCHUS:
Henocrarouno nmpas amns
BBITIOJTHCHHUS OTICPAITUH.
OTCyTCTBYET CBA3b C CEPBEPOM
Indeed AM.

HeycnemHaﬁ IIOIIBITKA yI[aJ'ICHI/IH
HpI/IJ’IO)KeHI/ISIZ HCIIOCTaTO‘IHO HpaB
UTS BBITIOJIHEHHSI OTIEPALIHH.
OTCyTCTBYET CBSI3b C CEPBEPOM
Indeed AM.

Heycnennas momnsiTka N3MEHCHUS
napaMeTpoB MPUIIOKEHHUS:
Henocrarouno npas amns
BBIIIOJIHEHUS OIICpAIvn.
OTCyTCTBYET CBSI3b C CEPBEPOM
Indeed AM.

Heycnemnnas nonsITka OTIIPaBKU
COOOLIeHNS Ha LIEHTPAJIbHbII JI0T-
cepep: OTCYTCTBYET CBA3b C JIOT

cepepom Indeed AM.



Konx

2087

2088

2089

2090

2091

TekcT coo0LIEeHU

OmriOKa Ipu MOTIBITKE
OTIIPABUTH COOOIIECHHE

Telegram.

OmmbKka perucTpanyy KOHTaKTa

Telegram.

OmrrOKa Ipy MOTIBITKE
ayTeHTH(HIPOBATD
MIONB30BATEN B LIENIAX

dbopmuposanus [1311.

OOHapy>xeHa IOTeHIHAIbHAS

cnaM-araka. OTmpaBka

COO6H.ICHI/II\/'I MMPUOCTAHOBJICHA.

OmrOKa Ipu MOTBITKE

ayTEHTU(HUIINPOBATH

IIOJIB30BAaTCJIsA HA YCTpOI\/'ICTBe.

ATpHOYTBI COOBITHSI

[Tpunoxenne, Maummarop,
Crioco6 ayTeHTH(HUKAIINH,

OmnucaHue OIIMOKH.

ITons3oBarens, MHunmatop,

Onwucanue omudku, Tenedon.

Onmcanve ommnoku, Mmst
OM3HEC-TIPUIIOKEHUS,
TTons3oBatens API,

WnenTudukarop ycrpoicTsa.

Kowmmbsrorep, Crioco0
ayteHTu(ukanuu, Hagamno
BPEMEHHOTO MHTepBasa, Konen
BpPEMEHHOI0 UHTepBana, Koi-
BO OTIpaBok, Kon-Bo
YCICIIHBIX BX0OI0B, [IpomeHT

YCHOEIIHBIX BXOA0B.

Onucanue OmuoKu,
IIpenbsaBieHHBIN
uaentTudukarop, Kirou
orepanuu, mst GusHec-
nputoxkenust, Unearudukarop
ycTpoiictBa, MeTtoz
ayTeHTH(HUKALIUH,

[Tonp3oBarens API.
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[Tpownzomnina oHA UM HECKOIBKO
ommoOok. [Tpon3onuia ommbka mpu
OTIpaBKe 3arpoca: HeT JOCTyIa /
cBsi3U ¢ cepBepa AM core 10

api.telegram.org.

Hoctyn 3anpemien. [Tons3oBarens
HE MOXET ObITh aBTOPU30BAaH.
[Tpousonuna ogHa WK HECKOIBKO
omnOOK. Y MOnb30BaTelNst HET
CIIEAYIOIIUX IIPaB:
ReadUserAuthenticators s
npuioxkenus Authenticator
Management: cepBucHas Y3
Telegram He nobOaBieHa B
100aJ1bHbIE aAMUHUCTPATOPbI

Management Console.

[Ipousonuia omudka
Ay TEHTU(HUKAIIH TTOJIH30BATEIIS IPH
(bopMHUPOBaHUM TIPOCTOM

3JIEKTPOHHOM MOJIHUCH.

HeycnemHaﬂ TMONBITKA OTIIPaBKH
COO00IIeHNS H3-3a 00HAPYKEHUS
HOJ03PUTEILHON aKTUBHOCTH HIPH

JIAaHHOM CTI0c0o0e ayTeHTH(UKAINN.

Heycnemmnslii BBOA Ko/1a Ha

YCTPOMCTBE.



Konx

2092

2093

2094

2095

2096

2097

2098

TekcT coo0LIEeHU

OmmOKa mpu MOTbITKE
ayTEHTU(HUIIUPOBATH
MIOJTB30BATEIIS TSI OTHCAHMS

O

ITone3oBarens BBennr OTP, quna
KOTOpPOTO HE COBIAAET C
HacTpoMKaMu IIpoBaiiiepa

ayTeHTU(UKALIUY.

[epuoa ooHoBnenust OTP B
ayTeHTU(HUKATOPE MOTb30BATEISI
HE COBIIAJIAeT ¢ HACTPOUKAMHU

mpoBaiiepa ayTeHTU (UK.

Anroputm OTP B
AyTEeHTU(PHUKATOPE MOTb30BATENS
HE COBIIAJ]aeT ¢ HACTPOUKaMHU

mpoBaiiiepa ayTeHTH(DUKAIIH.

He ynanoce BeIBeCTH
MOOHIIEHOE YCTPOMCTBO U3

kapantuHa Exchange.

He ynanoch 3a6nokupoBarb
MOOMIIBHOE YCTPOIHCTBO HA

cepeepe Exchange.

Bxon B mpusnoxenue 3arpenieH

MTOJINTUKOM 1OCTyTa.

ATpHOYTBI COOBITHSI

Ornrcanne OmmoOKH,
[IpenbsBieHHbIN
uneHTnukarTop, Kiroa
nipoBepku 1911, Ums 6uzHec-
npunoxenus, Unentudukarop
OJ1, Meton ayreHTH)UKAIMH,

ITonws3oBarens API.

Criocob ayTeHTH(HUKALINH,
IleneBoii mobp30BaTEND,
3HavyeHue [IPU PErucTpaLuH,

TeK}’]J.Iee 3HA4YCHUC.

Crnoco0 ayTeHTH(HKAIINH,
Ilenesoii mosib30BaTEND,
3Ha4YeHre pU PETUCTPAIUH,

Teky1iee 3HaueHUeE.

Crioco0 ayTeHTH(UKanuy,
Llenesoit mosb30BaTEND,
3Ha4YeHNE IpU PETUCTPALUH,

Tekymee 3Ha4eHNE.

Wuunmarop, Unenrudukarop

YCTPOWCTBA.

Wuunmarop, Unenrudukarop

YCTPOWCTBA.

[Ipunoxxenue, Muumuarop,

Kowmmbrorep.
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HeycnemnHas nomnsiTka BXoza.
Bosmoxnbie npuunHbl: HeBepHbIit

soruH. HeBepHblil mapoib.

HecootBercTBre pakTndeckoi
mtuHael BBenenaoro OTP u

3ananHou aymHEl OTP npoBatinepa.

HecooTBercTBHe (haKTHIECKOTO
niepuona ooHosneHust OTP ¢

3aJaHHBIM TMIEPUOIOM 0OHOBJICHUS.

HCYCHCLL[HaSI IIOIIBITKA BBIBCCTH

YCTPOMCTBO U3 KapaHTHUHA.

HecooTrBercTBUE QakTHUECKOTO
anroputma OTP ¢ 3amanHbIM

AITOPUTMOM.

Heycnemnas nomneiTka
320JI0KHPOBATh MOOHIIbHOE

YCTPOUCTBO.

HeycnemHaﬂ IIOIIBITKA BXO14a B
RADIUS, ecnu nons30Bareiib HE

I[O6aBJ'ICH B MTOJIUTHKY.



[Ipenympexxnenne

Kon

3000

3001

3002

TekcT cooOLIEeHUS

Oxkno cpaBuenust OTP B
ayTeHTU(PHUKATOPE TIOJIb30BaTEIIs HE
COBIMA/IAET C HACTPOHKAMHU

mpoBaiiiepa ayTeHTU(DUKAIIH.

Oxkno cunxponuszaiuu OTP B
ayTEHTU(PHUKATOPE TIOJI30BATEIIS HE
COBIIAJIAET C HACTPONKAMHU

IIpoBaiiiepa ayTeHTU(UKALUH.

[Tomb3oBaTeb 3a0I0KHPOBAT
MOOMIIBHOE YCTPOMCTBO Ha cepBepe

Exchange.

CoObrtust Indeed Key Server

Kon

1000

1001

1002

1003

1004

(D) WHOOPMALHUS

Kareropus Cepsuc Tekct cooOmeHus

Indeed 3ampoc Ha ayTeHTH(UKAIMIO ofb3oBaTens {userLogin} oTmpasieH.
Nudopmanms

Key [Mpunoxenwne: {appld}

Indeed 3ampoc Ha perucTpaluio noias3osatens {userLogin} oTmpasieH.
Nudopmanms

Key [Mpunoxenwue: {appld}

Indeed OO0paboran oTBeT nonbk3oBarens {userLogin} Ha 3anpoc ayTeHTHPUKAIIH.
WNudopmarus

Key [punoxenue: {appld}. Pesynpbrar: {state}. CooOmenue: {message}

Indeed 3anpoc Ha ycTaHOBKY cepru(dukara nmonb3oparento {userLogin} ormpasieH.
WNudopmarnms

Key [Mpunoxenwue: {appld}

Indeed Perucrpanus noms3osarens {userLogin} ycrenrso 3aBepireHa. [Ipunoxkenue:
WNndopmarms

Key {appld}

ATpHOYyTHI COOBITHS

Crioco0 ayTteHTu(uKanuy,
Llenesoit moynb30BaTENb,
3Ha4yeHue MPU PErUCTpaLny,

Texymee 3Ha4eHHE.

Criocob ayTeHTH(HUKALIUH,
IleneBoii monp30BaTEb,
3HaueHue IpU PEerucTpaLuH,

TeKYH.ICe 3Ha4YCHUC.

Wunnmarop, Mnentudukarop

YCTPOUCTBA.
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HpI/ILII/IHI)I BO3HUKHOBCHUA

HecoorsercTBue
(hakTHYECKOTO OKHA
cpaBuenusa OTP c 3amanHbIM

OKHOM CpaBHCHUA.

HecootsercTBue
(hakTHUECKOTO OKHA
cunxponusanuu OTP ¢
3aJaHHBIM OKHOM

CUHXPOHHU3AIIUH.

‘YeneniHas momnsITKa

3a0JI0KMPOBATh yCTPOHCTBO.

IIpocmoTp kypHama coOBITHI Bo3MOXeH depe3 nmpocmotp EventLog Windows (TIpn HCTIOJIB30BaHUHN XPaHMIIAINA

Windows) uinu cTopoHHEME cpencTBamu yepe3 SQL (mpu ucmonb3oBanuu xpanuauma SQL).



Kon Kareropus Cepsuc TekcT cooOmeHus

Indeed VYnanenue nonb3oBarest {userLogin} ycnemHo 3aBepiieHo. [Ipuioxenue:
1005  Undopmarms

Key {appld}

Indeed OmmbKa mpu OTHpaBKe 3arpoca Ha ayTEeHTH()UKAIMIO MTOJIb30BaTEeIs
2000  Ommbka )

Key {userLogin}. [Tpunoxenue: {appld}. Ommuodka:

Indeed OmmbKa mpu OTHpaBKe 3arpoca Ha PEruCTPaluio moibs3oBatens {userLogin}.
2001  Omubka

Key [Mpunoxenwue: {appld}. Ommbxka:

Indeed OmOka rmpu OTIIpaBKe 3arpoca Ha YCTAHOBKY CEpTH(HUKATA MOTb30BATEII0
2002 Ommbka )

Key {userLogin}. [Tpunoxenue: {appld}. Ommuodka:

Indeed OmmOka mpu perucTpanuu nonb3osarens {userLogin}. Ilpunoxenue:
2003  Ommubdka

Key {appld}. OmmuoOka:

Indeed Ommbka npu ypaneHnn nonb3oBarens {userLogin}. [Ipunoxenue: {appld}.
2004  Omudka

Key OmmoOka:
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Pomu

JlaHHBIH paz/en comepKUT TaOIUIIBI POJICH U MpaB CIEAYIONTNX MOJIh30BATEICH:

e AJIMHHHUCTPaTOp — MOJHBINA JOCTYN KO BceM (PyHKIMSAM M HACTPOHKAM CHCTEMBI,
e Omneparop — IpaBa TOJIbKO Ha U3MEHEHHE HACTPOEK MOJIb30BaTeNeil 1 yCTPOUCTB ayTeHTH()HUKALIUH,

. HHCHGKTOp — JOCTYII Ha YTCHUEC BCCX TaHHBIX U HACTPOCK CUCTEMBI.

Perucrtpaiust ayTeHTU(PHKATOPOB

Onepanus Anmvunuctpatrop  Omneparop  MHcrekrop
Perucrparus nepBoro ayreHTH(GHUKATOPA v/ v/ X
Peructpanus arodoro ayreHTHdUKaTOpa v v X

AyTeHTH()HUKATOPBI TIOTH30BATES

Oneparust Anmunuctparop  Omneparop  MHcnektop
[IpocmoTp ayTeHTH()HUKATOPOB MOIB30BATENS v v v/
OTKIIIOYeHNEe ay TCHTH(PHUKATOPOB MTOIH30BATEILS v’ v/ X
Bxutiouenue ayTeHTH(GHUKATOPOB MMOJIb30BATENS v/ v X
VYnanenue ayTeHTH()UKATOPOB MOIb30BATEIs v’ v X
PazbnokupoBanye MeTO/10B ayTeHTH()UKAIIH TTOTh30BATEIIS v v X
[Tony4yeHne METONOB ayTCHTU(DUKAIINH ITOJIb30BATEIS v’ v/ v/
Bxuttouenne MeTo1oB ayTeHTH()UKALIIH OJIb30BATEI v/ v X
BrIknmioueHne MEeTo10B ayTeHTU(HUKALIUH MTOJIb30BaTeNs v v X
[IpocMmoTp cocTosiHMS METO/IA Ay TEHTU(UKAIIMHN TTOJIb30BATEIS v v v/
V3sMeHeHne HacTpOeK MeTo/ia ay TeHTH(DUKAIHH v’ X X
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Onepanus Anmunucrparop  Omneparop  MHcnekrtop

[IpocmoTp HacTpoek MeToaa ayTeHTH(PHUKALUH v’ X v
W3MeHeHne HacTPOeK MeTo/Ia ay TEHTHU(UKAIMH MOJIb30BaTEIIs
[IpocMoTp HacTpoek MeTojia ayTeHTH(HUKAIIUH MTOJIh30BaTEIs
M3MeHeHne HaCTPOEK MeTo/Ia ay TeHTU(DUKAIIMH TIPUIIOKCHHUS
[MpocMoTp HACTpOEK METO/Ia Ay TeHTU(DUKALIUN TIPUITOKEHUST
WzmeneHue npap qocTymna Ui ayTeHTH(PHUKATOpa

[IpocMmoTp npaB goctyma aist ayTeHTHdUuKaropa

M3menenue HACTPOCK METOAa ayTeHTI/I(i)I/IKaHI/II/I B ITOJIUTHUKE

< L L < < L < X
N N N N N N N
¢ X X X K X

[IpocmoTp HacTpoek MeToaa ayTeHTU(PHUKALUK B IOTUTHKE

JInuensun
Oneparnus Anvunuctpatrop  Omneparop  MHcmekrop

Peructpanus nuuen3uit v X X
OtMmeHa peructpanyy JULEeH3HH

[IpocMoTp 3aperncTpupOBaHHBIX JIULEH3UN
Brimaua nuneH3mit mojIb30BaTenio

OT35IB JINIICH3UH Y ITOJIB30BATCIIA

< X L < X
¢ L L < X
¢ X X X

HpOCMOTp JIMIICH3UH T10JIh30BaTEIIs
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AJIMUHHUCTPATUBHBIN TOCTYTI

Oneparnust Anmvunuctparop  Omneparop  MHcmekrop
JloGapneHne 00beKTa KaTajuora B TPYIILy J0CTYyTa v X X
VYnanenue o0bekTa Katajiora U3 rpyInisl J0CTyIa v X X
[TpocMOTp 4IeHOB rpyMIIbl JOCTYIIA v/ v v/

YerpoiicTBa ayreHTU(DUKAIMN
Oneparust Anvunnctparop  Omeparop  MucnekTop

Peructpanus ycrpoiictsa v/ >< X
OOHOBIIEHHE YCTPOICTBA v/ X ><
IIpocmoTp crMcka yCcTpoicTB v’ v/ v

v X X

VYnanenue ycrpocTaa

I Homtnku

Oneparust Anmunuctparop  Omneparop  Mucnekrop

Co3ganue MOMUTHKN v X x

V3MeHeHne MoJTuTHKH

VYnasieHue noJIuTHKA

[IpocmoTp criucka MOIUTUK

IIpocMoTp crimcka Mosib30BaTeel NOJUTUKH

M3MmeHeHue crimcKa 1mojib30BaTelieil MOIUTHKHI

L L X < < XL
¢ € < £ X X

X
X
v
Vv
X
X

[IpocMoTp criMcka NPUIIOKEHUH TOTUTHKH



Onepanus Anmunucrparop  Omneparop  MHcnekrtop

V3meHeHue crucka NpUIoKEeHUI TOJIMTHKH v/ X X
[IpocmoTp npuopuTeTa NOIUTUKH v’ v/ v/
W3MeHeHne npruopuTeTa MOIUTHKA v X X

KemmpoBanue nannpix nosnb3osarens Ha [1IK

Onepanus Anmunuctparop  Omneparop  Mucnekrop
Bxirouenue kemmpoBaHus v v X
OTiItoueHNe KeINPOBaHUs v’ v/ X
[IpoBepka cocTosiHUA Kella v/ v X
W3meHeHne HaCTPOEK KEIIUPOBAHUS v’ X X
[IpocMoTp HACTpOEK KeIUPOBAHUS v v v
VYyernsie 3anucu ESSO
Oneparnus Anmunuctparop  Omneparop  Mucnekrop
JlobaBneHne y4eTHOH 3arnucu v/ X X

VYnaneHne ydeTHOH 3anucu

HpOCMOTp YYCTHBIX 3aIMCeN MOoJIb30BaTEIs

YreHue COCTOSHUS YUYCTHBIX 3aIKMCEH OJIb30BaTEIS

W3meHeHune nmaposst y4eTHbIX 3aluceil Mosib30BaTess

HpOCMOTp COCTOAHHSA TTapOJIsd aKKayHTa IMOJIb30BATEIIA

L L L K X
X { X X X

C L X K K X

M3MmeHeHne nMeHu y‘ICTHOﬁ 3aIllMCH I10JIb30BATCIIsA

438



Oneparnust

[IpocMoTp MMeHH yU4EeTHOM 3alKCH MOJIb30BATENS

W3MeHeHnune HacTPOEK yUEeTHOM 3arncy T0Ib30BaTENs

IIpocMoTp HACTPOEK yHIETHOMN 3aIHCH ITOJIb30BaTEIIs

M3MmeHeHue T0MOJHUTEIBHBIX TaHHBIX y‘-ICTHOﬁ 3aIllucCu

IIOJIB30BATECIIA

HpOCMOTp JOITIOJTHUTCIIBHBIX TaHHBIX y‘IeTHOI‘/'I 3alMcnu

IIOJIB30BaTECIIA

YcTaHOBKa CIy4aliHOTO MapoJIsd YYETHON 3aIIUCH MOJIB30BATENs

H3menenue napoJist yquHoﬁ 3aIlliCHu

[Tpunoxxenus
Oneparnust
[TpocMmoTp crircka OU3HEC-NPUIOKEHHH
Coznanne OM3HEC-TIPUIIOKEHUS
Wzmenenne Ou3HeC-MpUI0KEHHS

VYnanenue OU3HEC-TPUITOKEHUS
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