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O nponykre

Indeed Access Manager (Indeed AM) o3BOJISICT TOCTPOUTE CHCTEMY LICHTPAIH30BAHHOTO YIPABICHHS JOCTYIIOM K

MH(OPMAIIOHHBIM pecypcaM KOMITaHUH.

Indeed AM Bxirogaer B ce0st Pas3iIMYHbIC MOIYJIN MJIsI UHTErpaliiu C HECJICBbIMUA CUCTEMAaMH, B TOM YHUCJIC C IPUMECHCHUEM

texHonoruii SAML, OpenID Connect, RADIUS, ADFS, a Takxe ¢ UCIIOJIb30BaHHEM areHTOB ay TeHTU(UKAIIUH.

Takoit oAXo/ MO3BOJISIET 3ALUTUTE TOCTYI BO BCE MHPOPMALMOHHbIE CHCTEMBI IPEANPHUATHS U aAaITUPOBATh PEILICHNE MO

Balllu HYK/bI.

Mopynu unrerpanuu B Indeed AM

AyTeHTU(HUKAIMS U YTIPABICHUE T0CTYIIOM

Indeed AM He TOIBKO HaeT BO3MOKHOCTB MIPUMEHSTH HaJIeKHBIE TEXHOJIOTUH Ay TEHTU(HUKAIMHN TTOJIB30BaTelNeH, HO U peain3yeT

(yHKIMU yIpaBIeHUs JOCTYIIOM, Takue Kak SSO U pa3rpaHuueHue JOCTyIa A Pa3HbIX IPYIII 10JIb30BaTEICH.

Paznuunble METOIBI ayTEHTU(UKALUE MOKHO OOBEAMHATD B LIETIOUKH IS cO34aHus MynbTudakTopHOl ayTeHnTHdukannu (MFA).

ApXI/ITeKTypa PCUICHMS ITO3BOJIACT OIICPATUBHO ,H06aBJI$ITI) NIOAACPIKKY HOBBIX TEXHOJIOTHH.

Texnonoruu ayrenrtudukanuu B Indeed AM

YcraHoBka

Indeed Access Manager UCTIONB3yeT CXeMy pa3BepThIBAHKS HA CTOPOHE MOJIb30BaTeNsl (On-premise) — HEMOCPEICTBEHHO B BallleM
paboueM OKpYKEHHH MM COOCTBEHHOM JIaTa-IIeHTpe. Bbl MOTHOCTHIO KOHTPOIUPYETe cpeny QYHKIIMOHUPOBAHHS CHCTEMBI

ayTeHTU(UKALMH TTOJIb30BaTEIIeH, TaHHBIE KOTOPOH XPAHATCS JIOKATBHO U HE MepeJaroTCsl B 00Ja4HOe XPaHHIIHIIE.

Indeed AM momepxuBaeT MacIITAOMPOBAHNE MOIIHOCTEH — YCTAaHOBKY B PeXKHUMe KiacTepa. DTo odecriednBaeT TpedyeMble

YPOBHHU 0TKa3OyCTOI>’ILII/IBOCTId U NPOU3BOAUTEIIBHOCTHU U HE Tpe6yeT l'lpI/lO6pCTCHI/I$I JIOITOJITHUTCIIbHBIX .]'lI/l]_I,CHSI/lf/’l.



bazoBbIie KOMITOHEHTHI

B ocHoBe l'[J'IaT(bOpMI)I nexar 0a30BbIC MOAYJH, KOTOPBIC pCAIU3YIOT 6I/I3HeC-JIOFI/IKy CHCTEMbI U 00€CIICUNBAIOT

(DYHKIIMOHUPOBaHHUE CEPBEPHON HHPPACTPYKTYPB K HHCTPYMEHTOB YIIPABICHUSL.

Cepgep ayteHtuduxaimu u ynpasienus: Core Server

Cepaep sBIISICTCS AJPOM CHCTEMbI M 00ecriedrBaeT (pyHKIIMOHUPOBAHHUE BCEH MIaTGOPMBbI, OH BBIMOIHACT ay TEHTU(UKAIHIO
oJIb30BaTeNeH U peannsyeTr OusHec-noruky pemenus. Ceppep npeacrapisier coooit ASP .Net npuiioxxeHue u noaJepKuBaeT
YCTaHOBKY B peXKHME KJIaCTepa, MO3BOJIsIsE 00ECIIEUNTh BHICOKUN YPOBEHb MTPOU3BOAUTEIILHOCTH M OTKAa30yCTOWYMBOCTH BHE

3aBHCHUMOCTHU OT MacIuTaboB BHECAPCHUA.

Karasor monp3oBaresen

Indeed Access Manager HCITOJB3YCT JaHHBIC O KOHCUHBIX ITOJIb30BATC/IAX U3 KaTajlora MOJIb30BATEIICH. DTO TE 110JIb30BaTeCiin,

KOTOpbIE OYyT MPOXOIAMTH MPOLIEAYPY ayTeHTH(HKAINH ¢ TomMolbio Indeed AM.

ba3p1 naHHBIX

Bce naHHbIe cHCTEMbI XpaHATCS B €IMHOM XPaHUIIUIIE, K KOTOPOMY HalpsiMyl0 00palliaeTcst TOIbKO cepBep. XpaHeHHe 1
nepeava JaHHBIX K CEpBEepy MM OT CepBepa IMIPOU3BOJUTCS B 3aIIM(GPOBAHHOM BHAE. XPAHMIHIIE MOXKET OBITh PACHOIIOKEHO B

Microsoft SQL unu PostgreSQL.

Management Console

Brimosnaena B popmare BeO-IIpuiioxkKeHus, B KOTOpoM agMuHuCcTparopsl Indeed AM MOTyT mIpOCMOTPETh M U3MEHHUTH NapaMeTphI

CUCTCMbI U HaCTpOfIKPI HOHBSOBaTeHCﬁ, a TaKKe MMPOCMOTPETH XKYpHAJI CUCTCMBI.

User Console

HaCT BO3MOXXHOCTB 3apCTUCTPHUPOBATH UJIM UBMCHUTDH ayTeHTI/I(l)I/IKaI_II/IOHHI)Ie JIAaHHBIC (HaHpI/IMep, TEeHEPaTOPbl OAHOPA30BBIX

napoJieii), a Takke MPOCMOTPETh HCTOPHIO BXOJOB.



Monyinm uHTerpanun

e Indeed ADFS Extension

JIByx(axropHast ayTeHTH(UKALMS ¢ Mcnoib3oBanueM ADFS

@ Indeed Mobile Device Provisioning

Hactpoiika CHHXpOHH3AI[MN yCTPOKUCTBA, TIOMEIICHHOTO B KAPDAHTHH

&3 Indeed FreeRADIUS Extension

JByxdakropHas ayrentuduxanus ais nporoxkona RADIUS

%@ Indeed Identity Provider

MHorodakTopHas ayTeHTH(GUKAIM 1 CKBO3HOH TOCTYII

Indeed LDAP Proxy

JIByxdaxropHas ayrentuduxanus no nporokoay LDAP

(2] Indeed Linux Logon

Joctyn B Linux ¢ HOMOIIBIO CTPOTOW ay TEHTU(DHKALIUH

&3 Indeed NPS RADIUS Extension

JIByxdaxropHast ayreHTHOUKALMs 1uis Tpotokosa RADIUS

Indeed RDP Windows Logon

JlByxdakropHas ayrentudukanus 1 nporoxona Remote Desktop Protocol

4 Indeed Windows Logon

Jloctyn B Windows ¢ OMOIIBIO CTPOTOi ay TeHTH()UKAIIIH




Indeed ADFS Extension

Jnist MHTerpanuy BeO-NpUIoKeHnit ¢ mporpaMMHbIM KoMIuiekcoM Indeed Access Manager MOXET UCTIONb30BaThCS MEXaHU3M
ADFS B cBsizke ¢ komnoneHToM Indeed ADFS Extension. MHTerpaiiust BO3MOKHA JUTSI TPUIOKEHHUN, KOTOPBIC TOIJICPKUBAIOT

ayreHTuduxanuio yepe3 ADFS.

Kommnonent ADFS Extension peanusyer agantep MHOrohakTopHoOH ayTeHTH(UKauuu i cepsepa Microsoft ADFS, noGasisist B
Iporiecc MOIy9YeHHs JOCTyIa BTopoi (akrop. Takoi moxxos 1aeT BOSMOXKXHOCTb HHTETPHPOBATLCS C IETEBBIMU MPUIIOKCHUSIMH

6e3 ux MoguduKanuy.

[Tpu BXOJIE B MPUIIOKEHKE TIOJIB30BATEIb TIEpEHAIIPaBIIsieTcsl Ha BeO-cTpanuily ayreHTudukanun ADFS, rie uepes nposaiinep
ayrentuukarmu Indeed ADFS Extension 3anparmmsaercst BTopoif ¢akrop. [Tocie ycremnoii ayTeHTH(GHUKAIIH IT0T530BaTelb

BO3BpalIacTCs B LCJICBOC MPHUITOKCHHUC.

VYcranoBka u HacTpoiika ADFS Extension

Texnonoruu ayTeHTU(PUKAITUN

Indeed AM ADFS Extension B kadecTBe BTOPOTro (pakTopa MoICPKUBACT ayTEHTH(PHUKAILIUIO C TOMOIIBIO CIETYIOLINX

TEXHOJIOT U

e onHopazossle napoiaun OATH, TOTP u HOTP,
e onHOpa3oBkie Kozbl yepe3 CMC u email,
e OIHOpPa30BbIC KOABI U push-yBenomiienus B MoouiabHOM npuioxkenun Indeed Key,

® CaMOCTOATCIIPHO SaHaHHBIﬁ mapoJib.

I ne MO’XHO UCTTONTHL30BATH

Texnonoruto ADFS nonnep:kusatot BeO-nipunoxenust Microsoft, rakue xkak Outlook Web Access, Sharepoint, Skype for Business

U JIpyTue.
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Indeed Mobile Device Provisioning

Mopnyns Indeed Mobile Device Provisioning (MDP) ucnons3yercs Jurst BBIBOAA YCTPONCTBA U3 KapaHTHHA B CIIydae, KOraa

T0JIb30BaTEes b HACTPAUBACT IMMOYTOBBIN aKKAyHT HA HOBOM ycTpoicTBe yepe3 Exchange ActiveSync.

Jlns Indeed Mobile Device Provisioning npeaycmorpena iByxdakropHas ayrenTudukaius yepes Identity Provider. Ecnn

noJsib30Baress npoiueln ayrentudukanuio B User Console, OH aBTOMaTHU€CKH MPOXOAUT ayTEHTU(HUKALIUIO B MOLYJIb.

Monysne MDP npezcrasisier coboii qononHuTensHyto Bkiaanky B User Console — MoOunbHbIe yeTpoiictBa Exchange. B Heit

10J1b30BaTENb MOMKET CAMOCTOSITENIbHO BBIBECTU U3 KapaHTHHA UM 3a0JI0KUPOBATh yCTPOUCTBO.
VYeranoska u HacTpoiika Mobile Device Provisioning

Monysb Indeed Mobile Device Provisioning 9 coBmectum ¢ Identity Provider 8.
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Indeed FreeRADIUS Extension

Indeed FreeRADIUS Extension (FreeRADIUS Extension) 03BoJIsIeT pean30BaTh TEXHOJIOTHIO ABYX(AKTOPHON ayTeHTH(GUKAIIIN

st RADIUS-coBMeCTUMBIX CEpBHUCOB M MPUIIOKEHUH.

VYcranoBka u HacTpoiika FreeRADIUS Extension

TexHonoruu aYTCHTI/I(I)I/IKaHI/II/I
FreeRADIUS Extension B kauecTBe BTOpPOro ¢pakropa MoJAEpKUBAET ayTCHTH(PUKALNIO C IOMOLIBIO CIIEAYIOUIUX TEXHOIOTHil:

e oanopasosbie maponu TOTP u HOTP,
¢ omHOpa3oBbie Kokl uepe3 CMC u email,

¢ push-yBenomiieHus ¢ TOATBEPXKICHHEM BXoa B MOOMIbHOM npmiokennn Indeed Key.

[ ne MO>XHO UCTTONTHL30BATH

Aytentuduxarus no nporokoiry RADIUS moxet 0bITh Hctionb3oBana Bo MHOTUX VPN, VDI u PAM pemtenusx, Hanpumep B
nporpamMMHBIX Tipoaykrax Cisco ASA, MS RAS, RDG, OpenVPN, pfSense, Check Point.

12



Indeed Identity Provider

Jlnst opraHu3aIui MHOTO(aKTOPHON ayTeHTH(UKAIIMN 1 CKBO3HOTO JlocTyma B BeO-npritoxkenus (Web Single Sign-on)
ucnonbzyercs moayib Indeed Identity Provider (IDP). Jlsst uHTErpaiyu ¢ 1ejIeBbIME PELHICHUSIMH 3TOT MOJYJIb TIO/IJICP)KUBACT

CJICAYIOIIHNC ITPOTOKOJIBI:

e SAML 2.0 (Security Assertion Markup Language)
e OIDC 1.0 (OpenID Connect)
e OAuth 2.0

DTO rapaHTHUPyeT COBMECTHMOCTH C ITUPOKUAM CIIEKTPOM KOMMepueckux cucteM. [Ipuvenenne IDP n3basisiet mosp30Baress OT
HEOOXOMMOCTH 3alIOMHUHATh MHOKECTBO YUETHBIX JIaHHBIX: ISl IOCTYTIa BO BCE MHTETPHUPOBAHHBIE CUCTEMbI TPEOYETCsl TOJILKO
OJIMH KOMIUIEKT YYETHBIX TAaHHBIX. AYTeHTH(OUKALUS BBIOJTHSSTCS IIEHTpaTn30BaHHo Ha cropone Identity Provider (IDP,

MOCTABIIMK YJI0CTOBEPEHHIA).

IDP BrimonHeH B hopMare BeO-IPHIOKEHNS H YCTaHABIMBACTCS B MHPPACTPYKType 3aKa3urka. B mpouecce moydeHus J0CTyma
LIEJIEBOE MIPUIIOKEHHE TIepeHAaIIpaBIIsieT Mosb30oBaressd Ha ctpanuily IDP s ayrenTudukanmm, mocie 4ero B ciiydae ycrexa
TI0JTE30BAaTENb TIEPEHANPABISIETCS 00PaTHO B [ENIEBOE MPUIIOKEHHE C IPU3HAKOM Aymenmuguyuposan, Te eMy OTKPBIBAETCS €ro

ceccust.

YeranoBka u HacTpoiika Identity Provider

Texnosmoruu ay'TeHTI/I(I)I/IKaI_II/II/I
Indeed IDP noanepxuBaeT Cleayronie TeXHOIOTUH ayTeHTU(DUKAIIMH TIOIb30BaTeIeH:

* JIOMEHHBIH MTapoJib;

e onHopasossle napoian OATH, TOTP u HOTP;

e onHOpa3oBkie kKozbl yepe3 CMC u email;

e OJHOPA30BbIC KO/IbI U push-yBenomienus yepe3 6ot B meccenkepe Telegram;

e OJIHOPA30BbIC KOJIBI U push-yBenomiieHus B MoOmIbHOM npuioxenun Indeed Key.

I ne MO>xHO HCTTONTHL30BATh

B xontyp WebSSO u MFA MoryT ObITh BKIIIOUEHBI Kak KOPIIOPATUBHBIE ON-Premise NPUIOKEeHUs (HAIpUMEp PEIIeHUs OT
rkomnanuit SAP, Citrix u ap.), Tak u obnaunbie cepBuchl, Takue kak Office 365, Salesforce, Slack, Google Workspace (panee G

Suite) u apyrue.

WHTerparyst BBIMOIHSAETCS HA CEPBEPHOM CTOPOHE, YTO JIaeT BO3MOKHOCTh McIob3oBaTh MFA u WebSSO noxos Ha mo0bIx

ycTpoiicTBax, rae ectb Opaysep: [1K, cMapTdon mwim mIaHmer.

13
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Indeed LDAP Proxy

Mopnyns Indeed LDAP Proxy (LDAP Proxy) ncrons3yercst i peaiu3anuy AByX(paKTOPHON ayTeHTH(UKAI[N B TIPHIIOKEHHUSX C

LDAP-ayrenTudukanueii. B kauectBe Metona ayTeHTUGHUKAIMN HcToib3yeTces LDAP-karasor.
Ocnosnbie Bo3moxHoctr LDAP Proxy:

e pabora no nporoxonam LDAP u LDAPS uepe3 3ammdpoannbiii TLS-kana;
e [IEPEXBaT 3alPOCOB Ha ayTEHTU(UKAIMIO C HCIIOIb30BaHUEM MeXaHu3Ma Simple;

¢ BO3MOXKHOCTb HACTPOMKH AOCTyIIa CEPBUCHBIX YUETHBIX 3amucei 6e3 UCIOoNb30BaHus BTOPOro (akTopa ayTeHTU(UKALNY,

OCHOBBIBAsICh HA IMOJIMTUKE JOCTYyIA,

® HCITI0JIb30BaHUC BTOPOIO QJaKTopa ayTeHTI/I(i)I/IKaLlI/II/I B 3aBUCUMOCTHU OT TOTI'0, IPUHAJJICIKUT JIN ITOJIL30BATECIIb K TPYTIIIIC B

KaraJjore HOJII)30BaTeJI€I>'I, OCHOBBIBAsICh HA MOJMTUKE NOCTYIIA;

e 3amuch KypHaioB B Log Server.

Ycranoska u Hactpoiika LDAP Proxy

Texnomorun aYTeHTI/I(I)I/IKaHI/II/I
LDAP Proxy nojjiep:KuBaet Clie/IyroIIne TEXHOJIOTHN ay TeHTH(DUKAIIMH MTOJIh30BaTEIICH:

® JIOMEHHBIHN MapoJb,
¢ push-yBenomiieHus: B MoOMibHOM nipuiiokennu Indeed Key,

¢ push-ysenomienns B Telegram.

15



Indeed Linux Logon

Indeed AM Linux Logon — 3T0 MOJIyJIb ay TEHTH(HUKALINH, TO3BOJIIONINI peann30BaTh ABYX(PAaKTOPHYIO ayTEHTU(DUKAIIIIO JUTs

OTIepaIMOHHOM cHcTeMbl Linux.

Pabora Mojyiisi peann3oBaHa yepe3 aBTOMATH3UPOBAHHYIO HHTErpaIio ¢ nHppacTpykrypoit Pluggable Authentication Modules

(PAM) — ¢ nmomorpto storo Linux Logon moxer oOpamiarbest k Core Server HarpsiMyo.

VYeranoska u HacTpoiika Linux Logon

TexHnonoruu ayTeHTU(PUKALIIN
Linux LOgOH NOAACPIKUBACT CICAYIOIINEC TEXHOJIOTNN ayTeHTI/I(,I)I/IKaHI/II/I MOJIb30BaTEIICH:

e JIOMEHHBII NapoJib;
e oxnopasossie maponu TOTP;
o RFID-xaprsr;

® CaMOCTOATCIIBHO 3a,HaHHI)II>‘I napoJib.
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Indeed NPS RADIUS Extension

Indeed NPS RADIUS Extension (RADIUS Extension) npeacrasisier codoii Mmonyns pacumpenus Microsoft Network Policy
Server (NPS Bxogut B coctaB Windows Server) u 1mo3BoJisieT peajin30BaTh TEXHOJIOTHIO IBYX(haKTOPHOI ayTeHTU(DUKAIIMN JIJIsSt

RADIUS-cOBMECTUMBIX CEPBUCOB U MPUIOKEHUIL.
Jlns atoro Tpedyercsi:

e PasBepHyTbh B ceTr npeAnpustusi cepeep NPS, KoTOpbIit IpeocTaBiseT BO3MOKHOCTh ay TCHTH(PHUKAIINH 110 TIPOTOKOITY

RADIUS c ncrionb30BaHNEM yUEeTHBIX JaHHBIX TTOJIb30BaTelell katanora Active Directory.
e HacTpouTs 11eneBoe nNpuiioKeHUe Ha ayTeHTU(DUKAIHIO 1oJib3oBateneid mo nporokony RADIUS Ha cepsepe NPS.

e VYcranosuth Ha cepBep NPS pacmmpenne RADIUS Extension, kotopoe OyzneT 00padaTbiBaTh 3apochl Ha ay TeHTH(HUKALUIO

¥ TpeOOBaTh OT IOJIH30BATEISI BTOPOH (haKkTOp ayTeHTU(DHUKAIHH.

AyTtenTudukanus no Bropomy axropy BbionHsercs Ha cepBepe Indeed Access Manager U pe3y/bTaT IPOBEPKU Yepe3 CeEpBEp

NPS tpancmupyercs B 1ieneBoe npuioKeHue.

YcranoBka u HacTpoiika NPS RADIUS Extension

TexHonoruu aYTCHTI/I(I)I/IKaHI/II/I
RADIUS Extension B kauecTBe BTOPOro (hakropa MOAIECPKUBACT ayTEHTU(DHUKALMIO C IOMOIIBIO CIESAYIOIIX TeXHOJIOTHMA:

e oanopasossie mapoau OATH, TOTP u HOTP,
e onHOpa3oBkie Koabl yepe3 CMC u email,
e OHOpPAa30BBIe MApONIU B puioxkeHnn Telegram;

e push-yBeIOMJICHHUS C MOATBEPKIACHUEM BXojia B MOOMIIbHOM Tipuiioxkennu Indeed Key.

[ ne MO>XHO UCITONTHL30BATH

Aytentuduxanus no nporoxoiry RADIUS moxer ObITh ncnonb3oBana Bo MHOrux VPN u VDI pemenusix, Hanpumep B

nporpaMMHbIX rpoaykrax komnanuii Cisco, Citrix, Check Point, VMWare, C-Teppa.
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Indeed RDP Windows Logon

Mopnyns Indeed RDP Windows Logon (RDP Windows Logon) ncrionbs3yercst Iust peaan3aui AByX(paKkTOpHOH ayTeHTH(HUKAIIIH
MIPU TIOAKITIOUEHHSIX 110 poTokoy RDP. B atoMm ciyyae nepBbiM (JaKTOPOM BBICTYIACT JJOMEHHBIN 1IapOJib, @ BTOPHIM —

OJTHOPA30BbIN Maposib (one-time password) WK MOATBEPKIECHUE BXO/Ia B OTACIBHOM MPUIOKEHHH.

RDP Windows Logon ycTaHaBIuBaeTcs Ha KOHEUHbBIH TepMUHAIBHBINA cepBep, Ky/Ja BBIIONHAET BXOJ 10JIb30BaTeb. YCTAHOBKA
KaKHUX-JHOO0 KOMITOHCHTOB Ha KIIMEHTCKUH KoMIbioTep He TpeOyercs. [Tonnepxxusaercs kondurypamnus ¢ Remote Desktop

Gateway.

VYeranoska u Hactpoiika RDP Windows Logon

TexHonoruu aYTCHTI/I(l)I/IKaHI/II/I
RDP Windows Logon moaaep>XuBaeT clIemyonye TeXHOIOTHH ay TeHTH(HKAIIY OIb30BaTeNIeH:

e onHopazossie napoiau TOTP u HOTP;
e onHOpa3oBkie Kokl yepe3 CMC u email;
¢ push-yBenomienus: B MoOmibHOM npuiiokennu Indeed Key;

® CaMOCTOATCIIBHO 3a)laHHI>II>‘I napoJib.
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Indeed Windows Logon

Indeed Windows Logon (Windows Logon) npezcraBisieT BO3MOKHOCTb OJTy4aTh JOCTyN B Windows ¢ HCIONb30BaHIEM
TEXHOJIOTHI CTporoi ayreHTuukanmu B cpene Microsoft Active Directory. [liist 3Toro Ha paboune MecTa MmoJib30BaTesneit

ycraHasiuBaercst areHT Windows Logon.

WHcTannarop areHTa peaau3oBaH Kak CTaHAapTHbIN nakeT ycranosmuka MSI (Microsoft Windows Installer). 91o no3somnser
OIEpaTHBHO NPOM3BOIUTH YCTAHOBKY M OOHOBJICHHE CHCTEMbI B MACCOBOM IOPSI/IKE C HCIIONB30BAHUEM PA3ITHIHBIX

MHCTPYMEHTOB: IPYIIOBBIX NOMUTUK Active Directory, Microsoft System Center Configuration Manager (SCCM) u npyrue.

Jlyis uHTErpaIyu ¢ onepanuoHHoi cucremord Windows MCIosb3yeTcst CTaHJapTHBIN MEXaHU3M JJIsl pean3alui COOCTBEHHOTO

unaTepdeiica ayrenTuduKanmy noms3osareneil Credentials Provider. JlaHHas TeXHOIOTHS TTO3BOJISIET CTOPOHHHIM Pa3padOTUNKaM
HMHTETPUPOBATh COOCTBEHHBIC TEXHOIOTUHU ayTeHTU(UKalu ¢ uaTepdeiicom Windows, nmpenocrapisieT BO3MOXKHOCTh HE TOJIBKO
BBINIONTHATH BX0/ B Windows ¢ momorsio Texnonornu Indeed AM, Ho m ayTeHTH(UIIpPOBaThCs ¢ ToMoInsio Indeed AM BHYTpH

OC, Hanpumep, pu JOCTYIIC K JOMEHHBIM PECYPCaM, BEO-IIPHIOKCHHSM.
B Windows Logon nojiep»kuBaroTcsi Bce TEXHOJIOTHH ayTeHTUHKanuu, noctynHbie B Indeed Access Manager.

VYcranoBka 1 HacTpoiika Windows Logon

r—— - - - - — - = -
| CeaHc |
nonb3oBaTens
| Windows \
L - - - - - - - — o
KaTanor
nonb3osartenen
Active Directory
r—— - - - - — — a
@_[% ‘ TexHonorum ‘
:}/ , | ayTeHTUdMKauum |
\ \
| \ , \
Indeed Access JlOMeHHbIi %‘ \ O \
Manager MK \ . |
CoTpyaHUK ‘ Indeed Key |
=0 & | O | |
g @&
’_k_‘ \ |
\ \
Indeed AM YctponcTtso OpHopasoBble
% =] Windows Logon ayTeHTudumKaumm ‘ naponu ‘
== \ |
Credentials Lo J
Provider
basa gaHHbIX XypHan
Indeed AM cobbITui OddnanH pexumm

TexHnonoruu ayTeHTU(PUKALIAN

Windows Logon nomaepKuBaeT clieyomne TEXHOIOT U ay TeHTH(DUKAIIIH:
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e JIOMEHHBII NapoJb;

e oxanopasosbie mapoau TOTP u HOTP;

e onHOpa3oBkie Koabl yepe3 CMC u email;
e RFID-xaprsr;

e OJHOPA30BbIC KO/IbI U push-yBenomiieHus B MoOmIbHOM npuiokeHun Indeed Key.

VYnpasienue naposisiMu mnosis3oBareneit Active Directory

Indeed Access Manager He 3aMeHSIET IITATHYIO cUcTeMy ayTeHTudukauu Active Directory, a aBToMaTH3UpyeT yIpaBiIeHUe
MapoJIsIMH MOJTb30BaTeNei. B Takoif koHHUrypanuu mapoabHas ayTeHTH(HUKAINS CTAHOBUTCS BHYTPEHHUM MEXaHU3MOM, KOTOPBIH

HCITOJIB3YETCS TOJIBKO Ha IMMPOrpaMMHOM YPOBHE.

Anmunnctparop Indeed Access Manager MOKET HACTPOUTh CUCTEMY TaKMM 00pa3oM, YTOOBI B MOMEHT PETUCTPALIMU TIEPBOTO JUIS
TMIOJTE30BAaTENs Ay TEHTU(HUKATOPA €T TTapOJIb ABTOMATUUECKH MEHSUICS Ha CIyJaifHOe 3HaYeHHe, KOTOpPOoe He COO0IaeTCsl HU
MOJIL30BATEIIO, HH 8 JMUHUCTPATOPY CHCTEMbL. TakuM 00pa3oM IOCTYH B IOMEH CTAHOBHUTCS BO3MOXKHBIM TOJIBKO C
ucronb3oBanueM Windows Logon. B nanbHeiimeM mapoiib oib30BaTesst MEHSETCsl aBTOMATHIECKH JTHOO0 110 TPeOOBAHUIO

OTIEPAILIMOHHON CHUCTEMBI, JIN0O MO 3alaHHOMY PaCIIUCAHUIO.
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TexHonornu ayreHTHU(pUKAILIN

Ipogaiineps! ayrenTrdukanmu odecrneunBaoT Indeed AM BO3MOXKHOCTH PaOOThI ¢ TEXHOJIIOTHSIMH ayTEHTU(DUKAIITH

IOJIb30BaTCIICH.

Ipogaiinep ayreHTH()UKAIUMK TPEAOCTABISACT CUCTEME YHUPHUIIMPOBAHHBIN HHTEP(EHC ISl BBIMOIHEHUS OTIEPaIlHii 1o padoTe ¢
KOHKPETHOW TEXHOJIOTHEH ayTEeHTHU(HUKALIMK: ITOJYyYCHUE ayTeHTU()UKAIIMOHHBIX JaHHBIX OT TI0JIb30BATEIIsS JAJISl XPAHEHHS, & TAaKKe

BepuduUKaIuio (IPOBEPKY) TaHHBIX.
VYcraHOBKA U HACTPOKA MPOBANIEpOB ayTeHTU(PHKALINT
Indeed Access Manager nojiep>KuBaeT CleIyroIe TEXHOIOT N ay TEHTU(DUKAIH:

e ammaparHble ¥ IPOrpaMMHBIE TOKEHBI TeHepallui OHOPa30BbIX naposneii mo nporokonam OATH, TOTP u HOTP;
e OIHOpPa30BBIe KOABIL, BhIChbUIaeMble o CMC mim email;
e OIHOpPa30BBIE KOABI U push-yBemomiieHus uepe3 00T B MecceHkepax Telegram n eXpress;

e OeckonrakTHble KapThl RFID (ucnonb3yeMble B KaUeCTBE MIPOITYCKa B CUCTEMAaX KOHTPOJIS U YIPaBICHUS JOCTYIIOM)

(dhopmaroB EM-Marin u Mifare;

e OJHOPA30BbIC KOJ/IBI U push-yBenomiieHus B MoOWIbHOM npuiokenun Indeed Key.

Mobunsaoe npritoxenue Indeed Key noctymuo mist oreparmonnsix cucteM 10S, Android 1 HarmonyOS. Mcnonbsyst Indeed Key,
TI0JIb30BAaTEIIb MOATBEPIK/IACT OMEPALMIO BXO/IA B IIPIIIOKEHNH Ha cMapToHe. JleTann onepanny oTodpakaroTes Ha dIKpaHe
cMapTdoHa, IJe MOIb30BaTellb MOKET YOSIUTHCS, B KAKYI0 HIMEHHO CHCTeMY BbImonHsieTcst Bxo. Kpome storo, Indeed Key

HOJIEPKUBACT TEHEPALMIO OAHOPA30BBIX Mapoeil o nporokoixy TOTP.

PasnuuHble METO/IBI Ay TCHTU(HUKAIIMKA MOKHO OOBEAMHSATH B LIETIOUKH JJISI CO3/1aHus MyJIbTH(aKTOpHOH ayreHTHuKau (MFA).
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[lomuTrkuy g1ocTyra

ITonutrka — 310 Ha6op HAaCTPOCK, KOTOPbIC MPUMCHSAIOTCA K onpeaeneHHoﬁ rpynmne 0JIb30BaTesIeH U3 MOJIb30BaTEIILCKOTO

KaraJjora.

Ha Bcex HOJIB3OBaTeJIeI>1, KOTOPBIC MOaJar0T IO JelicTBHE IIOJIUTUKH, PACIIPOCTPAHAIOTCS HaCTpOﬁKH 0a30BBIX KOMIIOHEHTOB U

MojyJei nHTerpanyy. Takke NMoIb30BaTey NOTYyYatoT TOCTYI K OU3HEC-TIPUIIOKESHUSIM C HACTPOCHHBIMH YUYETHBIMH 3aITUCSIMU.
YV NOTUTUKH MOTYT OBITH OIPEICNCHBL:

e 00nacTh NEHCTBHUS: MMOIH30BATEIH, KOTOPHIE IONAIal0T IO AeHCTBUE PABHJI, 331aHHBIX B 9TOU ITOJIUTHKE;
® POJIH: QJIMUHHCTPATOP, ONIEPATOP U MHCIEKTOP;

¢ HabOp W HACTPOMKH JOCTYITHBIX CIOCOOOB Ay TeHTU(HUKAIIHH;

e Ha0Op AOCTYIHBIX OM3HEC-TIPUIIOKEHNH U yueTHBIX 3anuceit eSSO;

® TMIPHUOPUTET NOJITUTUKH.

Ecnu mone3oBarens monamact B o0macThb JICUCTBUS Ooee OJTHOM TIOJIMTUKH, OH ITOJIYYA€T TOCTYII KO BCEM IMPUIIOKCHUAM,

I[O6aBJ'IeHHI>IM B OTH IIOJIUTUKH.

Ecnu nonp3oBaresb momajaacT B 0071aCcTh JICUCTBUST HECKOJIBKUX MOJIUTHUK, IIC OAHO U TO K€ MPUIIOKCHNUEC BCTPECUACTCA Ooitee

OJHOT'O pa3sa, MOJIb30BATECII0 ITPUCBAUBAIOTCA HaCTpOﬁKH J0CTYyIIa B 5TO IMPUJIOKCHUE U3 ITOJIUTUKH C HanOOJIBIIAM IIPUOPUTETOM.
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JlvnieHsupoBanue

B nponyxkrax Indeed Access Manager (Indeed AM) ncrionssyrores cxema ymnensuposanust CAL (Client Access License). Takast
JMIEH3H IaeT MIPaBo Ha HCHONb30BaHMue MPpoxaykToB Indeed AM i oHOTO MONB30BATENA. Y UHTHIBACTCS KONHUECTBO YUETHBIX
3anuceil nons3osareneil Indeed AM, npu 3TOM KOIXYECTBO YCTaHOBOK KIMEHTCKOIO IIPOrPAMMHOI0O 00ecIIeueH s He

OTPaHUYMBACTCH.
JIumeH3un MOXXHO JOKYIHTb. [Ipi HEOOXOAMMOCTH MOXKHO OTO3BATh JIHIICH3HIO Y OTHUX COTPYIHHUKOB U BBIICIUTH JPYTUM.
Kaxk ynpapinars nuuensusMu B Management Console

JIunensun Indeed Access Manager nessiTcst Ha CIeAYIOLIUE TUIIBL:

e ocHoBHas JimneH3us Indeed Access Manager,

® JIMICH3UU JJIA JOIIOJIHUTCIbHBIX Monyneﬁ.

OcHOBHAad NUIIEH3US

Oto 6azoBas auueH3us. OHa JaeT NpaBo Ha PErHCTPALMIO TTOJIB30BATEN B CUCTEME, XPAHEHHE €r0 Ay TeHTU(HHUKALIMOHHON
nH(opMaIyy B 6a3e JaHHBIX W UCIIOIb30BaHHE 0a30BBIX (YHKIMN — KOHCOJIH aIMHHUCTPATOPa, KOHCOJH TI0JIb30BATEIIs H
XKypHaia coobiTuil. [IppobGpereHne 3Tol IMIeH31H TpeOyeTCs B IIOOOM Cilydae BHE 3aBUCUMOCTH OT TpeOyeMoi

(DYHKIIMOHAIBHOCTH PEIICHHSI.

JlvtieH3uy 11t TOMOJTHATEITbHBIX MOTYJIEN

JIuieH3us MO3BOJISIET UCTIONIB30BaTh OMPEACICHHBIH MOAYIb. JIMlleH3uK TPeOyIOTCS [T BCeX MOyl uHTerpaunu. Bee Ousnec-

MPUIIOKCHUSA MOAYJISA pa6OTaIOT noa JII/III&HSI/ISﬁ MOIYJIA, OTACIIbHBIC JIMIICH3UN JI HUX HEC Tpe6yIOTC$I.

HI/IL[CHBI/ISI Ha MOAYJIb COACPIKHUT Pa3pCHICHHOC KOJIMYECTBO €€ ucnosib3oBanuil. [locre perucTpanuu JUICH3UU €€ 0OBEKTHI MOr'yT

OBITH BBIJaHBI ITOJIB30BATCIIAM aBTOMAaTHYICCKH, 9TO IIPOUCXOAUT IIPU ITPOLICCCE ayTeHTI/I(pI/IKaLII/II/I.

OT36IB JIMIEH3WH UII KOHKPETHOTO MMOJIB30BATECIIA TAKKE IIPOUCXOOAUT aBTOMAaTUYCCKH, C IIOMOIIBIO PETYISIPHO BO300HOBJISIEMOI

3azla4u, €CJIM I10JIb30BATECJIb B KaTaJI0Tre OBLT 3a6J'IOKI/Ip0BaH WM IIOTEPSJI MpaBa Ha UCIIOJIb30BAaHUE MOIYIIA.

o Jluyensus Indeed AM Windows Logon. Jlaet npaBo Ha ucnonb3oBanue moayiast Windows Logon miist crporoit u
MHOTO()aKTOPHOH ayTeHTH()UKAIIMN B OIEPAIIMOHHEIX cucTeMax Microsoft Windows.

o Jluyensus Indeed AM RDP Windows Logon. Jlaet npaBo Ha ucnonbs3oBanue Moxyist RDP Windows Logon mis
JByX(aKTOPHOH ayTeHTH(HUKAUK C HCIOIB30BAHIEM OJHOPA30BBIX MApOJIeH pH TePMUHAIBFHOM JOCTYIIE B OTIEPallMOHHBIE
cucteMsl Microsoft Windows.

o Jluyensus Indeed AM Linux Logon. JlaeT mpaBo Ha ucnonb3oBaHue Moayis Linux Logon s crporoit 1 MHOroakTopHOM
ayTeHTH(HUKAIINH B OTIEPAalHOHHBIX cucTeMax Linux.

o Jluyensus Indeed AM Identity Provider. JlaeT npaBo Ha ucnoib3oBanue Moyis Identity Provider 11 moCTpoeHHUS CHCTEMbI
Web Single Sign-On ¢ npumMenennem nporokoioB SAML u OpenlID Connect.

o Jluyensus Indeed AM FreeRADIUS Extension. Jlaet npaBo Ha ucnonb3oBarue moayist FreeRADIUS s peanuzanuu
JIBYX(paKTOpHOH ayTeHTU(UKALUK B IPUIIOKEHUSIX, COBMECTUMBIX ¢ ITpoTokoioM RADIUS (VPN, VDI u npyrumn).

o Jluyensus Indeed AM NPS RADIUS Extension. JlaeT mpaBo Ha ucnons3oBaHue Monyist RADIUS juist peanusanuu

JBYX(haKTOPHOM ayTeHTU(DHUKALINHU B MIPUIOKEHHUSIX, COBMECTUMBIX ¢ poTokoiiom RADIUS (VPN, VDI u apyrumn).
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Juyensus Indeed AM LDAP Proxy. Jlaer npaBo Ha ucronb3oBanne Moxyist LDAP Proxy s peanmm3anun 1ByxdakTopHOit
AyTCHTU(HUKALINU B TPUIIOKEHHSIX, B KOTOPBIX OCHOBHBIM METO/IOM ayTEHTH(HKALIUH MoJIb30BaTenei seisercss LDAP-
KaTaJor.

Jluyensus Indeed AM API. [laet npaBo Ha UCTIOJIb30BaHKUE IIPOTPAMMHOI0 HHTEpQeiica sl HHTErpalui CO CTOPOHHUMHU
CHCTEMaMHU.

Jluyensus Indeed AM ADF'S Extension. Jlaet paBo Ha ucnonb3oBanue moayiast ADFS nist moctpoenus cuctems ¢

npuMenenueM npotokona ADFS.

Jluyensus Indeed AM Mobile Device Provisioning. JlaeT ipaBo Ha UCIIOJIb30BaHKUE CEPBUCA MMOTOTOBKH MOOHIIBHBIX

YCTPOWCTB JUIsl BBIBOJIA YCTPOMCTB U3 KapaHTHHA.
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CucreMHbIe TpeOOBaHUS

CepBepHBIE KOMITOHEHTEI

CucreMHbIe Tpe6013a1—m;1 JUI CEPBEPHBIX KOMIIOHCHTOB

Moyii MHTerpanun

CucTteMHbIe TPEOOBAHMS TSI MOAYICH HHTET AL
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CepBepHBIE KOMIIOHEHTBI

B pazpere onmcaHbl CHCTEMHBIC TPeOOBaHUS I CepBepHBIX koMnoHeHToB Indeed Access Manager.

Mactep koHpurypamu

ArmmmapatHeie e He menee 4 I'b onepaTuBHO namsitu

TpeboBaHus e He menee 50 I'b ¢cB0OOHOTO MPOCTPAaHCTBA HA JIHCKE

Linux ¢ nomiepxkoii 64-0MTHOW apXUTEKTYPBbI:

OmnepanuoHHas e Astra Linux 1.7 u BbImIe
cucTema e PEJI OC 7.3 u BbllIE
e Ubuntu 22.04 u BbImIe

o Docker 19.03.0 u BrIIE

e Docker Compose 2.0.0 u BblIie
Pexomennyercst ycranasnusarh Docker u3 ouiuanbHOro peno3uTopyst N0 MHCTPYKIUN
[TakeTsrt Ha caifre docs.docker.com.
ITpumeuanue: IIpu ycranoBke Access Manager Ha onepalronHoi cucteme Ubuntu ydenurecs, 4to
Docker nmm Docker Compose yCTaHOBIICHBI C TOMOIBIO CHCTEMBI YIIPABICHUS TaKeTaMH apt
(Advanced Package Tool).

Ceprudukarst o Ceprudukar OTKpPBITOTO Kitoda JoMeHa B ¢popmare Base-64

(OTIHOHAIBHO) o Cepruduxar, Beimucannbiii Ha DNS-uMs xocra

e SSH-coeanHeHHE MEXKIY MACTEPOM KOH(PHUTYpAIIUU 1 [IEJIEBBIM XOCTOM, Ha KOTOPOM OyzieT

Coennnenue ycraHoBlleH Access Manager

e Coenunenue ¢ 0a30i JaHHBIX (OMLIUOHAIBHO)

¢ Google Chrome
Be6-6payszep e Mozilla Firefox
¢ Microsoft Edge

Indeed Core Server

ArnnaparHele e He menee 4 I'b oneparuBHOl naMaTH

TpeOoBaHUs e He menee 50 I'b cB0O0HOTO MPOCTpaHCTBA HA AUCKE

Linux ¢ momuepxkoi 64-0MTHOW apXUTEKTYPbI:

OrmneparioHHas e Astra Linux
cucremMa « PEJIOC
e Ubuntu
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https://docs.docker.com/engine/install

Jomen

baza gaHHbBIX

ITakeTsl

Ceprudukarst

Coeaunenue

Be06-6payszep

Indeed Log Server

AnnaparHble

TpeOoBaHUs

OnepanoHHas

cucrema

baza nanHbBIX

IlakeTsr

Active Directory
Samba DC 4.0 u BbIIE
PEJ AIM

FreelPA 4.6 u Bbimie
ALD Pro 3.0 u BbimIe

Microsoft SQL Server 2012 Bcex penakiuii u 6oiiee HOBbIE BEpCUU
PostgreSQL 14.4 u BbIlIe ¢ makeTom contrib

PostgreSQL Pro 14.4 u BbIe ¢ makeToM contrib

Docker 19.03.0 u BeIme

Docker Compose 2.0.0 u BbIe

Pexomennyercst ycranasnuBath Docker n3 ouimansHOro peno3uTopust O HHCTPYKIHH

Ha caiite docs.docker.com.

Ceprudukar OTKpbITOTO KiItoua JoMeHa B ¢popmare Base-64

Cepruduxar, Beinucansbiii Ha DNS-ums xocra

Coenunenue no npotokory LDAPS mexny cepBepom Access Manager u Active Directory

CoenuHeHnue Mexty ceppepom Access Manager u 0a30ii JaHHBIX

Google Chrome
Mozilla Firefox

Microsoft Edge

He menee 4 I'b onepatuBHOi mamsiTu

He menee 50 I'b cBoO0iHOTO MPOCTPAHCTBA HA AUCKE

Linux ¢ momiepxkoii 64-0MTHOM apXUTEKTYPbI:

Astra Linux
PEJT OC
Ubuntu

Microsoft SQL Server 2012 Bcex penakiiuii u 0ojiee HOBbIC BEpCUU
PostgreSQL 14.4 u BbinIe ¢ nakeTom contrib

PostgreSQL Pro 14.4 u Beimie ¢ naketom contrib

Docker 19.03.0 u BbIIIE

Docker Compose 2.0.0 u BbIe

PeKOMeHL[yeTC?I YCTaHaBJIMBATh Docker u3 O(l)I/IIII/IaJ'ILHOFO PCHIO3UTOPHUSA IO UHCTPYKIHUU

Ha caiite docs.docker.com.
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Cepruduxarsl

Coenunenne

e Ceprudukar OTKpBITOro KJltoua JoMeHa B popmare Base-64

o Ceprudukar, Beinucannbiii Ha DNS-uMs xocra

o CoennHeHne MeXIy cepBepoM Access Manager u 0a30i TaHHBIX

Indeed Management Console

ArmmapatHeie

TpeOoBaHUs

OnepannoHHast

cCucTreMa

ITakeTsl

Ceprudukarsr

CoeauHenue

Be6-0payszep

e He menee 4 I'b oneparuBHOi naMsaTu

¢ He menee 50 I'b cB0O0HOTO MpOCTpaHCTBA HA AUCKE

Linux ¢ momuepxkoii 64-0MTHOW apXUTEKTYPhI:

e Astra Linux
« PEJIOC
e Ubuntu

Docker 19.03.0 u BbIIIE

¢ Docker Compose 2.0.0 u BbIIe
Pexomennyercs ycranasnusars Docker u3 ouimansHOro peno3uTopyst O HHCTPYKIHN

Ha caiite docs.docker.com.

e Ceprudukar OTKpHITOro KiII0o4a JoMeHa B popmare Base-64

o Ceprudwuxar, Beimucanubiii Ha DNS-uMs xocta

e Coemunenue ¢ Core Server, Log Server, Identity Provider

¢ Google Chrome
e Mozilla Firefox

¢ Microsoft Edge

Indeed User Console
ArnmaparHeie e He menee 4 I'b onepatuBHOl namaTH
TpedoBaHusl e He menee 50 I'b cBoO0AHOTO MPOCTpaHCTBA HA AUCKE
Linux ¢ momuepxkoi 64-0MTHOM apXUTEKTYPbI:
OHepaHI/IOHHa}I e Astra LinuX
crucTeMa e PEJ] OC
e Ubuntu
e Docker 19.03.0 u Bbime
e Docker Compose 2.0.0 u BbIIe
[TakeTsr

PeKOMeHI[yeTCfI YyCTaHaBJIMBATh Docker u3 0(1)I/IHI/IaJ'II)HOFO PCHO3UTOPHUA ITO UHCTPYKIHUU

Ha caiite docs.docker.com.
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Ceprugukarsr

L]
Coenunnenue o
Be6-0pay3zep .

Indeed Key Server

() uH®OPMALWUS

Ceprudukar OTKpBITOTO Kitoua JoMeHa B ¢popmare Base-64

Cepruuxar, BeimucanHbiii Ha DNS-uMs xocrta

Coenunenue ¢ Core Server, Identity Provider

Google Chrome

Mozilla Firefox

Microsoft Edge

CepBep nonaepXxuBaet paboTy BHE TOMEHA.

OnepannoHHas cucreMa

baza gaHHbBIX

AmnmnapaTHble TpeOOBaHUS

B3aHMO[I6ﬁCTBHe ¢ MOOHUIIBHBIM

npunoxenueM Indeed Key

Linux ¢ momep:xkoii 64-0UTHOM apXUTEKTYPHI:

Astra Linux
PEJ] OC

Ubuntu

Microsoft SQL Server 2012 SP2 Bcex penakuuit
Microsoft SQL Server 2014 Bcex penakuuit
Microsoft SQL Server 2016 Bcex penakuuit
Microsoft SQL Server 2019 Bcex penakuuii
PostgreSQL ¢ makerom contrib

PostgreSQL Pro ¢ maketom contrib

AHHapaTHBIe Tpe6OBaHI/I$I COBIIaJar0T C Tpe60BaHI/I$IMI/I, NpeaAbABISICMBIMU K

OIIEPAIlMOHHBIM CHCTeMaM, Ha KOTOpBIX GyHKuHoHHpyeT [10.

He menee 8 I'b oneparuBHOil naMsatu

He menee 200 I'b cBoOOAHOrO IPOCTPAHCTBA HA IUCKE

st ornpaBku push-yBenominennii cepsepy Indeed Key tpeOyercs BHEMIHMN H0CTYIT
K UHTEepHeTY (71 1ocTyna K fem.googleapis.com:443 n
oauth2.googleapis.com:443).
Cepgep Indeed Key omkeH ObITh IOCTYIICH 110 YKa3aHHOMY B HACTPOMKAaX HMEHH
dns 1 mopTy (AaHHbIE MapaMeTpbl 3a7at0Tcs Ipyu HacTpoiike Indeed Key) u3
BHEIIIHEH CeTH.
Nwms DNS-cepsepa Indeed Key He n0mKHO coepkarh HIKHETO TOTYCPKUBAHUS .
Jnst orripaBku push-yBenomirennii Ha yerpoiictsa Huawei TpebyeTcs tocTym k
cepsucy HUAWEI Push no cienyromumm aapecam:

o push-api.cloud.huawei.com

o oauth-login.cloud.huawei.com
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TpeboBanus Kk cepTrduraram it yCTPONCTB

ITpu ucnonb3oBaHUU cepTU(HUKATOB CTOPOHHETO yaocToBepsitomero nenrpa (Y1) Heo6xoquMo yoeAnTbCsl, YTO BBITYCKAaEMbIE UM
cepTU(UKATHI COOTBETCTBYIOT YCTAHOBICHHBIM TPeOOBAaHMAM, ONMCAHHBIM Hanee. [Ipn nemons30BaHN COOCTBEHHBIX
cepTU(UKATOB KOPHEBOU cepTU(UKAT NOKEH ObITh YCTAHOBIIEH HAa YCTPOUCTBE U IOJKHO OBITh HACTPOECHO HOBEPUE K

ceprudukary.

Taxxke Bbl MOXKETE CBS3ATHCS C KOMaH,HOfI MOAACPIKKHU U 3alIPpOCUTH CepTI/I(bI/IKaTI)I JJIS1 KIIMCHTCKUX IKS. Takune CepTI/I(l)I/IKaTI)I

OyayT aBTOMaTHYECKU Npu3HaHbl npuioxeHueM Indeed AM 0e3 HEOOXOIUMOCTH JIOTIOJHUTEIILHONW YCTAHOBKH Ha YCTPOMCTBE.

() HUH®OPMALWS

Tpeooranus k pacmupenuio ExtendedKeyUsage (EKU) u cpoky neficTBus mosiBUiMCh oceHbro 2019 roxa ast
cepTuduKaToB, BhITyIIeHHBIX mocie 1 nionst 2019. CepTudukarsl, BEITYIICHHBIE paHee, IPUHUMAIOTCS yCTPOHCTBAMH Ha

6aze i10S 0e3 ykazaHus uaeHTH()UKATOpA 0OBEKTA U CPOKOM JACHCTBHSL.

e cepTH(UKATHI U BBIAIOIINE UX LEHTPHI cepTHOUKALNY, HCTIONB3YIOMHNe KItodr RSA, T0KHBI HCTIONB30BaTh KITFOUH
pasmepom 2048 6ut uinm Gosee;

e cepTH(HUKATHI ¥ BBIAIONINC UX HECHTPHI CePTU(HUKALINH JODKHBI HCIIOIb30BaTh ATOPUTM XCIINPOBAHUS U3 ceMelicTBa SHA-
2 uis co3nanus uQpPoBOi MOANNCH;

e cepruduKaThl JOIDKHBL colepkaTh UMs cepBepa DNS ¢ ucnonb3oBanueM pacuupenus Subject Alternative Name
ceprudukara;

e ceprudukarel 10DKHBI BKouaTh pacipenne ExtendedKeyUsage (EKU), conepixarnee unentuduxarop oosekra id-kp-
serverAuth;

® CpPOK JICUCTBHSI CEPTUPHUKATOB CEpBEpa JOJIKECH COCTABIIAThL 825 HEH WM MEHee.
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Monyinu uHTerpanuu

B paszzene onucaHbl cucTeMHble TpeOoBaHus 1J1st Moayiielt unrterpauuu Indeed Access Manager.

AHHapaTHLIG Tp€6OBaHPI$I

e He menee 4 I'b oneparnBHOi maMsaTy;

e He menee 50 I'b ¢cB060OIHOIO AUCKOBOIO IPOCTPAHCTBA.

[Tporpammubie TpeOOBaHUS

JIiis yCTaHOBKM Ka)KJI0T0 MOJIYJIsl HeoOxouMa pasBepHyTas cuctema Indeed Access Manager ¢ 3aperucTpupOBaHHBIME

JIMOCH3UAMU JUIs1 COOTBETCTBYIOIICTO MOIYIJIS.

Kak paboraer muuensupoBanue B Indeed Access Manager
Indeed Identity Provider

Linux ¢ nmojiepkkoit 64-0UTHON apXUTEKTYPHhI:

o Astra Linux
OnepaloHHas cucTeMa
e PEJIOC

e Ubuntu

e Docker 19.03.0 u BbIme
e Docker Compose 2.0.0 u BbIlIe
e Tar

TTakeTsl
e OpenSSL

PeKOMeH}IyeTCﬂ YCTaHaBJIUBATbh Docker u3 O(I)I/II_[I/IEU'H)HOI‘O perno3uTopus 1mo

MHCTPYKLUH Ha caiite docs.docker.com.

e Active Directory

e Samba DC
Karanor nonp3oBareneit e PEJI AIM

o Freel[PA

e ALD Pro

e CepruduKaTr OTKpBITOroO KJIt04a JoMeHa B popmare Base-64
Ceprudukarst
o Ceprudukar, Beimucanublii Ha DNS-nms xocrta

e Internet Explorer 11

¢ Google Chrome 42.0 u BbImIe

TpeOGoBaHuUs K OKPYKESHHIO ) )
. e Mozilla FireFox 37.0 u BbIme
KJINEHTCKOM 4acTH

e Opera 28.0 u Bbiie

e MS Edge
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() HHOOPMALMSA

YT00BI H30EKATH NOTCHIIMAJIbHBIX yﬂ3BHMOCTCﬁ, PCKOMCHAYCTCS PErYJIIpHO OOHOBIIATH AApO OnepaHHOHHOﬁ CUCTCMbI

XocTa.

Indeed FreeRADIUS Extension

Linux ¢ moanepxkoit 64-0UTHOH apXUTEKTypHI:

e Astra Linux
OnepannoHHas cucrema
e PEJI OC

e Ubuntu

e Docker 19.03.0 u BeIIEe

e Docker Compose 2.0.0 u BbIe

TTakeTnr o Tar

Pexomennyercst ycraHapnuBare Docker n3 o(hUIHansHOTO pEno3UTOPHS IO

HMHCTPYKIUU Ha caifre docs.docker.com.

e Active Directory
e Samba DC
e PEJI AJIM
Ecnu niepBblii (akrop ayreHTudukauu nposepsier Core Server:

e FreelPA

Karamor nonp3oBarenei

e ALD Pro

o Ceprugukar OTKpbITOro Kitoua joMeHa B (hopmare Base-64

Cepruduxarsl
o Cepruduxkar gosepennoro Y1I, Bemmucanubiii Ha DNS-uMs xocta
e Coenunenune mexay cepsepom ¢ FreeRADIUS Extension u cepepom ¢
ycraHoBleHHBIM Access Manager mmo nmpotokoiry LDAPS
Coenunenue

e CoeznuHeHHE ¢ KaTaJo0roM nojb3oBaresei no nporokory LDAP. JlomenHble

MMeHa JIOJDKHBI pa3pemarbes gyepe3 DNS

OT UMEHH JJOMEHHOTO I0JIb30BaTElIs BBIIOIHACTCA 3apoc 110 nporokoiry LDAP
. JUIsl TIOMCKA I10J1b30BATEIS.
JloMeHHBIH I0JIb30BaTENb . . .
JloMeHHBIH nosIb30BaTelNb yKa3biBaeTcs B HacTpoiikax FreeRADIUS Extension.
(s BeIIONIHEHUS 3anpocoB LDAP npu

JBYX(AKTOPHOM ayTCHTU(DHKAIINH ) .
Ipu rcnonp30BaHUU OMHO(DAKTOPHOU ayTeHTH(OUKanuKu He Tpedyercs. Tpebyercst

TOJIBKO TpH ncnonb3oBanun Windows Password B kadecTBe nepBoro gakropa.

() HHOOPMALMSA

YToOBI H30eXaTh MOTEHIHATHHBIX YI3BUMOCTEH, PEKOMEHIYETCS PETYIIPHO OOHOBIIATH SIPO OIEPAHOHHOMN CHCTEMBI

XocTa.

[MomnepxuBacMble MPOTOKONBI ay TeHTH(DHKALIN
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PAP

MS-CHAPv2

IIpoTokoin nipoctoit mporepku noauaHOCTH (Password Authentication Protocol)

HpOTOKOJI IMPOBCPKU MOATIMHHOCTHU COC,HPIHGHI/I?I MEXAYy CEPBEPOM U KIINCHTOM 0e3 nepeaavu maposd

KJireHTa, Bepeus 2 (Microsoft Challenge Handshake Authentication Protocol version 2)

ITpu ucnons30BaHUU ABYX()AKTOPHON ayTeHTH(UKALUK C JOMEHHBIM IapoJieM B KauecTBe IEePBOro Gakropa

HEOOXOIMMO COOITIONICHUE TOTIOIHUTENBHBIX TpeOoBaHuid. [loqpodHee — B MpUMEYaHHH IS TIPOTOKOIA

ayreHTuukanun MS-CHAPv2.

Indeed LDAP Proxy

OmnepannoHHast

cucrema

ITakeTsr

Karasor

I10JIb30BaTeIeH

Ceprudukarst

Coeaunenue

Linux ¢ nmoayepkkoit 64-OUTHON apXUTEKTYpHhI:

Astra Linux
PEJ1 OC

Ubuntu

Docker 19.03.0 u Bbimie
Docker Compose 2.0.0 u BbIe

Tar

PeKOMeHZ[yeTCSI YCTaHaBJIMBATh Docker u3 0(1)I/IHI/IEU'II>HOFO PCHIO3UTOPHUS IO UHCTPYKIHUU

Ha caiite docs.docker.com.

Active Directory
Samba DC
PEJ] AIM

Ceprudukar uis 3a1pocoB MeXy KINSHTCKUM IpuiokeHueM 1 LDAP Proxy
Cepruduxkar goseperroro Y1, Beimucannbiii Ha DNS-uMs xocra

Ceprugukar oOTKpBITOTo Kiitoua qoMeHa B popmare Base-64 (eciiu LDAP Proxy HaxomuTcs Ha

otnensHOM oT Core Server xocte)

Coenunenue mexay cepepoMm ¢ LDAP Proxy u cepBepoMm ¢ ycraHOBIEHHBIM Access Manager

CoeanHeHHE ¢ KaTaJoroM nojib3oBareneit mo nporokory LDAPS. JlomenHbie nmeHa TOMKHBI

paspemarscs uepe3 DNS

Indeed Mobile Device Provisioning

OnepalMoHHas cucTemMa

Kommonentsr Microsoft

Windows Server 2012 R2 u BrIie

.NET 8 Hosting Bundle
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Internet Information Services 7.0 u BbIlIe CO CIESAYIOUIMMU MOITYJISIMU:

e Craruyeckoe coaepxumoe (Static Content)
o Ilepenanpasnenue HTTP (HTTP Redirection)
o Pacmmpsemocts .NET (.NET Extensibility)
Bepcus 1IS u moxynu e Pactmpenus ISAPI (ISAPI Extensions)
o Ounwsrpsl ISAPI (ISAPI Filters)
o OOprunas mposepka nounHHOCTH (Basic Authentication)
¢ Windows-npoBepka nommuaoctu (Windows Authentication)

e Komncons ynpasnenus ciayx6amu IIS (IIS Management Console)

¢ Internet Explorer 11

¢ Google Chrome 42.0 u BblIIIE
TpeOoBaHUs K OKPY)KEHHIO KITHCHTCKON 4acTh e Mozilla FireFox 37.0 u BbImIe

e Opera 28.0 u BbIIIIE

e MS Edge

Karanor nons3oBaresneit Active Directory

Indeed Linux Logon
Linux ¢ noguepxkoii 64-0UTHOW apXUTEKTYPbI:
O
fiepanomas e Astra Linux Special Edition 1.8.4 u BbIie
cucTeMa
e PENOC 7.3.5.x
IMaxets! rpaduueckoit cpenst Fly amst Astra Linux:
o fly-dm_2.12.8+cil6 u BbIiIe
ITaxeTsr .
o fly-wm_2.45.4+ci27 u Bbllie
e fly-qdm 2.15.0+ci3 u BbmIIe
e Active Directory
Karanor
. e Samba DC
HOJIb30BaTENEH
e PEJIAIM
e Ceprudukar OTKpHITOrO Kitoua joMeHa B (hopmare Base-64
Ceprudukarst
e Ceprudukar nosepenHoro Y1, Bemmucannsiii Ha DNS-umst xocta ¢ Core Server
e CoenuHenne Mexay cepBepoM ¢ Linux Logon u cepBepom ¢ ycTaHOBIEHHBIM Access Manager
o npotokoiny HTTPS
Coenunenue

e CoelMHEeHHE ¢ KaTalloroM Iojib3oBatereii mo nporokoiny LDAP/LDAPS. JlomeHHbICe MEHa

JIOJKHBI paszpemiarbest uepes DNS
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Indeed ADFS Extension

AmnmnapaTHble TpeOOBaHUS K padOUMM CTaHIUSAM MOIb30BaTeIeH

OnepannoHHas cucreMa
YcranoBneHHast poib

Karaor nonb3oBaresneit

Indeed NPS RADIUS Extension

Omnepanonnas cucrema  Windows Server 2012 R2 u BbIme
YcraHoBIEHHAs! POIIb Network Policy Server

Karanor nonbs3oBareneit  Active Directory

Indeed RDP Windows Logon

e Windows Server 2012 R2 u BbI1e

OmneparoHHas e Windows 7 x64/x86
cHCcTCMa e Windows 8.1 x64/x86

e Windows 10 x64/x86

e Active Directory

TIpumeuanue: B cBOWCTBAX yUeTHOM 3aIKCH MOJIL30BATEIS ISl aTpUOyTa Ums 3a1aiTe

Indeed ADFS Extension (2012)

e NET Framework Bepcuu 4.5.2 uiu Bbliie

e .NET Runtime Bepcuu 8.0.0.0 vy BbIie
Indeed ADFS Extension (2016)

e .NET Runtime Bepcuu 8.0.0.0 vy BbIie

Windows Server 2012 R2 u BbIIie

Active Directory Federation Services

Active Directory

e Samba DC
Karanor
. e PEJIAIM
II0JIB30BAaTECJICHU
3HadeHue B popmare DOMAIN\User .
Indeed Windows Logon

e He MeHee 50 Mb cBOOOAHOIrO IPOCTPAHCTBA HA TUCKE

AnmnaparHbie TpeOOBaHUS K

e NET Framework Bepcuu 4.5 u BbIIICe

pabouum cTaHIUAM

MOJIb30BaTeIeH

e .NET 8 Hosting Bundle (Microsoft .NET 8.0.19 Windows Server Hosting u Bbiiie)

e Microsoft Visual C++ 2015-2022 Redistributable
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OnepaloHHas cucTeMa

TpeOGoBaHUs K OKPYKESHHIO

TpeOyemble aIMUHUCTPATHBHBIC

npasa

Hacrpoliku MexceTeBoro 3xpana

Karaor nonb3oBaresnei

Windows 7 SP1 x64/x86
Windows 8.1 x64/x86
Windows 10 x64/x86
Windows 11 x64/x86
Windows Server 2012/2012 R2
Windows Server 2016
Windows Server 2019
Windows Server 2022

ITpumeuanue: Ha Windows x86 He momiepxkuBaercs kemupoBanue naHHbix (Cache

Server).

Hacrpoennsrit DNS-cepsep (Heobxoanmo nodasnenue Reverse lookup zones).

ITapameTpsl DNS-cepBepa HE0OXOIMMO yKa3aTh B HACTPOWKAX CETEBOTO MOKITFOUYCHUS

Ha K10l paboueil craHIuu.

s yeranoBku Indeed Windows Logon TpeOyroTcst mpaBa JOKaJIbHOTO

AnmunucTparopa (Administrator).

Jiis koppekTHO# paboTsl crcteMbl Indeed AM M3MeEHHTE ClIETy OIS HACTPOUKH

MesKceTeBoro 3xkpana Ha Indeed AM Server u Ha paGounX CTaHIUAX, HA KOTOPBIX

ycranosiieH komnoneHT Indeed Windows Logon:

OtxpbiTh nOpT 53 (DNS) (TCP 1 UDP) 1151 Beex nporeccos B 000UX
HaTpaBJICHUSIX. DTOT OPT UCIONb3yeTcs cucteMoit Indeed AM uist onpeieneHust
HaJIM4Usl CETU.

OtxpbiTh nopt 135 (RPC) 1151 Beex npoieccoB B 000MX HANPaBiICHUSIX. JTOT
TIOPT UCTIONB3YETCS CHCTEMOMN JUIsl KOMMYHHKAIINH MEXK Iy PaOOINMH CTaHITHAMHA
nonb3oareneil u Core Server.

OtxpeiTh opT 389 (LDAP) as1s Becex mporieccoB B 000MX HAIPABICHUSAX. DTOT
HOPT UCIOJIB3YETCSl CUCTEMOIT IS moyueHus foctyna B Active Directory (B ToMm

yucie rnpu noucke Core Server).

Active Directory
Samba DC
PEJ] AJIM
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Hacrtpoiika okpykeHHUs

o PasMelienve KOMIIOHEHTOB

Tpebosanus Juist paboTel KoMnoneHToB Indeed Access Manager

£ CereBoe B3aNMOJICICTBIC

BzaumoneiicrBue xommnonenTos Indeed AM

& XpaHummiie JaHHBIX

Conepxut nannsie juis Core Server, Log Server u Key Server

€ Karayor noiab3oBareieit

KomuuectBo riag: 3
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Pasmerienne KOMITIOHEHTOB

Pasmerienne Nel

DT0 pa3MelIeHUE PEKOMEHIYETCsl UCIIONIb30BATh MTPH MUJIOTHBIX BHEAPEHUSX Ui o3HakomieHus ¢ Indeed Access Manager u

IIPOBCACHUS ,Z[eMOHCTpaI_[I/IfI.
Bce koMmoHeHTbI CUCTEMBI, Tpe6y€MI>Ie HpOBaﬁI[epI:I 1 MOAYJIM MHTETpallui YCTaHABJIMBAIOTCA Ha OJHOM XOCT€.

Monyny HHTeTpaly MOTYT OBITh Pa3BEPHYTHI HAa OTAEIBHBIX XOCTaX.

HaumenoBanue
TpeboBanue Komnonents! Indeed AM
cepBepa
Indeed AM Core Indeed AM Core Server, Indeed AM Log
O0s13aTeNbHBI KOMITOHEHT
Server PC Server, Indeed AM Management Console
Indeed AM Core . .
OniuoHaIbHEIA KOMIIOHEHT Indeed AM Identity Provider
Server PC
Indeed AM Core O0s13aTeNbHBI KOMITOHEHT. THIT MeTo1a )
Indeed AM Providers
Server PC ayTeHTU(HUKAIMH 3aBUCUT OT KOHEYHOTO CLIEHAPUSI.
Indeed AM Core O0s3aTeNbHBIA KOMITIOHEHT. THIT MOYJIst
Mopnynu unterpaiuu cucrembl Indeed AM
Server PC WHTETPAIIH 3aBUCUT OT KOHEYHOTO CIICHAPHSI.
Indeed AM External Indeed AM Key Server, Indeed AM User
OMNIMOHATBHBIA KOMIIOHEHT
PC Console

CucremHble TpeOOBaHUS

HaunmenoBanwne cepsepa CPU RAM HDD Network
Indeed AM Server PC 4 cores 8IB 200 100 Mowut/c

Indeed AM External PC 4 cores &8TIb 100I'b 100 Mb6wut/c

Pasmemnienune Neo2

DTO pa3MelieHre PpeKOMEHIYeTCsl HCIIONIb30BaTh U HHOPACTPYKTYPBI B PEaIbHBIX YCIOBHSX IKCIUTyaTalu. KpuTnieckue y3ibl
CUCTEMBI AyOIUpYyrOTCs is oOecriedeHust otkazoycroiunBoctu. Komnonent Indeed AM Management Console ycranaBnuBaercst
Ha oauH xocT ¢ Indeed AM Core Server. [lyist pactpesieNieHnst HATPY3KU MEXKIY KOMIIOHEHTaMH HEOOXOIUMO HCIIOb30BaTh

CTOpOHHMH OaJlaHCUPOBIINK HATPY3KU.
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HanmenoBanwne cepsepa

Indeed AM Core
Server\Indeed AM Log

Server

Indeed AM Core
Server\Indeed AM
Management Console\Indeed
AM Identity Provider

Indeed AM Key
Server\Indeed AM User

Console

Indeed AM Key
Server\Indeed AM User

Console

Indeed AM Extensions

banancupoBimuk Harpy3ku

CucremMHble TpeOOBaHUS

TpeboBanue

OO0s13aTeNbHbIA KOMIIOHEHT

O6s3arenbHbIi KoMIOHEHT. Indeed AM Identity Provider
00s13aTelIeH TOJIBKO JJIsI CLICHAPHEB, Ie TpeOyeTcs
BBINIOJTHATH 00y4eHHE ayTeHTH()HUKATOPOB BHEILIHIM

I10JIb30BaTCIIsAM.

OnnuonansHbIi KoMIIoHeHT. Indeed Key Server Tpebyercs
TOJIBKO JIsI CLICHAPHEB C MCIOJIb30BaHue push-
ayrentuduxanuu. Indeed AM User Console TpeOyercst mis
00y4eHHs ay TeHTU(HUKATOPOB BHEIITHUM TI0JIb30BATEIISIM

CHUCTCMBI.

OnuroHaNbHBIM KOMIIOHEHT. TOJBKO IS CLIEHAPUEB C

HCIIOJIb30BAaHUEC push-ayTeHTI/I(bI/IKaHI/II/I.

O0s13aTeNIbHBIM KOMIIOHEHT. THIT MOIYJISl HHTErpaluy

3aBUCUT OT KOHCYHOI'O CLICHApUs.

CucremMHbIe TPeOOBAHUS 3aBUCAT OT BEIOPAHHOTO

0alaHCHUPOBIIIKKA.

Kommonents! Indeed AM

Indeed AM Core
Server, Indeed AM Log

Server

Indeed AM Core Server,
Indeed AM Management
Console, Indeed AM Identity

Provider

Indeed AM Indeed Key
Server, Indeed AM User

Console

Indeed AM Key Server,
Indeed AM User Console

MO}:[yJ'II/I HUHTErpanun

cucremsl Indeed AM

bamancupoka
OCYIIECTBIISIETCS CTOPOHHUMU

KOMIIOHCHTAaMMU.

B Tabnuie yka3aHbsl peKOMEHyeMble CUCTEMHbIE TPeOOBaHMs Al HHYPACTPYKTYPhI B peabHbIX YCIOBHUX dKCILTyaTauuu 10 10

000 mosyip30BaTeIEH.

HawnmenoBanue cepsepa

Indeed AM Core Server\Indeed AM Log Server

CPU

8 cores

Indeed AM Core Server\Indeed AM Management
Console\Indeed AM Identity Provider

8 cores

Indeed AM Indeed Key Server\Indeed AM User

Console

8 cores

Indeed AM Indeed Key Server\Indeed AM User

Console

8 cores
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RAM  HDD Network
100
8 T'b 200I'b
Mowurt/c
100
8I'b 200I'b
Mowrt/c
100
8I'b 150I'b
Mowurt/c
100
8T'b 150I'b
Mobut/c



HanmvenoBanwme cepsepa

Indeed AM Extensions

IIK ¢ B]I Indeed u coObrrrsimu Indeed Nel

TIK ¢ B/ Indeed u coOsrtusmu Indeed No2

CucreMHbIC Tp€6OBaHI/I$I 3aBUCAT OT

BBIOPAHHOI'0 MOJYJISl HHTErPalluy

8 cores

8 cores
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CPU

8I'b

8Tb

HDD

500I'b

500I'b

Network

100
Mowurt/c

100
Mowurt/c



CereBo€ B3aMOICHCTBUE

Ha I/I306pa)l(eHI/II/I peacrasjCeHa cXxeMa B3aHMO)IefICTBH§I komnoHeHToB Indeed AM. Bel MokeTe aalTupoBaTh €€ B 3aBUCUMOCTH

OT CLICHAPHEB HCIIOIB30BaHUS U TTOTPEOHOCTEH.

BsaumoneiicTBre Mexy OCHOBHBIMU KoMnoHeHTamMu Indeed AM B ceteBoit HHPaCTPYKType OCYIIECTBISIETCS Yepe3 MPOTOKOJIBI

HTTP u HTTPS.

Ucxomsmmia
Haumenosanue IIpoTokon Bxonsamuit mopt
mopT
Indeed AM Core Server TCP/UDP  80(http) 443(https) 49152- 65535
Indeed AM Management Console TCP/UDP  80(http) 443(https) 49152- 65535
Indeed AM Log Cepaep (Windows Event) TCP/UDP  80(http) 443(https) 49152- 65535
Indeed AM Log Cepaep (PostgreSQL) TCP/UDP 5432 49152- 65535
PostgreSQL baza /lannbix Indeed AM TCP/UDP 5432 49152- 65535
Active Directory, Samba DC, PEJ] A/IM,
DNS 53 49152- 65535
FreelPA, ALD Pro
389 (LDAP) / 636 (LDAPS)3268 (LDAP) /
LDAP 49152- 65535
3269 (LDAPS)
Kerberos 88 49152- 65535
Indeed AM Key Server TCP/UDP  HacrpauBaercs Ha ctopoHe cepepa AK 49152- 65535
PostgreSQL Basa [lannbix Indeed AM Indeed
TCP/UDP 5432 49152- 65535

Key Server
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Ucxomsmia

HaumenoBanue IIpoTokon Bxopsmnit mopt
opT

Indeed AM User Console TCP/UDP  80(http) 443(https) 49152- 65535
Indeed AM ADFS Extension TCP/UDP  80(http) 443 (https) 49152- 65535
Indeed AM FreeRADIUS Extension TCP/UDP  80(http) 443(https) 49152- 65535
Indeed AM NPS RADIUS Extension TCP/UDP  80(http) 443 (https) 49152- 65535
Indeed AM RDP Windows Logon TCP 3389 49152- 65535

TCP/UDP  80(http) 443(https) 49152- 65535
Indeed AM Identity Provider TCP/UDP  80(http) 443(https) 49152- 65535

bamaHCHpOBIIVKH HATPY3KH SIBISIFOTCS OIMIMOHATIBHBIM 3JIEMEHTOM CHCTEMBI, OHH He BcTpoeHbl B Indeed Access Manager u MoryT
OBITH MCIIOJIB30BaHbI B II0OOM KostnyecTBe. Hucno kommnoHeHToB Indeed Core Server, Indeed Key Server, Indeed Log Server

TAaKKE MOXCT BapbUPOBATHCSA B 3aBUCUMOCTHU OT HOTpe6HOCTeI71 KIIMCHTA.

43



XPaHWIMILE TAHHBIX

ba3sl janHbBIX
Jlns pabotsl Indeed Access Manager HyKHBI ClieAytonne 0a3bl JaHHBIX:

o Core Server
e Log Server

e Key Server (onmuonansHo a5 cepsepa Indeed Key)

ILH?[ Ka)l(}.'[Oﬁ 0asbl JAaHHBIX Tpe6y€TC$I CEpBHUCHAs yUCTHasd 3allUCh, OT UMCHHU KOTOpOfI 6y)1yT BBIIOJIHATLCA 3alIPpOCHI HA YTCHUC U

3anuch nHpopmaiun. CepBUCHas y4eTHast 3alTUCh MOXKET ObITh OOIIEH [Tl HECKOJIBKUX 0a3 MM OTICIBHOMN [Tl KaX 101 0a3bl.

Indeed Access Manager pabortaet ¢ 6a3amu nanHbix Microsoft SQL u PostgreSQL.

Microsoft SQL

Ha cepsepe ¢ ycranoBnenHsIM Microsoft SQL Server co3maiite cepBHCHYIO YIETHYIO 3aIHCh U 0a3bl TaHHBIX 1t Indeed AM

Core Server u Indeed AM Log Server.
Cosnanue 0a3bl JaHHBIX

YToOBI co31aTh 0a3y JaHHBIX, BBITOJIHUTE CICIYIOIINE ASHCTBUS:

1. Otkpoiire SQL Server Management Studio 1 MOJIKITIOUUTECH K CEPBEPY.
2. IIpaBoif kHOMKOIT MBIIH HaxkmuTe y3en Databases.
3. B nosiBuBIemcst okHe BeiOepuTe New Database.

4. Beenure uMs HOBOM 0a3bl JaHHBIX U HaxkmuTe OK.

Co3nanue cepBUCHOM y4eTHOM 3anucu

Indeed Access Manager nojjiep>KkuBaeT CEpBUCHBIC YUCTHBIC 3aITUCH C PEXKUMOM TpoBepkH moyinHHocTH SQL Server.

/\ BAXKHO

[pu co3manny CepBUCHON YUETHOM 3aIMCH OTKIIIOUUTE 0053aTEIIbHYI0 CMEHY MapOoIis TIPH CIIETYIOIIEM BXOE U CPOK
JNEeHCTBHUS Mapossl. B MpoTHBHOM cilydae 10 HCTEUEHHH CpOKa )KU3HU Naposis KoMnoHeHTs! Indeed AM He cMmoryT

TIOJIy4YUTH NOCTYI K Oase JAHHBIX, YTO BBI3OBCT cbou B pa60Te.

Co3zganue cepBUCHON YUETHOM 3alliCH € PeKUMOM TpoBepku noamuaHocT SQL Server

Yto0bI CO31aTh CEPBUCHYHO YUCTHYIO 3allMCh C PSIKUMOM ITPOBCPKU NOUIMHHOCTH SQL Server, BBIIIOJIHUTE CICAYHOIINC

JICUCTBHSI:

1. Packpoiite y3en Security.
2. IIpaBoif kHOMKOI MBI HaKMHTE y3ea Logins.

3. B nosiBuBmemcst okHe BoiOepute New Login.
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4. B oxne Login - New BEIITIOIHHTE CISAYIOIINE ACHCTBUS:

1. BBenure nMs 10Ib30BaTEIIs.

2. Breibepute oo SQL Server authentication.
3. Orxumrounte onuuto Enforce password Policy.
4. B mento creBa Betoepute User Mapping.

5. Bribepure panee co3qanHble Oa3bl.

6. Jlist kaxoi 6a3sl BeiOepute pons db_owner u Haxkmute OK.

5. BKIIIOuMTE CMELIaHHY ay TCHTU(DHUKALINIO:

1. [TpaBoii KHOTIKOW MBIIIN HAKMHTE y3ei dk3eMIuisipa cepepa SQL Server u BeiOepute Properties.

2. Ha crpanune Security B paszaene Server authentication Beioepute SQL Server and Windows Authentication mode.

6. Yoenurech, 4TO y CEPBUCHOM YUETHOM 3aMMCH BKJTFOUCHA CIICIYIOINAS HACTPOMKA:

1. ITpaBoii KHOTIKOW MBIIIA HAKMHTE Ha CO3MAHHYIO YUETHYIO 3alKch U BeIOepuTe Properties.

2. Ha crpanune Status B pasznene Login Beibepute Enabled.

7. Otkpoiite SQL Server Configuration Manager u Bxitounte nporoxon TCP/IP:

1. Bo Bruagke Hacrpoiika kimenrta Native client SQL BeiOepuTe KitmeHTCKHE POTOKOIBI.

2. Haxxmute nipaBoii kaomnkoii mbiiiin Ha TCP/IP, BeiOepuTe CBoiicTBa 1 ycTaHOBHUTE 3Ha4eHUE [la /Uil BKIIFOYCHUS

npotoxora TCP/IP.

3. Bxarounre TCP/IP Bo Bcex Bkiaakax Hacrpoiika kimuenra Native client SQL.

PostgreSQL

Ha cepgepe ¢ ycranoieHHbIM PostgreSQL Server co3naiite cepBUCHYIO YUETHYIO 3aHCh U 0a3bl gaHHbIX 11 Indeed AM

Core Server u Indeed AM Log Server.

Baza nanneix AM Core Server nommkHa ObITh ToctynHa ¢ cepsepa AM Core Server, 6aza AM Log Server — ¢ cepsepa AM

Log Server. Jns HACTpOMKHM MCTIONB3YHTE CXEMY CETEBOTO B3aUMOIEHCTBUSI.
Co3znanue cepBUCHON yUETHOM 3amucu

Yr1o0bI CO34aTh CCPBUCHYIO YUCTHYIO 3allMCh, BBIITOJIHUTE CICAYIOIINC ,Z[eﬁCTBPIﬂZ

1. Otkpoiite pgAdmin U NOAKIIOUUTECH K CEPBEPY.
2. IpaBoii kHomkoi MbiK Haskmute Login/Group Roles.
3. B nosiBuBiemcst okHe Boidepute Create—Login/Group Role...

4. B okne Create-Login/Group Role BeInonHuTe ciieyromue 1eicTBus:

1. Ha Bximanake General B moste Name BBeuTE UM [TOJIB30BATENS.
2. Ha Brutagke Definition B mosie Password BBeaure nmaposns. B mone Account Expires ykaxure 3Hauenue No expiry.

3. Ha Bruanke Privileges Bkirounte omuto Can login? u HaxkmuTe Save.
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Cosnanue 0a3bl JaHHBIX
Yto06bl co3aath 6a3y JaHHbBIX, BBITOJIHUTE CIACAYIOIINE ACHCTBUS:

1. Otkpoiite pgAdmin U NOAKIIOYUTECH K CEPBEPY.
2. PackpoiiTe koMIOHEHTHI Batiero cepepa SQL.
3. [paBoii KkHOMKOW MbIIIK HaxkMuTe Databases.

4. Beibepute Create—Database. ..

5. B oxne Create-Database BbINOIHUTE CIEIYIOIIUE ASHCTBUS:

1. B nmosie Database BBenuTe uMst 0a3bl JAHHBIX.

2. B mosne Owner 13 criMcka BBIOEPUTE paHEee CO3aHHOTO MOIB30BATENsl U HAKMHTE Save.

= Create - Database

General Definition Security Parameters Advanced SQL

Database AMdatabase
Oowner 2. IndeedDB
Comment

HaCTpOfIKa YAQAJICHHOTO MOAKIIOYCHUS K Gase JaHHBIX

Y1o0bI HACTPOUTH YAAJICHHOC IMOAKIIOYCHUC K Oaze JAaHHBIX, BBITIOJHHUTC CIICAYIOIIUEC I[eﬁCTBPISIZ

1. OTkpoiite KoHpUrypaunoHHbli Qaiin pg hba.confns C:\Program Files\PostgreSQL\<uomep sepcuu>\data.

2. Jlo6aBbTE CTPOKY clieayroiero popmara:

host databaseName UserName HostIP scram-sha-256

nonxiirouerue mo TCP/IP.

e databaseName — ums 0a3bl JaHHBIX, U1 KOTOPOH Bbl HACTPAMBACTE MOJKIIOYCHHUE.

* UserName — uMs I1I0J1b30BaTEIA, KOTOpLIﬁ 6y,£[eT INOAKJIIOYAThCA K 3TOi1 0asze JJAHHBIX.

host — Tum noakmroueHus. Eciu BBl He YKa3bIBaCTEC THUII ITIOAKIIFOUCHUS, IT0 YMOITYAHHUIO UCIIOJIB3YCTCA

e HostIP — IP-ampec xocTa, Ha KoTOpoM ycTaHoBieH kommoHeHT Indeed Core Server. Ykaxure 3HaYCHUE C

MAacCKOM.

* scram-sha-256 — MeTox ayTeHTH()UKAIMH TTOTh30BATEIIS.

IIpumep

host all all 192.168.1.0/24 scram-sha-256
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3. Otkpoiite KOHPHUTYpaMOHHBIN (aitn postgresql.confus C:\Program Files\PostgreSQL\<uomep eéepcuu>\data.

4. U3menure ctpoky listen_addresses = 'localhost' Ha listen_addresses = '*'.

Xpanunuiie JaHHbIX Syslog

Log Server nognepxxuBaet ¢popmar syslog. Bel MoxkeTe Mcronb30BaTh qr000# cepBep, padoTaroinuii ¢ 3Tum GopmaroM. B kayectse

IpHMepa Jajee paccMaTpHUBaeTcs HacTpoiika cepsepa Syslog Watcher st omepanmonHoit cuctems! Windows.

Syslog Watcher nocryreH uist ckauuBaHusl Ha OQUIIMAIBHOM caiiTe.

1. 3anycrute ¢aiin ycTaHOBKH.

2. B oxne License Agreement npuMUTE JULEH3MOHHOE COIJIALLICHUE.

3. B okne Installation Type BbiGepute T ycraHoBkH Install Syslog Watcher Service and GUI.
4. B oxne Select installation Folder BeiOepuTe myTh ycTaHOBKH J7Ist cepBepa Syslog.

5. B okne Windows Firewall Exception paspemure go6asieHue rnpaBuia Ha Bce BXoJsiue coequnenus uist Syslog Watcher B
OpannmMaysp Windows.

6. B okne Confirm Installation HaxkmuTe Next /Uist IOATBEPkKICHUS YCTAHOBKH U JIOKJIUTECh 3aBEPILICHHS YCTAHOBKH CEpBEpa.
Hactpoiika cepsepa Syslog

1. Bammycrure Syslog Watcher u Beioepute Manage Local Syslog Server.

2. Haxmute Settings B BEpXHEM MEHIO IIPOIPAMMBI.

1. Boibepute nynkr Network Interfaces.
2. Yoeaurecs, uto B paznene Transport Layers B mosie Receive syslogs over UDP on port ykaszaH mopr.

3. Beibepute myHKT Processing u B noinie Force codepage Boioepute koaupoky UTF-8.

3. Hacrpoiite coeaunenue Access Manager u Syslog ¢ ToMoI1pt0 Mactepa KOHQUTYpaIHH.

4. Otxpoitre nporpammy Syslog Watcher u B BepxHeM J1eBOM yriry HaxkmuTe Start Server.
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https://syslogwatcher.com/downloads/

Karajior mosyip3oBareiicu

Karaior nmons3oBareneit HCIOJIB3YCTCA AJIA MOJIYYCHUS JaHHBIX O KOHCYHBIX ITOJIb30BaTC/IsAX, KOTOPLIC 6y)IyT

ayTeHTUHUIMpOBaThes ¢ nomoiibio Indeed Access Manager.

Yt008I 3TN JAHHBIC ITOABUIIUCH B Indeed Access Manager, IIOATOTOBBTC B KaTraJiore 00BEKT C KOHEYHBIMU I10JI530BATEISIMH K

CO3/1aiiTe CEPBUCHYIO YUCTHYIO 3aITUCh C IIPaBaMH Ha YTCHHE.

Be1 Mmokete HacTpouth Indeed Access Manager Ha yTeHHE JTAHHBIX U3 BCETO JIOMEHA MOJIb30BATEIICH LIEIIMKOM, U3 OT/ICIBHOTO
noapaszzaenenus (OU) niu otaensHoro kouTeliHepa (CN). He o0s3arensHO oMenarh BCex MoJIb30BaTeleil B OTAEIbHbBIN 00bEKT

— B JIaJIbHEHIIIEM Bl MOXKETE JIOMOJIHUTEIILHO HACTPOUTH BUAMMOCTh 00BEKTOB KaTajiora ¢ momortbsto ¢puistpo DN u LDAP.

LDAP-¢unbsrp mpu moucke noip30BaTesIel U TPy B CIIyKOe KaTajaoron

/\ BAXKHO

Ecmu BB IJIaHUPYECTE UCIIOJIb30BaTh OTACIBHOC ITOAPA3ACICHUC, BCC HCO6XOHI/IMI>IC 00BEKTBI — rpyIIibl, aAMAHUCTPATOPHI,

KOHCYHBIC ITOJIb30BATCIIN — NOJDKHBI HAXOAUTHCSA BHYTPH 3TOTO IIOAPA3ACICHHUA.

Indeed Access Manager paboTraeT ¢ KarajgoraMu TOJIBKO B pEKUME YTCHUs NaHHbIX (read-only), 6e3 co3naHust U pelakTUPOBAHUS
00BEKTOB.

HO)I)ICp)KI/IBaIOTCFI CJICAYIOIIHNEC KaTaJIoru MOJIb30BATEIICH:

¢ Active Directory, Samba DC, PE/T A/IM
e FreelPA
e ALD Pro

48



Active Directory, Samba DC, PEJ] A/IM

() MNPUMEYAHME

Samba DC u PEJ] AJIM MoryT ObITh HACTPOEHBI KaK JAOMOIHUTEIbHBINA KOHTPOILIEp JoMeHa Ui Active Directory umm kak

OCHOBHOU KOHTPOJIIEP JOMEHA.

Karamoru TOAACPKUBAIOTCA B CICAYIOMINX MOIYJIAX HWHTECTPAIIAN:

¢ Identity Provider

¢ FreeRADIUS Extension

e LDAP Proxy

¢ Linux Logon

¢ RDP Windows Logon

e Windows Logon

e Mobile Device Provisioning (tonsko Active Directory)

e NPS RADIUS Extension (tosmbko Active Directory)

Co3naHne CEpBUCHOM yUYE€THOM 3aITMCH

B 3aBucumoctu ot HCHOHLByeMOﬁ CJ'Iy)K6I)I KaraJioroB CO3ﬂaﬁTe CCPBUCHYIO YUCTHYIO 3allCh UL YTCHUS OAHUM U3 CIICAYIOINX

CI0Cco00B:

e B ocHactke Active Directory (st Active Directory, Samba DC u PEJ] AJIM)
e C IIOMOIIIBIO HHCTPYMEHTA KOMaHIHOM cTpoKku samba-tool (mst Samba DC u PEJ] AJIM)

e B BeO-untepdeiice PEJ] A/IM (tonbko mist PEJL AZIM)

/\  BAXKHO

ITpu co3nanum yuetHo 3anucu Samba DC ncnosnb3yiiTe TONBKO A0MYCTHMBIE CIIEIMAILHBIE CUMBOJIBL, UM PhI U JJATUHCKUE

OYKBBI.

B ocnactke Active Directory

Urto0bI cO3/1aTh CEPBUCHYIO YUeTHYO 3amuch st Active Directory, Samba DC u PEJ] AZIM, BBINIOJIHUTE CICIYIOIIHNE ACHCTBHS:

1. Otkpoiite Active Directory — ITonp3oBaTeny 1 KOMIIBIOTEPHIL.

2. BribepuTe Karayor, B KOTOPOM TUIAHUPYETe CO3/1aTh YUETHYIO 3aIHCh.
3. Hakmute B,

4. B orkpsiBiieMcs: okHe HoBblit 00bekT — Ilonb30Bartenb BBEAUTE UMs I10Ib30BaTeNs U HaxMuTe Jlaee.
5. Beenute maposb.

6. OtkirounTe onuuio TpedoBaTh CMEHBI MAPOJIS MPH CICAYIOIIEM BXOJIE B CHCTEMY.

7. Boibepure onuuto Cpok aefcTBUsI apoiis He OFpaHUYEH U HaxkmuTe [ 0ToBo.
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C oMoI1IbI0 KOMaHTHOM CTPOKH

Urto0bI co3/1aTh CEpBUCHYIO yueTHY!o 3anuch 1 Samba DC u PEJ] AJIM, BbInoaHUTE CleyONe AeiCTBUS:

1. BoimonmHuTe kOMaHy:

samba-tool user create <uma nonb3oBaTena>

IIpumep

samba-tool user create CatalogAdmin
2. Yto0Obl 100aBUTH CO3AHHOTO MOJIb30BaTest B rpymny Account Operators:

samba-tool group addmembers "Account Operators" <uma nonb3oBaTena>

B BeG-untepdeiice PEJI AJIM

Urto0bI co3/1aTh CEpBUCHYIO yueTHY0 3anuch At PEJl AJIM, BBINOJHUTE CIIEAYIONINE ICHCTBHS:

1. Otkpoiire BeO-unTepgeiic PE AJIM.

2. Ilepeiinute B pasnen YnpasiaeHue oObekTamu jomeHa — [lonb3oBateny.
3. Haxwmure Co3narsk.

4. YkaxxuTe UMsI CepBUCHON yUETHOU 3aITUCH.

5. 3anonHuTe o0s3aresbHbIC Mo U HaXkMuTe Co3/1aTh.

6. UtoOb1 106aBUTH NONB30Baress B rpymniy Account Operators:

1. ITepeiinute B paznen YnpasiaeHue oObekTamu joMeHa — Ilonb3oBaTenu.

2. Bo Brutagike O01miue B nosie @aMuiins ykaxure uMs 1osb3oBarens B popmare DOMAIN\user . Hactpoiika HeoOxoanma

IS KOppeKTHO# paboTel Moayast RDP Windows Logon.
3. Bo Bkuazake UneH rpynm Haxxmure JI00aBUTS.

4. Beibepure Account Operators u Haxmure J[00aBUTb.

HpCI[OCTaBJ'IeHI/IC IIpaB Ha YTCHUC OAHHBIX

Ecnu monuTrka 0€301acHOCTH Balllel KOMITAHUN pa3pemacT BCEM I10JIb30BATC/IAIM B JOMCHC YUTATh JaHHBIC BCEX 00BEKTOB B

JOMCHE, Bbl HE JTOJIDKHBI BBIITOJIHATH OTY HaCTpOﬁKy.

Ecnu HAaCTPOCHO OIrpaHUYCHUEC HA YTCHUC JaHHBIX, BBITIOJHUTC CIICAYIOIIUE Z[efICTBHﬂZ

1. Otkpoiite Active Directory — Ilonb30Barenu U KOMITBIOTEPHI.
2. Bo Briaake Bun BkirounTe omniuro J{omoIHATEIbHBIE KOMITOHEHTEI.
3. TIpaBoii KHOIIKOW MBIIIN HAXKMHUTE OOBEKT C TOJIb30BATENISIMU U BbIOepuTe CBOMCTRA.

4. B oxne CBOICTBA BBINOJIHUTE CIEIYIOIINE JEHCTBUS:

1. Otkpoiite Bkiagky bezonacHoCTb.
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2.B pasacie prnnbl WK IIOJIb30BATCIIN Z[O6aBI)Te CO3JaHHYIO paHEC CEPBHUCHYIO YYETHYIO 3allUCh.

3. B paznene Pasperienust 1uist BBIOEpUTE OIIUIO 3aKCh U HAXKMUTE KHOIKY JOMOTHUTENBHO.

5. B otkpoiBIeMcs okHe J[OMOIHUTENbHBIE TapaMeTPhl 0€30MaCHOCTH BEIOEPHUTE CEPBUCHYIO YUETHYIO 3allHCh U HAKMUTE

M3meHuTs.

6.B OTKPBIBIICMCSI OKHE DIIeMEHT pa3pCiICeHus B CIIMCKE HpI/IMeHﬂeTCﬂ K BbIGepI/ITe DTOT 00BEKT U BCE JA04YepHUC 00BEKTHI U

Haxkmute OK.

ATpuOyThI IOIB30BaTENCH

() MPUMEYAHME

Ecnu BBl m1aHMpyeTe UCTIONB30BaTh HECKOIBKO KaTaJIOTOB, B KOTOPBIX MPUMEHSETCs (JOpMaT HMEHH SamCompatibleName,

HACTPOUTE IMOUCK MOJIB30BATEIECH ¢ MOMOIIBIO PEryIISIPHBIX BEIPAsKEHUH.

ATpubyT
Onucanune
TIOJTE30BATEIIS
FirstName Wwms nons3oBarens
MiddleName OTuecTBO MOJIB30BATEINS
LastName DamMuIIHs MOIb30BaATENS
mail AJpec 31eKTPOHHOM MOYTHI TMOJIb30BATEIS
Phone Homep Tenedona nmons3oBarens
Name OToOpakaeMoe UMsI ITOTb30BATEIIS
CanonicalName Kanonnveckoe UM ojIb30BaTelst, Hanpumep domain.com/Users/testuser
PrincipalName VHUKaIbHOE UMs [0IIb30BATeNIs B ONpeeeHHoM (opmare, HanpuMep testuser@domain.com
) Wms monb3oBarelis, COBMECTUMOE C CHCTEMOM yUYeTHBIX 3anuceit Security Account Manager (SAM).
SamCompatibleName )
Hanpuwmep, domain\testuser
o VYHukaneHOe UMs 00bekTa B nepapxuu Active Directory, cocrosiiee U3 MOJHOTO IyTH K 0ObEKTY.
DistinguishedName .
Hanpumep, CN=testuser, OU=Users,DC=domain, DC=com
YHUKaIbHBIN HICHTH(UKATOP OE30MACHOCTH, MPUCBAMBAEMBIN KaKIOMY 00beKTY B Active Directory.
Sid Sid ucnonp3yercst I ynpaBiIeHUs! JOCTYIIOM K pecypcaM U ayTeHTU(UKALUY T0JIb30BaTelIei u

00BLEKTOB
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FreelPA

Karaior FreelPA MOAACPIKUBACTCA B CJICAYIOIINX MOAYJIAX HHTCIPallin:

e Identity Provider

e FreeRADIUS Extension (ecnu nepBsiii ¢akTop ayreHTH(GUKauu mpoepsietr Core Server)

ITpex/ie uem co3/1aTh CEPBUCHYIO YUETHYIO 3alliCh, CO3aiiTe HEOOXOAUMBIE pa3peIleHNUs], TIPUBUICTUH, POIIH.

JloGaBneHue pa3pereHuid, MPUBIIETUH, posiei

1. Boiinute B BeO-Bepcuto FreelPA no anpecy https.//<dns_ums_cepsepa>/ipa/ui/# Noja y4eTHOH 3aMUChI0 aIMUHUCTPATOPA B

dhopmare admin@<dns_ums_cepsepa>.

2. Ilepeiinnte Ha BKinaaky IPA Server u B Brimaaromiem crmcke Role-Based Access Control Beidepute Permissions u HaxxmuTe
Add.
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¥ YreHne ¥ NOUCK MOJIbL30BaTeIeil

¢ Permission name — yKaxuTe UMsI pa3pelieHsl, HApUMep am-user-read.

¢ Granted Rights — BeiOepure read, search.

e Subtree — BBenuTe UM 1oMeHa B popmare Distinguished name, Harpumep

cn=users,cn=accounts,dc=test,dc=realm.

e Extra target filter — (objectClass=person).

o Effective attributes — ykaxuTe KakKIblif aTprOyT [0 OJHOMY B OTJAETHHOI CTpPOKE:

o

(o]

o

cn
entryDN

entryUUID

givenName

initials
ipaNTSecurityIdentifier
jpegPhoto
krbCanonicalName
krbLastFailedAuth
krbLoginFailedCount
krbPrincipalExpiration
krbPrincipalName
krbPwdPolicyReference
mail

memberOf

nsAccountlLock

photo

sn

telephoneNumber

uid
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¥ YreHne U NOMCK Irpynn

¢ Permission name — yKaxuTe UMs pa3pellieHsl, HATPUMEp am-group-read.
¢ Granted Rights — BeiOepure read, search.
e Subtree — BBenuTe UM 1omMeHa B popmare Distinguished name, Harpumep
cn=groups,cn=accounts,dc=test,dc=realm.
e Extra target filter — (objectClass=ipaUserGroup).
o Effective attributes — ykaxuTe Kakablif aTprOyT [0 OJHOMY B OTJAETHHOI CTpOKE:
© ¢cn
© entryDN
© entryUUID
o ipaNTSecurityIdentifier
© member

o memberOf

¥ YreHne N MONCK KOHTeliHEPOB

e Permission name — ykaxute UMs pa3pelieHus, HapuMep am-container-read.

Granted Rights — BeiOepute read, search.
¢ Subtree — BBeauTe M foMeHa B popmare Distinguished name, Hanpumep dc=test,dc=realm.
e Extra target filter — (| (objectClass=nsContainer) (objectClass=domain)).

o Effective attributes — yka)kute KaxkJplii aTpuOyT MO OJJHOMY B OTJCIIBHON CTPOKE:

° cn

° entryDN

o entryUUID

o ipaNTSecurityIdentifier
° member

o memberof
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¥ YreHue U MOUCK MOJUTHK NMApoJIei

¢ Permission name — yka)xxute UMs pa3pelieHus, Hapumep am-password-policy-read.
e Granted Rights — BeiOepure read, search.

e Subtree — BBenuTe UM 1oMeHa B popmare Distinguished name, Harpumep

cn=TEST.REALM, cn=kerberos,dc=test,dc=realm.
e [Extra target filter — (objectClass=krbPwdPolicy).

¢ Effective attributes — ykaxuTe KakIblif aTprOyT [0 OJHOMY B OTJAETHHOI CTpPOKe:

© krbPwdLockoutDuration
© krbPwdMaxFailure

© krbPwdMinDiffChars

o krbPwdMinLength

o objectClass

v CmeHa napoJs

e Permission name — ykaxxute UMsI pa3pelieHusi, HAIpuMep am-user-password-change.
¢ Granted Rights — BbiOepure write.

e Subtree — BBeMTE MM HOMeHa B popmare Distinguished name, Hanpumep

cn=users,cn=accounts,dc=test,dc=realm.
e Extra target filter — (objectClass=person).

o Effective attributes — yKka)kute KaxxJplii arpuOyT MO OJJHOMY B OT/JEIILHON CTPOKE:

o krbPrincipalKey

Y Yrenue nCTOpHH MapoJaei

BrigaiiTe npaBa Ha YTEHHUE UCTOPHUHU MApoOJIe, €CIIM Y BaC HACTPOSHA CMEHA MapoJisl 0JIb30BaTeNsl IO/l CEPBUCHOM

Y4ETHOH 3aIlMChIo, a TaKKe B oauTHKax naposneit Free[PA HacTpoeHa nmpoBepka HCTOPUH MapoOJIei.

e Permission name — yKa)XuTe UM pa3pelieHus, HapuMep am-user-password-read.

¢ Granted Rights — BbiOepuTe read.

¢ Subtree — BBenuTE MM HOMeHa B popmare Distinguished name, Hanpumep
cn=users,cn=accounts,dc=test,dc=realm.

¢ Extra target filter — (objectClass=person).

o Effective attributes — ykaxute KaxJplii arpuOyT M0 OJJHOMY B OTJEIILHON CTPOKE:

o passwordHistory

3. B Brimazatoniem crucke Role-Based Access Control Beibepute Privileges n nHaxkmure Add.
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¥ YreHne 00bEKTOB

e Privilege name — ykaxxute uMs pa3pelieHus, Hapumep am-read.

¢ B co3nannoe paspeuienue no0aswre am-user-read, am-group-read, am-container-read, am-password-policy-read.

¥ CMeHa napoJis nojb3oBareJst

e Privilege name — ykaxxure UMs pa3pelieHusi, HapuMep am-password-change.

¢ B co3nannoe pazpeuienue nobaBwre am-user-password-read, am-user-password-change.

4. B Beimazgaromiem criricke Role-Based Access Control Beioepure Roles u maxxmure Add.

¥ PoJb cepBHCHOM y4eTHOM 3anucH

¢ Role name — ykaxxute UMs pa3peLieHust, HAIpUMep am-server.

e B coznannoe paspelienue no0assre am-read, am-password-change.

Co3znanne CEpBUCHOM yYETHOM 3aITUCH

Yt005I CO3JaThb CEPBUCHYIO YUCTHYIO 3allMChb JIA pa6OTI>I C KaTaJIoroM I0JIb30BaTeIei:

1. Ha Brimazgke Identity— Users Haxkmure Add.
2. B nmone User login 3aiaiiTe MMs ONB30BATENS, HAIPUME] am-server.
3. B nonsax First name, Last name, Password ykaxute ums, paMuIMIO U 3a7aliTe Napoib Ui HOBOM YUETHOH 3amucH.

4. To6aBbTE MOJIB30BATENIO POJIb am-server .

/\  BAXKHO
Uto0bI CPOK ICHCTBHS APOJICH AJISi CHCTEMHBIX YYETHBIX 3aITUCEH UTHOPHUPOBAJICS:
1. Co3naiiTe noaUTUKY 15t aMUHACTpaTopoB FreelPA, eciu 3Ta monuTHKa He ObUIA CO3/1aHa paHee.

2. J1o6aBbTEe CUCTEMHYIO YYETHYFO 3aITUCh IS TIOAKITFOUEHHSI K KaTajory nosb3oBareneid Core Server B 9Ty IMOJIUTHKY.

3. B noune I[IproputeT 3amaiiTe 3Ha4eHHEe, KOTOPOE OyIeT HIKE IPHOPUTETA, YCTAHOBICHHOTO B MAPOIBEHOMN MOTUTHKE JUIS
IpYIIIBI BCEX MOJIb30BaTeIIEH.

4. B none Grace login limit yctanoBute 3HaueHue -1.

ITonmuTrka naposiein

Uto0bl HACTPOUTH OJIOKMPOBKY BXOJIa TIOCIIC UCTEUCHUSI CPOKa ICHCTBUS Taposist, epeiaute B pasaen [Tonutuka— I[loauruku

napoJieil u ycranosute 3Hauenue Grace login limit.

[Mapametp Grace login limit onpeenser, CKOIbKO pa3 MoJIb30BaTElIb MOXKET BOTH B CUCTEMY TTOCIIC UCTEUEHHSI CPOKA JICHCTBUS

CBOCTO IMapoJis, NpexAC 4eM €0 yuCTHas 3allUCh 6yjl€T 3&6HOKI/IpOBaHa. OTOT napamMeTp ABJIACTCA YaCThIO IMMOJIUTUK HapOHeﬁ
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IoJIb30BaTelIe B Karayore FreelPA 1 o3BoIseT Moab30BaTEIsIM C yCTapeBIIUM I1apOJIEM BOWTH B CHUCTEMY U CMCHUTD IapOJib,

BMECTO HEME/IJICHHOW OJIOKMPOBKM YYETHOW 3aIHCH.
BosmoxHbie 3HaueHus 1151 mapamerpa Grace login limit:

o -] (3HaquHe o yMOJ'I‘IaHI/I}O) — IIOJIB30BAaTCJIb MOKECT HECOIrPAHNYCHHO BXOAUTH B CUCTEMY JAXKE C UCTCKIIUM I1apOJIEM,

CPOK JICHCTBUSI IAPOJIsi HTHOPHUPYETCS;

¢ () (pexoMeHIyeMOe 3HaueHHe) — MOJIb30BaTEIb HE MOKET BOWTH B CUCTEMY I1OCIIC UCTEYECHHUS CPOKA ACUCTBHSI CBOETO
napouis;
e | — noib30BaTeIb MOXKET BOUTH B CUCTEMY C HCTEKILIUM MapoJieM OJIUH pas;

e 2 — 10JIb30BaTEIb MOXKET BOHTH B CUCTEMY C UCTEKIIIUM I1apoJieM JIBa pasa.

Jlnama3oH 3HaueHUM: OT -1 10 2147483647.

Cwmena naposs nosb3oBarens FreelPA B User Console

Ecnu nmone3oBarens FreelPA camocrositensHo Mensiet maposnb B Indeed User Console, gata okoHUaHUS CpoKa JISHCTBUS TAPOIIS 1O
YMOJIYaHHUIO YCTAHABIMBACTCS HA TEKYILYIO Jary. J{1si KOppeKTHON HACTPOMKK CpoKa IEHCTBUS 1aposis HEOOXOMMO BBITIOIHUTH

cIemyronme n3MeHeHus Ha Kaxkaom cepsepe FreelPA:

1. Co3naiite ¢aiin /tmp/passSyncManagersDNs co cAEIYIOUIIM COACPKUMBIM:

dn: cn=ipa_pwd_extop,cn=plugins,cn=config
changetype: modify
add: passSyncManagersDNs

passSyncManagersDNs: uid=my-am-admin,cn=users,cn=accounts,dc=test,dc=realm

Jlna napamerpa passSyncManagersDNs yKaKMTe 3HaYE€HHE COOTBETCTBYIOIEro DN cepBUCHON y4eTHOMN 3anKCH,

ucnoinb3yemoit B Core Server.

2. B TepMuHaIe BBIIOJHUTE KOMAHY:

ldapmodify -x -D "cn=Directory Manager" -W -H LDAPS://ipa.test.realm:636 -f
/tmp/passSyncManagersDNs

TTocnie LDAPS:// BcraBbTe uMs Baiero cepsepa FreelPA.

AtpuOyThl nonb3oBareneit FreelPA

() DPUMEYAHHE

Ecnu BbI uicnonb3yete Bepeuio FreelPA 4.6-4.9, B kauecTBe YHHBEPCAILHOTO YHHKAIBLHOTO WACHTH(PHKATOPA UCTIONb3YHTE

3HaueHHe entrydn.

ATpuOyT mosib30BaTes Ornucanue

entryUUID YHUBepcallbHbIH YHUKAIbHBINA HIEHTU()UKATOP 3aIIUCH

57



ATpuOyT MoJIb30BaTEIIS

entryDN

uid

mail

telephoneNumber

givenName

sn

cn

krbPrincipalName

krbCanonicalName

ipaNTSecurityldentifier

photo

userPassword

krbPasswordExpiration

Omnucanue

VHuKanbHOE UM 3alMCH B KaTajiore

I/IZ[CHTI/I(l)I/IKaTOP 110JIb30BaTECIsA

Azpec 3IEKTPOHHOMU IOYThI

Tenedon

Nms

Damunus

O061ee uMs

WNwms yuactHuka-nonb3oarens Kerberos (UPN)

Kanonnveckoe ums yuetHo# 3anucu Kerberos

Atpu0yT, xpausmui uaeHtudukarop o6ezomnacHoctu SID

doto

ITapons

ATpuOyT, XpaHAIINH aTy U BPeMsI HCTCUCHHUS CPOKa NEeHCTBHS TEKYIIETo MapoiLs
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ALD Pro

Karanor ALD Pro noaaep>xuBaeTcs B CASAYIOIIUX MOIY/ISIX UHTEIPALIULL:

e Identity Provider

e FreeRADIUS Extension (ecnu nepBsiii ¢akTop ayreHTH(UKauu mpoepsietr Core Server)

Co3znaHne CEpBUCHOM yUYETHOM 3aITUCH

1. 3anmycrure ocHactky ALD Pro ITonb30BaTenu 1 KOMIBIOTEPHI U B BBINIAIAIOIIEM MEHIO BbIOepuTe MyHKT [lonb3oBarenu.

2. Haxxmute HoBblii osib30BaTesb.

3. B nosie ViMs yueTHO# 3ammicH yKaKUTe UMsI yUETHOH 3arucH 11t paboThI ¢ KaTajJoroM nojib3oBaresieid, Hanpumep A Madmin.
4. 3anonHuTE 0053aTENIbHBIC MTOJIS U 3aBEPIIMTE CO3aHUE YUETHOH 3aMncH.

5. Jlo6aBbTe CO31aHHOIO MONB30BATENA B IPYIILY admins.

() MNPUMEYAHME

Uto0BI cO3aTh APYTYIO TPYIITY ¢ HEOOXOAMMBIMU PUBMIIETHSAMH U pa3pelleHHsIMU, OTKpoiiTe BeO-Bepcuio FreelPA u

Cwmena naportst nonb3oBarenss ALD Pro B User Console

Ecnu none3oBarens ALD Pro camoctostensro MensieT napoib B Indeed User Console, 1ata okoHYaHUs CpoKa IEHCTBHS TapoIis
110 YMOJTYAQHHIO YCTaHABJIMBACTCS HA TEKYIIYIO AaTy. [l KOpPEKTHOM HACTPOWKHU CpOKa JACHCTBHS Mapoiisi HEOOXOAUMO

BBIIIOJIHUTH CIICAYIONINEC N3MCHCHUS Ha KaXK/10M CCPBEPEC ALD Pro:

1. OtkpoiiTe TepMuHan u co3naiite daiin /tmp/passSyncManagersDNs co CIEIYIOMAM COICPKAMBIM:

dn: cn=ipa_pwd_extop,cn=plugins,cn=config
changetype: modify
add: passSyncManagersDNs

passSyncManagersDNs: uid=my-am-admin,cn=users,cn=accounts,dc=test,dc=realm

Jlns napamerpa passSyncManagersDNs yKaKMTe 3HaY€HHE COOTBETCTBYIOIEro DN cepBUCHON y4ETHOM 3aIMCH,

ucnoib3yemoii B Core Server.

2. B TepmuHane BHIMONIHATE KOMAH/Y:

ldapmodify -x -D "cn=Directory Manager" -W -H LDAPS://ipa.test.realm:636 -f
/tmp/passSyncManagersDNs

Ilocne LDAPS:// BcraBbTe uMs Baulero cepsepa ALD Pro.
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AtpulyTsl osns3oBaresneit ALD Pro

ATpHOYT IT0IB30BaTEISL

entryUUID

entryDN

uid

mail

telephoneNumber

givenName

sn

cn

krbPrincipalName

krbCanonicalName

ipaNTSecurityldentifier

photo

userPassword

krbPasswordExpiration

Omnucanue

YHuBepcallbHbIH YHUKAIBHBIA HJICHTU(UKATOP 3aIUCH

VHHKaIbHOE UM 3alACH B KaTajaore

Wnentnduxatop moabp3oBaTesns

Anpec 2MeKTPOHHON TTOYTHI

Tenedon

Nms

Damunns

OO61ee nms

Nwms yuactHuka-nons3oarens Kerberos (UPN)

Kanonuueckoe ums yueTHoi 3anucu Kerberos

AtpubyT, Xxpausamuil naentudukarop oezonacuocta SID

doto

ITapons

ATpHUOYT, XpaHSIINUK 1aTy U BpeMs HCTECUEHHSI CPOKa JCHCTBHUS TEKYIETro Mapois
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YcranoBka Access Manager

% Macrep koHpHUTyparu

KonuuectBo rias: 2

", Pyunas HacTpoiika

KonuuectBo rmiag: 3

B2 Windows Authentication Reverse Proxy (WARP)

VYeranoska u Hactpoiika Windows Authentication Reverse Proxy
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Macrep koH(pUryparmm

MacTtep KOHpUTYypalu — 3TO BeO-IIPUIIOKEHHEe, KOTOpOe M03BoJIsieT yetaHoBUTh Indeed Access Manager Wiim H3MEHUTb
KoH(purypaiuio. Macrep nocrasisercsi B coctaBe AucTpudyTtuBa Access Manager. Mactep KOH(UTYpaIiK MO3BOJISET

aBTOMAaTUYCCKHU 3aII0JIHUTh (1)a171m)1 KOH(l)I/IpraI_II/II/I KOMIIOHCHTOB Access Manager.

3aryck MacTepa KoH(Uryparmu

IMepen 3amyckoM mMacTepa KOHGUTypanun yoeauTech, YTO Ballle OKPY)KEHHE COOTBETCTBYET CHCTEMHBIM TPEOOBAHHSM.

1. Ckauaiite apxuB distrib_am-<nomep eepcuu>.tar.gz, 3arpy3uTe €ro Ha IeJICBOH XOCT B HCOOXOIUMBIIN KaTaJIor.

2. Hepefmyne B KaTaJior ¢ apXuBOM U paCHaKyﬁTe €Iro ¢ IIOMOIIbIO KOMAaH/IbI:
sudo tar -xf <uma apxuBa>.tar.gz

3. (OmonaneHO) [TonroroBsTe cCOOCTBEHHBIC CEPTH(OUKATHI:

e 1100aBBTE <cepmughuxam OmKpwIno2o Ko4a domena™.cer B Katanor distrib_am/wizard/ssl/ u nepenMenyiTe ero B

ca.cer,

o n00aBbTEe <cepgepuwili cepmughuxam>.pfx B Katanor distrib_am/wizard/ssl/ v nepeuMenyite ero B

<dns_ums_cepsepa>.pfx.

(D) TNPUMEYAHME

Eciy He OArOTOBHUTH COOCTBEHHBIE CEPTH(HHKATHI, TO ITPH 3aIlycKe MacTepa KOH(GUIypaluy aBTOMAaTHYESCKU
TeHEPUPYIOTCS CAMOIIOANIUCAHHBIE CEPTUDUKATEI ca.crt U <dns_ums_cepeepa>.pem. JlobaBbTe cepTHUKAT ca.crt

B CITMCOK JOBCPECHHBIX LIECHTPOB cepmquaunu.

4. Tlepeiinute B Karaiuor distrib_am/, OTKpOHTe TEPMHUHAT U BBIOIHATE KOMaH/Ty JUIS 3aIlyCKa MacTepa KOH(QHUIypaIiH:

sudo bash ./setup.sh start

5. locne BemonHenus ckpunta nepeiinure no URL-aapecy, ykazaHHOMY B KOHCOJIH MTOCJIE BBIMOIHEHUSI CKPUIITA.

6. B mone Kox noctyna BBenute AutenticationCode, ykazaHHBIN B KOHCOJU TIOCIIE BBITTOJHEHUS] CKPHIITA.

[pumep xoma: ©f4734a520d74b27b790df63441d4710.

7. Haxxmute Boiitu.
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Cuenapuii Mmactepa

¥ (OnuuonanbHo) Kak oTpeakTupoBaTh a0 10HbI KOHGUTYPaLMOHHBIX (aiiioB?

11a610HBI KOHPHUTYPAITMOHHBIX (aiiIOB UCTIONB3YIOTCS TIPH FeHepaluy (pailioB KOHPUTYpaluil Isi KOMIIOHEHTOB Access
Manager. PenaktupoBanue madiIoHOB MOYKET OTPEOOBATHCS B CITYYasiK, KOTa HEOOXOMUMO U3MEHUTD 3HAYCHHS T10

YMOJIYaHHUIO, HAIIPUMEP IPU MCIIOIb30BAHMH HECTAHJAPTHOTO MOPTA.

YT0OBI BHECTH U3MEHEHUS B MAOIOHBI KOH(GUTYpAMOHHBIX (aiIoB, IepeiInuTe B KaTajor wizard/templates u BeIOepUTE

HEOOXOIUMBIH 1a0JIOH.

/\ BAKHO

B mrabnonax koH(QUTypaoHHBIX (aisIoB HENb3sS U3MEHSATH MIepeMEHHbIe opMara
{{HostSchemes.Schemes.0.Endpoint.Host}}, TaKk KaK 3TO MOXET MPUBECTH K OLIMOKAM MPH WHCTAIUISIIMA

Access Manager u reHepanui KOHQUIypaiuu.

UroObl HayaTh paboTy, BEIOCPUTE CIICHAPHUIA:

o Uncrammimust AM — HoBast yctanoBka Access Manager.

o l3meHenne koHurypannu AM — BHECEHHE U3MEHEHHUI B TEKYIIYIO HHCTAIIIIMI0 Access Manager.
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Muacramwsimys Access Manager

Cuenapuil Mncramanus AM BKIIOUaeT Kak HEpBUUHYIO ycTaHOBKY Access Manager, Tak U ycTaHOBKY Access Manager, B cilyuae

€CJIN y MOJIB30BATENSI HET pe3epBHOM Komuu. UTOOBI HavaTh HHCTAJUISALHIO, TOCIE BRIOOpa clieHapus Haxmure [lanee.

Cxema X0CTOB

Xoct npencrasiseT co0oi hu3HUecKuil UK BUPTYyallbHbIH cepBep, Ha KOTOPOM pacHoararTcs KOMIOHEHTh! Access Manager.

J1l06aBHTH XOCT
1. Haxxmure J106aBUTH XOCT.

MakcumaabHOE KOTUYECTBO XOCTOB — 20.

() TPUMEYAHHE

IMpesxae ueM 106aBUTh XOCT 1ist kKommoHeHTa Core Server, BBl MOXETE BBIOpATh MPOBAiIephl ay TCHTU(HUKAIIHH,
KOTOpBIE OyayT ycTaHOBIEHBI Ha ofHOM XocTe ¢ Core Server. Tak:xe Bbl MOXKETe JOOABUTH IPOBAi/IENbI MOCIIE

HACTPOMKHU XOCTa.

2. Hcnonb3ys nojckasku MacTepa KoHGUrypaunuu, BBeaute napameTpsl SSH 1 ykaxuTte HH(OOPMALMIO O CEPBUCHOI yueTHOMH

3aIIUCH.

/\ BAJKHO

CepBHCHas ydeTHas 3aIHCh JOJDKHA COCTOATH B rpymme sudo.

3. Hcnonp3ys mojCKa3ku MacTepa KoHurypaiuu, Beeaurte mapamerpst HTTPS.

Ecnn BEI ITaHEpyeTe HCIIOIB30BaTh OATaHCHPOBINUK HAarpys3kH, ykaxute 3toT HTTPS-anpec B kondurypannonaom ¢aiire

OaslaHCHPOBIIIHKA.

4. Haxxmute [IpoBepuTh X0OCT.

(D) TPUMEYAHME

HpI/I IIPOBEPKE XOCTA IIPOUCXOAUT SSH-HOHKJ'IIO‘IGHI/IC JUISL IONBITKU COCANHCHUS C CEPBEPOM. BBGHCHHBIG JJAHHBIC

MOXHO 100aBUTH B MacTep KOH(QUTypaluu 0e3 MPOBEPKU COCAUHEHHS.

[Tpu HEOOXOANMOCTH AaHHBIE XOCTa MOKHO OTPEIaKTUPOBATh IOCIIE JOOABICHHUS.
5. JlobaBbTE Ha XOCT CEPBEPHBIC KOMIIOHCHTHI.

OO6s13aTenpHBIe KOMITOHEHTHI BKmouatoT Log Server, Identity Provider, Management Console u User Console. Bt Mmoxxere

JI00aBUTh KOMIIOHEHTHI Ha oJiuH X0cT ¢ Core Server Min co3aTh OTACIBHBIN XOCT ISl K&KI0TO 0053aTeIbHOTO KOMITOHEHTA.
6. Haxxmure J[00aBUTH [UIs TIEpexo/ia K CICIYIONIEMY Iary.

7. HpOCMOTpI/ITe Ta6HI/IL[y XOCTOB | IIPOBCPHTE IMTPAaBUIIBHOCTD 3aIlIOJJHCHHBIX TaHHBIX.
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e YT0OBI OTpEIaKTUPOBATH AAHHbIE XOCTA, HAXKMHUTE £, BHECHTE H3MEHEHHS U HAKMHATE CoxpaHUTb.

.
o Uro0Obl yaanuTh XocT, Haxxmute | . [locie ynaneHus KOMIOHEHTH Access Manager He yIajsioTces ¢ XocTa
aBTomatnuecku. [Ipu ynaneHuu Bcex XOCTOB JasbHElIIee TPOXMKICHNUE ClIeHapus MacTepa KoH(Urypamuu oyaer

HEJIOCTYIIHO.

Anpec 6anaHCHPOBIIUKA

ﬂﬂ}[ IOBBILICHUA OTKaSchTOI‘/‘I‘-II/IBOCTI/I 1 IPOU3BOAUTEIIBHOCTHU I/ICHOJII)3YI71T6 6aJIaHCI/Ip0BHII/IK Harpy3kKu.

1. BeiGepuTe onuuto Mcrnonb30BaTh CTOPOHHUN 0aIaHCUPOBILUK U 3aIIOJTHUTE TAOIHILY C yUETOM CIEAYIOMINX PEKOMEHIaIuii:
e YT00BI YKa3aTh OIUH OOLIMH agpec OaTaHCUPOBIIMKA IS KXKIOTO YCTAaHOBJICHHOTO Ha OJHOM XOCT€ KOMIIOHEHTA,

BI)I6epI/ITe OIIIHUEO Hcnonb3oBarh OJINH aJpecC 6aﬂaHCI/IpOBHII/IKa JJIA BCEX KOMIIOHCHTOB.

e VYkaxure azpec 6aJ'IaHCI/IpOBHII/IKa, €CJIM BbI INTAHUPYETE NCIIOJIB30BATH Ooiree OTHOI'O 3K3EMILISIpa KaKoro-audo

cepBepHOro koMrnoHeHTa Access Manager, Hanipumep 1Ba kommnonenta Core Server.
e Jlyist OAHOTO XOCTa MOXKHO yKa3aTh TOJIBKO OJIMH aJipec OaJaHCHPOBIINKA.

e Ecnu nns 6anaHcupoBIIMKa HEOOXOAMMO UCTIONH30BATh IOPT HE TI0 yMOmdaHuio (443), ykaxxute ero B Tabnuie B

¢dopmare balance.indeed.test:5443.
2. Uto0bl yOeIUThCs, UTO YKa3aHHBIC afipeca J0CTYIHbI, HaxxMmuTe IIpoBeputs agpeca GanaHCHPOBIIUKOB.
IIpoBainepst

[Tpogaiinep B Access Manager mpezcrasisieT co00it cucTeMy ayTeHTH(HUKAIINN, KOTOPast MPEAOCTaBISACT MEXaHU3MbI 3alUThI JIs

IMIPOBEPKU NOMIUHHOCTH.

ITo YMOJYaHHUIO Ha XOCT C Core Server YyCTaHaBJIUBACTCs JIOMCHHBIN apoJib. IIOHOJ'IHI/ITCJ'ILHO M3 BBIIIAJarOUICro CIimcKa MOXHO

BBIOpATh IpyrUe MpoBaiiiepbl, KOTOPbIC ycTaHaBIUBarOTCs Ha xocTe ¢ Core Server.

IMpu ycranoske Key Server no6assre nposaiinep Key Provider (Indeed Key).

Ceprudukarbl

3arpy3ute 3apaHee NOATOTOBICHHbIE CEPTU(HUKATHI IS 100aBIEHHOTO XOCTa.

1. JTo6aBbTE cepTH(HKATHI OTKPBITOTO KJIFOYa JOMEHA Wi cTopoHHero Y11 ¢ paciupenuem .pem, .crt Wi .cer.
2. Jlob6aBbTE CepBEpHBIC CEPTUPHKATHI C paciiuperneM .pfx, Beinmucanubie Ha DNS-uMst X0CTa, ¥ yKaKUTE MapoJib.

Bbl MOkeTe MCIonb30BaTh O0MIMI cepTU(HKAT s BceX X0cToB Access Manager. Brumrounte onmuio Mcrnons3oBars 00mmit
ceprudukar u Haxxmute Jlo6aButh ceprudukar. Ceprudukar nomkeH coaepxkarb DNS-uMeHa Bcex xoctoB Access Manager

1 0AJTaHCHUPOBINUKOB (IPH HATNYUHN).

(D) NPUMEYAHME

Ceprudukar .pfx qomkeH umeth pacmmpenne Mcnomp3oBanue kimtoda (Key Usage) ¢ paspemenusmu [udposas

noamuck (Digital Signature) u [lludposanue kiroueii (Key Encipherment).

3. (OmnonansHo) CreHepupyiTe KIIMEHTCKUN cepTudukar s 0oliee 6e30MacHOT0 B3aUMOACHCTBHSI MOJYJICH HHTETPAIlUH C

Core Server.
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1. Haxxmute CreHepupoBaTh CepTU(HKAT.
2. B oTkpbIBIIEMCS OKHE 3a/1aiiTe UMsI cepTUdHKaTa.
3. Haxxmute J006aBUTb.

4. CxayaiiTe CreHepUpOBaHHbIN CEPTU(HKAT C paciupeHnemM .pfx.

4. Haxxmute Jlanee 11 nepexoja K CleIyIOIIeMy LIary.

Karaioru monp3oBareiici

C nomoIipio MacTepa KOH(GUTYpaui MOKHO J00aBUTh HECKOBKO KaTalloroB MoIb30BaTeNei.

ABTOMATHYECKOE 100aB/IeHHE

Ecnu panee Bbl ycraHaBimuBaiu AM, HE HCIONBb3Ysl MACTep KOH(PUIYpalliH, JAaHHBIC KATaJ0rOB MOJIb30BATENICH MOKHO

3aI10JIHUTh aBTOMAaTUYCCKHU. I[J'IS[ 9TOro:

1. Haxxmute IMOOPTHPOBATS.
2. 3arpy3ure KOHGUTypaloHHbIN (ail:

o u3 AM 9.x: am/core/app-settings.json

o u3 AM 8.2: C:\inetpub\wwwroot\am\core\Web.config

3. [locne mosiBneHust coobmieHus J{anHpie UMIOPTHPOBAHBI TIPOBEPHTE TaHHBIE.
[Tpu HEOOXOMMOCTH JaHHBIE KaTajaora MOKHO OTPEeIaKTHPOBATh MOCIe JOOABICHHS.

4. Haxxmute [lanee 1t nepexojia K CiIeAyIoIeMy Iary.

PyuHoe no6aBienune

Uto0bl 10OABUTH KAaTAJIOT MOJIb30BaTEIeH BPyUHYIO:

1. Haxxmute Jlo6aBUTH KaTaJor.
2. 3amoMHMTE MOJIS, UCTIOIB3YS MOACKA3KU MacTepa KOH(PHUTYPALHH.
[Tpn HEOOXOAMMOCTH JTaHHBIE KaTalora MOKHO OTPEJaKTUPOBATh ITOCIIe JOOABICHHSI.

3. (OHI_[I/IOHaJ'H)HO) Yto0BI MIPOBEPUTH COCANHCHUEC U aIPC€C NOAKIIOUCHUS, HAXKMHUTC HpOBepI/ITB KaraJjor.

() TNPUMEYAHWE

Jlst nposepku LDAPS-coeqMHEHNS HCIOIB3yeTCsl CePTU(HKAT OTKPBITOTO KITF04a, T00aBICHHBII Ha IIare

Ceprudukars.

4. ITpu HEOOXOAMMOCTH OTPEIAKTUPYHTE COOTBETCTBHE aTPHOYTOB TOJIb30BATENICH.

Criucox aTpuOyTOB:
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e Active Directory, Samba DC, PEJl AIM
e FreelPA
e ALD Pro

() DPHUMEYAHHE

o Ecnu Bbl ucnionb3yete Bepeuto FreelPA 4.6-4.9, B HacTpoiike COOTBETCTBHE aTpHUOYTOB MOJIH30BATEIS IS

arpubyra AM nnentudukarop konTekinepa ( ID ) 3afaiiTe 3HadeHue entrydn .

o Ecnm BeI ncnonesyere karanor PEJI AZIM ¢ momynem RDP Windows Logon, B HacTpoiike CooTBeTCTBHE

arpuOyTOB IONB30BaTeNs Jisl aTpubyTa AM yHHKanbHOE MM Hojb30Batens (SamCompatibleName)

3aJaliTe 3HAYCHUE SN .

5. Haxxmure J[00aBUTH.

6. Haxxmure Jlanee [1uis mepexozia K ClIEAyOIEMY HIary.

ba3sl janHbBIX

Access Manager nopnepxxuaet padory ¢ Microsoft SQL u PostgreSQL.

ABTOMATHYECKOE 100aB/IeHHe

Ecnu panee BbI ycraHaBmuBaiu AM, He HCIIONB3Ysl MacTep KOHGUrypalnu, nHpopMaIuio o 6ase nanubix Core Server MOKHO

3aII0JHUTH aBTOMAaTn4ecku. Jlis sToro:
1. Haxxmute IMOOpTHPOBATS.

2. 3arpy3ure KOHQUTypaLOHHbIN (ail:

o u3 AM 9.x: am/core/app-settings.json

e m3 AM 8.2: C:\inetpub\wwwroot\am\core\Web.config

3. ITocne nosiBneHus: coodenus JJaHuble IMIOPTHPOBAHbI IPOBEPHLTE JaHHBIE.

4. Haxxmute [lanee s nepexosa K CieayromeMy mary.

PyuHoe no6aBnenue

Uro0bl 106aBUTH 0a3y JaHHBIX BPYUYHYHO:
1. 3anonauTe nHpopmanuio o BeiopanHoit CYB/I, ucrnomnb3ys mojacka3ku Mactepa KOHGUrypainu.
2. BBenute NOTHH 1 Mapoiib MOJIb30BaTeNsT 0a3bl JTaHHBIX.

3. BoiOepure Tun anropur™a muppoBaHUs U CrEHEPUPYHTE KITFOY.
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/\ BAXKHO

Ecnu BEI Micnonb3yeTe Takue anroputMel mudposanus, kak RC2, TripleDes win DES, cHauana no6aBbeTe KIII04 B

MacTep KOH(UTypaluu, a 3aTeM BHECUTE U3MEHEHHUS B KOHDUTYpalMOHHBIN (Qaiii am/core/app-settings.json.

B 6rnoke Storage B cTpoke Algorithm m00aBbTe THI HCIIONBL3YEMOTO aArOPUTMA.

4. Beeaure naHHble uis noakiaoueHus Kk Log Server.
5. Haxxmure J106aBUTS.

6. Haxxmure [lanee amst mepexona K ClIAyIOMEMy IIary.

CeCcCUOHHBIN KITFOY

1. Hasxxmute CrenepupoBarh HOBBIH Kirod. [Tpu reHepariuyu HOBOro Kiro4a mu@poBaHus BCE TEKYIIUE CECCUH CTAaHYT

HCAOCTYITHBIMU.

2. Haxxmute [lanee mis nepexona K CileayomeMy 1iary.

Jloruposanue

1. HpI/I H606XO,HI/IMOCTI/I U3MCHUTE YPOBCHB JIOTUPOBAHUA CCPBCPHBIX KOMIIOHCHTOB.

2. Haxxmute [lanee 1uist mepexozia K CIeAyoIeMy Iary.

Syslog

OmniroHaNbHO 100aBkTe coeAnHeHHe ¢ Syslog-cepBepoM, YTOOBI HCIIONB30BaTh XPAHWIIMIIE JaHHBIX Syslog B koMoHeHTe Log
Server. ITpumep Hactpoiiku Syslog-cepsepa omrcan B paszienie HacTpoiika okpykeHUs.

ITepBruyHBI A IMUHUCTPATOP

1. Ha3naubTe mepBUYHOTO aIMHHHACTPATOPA:

¢ Bpyunyto: ykaxure ID B popmare GUID yueTHO# 3amicu moiabp30BaTelsi, KOTOpoMy OyAyT BBIIAHBI IpaBa MEePBUIHOTO

agmuHuctparopa. Kak nonyunts GUID nepBuuHOro aiMuHuCTpaTopa.

e ABTOMAaTHYECCKH: YKaXXUTC JIOTUH U TapOJIb y‘IeTHOﬁ 3aIlMCH I10JIb30BaTCJIA U3 BI)I6paHHOFO Karajiora.

2. Haxxmute [lanee it mepexosa K CIeAyoIeMy Iary.

Beigarh IpaBa aAMHHUCTPATOpa IPYrUM I10JIb30BaTeIsIM MOKHO B Management Console nociie ycTaHOBKH.

Key Server

() DPUMEYAHHE

DTOT pazzaen IOCTyIeH B MacTepe KoHdurypanuu, eciu B pa3nene Cxema xoctoB nodasieH xoct 1t Key Server.
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1. B pasznene Ilapamerpst B3aumozeiicteus ¢ Access Manager B nosie JloBepennsiii ID BBeuTe NIpOU3BONIbHbBI YHUKAIbHbIN

UACHTUPHUKATOP.

3HaueHUe UACHTH(HUKATOPA JOJIKHO COBIAIATh CO 3HAYCHUEM B HacTpoiike nposaiiiepa Indeed Key Jlorepensnsiit ID Indeed

Key Server 8 Management Console.

2. B paznene [TapameTps! B3auMoAeHcTBUS ¢ MOOMIBHBIM IpuiiokeHneM Indeed Key BBequTe BHENIHMI agpec U BHEITHUI

HOPT.
OTH napaMeTpsl HEOOXOAUMBL JUIS JajbHEeHIIel perucTpaluu U noaydyeHus push-yBeqoMiIeHu Ha MOOUIBHOM yCTPOHCTBE.
3. Jliist cBsi3u MoOMIIbHOTO npuiioxkenus ¢ Key Server ucnonb3yiite BHeIIHUH cepTrdUKaT.

e OcraBbre oniuio Vcrnonb30BaTh BHEITHUN CepTH(UKAT BBIKIIFOYEHHON M UCTIONB3YyHTe cepTu(uKat, 100aBJICHHBIN B
pasznene Ceprudukarsl. B TakoM ciydae yOequTech, 4TO B aJIbTEPHATHBHBIX HMMEHAX 9TOTO CEPTU(HKATA YKa3aH

BHEUTHHUH anpec.
¢ Brutounte onmuto Mcrnons30BaTh BHEIIHNN cepTU(UKAT U BRIOEPUTE cepTU(HUKAT:

o Ceprudukar ot croponrero Y1 — nobassre cepsepHslii cepruduxar (PFX) n cepTudukar oTKpeITOTO KIIFoYa.

o Ceprudukar, BeLIaHHbIN ciyx00i noxnepsxku Indeed — nobasbre TONIBKO cepBepHblil cepTudukar (PFX).

Ceprudukar OTKpBITOTO KIIF0Ya He TpedyeTcs.

Pe3epBHOE KOonMpoBaHue
PezepBHas Komus MacTepa KOHUTypaLuu — 3TO 3anpOBaHHBIN (ailsl, KOTOPBIA UCHONB3YeTCs A1l BOCCTAHOBIEHHS HACTPOEK

Macrepa. DTOT (aiin morpedyercs Uil I3MeHeHHsT KOHDUTYpaluy TeKyIei Bepcun Access Manager.

/\ TPEIYIPEXJIEHUE

CoxpaHuTe (aiin pe3epBHOH KOMUH MacTepa KOHGHUIYPauy 1 3alIOMHHUTE Iapoilb.

bes pC3CpBHOﬁ KOIIMU U IMapoJisd Bbl HE CMOXKETE B JlambHEUIeM U3MEHUTh KOH(I)I/IpraI.II/IIO Access Manager C IMOMOIIBIO

MacTepa.

YToOBI COXPaHUTB PE3ePBHYIO KOIUIO MacTepa KOH(PHUTYpaIHH:

1. 3azaiite mapob Al pe3epBHON KOUHU MacTepa KOH(PHUTYpaLHy.
2. Haxxmute CkadaTh pe3epBHYIO KOIIHUIO.

3. Haxxmure [lanee ai1s nepexoaa K ciaeAyIoLEeMy Liary.
Uto0bl COXpaHUTh PE3ECPBHYIO KOTIHIO KOHpUTyparun AM:

1. Britounte ¢pynkuuto Coxpassrts pesepBHbie konuu AM. [To ymMon4anuio GyHKIHs OTKITIOUEHA.
2. Haxxmute [Tapametpsr pesepBHOTo KompoBanus AM u 3aaliTe TaHHBIE:

e [lyts ycranoBkH AM — myTh K Tekymieit Bepcuu AM. 3Ha4ueHne 0 yMOIYaHHUIO: /opt/am.
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(D) NPUMEYAHME

Ecnu BbI 100aBHIM HECKOIBKO XOCTOB, YKQKUTE OIMHAKOBBIN IMyTh YCTAHOBKKA AM 17151 BceX XOCTOB. UTOOBI
pe3epBHas KOIHsI ObLIa CO3/IaHa YCIICHIHO, KOH(UTyparmoHHbIe (aiiab KoMIOHEHTOB Access Manager Ha Bcex

XOCTax AOJIKHBI HAaXOIUTLCS B JTOU IMarkKe.

e [lyTb coxpaHeHUs pe3epBHBIX KON — ITyTh K MAaIKe JUIsl XpaHEHUS Pe3ePBHBIX KONMH. 3HaYeHUE 110 YMOIYaHUIO:

Jopt/am_backup.
3. Haxxwmure CoxpaHUTD.

Pe3epBHaﬂ KOImrs COACPIKUT KOIIUIO ITaITKH /am. Eciii Ha MOMEHT COXpaHCHU: B ITAIIKE OCTAaBAJIMCh apXUBHI tar. gz, OHHU

TaK)Ke COXPaHsIIOTCS.
4. Ilpr HeOOXOIUMOCTH OTKIFOUHTE QYHKIHIO YIAIATh JoKambHble Docker-oopasel. [To ymomuanuto QyHKIHS BKITIOYEHA.

DyHKIMSA yAalseT yKe 3arpyKeHHbIC B JIOKanbHOe XpaHmuie oopassr Docker. IToHBII CIMCOK 3arpyKeHHBIX 00pa3oB

MOXXHO ITOCMOTPETH ¢ TOMOIIBKO KOMaH/IbI:

sudo docker images

5. Haxwmure Ckadath pe3epBHYIO KOMHIO.

6. Haxxwmure [lanee ams mepexo/ia K CieAyOMEMy IIary.

YcranoBka AM

Bri6epure cuenapuii ycranoBku Access Manager:
ABTOMAaTHYECKASI YcTaHOBKa

Bri0epure aBTOMaTHUECKYI0 YCTaHOBKY, YTOOB! YCTaHOBUTH Access Manager ¢ HOMOILbIO MacTepa KOH(GUTYpaLUH.

Ecnu BbI yCTaHaBJIUBACTC KOMIIOHCHTBI Access Manager Ha HECKOJIbKHX XOCTaX, HAMHUTEC YCTAHOBKY MMOCJICI0BATCIBHO JIsd
KaXXJ10ro xocra. Hauarp YCTAaHOBKY Ka)XA0T0 CJICAYONIECIO KOMIIOHCHTA MOYXHO TOJIBKO IMOCJIC 3aBCPUICHUSA YCTAHOBKH

HPEABbIAYILETO.
1. Haxxmute Hauate 1 moxxanTeCh 3aBepIIeHNs YCTAaHOBKH.
B citydae BOSHUKHOBEHHS OMIMOKH, CKadaiTe or-(aii u mpu HeoOXOIUMOCTH 00PaTUTECh B TEXHUUYCCKYIO MOJICPKKY.

2. Yto0BI 3aBepHIHTH pabOTy MacTepa, BBIOIHHUTE CIACAYIONIYI0 KOMaHIy B TEpMHUHATIE:

sudo bash ./setup.sh stop

Pyunas ycTaHoBka
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BribepuTe pydHyIO YCTaHOBKY, 4TOOBI C IOMOIIBIO MacTepa CO3JaTh apXHB C 3alI0OTHCHHBIMH KOH(MUTYPAMOHHBIMU (aiiaMmu
JUIs TajibHEHIIIeH caMOCTOSITEIbHOM ycTaHOBKH Access Manager. J[ist Kax10ro XocTa co31aeTcsl OT/AesIbHask KOH(DUTYpaIHs,

KOTOPYHO MOKHO CKa4aThb KaK OAHUM apXHWBOM, TaK U 10 OTACIIbHOCTH.

1. Hasxxmute Hayate 1 1oxuTeCh 3aBepIICHUS] YCTAHOBKH.
B citydae BOSHUKHOBEHUS OIIMOKH, CKadaiTe J1or-(aiin u mpu HeoOXOIMMOCTH 00pPaTUTECh B TEXHUUYECKYIO MOIJIEPHKKY.

2. Haxxmute CkavaTh apxuB, IEPEMECTUTE apXUB Ha HEOOXOJMMBIH XOCT U pacnakyiite ero. Kondurypannontsie Gaiiibi

3aIl0JIHCHBI C TIOMOLIBIO MacTepa KOH(I)I/IpraHI/II/I.

3. UtoOnI 3aBEPUINTH pa60Ty MacTepa, BBITIOJHUTE CICAYIOUYHO KOMaH1y B TCPMUHAJIC:

sudo bash ./setup.sh stop

4, HepeHeche apxXuB Ha HeHeBOﬁ XOCT M BBIIIOJITHUTE LIarv 1o py‘iHOfI HaCTpOfIKe.
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3menenne koHdurypanyu Access Manager

CHeHapI/Iﬁ WN3menenne I(OH(I)I/IpraIH/II/I AM 103BOJIIET BHECTH U3MCHCHUS B TCKYIIYI0 NHCTAJUIAIIUIO Access Manager, Bo BpeMs1

oOHoBneHus1 Access Manager Oynet HegocTyrieH. Bee Tekyiue ceccuu OyayT npepBaHbl.

[MTocne BeIOOpa crieHapust HaxxmuTe Janee.

() MNPUMEYAHME

[Mpesxae 4eM u3MEHATh KOHHUTypanuio, coxpanute SAML-ceprudukar u maponu k Hemy. Tak Kak Ipy BHECEHUH
M3MEeHEeHuH OyayT creHepupoBaHbl HOBbie SAML-ceprugukarsl, paboTa HHTETPUPOBAHHBIX TPHUIIOKEHUH MOXKET OBITh

HapyIIeHa.

IMTocne 3aBepiieHust 0OHOBIICHUH 3aMeHUTE (aiin cepTudUKaTa U BHECUTE IIPEXKHUE apoJid B KOHPUTYpallMOHHBIE (aiiibl

app-settings.json niast Management Console, User Console u Identity Provider.

OxHAaKO eCITH BBI INTAHUPYETE UCIIONB30BaTh HOBBIM creHepupoBaHHbIH SAML-cepru(uKar, 3aMeHUTe cepTU(UKAT B

KOHGUTYpaIUH U1 HHTETPUPOBAHHBIX MPUIIOKEHHH.

Hauaso paboTsl

1. 3arpysure pe3epBHYO KOIHIO MacTepa KOH(PUIypalluu U BBEJUTE apOIlb.

2. Ilocne mpoBepku AaHHBIX Haxxmure [lanee.

Cxema XOCTOB

/\ BAXKHO

Ecnu BbI MeHsieTe CXEMY XOCTa, IOCJIC COXPpAaHCHUS MOATBEPAUTE NaHHBIC HA ITOCICAYIONIUX IIarax.

Yt0o0BI OTPCAAKTHUPOBATHL JaHHBIC XOCTa:

1. Haxmure £7.

2. Beenure HOBYIO MH(OPMAIIHMIO O XOCTE M CEPBUCHON YIETHOW 3aITUCH.

/\ BAJKHO

CepBHCHas yueTHas 3aIKCh JOJDKHA COCTOATH B rpymme sudo.

3. I3MeHnTE KOMIIOHEHTHI ¥ IPOBaiiiephl.

4. Haxmute COXpaHUTB.

.
UrtoOb! ynanuth xocT, Haskmure U . TTocne ynanenus koMnoHeHTs! Access Manager He ynaisioTcs ¢ XocTa aBroMarndecku. [pu

YAaJI€HUN BCEX XOCTOB JlalibHen1Iee MPOXOXKIACHHUEC CICHApHs MacTEpa KOHd)HpraHHPI 6yZ[GT HEIOCTYITHO.
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Ceprudukarbl

UroObl 0OHOBUTH 3arpyKeHHbIE paHee CepTU(PUKATEL 1711 J0OABICHHOIO XOCTa!

1. Ynanute HeakTyaabHbIE CEPTU(PUKATHI OTKPHITOTO KJIFOYA WK J00ABETE HOBBIE C PACIIMPEHUEM .pem, .Crt WU .Cer.
2. YnanuTe HeaKTyallbHbIH CepBepHbIi cepTu(UKaT, 4TOObI 100ABUTH HOBBIH C paciiupeHueM .pfx.

Bbl MOXKETE UCTIONIB30BATH OOLIHIA CEpTH(UKAT [T BceX X0cToB Access Manager. Bxirounre ormiuto Mcnonb30Barh 00muni
ceprudukar u Haxxmute Jlo6aButh ceprudukar. Ceprudukar nomkeH cogepxkarb DNS-uMeHa Bcex xoctoB Access Manager

1 0aJTaHCUPOBIIUKOB (TP HATUYNH).

() NPHUMEYAHME

Cepruduxkar .pfx qomker umets pacmmperne Menons3osanue kmoda (Key Usage) ¢ paspemenusvu Ludposas

noamnuck (Digital Signature) u lludposanue kiroyeii (Key Encipherment).

3. (OmmonaneHo) CreHepupyiTe KIIMEHTCKUN cepTudukar 1yis 0oiee 6e30MacHOT0 B3aUMOACHCTBHSI MOJYJICH HHTETPaIluK C

Core Server.

1. Haxxmute CreHepupoBaTh CEepTU(HKAT.
2. B oTkpbIBIIEMCS OKHE 3a/1aiiTe UMsI cepTUdHKaTa.
3. Haxxmute /100aBUTS.

4. CxayaiiTe CreHepUpOBaHHbIH CEPTU(HKAT C paclupeHneM .pfx.

4. Haxxmute Jlanee aiis mepexojia K CiaeAyIoLieMy 1iary.

Karasoru monp3oBaresici

YTtoObI H3MEHNTH JAHHBIC KAaTaja0ra MoJIb30BaTelIeii:

1. Haxxmute # .
2. OTpefakTUpyiTe MoJisi, UCIONB3YsI MOJACKA3KH MacTepa KOHQUTYpAIHH.

3. Haxxmure CoxpaHUTb.

ba3e1 naHHBIX

UrtoObl u3MEHNUTH TaHHbIe uIs nozkitoueHust K Core Server u Log Server:

1. OTpenakTUpyiTe MOJIsi, UCTIONB3YsI MOJACKA3KH MacTepa KOH(DUTYypaIHH.
2. OtpenakTupyiTe naHHble Ui noakiaoueHus k Log Server.

3. Haxxmute Jlamee.

CeCCHOHHBIN KJIIOY

1. Haxxmute CreHeprupoBaTh HOBBIH kiitod. [1py reHepanuy HOBOTO KII04a IHU(POBAHUS BCE TEKYILINE CECCUU CTAHYT

HCAOCTYITHBIMH.

2. Haxxmute Jlanee.
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Jloruposanue

1. IIpr HEOOXOIMMOCTH H3MEHUTE YPOBEHB JIOTHPOBAHUSI CEPBEPHBIX KOMIOHEHTOB.

2. Haxxmute Jlanee.

Syslog

OHI.II/IOH&J'H)HO ﬂO6aBI>Te COCOAUHCHUE C Syslog-cepBepOM, 9TOOBI UCIIOJIE30BATh XpaHWINIIEC JaHHBIX Syleg B KOMIIOHCHTC LOg

Server. [Tpumep HacTpoiiku Syslog-cepBepa onucan B pa3zene Hacrpoiika okpyKeHHs.

IlepBrYHBIN aAMUHUCTPATOP

1. U3mMeHuTe mepBUYHOTO aAMUHHUCTPATOPA:

e Bpyunyto: ykaxure ID B popmare GUID yueTHO# 3anucu 1mosib30BaTeisi, KOTOpOMY Oy/IyT BbIJIaHbI paBa MEPBUYHOTO

aamuHuctparopa. Kak nonyunts GUID nepBUYHOIO aJMHHUCTPATOPA.

e ABTOMATHYCCKH: YKaXXUTC JIOTUH U IapOJIb y‘IeTHOﬁ 3allyiCH I10JIb30BaTeCIsd U3 BI>I6paHHOFO KaraJjiora.

2. Haxxmute Jlanee.

Pe3epBHOE xonpoBaHue

[Moce m3MeHeHwi B TeKyIIeil KOHPHUTYpalluy cOXpaHnTe Gaiil pe3epBHON KO MacTepa U 3allOMHUTE TTapoJib:

1. Bagaiite mapois IS pe3epBHON KON MacTepa KOH(UTYpaIHH.

2. Haxxmute CkauaTb pe3epBHYIO KOTHIO.
Uto0bl COXpaHUTh PE3EPBHYIO KOTIHIO KOHpUTYparun AM:

1. Britounte (pynkuuto CoxpaHsTh pe3epBHbIe Konmun AM, eciii OHa OTKITFOUYCHA.
2. Haxxmute [TapameTps! pezepBHOTO KOmpoBanus AM U mpoBepbTe JaHHbBIE.
3. Haxxmure CoxpaHUTb.

4. Haxxmute CkadaTh pe3epBHYIO KOIHIO.

[IpuMeHeHne n3MeHeHnn

Bei0epuTe crieHapuii 00HOBJIeHUS KOHPUTrypanuu Access Manager:

ABTOMATHYECKOE 00HOBJIEHHE

Bri0epuTe aBTOMaTHUECKOE OOHOBJIEHHE, YTOOBI aBTOMAaTHYECKH H3MEHHUTh KOHQUTrypannio Access Manager ¢ TOMOIIBIO

MacTepa KOH(UTYparyu.

Ecnu BB OOHOBIISICTE KOMITOHEHTHI ACCess Manager Ha HECKOJIBKHX XOCTaX, HAYHUTEC OOHOBIICHHE oCJICA0BATCIbHO 1JId
KaXJ10ro xocra. Hauats 00HOBICHME KaXXa0ro CJIeayrmero KOMIIOHCHTa MOXKHO TOJIBKO ITOCJIC 3aBCPIICHUA OOHOBJIEHUS

MIPEbIAYIIETO.

1. Haxxmute Havyare 1 foXuTECh 3aBEPIICHUS] OOHOBIICHHS.
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B CJIydac¢ BOSBHUKHOBCHUS 0HII/I6I(I/I, cKavaiTe J'IOI‘-(I)B.I‘/’IJ'I U npu HGOGXOI[I/IMOCTI/I 06paTI/ITeCI> B TEXHUYCCKYIO TOAACPIKKY.

2. YtoO0bl 3aBepLIUTH PadOTy MacTepa, BBIIOJIHUTE CIACAYIOLIYI0 KOMaHy B TEpMUHAIIE:

sudo bash ./setup.sh stop

Pyunoe o0HOBIIEHHE

Bribepure pydaHoe 0OHOBIIEHHE, YTOOBI ¢ TIOMOIIBIO MacTepa CO3AaTh apXUB C 3AIIOJTHEHHBIMU KOH(UTYPaHOHHBIMU
Gaiinamu 175 JaabHEHIIETo py4HOro oOHOBIeHHMS. IS KaXKJ0Tro X0CTa CO34aeTcs OTAeIbHAs KOHUTypaLusl, KOTOPYIO MOXKHO

CKa4yaTb KaK OJHHUM apXHUBOM, TaK U 110 OTACJIbHOCTHU.

1. Haxxmure Ckauars apxuB. KoHduryparuoHHsle (aiiisl 3aI0IHAIOTCS ¢ HOMOIIBI0 MacTepa KOH(QHUTYpaIHH.

2. YToO0Bl 3aBepLIUTH PadOTy MacTepa, BBIIOJIHUTE CICAYIONIYI0 KOMaHy B TEpMUHAIIE:

sudo bash ./setup.sh stop

3. HepeHeche apxXuB Ha HeHeBOﬁ XOCT M BBIIIOJITHUTE LIarv 1o py‘IHOﬁ HaCTpOfIKe.
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Pyunas HacTporka

() HHOOPMALMSA

yctaHoBkHu Access Manager.

ITpomyctuTe 3TOT pa3zmeln, eclu B MacTepe KOH(GUTYPAIHX BB BRIOpAITN CIIEHAPUH aBTOMaTHYECKOH YCTaHOBKH.

ITopsinox HacTPOUKH

1. Umnoprupyiite oopa3 Docker.
2. Co3zpaiiTe Karajuory.
3. Hacrpoiire npasa 1noab30Bares.

4. 3amycTuTe KOHTEHHEp C MPUII0KEHHEM.

WNmnopt o6paza Docker

1. CxavaiiTe apXuB, OJIyYSHHBII Yepe3 MacTep KOH(PHUTYPaLHH.

2. CxonupyiiTe Ha XOCT KaTaJlor ./am_images LEIUKOM WU BbIOEPUTE TOJILKO HYXKHbIE BaM apXUBBI targz. BmecTe ¢ apXuBoM

KOMIIOHEHTA CKOIIUPYHTE apXUBBI haproxy.tar.gz v tools.tar.gz.

3. [lepeiimuTe B KaTajor C apXWBOM U PACHaKyWTE eTro ¢ TOMOIIBIO KOMAH/IbI:
sudo tar -xf <uma apxuBa>.tar.gz

4. TlepeiinnTe B KaTajor, B KOTOPBII pacrakoBalICs apXHB, U UMIIOPTHPYHTE HE0OXoUMEIiT 00pa3 Docker ¢ momomnisio

KOMaH/IbL:
sudo docker load -i <umAa apxwuBa>.tar
UYto0Obl UMIIOPTUPOBATH BCE 00paA3bI, UCTIONB3YHTE KOMAH/TY:

for £ in <ums apxuBa>.tar.gz; do docker load -i "$f"; done

Co3nanue KaTajaoroB

UroOsl coznare karanoru EventCache (xpanenue kema), Logs (noru) u DataProtectionKeys (Kitoun muppoBaHus), U3 Karajaora

am BBIIIOJIHUTC KOMaHY:
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sudo mkdir \

core/EventCache/ core/Logs/ core/DataProtectionKeys/ \

idp/EventCache/ idp/Logs/ idp/DataProtectionKeys/ \

mc/EventCache/ mc/Logs/ mc/DataProtectionKeys/ \

uc/EventCache/ uc/Logs/ uc/DataProtectionKeys/ \

1s/EventCache/ 1s/Logs/ ls/DataProtectionKeys/ \

indeed-key/EventCache/ indeed-key/Logs/ indeed-key/DataProtectionKeys/ \
sms-proxy/Logs/ sms-proxy/DataProtectionKeys/

Hacrporika pas
[epen 3anmyckom Access Manager BblaiiTe nipaBa 1oJib30BaTelto, 0] KOTOPBIM IIaHUpyeTe 3anyckarbk Access Manager B Docker.

Crenaiite BIagenbleM MOJIb30BATEN, yKa3aHHOTO B (haiine .env B mepeMeHHBIX AM_UID n AM_GID:

sudo chown -R <200000>:<200000> ./*

3armycK KOHTEeHepa

[Tocre BEITIOTHEHMSI BCEX IIarOB 3aITyCTUTE KOHTCfIHCp C IPHAJIOKCHUEM !

sudo docker-compose up -d
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[IepeMeHHbIE OKPYKEHUS

HepeMCHHHe OKPY>XKCHHUS HAXOIATCA B (1)31715[6 am/.env u JAOCTYIIHBI IMOJIB30BATCJIIO € 3aTaHHBIMU T10 YMOJIYaHUIO 3HAYCHUSIMHU. HpI/I

YCTQHOBKE M HACTPOMKE CEPBEPHBIX KOMIIOHEHTOB HEOOXOIMMO OTPEIAKTHPOBATH 3HAYCHUS IS IEPEMEHHBIX

ENDPOINT NAME_*.

() BAXKHO
Ecnu BbI HE Iu1aHMpy€eTe yCTaHABIMBATH BCE KOMIIOHEHTBI Access Manager, B iepeMenHod COMPOSE_PROFILES ynanurte
COOTBETCTBYIOIINE 3HAYCHUSI.

ITpu 5TOM HEOOXOAMMO 00sI3aTENBHO yKa3aTh B ciucke nposaiinepo Windows Password (amwp ), 4To0bI peann3oBaTh

HavaJbHYH0 ayTeHTH(uKanuio B Core Server.
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¥ Ilpumep ¢aiiaa .eny
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TAG=9.4.0-rc14458-d7730fe.ru-ru-redos
LS _TAG=9.7.3-rc-redos

AM_UID=200000
AM_GID=200000

CERT_STORE=/etc/ssl/certs
CA_CERTS=/usr/local/share/ca-certificates

# Specify in the COMPOSE_PROFILES variable providers separated by commas.

# Example: COMPOSE_PROFILES=passcode,indeed-key,sms-otp,storage-sms-otp

# Full 1list of services: core,idp,mc,uc,ls,amsmtp,amwp,hardware-totp,hotp,indeed-
key,mfa,passcode,radius, secured-totp,sms-otp, software-totp,storage-sms-otp,telegram-
otp,express,z-2-usb

# Indeed key server: indeed-key-server

# Sms proxy: sms-proxy

# Ldap proxy: ldap-proxy

# Telegram service: telegram-service

# Express service: express-service,express-bot
COMPOSE_PROFILES=mc,uc,ls,core,amwp,passcode,software-totp, secured-totp,sms-otp,storage-

sms-otp,amsmtp,hotp,hardware-totp,indeed-key,telegram-otp,mfa,radius,z-2-usb

ENDPOINT_NAME_THIS_HOST=indeed_core.indeed.ru
ENDPOINT_NAME_CORE=indeed_core.indeed.ru
ENDPOINT_NAME_IDP=indeed_idp.indeed.ru
ENDPOINT_NAME_MC=indeed_mc.indeed.ru
ENDPOINT_NAME_UC=indeed_srv.indeed.ru
ENDPOINT_NAME_LS=indeed_srv.indeed.ru
ENDPOINT_HTTPS_PORT=443

INDEED_KEY_EXTERNAL_ENDPOINT NAME=indeed_srv.indeed.ru
INDEED_KEY_HTTPS_PORT=81
INDEED_KEY_HTTPS_PORT_EXTERNAL=83

CUSTOM_SP_1=
CUSTOM_SP_2=
CUSTOM_SP_3=
CUSTOM_SP_4=
CUSTOM_SP_5=

COMPOSE_PATH_SEPARATOR=:
COMPOSE_FILE=certificates.docker-compose.yml:haproxy.docker-compose.yml:management-
console.docker-compose.yml:user-console.docker-compose.yml:log-server.docker-
compose.yml:core-server.docker-compose.yml

COMPOSE_PROJECT_NAME=am
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B CJ'IGHyIOIIIeﬁ Ta6J'II/IHe OIIMCAaHbI BCC IIEPEMCHHBIC OKPYIKCHUS, HAXOASAIIUECCS B (bafx’me .env.

Ilepemennas

TAG

LS_TAG

AM_UID

AM_GID

CERT_STORE

CA_CERTS

COMPOSE_PROFILES

Omnucanue

Bepcus c6opku. B sToli nepemenHol yka3ansl Teru o0pazos Docker. ITposepbTe
HpaBUILHOCTD TeroB. Mcmonb3yiite komanay sudo docker images, 4TOOBI

IOJTYYHUTH TET.

Bepcus komnonenta Log Server.

Wnentudukarop nomap3oBaress, 1oj KOTopsiM Oynet paborarb Access Manager B
Docker. Yoenaurecs, 4To 3TOT HACHTH(HHUKATOP OTIMYACTCS OT HACHTH(HUKATOpA
JIOKaJIbHBIX I10JIb30BaTENeH X0CTa.

3HavyeHne 1o ymonmyanuio: AM_UID=200000 .

Wnentudukarop rpymsl, oja KOTOpoit Oyaer paborars Access Manager B
Docker. Yoenurecs, 4To 3TOT HACHTUPUKATOP OTIIMYAETCS OT UACHTU(UKATOPA
JIOKQJIBHBIX TTOJIH30BATeNeH X0CTa.

3HaueHue 1Mo YMOJIYaHHUIO: AM_GID:Z@@@@@ .

IIyTs XpaneHus cepTuuKaToB BHYTPU KOHTEHHEpa.

IIyTe xpanenus ceptudukaToB neHTpoB cepTuduranun (CA).

KommnonenTsr Access Manager u nmpoBaiiiepbl (4epe3 3amsryro), KOTOpbIE Bbl
IUIaHUPYETEC YCTAHOBUTD. Ilo YMOIYaHHUIO ,Z[O6aBJ'IeHI)I BCC KOMIIOHCHTBI, KPOME
indeed-key-server, sms-proxy.

IlonHpIi CIMCOK KOMIIOHEHTOB:
core,idp,mc,uc,ls,amsmtp,amwp,encrypted-software-
totp,hardware-totp,hotp,indeed-
key,mfa,passcode, radius, secured-totp,sms-otp, software-
totp, storage-sms-otp,indeed-key-server,sms-proxy, ldap-

proxy,telegram,express,express-service,express-bot,z-2-usb.
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ENDPOINT_NAME_*

ENDPOINT_HTTPS_PORT

INDEED_KEY_HTTPS_PORT

INDEED_KEY_HTTPS_PORT_EXTERNAL

B sTHx nepemeHHbIX ykas3biBatoTcs DNS-nMeHa X0CTOB (B HYKHEM PErHCTpe), Ha
KOTOPBIX YCTaHABIUBAIOTCS KOMIIOHEHTHI Access Manager.

ITpumep: am.domain.local.

Ecnu Bel ucnonb3yete https-mopt, KOTOpPBIH OTIAMYAETCs OT CTaHAAPTHOIO (443),
YKa)XHUTE €ro B IMEHH XOCTa.

IIpumep: am.domain.local:1443.

JlocTynHble IepeMEHHbIE:

ENDPOINT_NAME_THIS_HOST, ENDPOINT_NAME_CORE,
ENDPOINT_NAME_IDP, ENDPOINT_NAME_MC, ENDPOINT_NAME_UC,
ENDPOINT_NAME_LS., INDEED_KEY_EXTERNAL_ENDPOINT_NAME .

B nepemennoif ENDPOINT_NAME_THIS HOST HEOOXOAMMO yKa3aTb MMs
TeKyIIero xocra. Ecim ncmone3yercst OAMH XOCT, HEOOXOAMMO TIPOTyOIHpoBaTh

OZTHO U TO K€ 3HAUCHUC /ISl BCCX NNCPCMCHHBIX.

Https-nopt o ymonganuio 443.

Buytpennuii https-nopt st Indeed Key no ymonuanuio 81.

Brenramit https-nopt mns Indeed Key mo ymomaanmro 83.
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Anpec npunoxenus (DNS-uMs 1 OpT, eciu sIBHO yKa3zaH), KOTOPOE MONagaeT B
MOJMTUKY Oe30macHOCTH st joctyna K IDP (Oernblii Criucok).
IIpumepsr:

e Ecnu npu MoAKIIOYEHUH K IPHIIOKEHUIO UCTIONB3YETCs aapec
https://provider.test.local:333/. ., TO 3HaY€HHE NEPEMEHHON
Oynet provider.test.local:333.

e *.test.local

Ecnn Takue npuiokeHus oTCYyTCTBYIOT, OCTaBbTE EPEMEHHBIE C ITyCThHIMU

3HA4YCHUAIMU.

TIpu HeoOxomUMOCTH 10OaBUTH OOJIEE MATH CEPBUCHBIX MPOBAIIEPOB:

1. Jlo6aBbTe TOMOMHUTENBHBIE IEPEMEHHBIE B (haiisl .env 10 aHATIOTUH C yKe

JI00aBJIEHHBIMH 110 yMOI4aHuIo (CUSTOM_SP_6=, CUSTOM_SP_7=).

CUSTOM_SP_* 2. Jlob6aBbTE TIepeMeHHbIe B (aiin identity-provider.docker-compose.yml B

paszen idp:environment.

v Ilpumep

idp:

environment:

AMIDP_ContentSecurityPolicy_ _FormAction__From__7:
"${CUSTOM_SP_6}"
AMIDP_ContentSecurityPolicy FormAction__ From__8:
"${CUSTOM_SP_7}"
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HacTtpolika COOCTBEHHOIO KJIMEHTCKOI'O
ceprudukara

/\ BAJKHO

I[J'I}I MOBBIIIEHUS 0€30MTACHOCTH PECKOMEHAYCTCS UCIIOJIB30BaATh COOCTBEHHBINH KIIMEHTCKUI CepTI/I(l)I/IKaT, CFeHepI/IpOBaHHHﬁ

gepe3 MacTep KOHOUTypalud.

CoOCTBEHHBII KIMEHTCKHI cepTudukar He moanepkuBaercs B Moxyisix RDP Windows Logon u Windows Logon.

YToOBI HCIIOIB30BaTh COOCTBEHHBII cepTHdUKAT, BRIUIINTE cepTUdUKaT 11 ayreHTnukanun Ha Core Server.

Uto0bl creHepupoBaTh COOCTBEHHBIN KJIMEHTCKUI CepTUPHUKAT BPYUHYIO:

1. IepeitnuTe B Karanor am/tools u 3anycTure cKpunt tool_gen_ client_cert.sh.

sudo bash ./tool_gen_client_cert.sh -f mycert

Baxwno: [Tocie orpabOTKH CKpUIITa B TEPMUHAIIE OTOOpaXkaeTcsi Hapob OT ceprudukara <certName>.pfx, KOTOPbII

HEOOXOUMO COXPAHUTD.

Pesynpbrar:

am/tools/certName.pfx — cepTu]UKaT ¢ IPUBATHBIM KJIIOYOM Jis ayTeHTH(prKkauu Ha Core Server,

am/ssl/ca/certName.cer — OTKPBITBIN KIIIOY JUIs1 I0Bepusi certName.pfx,

3HA4YEHHUE OTIeUaTKa cepTrduKaTa aBTOMATHUECKH MOJICTABISICTCS B KOHPUrypatnonHsiii ¢aitn Core Server

am/core/app-settings.json B pasjene Authentication:Certificate:Thumbprints.

¥ Ilpumep paszaena Certificate

“Certificate”: {

“ForwardingHeader”: “X-IndeedAM-ClientCert”,

“Thumbprint”: “01de449b6f4b49e00dla5b20ffb5d6605cf6cd2a™,

“Thumbprints”: [
"31650135EFE9CFEB83500A3DFE9FB747DC77480E",
"E2163AFOB2D72C8C5CEC2A6E289DFDOC8B7940B3",
"8FEEC416480EOF69A1E67BCBAE3DBBE7D1F449F2"

]

I'ne:

¢ Thumbprint — OTIeYaTOK BCTPOEHHOTO KIMEHTCKOTO CepTU(UKATA,

e Thumbprints — oTmedyaTky COOCTBEHHBIX KIHEHTCKUX CEpTH(HHKATOB, KOTOPHIM OyzneT noBepsaTs Core Server.
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() NPUMEYAHME

[Tpu rcmonp30BaHUHU OATAHCHPOBIINKA HATPY3KH:

e n00aBbTe cepTUdUKATEI certName.pfx U certName.cer Ha Bce cepBepa B COOTBETCTBYIOIINE TUPECKTOPHH,

e 00aBbTE 3HAYCHUS OTIIEUATKA CEPTHU(HKATA B COOTBETCTBYIOIINE (Daiiiibl Ha BCEX cepBepax.

2. Cospaiite karanor am/ssl/client u ckonupyiire certName.pfx B 3TOT KaTallor.

3. U3 xaranora am/ssl 3amycture ckpunt prepareCaFile.sh 1iisi MOBTOPHOH reHepanuun trusted ca.crt.

sudo bash ./prepareCaFile.sh

Pesynbrar: coznaercs ceprudukar am/ssl/ca/trusted ca.crt, KOTOpbIA CONEPIKUT CIICOK BCEX JI00ABICHHBIX B am/ssl/ca

cepTH(HHUKATOB OTKPBITOTO KITIOYA.

() NPUMEYAHHE

IIpn m3MeHeHNH COCTaBa KaTajora am/ssl/ca HeoO0X0AUMO Tepe3ayCcTuTb CKpunt prepareCaFile.sh.

4. Cnemnaiite BnanenbiieM mojib3oBaresst Access Manager B Docker-koHTeitHepe 1 0OHOBICHHOTO cepTu(hUKaTa

am/ssl/ca/trusted_ca.crt.

sudo chown <AM_UID>:<AM _GID> ./ssl/ca/trusted_ca.crt

5. Iepe3amycTruTe KOHTEHHED C IPHUIIOKEHUEM C TIOMOIILIO KOMaH/bl sudo docker-compose up -d.
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YcranoBka Access Manager Ha HECKOJIBKMX XOCTax

() HHOOPMALMSA

YCTaHOBKy Access Manager Ha HECKOJIBKUX XOCTaX PEKOMCHAYCTCS BBIITOJIHATH aBTOMATUYCCKHU C IIOMOIIBIO MacTepa

1. [ocne ycrenHo# yCTaHOBKH HAa OJJHOM XOCTE CO3[AailTe apXUBHYIO KOMHUIO KaTaJloTra ¢ yCTaHOBIEHHBIM Access Manager u

MCPEMECTUTC apXUB Ha BCC XOCThI, I[/IC INTAHUPYECTCA YCTaHOBKAa KOMIIOHCHTOB ITPOAYKTa.
2. PacnaKinTe ApXUB U HAa KAXKJOM XOCTE€ BHECUTEC BCC U3BMCHCHUS, OITMCAHHBIC JaJIce.

3. [lepen 3amyckoM CKpUNITOB OTpaHUUBTE MpaBa 3alycKa JJisl BCEX MOJIb30BaTeNel CUCTEMBI, He UMEIOIMX npaB sudo . s

9TOT0, HAXO/SACh B KaTayore ss/, BHIOIHUTE KOMaHIY sudo chmod 400 *.sh.

4. BhIMonHUTE 3ayCK CKpUNTOB convertPfxForReverseProxy.sh v prepareCaFile.sh ¢ ucrionb3oBaHueM cepTH(HKATA

<cepesepHuulii cepmugpuxam>.pfx, BbimucaHHoro Ha DNS-ums Texymiero xocra:
sudo bash ./convertPfxForReverseProxy.sh -f <cepBepHblii cepTupukaTt>.pfx -p <naposab>

¢ (Onumonanbho) [Tpu ycranoske Indeed Key Server BBINOIHUTE 3aIlyCK CIIEIYIOIIETO CKPHIITA!

sudo bash ./convertPfxForReverseProxy_ik_external.sh -f <cepBepHbii cepTudpukaTt>.pfx

-p <maponb>

B pe3synbrarte 3amycka co3naercsi cepBepHbIil cepTudukar am/ssl/https/reverse_proxy server _ik.pem,

npenoctasisomuit HAProxy mns BHemHux xinentoB k Indeed Key Server.

o [lepesamycTure CKpHUINT:

sudo bash ./prepareCaFile.sh

5. Otkpoiite hailn am/.env n BHECUTE CIECAYIONNE U3MEHEHUS B IEPEMEHHBIC OKPYKEHHS:
e B nepemennoii COMPOSE_PROFILES yKa)HTe IIPOBaiiephl AyTCHTU(HUKALINH, KOTOPHIC BbI IJIAHUPYETE YCTAHOBUTD

Ha TekymeM xocte. Cricok 0003HaYSHHUH JIJIs TPOBAiIepoB cMOTpHTE B Tabmuile [lepeMeHHbIe OKpYKEHHSI.

/\ BAJKHO

‘YcraHoBKa ITpoBaiiIepoB BO3MOKHA TOJIBKO Ha OJJHOM XOCTE C cepBepHbIM KoMrioHeHToM Core Server.

e I3menure 3nauenne nepemenHoin ENDPOINT _NAME_THIS HOST . IIpu ycranoske Access Manager Ha HECKOJIBKHX
xocTax KoMrnoHeHT HAProxy ycranaBiauBaeTcst Ha KaKI0M XOCTE, TIOATOMY B [I€PEMEHHOM

ENDPOINT_NAME_THIS HOST HeoOxoaumo ykazath DNS-nms TekyIuero xocra.
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e Ha KaXXIO0M HUCIOJIb3YyEMOM XOCTC U3MCHUTE 3HAYCHU BCCX IEPEMCHHBIX ENDPOINT_NAME_< KOMMOHEHT> B

3aBHUCUMOCTH OT TOI'0, Ha KaKUX XOCTaX YCTAHOBJICHBI KOMIIOHCHTBI.

¢ (Onumonanbho) ITpu ycranoske Indeed Key Server 3anaiite 3HaueHns: IEPEMEHHBIX HA Ka)KJIOM HCIOJIB3YEMOM XOCTE!

o INDEED_KEY_EXTERNAL_ENDPOINT_NAME — BHEIIHHIi ajipec, 10 KOTOpoMy OyJeT JOCTYITHO NPUIIOKEHNE
Indeed Key;

o INDEED_KEY_HTTPS_PORT — BHYTPCHHHI IIOPT;

© INDEED_KEY_HTTPS_PORT_EXTERNAL — BHCIIHMIH IIOPT.

6. (OrmmonansHo) [Ipu ycranoske Indeed Key Server oTkpoiiTe KoHGHUTYypanWoHHEIH (aitn am/indeed-key/app-settings.json Ha

xocte ¢ Key Server u 3anaiite mapameTpsr:

e ConnectionString — cTpoka moakmodeHns K 6a3e NaHHbIX;

e Url — BHemHui anpec Key Server;

¢ TrustedClients — MPOU3BOJIBHBIM YHUKAIBHBINA HACHTHOUKATOP. DTOT HACHTH(HUKATOP HEOOXOIUM IS

MOATBEPKACHUS ynaneHus ayreHTudukaropa Indeed Key. 3nauenue upeHTrdHUKaTOpa JOHKHO COBIAIATH CO

3HAYCHUEM, YKa3aHHBIM B CEPBEPHBIX HAcTpoiikax ayreHtudukaropa Indeed Key 8 Management Console.

7. Buecure udmenenus B ¢aitn am/haproxy.docker-compose.yml. Heo0XoauMo yaanuTh WK 3aKOMMEHTHPOBATh 3aBUCUMOCTh

OT CEPBUCOB, KOTOPLIC HE 6yZ[yT YCTAHOBJICHBI HA TCKYIIEM XOCTC.

¥ Ilpumep

depends_on:

- core

- idp
#- mc
#- uc

- 1s

#- indeed-key # Remove if Indeed Key server not needed

8. BHecute n3MeHeHHs B KOH(DUTYpanoHHSI (ailn am/haproxy/haproxy.cfg.

y[[aJ'II/ITe nin 3aKOMMeHTprﬁTe CTPOKH C TapaMeTpaMu, OTHOCAIIUMUCS K CEPBEPHBIM KOMIIOHEHTAaM, KOTOPbBIC Bbl HE

IUTAHUPYETE YCTaHABJIMBATh HAa TEKYIIEM XOCTe:

e CTpoxu ¢ mapaMeTpoM acl, B KOTOPBIX YIIOMHHAIOTCS CEPBEPHBIC KOMITOHCHTHI.
E

acl
acl
acl
acl
acl

acl

path-1s
path-idp
path-mc
path-uc
path-core

path-sms-proxy

path_beg
path_beg
path_beg
path_beg
path_beg
path_beg

-i /1s

-i /am/idp
-i /am/mc
-i /am/uc
-i /am/core

-i /am/proxies/sms
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e B rnapamMeTpe h‘ttp- r‘eques‘t r‘ejec‘t unless yAaauTe HE UCIIOJIb3YyEMbIC Ha TAHHOM XOCTEC KOMIIOHCHTBI 1

JMIIHUE pazfenuTend | | .

http-request reject unless path-core || path-idp || path-mc || path-uc || path-1s ||

path-sms-proxy

e Crpoku ¢ mapameTpoM use_backend.

use_backend LS_Backend if path-1s
use_backend IDP_Backend if path-idp
use_backend MC_Backend if path-mc
use_backend UC_Backend if path-uc
use_backend CORE_Backend if path-core

use_backend Sms_Proxy_Backend if path-sms-proxy

o CTpoku ¢ afpecaMy KOMIIOHEHTOB B IapameTpe backend <cepBepHbiii_komnoHeHT>_Backend .

backend CORE_Backend
server docker core:5443 check inter 5000ms ssl verify required ca-file

trusted_ca.crt

backend MC_Backend
server docker mc:5443 check inter 5000ms ssl verify required ca-file trusted_ca.crt

backend UC_Backend

server docker uc:5443 check inter 5000ms ssl verify required ca-file trusted_ca.crt

backend IDP_Backend
server docker idp:5443 check inter 5000ms ssl verify required ca-file
trusted_ca.crt

9. BblnosnHUTE HACTPOIKY [IPaB MOJIb30BATELS.

10. I_[J'Iﬂ CO3JaHus U 3aITyCKa KOHTei/JIHepa C CCPBCPHBIMU KOMITOHCHTAMM, BBIIIOJIHUTE CICAYIONIYIO KOMaHAY:

sudo docker-compose up -d

OrniyoHaIbHBIE HACTPOWKH 0€30MaCHOCTH

B HEKOTOpBIX cLieHapUsIX MOXKHO OTPAHUYUTH JIOCTYII K JIIOOOMY CEpBEPHOMY KOMITOHEHTY Access Manager, 0CTaBUB TOJIBKO
noctyn B nipezenax Docker-cetu. i 3TOro yaiuTe COOTBETCTBYIONINE CTPOKH B KOH(PHUTYpAIIMOHHOM (aiiie

am/haproxy/haproxy.cfg (1uar 8).

B Takom cirydae 3TOT KOMIIOHEHT JIOJDKEH OBITh JOCTYIIEH B Iipezenax Docker-ceTu i ocTanbHBIX KOMIIOHEHTOB, KOTOPBIE
TpeOyroT coenunenus. IIpu TakoM crieHapun B nepeMeHHbIX ENDPOINT NAME_<KOMMOHEHT> CIENyeT 3a1aTh UMs KOHTeiHepa ¢

yKa3aHueM 1opra 5443.
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¥ Ilpumep

ENDPOINT_NAME_CORE=core:5443
ENDPOINT_NAME_LS=1s:5443
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Windows Authentication Reverse Proxy (WARP)

Indeed AM Windows Authentication Reverse Proxy (WARP) — sT0 cepBuc, npennasHadeHsslil 111 Windows-ayTeHTH(UKaIIN
nosb3oBareneil B Access Manager. WARP npeo6pasyer nannsie Windows-ayrentudukanuu (Kerberos, NTLM) B JWT-TokeH,

KOTOPBII UCIIOIL3YETCsl KOMIIOHEHTaMu Access Manager.

WARP ob6ecnieunBaeT npo3padHyro ayTeHTU(PHUKALIMIO JJIsi aBTOMATU3UPOBAHHBIX KIIMEHTOB, HarpuMep PowerShell-ckpunTos,
obpamaroutuxcst kK API Access Manager: kiueHt ayrentuduitupyercst uepe3 WARP u nonydaet JWT-Token 6e3 He0OX0AUMOCTH

BBOJUTD JIOTUH U IAapOJIb.

[TpenBapurenbHble HACTPOUKHU

[Tepen ycranoBkoit WARP BemonH#TE Clieqyromue 1eiCTBHS:

1. Y6enurecn, uto xoct ¢ OC Windows g06aBieH B JOMEH.

2. Yeranosute Bepcuto .NET 8, 3anycTuB yTUIUTBIL:

o Indeed AM <nomep sepcuu>\Indeed AM\dotnet-runtime-8.0.22-win-x64.exe

o [ndeed AM <nomep sepcuu>\Indeed AM\aspnetcore-runtime-8.0.22-win-x64.exe

[loaroroBka cepTudukaron
Jnst xoppextHoit pabotsl WARP TpebyroTces cinegyromue cepTuhUKaThL:

e Ceprudukar mis noanucu JWT-TokeHOB
e Ceprudukar ceppepa WARP

o Kiuenrckuii ceprudukar mais coenunenus ¢ Core Server

ITonpoGHee o ToM, I/ie yKa3bIBaTh OTIIEYaTKH CepTH(UKATOB, — B pa3jelne PepakTupoBanue KOHPUTypamoHHOTO (aiina.

Ceprudukar mis noanvcu JWT-TokeHOB

Jist pabotsr WARP Tpebyercs ceprudukar s noxnucu JWT-tokenos (asnroputm RS256), koropstit moszsossier Core Server

IIPOBEPUTH HCIOCTHOCTH U IMOAJTMHHOCTH TOKECHA.

Berpoennbrit

Uto0bI UCTIOJIB30BATH BCTPOCHHBIN cepTudUKaT, B mporpamme yctaHoBk WARP BKITIOUHTE OMIIKIO BBINTYyCTUTH U YCTAHOBUTH

ceprudukar st JWT-TokeHOB.

Co0cTBEeHHbIIT

Ecnu BBl IIIaHUpyeTE UCHONB30BaTh COOCTBEHHBIH CepTU(HKAT:

1. Ycranosute ceprudukar B xpanuwiuiie Windows: JlokanbHbli KoMmIibioTep — JInuHOe.

2. B mactepe ummnopra cepTu()MKaToB Ha miare 3aKpbIThIH KITFOU BBIKIFOUUTE OO CenaTh KU 3KCITOPTHPYEMBIM.
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3. B npouecce ycranopku WARP Bblixuttounte onuuto BelnycTuts 1 ycTaHoBUTb cepTuduxar 1t JWT-TokeHoB.

() MNPUMEYAHME

ITpu ucnons30BaHUN OATaHCHUPOBINVKA HArPY3KN yCTaHOBUTE cepTuduKar 1yt JWT-TOKeHOB Ha Ka)XKIOM cepBepe KilacTepa.

IMoapoGuee o 6anancupoBke WARP — B Oa3e 3HaHui TexHuueckor noanepxku Indeed Access Manager.

Ceprucduxar cepepa WARP

1. Beimyctute cOOCTBEHHBIN CepTH(UKAT CepBepa € 3aKPhITHIM KIIFOUOM Ha UMsI XOCTa, TJIe TUIaHupyeTcs ycraHoBka WARP.

2. Nmmoprupyiite ceprudukar B XxpaHmmie ceprudukaroB Windows: JlokambHbIi koMnbioTep — Jlndanoe.

() NPUMEYAHME

WARP 1o ymorqanuio 3ammyckaeTcs oT uMeHH yueTHol 3anucu Network Service (Cereas ciysx0a). IIpenoctaBbre 3Toi

YYETHOM 3aIKCH MpaBa Ha YTEHUE 3aKPBITOTO Kitoua cepTrdukara, uroosl cepsuc WARP ucnons3oBan ceprudukar amis

00pabOTKH BXOASIIMX COETUHEHHN.

Kiuenrtckuii cepruduxar mis coequnenus ¢ Core Server

Berpoennbii

ITo ymonuanuto WARP ncnonb3yeT BCTpOSHHbIH KIMEHTCKUN cepTU(UKAT A1l ucxoasmux coeauHenuii ¢ Core Server.

Co0cTBeHHBI

Ecnu Bbl IUIAaHUPYETE UCII0JIB30BaTh COOCTBCHHBII CepTI/I(I)I/IKaTZ

1. Beimyctute cepruduxar Ha Core Server.
2. Ilepenecure ceptudukar Ha xoct ¢ WARP u ycranosure ero B xpanuiuiie Windows: JIokaabHbINH KOMIbIOTEP —

JInunoe.

YcranoBka WARP

UroOsl ycraHoBUTh WARP, 3antyctute Indeed AM <nomep sepcuu>\Indeed AM Proxies. Warp\IndeedAM. Proxies. Warp-<nomep

eepcuu™.ru-ru.msi u cjaepyiTe maraMm NporpaMMbl YCTaHOBKH.

PGI[aKTHpOBaHI/IC KOH(I)I/IpraHI/IOHHOFO (I)al‘/’ma
1. OTkpoiite koHpurypannonnsiii ¢aiin C.\Program Files\Indeed-1d\Indeed-1d WARP\app-settings.json.

2. B cexunn JwtSettings B mapamerpe Thumbprint ykaxunTe oTmedatok cepruduxara s moanucu JWT-TokeHoB.
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Ecnu nipu ycTaHOBKe BBI BEIOPAJIH OIIHIO BEITyCcTHTD U ycTaHOBHTH cepTHdukat 11t JWT-TokeHOB, OTIIeuaTox

IPOMHUCHIBACTCA aBTOMAaTUYCCKHU.

Y Ilpumep

"JwtSettings": {
"Issuer": "am_warp",
"Audience": "am_core",
"Expiration": "©0:01:00",
"Certificate": {
"Thumbprint": "57FEBOAG3A6D9A2826CCB5E4A92522111419E490",

"Validate": true

3. B cexuuu IncomingConnectionCertificate B mapamerpe Thumbprint ykaikunTe oTredyaTok cepTudukara cepsepa
WARP.

v Ilpumep

"IncomingConnectionCertificate": {
"Thumbprint": "75C06829208E64A337C458CED2FC58F7DFC44B1C",

v IIpoBepka cpoka AeiicTBHA cepTHRUKATA

ITo ymomuanuto WARP nipoBepsiet cpok neiicTBus cepTrdukaTa KITMEHTCKOTO MPUI0KEHUS ITPH yCTAaHOBICHUH
Bxogsiiero mTLS-coennnenus. Ecnu ceprrdukar ucTek, a HOBBIN €IIe HE BBIMYIICH, IIPOBEPKY MOXKHO BPEMEHHO

OTKJIFOYMTH € ITOMOLIBIO ITapaMeTpa Validate: false.

/\ BAKHO

Jlaxxe mpH OTKIIIOUEHHOH MTPOBEPKE COSAMHEHKE TIPOAOJIKAET HCIIONb30BaTh TLS M KIMEHTCKu cepTrdUKaT,

MOATOMY ypPOBEHb O€30IIaCHOCTH BHIIIE, YeM mpu HeammposanHoM HTTP-coennuennn.

"IncomingConnectionCertificate": {
"Thumbprint”: "75C06829208E64A337C458CED2FC58F7DFC44B1C",
"Validate": false,
"ValidClientThumbprints": [
"82DBDE65BF2C19EQ1B46D59F4978AB518591A70F "
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4. Eciu BB HcTIONb3yeTe COOCTBEHHBIN KIMEHTCKH cepTudukar i coeaunenus ¢ Core Server, B CeKIIUU
OutgoingConnectionCertificate B mapamerpe Thumbprint yxaxuTe ero ornedarok. Eciu mapameTp He ykasaH,

WARP ucnosnb3yeT BCTpOSHHBIH KIIMEHTCKUH cepTH(HUKAT.

v Ilpumep

"OutgoingConnectionCertificate": {
"Thumbprint": "F924A027B2A2B15AC18CCB8F6E82A67BA870D2B0"

5. B cekuun Clusters B napamerpe Address ykaxkute ajapec Core Server.

v Ilpumep

"Clusters": {
"web-client-cluster": {
"Destinations": {
"destinationi": {

"Address": "https://am.core.test"

Hacrpoiika Core Server

Uro6wr Core Server Mor mpoBepuTh noAnuck JWT, SKCOPTUPYHTE OTKPBITHIN K04 cepTrudukara s noanucu JWT-TokeHoB.

®dailn NOKEH Ha3bIBATHCS warp.cer.

Macrep xkoHuUrypanuu

Otkpoiite MacTep koHpuUTyparuu Access Manager u B pasznesie CepTudukars! 100aBsTe cepTHOHUKAT warp.cer.

Pesynbrar: coznaercs ceprudukar am/ssl/ca/trusted _ca.crt, conpepikaiuii CIUCOK BCEX CePTU(UKATOB OTKPHITOTO KIII0Ya U3

Karaiora am/ssl/ca.
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¥ Ilpumep

"Authentication": {
"Windows": {
"ValidIssuer": "am_warp",
"ValidAudience": "am_core",
"Certificate": {

"FileName": "/ssl/warp.cer"

Pyunas HacTpoiika
1. ITomectute ¢aiin warp.cer B nanky ssl/ca na xocte ¢ Core Server.
2. U3 xaranora am/ssl 3anycrute ckpunt prepareCalile.sh:

sudo bash ./prepareCaFile.sh

Pesynbrar: coznaercs ceprudukar am/ssl/ca/trusted _ca.crt, conepxaiuii CIUCOK BCeX cepTU(UKATOB OTKPBITOTO KIIHOYa

W3 KaTajora am/ssl/ca.

3. Ilepezanycture xkonreitHep ¢ Core Server.

3arryck u ynpasienne WARP

() DPHUMEYAHHE

Eciiu WARP ucnone3yer TOMEHHYIO YYETHYIO 3alliCh, OTKPOMTE CBOMCTBA CITy>KObI U B HacTpoiike O0mue — Tum 3amycka

BbIOEpUTE TUI ABTOMATHYECKHU (OTIIOKEHHBIH aBTO3AITYCK).

WARP paboraer kax ciryxx6a Windows. [{11s1 ynpaBieHUsI HCIONB3YHTE services. msc WM KOMaHTHYIO CTPOKY OT IMEHH

aIMUHUCTPATOPA.
JleticTBue CMD PowerShell
3amyck net start "AM WARP" Start-Service -Name "AM WARP"
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JleticTBue CMD PowerShell

net stop "AM WARP" Stop-Service -Name "AM WARP"
OcraHOBKa

COop JioroB

Wudopmarust Mo BKIFOUCHHIO JOrHpoBaHust U coopy oroB WARP naxomurces B pasaene COop JIOTOB KOMIIOHEHTOB Access

Manager.
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HacTtpolika cepBepHbIX KOMIIOHEHTOB

@ Indeed Log Server

Cepsep Juist ynpasienus coobrtusimu Indeed Access Manager

Indeed Core Server

KonuuectBo riag: 6

[@] Indeed Management Console

Koncons muist anvuuucrpuposanus Indeed Access Manager

25 Indeed User Console

Kowncoinp JJI I10JIb30BaTEIIsL

Indeed Key Server

Cepsep juist pabots! npusoxkenus Indeed Key
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Indeed Log Server

Cucremzble TpeOOBaHUS

Indeed Log Server (Log Server) — 310 BeO-npuiioxkenue, padoratomiee Ha 6aze HTTP-cepepa Kestrel. /lanHbiii Moayab oTBe4aeT

3a [ICHTPAIU30BaHHbBIN cOOp U ayauT COObITHI crcTeMbl. COOBITHS 3alMCHIBAIOTCS B 0a3bl JaHHBIX.

Hacrpoiika Log Server ¢ pa3HbIM TUIIOM XPaHWIUIIA TAHHBIX

/\  BAXKHO

B aToM paznene omucaHbl mapaMeTpbl KOHPHUTYPAIIHOHHBIX (aiiIoB ISl KaXKIOTO THITA XpaHWiIHIa. He n3aMeHsiiTe 3HaueHAS

0e3 HeOOXOAMMOCTH. HeraBI/IHLHaﬂ KOH(i)I/Il"ypaLlHH MOXET IIPUBECTU K HCpa60TOCHOCO6HOCTI/I KOMIIOHCHTA.

JIOCTyHHLIe THUIBI XpaHUJINIIA JaHHBIX!

e 0a3bl gaHHbIX Microsoft SQL nnu PostgreSQL
e xpanuuiie B Syslog

® pe3epBHOE XPAaHMIIUILE
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¥ Microsoft SQL

Microsoft SQL

Konguryparmonnsiii ¢aiin am/ls/targets/DbTarget 0.config (Ha3BaHKE IO yMOIYaHHIO)

¥ Ilpumep ConnectionString B DbTarget (.config

<?xml version="1.0" encoding="utf-8"?>
<Settings>
<ConnectionString>Data Source=192.168.1.22,57974;Initial
Catalog=IndeedAM9log;User
ID=IndeedAMservice;Password=Q12345qq; TrustServerCertificate=true;</ConnectionString>

</Settings>

ITapameTpsl cTpoku

Onwucanue
ConnectionString
Data Source DNS/IP-anpec cepBepa ¢ 6a30i JaHHBIX.
Initial Catalog VM 6a3bl JaHHBIX.
User ID Wwmst monb30BaTens, KOTOPbIM NUMeeT MOJIHbIe paBa At 0a3bl JaHHbIX.
Password [Tapons nonb3oBarels.

JloBepue cepBepHOMY cepTU(hHKATy. 3HAYEHHE True — MOAKIFOYEHHE
TrustServerCertificate .
Microsoft SQL k cepgepy.

IMopt noaxmovyenus B cTpoke ConnectionString He nmponmcan, HO 3a/1aH IO yMOI4YaHuio — 1433,

Kongurypatmonnsii ¢aiin cepsepa am/ls/clientApps.config

¥ Ilpumep 0aoka Application B clientApps.config

<Application Id="ea" SchemaId="eaSchema">
<ReadTargetId>DbTarget_0</ReadTargetId>
<WriteTargets>
<TargetId>DbTarget_0</TargetId>
</WriteTargets>
<AccessControl>
<CertificateAccessControl
CertificateThumbprint="01de449b6f4b49e00d1a5b20ffb5d6605cf6cd2a™ Rights="Write" />
</AccessControl>

</Application>
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[Mapametper Application Id="ea"
Onucanue
Schemald="eaSchema"

Wnentudukarop XxpaHWIUILA, OTKyIa OyIeT OCYIIECTBISAThCS YTCHHE
ReadTargetId coObITHii. 3HadyeHNEe DbTarget @ — 3To Ha3BaHHE

koHGUrypauonHoro (aitna B karanore am/ls/targets.

Wnentudukarop XxpaHWIUINA, Kyaa OyIeT OCyIIeCTBISAThCS 3alHCh
coObITuii. 3Hauenne DbTarget_ 0 — 2T0 Ha3BaHME

KkoH(urypanuonHoro daiina B xaranore am/ls/targets.

WriteTargets:

TargetId
Wnentuduxaropsl 3aanbl B Tere Targets , KOHQUIypalMOHHbIE
(aiibl U1 KaXI0T0 THIA HAXOAATCs B Katanore am/ls/targets/ ¢
COOTBETCTBYIOLIUM HUMEHEM.

CertificateAccessControl: Otnevarok KiueHTcKoro ceprudukara Core Server. Yka3plBaeTcsl pu

CertificateThumbprint HCIIONB30BaHNH COOCTBEHHOTO KIIMEHTCKOTO CepTH(HKATA.

Hacrpolika g0nomHUTeIbHOT0 XpaHuviia (cexims Targets)

HpI/I HeO6XOI[I/IMOCTI/I HCIIOJIB30BaTh AOIIOJIHUTECIBHOC XPAHUINIIC JaHHBIX OTKpOﬁTe KOH(i)I/IpraHI/IOHHI)IfI (I)aﬁn CEpBCpa

am/lIs/clientApps.config n packoMMeHTUpYIiTe HeOOXOAMMBIEC 3HAYEHNUS B CEKLIMU Targets.

¥ Ilpumep cexuuu Targets B clientApps.config

<Targets>

<!-- <Target Id="DbTarget 0" Type="pgsql" /> -->

<Target Id="DbTarget_0" Type="mssql" />

<!-- <Target Id="DbTargetSqlIndeedKey" Type="pgsql" /> -->
<!-- <Target Id="DbTargetMssqlIndeedKey" Type="mssql" /> -->
<Target Id="TargetSyslog" Type="syslog" />

</Targets>
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¥ PostgreSQL

PostgreSQL

Konguryparmonnsiii ¢aiin am/ls/targets/DbTarget 0.config (Ha3BaHKE IO yMOIYaHHIO)

v lpumep DbTarget 0.config

<?xml version="1.0" encoding="utf-8"?>
<Settings>

<ConnectionString>server=192.168.80.30;port=5432;user
id=amservice;password=Qlw2e3r4;database=am_deb_db;SSL Mode=Require;Server
Compatibility Mode=Redshift</ConnectionString>

<Options>

<Option Name="EnableShortStringEqualsSearch" Value="True" />

</Options>

</Settings>

ITapameTpsl cTpoKH

. . Onucanne
ConnectionString

Server DNS/IP-anpec cepBepa ¢ 6a30ii qanHbIx PostgreSQL.

Database Vmst 6a3bl JaHHBIX.

User ID VMst motb30BaTest, KOTOPBIi MMEeT MOIHBIC TIpaBa It 0a3bl JAHHEIX.

Password ITaposb moIb30BaTes.
Pexxum nopkiroueHus ¢ ucnoiab3oBaHueM SSL.

SSL Mode Ecnu nocne no6asneHus napamerpa BosHukaeT omnoka 08P0I1: unsupported startup
parameter: ssl_renegotiation_limit, no6aBbTe MapameTp Server Compatibility
Mode=Redshift.

ITapamerpel O10ka Options Onucanue

chops[eT IIOKMCK B O0JbIINX Oa3ax JJaHHBIX. Ilo YMOIYaHUIO HaCTpOfIKa

EnableShortStringEqualsSearch
BKJIIOUCHA — 3HA4YCHUC True.

Kondurypanronnsiii ¢aiin cepsepa anvls/clientApps.config
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¥ Ilpumep Osoka Application B clientApps.config

<Application Id="ea" SchemaId="eaSchema">
<ReadTargetId>DbTarget_0</ReadTargetId>
<WriteTargets>
<TargetId>DbTarget_0</TargetId>
</WriteTargets>
<AccessControl>
<CertificateAccessControl
CertificateThumbprint="01de449b6f4b49e00d1a5b20ffb5d6605cf6cd2a™ Rights="Write" />
</AccessControl>

</Application>

IMapametper Application Id="ea"
Onucanue
SchemaId="eaSchema"

WnenTudukarop XpaHWIUINA, OTKyIa OyIeT OCYIIECTBISThCS YTCHHE
ReadTargetId coObITHii. 3HadeHne DbTarget © — 5TO Ha3BaHHE

KoH(uUTyparmoHHoTO (haiina B karanore am/ls/targets.

Wpentnduxarop XpaHUIuIa, Kyaa OyJeT ocyIeCTBIATECS 3alkcCh
coObITHii. 3HaueHne DbTarget © — 3To Ha3BaHHE

xoHpuryparmoHHoro ¢aiina B karanore am/ls/targets.

WriteTargets:

TargetId
W nentuduxaropsl 3a1anbl B Tere Targets , KOHQUIypalMOHHbIE
(baliuTel JUIS KQXKI0TO THIIA HAXOMATCS B Karajore am/ls/targets/ ¢
COOTBETCTBYIOIINM UMCHEM.

CertificateAccessControl: Otnevatok KiueHTcKoro ceprudukara Core Server. Yka3plBaeTcst pu

CertificateThumbprint HCIIONIb30BaHNHU COOCTBEHHOTO KIMEHTCKOTO CepTH(UKATA.

Hacrpotika gononHurensHoro xpanumvia (cexims Targets)

[Tpn HEOOXOANMOCTH UCIIONB30BATh AOTIOJHUTEIHHOE XPAHMIHUIIE JAHHBIX OTKPOHTE KOHOUTYpalMOHHBIN (hailil cepBepa

am/ls/clientApps.config n packoMMeHTHpYITe HEOOXOAUMBIC 3HAYCHHUS B CEKIMU Targets.
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¥ Ilpumep cexuuu Targets B clientApps.config

<Targets>

<Target Id="DbTarget_ 0" Type="pgsql" />

<!-- <Target Id="DbTarget_ 0" Type="mssql" /> -->

<!-- <Target Id="DbTargetSqlIndeedKey" Type="pgsql" /> -->
<!-- <Target Id="DbTargetMssqlIndeedKey" Type="mssql" /> -->
<Target Id="TargetSyslog" Type="syslog" />

</Targets>
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¥ Xpaunuaumie B Syslog

Xpanwmiie B Syslog

Log Server noanepxusaeT hopmar syslog. Bl MoxkeTe HCIIONB30BaTh JII000# cepBep, padoTaroluii ¢ STuM GopmaTom

(manpumep, Syslog Watcher).

ITpumep Hactpoiiku Syslog Watcher onucan B paznene Hactpoiika okpyskeHusI.

Kou¢uryparmonnsiii ¢aiin am/Is/TargetSyslog 0.config (Ha3BaHHe 10 yMOIYaHHIO)

¥ Ilpumep ConnectionString B TargetSyslog 0.config

<Settings HostName="localhost" Port="514" Protocol="UDP" Format="Plain" />

[TapameTtpsl cTpoku

Ormucanne
ConnectionString
HostName Wwms i [P-anpec Syslog-cepepa.
Port Iopr Syslog-cepsepa. 3HaueHue 10 yMoayaHuio — 514.
Protocol Tun nonknrouenus k Syslog-cepsepy: UDP, TCP, TCPoverTLS.
OnmuoHanbHbIH napametp. Onpenenser Gopmar j1oros: Plain (1o
Format
yMomuaHuio), CEF, LEEF.
SyslogVersion OnmuonansHbIH napametp. Cnenndukarys nporokoia: RFC3164, RFC5424 .

Kongurypatmonnsii ¢aiin cepsepa am/ls/clientApps.config

¥ Ilpumep 0aoka Application B clientApps.config

<Application Id="ea" SchemaId="eaSchema">
<ReadTargetId> </ReadTargetId>
<WriteTargets>
<TargetId>TargetSyslog 0</TargetId>
</WriteTargets>
<AccessControl>
<CertificateAccessControl CertificateThumbprint="001122...AA11" Rights="Read" />
</AccessControl>

</Application>

Iapamerpel O1oka Application

Onucanue
Id="ea"
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ReadTargetId

WriteTargets:
TargetId

CertificateAccessControl:

CertificateThumbprint

Wnentudukatop XpaHWINIIA Ul 4TeHus: coObITuil. ITycroe 3HaueHnEe —

YTEHHUE BBITIOJIHACTCS CTOPOHHEH nporpammoit (Hamnpumep, Syslog Watcher).

WnentndukaTop XpaHWINIIA TS 3aIIMCH COOBITHI. 3HaYeHHE

TargetSyslog © — 3To Ha3BaHKE KOH(UIYpalMOHHOTO (aiina.

Wnentuduratopsl 3a1aHkl B Tere Targets , KOHOUTYpAIHOHHEIE (Gaiibl T
Ka)KJIOTO TUIIA HAXOJATCS B Karajore am/ls/targets/ ¢ COOTBETCTBYIOIIUM

HMCHEM.

Otnevarok KiaueHTckoro ceprudukara Core Server. Yka3bIBaeTcs Mpu

HCIIOIh30BaHUH COOCTBEHHOTO KIMCHTCKOTO CepTI/I(I)I/IKaTa.
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¥ Pe3epBHoe XpaHHJIHIIE

PezepBHOe xpanmnmie

LOg Server oAACPIKMUBACT OAHOBPEMCHHYIO 3aIlIUCh COOBITHI B OCHOBHOC U PE3EPBHOC XPpAaHUIUIIIC. UteHue coObITUI

OCYIIECTBIISIETCS TOJIBKO M3 OCHOBHOTO Xpanwnuiia (DbTarget (.config). 3anuch NPOUCXOIUT OJHOBPEMEHHO B OCHOBHOE

(DbTarget_0.config) n pesepuoe (DbTarget 1.config).

Konguryparmonnsii ¢aiin cepsepa am/ls/clientApps.config

B cexnnn Targets comepkarcs nieHTU(DUKATOPBI BCEX XpaHUIUII. JIIs pe3epBHOrO XpaHHINIIA 100aBIAeTCs TeT

Target c npousBoneHbIM Id (Hanpumep, DbTarget 1)

v Ilpumep cexuuu Targets B clientApps.config

<Targets>
<Target Id="DbTarget_ 0" Type="pgsql"/>
<Target Id="DbTarget_ 1" Type="pgsql"/>
<Target Id="TargetSyslog 0" Type="syslog"/>
</Targets>

B 6noke Application Id="ea" yka3blBaloTCs MIEHTH(HUKATOPBI OCHOBHOTO U PE3EPBHOIO XPAHMIIMILA.

v Ilpumep Osoka Application B clientApps.config

<Application Id="ea" SchemaId="eaSchema">
<ReadTargetId>DbTarget_0</ReadTargetId>
<WriteTargets>
<TargetId>DbTarget_0</TargetId>
<TargetId>DbTarget_1</TargetId>
</WriteTargets>
<AccessControl>
<CertificateAccessControl CertificateThumbprint="001122...AA11" Rights="Read" />
</AccessControl>
</Application>

IMapamerper 610ka Application
Onucanne
Id="ea"
VnentuduxaTop XpaHWINIIA AT 9TeHHs cOOBITHH. COIEePKUT UICHTH(HHKATOP

OCHOBHOTO Xpanuwmmma (DbTarget_0).

ReadTargetId

105



W neHTrudukatopbl XpaHUIUIL i1 3anuck coObituit. [Tpu ucnons3oBanumn
PE3epPBHOTO XPaHHMJIHIIA COAEPIKUT BCE WACHTU(PHUKATOPHI: OCHOBHOE

(DbTarget_0) u pesepsroe (DbTarget_1).

WriteTargets:

TargetId .
Wnentuduxaropsl 3a1aHbl B Tere Targets , KoHQHUTyparnoHHbIe (Gaifabn 1t
Ka)KJI0T0 TUIIA HAXOJSTCS B Karajore am/ls/targets/ ¢ COOTBETCTBYIOLIUM
HUMEHEM.

CertificateAccessControl: Otnevarok KiaueHTcKoro ceprudukara Core Server. Yka3bIBaeTcsl Mpu

CertificateThumbprint UCITOJIb30BAHUH COOCTBEHHOTO KIIMEHTCKOTO CepTU(HKATA.

KonguryparmonHsii ¢aiin pesepsHoro xpanumina am/ls/targets/DbTarget 1.config

JIyist pe3epBHOTO XpaHUIIUINA CO3AaeTCsl KOH(DUTYpalmoHHBIN (aiin B katanore am/ls/targets/. ims (aiina 10mKHO

COBIAJATh €O 3HaYeHUueM Id u3 cexuuu Targets . @opmar ¢aiina anasorudeH ocHoBHOMY Xpanunuity DbTarget_(.config.

v lpumep DbTarget_I.config

<?xml version="1.0" encoding="utf-8"?>
<Settings>
<ConnectionString>Server=Server;Database=Name;User

ID=User;Password=Password</ConnectionString>

</Settings>
ITapamerpel crpoku ConnectionString Onucanne
Server DNS/IP-anpec cepBepa ¢ pe3epBHOI 6a30i JaHHbIX.
Database Wwmst pesepBHOI 0a3bl JaHHBIX.
User ID WM nonb3oBaTens, KOTOPbIA UMEET IOIHbIE IpaBa Al 0a3bl JaHHbIX.
Password ITaposib onb30Baresns.

[udpoBanre koHpUTYypaMoHHbIX (aiinoB Log Server

C IIOMOIIBIO YTHUIIUTHI sl H(POBaHKS MOXKHO 3amIH(POBaTh MapoIib CEPBEPHOTO cepTHdUKaTa B KOHPUTYpalmOHHOM (aiiie
am/ls/app-settings.json, a Takke 3HadeHne napamerpa ConnectionString B KOHQUIypalHOHHKIX (aiinax B KaTanore

am//ls/targets/.

3ammdpoBarb

1. B TepMuHae nepeiinTe B KaTajaor ¢ yTHIMTON Ut u(poBaHus am/protection.
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cd /am/protection

2. BenaiiTe paBa 14 3amycka ckpunra protector.sh.

sudo chmod 500 protector.sh

3. Yro6s1 3ammdposate KOHGHUTypaIMoOHHBIE (aiiib, 3aITycTUTE CKPUNT protector.sh c mapamerpoM protect.

sudo bash ./protector.sh protect

Pacmmpposars

1. B TepMuHaie nepeiiuTe B Karajior ¢ yTHIUTOH uis udpoBaHus am/protection.

cd /am/protection

2. BeinaiiTe mpasa 114 3allycka cKpunTa protector.sh.

sudo chmod 500 protector.sh

3. Uro0s! pacumdpoBaTh KOHGUTYpanHOHHbIE (ailIbl, 3aIyCTHTE CKPUIT protector.sh ¢ mapamerpoM unprotect.

sudo bash ./protector.sh unprotect

Hacrpolika kemmpoBaHus COOBITHI

Ecnu Log Server HeoCTyIeH, COObITUS KEIIUPYIOTCA B JIOKAJIbHbIHM Katanor am/ls/EventCash.

Wndopmarnus o nenoctynHoct Log Server otobpaxaercs B coObTiAx Windows Bo Biaake /Ipunodicerie.
e Koz cobsrtrsas — 500.

o Texct — Log server client fluentSchedulerBackgroundLoaderTask. Iteration WEB exception: Bpemst osicudanus onepayuu

UCmMeKJ10.

YT0OBI N3MEHHTH ITAPAMETPHI XPAHESHUS COOBITHIL:

1. Otkpoiite koHbUrypaoHHBI (ailn app-settings.json cepBepHoro komnoneHnra (Core Server, Management Console, User

Console).

2. BHecute CJICAYIOIHNC U3MCHCHUS

e Uro0bI 3a1aTh ITyTh K KaTaJIOry JJs XpaHEHHs COOBITHI, H3MEHHTE 3HAYCHHUE MapamMeTpa location B Tere logServer.

3Hauenue 1o ymonuanuto — ./EventCache.

e UYroObl U3MEHUTH BpEMsI OTIIPABKH JIOTOB ITOCIIE BO30OHOBICHUs paboThl LogServer, n3MeHHTE 3HAYCHUE MTapaMeTpa

FlushInterval BTere logServer . 3Ha4eHHE IO YMONYAHUIO — 10 mumnym.
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He pexoMenmyeTcs ycTaHaBIMBaTh 3HAYCHUE JUIt mapameTpa EventCacheSendingIntervalSec menee 30 cexyHnu.

Jloxamm3arms

B naHHBIN MOMEHT B CXeMe ecTh JIoKanu3anus coobiTiii ru-Ru u en-En. Korzia ¢ cepepa nocrymaer 3anpoc Ha ru-Ru coObITHS,

Oy/yT BBIOpaHBI HIMEIOIIECs] COOBITHS C JIOKaIu3anuei ru-Ru.

Ecnu ¢ cepBepa IOCTyIaeT 3arpoc ¢ HEU3BECTHOM JOKaIN3anuei, To Oy/ryT BEIOPAaHBI COOBITHS C JIOKAJTM3AIUeH, 3a1aHHOH 110

YMOJIYaHUIO.

Yt005I HAaCTPOUTH JIOKAJIHU3AIUIO:

1. OTkpoiite koHUTYpannOHHEIH hailn am/ls/eaSchema.config.

2. M3menute 3Ha4eHue napamerpa DefaultlLanguage.

v IIpumep J1okajau3anuu codbIiTHii en-En

<Languages DefaultlLanguage="en-En">

v IIpumep Jokajauzauuu codbiTuii ru-RU

<Languages DefaultlLanguage="ru-RU">

3. CoxpaHuTe N3MEHEHUSI.

CoOop J10roB

Wudopmanus 1o BKIIOYEHHIO JJOTHPOBaHUs U cOOpy j1oroB komnoHeHTa Log Server HaxoauTcs B pasnene COOop JIOroB cepBepHbIX

KOMIIOHCHTOB.
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Indeed Core Server

CucremHble TpeOOBaHNUS
Indeed Core Server (Core Server) — 3T0 OCHOBHOH MOJTyJIb CUCTEMbI, KOTOPBII OTBEYAET 3a:

¢ I[CHTPAIN30BAHHOE XPAHEHUE ayTeHTU(HUKATOPOB, Mapojiel 1 HACTPOEK MOJIb30BaTeNel;
¢ I[CHTPAIN30BAHHOE YIIPABICHNE W aIMHUHUCTPUPOBAHHE;
¢ I[CHTPAIN30BAaHHBIN MPHEM U 00PadOTKY 3aIIPOCOB OT JAPYTUX MOIYJEH CHCTEMBI;

® KOOPAMHHUPOBAHUE AEHCTBUI OTAEIBHBIX MOIYJIEH U CUCTEMBI B LIEJIOM.

Core Server KeIupyeT JaHHbIE [TPH MOJTYYEHUH [10JIb30BATENs, TPYIIIbI, KOHTEHHEepa, CIICHapUeB aBTOPU3AIMU U OU3HEC JIOTHKH.
OcHOBHBIE 3aITPOCHI B KaTajJor — MOJy4YeHHe MOJIb30BaTeNs, IPyNibl, KoHTeitHepa no ID — oTnatorcs u3 kema. Bee octanbhbie
3aIpochl — I10 UMEHH, 110 TeJIe(OoHY, email — ToIbKO OOHOBIIAIOT Kelll JaHHBIMH U3 Karajora. [lepBrlii 3anpoc noiabp30Baress 1o

ID take 0OHOBJISIET Kelll, MOCeayolue OepyTes 13 Keina. Bpems sxu3Hu o0bekTa B kemie — 10 MUHYT.

() UH®OPMALUSA

B 3TOM paznerne onmucaHbl JOMOTHUTEIbHBIC HACTPOHKH it Core Server, KOTOphIC He SBISIOTCS 0053aTeIbHBIMHU JIJIS

yCTaHOBKH KoMItoHeHTa. KoHburypaunoHHslit hain am/core/app-settings.json MOXXHO U3MEHHTD B JTI000H MOMEHT.

Onucanue KOHPUTypalMOHHOTO (paiina

/\ BAXKHO

B sToM pazzerne onmcaHsl mapaMeTpsl KOHGUTyparroHHoro (aitna Core Server am/core/app-settings.json. He m3mensiite

3HaueHust 6e3 HeoOxoaumocTu. HenpaBuibHas KOHPUTYpalus MOKET MIPUBECTH K HEPAOOTOCIOCOOHOCTH KOMIIOHEHTA.

PenaxTupyiite TOIpKO apaMeTpsl CO 3HaYeHUsIMU Buaa /! kommenmapuii !!!.

[TapameTpsr karaora mons30BaTeneit

Active Directory, Samba DC, PEJI A/IM

[Tapametp Ormmcanne
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MMs npuBHIIETMPOBAHHOTO NoJb30BaTeNs B popmare UserId GUID.

I'ne:
e UserId — NpoU3BOJbHBIN YHUKAJIbHBIN HACHTH(HUKATOP KaTaiora (mapamerp Id).

W neHTuUKaTOp MOXKET COCTOSTH TOIBKO U3 OYKB M ITUQP, CIICIICHMBOJIBI HE

MOMIICPIKUBAIOTCS.
e GUID — yHHMKaIbHBIN HICHTUUKATOP MONB30BaTens u3 Active Directory.

[omyunts GUID MOMKHO C IIOMOILBIO KOMAH/Ibl HA KOHTPOJUIEPE JOMEHA!

Behavior:
Administration:
RootAdministrator ¥ Komanna

Get-ADUser -Filter 'Name -like "<User logon name>"' | FT

Name,ObjectGUID -A

HpI/IMe‘IaHI/IeZ HOJII)30BaTeJII>, 3a,HaHHBIfI B OTOM IapaMETpE, aBTOMATUYECCKHU ITOJYYUT ITpaBa

HEePBUYHOIO aJMUHHUCTPATOpa IpH NepBoii ayTeHTUuKanuu B Management Console.
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UserCatal og B napamMeTpe 3a4acTCs KaTaJloT' KOHCYHBIX MOJIb30BaTEIICH.

¥ IIpuMep HACTPOMKHU KaTajora

"Administration": {
"RootAdministrator": "UserId_15511150-6804-4bf2-ac7c-
b8a8520ea357"
s
"UserCatalog": {
"RootProvider": "UserId",
"Providers": {
"Ldap": [
{
"Id": "UserId",
"Domain": "second.com",
"Port": 636,
"SecureSocketLayer": true,
"LdapServerType": "ActiveDirectory",
"ContainerPath": "CN=users,DC=second,DC=com",
"UserName": "admin@second.com",
"Password": "password",
"UserMapRules": {
"Attributes": {

"SamCompatibleName": "sn

}s

¢ RootProvider — uaeHTH(UKATOP KOPHEBOTO MOJIB30BATEILCKOTO KaTaiora. Takxke ¢
MIOMOIIIBIO 3TOTO TIapaMeTpa Bbl MOXKETE 0ObEANHUTH HECKOJIBKO KaTaJIoroB uyepes
npaBuiio OR.

e Id — MpOM3BOJILHBIA YHUKATbHBIN HICHTH()UKATOP Karanora. Eciu BbI miaHupyeTe
HCIIONB30BaTh 0a3y MaHHBIX OT Bepcun Access Manager 8.2.X, HICHTH(PHUKATOPBI KaTanora
JIOJDKHBI COBIIAATh.

e Domain — MMs IOMEHa WM UMsI KOHKPETHOTO KOHTPOJUIEpA JOMEHA, B KOTOPOM
HaXOAMUTCS KaTajor.

e Port — mopt i coeauneHus no nporokony LDAPS/LDAP, o ymonuanuto 3aaHo
3HageHue 636.

e SecureSocketlLayer — Onuus Ajs BKJIIOYEHHs WIN OTKIodenus SSL s
3alMIIEHHOTO COEANHEHNS, TI0 YMOIYaHUIO YKa3aHO 3HaY€HUE frue.

* LdapServerType — HacTpoiika onpenenser tun LDAP-cepsepa, 3a1aiiTe 3Ha4eH1E

ActiveDirectory.
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e ContainerPath — myTh Kk KoHTelHepY B Buje Distinguished Name wnu Bech qomeH,
€CJIN JUTsl XpaHEeHUsI TIOJTb30BaTeN el HCIIONIB3YeTC sl BECh JIOMEH.

e UserName — UMs CEPBUCHOM YUETHOM 3aMUCH JUTSI MTOJIKJIIOUEHUS K KaTajIory

I10JIb30BaTEJICH.
* Password — apoiib CEPBUCHOM yUETHOH 3aITUCH.

e SamCompatibleName — nms arpubyra LDAP co 3HaueHnem sn mis GopMupoBaHus
COBMECTHUMOT0 UMeHHU Tonb3oBarens (SAMAccountName). Hcronb3yiite uist paboThI
moxyinst RDP Windows Logon ¢ karanorom noss3oareneii PEJ] AJIM.

Baxno: He pekoMentyercst HCIoib30BaTh HesamuiienHoe LDAP-coenunenue ("Port":

389, "SecureSocketLayer": false).IIpu Takom coeqMHEHNM Balll JaHHBIC HE

3allUIICHBI.

Baxno: He usmensiite nactpoiiku B napamerpe UserCatalog B cekuun

SensitiveDataEncryption.

FreelPA
[Tapametp Ornucanne

Wms npuBHIIErHpOBaHHOTO NOJb30BaTens B popmare UserId_entryUUID.
Ine: entryUUID — yHuKanbHBIN HaeHTH(HKATOP HoIb3oBarens u3 FreelPA.
ITpumeuanue: ecau Bbl ucnonbsyere Bepcuto FreelPA 4.6-4.9, ynukanbHbli MISHTH(GUKATOD
TIOJIL30BATENS MMEET 3HaUYeHUe entrydn .
[Monyunts entryUUID MOXHO C IIOMOIIBLIO KOMaH/Ibl Ha KOHTPOILIEPE JOMEHA:

Behavior:

.. . ¥ Komanna
Administration: OMAaR
RootAdministrator

ldapsearch -x -D "uid=admin-

indeed, cn=users,cn=accounts,dc=test,dc=1local"™ -W -b
"cn=users,cn=accounts,dc=test,dc=local"” "uid=admin-indeed"
entryUUID

[Ipumeuanue: [Tonp3oBarenb, 3a4aHHBIN B 3TOM I1apaMeTpe, aBTOMATUYECKU TOIyUHUT [1paBa

HEPBUYHOIO aJMUHHUCTPATOpa IpH NepBoii ayTeHTUuKanuu B Management Console.
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UserCatalog

B nmapamerpe 3aaeTcs KaTauor KOHEUHBIX [10Jb30BaTEICH.

¥ IIpuMep HACTPOMKHU KaTajora

"Administration": {
"RootAdministrator": "UserId_15511150-6804-4bf2-ac7c-
b8a8520ea357"
s
"UserCatalog": {
"RootProvider": "UserId",

"Providers": {

"Ldap": [
{
"Id": "UserId",
"Domain": "second.com",
"Port": 636,

"SecureSocketLayer": true,
"LdapServerType": "Freelpa",
"ContainerPath": "cn=accounts,DC=second,DC=com",
"UserName": "uid=admin-

indeed, cn=users,cn=accounts,dc=second,dc=com",
"Password": "password",
"CatalogFilter": "|(objectClass=person)

(objectClass=ipausergroup) (entrydn=cn=users,cn=accounts, *)"

}

RootProvider — uneHTH(UKATOP KOPHEBOTO MOJIB30BATEILCKOTO KaTaiora. Takke ¢
IIOMOIIBIO 3TOTO IIapaMETPa Bbl MOXKETE OObEAUHUTH HECKOIBKO KaTajoroB uepes
npaBuiio OR.

Id — MPOU3BONBHBIN YHUKAIBHBINA HAeHTH(HKaTOp Karanora. Ecin BbI mtaHupyere
HCIIONB30BaTh 0a3y JaHHEIX OT Bepcuu Access Manager 8.2.X, NICHTH()UKATOPHI KaTaaora
JIOJKHBI COBIIAJATh.

Domain — UM IOMEHa WM UMs KOHKPETHOTO KOHTposuiepa nomeHa FreelPA, B
KOTOPOM HaXOIMTCS KaTaJor.

Port — mopt s coequHenus 1o mpotoxory LDAPS/LDAP, o ymonganuro 3a1aHo
3HauyeHue 636.

SecureSocketlLayer — omuus s BKJIIOYEHUs UM OTKIroueHus SSL nms
3aLIUIIEHHOTO COSAMHEHMS, TI0 YMOJTUaHHIO yKa3aHO 3HAYEHUE frue.
LdapServerType — HacTpoiika onpezenser tun LDAP-cepsepa, 3a1aiiTe 3Ha4eHHE

FreeIPA.
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OO11pe napaMeTphbl

[Tapametp

Storage:

SensitiveDataEncryption

ContainerPath — myTh k KoHTeitHepy B Bue Distinguished Name nnum Bech 1oMeH,

©CITH T XPaHEHHUS MOJIb30BaTeNeil HCIONIB3yeTCs BeCh JOMCH.
UserName — uMs CepBHCHOI yueTHOH 3amucu B popmare Distinguished Name.
Password — napoiib CEpBUCHOM YUETHOM 3alHCH.

CatalogFilter — ¢uusrp noucka none3opareneii B Management Console. UroOw! He
0TOOpaXkaTh CPe/IM BAPUAHTOB NOMCKA CUCTEMHbIE KOHTEHHEPEI, 3a/ialiTe 3HaueHue |

(objectClass=person)(objectClass=ipausergroup) .

Omnucanue

[Tapametpel Algorithm u Key 3amoiHAIOTCS aBTOMAaTHYECKH IIPU F'eHepaluy Kioda. Ytoo:

CTeHEepUPOBATh KIIIOY, 3aIlyCTHTE CKpUNT am/tools/tool_encryption_db.sh:

sudo bash ./tool_encryption_db.sh --help

sudo bash ./tool_encryption_db.sh -a Aes

IMpumevanue: Ecii mpy 0OHOBIIEHHHM BBI HCTIONB3yeTe 0a3y TaHHBIX OT Access Manager 8.x,
yKakuTe 3Ha4eHus Algorithm u Key u3 xoHdurypamuonsoro ¢aiina Core Server aus Acc
Manager 8.x (C:\inetpub\wwwroot\am\core\Web.config, Ter encryptionSettings). Taku

00pa3oM BbI H30€XKUTE TOBTOPHOTO MU (PPOBAHHUS 0a3bl JaHHBIX.
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[TapameTpsl noAKIIIOUEHHS K Oa3e JaHHBIX.

¥ Microsoft SQL

e Type — tun ucnonszyemoit CYBJ] — Mssql.

* ConnectionString — yKaxuTe CICIyIOIINC TaHHBIC:

o Data Source — IP-azmpec cepBepa 6a3bl JaHHBIX.
o Initial Catalog — umsa 0a3bl JaHHBIX.

o User ID — UM IIOJIB30BAaTEN, KOTOpBIﬁ HUMECT ITOJIHBIC ITpaBa JJisd 0a3bl JIaH

o

Password — mapoib MONb30BaTeNs.

o TrustServerCertificate — noBepue cepBepHOMY cepTrduKaTy. Yoeaure

YTO 3a/1aHO 3HaYeHHue True Juid noakitoueHust Microsoft SQL k cepepy.

"Provider": {

"Type": "Mssql",

"ConnectionString": "Data Source=192.168.1.22,57974;Initial
Catalog=IndeedAM9log;User
ID=IndeedAMservice;Password=Q12345qq;TrustServerCertificate=true;

}s

Storage: v PostgreSQL

Provider

e Type — tun ucnonssyemoir CYBJl — PostgreSql.
e ConnectionString — yKaxuTe CIEIyIOIIUE NaHHbIE:
o server — IP-aapec cepBepa 0a3bl JaHHBIX.
© port — ucnonb3yemslii nopt. ITo ymomuanuio — 5432,
o uyser id — WMs NOJK30BATEINsl, KOTOPBI HMEET MOJHbIC TpaBa Jist 0a3bl AaHt
© password — Mapolb MOIb30BaTEN.
o database — 0asa manHbIX, conepxkaias naHubie 00 Indeed Core Server.

o SSL Mode — I MOAKIIIOYEHHUS C UCITONb30BaHueM SSL.

"Provider": {

"Type": "PostgreSql",

"ConnectionString": "server=192.168.80.30;port=5432;user
id=amservice;password=password;database=AMdebian2;SSL
Mode=Require"

}s

Ecnu nmocne nodasnenus napamerpa SSL Mode Bo3uukaet ommbka 08P0O1: unsupported
startup parameter: ssl_renegotiation_limit, 1o6aBbTe B KOHEIl CTPOKH Mapamerp Server

Compatibility Mode=Redshift.
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ITona publicKey u privateKey 3amonHsIOTCS aBTOMATHYECKH P TEHEPALIMH KIIFOYEH 1)
MOANMCH TOKEHA MoJIb30BaTesis. UTOObI CreHepUPOBATh KIIOUH, 3aIlyCTUTE CKPHUIIT

am/tools/tool_keygen.sh:

sudo bash ./tool_keygen.sh

¥ Ilpumep
Authentication:
Token: "Authentication": {
Sign "Token": {
"Sign": {
"privateKey": "3HayeHue 3aKkpbiTOro kaw4a",
"publicKey": "3Ha4veHune OTKpPHITOro KJw4a"
}
}
}

JloTOTHATE b HBIE TTapaMeTpbI KOH(PUTyparin

B xoudurypaunonsom ¢aiine Core Server JOCTYIHBI JOTOJHATEIbHBIE ITAPAMETPhI ISl PACIINPEHHON HACTPOHKH, OITUCAHHBIEC B

paszaenax:

¢ BruroueHue 3auurel ot epedopa

¢ HacTtpoiika HECKOIBKUX MOJIb30BATEIbCKUX KAaTaJIOTOB

e LDAP-(uibTp npu moucke moib30Bareieil u rpyIin

e Hacrpoiika Bpemenu oxxuganus 1iast LDAP-coennnenus
e Hactpoiika MexaHM3Ma OT3bIBA JIUILICH3UI

L4 HaCTpOﬁKa npaB ITOJTH30BaTEIICH BHE TIOJTUTHKH

[lepesaryck koHTEHHEPA

[Mocne penakTupoBaHus KOHGUTYpaMOHHOTO (aiiina He0OXOJMMO Nepe3ayCTUTh KOHTEHHEp ¢ MPUIOKEHUEM C IOMOIIBIO

KkomaHzibel sudo docker-compose up -d.

[udpoBanue KoHGUTypaMOHHOTO (paiina

3ammdpoBarb

1. B TepMuHaze nepeiinTe B KaTajaor ¢ yTHIMTOMN [t u(pOBaHus am/protection.

cd /am/protection

2. BeinaiiTe nipaBa 14 3amycka ckpunra protector.sh.
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sudo chmod 500 protector.sh

3. Yro6s1 3ammdposate KOHGHUrypaIMoHHBIE (aiiibl, 3arycTUTE CKPUNT protector.sh ¢ mapamerpoM protect.

sudo bash ./protector.sh protect

PacumdpoBars

1. B TepmuHane nepeifgure B KaTanor ¢ yTHIHTOHN 11 MH(POBAHUS am/protection.

cd /am/protection

2. BeinaiiTe mpaBa i 3amycka ckpunra protector.sh.

sudo chmod 500 protector.sh

3. UtoOk! pacmudpoBaTh KOHPUIYpalMOHHEIE (haiiIbl, 3aIlycTUTE CKPUIT protector.sh c napamerpom unprotect.

sudo bash ./protector.sh unprotect

HpOBepKa COCTOsIHHA CECPBEpPA

Uto0bl MPOBEPUTH COCTOSIHUE CEPBEPa, OTKpOiiTe Opay3ep u BBeaute ajnpec Core Server B popmare:
https://<nonHoe_dns_wumA_cepBepa>/am/core

Jlanee mponcxoauT aBToMaTHdecKas nepeaapecanus Ha caenyromuii URL-anpec:
https://<nonHoe_dns_wumsa_cepBepa>/am/core/api/v6/healthCheck/index

Crpanuiia OOHOBIISICTCS aBTOMATUYECCKH Kax ibie 60 CeKyH/I.
Ha cTpanune goctymHa ciienyromnias HHPOpMaLus O COCTOSIHUH CepBepa:

e CTaryc JOCTYIHOCTH KaTajora HoJIb30BaTeNeH, BpeMst 00pabOoTKH 3ammpoca K HeMy;
e craryc XpaHWJIHIIA, BpeMs: 00paOdOTKH 3arpoca K HeMy;
e CIIHCOK YCTaHOBJICHHBIX IIPOBAN/ICPOB ayTCHTH(UKALIMHN, HX CTATyC U BPEMSI 3arPy3KH;

¢ craryc komrnoHeHnTta Indeed Log Server;

/\ BAXKHO

Uto0bI HE MOTYYaTh OMIMOKY IPH MIPOBEPKE COCTOSIHUS, PEKOMEH/IYETCS MCTIONIb30BaTh BepcHio Log Server 9.3 u Bbiie.
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e CIIMCOK OIHOOK P HAJIMIHHU.

() HHOOPMALMSA

B mesnsix 6e30MacHOCTH CIIMCOK YCTAHOBJICHHBIX NIPOBaiiiepoB ayTeHTH(HUKALMY U HHGOPMAIHs 00 OIHOKaX JOCTYIIHBI,

TOJIBKO €CJIX BBl OTKPBUIX CTPAHUITY C JIOKAJIBHOTO agpeca.

¥ Ilpumep pe3yIbTaTa NPOBEPKH

User Catalog{
"PreviousCheckSucceeded": true,
"CheckState": "Succeeded",
"CheckStartDate": "2025-02-27T11:18:53.4937754+00:00",
"CheckDuration": "00:00:00.0088105"

}
Storage{
"PreviousCheckSucceeded": true,
"CheckState": "Succeeded",
"CheckStartDate": "2025-02-27T11:18:53.4947917+00:00",
"CheckDuration": "00:00:00.0033496"
}

Authentication Providers{
"PreviousCheckSucceeded": false,
"CheckState": "Succeeded",
"CheckStartDate": "2025-02-27T11:12:53.5523742+00:00",
"CheckDuration": "00:00:00.0089791"

}

LogServer{
"PreviousCheckSucceeded": false,
"CheckState": "Succeeded",
"CheckStartDate": "2025-02-27T11:12:53.5643188+00:00",
"CheckDuration": "00:00:00.0457894"

}

CoOop J1oroB

Wudopmarust o BKIIFOUYECHHIO JOTHPOBaHUs U cOopy jioroB komnoHeHTa Core Server Haxoautces B paszaene COop J10ros

CCPBCPHBIX KOMIIOHECHTOB.
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BxiroueHue 3aimThl OT Iepedopa

B Indeed Access Manager BBl MOKETE HACTPOUTE 3aIUTy OT HO00pa YUSTHBIX 3anucelt it komroneHTa Indeed AM Identity

Provider.

Ecnu 9Ta HacTpoiika BKITIFOUCHA, TO MPH BBOJIC HECYIIECTBYOIIETO0 UMEHH molib3oBarelis Indeed Access Manager UMHTHpPYET BXOJT
CylLIecTBYHOIIEro nosb3oBarens yepe3 Identity Provider: oroOpaxkaer criocoObl ayTeHTH(UKAIMHY, 3alIpalIMBAET 1apoiib, a 3aTeM

otoOpakaet omuOKy Heseproe ums nonv306amens uiy aymenmu@ukamop uiy 3a010KUpO8aHo YCmpoucmeo.

Ecnu sta HaCTpOfIKa BBIKJIFOUCHA, TO IPU BBOJAC HECYIICCTBYIONICTO UMCHH ITOJIb30BaTECIIsA Indeed Access Manager 0T06pa>KaeT

oumoKy Brympennss owubka cepeepa: Ilonvzoeameib He HAUIOEH.
[To ymomuanuio maHHast HACTPOWKA OTKIIIOYEHA.
YT00BI HACTPOUTH 3aIIUTY OT TIepeOOopPa, BHIOIHUTE CICAYIOIINE ICHCTBHUSL:
1. Otkpoiite koHpUTYpanoHHbIH (aiin cepepa Indeed AM am/core/app-settings.json.

2. B 6noke Authentication B crpoke bruteForceProtection uepes 3anmsTyio ykakure 3HAYCHUE MOJYICH, 115t

KOTOPBIX Bbl XOTUTC BKIIFIOUHUTH 3alIUTY OT Hepe6opa.

v Ilpumep

"Authentication": {
"BruteForceProtection”: {

"Applications": ["Windows Logon", "Identity Provider"]

3. CoxpaHuTe U3MEHEHUS U Mepe3ayCTUTe KOHTEHHEp C MPUITOKEHUEM.

119



HacTtpoiika HECKONBKHUX T0JIb30BATEIbCKUX
KaTajoroB

I lonck monb30BaTesiel MO0 HECKOJIBLKUM Karajioram

YrtoObI ONTHMU3UPOBATE PabOTY C HECKOIBKAMH KaTaJIoraMy IOJIb30BaTelNel, BEITOIHNUTE CISIYIONIYIO ONMIHOHATbHYIO
HacTpoliky. Hactpoiika mo3Bosisier ObIcTpee BINOIHATH MOUCK TO0JIb30BaTeNIel 1 B3aMMOACHCTBOBATD C IOCTYIHBIMU KaTajaoraMu

Active Directory B ciydae 0TKa3a HEKOTOPBIX KaTaJoroB.
YTOoOBI HACTPOUTH MOUCK IOJTB30BaTENEH PH paboTe ¢ HECKOIILKUMH KaTaJlOTaMu:
1. B xondurypaunonnom daiine am/core/app-settings.json nepeiinure B paszien UserCatalog.
2. B paszgene Providers, B Tere Ldap m00aBbTe cekumio RegularExpression H 3anaiiTe HEOOXOAUMBIE TTAPAMETPHI.
Tocne mobGaBneHUs CEKIMM BKIIOUUTE HACTPOHMKY morcka B Management Console.

B cnenyromem npuMepe OpoBepsAETCs, COOTBETCTBYIOT I aTpuOyTl PrincipalName umu SamCompatibleName momeny

@indeed.demo. TlapaMeTpbl 1 BOBMOXHBIC 3HAUCHHSI OTIMCAHBI B CICIYIOLICH TabnuIe.

¥ IlpuMep HACTPOMKH

"UserCatalog": {
"RootProvider": "UserIdo",

"Providers": {

"Ldap": [{
"Id": "UserId2",
"Domain": "rodc.indeed.demo",
"Port": 636,

"SecureSocketLayer": true,
"ContainerPath": "OU=Indeed_Users,DC=indeed,DC=demo",
"UserName": "indeed\\admin",
"Password": "password",
"RegularExpression": {
"Users": {
"Value": "~(2:([a-zA-Z0-9. *-]+)@indeed\\.demo|indeed\\\\
([a-zA-Z0-9. *-7+))%$",
"Attributes": ["PrincipalName", "SamCompatibleName"]

}s

¥

[Tapametp Onucanue
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CCKIII/ISI TIO3BOJISACT 3a/1laBaTh PErYJIAPHBIC BhIPAXKCHUS IS (bnanpauI/m HOJIB3OBaT€J'[eI71,

RegularExpression .
TPYyIIl U KOHTEUHEPOB.
* Users
B 3aBrcuMocTH OT BEIOPaHHOTO MTapaMeTpa, PUIBTPALIUS MOKET TPOU3BOIUTHCS 110
* Groups

nonb3oBarensaM (Users ), rpynmnaM (Groups ) i KoHTelHepaM (Containers).
e Containers

ITone, B KOTOpOM 3aaeTcsl caMo PErysIpHOE BhIpaskeHUe. PekoMeH1yeTcst 3a1aTh PeryisapHoe
BBIp@)XEHHE, CoZleprKaliee JOMEHHYIO YacTh JaHHOTO Kartayora. [IpumMepsl perynsapHbIX

BBIPAXKEHHI NPUBEAEHBI 110CIIE TAOIHILIBL.

[TapameTp npuMeHsIETCSI TOJIBKO K TeM aTpudyTaM, KOTOpbIE YKa3aHbl B IIapaMeTpe

Attributes.

Value

TTouck o KaTaJjiory OCYIICCTBJIACTCA B CICAYIOIUX ClIydasaX:

® CCJIM PETYJISIPHOE BBIPAKCHUE COBIAIACT C MApaMEeTPOM MOUCKA,

e eciM I Karajgora He yKa3aHo PeryisipHOe BBIPAKEHUE, TOUCK 0 ATOMY KaTalloTy

ocyliecTBIsieTcs: 0e3 IpUMEHEHHsT PUIbTPaLUK.

ITepemennasi, copepaxarnas aTpuOyThl, KOTOPbIE IPUMEHSIOTCS JUIS IPOBEPKU PETYIAPHBIX
BBIpAKECHUM.

Otu arpubyThl HE OTHOCATCS K MoJsiM Active Directory HanpsiMyto, a IpeICTaBIIsIOT cO00i
IIepEMEHHEIE YPOBHS IIPUIIOKEHHS U3 Kiacca UserCatalog.

Bo3morkuble 3Hauenus napamerpa Attributes:

Attributes G
© PrincipalName

o SamCompatibleName
© DistinguishedName

* Groups u Containers:

© Name

[IprMepsl HACTPOMKH MOMCKA 1O aTpuOyTam

v ITpumep noucka no PrincipalName

"RegularExpression™: {
"Users": {
"Value": "M\\*?[a-zA-Z0-9._ *-]*@company\\.local\\*?$", // yuTeHol wildcard * ans
KOppeKkTHON paboTel noucka B MC no UPN

"Attributes": ["PrincipalName"]
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¥ ITpumep noucka no SamCompatibleName

"RegularkExpression™: {
"Users": {
"Value": "ACOMPANY\\\\([a-zA-Z0-9._*-]+)$",
"Attributes": ["SamCompatibleName"]

v IIpumep noucka no DistinguishedName

"RegularExpression”: {
"Users": {
"Value": "~ACN=[\\w\\s.*-]+(?:,0U=[\\w\\s.*-]+)+,DC=company,DC=1ocal$",
"Attributes": ["DistinguishedName"]
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LDAP-(UIsTp OpH MOKUCKE NOIB30BATEICH Y TPYIII
B CITY’KO€ KaTaJoroB

Ecnu IpH IMOUCKE MoJIb30BaTesICH U TPYIIT HY?>KHO UCKITFOUYUTH ;:[y6nnpy}omne YYETHBIC 3alIMCU UIIA HYXKHO OGpaIJ_[aTLCSI TOJIBKO K

YacTH Karajora Mojb30BaTeiiei, a He Ko BceMy Karajory, Hactpoite LDAP-dunbTp:

1. Ha cepsepe ¢ momyiem Core Server oTkpoiiTe (aiii KOHQHTYpaIlu cepBepa am/core/app-settings.json.
2. Haitnure cexuuio UserCatalog u B mapamerpe Providers s Ldap 3anaifte arpuOyTel CatalogFilter
¥ DnFilter it GUABTPALMU IEMEHTOB MOIb30BATEIbCKOTO KaTajlora:

e CatalogFilter — crpoka LDAP-3ampoca anst GpuabTpaLiy 5JeMEHTOB Ha Talle BBIIOJHEHMS 3aIIpoca K KaTajuory
roJib30Bareneit. He mojiepkuBaet GUIBTPAILIUIO TI0 YaCTHYHOMY coBMaieHu0 aTpudyToB distinguishedName u
canonicalName (s oTuxX 1eneii nod6asnen dnFilter).

e DnFilter (¢uasrp distinguishedName) — peryssipHoe BbipaykeHHe JUIst QUIIBTPALH PE3YJIbTATOB IOCIIE

BemonHerns LDAP-3ampoca k katanory moiap3oBaTesei.

JlononmaurensHast HacTpoiika st FreelPA

Ecinu BBl uicnionb3yete karanor FreelPA, Bbl MOKETE CKPBITh CHCTEMHBIC KaTaJIOTH (KOHTSHHEPHI) IPU TIOUCKE MOIb30BaTeeh B

Management Console:
1. Ha cepsepe ¢ moaysnem Core Server oTkpoiite daiin KoHPUTYypaluu cepBepa am/core/app-settings.json.
2. Haitnute cexumio UserCatalog u B mapamerpe Providers ans Ldap no6asbre arpubyT CatalogFilter.
Bosmosknble 3Ha9enus i CatalogFilter:

e "|(objectClass=person)(objectClass=ipausergroup)" — 3HaueHHe, IPU KOTOPOM B KadecTBe 0OBEKTOB

CITy>KOBI KaTaJa0roB MPHU MOMCKE MOIb30BaTeNel 0TOOPaXKaIOTCsA TONBKO MOIb30BATENHN U IPYTIITHI.

* "|(objectClass=person)(objectClass=ipausergroup)(entrydn=cn=users,cn=accounts,*)" —

3Ha4YeHHE, TPH KOTOPOM T00aBISIETCs] KOPHEBOM KaTasor.

JlonomuurensHas Hactpoiika st ALD Pro

Ecnu BbI uicnonb3yete karanor ALD Pro, Bbl MOXKETE CKPBITh CUCTEMHBIC KaTaloru (KOHTEHHEPHI) ITPH MOUCKE MOJIh30BaTeNCH B

Management Console:
1. Ha cepsepe ¢ moaysnem Core Server oTkpoiite daiin koHpUrypaluu cepBepa am/core/app-settings.json.
2. Haitnute cexumio UserCatalog u B mapamerpe Providers ans Ldap no6asere arpubyT CatalogFilter.
3. st CatalogFilter ykaxure Clienyrollee 3HaYCHUE, IIPU KOTOPOM B Ka4eCTBE 00BEKTOB CITY’KOBI KATAJIOTOB MPU TIOUCKE

TOJTh30BaTENCH OT06pa)KaIOTCH BCC NTOAPA3ACIICHUA U IIOJIB30BATCIIN, & CUCTCMHBIC KOHTCI\/'IHepLI HCKIIFOYarOTCs.

"| (objectClass=person)(objectClass=ipausergroup) (entrydn=cn=users,*)

(entrydn=cn=orgunits, *) (entrydn=*,cn=orgunits, *)"

IIpn HEOOXOIMMOCTH 331aTh OMCK MO KOHKPETHBIM MOAPA3ACTICHISIM, YKOKUTE HMEHA 9THX MOAPA3ACTICHUH BMECTO * .
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ITpumep nns noxpaznenenns NAME_OU

"| (objectClass=person)(objectClass=ipausergroup) (entrydn=cn=users,*)

(entrydn=cn=orgunits, *) (entrydn=NAME_OU, cn=orgunits, *)"

[Tpumeps! ucnionw3oBanus GuasTpoB s Active Directory, Samba DC, PEJ] A/IM

catalogFilter
° HCKIJIIOUCHHE OTIPEIENIEHHbIX TTonb3oBarened & (! (name=AmUser1)) (! (name=AmUser2) (! (name=AmUser3)))

* HCKJIFOUEHHE BCEX JIOUEPHHUX IEMEHTOB MEPBOTO YPOBHS ykazaHHoi OU | (msDS-

parentdistname=0U=AmOrguUnit,OU=AmUserCatalog,DC=dom,DC=1ocal)

® HCKITFOYCHHUE BCEX WICHOB rpymibl | (memberOf=CN=AmGroup,OU=AmUserCatalog,DC=dom,DC=1ocal)
dnFilter

e uckmodenue OU u Bcex J104epHUX d1eMeHToB (214, *0U=MyOULevell,OU=AmUserCatalog,DC=dom,DC=1ocal$)
(A‘*$)

4 [2] AmUserCataleg
b (2] AmOrgUnit
B @] AmOU1
p 2] AmOU2

° HCIIONIB30BaHUE TONBKO yKazanHoid OU (~.*0U=MyOULevell,OU=AmUserCatalog,DC=dom,DC=1ocal$)

4 MyOULevell
b & MyOULevel2-1
b 5] MyOULevel2-2
b &1 MyOULevel2-3

¢ KOMOWHMPOBAHHBIN (PUIIBTP — HCIOIB30BaHNE TOIBKO Yka3aHHOH OU 63 ompeneeHHbIX JOUepPHUX AEMCHTOB
(?!.*0U=MyOULevel2-1,0U=MyOULevell,0U=AmUserCatalog,DC=dom,DC=1ocal$)
(~.*0U=MyOULevell,0U=AmUserCatalog,DC=dom,DC=1ocal$)

4 MyOULevell
b MyOUlevel2-1
[+ MyOULevel2-2
3 MyQULevel2-3

¢ KOHCTPYKIHS ¢ (uibTpanyeil Heckonbkux OU uepes oneparop | (wim) - iro60e KOINYECTBO YCIOBUI MOXKET OBITh

COOII0/IEHO, MCIO0JIB30BaHue OIHBIX distinguishedName yxasanuoit OU
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((~.*0U=Indeed3,0U=IndeedUnit,DC=indeed,DC=1ocal$) |
(~.*0U=Indeed4,0U=IndeedUnit,DC=indeed,DC=1ocal$))

3 &l Indeed
wv (2] IndeedUnit
2] Indeed3
2| Indeed4

2] Indeedf
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Hactporika Bpemenu oxxuganus a1 LDAP-
COECIUHEHUA

Ecnu ogun n3 LDAP-karanoros HeiocTyIeH, HaCTpoiiTe BpeMs oxxuaanus (TaimM-ayT) nist LDAP-coennnenust, 4ToObl

MPEOTBPATUThL OCTAaHOBKY paboTel Core Server u cenarh ero 0ojiee CTaOUITbHBIM:

1. Otkpoiite daitn am/core-server.docker-compose.yml.

2. B 6noke core a4 nepeMeHHod LDAPNETWORK_TIMEOUT ycTaHoBuTe HeoOxoaumoe 3HaueHue. Ecimu LDAP-cepsep He

OTBEYAET B TEUEHUE YKA3aHHOI'O BPEMEHH, IPOUCXOIUT PA3PhIB COCANHEHHUS.
ITpumepsnt 3HaueHui st iepeMeHHoi | DAPNETWORK _TIMEOUT :

e 20 cexyHJ — 3HAYEHHE M0 YMOIUAHUIO;
e bonee 100 cexynn — npu npodieMax ¢ goctynoM k LDAP-katanory Bo3MOXHBI 331€pXKKH B padoTe;

e 0 CCKYH/] — HCOI'paHUYCHHOC BPEMs OXKUAAHUsA, pa3spblB COCIUHCHUA HE MTPOUCXOAUT.
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Hacrporika mexanu3ma OT3b1Ba JIMLECH3UH

B Indeed Access Manager HCIOJIB3YCTCS MEXaHU3M aBTOMAaTU4Y€CKOI0O OCBOGO)KZ[QHI/ISI HI/I[ICH3I/II>1. DTOT MEXaHHU3M T10 YMOIYaHUIO

BKIIFOUCH U pa3 B CyTKH (Kaxbie 86 400 cekyH/1) MPOBEPSET, BBIMOIHEHBI JIM YCIOBHS JJISl OT3bIBA JIMIICH3HH.
JluneHsust OT3BIBAETCS y TIOJIB30BATEIS, €CIIH:

® [I0JIb30BaTCJIb YAQJICH U3 ITOJIUTHKH,
® T[I0JIb30BaTECJIb OTKJIFOYCH WJIU NIEPEMCIICH U3 obmacTu ﬂeﬁCTBMH IOJIMTHKH,

e TI0JIb30BaTelb 3a0I0KUPOBAH/Y/IaJIeH U3 KaTaora Mojb30BaTeliei.
Ecnu MexaHu3M OT3bIBA JIUIICH3UIT OTKITFOYCH, TO JIUIICH3UH He OyAyT OCBOOOKAATHCS 1aKe TIPH BBIMOJIHCHUH 3THX YCIIOBH.

UYToObI N3MEHUTD BpeMs, TTOCIIe KOTOPOTO JIMLEH3HsI OyIeT OTO3BaHa:

1. Otkpoiite KOHGUTYpAMOHHBIN (ailsl cepBepa am/core/app-settings.json.
2. B cexunn Licenses B Tere Cleanup BHECHTE CIEIYIONIUE H3MCHEHUS:

o Jlns mapamerpa Enabled YKaKHTE 3HAYCHUC tprye -
e Jlns mapamerpa Interval ykaxute HeoOXonuMoe 3HaueHHE. 3HaYeHue 1o ymondanuto — 1.00:00:00 (pa3 B 1eHb).

3. CoxpaHuTe U3MEHEHUS U Mepe3anyCcTUTe KOHTEHHep C MPUIOKEHUEM.
Ecnu nmunieH3un He OT3BIBAIOTCSI aBTOMATHYECKH, HY)KHO TIepe3anyCTUTh MEXaHI3M OT3bIBa JIHIeH3ui. J{i1s aToro:

1. Otkpoiite KOHGUTYPAMOHHBIN (aiis cepBepa am/core/app-settings.json.

2. B tere Cleanup a1 mapameTpa Enabled ycranosure 3Hauenue false.

3. CoxpaHHTe U3MEHEHHUS U TIEPE3ayCTUTE KOHTEHHED C MPUIIOKEHHEM.

4. B daiine app-settings.json B Tere Cleanup BEpHUTE 3HAYCHHE true A mapameTrpa Enabled.

5. HOBTOpHO COXpPaHUTC U3MCHCHUA U NIEPE3AITyCTUTC KOHTeﬁHep C IPUJIOKCHUCM.

() HHOOPMALMSA

ITo pe3yneraram OT3bIBa JMICH3HUH B )KypHAJIE COOBITHI cO3maeTcst 3anuck ¢ kogoM 1094. 3anuch 0 COOBITHH COIEPIKUT

o0IIee YHCIIo JINICH3UH, KOTOPBIe OBLIN OTO3BAHBI.
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HacTporika 1paB nosib30Bareieu BHE MOJIUTUKH

ITo yMoT9aHWIO TIOJIL30BATENH, HE COCTOSIIIME B MOJUTHKAX, He MOTYT ayTeHTHduimposarbes B User Console. [Tpu
HEOOXOIMMOCTH CHSITh 9TO OIpaHUYCHHUE, T0OABBTE CICIYIOIIME MapaMeTpbl B KOHPUIYPALMOHHBIN (aiin am/core/app-

settings.json.

e Ur0o0BI paspenuTh nojb3oBarelto ayreHTHdukarmio B User Console, B pasnen Behavior mobaBere cieqyroniye

rapameTpsl CO 3Ha4YeHHEM false:

"Authentication": {
"RequirePolicy": {
"Enabled": false
}
s

¢ YroOBbI pa3pennTh MoJab30BaTEII0 caMoMy 00y4aTh ayTeHTH(HUKATOPBI, B pa3iesl Behavior 1o0aBbTe CIeIyOIIHE

[apameTpsl CO 3HaYeHHEM false:

"Enrollment": {
"RequirePolicy": {
"Enabled": false
}
¥

[Tapametp RequirePolicy B pasaene Enrollment perymupyer q:000e yrpapjieHHE ayTeHTH(QUKATOPaMH, BKIIOUas X

no0aBIICHHE U yIalICHHE.

Hactpotiiku He pacmpocTpaHsioTCs:

¢ Ha npuBmiernpoBaHHbIe yUeTHBIE 3anHcH Access Manager. AZIMUHACTPATOPBI HOJIUTHK U TIO0ABHBIE aIMIHUCTPATOPHI

MOTYT HE OBITh YJICHAMH ITOJIMTHK.
e Ecmu AAMUHHUCTPATOPBI CaMU o6yqa}0T, U3MCHSAIOT U YAQJIAIOT ayTeHTI/I(bI/IKaTopr HOJ'II)3OB3,T€J'I€IZ, HEC COCTOAIUX B

TIIOJINTHUKAX.
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Indeed Management Console

CucreMHbIe TpeOOBaHUS

Indeed Management Console (Management Console) — 3T0 BeG-nipunioxkenue, padoraromiee Ha 6aze HTTP-cepsepa Kestrel. B
Management Console oCcymecTBiIseTcs aIMIHICTPHPOBAHIE CHCTEMBI, Yepe3 KOTOPYIO TIPOM3BOASATCS BCE HACTPONKH CUCTEMBI H

0JIb30BaTeNeH.
Kak otkpriTs Management Console

http(s)://<dns_uma_cepsepa>/am/mc

() HHOOPMALMSA

B sTOM pasnene onucaHsl JONOIHUTENbHbIE HACTpoiiku a1t Management Console, KOTOpbIe HE SBISAIOTCS 0043aTeIbHBIMU

JUISL YCTaHOBKU KOMIIOHEeHTa. KoH(bUrypaunoHHbI Gaiin am/mc/app-settings.json MOXXHO H3MEHUTD B IIOO0OH MOMEHT.

PenaktupoBanve kKoHPUTypariMoHHOToO (haiina
Hactpolika cpoka )KU3HU ceccuu
Uto0bl UBMEHUTH CPOK KH3HU ceccrr B Management Console, BBIITOTHHUTE CIIEIyOLICe:

1. OTkpoiite KOHPUTYpALMOHHBIN aiin am/mc/app-settings.json.

2. Jlns napamerpa SessionExpiration ycraHoBuTe HeOOXoqMMOE 3HaYeHne. Eciu mapaMeTp He 3a/1aH, HCIIONB3YeTCs

3ragenne o ymordanuio — 30 muayT ("00:30:00").

¥ Ilpumep

"Authentication": {
"Mode": "Saml",
"SessionExpiration": "00:30:00",
"EnablelLogout": true

}s

3. CoxpanuTe u3MeHeHHs B (aiiie 1 3aycTUTE KOHTEHHEP ¢ NPUIIOKEHHEM C TOMOIIBIO KoMaHbl sudo docker-compose

up -d.

Hrnopuposanue ommoOok ceprudukara

1. OTKpoiiTe KOHPHUTYPAIMOHHBIN (ailsl KOHCOIIU am/mc/app-settings.json.

2. U3menute napamerp isIgnoreCertErrors Ha 3HadyeHue frue B Gaiine am/mc/app-settings.json.
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3. CoxpaHuTe H3MEHEHU B (aiie U 3aIyCcTUTE KOHTEHHEP C IPUIOKEHHEM C IOMOIIBIO KoMaHIbl sudo docker-compose

up -d.

Hacrpolika noncka mo moss30Baressm

UrtoObl HACTPOUTH MOKUCK NOJIb30Baresnel B Management Console, oTkpoiite daiin am/mc/app-settings.json n B 00beKTe

UserSearch 3anmaiiTe crieayromye napamMmeTpsl:

FindUsersMaxResultCount — napaMerp ycraHaBJIMBAa€T MAKCUMAIbHOE KOJIMYECTBO PE3YJILTATOB IIOUCKA HA CTPAHULIE.

3Ha4YeHHE 10 YMOTIAHUIO 200 .

SearchTemplate (o0s3arenpHBIil MapaMeTp) — B MapaMeTpe 3a4aeTcs WabnoH noucka. IIpuMepsl 10MyCTUMBIX
1alIoHOB (B BUIE CTPOKK): *{@}, {0}*, *{0}*, {0}.3HaueHue no ymomyanuro "" (Iycras CTpoOKa), 4To

COOTBETCTBYET IIA0IOHY *{@}*.

JInst KoppeKTHOH pabOTHI OKMCKa MOIb30BaTEeNeH, yCTAHOBUTE XOTS OBl OJIMH M3 CIEAYIOMNX TapaMeTpoB B 3HAYCHHE true:
SearchByGivenName — IOHCK IO HMEHH. 3HAYEHHE 110 YMOTYaHHIO true.

SearchBySn — nouck no ¢paMuiny. 3HaueHHe M0 yMOIYaHHIO true.

SearchByUpn — IOMCK IO JIOTHHY. 3HAYE€HHE 110 YMOIYaHHIO true.

SearchByGivenNameAndSn — HOMCK II0 UMEHH+(GaMuiny 1 GaMuINM+HMEHH. 3HaUueHHE 10 yMOIYaHUIO true.

Sea r‘ChByName — IIOUCK I10 UMEHHU, KOTOPOE 0T06pa>1<aeTc;1 B CITMCKE KaTajora Iojib30oBareiicii. 3HaueHue 1o YMOJI4YaHHUIO

true.
SearchByEmail — IOMCK IIO aJpecy 5IEKTPOHHON MOYTHI. 3HAYEHHE 10 YMOTYaHUIO true.

SearchByUpnStrictMatchPriority — nouck no User Principal Name (UPN) B cOOTBETCTBUM C PETyJIAPHBIMU

BBIPAKCHUAMU U3 CEeKIMU RegularExpression daiina am/core/app-settings.json.

Ecnu UPN coBnaziaet ¢ peryasipHbIM BeIpa)KeHHEM KaTallora, TIOWCK BBITIOTHIETCS TOJIBKO B 9TOM Katasiore. Eciun

COBHaI[eHI/Iﬁ HC HaﬁZ[CHO, TIOMCK BBITIOJIHACTCS KaK IPpU BBIKJIFOUCHHOM HaCTpOfIKC.

3HaueHue Mo yMOI4aHUIo false.

ITocie HACTPOWKK KpUTEpUH MOUCcKa 0ToOpakatoTest B Management Console Ha crpanune ITonb3oBateny B oje BBozia

IIOUCKOBOTIO 3ar1poca.

[Tpumep Bxoma B Management Console ¢ nucnonb3oBanuem Identity Provider

1. Otkpoiite B Opay3epe unrepdeiic Management Console 1o aapecy: http(s).//<dns_ums_cepsepa>/am/mc.

2. B mosiBUBIIEMCSI OKHE ayTCHTI/I(l)I/IKaI_[I/II/I HaXXMUTE Hasa,u JJIA BI:I60pa crocoba ayTCHTI/I(bI/IKaHI/II/I. ITo YMOJIYaHUIO

MpeyIaraeTcst MOCIESIHUI YCIIEIIHO UCTIOJIb30BAHHBIN CIIOCO0.

3. Beibepure criocob ayreHTU(DUKAIIMKA U HAXMUTE BBIOparh.
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(O WHOOPMALMSA

Ecmn y Bac HeT 00y4eHHOT0 ayTeHTH(HUKATOpa, BeIOepuTe [lapons Windows.

(D) NPUMEYAHME

B ceccnu noms3oBarens Beixox u3 Identity Provider He mpuBoauT k BEIxoxy m3 Management Console, IToxa BBI He

nepe3anyCcTUuTe Opay3ep WM He HCTEUeT CPOK XpaHeHHs cookie.

Bpewms xpanenus cookie mist Identity Provider — 30 munyT.

4. Beeaure maposib 1 Haxmute Boiitu. [Ipu ycnenHom BBojie oToOpakaercs paszen [lonb3oBarenu.

Ecnn IMapoJib UCTCK B KaTAJIOTC I1OJIb30BATCISI UM aIMUHUCTPATOP KaTajlora HaCTPOUJII Tpe6OBaHI/Ie CMCHBI TapoJIsl IIpU
CJICOYIOIIEM BXOJIC, ITPHU BXOAEC IOABJIACTCA COO6H.[CHI/ICI HapOJZb nonb308amesi HeobX0OUMO UIMEHUMb neped 6X000M 8

cucmemy.
B sToM cityuae 3azaiite HOBBIM Haposb U HaxkMuTe IIponomkuTe, 4To0b! Boiit B Management Console.

Ecnu IIpU CMCHEC MMapoJis MOABIACTCA NPCAYTIPEIKICHUC Hoewiii napojib e coomeemcemeyem nojiumuxkam Kkamajioza

noav3oeamenetl, 0OpaTUTECh K AIMHHUCTPATOPY KaTajora MoJIb30BaTeNeH.
5. Uro6s! BoliiTH U3 Management Console:

1. HaxxmuTe nMs 110JIb30BaTelisl B JICBOM HH)KHEM yriy.

2. BeiOepute BhIiiTH M3 BBINIAIAIOIIETO CITUCKA.

() HHOOPMALHUSA

ITpu BeIXozme 13 Management Console Bbl aBTOMaTH4YecKH BbixoauTe U u3 Identity Provider.

[IpoBepka cocTosiHUs cepBepa

Jlnst mpoBepku pabodero coctosiHus KoHTeiHepa B Docker ucnonesyiite meron Healthcheck:
http(s)://<dns_ums_cepBepa>/am/mc/healthcheck/isHealthy

Ha ctpanuie orobpaxaeTcs cienyromas HHPOpMAaIHs 0 COCTOSIHUM KOMITOHEHTa!

¢ craryc komnoneHnta Management Console, Bpemst 00paboTKH 3arpoca K HeMy;
e CTaTyC MOCIEIHEro 3apoca;
e craryc komnonenra Indeed Log Server;

® CITHCOK OIIMOOK Ipy HAJIUYIHU.
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v Ilpumep pe3yJbTaTa NPOBEPKH

{
"Status": "Healthy",
"Entries": {
"CoreServer": {
"PreviousCheckSucceeded": true,
"CheckState": "Succeeded",
"CheckStartDate": "2025-03-04T08:59:00.9465204+00:00",
"CheckDuration": "00:00:00.0214301"
¥
"LogServer": {
"PreviousCheckSucceeded": true,
"CheckState": "Succeeded",
"CheckStartDate": "2025-03-04T08:59:00.9389229+00:00",
"CheckDuration": "00:00:00.0169765"
}
}
}

Ecnu Log Server He padoraer, To B mapameTpe Status u B mapamerpe CheckState s LogServer oTtoOpakaeTcsi 3HAYCHUE
Degraded (yxyamenHoe coctostuue). IIpu atom 3anpoc Beinonser ycnemso (HTTP-kox 200). Ipu 3amycke komanas! docker

pS BO3BPAI[AETCS CTATyC COCTOAHMUS cepBepa Healthy .

Hepaborarouuii Log Server He Biusier Ha paborocnocooHocTh Management Console ¢ HEKOTOPBIMU OTPaHHUYCHUSIMH — HE
JIOCTYIHO JorupoBanue B Log Server u mpocMoTp CTpaHUI/YacTei CTpaHull, KOTOPBIS CBSI3aHbl C 0TOOpaKEHHEM JTaHHBIX ¢ Log

Server.

COop J1oroB

Wupopmarys 1mo BKIIIOYESHHIO JIOTUPOBAHUS U cOOpy JToroB koMnonenta Management Console Haxogutces B paszuene Coop 10roB

CepBEPHBIX KOMITIOHEHTOB.
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Indeed User Console

Cucremzble TpeOOBaHUS

Indeed User Console (User Console) — 310 BeO-nipusiokenue, padoraromiee Ha 6aze HTTP-cepeepa Kestrel. B User Console

TMIOJTE30BATENb MOXKET YIPABISTH CBOMMH ayTEHTH(DUKATOPAMH.

Kaxk otkpriTe User Console

http(s)://<dns_umsa_cepBepa>/am/uc

() UHOOPMALUSA

B 3TOM pazmere onmucaHbl JOMOTHUTENbHBIC HACTpoiKH it User Console, KOTOpbIC He SBISIOTCS 0053aTeIbHBIMHU JIJIS

YCTaHOBKH KOMIOHeHTa. Konburypaironsslit Gaitnn am/uc/app-settings.json MOXXHO U3MEHUTbH B JII000I MOMEHT.

PenaktupoBanve koHpUTyparMoHHOTO (haiiina
Hacrpolika cpoka xu3HH ceccun
Yro0bl n3MEHUTD CPOK ku3HK ceccuu B User Console, BBIMOTHATE ClienyIONIee:

1. OTkpoiite KOHPUTYpaLMOHHBIN Qaiin am/uc/app-settings.json.

2. Ins mapameTpa SessionExpiration ycraHoBHTe HEOOXOAMMOE 3HaYeHKE. Eciu mapamMeTp He 3a/1aH, HCIOJIb3yeTcs

3Ha4eHue 1o ymomyanuto — 30 munyt ("00:30:00").

¥ Ilpumep

"Authentication": {
"Mode": "Saml",
"SessionExpiration": "00:30:00",

"EnablelLogout": true

}s

3. CoxpanuTe H3MEHEHH B (aiie U 3ayCcTUTE KOHTEHHEP C IPUIOKEHHEM C TOMOIIBIO KoMaH bl sudo docker-compose

up -d.

Brutrouenue 3aiuThl OT riepedopa

B Indeed Access Manager BbI MOXKETE HACTPOUTD 3aIIUTY OT MOI00pa YYeTHBIX 3anuceit it komrnoHenta User Console.

Ecnu sTa HacTpOiiKa BKIIFOYCHA, TO TIPH BBOJE HECYIIECTBYOIIETO HMeHH Tosb3oBareist Indeed Access Manager HIMUTHPYET BXOJ
CYLIECTBYIOIIETO TOJIb30BATEs: 0TOOpakaeT crnoco0bl ayTeHTU(UKAIMH, 3allpaIIuBaCT apoiib, a 3aTeM 0TOOpaxaeT OMIHOKY

Heseproe ums nonvzosameinst unu aymenmuurkamop uiu 3a610KUpo8ano yCmpoucmeo.
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Ecnu sta HaCTpOfIKa BBIKJIFOYCHA, TO IPU BBOJAC HECYIICCTBYIONICTO UMCHU ITOJIL30BaTECIIsA Indeed Access Manager 0T06pa>KaeT

ommOKy Brnympennasn owubxa cepgepa: Ilonvzosamens ne HatioeH.
[To ymomuanuio maHHasi HACTPOWKA OTKIIIOYEHA.
YT0oOBI BKIIIOUUTH 3aIIUTY OT repedopa:
1. Otkpoiite koHGUTYpaoHHBIN (aiin cepBepa Core Server am/core/app-settings.json.

2. B 6noke Authentication B crpoke bruteForceProtection ykaxure 3Hauenus Self Service w Identity Provider.

v Ilpumep

"Authentication": {
"BruteForceProtection”: {

"Applications": ["Self Service", "Identity Provider"]

3. CoxpaHuTe U3MEHEHH H 3aIlyCTUTE KOHTEHHEDP C NPHIIOKEHHEM C TIOMOLILIO KoMaHIbl sudo docker-compose up -d.

OTKII0YeHUE CMEHBI JIOKaJIM3all

YToOBI 3aIpeTUTH MONB30BATETIO0 MEHATH 35K B User Console:

1. OtkpoiiTe KOHPUTYPAMOHHBIN (ailyl KOHCOMU am/uc/app-settings.json.

2. B mapametpe Localization B Tere CanCustomChange ykaxure 3HaueHue false.

v Ilpumep

"Localization": {
"DefaultCulture"”: "ru-RU",
"CanCustomChange": true

}s

3. CoxpanuTe H3MeHEHH B (aiie U 3amyCcTUTe KOHTEHHEP C NPUIOKEHHEM C TTOMOIIBIO KoMaH bl sudo docker-compose

up -d.

[Tpumep Bxona B User Console ¢ ucnonszoBanvem Identity Provider

1. Otkpoiite B Opay3epe unrepdeiic User Console no anpecy: http(s)://<dns_ums_cepsepa>/am/uc.

2. B mosiBuBIIEMCSsl OKHE ayTeHTU(HUKAIMK HaxkMuTe Haza st Beioopa criocoba ayreHTudukanyu. [1lo ymordanuro

IpeIaraeTces MOoCIeHUN YCIIEIHO UCIO0JIb30BAHHBIN c110c00.
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3. Berbepure crioco6 ayTeHTH(GUKAIINN U HaxkMUTE BeIOpats.

(O WHOOPMALMSA

Ecnu y Bac Het oOyueHHoro ayreHTudukaropa, Beioepute [lapons Windows.

(D) NPUMEYAHME

B ceccuu nosnp3oBarens Bixox u3 Identity Provider e npuBonuT k Beixoay u3 User Console, moka Bel HE

nepe3aycTuTe Opay3ep HIH He HCTEUeT CPOK XpaHEHHs cookie.

Bpewms xpanenns cookie s Identity Provider — 30 MuHyT.

4, BBGHI/ITG apoJib U HAXKMUTEC BoiiTu. HpI/I YCICIIHOM BBO/IE OTOGpa)KaETCSI KapTo4Ka I10JIb30BaTelis.

Ecnu IapoJib UCTCK B KaTaJIOTC I1OJIb30BATCII NI aIMUHUCTPATOP KaTajiora HaCTPOUJI TpeGOBaHI/Ie CMCHBI IapoJIsl IIpU
CJICOYIOIIEM BXOIEC, ITPHU BXOAEC IOABJIACTCA COO6H.IeHI/IeI HapO/lb nonb308ameisi HeobX0OUMO UIMEHUMb neped 6X000M 8

cucmemy.
B stom cityuae 3azmaiite HOBbIHM naposs 1 HaxMuTe IIponomkuts, ytoOs! Boiitu B User Console.

Ecmm TP CMCHE MapoJIsd MOABJIACTCA NPEAYITPECIKACHNUC Hoeguwiii napojib He coomeemcmaeyem nojiumuxkam Kkamajloea

I’lOJZbS’OG(lme]ZelZ, OﬁpaTPITeCB K aIMUHHUCTPATOPY KaTaJiora MOJIb30BaTE e,

5. Uro6n! BeiiiTH n3 User Console:

1. Haxxmute nMsi mosp30BarTessl B IPaBOM BEPXHEM YTITY.

2. BeiOepute BbIiiTH 13 BBITIAIAIOIIETO CITHUCKA.

() HHOOPMALHUSA

Ipu Bexone n3 User Console BeI aBTOMaTn4ecky Boixogute n u3 Identity Provider.

[IpoBepka cocTosiHUs cepBepa

Jliis mpoBepku pabouero coctosiHus KoHTelHepa B Docker ucnonesyiite meron Healthcheck:
http(s)://<dns_umsa_cepBepa>/am/uc/healthcheck/isHealthy

Ha CTpaHUILIC OTO6pa)KaCTC$[ ciaeayromiasa I/IH(i)OpMaHI/ISI O COCTOAHHMHU KOMIIOHCHTA:

e craryc komnoHenrta User Console, Bpemst 00paboTKH 3arpoca K Hemy;
e cTaryc NOCJETHEro 3apoca;

e CIMCOK OMIHO0K IpHU HAJIUYIHHA.
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v Ilpumep pe3yJbTaTa NPOBEPKH

{
"Status": "Healthy",
"Entries": {

"CoreServer": {
"PreviousCheckSucceeded": true,
"CheckState": "Succeeded",
"CheckStartDate": "2025-03-04T08:58:00.9648416+00:00",
"CheckDuration": "00:00:00.0161041"

}

}
}
Coop noroB

Wudopmarust o BKIIFOUYCHHIO JIOTHPOBaHust U cOopy soro komnoneHTa User Console Haxoaurcs B pazzaeie COop 1oros

CCPBCPHBIX KOMIIOHCHTOB.
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Indeed Key Server

CucreMHbIe TpeOOBaHUS

Indeed Key Server (Key Server) — 310 cepBep, HEOOXOIUMBIH I pealn3aluy ayTeHTUUKALUY Toib3oBaresieil uepes Indeed
Key Provider. C nomomsio Key Server ormpasisitorest push-yBegoMIeHHS U OZHOPA30BbIE NAPOIIH U3 MOOUIIBHOTO MPHIIOKESHHS

Indeed Key.

Core Server ycranaenubaet cBsi3b ¢ Key Server mo URL-anpecy, a Key Server — ¢ moOuiibHbIM nipuiioxkenuem Indeed Key no

nporoxoiry HTTPS.

Jlns 3ancu coObITHI cepBepa HeoOxoauMa oT/enbHas 6a3a nanubix Microsoft SQL min PostgreSQL.

() HMHOOPMALMSA

B atom pas3aciic onrucaHbl JOTIOJHUTCIBHBIC HaCTpOfIKPI JUIA Key Server, KOTOPBIC HE ABJIAIOTCS 0053aTeIbHBIMU IS

YCTaHOBKH KOMITOHEHTA.

Hacrpotlika coObITHIi cepBepa
YcranoBka U HacTpoiika ocymecTsasercs Ha Log Server.
Jnist 3amucn coOwiTuii Key Server BeiOepute ouH U3 BapHAHTOB:

e Hcnonb3yiite 0a3y TaHHBIX, CO3IaHHYO /st 3aruck coObiTHi Core Server — HacTpauBaeTcsi B MacTepe KOHQUTYpaIUH.

L4 C03z[a171Te OTACIBHYIO 6a3y JaHHBIX — CJ'IC,Z[yﬁTe HUHCTPYKIHHU B 3TOM pasaeciic.

Hacrpouts coObITHS Ha OT/EIBHOM 0a3e TaHHBIX

Key Server momnepxusaet padoty ¢ 6azamu PostgreSQL u Microsoft SQL.

Yt0o0BI CO3aTh OTACIIbHYIO 633}/ JAaHHBIX U CEPBUCHYIO YUCTHYIO 3aIlHCh, CJ'IG)nyITe HUHCTPYKLHUU B pa3eiic XpaHI/IJ'[I/IHIe JaHHBIX.

() MNPUMEYAHME

[Tocne co3nanus 6a3bl JaHHBIX (nocne IepBOTO 3ar1poca) MOKHO ITOHU3UTH MPUBUJICTUH JJIA I1OJIB30BaATEIIA.

JocrarouHo npasa db_owner Uit co3MaHHON 0a3bl TAaHHBIX.
Microsoft SQL
1. OTkpoiite KoHpHUTYpanoHHbIN Qaitn am/ls/clientApps.config n paCCKOMEHTHPYHUTE CTPOKY:

<Target Id="DbTargetMssqlIndeedKey" Type="mssql" />

Ine DbTargetMssqlIndeedKey — 5To Ha3Banue KoH(urypaunonsoro ¢aiina B nanxe am/Is/targets.

2. PackommenTupyiTe 6ok <Application Id="akc" SchemaId="akcSchema">.
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¥ Ilpumep

<Application Id="akc" SchemaId="akcSchema">
<ReadTargetId>DbTargetMssqlIndeedKey</ReadTargetId>
<WriteTargets>
<TargetId>DbTargetMssqlIndeedKey</TargetId>
</WriteTargets>
<AccessControl>
<CertificateAccessControl
CertificateThumbprint="01de449b6f4b49e00d1a5b20ffb5d6605cf6cd2a"” Rights="Write"
/>
</AccessControl>

</Application>

e B Terax ReadTargetId yka3biBaeTCs UICHTH()UKATOP XPaHUJIMIIA, OTKY/1a Oy/IET OCYIIECTBIATLCS YTCHUE

COOBITHH.

e B Onmoke WriteTargets, B Terax TargetId, yka3plBaeTcs HACHTH(HUKATOP XPaHUIIMILA, Ky/a OyneT

OCYIIECTBISITHCS 3AMTUCH COOBITHIA.

e lnentndukaropsl 3a1aHel B Tere Targets , KOHQUTypannoHHbIE (HailIbl 171 KaKI0T0 THIA HAXOATCS B TANKe

am/ls/targets/ ¢ COOTBETCTBYIOLIUM UMEHEM.

e IIpu Kcnonp30BaHUHE COOCTBEHHOTO KIMEHTCKOro ceprudukara B CertificateThumbprint ykaseiBaeTcs

OTIIEUaTOK KiIMeHTcKoro ceprudukara Core Server.

3. HpI/I HCO6XOZ[I/IMOCTI/I HCIIOJIb30BaTh JONOIHUTCIIBHOC XPAHUIIUIIC JaHHBIX, YKAKUTE €TI0 B CCKIIUN Ta r‘gets .

v Ilpumep

<Targets>

<Target Id="mssqlTargetAM" Type="mssql"/>
</Targets>

4. lepeiinute B Katanor am/ls/targets n oTkpoiiTe KOHGUTypamoHHbli haitn DbTargetMssqlindeedKey.config.
B ctpoxe ConnectionString ykaxure CIeIyIOIIME JaHHBIE:

e Data Source — DNS/IP-aapec cepBepa ¢ 6a30ii JaHHBIX.
e Initial Catalog — ums# 6a3bl JaHHBIX.
e User ID — uMs I0Jb30BaTeNs, KOTOPBIH HMEET MOJHBIE NpaBa st 6a3bl JaHHBIX Database.

e Password — IapoJib MOJIb30BaTECIIA.
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¥ Ilpumep

<?xml version="1.0" encoding="utf-8"?>
<Settings>

<ConnectionString>Data Source=[Db host address];Initial Catalog=[AM Db];User
ID=[Db service account];Password=[Db service
password];TrustServerCertificate=True</ConnectionString>
</Settings>

PostgreSQL

1. OTkpoiite KoHpHUTypaunoHHbIl Gaiin am/ls/clientApps.config u paCCKOMEHTHPYHTE CTPOKY

<Target Id="DbTargetSqlIndeedKey" Type="pgsql" />

I'ne DbTargetSqlIndeedKey — 3To Ha3BaHHe KOHGHUIYypalMoOHHOTO (aitna B manke am/ls/targets.

2. PackommenTHpyiiTe 0ok <Application Id="akc" SchemaId="akcSchema">.

v Ilpumep

<Application Id="akc" SchemaId="akcSchema">
<ReadTargetId>DbTargetSqlIndeedKey</ReadTargetId>
<WriteTargets>
<TargetId>DbTargetSqlIndeedKey</TargetId>
</WriteTargets>
<AccessControl>
<CertificateAccessControl
CertificateThumbprint="01de449b6f4b49e00d1a5b20ffb5d6605cf6cd2a"” Rights="Write"
/>
</AccessControl>
</Application>

e B Terax ReadTargetId yxasbiBaeTcs MACHTH(UKATOP XPAaHUINILA, OTKy/A OYJET OCYLIECTBIIATHCS YTECHHE

COOBITHH.

e BoOnoke WriteTargets, B Terax TargetId, yka3biBaeTcs MIEHTH(UKATOP XPaHUIUIIA, Kyaa OyneT

OCYILIECTBIISATHCS 3AIIUCh COOBITHH.

e Hnentuduxaropsl 3a1aHel B Tere Targets , KOHQUrypauuoHHble (ailiibl 171 KaKI0Tro THIIA HAXOAATCS B Marnke

am/ls/targets/ ¢ COOTBETCTBYIOIIIIM UMECHEM.
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e Ilpu ucnonk3oBaHUE COOCTBEHHOTO KIMEHTCKOTO ceprudukara B CertificateThumbprint ykaseBaercs

OTIIEUaTOK KIHMEHTCKOro cepruukara Core Server.

3. HpI/I HCO6XOZ[I/IMOCTI/I HCII0JIL30BaTh JOMOJIHUTEIILHOS XPaHUJIMIIE JaHHBIX, YKaXKUTE €ro B CEKUUU Ta r‘gets .

v Ilpumep

<Targets>

<Target Id="sqlTargetAM" Type="pgsql"/>
</Targets>

4. Iepeiiaute B Katanor am/ls/targets u oTkpoiiTe KoHGUTyparoHHblit haitn Db TargetSqlindeedKey.config.
B crpoke ConnectionString ykakure cieylonue JaHHbIE:

e Server — DNS/IP-agpec cepBepa ¢ 6a30i 1aHHBIX.

e Database — uMs 0a3bl JaHHBIX.

* Port — NOPT NOJIKIIOYECHHUSI.

e User ID — WM IIOJB30BaTellsl, KOTOPBIA HMeEET MOJTHBIE TIpaBa Juisi 0a3sl JaHHEIX Database.

* Password — mapoib MOJIb30BaTEIs.

¥ Ilpumep

<?xml version="1.0" encoding="utf-8"?>
<Settings>

<ConnectionString>server=[database host address];port=5432;user id=[database
service account];password=[database service password];database=[log server]
</ConnectionString>
</Settings>

[Ipocmotp coOwiTuit Key Server

e [Ipu xpaHeHuu coOBITHI B 6a3e JaHHBIX HCIIOJIB3YHTE CTOPOHHHUE CPEICTBA MOHUTOpUHTA Wi SQL-3ampock!.
o Jlns xpanunuiia Syslog UCHONB3yiTe CTOPOHHUE CPEICTBA MOHUTOPUHTA C TIOJIEPkKKOi Syslog.

¢ B Management Console — Bo Bkiazike CoObITHSI OTOOpaXKaroTCsi COOBITHS, 3alTMcanHbIe B 0a3y AaHHbIX it Log Server.

B kauectBe XpaHUJIUIIAa MOKHO HCIIOJIB30BATh BCE CII0CO0BI XpaHE€HUA, KOTOPbIC NOAACPIKUBACT LOg Server.

CCpBI/IC OYUCTKHU CTAPBIX TaHHBIX

B ¢aiine am/indeed-key/app-settings.json MOXHO 3a1aTh TapaMeTPbl CEPBUCA OYMCTKU CTAPBIX JTAHHBIX.
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¥ Ilpumep

"CleanAkData": {

"Enabled": true,

"FirstRunTime": "00:00",
"Interval": "1.00:00:00",

"AkDatalLifeTime":

"1.00:00:00",

"BatchDeleteLimitRows": 1000,
"BatchDeleteDelayMsec": 1000

Onmcanune aTpuOyTOB IpUMeEpa

Wwms arpubyTa

Enabled

FirstRunTime

Interval

AkDatalLifeTime

BatchDeletelLimitRows

BatchDeleteDelayMsec

Onwucanue 3HaueHue
®nar
BKJIIOUEHHS true, false
cepBuca
Bpems

Crpoxka B popmare
TI€PBOTO

BpemeHu hh:mm
3aIrycKa

(H4:MM)
cepBuca
Wnreppan .

Bpemennoi
3aIycKa

HHTEpBal
cepBuca
Bpewmst xusnu Bpemennoii
JTAaHHBIX HMHTEpBaJl
JInmut
yAaIsIeMbIX Uucno cTpok
CTPOK
HnTeppan
MEXIY Yucno
yIaICHUSAMU MUJLTHCEKYH]T
JTaHHBIX
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3HaquH€IH)yMOanHHK)

true

00:00 (1oIHOYb)

1.00:00:00 (AJ:Y4:MM:CC)

1.00:00:00 (A1:Y4:MM:CC)

1000

1000

MuHuMaIBEHO
JTOTTYCTHUMOE

3HA4YCHHUEC

OTtcyTcTByeT

OTtcyTcTBYyeT

00:10:00 (10

MUHYT)

00:10:00 (10
MHUHYT)



Onwucanue koHPUTypalMoOHHOTO (haiiia

/\ BAKHO

B sTOM paznerne onucanbl napameTpsl KoHGHUryparuonHoro ¢aitna Key Server am/indeed-key/app-settings.json. He
M3MEHsITe 3HaueHUs Oe3 HeoOxonuMocTH. HempaBuibHas KOHQUTYpaIHs MOXKET MMPUBECTH K HEpabOTOCIOCOOHOCTH

KOMIIOHCHTA.

IMapamerp Onucanue

URL-anpec g nogkmouenus k Key Server.

v Ilpumep

"Server": {
"Url": "http(s)://[Server address]:{port}",
"Logon": {
"Delay": "00:05:00"
Server: }

Url }

[ne:
e [Server address] — 3HayeHHE IEPEMEHHOM
INDEED_KEY_EXTERNAL_ENDPOINT_NAME, 3aaanHoe B (haiine am/.env.
e {port} — 3nauenue nepemenHol INDEED_KEY_HTTPS_PORT_EXTERNAL , 3aaHHOE B

(haiine am/.env.

ITpumeuanue: URL-anpec Key Server n1omxkeH ObITb JOCTYIEH ¢ MOOMIBHOIO Tee(oHa.

ITpou3BobHBINH YHUKANIBHBIN nASHTU(DUKATOP. 3HAUCHUE UAESHTU(DHUKATOpa JOJKHO COBIALATh CO

3HaueHueM B HacTpoiike [loBepennsiii ID Indeed Key Server B Management Console.

¥ IMoxckaska

[pu m3MeHeHnn mapameTpa pekoMeHIyeTcs nepeiitn B Management Console B pazaen
TrustedClients Kondurypamus — Ayrentudukaropsl — Indeed Key — CepBepHble HACTPOWKH 1, TOMUMO
Hactpoiiku noBepennoro ID Indeed Key Server, 3anars Baytpennunii URL-aapec Indeed Key

Server.

Taxoke B pa3znene Hactpoiiku peructpaiyu npu BeIOOpe criocoda perucrpaiuu no email

3aI0JIHUTE 00sI3aTCIIbHBIC TOJIS U COXpPaHUTC U3MCHCHUS.
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CTpoka HOIKIIFOYCHHS K 6a3e JAHHBIX.

¥ IIpumep nas Microsoft SQL

"Storage": {
"Provider": {
"Type": "Mssql",
"ConnectionString": "Data Source=[Db host address];Initial
Catalog=[AM Db];User ID=[Db service account];Password=[Db service

password];TrustServerCertificate=True;"

}
}
Storage:
ConnectionString
¥ Ipumep nuas PostgreSQL
"Storage": {
"Provider": {
"Type": "PostgreSql",
"ConnectionString": "server=192.168.80.30;port=5432;user
id=amservice;password=Qlw2e3r4;database=IndeedKey"
}
}
[lepesamyck Key Server

[Tocne penakTrpoBaHust KOHQUTYPAMOHHOTO (aiiia HEOOXOJMMO Mepe3anyCTUTh KOHTEHHEP ¢ PUIIOKEHUEM C TIOMOIIBIO

KoMaHIel sudo docker-compose up -d-

[udpoBanue koHGUTYpaIOHHOTO (aiina

3ammdpoBarb

1. B TepmuHane nepeifure B KaTanor ¢ yTHINTOHN 11 MH(POBAHUS am/protection.

cd /am/protection

2. Boizaiite npasa juist 3amycka ckpunra protector.sh.

sudo chmod 500 protector.sh

3. YroOk! 3ammdposaTh KOHGUIypaMOHHbIE (aiiyIbl, 3aITycTUTE CKPUNT protector.sh ¢ mapamerpoM protect.
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sudo bash ./protector.sh protect

Pacumdposars

1. B TepMuHaze nepeinTe B KaTajuor ¢ yTHIMTON Juts muQpoBaHus am/protection.

cd /am/protection

2. BenaiiTe mpaBa 114 3amycka ckpunra protector.sh.

sudo chmod 500 protector.sh

3. UroOs1 pacumdpoBath KOHGUTypanMoHHbIE (ailibl, 3aIyCTUTE CKPUIT protector.sh ¢ mapamerpom unprotect.

sudo bash ./protector.sh unprotect

[IpoBepka cocTosiHUs cepBepa

Jlnst mpoBepkH pabodero cocTosTHUS cepBepa B KoHTeliHepe Docker ucnonesyiite meron Healthcheck:
http(s)://<dns_umsa_cepsepa>:<nopt>/healthcheck/isHealthy

Ha crpanuiie oToopaxaercsi creyromnas HHPopManus 0 COCTOSHUN KOMIIOHCHTA:

e craryc komnoneHta Key Server, Bpemst 00paboTKH 3ampoca K Hemy;
e CTaTyC MOCJIEIHETO0 3a1poca;

e CIIMCOK OIHOO0K IIpU HAJIMYHU.
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v IIpumep pe3yJbTaTa NPOBEPKH

{
"Entries": {
"Storage": {
"Data": {

"HealthCheckStatus": {
"PreviousCheckSucceeded": true,
"CheckState": "Succeeded",
"CheckStartDate": "2025-03-17T11:07:55.9606294+00:00",
"CheckDuration": "00:00:00.0014040"

}

¥
"Description”: null,
"Duration”: "00:00:00.0000052",
"Exception": null,
"Status": 2,
"Tags": []
}

}s

"Status": 2,

"TotalDuration": "00:00:00.0003921"

}
COop J10roB

Wudopmarust o BKIIFOUCHHIO JIOTHPOBaHUs U cOopy joroB komnoneHTa Key Server Haxomutces B pasene COOp JIOTOB CepBEPHBIX

KOMIIOHCHTOB.
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YcTaHOBKa M HACTPOMKA MOAYJICH MHTETpaluU

%@ Indeed Identity Provider

KonuuectBo riag: 4

&3 Indeed FreeRADIUS Extension

KonuuectBo riag: 2

Indeed LDAP Proxy

JlByxdakropHas ayrentuduxanus no nporokoay LDAP Proxy

Indeed Linux Logon

Joctyn B Linux ¢ HOMOIIBIO CTPOTON ay TEHTU(DHKALIII

e Indeed ADFS Extension

KonuuectBo mas: 2

@ Indeed Mobile Device Provisioning

Hacrpoiika CHHXpOHH3AI[MN YCTPONUCTBA, TIOMEIIICHHOTO B KApaHTHH

&3 Indeed NPS RADIUS Extension

KomuuecrtBo mas: 3

Indeed RDP Windows Logon

KonuuectBo rias: 3

4 Indeed Windows Logon

KonuuectBo riags: 7
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B2 Vrumira yrnpasieHus ayTeHTH(OUKATOPAMH

KonuuectBo riag: 4
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Indeed Identity Provider

Monyms Indeed Identity Provider (paree Indeed AM SAML IDP) ucnonms3yercs Uit opraHu3aiid MHOTO(aKTOPHOH

ayTeHTH(HUKALIMK U CKBO3HOTO JOCTYIIA B BEO-TIPUIIOKCHUSL.
Monysb Indeed Identity Provider momaepkuBaeT CieayroIiue mpoTOKOIbI:

¢ OpenlD Connect u OAuth 2.0
e SAML

Identity Provider n30aBisieT OJIL30BaTENS OT HeO6XO,HI/IMOCTI/I 3allOMUHATh MHOXCECTBO YYCTHBIX JaHHBIX: JJI JOCTYIIa BO BCC
HWHTETPHUPOBAHHBIC CUCTEMBI Tpe6yeTcsl TOJIBKO OAWH KOMIIJICKT YYETHBIX JaHHBIX. AyTeHTH(bHKaHHH BBITIOJTHACTCA

LEHTpaJIn30BaHHO Ha ctopoHe Identity Provider.
B Identity Provider Bbl MOJKETE BBIOIHHUTH ay TEHTH()UKAIMIO 110 CICAYIONIMM ayTeHTH(PUKaTOpam:

e MoOmnbHOe npuiokeHue Indeed Key (B peskume OTIIpaBKH OJHOPA30BBIX MapoJicit U push-yBegomiieHui ¢ MOATBEPIKICHUEM
BXOJ1a)

¢ Email OTP

e SMS OTP

e Storage SMS OTP

e Secured TOTP

¢ Software OTP

e Windows Password

e Passcode

e Hardware TOTP

e Hardware OTP

e Express Provider

Yceranoska Identity Provider
Cucremuble TpeOOBaHUS

VYeranoska Identity Provider BeImonHsieTcst yepe3 Mactep KOHPUTyparuu.

Hactpolika nepeMeHHbIX OKpYKEHUS
[lepemeHHbIE OKPYKEHUsI HAXOIATCs B (Daiinie am/.env v 3aNONHSIOTCS IPHU YCTAHOBKE € TIOMOIIBIO MacTepa KOHPHUTYpaIHy.

I[Tocne ycranosku Identity Provider Heo6xoauMo oTpeiakTupoBarh 3HaUeHKe JUls lepeMenHoit CUSTOM_SP_* . B ueii 3aaercs

azapec npuitoxenus: (DNS-uMs 1 opt, eciu SIBHO yKa3aH), KOTOpOE MOMajaeT B MOJUTHKY 0e30MmacHOCTH Juis AocTtyna k IDP

(6enblii crIUCOoK).
ITpumepsr:

e Eciy npy NOAKIIOYEHNH K TIPUIIOKEHUIO UCTIONb3yeTcs aapec https://provider.test.local:333/. ., T0o 3HaUYeHHUE

nepeMenHoM OyzieT provider.test.local:333.

e * test.local.
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Ecnu takue MPUTIOXKCHUS OTCYTCTBYHOT, OCTABbTC NNICPEMCHHBIC C IIyCTbIMU 3HAYCHUSIMU.

[Tpu HeoOxoauMOCTH 100aBUTH OOJIee MATH CEPBUCHBIX MTPOBANICPOB:

1. JIoGaBbTe NONOIHUTEIbHBIC IEPEMEHHbIE B (DA .env IO aHAJIOTHU € YK€ J00ABIEHHBIMU 110 YMOIYaHUIO

(CUSTOM_SP_6=, CUSTOM_SP_7=).

2. NobasbTe nepeMeHHble B (Gailn identity-provider.docker-compose.yml B pasnen idp:environment.

v Ilpumep

idp:

environment:

AMIDP_ContentSecurityPolicy__FormAction__ From__7: "${CUSTOM_SP_6}"
AMIDP_ContentSecurityPolicy FormAction_ From__8: "${CUSTOM SP_7}"

Wuterpanys ¢ OM3HeC-NpUIIOKEHUSIMU

Uto0bl HACTPOUTH MHTETPALNIO ¢ OM3Hec-TpuiokeHussMu Identity Provider, nepeiinnte B Management Console.

Onucanue KOHPUTYpalMOHHOTO (haiiia

/\ BAKHO

B sTOM paznerne onucaHbl mapameTpsl KoHGHUryparronHoro ¢aitna Identity Provider am/idp/app-settings.json. He namensiire

3HaYeHus Oe3 HeO6XOZ[I/IMOCTI/I. HeraBI/IJ'II)HaH KOH(l)I/IpraIII/ISI MOXET IIPUBECTHU K Hepa6OTOCl'[0006HOCTI/I KOMIIOHCHTA.

[Tapamerp Onucanue
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AuthenticationMethods

VYnanure HeHy>KHbIE CTPOKHU U 100aBbTe UACHTU(PHUKATOPBI IPOBAHAEPOB, KOTOPHIE BB
IJTAHUPYETE HCIOIb30BaTh:

e Name — YKaXXUTC IIPOU3BOJIBHOC YHUKAJIbHOC 3HAYCHUE.

* Providers — yKakure HISHTH(HUKATOP HCIONB3yEeMOro IpoBaiaepa.

v JlocTynHble HAeHTH(PUKATOPHI NPOBaliAepoB

SMS OTP {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

Storage SMS OTP {3F2C1156-B5AF-4643-BFCB-9816012F3F34}
Email OTP {@93F612B-727E-44E7-9C95-095F07CBB94B}
Passcode {F696F0Q5D-5466-42b4-BF52-21BEE1CB9529}
Software OTP {OFA7FDB4-3652-4B55-B0CO-469A1E9D31F0}
Secured TOTP {F15FD7EC-19EA-4384-846E-A2DOBE149FA2}
Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}
Hardware TOTP {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E6OCAQS}
Indeed Key {DEEFOCB8-AD2F-4B89-964A-B6C7ECA80C68}
Windows Password {CF189AF5-01C5-469D-A859-A8F2F41ED153}

v Ilpumep ucno/Ib30BaHUsI OJHOTO MpoBaiigepa

"AuthenticationMethods": [
{

"Name": "Passcode",
"Providers": [

"F696F05D-5466-42b4-BF52-21BEE1CB9529"

v Ilpumep ucnoJIb30BaHUS HECKOJBKHUX NPOBAii1epoB

"AuthenticationMethods": [
{
"Name": "HOTP_Passcode",
"Providers": [
"AD3FBA95-AE99-4773-93A3-6530A29C7556",
"F696F05D-5466-42b4-BF52-21BEE1CB9529"
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ITpumeuanue: Ecin BbI OJHOBPEMEHHO UCIIONb3yeTe ayTeHTHUKanuio mo Windows
Password u o ipoBaiiziepy, )KypHail COOBITHI OTOOpasKaeT Cleayolee:
o Windows Password BBei€H BepHO, TpoBaiiiep — HEBEPHO: PETUCTPHPYETCSl yCIISIITHBIH

Bxox B Identity Provider ¢ momomsto Windows Password.

¢ Windows Password BBenéH BepHO, IIpoBaiiiep — BEpHO: PETHCTPHPYETCS YCICITHBII

BXOJI C TOMOIIIBIO MTPOBaiiepa.

Cpok xu3HM ceccun. Ecnu mapamerp He 3a/1aH, HCTIOJIb3yETCs 3HAYEHUE 110 YMOIYAHUI0 —

30 munyT ("00:30:00").

¥ Ilpumep
Authentication:
SessionExpiration "Authentication": {
"SessionExpiration”: "00:30:00"
¥

CIUCOK TOMEHOB JIJIsI ay TEHTU(HUKAIIMN. YKOKUTE 3HAUCHNST HEOOXOIUMbIX JIOMEHOB B CTPOKE
Authentication: Domains.
Domains IMoapo6Hee o0 mapameTpe — B pazaenie AyTeHTH(UKAIHS 10 UMEHH TI0JIb30BaTelis 06e3

yKa3aHHs JOMEHa.

- - 3amura ot niepedopa. B ctpoke BruteForceProtection ykaxure 3HaueHue Identity

Authentication:

- Provider.
BruteForceProtection
[TonpoOHee o mapameTpe — B pazjelie BriroyeHue 3ammrhl oT nepedopa.

Iepesaryck Identity Provider

IMocne penaxTupoBaHus KOHGUIYpaHOHHOTO (aiiina He0OOXOUMO NePe3ayCTUTh KOHTEHHED ¢ MPUIIOKEHUEM C IOMOIILIO

KkomaHzibel sudo docker-compose up -d.

HpOBepKa COCTOsIHHA CEPBEpPA

Jliist npoBepku pabouero cocTosiHUs cepBepa B KoHTeiHepe Docker ucnosnb3yiite meron Healthcheck:
http(s)://<dns_umsa_cepsepa>/am/idp/healthcheck/isHealthy

Ha CTpaHUILIC OTO6pa)KaCTC$[ cienyromas I/IH(i)OpMaHI/ISI 0 COCTOSAHHNU MOIYJIA:

¢ craryc komnonenra Indeed Identity Provider, Bpemst 06paboTku 3ampoca K Hemy;
e CTaTyC MOCJEHEr0 3apoca;
e craryc komnoHeHnTta Indeed Log Server;

e CIIMCOK OIIHOOK IIpU HAJIMYHU.
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v IIpumep pe3yJbTaTa NPOBEPKH

{
"Status": "Healthy",
"Entries": {
"CoreServer": {
"PreviousCheckSucceeded": true,
"CheckState": "Succeeded",
"CheckStartDate": "2025-03-04T09:00:04.7856489+00:00",
"CheckDuration": "00:00:00.0315420"
¥
"LogServer": {
"PreviousCheckSucceeded": true,
"CheckState": "Succeeded",
"CheckStartDate": "2025-03-04T09:00:04.7983677+00:00",
"CheckDuration": "00:00:00.0178414"
}
}
}

Ecnu Log Server He padoraer, To B mapameTpe Status u B mapamerpe CheckState s LogServer oTtoOpakaeTcsi 3HAYCHUE
Degraded (yxyamenHoe coctostuue). IIpu atom 3anpoc Beinonser ycnemso (HTTP-kox 200). Ipu 3amycke komanas! docker

pS BO3BPAI[AETCS CTATyC COCTOAHMUS cepBepa Healthy .

Hepaborarouuii Log Server He Biusier Ha paborocnocooHocTh Management Console ¢ HEKOTOPBIMU OTPaHHUYCHUSIMH — HE
JOCTYIHO JorupoBanue B Log Server u mpocMOTp CTpaHUI/YacTel CTpaHuIl, KOTOPbIS CBSI3aHbl C OTOOpaXKEHHEM JTaHHBIX ¢ Log

Server.

COop J1oroB

Wupopmarys 1o BKIIOYSHHIO JIOTUPOBaHYS 1 cOOpy JioroB KommnonenTa Identity Provider Haxoxutes B pasnene Coop soros

CepBEPHBIX KOMITIOHEHTOB.

OnuuoHaIbHBIE HACTPOUKH

e HWurerpanus ¢ npuinoxkerusMu 1o npotokonam OpenlD Connect u OAuth 2.0
e HMHTerpanus ¢ NpuIOKeHUAMH 110 npoTokoiry SAML
¢ BrutoueHue 3anurel ot iepedopa

e AyTreHTu(UKaIM 0 UIMEHU N10JIb30BaTeNsl 0e3 yKa3aHHs JOMEHa
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HMHTerpauus ¢ npuioKEHUSIMH 10 IMIPOTOKOIaM
OpenlD Connect u OAuth 2.0

Jlns unrerpanuu Identity Provider ¢ mpunoxenusimu o rpotokosiam OpenlD Connect 1 OAuth 2.0 ucnions3yiite cieayromme

napameTpsl KOHGUTyparmoHHOTO (aitna am/idp/app-settings.json.

Jlnst monmydeHns MeTalaHHbIX cepBepa epeHInTe 1o CChUIKe: https://<dns_ums_cepsepa>/am/idp/.well-known/openid-

configuration.

[Tpu unrerpammu no nporokoiy OpenlD Connect ayTeHTH()HUKALINS MOKET OBbIThH BBITIOJIHEHA [0 OJJHOMY M3 JIBYX ITOTOKOB: IO

MOTOKY aBTropu3aunonHoro kona (Authorization Code Flow) nnu no ummnuutaomy notoky (Implicit Flow). Uto0Os1 BEIOpaTh

HOTOK, 3aJaliTe COOTBETCTBYIONIMII TUII TpaHTa (TMapameTp gt ).

[Tapametp

CustomAttributes

ServiceProvider

Name

UserNameFormat

CertificateThumbprint

Clients

ClientId

Omnucanue

B 61noke ykasbiBarorcst arpuOyThl ServiceProvider u Attributes (c mapamerpamu

Name u UserNameFormat).
3HaueHne nmapamerpa coorBerctByeT ClientId u3 cexmuu OIDC .

Omnpenensier, ¢ KakuM KJII04oM OyAeT 0ToOpakaThes IepeaaBaeMblii aTpulyT B pesysbrare
pacmmdposkn 3Hauenns IdToken nim 3ampoca k Userinfo. [Tpu aTom eciii mapameTp Name
HE COOTBETCTBYET OHOMY U3 BO3MOKHBIX 3Ha4eHui (email, name, family name,
given_name, middle_name ), To mepenaBaeMblii aTpuOyT He OyeT 0ToOpakaThecs B

otBete Ha 3anpoc Kk Userinfo, Ho B pacimdposke IdToken atpudyr Oymet oToOpakarsesi.

Omnpenensier, kakas nHGpopMays o noss3oBarene Oyaer mepenana OIDC-knuenty. JlaHHbIi
napameTp MOXKEeT IPUHUMATh CTPOTO ONpe/elieHHbIH nepedeHs 3HaueHuii: I1d, ObjectGUID,
Name, CanonicalName, PrincipalName, SamCompatibleName, DistinguishedName, Sid,

FirstName, MiddleName, LastName, Email, Phone.

VYkazbiBaetcs ornedarok ceprudukara Identity Provider. Ceprudukar 3arpyxaercs: B

XpaHIWINIIEe KOMIBbIOTepa, re ycranosieH Indeed AM Identity Provider.

B Omoke YKa3bIBarOTCA HaCTpOfIKPI JUIA KaKI0T'0 KIIMEHTCKOI'O ITPUJIOXKCHUS. Knuentckux

MIPUIIOKEHUH MOXKET OBITh HECKOIBKO.

YHUKAIBHBIN HASHTU(DHUKATOP, KOTOPBIH HCIIOIB3YETCs ISl ONpeIeNIeHUs] KITHEHTCKOTO
MIPUIIOKEHUSI ITPU OOMEHE TOKEHOB, a TAKKe JUIsl ay TCHTU(UKALIMK U aBTOPU3ALIH
noab3oBatens. Korja KIMeHTCKkoe NPUIIoKEeHUE 3aMpaliiBaeT J0CTYIl K 3alUIIeHHBIM
pecypcaM, OHO npefocTaBisieT cBoil ClientId BMecTe ¢ APYTUMH YUETHBIMHU JTaHHBIMU

JUIsl IOJTy4€HHs TOKEHA JOCTyIa. 3HaueHUe 110 YMOIYaHuto: example-client.
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[Tapametp

ClientSecret

DisplayName

Permissions

ept:authorization

ept:logout

ept:token

gt:authorization_code

gt:implicit

gt:refresh_token

rst:code

rst:id_token

rst:id_token token

scp:email

scp:profile

scp:openid

scp:offline_access

Omnucanue

[Ipencrasisier co60it CTPOKY CUMBOJIOB, KOTOPAst U3BECTHA TOJIBKO KIIMEHTCKOMY
npuiokernto u cepBepy IDP. ClientSecret ucnonb3yercs B mporecce 0OMEHa TOKCHOB
JUTSE TOATBEPIKACHUS HICHTU(UKAIIMY KIIMEHTCKOTO NpuiioykeHus. [Ipu 3ampoce TokeHa
JI0CTyNa KJIMEHT AOJHKEeH MPEeNoCTaBUTh cBo ClientId u ClientSecret mis

ayTeHTU(UKALKMU. 3HAYCHUE 110 YMOIYaHUIO: Secret_secret_secret.

VIMst KIMEHTCKOTo NpuiIoKeHus. Vicronb3yeTcst U1 0ToOpaskeHnst HHPOpMaLuK B

nHaTepdeiice KIueHTa. 3HaUeHNE 110 yModanuto: Example client application.

B 6noxe yka3pIBaroTcst aTpuOyThl, KOTOpbIE OynyT pa3pelleHbl IpuiioxeHuo. [locie
yCIeHOHM ayTeHTH(HKAIINH U MPEJOCTABICHHUS Pa3pelIeHHH MPUI0KEHHE MOXKET
UCIIOIb30BaTh [IOTyYEHHBIE JaHHbIE. JlaHHbIE, YKa3aHHbIE B Permissions, MOIYyT ObITb
nepenansl B otBete 1o nportokory OIDC (ept — Endpoints, gt — GrantTypes, rst —

ResponseTypes, scp — Scopes).

I/IHI/IHI/II/IPOBaHI/Ie aBTOpHU3allNHU.

3aBepIlieHHe CECCHM, CBSI3aHHOW C TOKCHOM 10 HICHTH(UKATODY.

I/ICHOHBBYGTCSI JUIA TTIOJTYYCHHS TOKCHA.

Tun rpanTta o NOTOKy aBTopu3annoHHoro koxa (Authorization Code). Mcnons3yeres s
nonyuenust TokeHos (ID Token u Access Token) ¢ HOMOIIBIO IPOMEKYTOUHOTO KO

ABTOPHU3AIUH.

Tun rpanra no uMmuuuTHOMY MOTOKY (Implicit Flow). Mcnions3yeTcst 1uist nomydeHust

KIIMCHTOM TOKCHA AOCTyIla HAIPAMYIO B IIEPCHAIIPABIIAIOIICM URI.

I/ICHOJ'II)3yeTC$I JUISL TOJTYYC€HHSI HOBOT'O TOKEHA JOCTYIIa 0e3 HCO6XOHI/IMOCTI/I HOBTOpHOﬁ

ayTEeHTU(HKAIMHN TTOJIB30BaTENs.

Tun Bo3BpaIaeMoif aBTOpU3aLUHU /ISl HCIIOIBb30BaHMs KO/la aBTOPU3ALUH.

Twur Bo3BpaliaeMoi aBropu3anuu st ucnonb3oBanus Implicit Flow. [Tapamerpsl comepxar

MH(OPMALHIO O MOJIB30BaTelIe, 3aKOJUPOBaHHYI0 B (hopmare JWT.

Anpec 27eKTPOHHON TTOYTHI TIOJIH30BATEIS.

Hudopmarus o mpoduie moabp3oBaTels. BrimogaeT cnemyromue KOMIOHEHTH: name ,

given_name, family name, middle_name.

yKa3blBaeT, YTO KJIMCHTCKOC IMPUJIOKCHHUE 3allpalinBacT ayTCHTl/l(bl/lKaLll/IlO I10JIb30BAaTCIIA.

[To3BomsieT KIMEHTCKOMY NPHIIOKEHUIO 3alPAIllUBaTh TOKEH 0OHOBIEHUS (refresh

token).
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[Tapametp Ornucanue

" . CO[[ep)KI/IT J0IyCTUMBIC URL-aILpeca, Ha KOTOPBIC NEPCHAITPABIIACTCA I1OJIB30BATECIIb ITOCIIC
PostLogoutRedirectUris
BBIXOJa U3 KJIMCHTCKOI'O IMPHUIIOKCHUS.

- - Copepxut nomyctumble URL-anpeca, Ha KOTOpbIe EpeHANPABISETCs MOIb30BATENb [TOCIE
RedirectUris
YCIIEUIHOTO BXOJIa B KIIMEHTCKOE IPUJIOKEHHE.

. Omnpenensier AOMONHUTEIbHbIE TPEOOBAHUS K KIIMEHTCKUM 3aIpOCcaM, KOTOPBIE JI0JIKHBI
Requirements N
OBITH BBITIOJIHEHBI /ISl YCHENTHOW ay TeHTU()UKAIIMN 1 aBTOPU3AIMH IT0JIb30BATEI.

B cnenyroreit Tabnuiie nepeunciieHbl arpudyThl, kotopbie Identity Provider mepenaet KIMEHTCKOMY MPHIOKEHUIO TTOCIIEC

yCHeHIHOﬁ ayTeHTI/I(i)I/IKaHI/II/I 110JIb30BaTCIIA.

ITapamerp Ornucanne

exp Omnpenensier Bpems, nocie koroporo ID Token He mpuHuUMaeTcsl.

iat Bpewmst Bbiaun JWT.

sub YHUKaIBHBIN HIeHTHUKATOP cyObekTa. B KauecTBe 3HaUEHUs yKa3blBACTCS WACHTH(PUKATOP MOIb30BATEIS.
iis Opranuzanus, BeITyCTHBIIAs Mapkep. YkasbiBaercs URL.

aud Anpecar mapkepa, ykasbiBaeTcsi client id NpuiloiKeHHMsl, HAIPABUBLIETO 3alIPOC HA ayTEHTH(HHKALHIO.

IMoxpoOHee 0 HACTpOIKe MHTETPAIMK ¢ MpUIIoKeHHsIME 10 ipoTokoiaM OpenID Connect u OAuth 2.0 BbI MOXKeTe y3HATh B 0aze

3HaHu# B cratbe Hactpoiika OIDC na npumepe Keycloak.

155


https://support.indeed-company.ru/Knowledgebase/Article/View/nastroika-oidc-na-primere-keycloak

HaTerpatms ¢ npuiioKeHUAMHA 10 MPOTOKOITY

SAML

e Identity Provider Login URL — http(s).//<nonnoe_DNS ums_cepsepa_lIdentity Provider>/am/idp/Account/SsoService.

o Identity Provider Logout URL — Attp(s)://<nonnoe_DNS ums_cepsepa_Identity Provider>/am/idp/Account/Logout.

o Identity Provider Name — urn.indeedid:saml_idp.

Jlns uarerparmu Identity Provider ¢ mpunoxkenusimu 1o nmpotokosry SAML ucrosnb3yiTe CleayoIue mapaMmeTpbl

KOH(UryparoHHoro (aiina am/idp/app-settings.json.

[Tapametp

SingleSignOnServiceUrl

LocalCertificates

SinglelogoutServiceUrl

PartnerCertificates

Name

Description

WantAuthnRequestSigned

SignSAMLResponse

WantSamlResponseSigned

SignLogoutRequest

SignlLogoutResponse

Onucanue

Copnepxut URL-anpec Single SignOn Service, KOTOpbIii OIy4aeT COOOIICHUS

SAML o Bxoze B KIIMEHTCKOE TIPHUIIOKCHHE

VxaseBaercs ceprudukar Identity Provider. Ceprudukar 3arpyxaercst B XpaHIIHIIE
KOMITbIOTEpAa, Tie ycranosieH Indeed AM Identity Provider. Cepruduxar

YKa3bIBaeTCs B mapameTpe Thumbprint.

Conepxut URL-anpec Single Logout, kotopsiii ommydaet coodiienns SAML o

BbBIXOJC U3 KIIMCHTCKOI'O IMPUIIOKCHUA.

Vka3biBaeTcs CepTI/I(l)I/IKaT KIIMEHTCKOI'O ITPUIIOKCHUA. CCpTI/I(l)I/IKaT YKa3bIBacTCs B

napamerpe Thumbprint.-

Vka3bIBaeTCs UMsI KIIMEHTCKOI'O MPUIIOKCHUSA.

Yka3bIBaeTCs ONMMCAaHNE KIIMEHTCKOTO TIPUTIOKCHUA.

ITapameTp yka3bIBaeT, JOJDKEH M 3anpoc ayTeHTuukanun SAML ObITh

noANMrUCaHHBIM. PeKOMeHZ[yeMOe 3HAUYECHUE: frue.

HapaMeTp YKa3bIBaCT, JOJKHBI JIN OBITH oA CalHbl OTBEThL SAML, OTIIPABJIICMbIC

KJIMEHTCKOMY IPUIJIOJKEHUI0. PekoMeH1yeMoe 3HaueHue: frue.

[TapameTp ykasbIBaeT, NOJDKHBI 1M yTBepkaAeHUs: SAML mmndposarscs.

PeKOMeHJ.'[yeMOC 3HAUYCHUE: lrue.

HapaMeTp YKa3bIBACT, JOJIKHBI JIU OBITh NOANHMCAaHbI 3alIPOCHL SAML, OTIPAaBJIIEMbIC
KIIMCHTCKOMY NPHIIOKCHHUIO, HA BBIXOI U3 KIIMCHTCKOT'O ITPHUIOKCHMA.

PCKOMCHJIyeMOG 3HA4YCHUE: lrue.

HapaMeTp YKa3bIBacT, JOJIKHBI JIU OBITh oA CaHbl OTBEThI SAML, OTIIPaBJIAIEMbIC
KIIMCHTCKOMY NPHIIOKCHUIO, HA BBIXOI U3 KIIMCHTCKOT'O ITPHUIIOXKCHUA.

Pexomenyemoe 3HaueHHe: trite.
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[Tapametp Onucanne

[MapameTp yka3bIBaeT, JOIDKHBI JIM yTBepxkKaeHHsT SAML OBITh IOIIHCAHEI.

SignAssertion

PexoMenyemoe 3HaUCHUE: frue.

[TapameTp ykasbIBaeT, IOJKHBI JIM ObITh OANKCAHBI 3apockl SAML, nomy4yeHHbIe
WantLogoutRequestSigned OT KJIMEHTCKOI'O IIPUIIOKEHHUS], Ha BBIXOJ U3 KIUEHTCKOIO IIPUIIOKEHHUS.

Pexomenyemoe 3nauenue: frue.

[TapameTp ykasbIBaeT, TOJDKHBI JIM OBITH MOANUCAHBI OTBeTHl SAML, moyueHHbIe OT
WantLogoutResponseSigned KJINEHTCKOTO IPUJIOKEHHUS, HA BBIXOJ U3 KIIMEHTCKOIO MPUIOKEHUs1. Pekomennyemoe

3HAUYCHUE: frue.

. . IMapameTp conepxkut URL-anpec Assertion Consumer Service KIHEHTCKOTO
AssertionConsumerServiceUrl .
IIPUJIOKEHHS, KOTOPBIH MoitydaeT 3anpocsl SAML.

IMpumep unrerpauu no nporoxony SAML IDP u Nextcloud Bbl MO)keTe IOCMOTPETh B 0a3e 3HaHU.
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BxiroueHue 3aimThl OT Iepedopa

B Indeed Access Manager BBl MOKeTE HACTPOUTE 3aIIUTy OT MOA0Opa YUSTHBIX 3amuceil it komnoHeHTa Identity Provider.

Ecnu sTa HacTpoiika BKIIFOUSHA, TO MPH BBOJIE HECYIIECTBYOIIET0 UMEHH nolib3oBarelis Indeed Access Manager UMHTHpYET BXOJ
CYIIECTBYIOIIETO TIosb30Baress yepe3 Identity Provider: oroOpaxkaet crocoObl ayTeHTH(UKAIMHY, 3alPALIHBACT TapoJib, a 3aTeM

orobpakaeT omuOKy Heseproe ums nonv3oeamens uny aymenmuguxamop unu 3a010KUpo8ano yCmpoucmeo.

Ecnu 9Ta HacTpoiika BBIKIIOYEHA, TO TIPU BBOJIC HECYILIECTBYIOIIEro UMeHH mojb3oBaress Indeed Access Manager otroOpaskaet

omMOKy Bruympennss owubka cepeepa: Ilonvzoseamens ne natioen.
ITo ymosr4aHUIO AaHHAsI HACTPOIKA OTKIIIOUEHA.
UYUToOb! BKIIOYUTH 3aIIUTY OT Iepedopa, BEIIOIHUTE CICAYIONee:

1. OTKpoiiTe KOHPUTYPALMOHHBIN Gaiin am/core/app-settings.json.

2. B 6noke Authentication B crpoke bruteForceProtection ykaxwure 3Hauenue Identity Provider.

v Ilpumep

"Authentication": {
"BruteForceProtection”: {

"Applications": ["Identity Provider"]

3. CoxpaHuTe U3MEHEHHS U 3aIlyCTHTE KOHTEHHED C IIPHUIIOKEHNEM C TIOMOIIBIO KoMaHbl sudo docker-compose up -d.
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AyTeHTU(UKALKA 110 UMEHH M0JIb30BaTes 0€3
YKa3aHUS JOMEHA

Bb1 MmoxkeTe HacCTpOUThb BbIGOp JJOMCHA M3 BbIIIAJarOLICIO CIIMCKaA.
Ecnu BB YKa3bIBa€TC HECKOJIbBKO JOMCHOB, 110 YMOJIYaHHUIO BbI6I/IpaCTCH JOMCH, yKasaHanﬁ ICPBBIM B CITUCKE.

J171s1 HACTPOUKY BBITIOTTHUTE CIEITYIOINE JSHCTBHS:

1. OTkpoiite KoHPUTYpaMOHHBIN (aiin am/idp/app-settings.json.
2. 3menute napameTp Authentication. B ctpoke Domains ykaxuTe 3HAYCHHS HEOOXOIUMBIX JOMEHOB.
"Authentication": {

"SessionExpiration": "00:30:00",

"Domains": [

v Ilpumep

"Authentication": {
"SessionExpiration"”: "00:30:00",
"Domains": [

"test.local",
"demo.local",

"indeed.local"

3. Coxpanurte (aiin u 3ayCTUTE KOHTEHHED € NPUIIOKEHUEM C TIOMOLILIO KoManbl sudo docker-compose up -d-
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Indeed FreeRADIUS Extension

Indeed FreeRADIUS Extension (FreeRADIUS Extension) npeacrasisieT co00if MOIyIb, TO3BOJISIONIMI Peann30BaTh TEXHOIOT IO
nByx(dakropHoit ayrentudukannu st RADIUS-coBMecTHMBIX cepBUCOB U npuiiokeHuit. Moaynbs FreeRADIUS Extension

OCHOBaH Ha OTKpbITOM ucxonHoM Koze FreeRADIUS-cepsepa.

B monyne FreeRADIUS Bbl MOXXET€ BBITOTHUTH Ay TEHTU(HUKALUIO MO CIESIYIOIUM METOAAM ayTeHTH(UKALIUH.

OnHodakTopHasi ayTeHTH(PUKALUS

o KJINOY: Cepsuc Ilaponeit
¢ Hardware OTP

¢ Hardware TOTP

e Passcode

e Secured TOTP

e Software TOTP

¢ Indeed Key (OTP)

JByxdakTopHasi ayTeHTHPHKALHS

e Passcode + Indeed Key (B pexume otnpaBku push-yBeqomMiIeHuUil ¢ MOATBEPKIACHUEM BXO/A)

e Passcode + Indeed Key (OTP)

e Passcode + Telegram (B pesxume OTIIpaBKH push-yBeJOMIICHHI C TIOATBEPKICHHEM BX0O/1a)

e Passcode + Telegram (OTP)

¢ Passcode + Secured TOTP

¢ Passcode + Software TOTP

e Passcode + SMS OTP

e Windows Password + KJIIOU: Cepsuc [Taponeit

¢ Windows Password + Email OTP

e Windows Password + Hardware OTP

e Windows Password + Hardware TOTP

e Windows Password + Indeed Key (B pexxume otripaBku push-yBeIOMICHHH € TIOATBEPkKICHUEM BXO/a)
e Windows Password + Indeed Key (OTP)

e Windows Password + Telegram (B pexxume oTrpaBku push-yBeJOMICHHIT ¢ MOATBEPXKICHIEM BX0/1a)
¢ Windows Password + Telegram (OTP)

e Windows Password + Passcode

e Windows Password + SMS OTP

e Windows Password + Storage SMS OTP

¢ Windows Password + Secured TOTP

[Topsinok ycTaHOBKH

CucremHble TpeOOBaHNUS
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YToOBI yCTaHOBUTH M HACTPOUTH MOAYb FreeRADIUS Extension:

1. Imnoprupyiire o6pa3 Docker.

2. HactpoiiTe nepemeHHble OKpYKEHHUsI.

3. Vkaxwure anpeca knneHToB cepepa FreeRADIUS.
4. Co3naiiTe HOBEIC KaTaJIOTH H HACTPOHTE TIpaBa.

5. 3amycTuTe KOHTEHHep C MPUI0KEHHEM.

Nmnopt o6paza Docker

1. Ckauaiite apxuB ea-freeradius-<womep eéepcuu>.tar.gz, 3arpy3uTe €ro Ha IeJICBON XOCT B HEOOXOAUMBIN KaTaJor.

2. Pacnakyiite B 3TOT KaTaJOr apXUB C IIOMOILbIO KOMAHbL:
sudo tar -xvf <uma apxuBa>.tar.gz
3. Ilepeiinure B LIeneByI0 NalKy C apXUBOM U UMIOPTUPYIiTe 00pa3 Docker ¢ mOMOIIBI0 KOMaHIbL:

sudo docker load -i <umA apxuBa>

O NOACKA3KA

Br1 MoxeTe IIPOCMOTPETH CITUCOK BCEX UMIIOPTUPYEMBIX 06pa3013 C IIOMOIIIBIO KOMaHbI:

docker images

Hacrpolika nepeMeHHbIX OKPYKEHUS

1. Cnenaiite xonuto (aiina freeradius/.example-env n IepeuMeHyHTE €10 B .env.
2. B oaiine .env ykaxute HEOOXOAUMBIC 3HAYCHHUS ISl IEPEMEHHBIX OKPYKCHHUS:

L4 332[3171Te 3HaYCHUA IS ICPEMEHHBIX RAD_UID u RAD_GID .

e B nepemennoii INDEED_AM_URI yxaxute URL-anpec cepsepa Core Server.

[TonHoe onucanme nepeMeHHbIX OKpYKeHUs cMOTpuTe B paszene [lepemennsie okpyxenuns FreeRADIUS.

161



¥ Ilpumep ¢aiiaa .eny

RADIUS_TAG=9.4.0-release.5332-da%9el440

#User id and group id
RAD_UID=200000
RAD_GID=200000

#Radius variables
INDEED_AM_URI=https://127.0.0.1/am/core
INDEED_AM_VALIDATE_CERT=false
INDEED_AM_CA_CERT_PATH=/tmp/certs

# INDEED_AM_CLIENT_CERT=client.crt

# INDEED_AM_CLIENT_KEY_CERT=client.key
LDAP_SERVER=127.0.0.1

LDAP_PORT=389
LDAP_IDENTITY=cn=Administrator,cn=users,dc=mycompany,dc=com
LDAP_PASSWORD=password
LDAP_BASE_DN=cn=users,dc=mycompany,dc=com
LDAP_CERT=ad.crt

AM_PUSH_TIMEOUT_SEC=30
AM_CACHE_LIFETIME_SEC=600

# AM_DEBUG=true

# AM_MT_DEBUG=true

# DEFAULT_DOMAIN_NAME=example.com
# DEFAULT_NETBIOS_NAME=EXAMPLE

# DISABLE_RLM_PREPROCESS=false

Hacrporika knneHToB

1. Cnenaiire xonuto (aiina freeradius/example-clients.conf w nepenmenyiite ero B clients.conf.
2. Otkpoitre ¢aiin clients.conf.

3. YkaxxuTe ajpeca KIMEHTOB, KOTopble OynyT nofxitouarscs k cepsepy FreeRADIUS Extension, 1 ceKpeTHbIE KIIIOUU.

[Moanepxkusaercs: popmar IPv4.

B daiine yxe ectb IpuMepsl aIpecoB, Bl MOXKETE OTPEAAKTHPOBATH UX HIIM CO3/1aTh HOBBIE. [IpH CO31aHNH HOBBIX
yuutsiBaiire Gpopmar client NAME, client NAME WITH SPACE.

4. Ecnu KIIMEHTCKOE TIPUIIOKEHUE OTIpaBIIsieT aTpulyT Message-Authenticator, noGaBbTe MapaMeTphbl CO 3HAUCHUSIMA
require_message_authenticator=yes u limit_proxy_state=yes, uTo0Osl 3amuruts FreeRadius ot ya3sumoctu
Blast-RADIUS.
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5. Ipu moOBIX M3MEHEHNUSX B (paiine clients.conf iepe3amryCTUTe KOHTEHHED ¢ IIPHUIOKCHUEM.

() HHOOPMALMSA

IToapoOHee o daiine clients.conf, atpudyte Message-Authenticator u Blast-RADIUS Bbl MOXXETe y3HATh B IOKYMEHTAIHN
FreeRADIUS.

v Ilpumep ¢aiina clients.conf ¢ OJHUM KJIHEHTCKHM NPUJIOKEHHEM

client <Name>_wifi {
192.168.3.100

ipaddr
secret = secretl23

Co3zfaHue KaTajioroB ¥ HaCTPOMKa Mpas

1. IMepeitnuTe B Katasnor freeradius N CO3AalTe HOBBIE KATAIIOTH common_certs, radius_certs, logs ¢ TOMOIIbEO KOMaH/IbI:
sudo mkdir common_certs radius_certs logs

2. YcraHoBuTE IpaBa JOCTyIa K KaTtajioraM ¢ IOMOIIBIO KOMaH/IbI:
sudo chmod 744 common_certs radius_certs logs

3. B xaranor common_certs IIOI0OXKNTE TOMEHHEI cepTudukar B popmare Base64 ¢ nmenem (aiina, KoTopoe BB yKa3alll B

nepeMeHHol LDAP_CERT.

4. Cnenaiite BiaJieNblieM N0JIB30BaTENs, KOTOPOTO Bl yKa3au B (aiine .env B nepeMenHblx RAD_UID u RAD_GID, uepes

CIIEAYIONLYI0 KOMaHYy:

sudo chown <RAD_UID>:<RAD_GID> ./*

3armycK KOHTEeHepa

Uto0bI CO3/1aTh ¥ 3aTyCTUTh KOHTCHHED, UCIIOIB3YHTE CICAYIONIYI KOMaH/IY:
sudo docker-compose up -d

IMTocne 3amycka HaCTPONTE WHTErpaIoO ¢ Ou3Hec-npuiIokeHussMu B Management Console.

KinueHTckre nmpuitoxKeHust T0JOKHBI ObITh 100aBieHbI B (haiin clients.conf.
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ITepemennsbie okpyxeHust FreeRADIUS

ITepeMeHHEIC OKPYKESHHS HaXO[ATCs B (aiine freeradius/.env 1 TOCTYITHBI HOJIB30BATEIIO C 3aJAHHBIMH 10 YMOIYaHHIO

SHA4YCHUAMMU.
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v Ilpumep daiina freeradius/.env

RADIUS_TAG=9.4.0-release.5332-da%9el440

#User id and group id
RAD_UID=200000
RAD_GID=200000

#Installation variables
INDEED_AM_URI=https://amdeb3.company.local/am/core
INDEED_AM_VALIDATE_CERT=false
INDEED_AM_CA_CERT_PATH=/tmp/certs

# INDEED_AM_CLIENT_CERT=client.crt

# INDEED_AM_CLIENT_KEY_CERT=client.key

#LDAP variables
#LDAP_SERVER=1daps://dc.company.local
#LDAP_PORT=636
#LDAP_IDENTITY=cn=amadm,cn=users,dc=company,dc=local
#LDAP_PASSWORD=password
#LDAP_BASE_DN=cn=users,dc=company,dc=1local
#LDAP_CERT=ca.crt
#LDAP_NETBIOS_NAME=COMPANY
#LDAP_DOMAIN_NAME=company.local
#LDAP_START_SERVERS=5

#MAX_LDAP_SERVER=20

#0ther Radius variables

AM_PUSH_TIMEOUT_ SEC=30
AM_CACHE_LIFETIME_SEC=600

# LDAP_START_SERVERS=0

# AM_ALLOW_PASSWORDLESS_AUTH=false

# DISABLE_RLM_PREPROCESS=false

# DEFAULT_DOMAIN_NAME=company.local

# DEFAULT_NETBIOS_NAME=EXAMPLE

# default_prompt_2fa=BBegute BTOpOW dakTop:

#logging
# AM_DEBUG=true
# AM_MT_DEBUG=false

B cnenyroreit Tabnuiie onrcaHbl Bce MepeMeHHbIe OKPYKeHuUs1, Haxosiuuecs B dhaitne freeradius/.env.
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Ilepemennast

RADIUS_TAG

RAD_UID

RAD_GID

INDEED_AM_URI

INDEED_AM_VALIDATE_CERT

INDEED_AM_CA_CERT_PATH

AM_PUSH_TIMEOUT_SEC

AM_DEBUG

AM_MT_DEBUG

LDAP_SERVER

LDAP_PORT

LDAP_IDENTITY

Onucanue

Ter docker-o0pa3za. HeoOxoqumo ykasarh Ter o0pas3a, KOTOPbIH Bbl
MMIIOPTUPOBAIM U3 apXuBa yepe3 KoManay sudo docker load -i <uma
apxuBa>.tar. Takxke Ter MOKHO IIOCMOTPETh OCIIE UMIIOPTa 00pa3a yepes

koMmaH1y sudo docker images.

ID monb30Batens, mox KOTOPEIM OyeT paboTaTh cepBHUC (PEKOMEHIYETCS, YTOOBI
ID e nepecekanoch ¢ ID 10KaIbHBIX [OIB30BaTENEH XOCTa).
TIpumep: 200000.

ID rpymiisl TOIB30BaTels, O KOTOPBIM Oy/IeT paboTaTh CepBHC (PEKOMEHIYETCsl,
4to0bI ID He nepecekanock ¢ ID tokaabHBIX TOJIb30BaTENEH XOCTA).
IIpumep: 200000.

URL-anpec cepsepa Core Server.
ITpumep: https://127.0.0.1/am/core/ .

Banupanus cepBepHOro ceprudukara.

3HaueHus: true, false.

IlyTh BHYTpH KOHTEHHEpPA K Karajory ¢ cepruduraramu cepepa. OObIaHO
MOHTHPYETCSI K KaTaJIory XocTa common_certs. Eciu B
INDEED_AM_VALIDATE_CERT 3anano 3Hau€HHME true, TO I KaTajora
JIOJDKEH OBITh pa3perieH JOCTYII Ha 3aIiCh.

IIpumep: . /common_certs:${INDEED _AM CA CERT_PATH}:rw,Z.

Hacrpoiika TaliMmayTa BpeMeHN OXKHIAHUS MMOTy4eHHs push-cooOmenus s

nposaiigepos Indeed Key Push.

3al'IyCK B PSKHUME OTIIaIKH, BBIBOAATCS OTIIaJOYHBIC COO6H1€HI/IH, MOAYJIb
3aITyCKacTCs B OAHOIIOTOYHOM PEIKUME. HepeMeHHaa 3aKOMMCHTHUPOBaHa

(false — He paboraet). [lyis BKIFOUCHHST HEOOXOIMMO PACKOMMEHTHPOBATh.

3nauenus: true, false.

3anyc1< B PCKMME OTIIaJAIKH, BBIBOAATCSA OTIIaAOYHBIC COO6I_HCHI/IH, MOAYJIb

3aIlyCKacTCsl B MHOIOIIOTOYHOM PEIKUME, (bnar HUMECT NPUOPUTET HAZL AM_DE BUG.

IP-anpec LDAP-cepBepa. Ecin ykasan, To IIepBBIi (hakTop ayTeHTH()UKAIIIH

Oyzner npoBepsTcs HenocpeacTBeHHo Ha LDAP-cepsepe.

[Mopt AD-cepsepa. st LDAPS-coemuHeHns: 00bIMHO UCTIONB3yeTCs 636.

3HaueHHe M0 yMOJTYaHUIO: 389.

Vuernas 3armmck AD B dopmare 3Hagenus arpudyra distinguishedName, ¢
npaBaMu Ha yteHne AD.

ITpumep: cn=someuser, cn=users,dc=mycompany,dc=com.
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ITepemennast

LDAP_PASSWORD

LDAP_BASE_DN

LDAP_CERT

LDAP_NETBIOS_NAME

LDAP_DOMAIN_NAME

DEFAULT_DOMAIN_NAME

DEFAULT_NETBIOS_NAME

LDAP_DEFAULT_DOMAIN_NAME

Omnucanue
ITapons K y4eTHOM 3amucH U3 nepeMeHHoH LDAP_IDENTITY.

Karanor none3oBareneit AD B ¢popmare 3HaueHus arprlyTa
distinguishedName, ¢ KoTOpbIMU OyzleT B3aUMOJEHCTBYE.

IIpumep: cn=users,dc=bond,dc=test.

Wmst TOMEHHOTO cepTU(HKaTa, KOTOPbIH HAXOAUTCS B TUPEKTOPHH
common_certs. Vicionb3yeTcst uist yctaHoBkU ldaps-coenunenus ¢ AD-
cepsepom. Eciiu ncnonesyercs LDAP, To nepemeHHyr0 He00X01uMO
3aKOMMEHTHUPOBATh.

IIpumep: ad.crt.

3agaetr umst NETBIOS LDAP-cepsepa. [103BosIsIeT 0CYILIECTBIATE BXOL,

monb3oBatensM B Buae EXAMPLE \user.

3amaer momeHHOe UM cepBepa. Mcmonsiyercs mst onpenenenust LDAP-cepsepa,
ecJiu 3aaHo Heckonbko LDAP-cepBepos.
Jlns pexunma Heckonbkux LDAP-cepBepoB [uist KaxkI0r0 cepBepa HeOOXOAUMO

ykasarh 1100 LDAP_DOMAIN_NAME , 1160 LDAP_NETBIOS_NAME .

Cozep:XKUT UMSI TOMEHA, KOTOPOE J00aBIsAETCS K IMEHH TT0Ib30BaTEls B BUIE
cyddukca, 1 TakMM 00pa3oM co3aeTcest UMs Mojb3oBaresst B popmare User
Principal Name.

Nwms B dopmare UPN ucnonb3yercst i1 3ampocoB k LDAP u AM-cepsepam.
Hcxonnoe ums nonb3oBarens Bo FreeRADIUS Extension arpudyte User-Name
HE U3MEHSETCSL.

Ilepemennas nmeet npuopuTeT Hag DEFAULT_NETBIOS_ NAME .

Conepsxut ums NetBIOS AD-cepBepa, KoTopoe 100aBiseTcs K UMEHU
MIOJTE30BaTeNs B BHIE PePHKCa, U TAKUM 00pa3oM CO3IAETCs UMsI TTOJIB30BaTEIIs
B opmare Down-Level Logon Name.

Nwms B popmare Down-Level Logon Name ucnions3yeTcst is 3a1ipocoB K AM-
cepsepy. s 3anpoca k LDAP-cepBepy UCTIONB3yeTCsl HCXOHOE UMs B JopMare
SAM Account Name. cxonaoe nms noib3osareis Bo FreeRADIUS Extension

arpulyre User-Name HE HU3MEHSETCS.

3amaercs TOJIBKO IPU MCIOIb30BaHUH HecKoubkux LDAP-cepsepoB. MoxHO
3a/1aTh nepeMeHHyo st kaxkaoro LDAP-cepsepa.

Hcnonp3yercs Uit KOHGUTYpauy BXoja moib3oBarels mo SAM Account Name
(uMst 6e3 IOMEHHO YacTh).

YToOBI 3a1aTh IIEPEMEHHYIO JUIsI KOHKPETHOTO CepBepa, 100aBbTe
COOTBETCTBYIOLINI MHJEKC K HauMeHoBaHuio LDAP, nanpumep: st
LDAP2_SERVER HacTpoiire nepeMeHHyo LDAP2 DEFAULT _DOMAIN_ NAME .
Ilepemennas nmeer mpuopuTeT Hajg LDAP_DEFAULT _NETBIOS NAME.
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Ilepemennast

LDAP_DEFAULT_NETBIOS_NAME

LDAP_START_SERVERS

MAX_LDAP_SERVER

default_prompt_2fa

prompt_2fa_<uHaeHTudukaTtop
npoBanaepa C HWKHUMU

nog4yepknBaHuAaMU, BMECTO Tupe>

INDEED_AM_CLIENT_CERT

INDEED_AM_CLIENT_KEY_CERT

AM_CACHE_LIFETIME_SEC

Onucanue

3agaeTcs TOIBKO IIPU UCIOIb30BaHUU Heckoabkux LDAP-cepBepoB. MoKHO
3a/1aTh epeMeHHyo Juist kaxxaoro LDAP-cepsepa.

Vcrione3yercst a1 KOHGHUTYpauy BXo/a Imoab3oBaresst o SAM Account Name
(uMs Oe3 TOMEHHOH YacTH).

YT00BI 331aTh IEPEMEHHYIO T KOHKPETHOTO CepBepa, 100aBbTe
COOTBETCTBYIOIINHI HHJEKC K HauMeHoBaHuto LDAP, nanpumep: st

LDAP2_SERVER HacTpoiiTe niepeMennyo LDAP2_DEFAULT_NETBIOS_NAME .

3a/aeT KOIMYeCTBO MOTOKOB B Iyse coeannennii ¢ LDAP-cepsepamu npu
3arrycke KoHTelHepa. CTapToBble TOTOKH MO3BOJISIOT YBEIUYUTH CKOPOCTD
00pabOTKH 3arpoCoB.

3Ha4eHHE M0 YMOJIYAHUIO: 5 TIOTOKOB.

Jlnamazon 3HaueHuii: ot 0 10 64.

3amaeT MaKCUMaJIbHOE KOn4yecTBO oOpabarbiBaembix LDAP-cepBepos.

3HaueHue 1o ymondanuio: 20.

3ajaet 3ampoc BTOPOro (GakTopa, NCIONE3YeMBIil 0 YMOITYaHHIO.

ITo ymonyanuto 3agano coobuienne: Enter the second factor.

3ajaet 3anpoc BTOporo (akropa It KOHKpPETHOro MeTtona. Mnentuduxarop
mpoBaiiiepa MOXKHO 33/1aBaTh JTHMOO B HIDKHEM, JTHOO B BEPXHEM PETHCTPE.

Tpumep: prompt_2fa_f696f85d_5466_42b4_bf52_21beelcb9529.

NwMs daiina ¢ KIMEHTCKHUM cepTHPHUKATOM. PacTioNokeH B Karajaore, KOTOPBIi
MoHTHpYyeTcst K INDEED_AM_CA_CERT_PATH.
TTo ymonyanuto B daiine docker-compose.yml ykazaHo COOTBETCTBHE 3HAUCHHIO

common_certs.

Wwms aiina ¢ mpuBaTHBIM KIFOYOM cepTudukara. PacmonoxeH B karaiore,
KOTOPBIA MOHTUPYeTCa K INDEED_AM_CA_CERT_PATH.
ITo ymonyanuto B daiine docker-compose.yml ykazaHo COOTBETCTBHE 3HAUYCHHIO

common_certs.
OHpenenﬂeT BpEMs KCIIMPOBaAHUS. Econ 3a1aTh 3HAYCHUC 0 CCKYH/, TO

KCIIUPOBAHNUEC HE IIPOU3BOAUTCH.

3HaueHue 1o ymondanuio: 600 cexyHz.
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ITepemennast

DISABLE_RLM_PREPROCESS

AM_ALLOW_PASSWORDLESS_AUTH

Omnucanue

Iapametp oTBevaer 3a npeaBapuTenbHyto 00padotky RADIUS-aTpudyToB.
[TapameTp ucHonb3yeTcs, €CIu B 3alPOCe OT KIMEHTCKOTO MPUIIOKEHUS K
FreeRADIUS orcyrctByet arpubyT NAS-IP-Address .

TIpu OTKIIIOUEHHHU TIPEIBAPUTEIILHON 00pabOTKH (3HaYCHUE true ) AaHHBIN
MOAyb He OyaeT npeodpa3oBbIBaTh Apyrue arpuOyThl (HanpumMep Src-1P-
Address) B NAS-IP-Address, eciit NAS-IP-Address He ObLT MOy 4EH.

[pu orcyrcrBun NAS-IP-Address B 3arpoce Momyib 100aBisieT Takoi aTpulyT 1
YCTaHABJIMBACT €ro 3HaucHue u3 arpudyTa Src-IP-Address request-makera. B
9TOM cilydae B HacTpoiikax B Management Console HeoOxonumo ykasarh Src-1P-
Address.

3HaueHKe Mo yMOIYaHUi: false.

TlapameTp OTKIIIOYAET MPOBEPKY MEPBOrO (GakTopa ayTeHTHOUKALNY.
Baxno: Mcnonp3yiiTe mapaMmeTp TOJIBKO pU padoTte co ciryx0o0it Remote
Desktop Gateway (RD Gateway).

Ipu ncnons3oBanny Metozna ayrenrudukamuy Windows Password + Indeed Key
(B pexxume oTrpaBku push-yBemoMiieHus) mpoBepka nepBoro ¢gaxkropa Windows
Password mponcxoauT Ha CTOpoHe caMoit ciryk061 RD Gateway.

J171s KOppEKTHOM pabOoThI B TAKOM CIICHAPUU HEOOXOAUMO ISl TIEPEMEHHOU
AM_ALLOW_PASSWORDLESS AUTH yCTaHOBHUTb 3HaY€HHE true U
3aKOMMEHTHPOBATh WIH yAaIuTh nepeMenHsie LDAP.

Ipumeuanne: [t padotsl co ciryx60it RD Gateway pekoMeHIyeTcs

MOATrOTOBUTH OTAENbHBIN 00pa3 Docker ¢ FreeRadius.
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HacTporika repeMeHHbIX OKPYKEHUSA

dopmar UMEHM TOJIb30BATEIIS

User Principal Name

User Principal Name (UPN) — umst 1u1s1 BXoa nosnb3oBarens B popmare email aapeca, Hanpumep user@indeed.domain. UPN-

nMs ucronbsyercs Bo FreeRADIUS Extension rmo ymMoTgaHHIo.
SAM Account Name

SAM Account Name — umst U151 BXoa nosib3oBatennst 0e3 cyhhukcos u npedukcos, Harpumep username. J1jis 00padOTKH UMEHH

topmara SAM Account Name NCTIONB3YIOTCS JIBE IEPEMEHHbIE OKPY>KEHUS:

e DEFAULT_DOMAIN_ NAME — COZEDKMT UMsl JOMEHA, KOTOPOE 100aBIAETCs K MMEHH MOJb30BaTels B Buje cydduxca.
Takum 00pazom cozmaercs uMs nojib3osaresst B popmare UPN. Nms B popmare UPN ucnonb3yercst UIst 3alpocoB K

cepsepam LDAP u AM. Ota nepeMeHHas uMeeT npuoputeT Hag DEFAULT_NETBIOS_NAME .

e DEFAULT_NETBIOS NAME — cozep:xut NetBIOS-ums cepsepa AD, koTopoe 100aBisgeTcs K MMEHH M0JIb30BaTeNs B BUJIE

npedukca. Takum o6pa3oM co3maeTcs UMs Hob3oBaTes B popmare Down-Level Logon Name.

Down-Level Logon Name

Down-Level LOgOIl Name — (1)OpMaT HMCHH BXO/Ja, HCHOJIB3y€MBII>1 JUIAL YKa3aHus 1OMEHa U y‘IeTHOﬁ 3aIlMCH 110JIb30BaTCIsd B

sTom nomene, Hanpumep INDEED\user. Micnionbsyercst uist 3arpocoB k AM-cepsepy.

() DPHUMEYAHHE

Uro6sl uctionibzoBars popmar umenu INDEED \user nns 3anpocoB k LDAP-cepBepy, HE00X0IUMO HACTPOHUTH IIEPEMEHHYIO

LDAP_NETBIOS_NAME .

Hacrpoiika cooOrienust ipu 3ampoce BToporo (akropa

ITpu 3ampoce BToporo akropa MHOTO(GAKTOPHOH ayTeHTU(PHUKAIIMH [UTS TTOJIH30BATEISI BBIBOJUTCS COOOIICHHE 110 YMOTYAHUIO —
Enter the second factor («Bsemute Bropoii pakrop»). UTOOBI H3MEHUTH COOOIICHNUE, 3aIaiiTE TIEPEMEHHYIO OKPYKCHUS

default_prompt_2fa.

Taxxe MOJKHO 3a/1aTh OT/ICJIbHOE COOOIIEHHUE s KOHKPETHOTO MpoBaiiiepa. J{jist 3Toro HacTpoiTe NEPEMEHHYIO OKPYKCHHS
prompt_2fa_<uaeHTudukaTop npoBaifepa C HUXKHUMM MOAYEpPKMBAHUAMU, BMECTO Tupe>. Hacrpoiika cooOmenus

JJIsL KOHKPETHOI'O IIPOBaiiiepa MMEET IPHOPUTET HaJl IepeMeHHOM okpyxkeHus default_prompt_2fa.

Wnentndukarop nposaiigepa B epeMEHHOH 3a1aeTcst THOO0 TOIBKO B HIYKHEM, JINOO TOJIBKO B BEpXHeM peructpe. Hanpumep, s
npoBaiinepa Software OTP nepemeHHast OKpYKECHHUSI MOXKET BBIIVISIICTh
prompt_2fa_7e87866d_1b9b_45al_96le_bc4869710020 wiu
prompt_2fa_7E87866D_1B9B_45A1_961E_BC48697F0020.

Jlnsa crnepyromux MeTos10B MHOTO(akTopHOi ayreHTH(GuKaun (MFA) MO)XHO yKa3aTh Kak OTIeJIbHO WACHTH(UKATOp NpoBaiiaepa

BTOPOTo (hakTopa, TaK U UACHTH(UKATOP /ISl BCeH IIETTOYKH MHOTO(AKTOPHOM ayTeHTU(HKALINH.

Wnentudurarop mis menoukun MFA
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mailto:user@indeed.domain.

2FA: Passcode
2FA: Passcode
2FA: Passcode
2FA: Passcode

Indeed Key (OTP) — e5d3185c-9al3-4538-be8f-d4elc50a329e
Secured TOTP — 882c1787-fd32-44a2-ba89-f1f529fbe7ab

SMS OTP — 4e32199b-9a21-4cd7-8646-c70c48b55ed9

Software TOTP — cb3d3b@a-29c6-4bad-939d-09bl26cl0c2e

+ + + +

Hactpoiika kireHTcKoro ceprudukara
Ilo YMOJIYaHUIO UCTIOJIB3YCTCs BCTpOCHHLIfI KIIMEHTCKUN CepTI/I(l)I/IKaT, €CJI1 B (1)8,171.]'[6 .eny OTCYTCTBYIOT IEPEMECHHBIC OKPYIKCHUSL

INDEED_AM_CLIENT_CERT u INDEED_AM CLIENT_KEY_CERT.

/\  BAXKHO

,HJ'ISI MOBBIIIEHUS 0€30MTACHOCTH PECKOMECHAYECTCS UCIIOJIB30BaTh COOCTBEHHBIN KIUECHTCKUI CCpTI/I(i)I/IKaT.

YroObl HACTPOUTH COOCTBEHHBIN KIMEHTCKUN cepTudukar Ha cropone FreeRADIUS:

1. B xaranor common_certs 1006aBbTe KIIMEHTCKUI ceprudukar (B popmare .cer wiu .crt) 1 IpUBATHBIN K04 cepTUduKara (B

(dopmare .key wm .pem).

2. HactpoiiTe npasa BaafenbLa Qaiina ¢ ceprudukaroM Ui I0I530BaTells, YKa3aHHOIO B IEPEMEHHBIX OKpY:keHuss RAD_UID

1 RAD_GID B oaiine .env st FreeRADIUS.

sudo chown <RAD_UID:RAD_GID> * 755

Kemmposanue 3anpocos k Core Server
Hexotopsie 3anpocs! k Core Server MOTyT KEIIUPOBATHCS:

* /api/v6/module/getApplicationsDAL

e /api/v6/user/searchUserId

e /api/v6/logon/getAvailableMethods

e /api/v6/authenticationMethod/getEffectiveClientSettings

Br13oB getApplicationsDAL kemupyercs I00aabHO 171 BCEX He3aBUCHUMBIX 3ampocoB k FreeRADIUS. Bpewms kemmposaHus
ompenenseTcs nepeMenHoi AM_CACHE_LIFETIME_SEC u paBHO 1o ymondanuio 600 cexyna. Ecnm ns

AM_CACHE_LIFETIME_SEC 3amarh 3HadeHue 0 ceKyH, TO KeHIMPOBAHUE HE NPOM3BOIUTCS.

s BE130BOB searchUserId, getAvailableMethods u getEffectiveClientSettings HacTpolika

AM_CACHE_LIFETIME_SEC He JEHCTBYET, KEIIMPOBAHKME IPOUCXOAUT B PAMKAX CECCHHU BCET/A:

e BHYTPH CECCHU MHOTO(AKTOPHOH ayTeHTH(UKanuu co BropbiM (pakropom B Buge OTP (challenge-response);
® BHYTPHU CECCHH MHOTO(AKTOPHO ayTeHTH(HHUKAIIMHE CO BTOPBIM (haKTOpOM B BUjie push-yBemomMIiieHuSE

e BHyTpH 00paboruuka 3anpoca FreeRADIUS — 3anpoc Ha noctyn (access-request) BHIIOIHACTCS OJIUH pa3, Mpu

HCOGXOHI/IMOCTI/I JaHHBIC 3alIpoca 6epch;I 13 KE1Ia.
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Hacrpoiika LDAP-cepsepa

Hactpoiite LDAP-cepBep, eciy BBI INIAHUPYETE HCIOIb30BaTh JOMEHHBII apoJIb B Ka4ECTBE IIEPBOTO (paKTOpa ay TCHTU(HKALIUH.

LDAP-cepBep ucnonb3yercst st IPOBEPKU MIEPBOTO (pakTopa.

Uro6sr HacTpouTh LDAP-cepBep, oTkpoiiTe (haiis .env ¢ IepeMEHHBIMH OKPY)KCHHUSI 1 JI00AaBbTE HIIH PACKOMMEHTHPYHTE

nepemeHHbie LDAP* . Eciiu mepemenHbie LDAP* He 3a/iaHbl, IpOBEpKa nepBoro ¢gakropa ocyuiectsisercs Ha Core Server.

ITonpoGHee o HacTpoiike B Management Console — B pa3nene Hactpoiika momuTuxk.

¥ Hacrpoiika oqgnoro LDAP-cepBepa

Hacrpoiika oqnoro LDAP-cepsepa
UroOwl HacTpouTh LDAP-cepBep, HeoOxoaumo B (paiisie .env pacCKOMMEHTHPOBATh IIEpEMEHHBbIC L DAP* M 3a1aTh JUIS HUX

S3HAYCHUA:

e LDAP_SERVER — IP-anpec LDAP-cepsepa;

e LDAP_PORT — mopt AD-cepsepa;

e LDAP_IDENTITY — yueTHas 3anuck AD B ¢opmare 3Hauenus arpudyra distinguishedName;
e LDAP_PASSWORD — mapoib K 5TOH y4ETHOM 3aIHCH;

e LDAP_BASE_DN — katajor nons3osateneil AD B ¢popmare 3Hauenus arpudyra distinguishedName, ¢ KoTopbIMu

Oy/IeT B3aUMO/ICHCTBHE.

YT00OBI HACTPOUTH MOAKIIIOUEHHE O 3aIUIeHHOMY ldaps-coeuuenuIo, 3aaiite nepemMennyio L DAP_CERT, ykasaB [ Hee
Ha3BaHHue (aiina ceprudukara. B sTom cieHapuy HEOOXOIMMO OCTaBHTH 3HAYCHNE MO YMOIYAHHIO [UIS IEPEMEHHON

LDAP_PORT — 636.

Uro0bl 106ABUTH BOBMOXHOCTH BXOJ1a M0JIb30Batelis ¢ ucnonb3oBanueM NetBIOS umenu LDAP-cepepa, 3aaaiite

NIEPEMCHHYTO OKpY>KEeHHS | DAP_NETBIOS_NAME -

IIpumep

LDAP_SERVER=1daps://dc.example.com

LDAP_PORT=636

LDAP_IDENTITY=cn=AaMuHucTpaTop, cn=users,dc=example,dc=com
LDAP_PASSWORD=12345
LDAP_BASE_DN=cn=users,dc=example,dc=com
LDAP_CERT=example.crt

LDAP_NETBIOS_NAME=EXAMPLE
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¥ Hactpoiika Heckoabknx LDAP-cepBepoB (B 01HOM 10MeHe)

Hacrpotika Heckonbknx LDAP-cepBepoB (B OHOM JJOMEHE)

Yt06bI HACTPOUTH HECKONIBKO LDAP-cepBepoB, KOTOpbIe HAXOAATCS B ONHOM JOMEHE, B IIlepeMeHHON LDAP_SERVER

nepednciute yepes npoden [P-anpeca LDAP-cepBepoB, Hanpumep:

LDAP_SERVER=dc1l.example.com dc2.example.com dc3.example.com

¥ Hacrpoiika HeckoabKknx LDAP-cepBepoB (B pa3HbIX 10MeHAX)

Hacrpoiika Heckonbknx LDAP-cepBepoB (B pa3HbIX IOMCHAX)

Uro0bl HaCTpOUTH Heckonbko LDAP-cepBepoB, HE0OOXOMUMO K HAMMEHOBaHHIO LDAP 100aBUTh MHACKC (HOMEP OYEepEeHOTO

cepsepa), Hanpumep: LDAP_SERVER, LDAP1_SERVER, LDAP2_SERVER. Ilepemennas LDAP_SERVER 0e3 HoMepa B

Ha3BaHHU TAKXE SABJIACTCA BaJ'II/IZ[HOI71 nepeMeHHoﬁ.

() HHOOPMALMS

Bce nepemenHsle, coorBeTcTBytoIIe LDAP-cepBepy, 3a1a10TCsl C TAKMM K€ HHICKCOM.

IIpumep

LDAP1_SERVER=1daps://dc.example.com

LDAP1_PORT=636
LDAP1_IDENTITY=cn=AOMMHUCTpaATOp,Cn=users,dc=example,dc=com
LDAP1_PASSWORD=12345
LDAP1_BASE_DN=cn=users,dc=example,dc=com
LDAP1_CERT=example.crt

LDAP1_NETBIOS_NAME=EXAMPLE

Jlns Heckonbknx LDAP-cepBepoB HEOOXOAMMO 3a1aTh 3HAYCHUS BCEX JOMCHOB. 3HAYCHUS 3a/IaI0TCSI B OJJHY CTPOKY 4Yepes

po6est, HarpuMep:

LDAP1_DOMAIN_NAME=example.com test.com example.org

Ecnn 3agano neckonsko LDAP-cepBepos, To BeiOop LDAP-cepBepa ocymiecTBIseTCS B COOTBETCTBHU CO 3HAUCHUSIMH
LDAPN_NETBIOS NAME u LDAPN_DOMAIN_NAME . ITosToMy 00s3aTeIbHO JOTKHO OBITh YKa3aHO JIMOO JOMEHHOE HMs,
160 NetBIOS-nms.

KomuectBo LDAP-cepBepoB MOKHO 3a1aTh IEpEMEHHOM OKpykeHnst MAX_LDAP_SERVER. MAX_LDAP_SERVER BIHs€T
TOIBKO Ha IIepeMeHHble LDAP_SERVER ¢ mHzaekcamu. LDAP_SERVER (Ha3BaHHe 0e3 HHIEKCA) MOKHO 3a[aTh IIPH

3Ha4yeHuu MAX_LDAP_SERVER=0.
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Hactpolika cTapTOBBIX ITOTOKOB B IYJI€ COSTUHEHUI

CrapToBble IOTOKH — 3TO IPEIBAPUTENLHO co3laHHble coequHeHus: ¢ LDAP-cepBepom. OHU 103BOJISAIOT YCKOPUTH 00pabOTKY

3aIIPOCOB.

YT0OBI 33/1aTh KOJIMYECTBO CTAPTOBBIX MOTOKOB B Tyle coenuHenuii ¢ LDAP-cepBepamu npu 3ammycke KOHTeiHepa, HaCTpOnTe
nepeMeHHyo LDAP_START_SERVERS. Heo0xonumoe KoJm4ecTBO MOTOKOB 3aBUCUT OT MPOITYCKHON CIIOCOOHOCTH CETH MPHU

coenunenun FreeRADIUS ¢ LDAP-cepsepamu.
3Ha4YeHHE M0 YMOTYAHHUIO: 5 TIOTOKOB.
Jlnara3on 3HaueHwmii: ot 0 10 64.

e Ecnu ycranoBuTh 3HaueHHe 0omblie 0, TO yCHEHUIHOE IOIKII0UEHHE BO3MOXKHO, TONIBKO ecinu Bce LDAP-cepBepbl JOCTYIHBL
ITpu >TOM NpHIOKEHNHE YCHEHIHO 3aMyCTUTCS U BCE 3aMPOCH! ayTeHTU(UKAIINY UM aBTOPU3AIUH 3aBEPIIATCS YCTIEIIHO.
e Ecnu ycranoBuTb 3HaueHue 0, TO yCIENIHOE IOIKIIOYEHUE BO3MOXKHO, Aaxe ecau onud u3 LDAP-cepBepoB HeoCTyIIEH,
OJIHAKO IIPU 3TOM:
o IpeIBapUTENbHbIC COSANHEHHUS He OyIyT CO3/IaHBI, YTO 3aME/UTHT 00pabOoTKy 3alpocoB;
© BCE 3aIpOCHI Ay TeHTU(UKAIINH MM aBTOPH3AINH 3aBepiiarcs Heynadeif, ecimu FreeRADIUS He cMOXeT MOAKITIOUHTHCS

x0T 061 kK oHOMYy LDAP-cepsepy.
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Indeed LDAP Proxy

Monyns Indeed LDAP Proxy (LDAP Proxy) mo3BossieT peann3oBarh ABYX(pAaKTOPHYIO ayTEHTU(GHUKALIIO B IPIIOKCHHIAX, B
KOTOPBIX OCHOBHBIM METO/IOM ayTeHTH(HKALINH 1oJib30Batelneit Boictynaetr LDAP-karamor. Monyns LDAP Proxy neiicTByer kak
nocpeaHuk Mexay LDAP-ximeHTaMu U cepBepaMu: OH IIePEeXBaTbIBACT 3alIPOChl OT KJIMEHTOB U IepeHanpasiseT ux Ha LDAP-

CEepBEPBIL

LDAP Proxy He BnusieT Ha TPOBEPKY UMEHH U MapoJIsl Monb3oBatess. [IpoBepka TOMEHHOTO MapoJis MPOUCXOAUT TIpH
HepeHanpaBIeHUN 3alpoca B KaTajor 1nojb3oBareneid. Bropoil ¢akrop 3ampainBaeTcs TOIbKO MOCHE YCIEIHON IPOBEPKH

YUETHOM 3alluCU B KOHEYHOM KaTalore I0Jib30BaTeeil.
C nomounsto Moy LDAP Proxy Bbl MOXeTe BBIIOIHUTD Ay TEHTU()UKALIUIO 110 CIIELYIOMUM METOAAM:!

e JIOMEHHBIN Napoib
e noMeHHbIH mapois + Indeed Key (B pesxkume oTripaBku push-yBeIOMICHHUI ¢ TIOATBEPKACHUEM BXO/IA)
e JIOMEHHBII napoib + Telegram (B pexxuMe OTHPaBKU push-yBeIOMIICHHH C TOITBEPIKICHUEM BXO/1a)

e JOMEHHBIH napoib + Express (B pexuMe oTIpaBKy push-yBeqoMIeHUI ¢ OATBEPAKICHUEM BXO/A)

/\  BAXKHO

YToObI HACTPOUTH JIOCTYII JUIS1 CEPBUCHBIX YUETHBIX 3alUcel 0e3 HcIonb30BaHus BToporo ¢dakropa, B Management Console

CO3/IalTe OT/EIBHYIO MOJIMTHKY, B KOTOPOH B Ka4€CTBE METO/Ia ayTEHTH()UKAIIUK BEIOPAH TOMEHHBIH Mapoib.

I[O6aBBTe B 9Ty IIOJIMTUKY CEPBHUCHYIO YYCTHYIO 3alIMCh Access Manager 1 CCPBUCHBIC YUCTHBIC 3alIMCH, KOTOPBIC

ucrnonbiytoTes B kimnentax LDAP Proxy ans urenus karanora.

YcranoBka LDAP Proxy
CucreMHbIe TPEOOBAHHUS

YT00OBI yCTaHOBUTb U HACTPOUTH MOAYIb LDAP Proxy Ha OTAEIBHOM XOCTE:

1. Umnoprupyiite o6pa3 Docker.

2. Crenepupyiite ciry>xeOHbIe cepTU(UKATHI.

3. Buecure u3MeHeHus B KOHQUTYpaLMOHHbIE (aIIbL.

4. Co3paiiTe KaTaor Jyis XpaHEeHHUs JIOTOB M HACTPOWTE 11paBa MOIb30BaTels.

5. 3armycTuTe KOHTEHHED ¢ TPUI0KESHHAEM.

Nmmopt o6paza Docker

1. CrauaiiTe apxuB am-<uomep éepcuu>.tar.gz, 3aTpy3nUTe €T0 Ha IIEICBOH XOCT B HEOOXOANMEIH KaTaJIor.

2. IlepeiinuTe B KaTaJlor ¢ apXUBOM U paclakyiTe ero ¢ moMoIiblo KOMaH/Ibl:

sudo tar -xf <uma apxuBa>.tar.gz

3. [epeiinure B KaTaJIOT C pacIaKOBAHHBIM apXUBOM M HIMIOpTUpYiiTe 00pa3 Docker ¢ momomnipio KoMaH/bI:
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sudo docker load -i <uma apxwuBa>.tar

4. OrpaHnybTe MpaBa 3aIycKa JUis BCeX TMOJb30Bareiei, He MMEIOIMX MpaB sudo . B karanore ss/ BBITOTHUTE KOMaH/IY:

sudo chmod 400 *.sh

I'enepanyst cimy)eOHBIX cepTU(UKATOB

3amycTuTe ClIeNYIOMNe CKPUNTHI B Katasore ss/. YoeauTecs, 4To B KaTtajore s/ HaXOAATCS TOJIBKO CKPUIITHI U 100aBICHHbIE

panee cepTudUKaThI.

1. CrouBeprupyiite .pfx B cepruduxar HAProxy:
sudo bash ./convertPfxForReverseProxy.sh -f <cepBepHbii cepTudukaTt>.pfx -p <naponb>

Pesynbrar: co3naercs cepBepHbiii ceptudukar am/ssl/https/reverse_proxy server.pem, npenocrasistommii HAProxy mis
BHemHuX KimeHToB (Api Core, WebUI MC, UC u IDP).

2. Crenepupyiite HTTPS-cepTruKaTs KOHTEITHEPOB JUIS HCIIONB30BaHUS BHYTpH ceTn Docker:

sudo bash ./generateHttpsCerts.sh

Pesynbrar: coznatorcest ceptudukarel am/ssl/https/<service>.pfx ans cepsucoB LDAP Proxy, Core, MC, UC, IDP u Log

Server. PacnionoskeHue u naposiau cepTuUKaToB yka3aHbl B KOHQUIYPALIMOHHBIX (aiiiaX KOMIIOHEHTOB.

3. Crenepupyiite cepTudukar, KOTopoMmy OyIyT JOBEpSATh KOHTCHHEPHI:
sudo bash ./prepareCaFile.sh

Pesynbrar: coznaercs ceprudukar am/ssl/ca/trusted ca.crt, KOTOPBIA COIEPIKUT CIIUCOK BCeX JT00aBICHHBIX B am/ssl/ca

CepTU(HHUKATOB OTKPBITOTO KIIIOUA.

(D) NPHUMEYAHME

IIpu u3meHeHnu cocTapa Karajora am/ssl/ca nepesamycrtute ckpunt prepareCaFile.sh.

PenakripoBanne koHQUTYypamoHHBIX (paiiioB
PenaxrupoBanue (aitna am/.env

e COMPOSE_PROFILES — nobGaBbTe 3HaueHHEe ldap-proxy M yAaJITe 3HA4CHUs KOMIIOHEHTOB, KOTOPhIE yCTAHOBJICHBI HA

JpYrUX XOcTax.
* COMPOSE_FILE — noGaskTe 3Hauenue ldap-proxy.docker-compose.yml.
e ENDPOINT_NAME_THIS HOST — ykaxute DNS-ums XocTa, Ha KOTOpoM BEl ycTaHasnsaeTe LDAP Proxy.

e ENDPOINT_NAME_CORE — ykaxuTe DNS-ums xocrta, Ha koTopoM ycranosnen Core Server.
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e LDAP_PROXY_PORT — YKa)KHTe IIOPT, HAa KOTOPBIH OyayT OTHPaBIATBCSA 3alPpOChI. J{1Is HACTPONKH MOJKIIOYEHHUS 11O

nporokoity LDAPS 3anaiite 3nauenue 636, nins LDAP — 389.
Penaxruposanue daiina am/haproxy.docker-compose.yml

1. B 6noxe depends_on pacKOMMEHTHUpYHTe CTpoKy ldap-proxy U IpH HEOOXOAUMOCTHU 3aKOMMEHTUPYHTE CTPOKH ¢

OCTaJIbHBIMU KOMIIOHEHTAMU, YCTAaHOBJICHHBIMU Ha APYTUX XOCTaX.

v Ilpumep

depends_on:

- core

- idp

- mc

- uc

- 1s
indeed-key

H OHF O H OH OH OH

- ldap-proxy

2. B 6noke ports pacKOMMEHTUPYHTE CTPOKY C yKa3aHHEM MOpTa.

e Jlns HacTpOMKHU NoAKIIIOueHUs 110 npotokoiry LDAPS:

-"${LDAP_PROXY_PORT}:9636"

e JIns1 HACTPOMKHU MOAKIIIOUEHUS 110 poTokosry LDAP:

-"${LDAP_PROXY_PORT}:9389"

Penaxrupoanue daiina am/haproxy/haproxy.cfg

1. Uro6bl HacTpouth nofkimoueHue mo LDAPS/LDAP, packoMMEHTUPYHTE CTPOKH:

default_backend LDAP_Proxy_ Backend

backend LDAP_Proxy Backend
mode tcp

2. BaecuTe cneyromue MpaBKy, YTOObI 3a1aTh TOIKITIOYEHHE 110 BEIOPAaHHOMY TPOTOKOITY.

LDAPS (pexomenayercst)

1. Yoeaurecs, 4To cieayromias CTpoKa paCKOMMEHTHPOBaHA:
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bind *:9636 ssl crt server.pem crt-ignore-err all ssl-min-ver TLSv1.2 ssl-max-ver
TLSv1.2 verify optional ca-file trusted_ca.crt

2. PackoMMeHTUpyHTE CTPOKY:

server haproxy localhost:9999 send-proxy track ldaps_transmitter_backend/docker
3. PackoMMeHTHUpYITE CTPOKH:

frontend ldap_reciever_frontend

mode tcp

bind localhost:9999

default_backend ldaps_transmitter_backend

backend ldaps_transmitter_backend
mode tcp

server docker ldap-proxy:636 check port 637 inter 5000ms ssl verify required ca-

file trusted _ca.crt

LDAP

1. 3aKOMMEHTHUPYITE CTPOKY:

# bind *:9636 ssl crt server.pem crt-ignore-err all ssl-min-ver TLSv1l.2 ssl-

max-ver TLSv1.2 verify optional ca-file trusted_ca.crt

2. PackoMMeHTHPYHTE CTPOKY

bind *:9389

3. PackoMMeHTHpYIiTE CTPOKY

server docker ldap-proxy:389 check port 637 inter 5000ms send-proxy

3. IIpu HE0OXOOAMMOCTH 3aKOMMEHTUPYHTE CTPOKH, CBSI3aHHBIC C KOMIOHEHTaMHU, KOTOPBIC YCTAHOBIICHBI HA APYTUX XOCTAaX.

e Crpoku ¢ mapaMeTpoM acl, B KOTOPBIX YIOMHUHAIOTCA KoMIOHeHTsI. [Ipumep: acl path-mc path_beg -i

/am/mc .

e Bmapamerpe http-request reject unless ymanuTe KOMIOHEHTHI, KOTOPBIC YCTAHOBIICHBI Ha JPYTHX XOCTax, H

JMIIHUE pasfenuTend | | .

e Crpoxu ¢ mapamerpoM use_backend . IIpumep: use_backend MC_Backend if path-mc.
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 Crpoku ¢ azipecom KOMIIOHEHTa B lapameTpe backend <cepBepHbii_KoMNoHeHT>_Backend.
Penaxrupoanue daiiia am/ldap-proxy/app-settings.json

v Ilpumep daiina am/ldap-proxy/app-settings.json

{
"ProxyServer": {
"Port": "636",
"HealthCheckPort": "637",
"UseTls": true,
"Certificate": {
"Path": "/ssl/proxy.pfx",
"Password": "<proxy_certs_pass>"
}
¥
"LdapServer": {
"Address": "!1l ip address LDAP server !!!I",
"Port": "636",
"UseTls": true,
"Certificate": {
"Path": "/ssl/ldap-proxy/<server_cert>.pfx",
"Password": "<server_certs_pass>"
¥
"ConnectTimeout": "00:00:03"
¥
"AuthenticationServer": {
"IgnoreCertErrors": true
}s
"InteractionTimeouts": {
"IdleTimeout": "00:10:00",
"PushTimeout": "©0:00:30"
}
}

1. B 6noke LdapServer 3amaiite HacTpoiiku a1 3anpocos Mexay LDAP Proxy u cepsepom LDAP.

Address — IP-anpec LDAP-cepBepa. Eciiut B mapamerpe 3a/1aHO UM IOMEHA, TO aBTOMAaTHYECKU BBIOMPAETCS OINH

U3 JJOCTYIHBIX KOHTPOIEPOB fomeHa. [Ipumep: gma.local.

Port — mopt, Ha KOTOPbIH OynyT OTIpaBIAThCA 3anpockl. JlocTynHble 3HaueHus: 636 it LDAPS, 389 mna LDAP.

UseTls — mapamerp 3ajaeT nofxitodeHne mo nporokoay LDAPS umu LDAP mexay LDAP Proxy u cepsepom

LDAP. loctynubie 3HaueHus: true ains LDAPS, false mns LDAP.

2. (OnumonansHo) B O1oke InteractionTimeouts MOXHO 3a1aTh HACTPOHKH TaliM-ayTa.
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e TdleTimeout — MakcumalibHOE BpEMs, B TCHCHUC KOTOPOT'O HE NPOUCXOANUT YTCHUC U 3alIMCh JaHHBIX. ITo

HCTEUEHUU 3aJAHHOIO BPEMEHU [IPEPIBAETCS COEAUHEHUE ¢ KIUEHTOM. 3HaueHue 1o ymonuanuto: 00:10:00 (10

MHUHYT).

e PushTimeout — MakcHManbHOE BpeMs, B TEUCHHE KOTOPOTO TTOIH30BaTeNlb MOKET MOATBEPANTH BTOPOIi (hakTop
ayreHTuduxanuu. [Io ucreyeHuH 3a1aHHOTO BPEMEHH IIPEPBIBAETCS COCAUHEHUE C KIIMEHTOM. 3HaUEHUE 110

ymomrganuto: 00:00:30 (30 cexyHn).

Co3naHue KaTaaoroB ¥ HaCTPOIKa IpaB

1. Uto6n1 CO30aThb KaTaJIoru JJid XpaHCHHWA JIOTOB U KITFOUCH IHI/ICprBaHI/IS{, U3 KaraJjiora am 3anyCTUTC KOMaHay:
sudo mkdir ldap-proxy/Logs/ ldap-proxy/DataProtectionKeys/

2. YToOsI BBIIATH IIPaBa MOJIB30BATEINI0, YKa3aHHOMY B (aiine .env B mepeMeHHbIXx AM_UID U AM_GID, 3amycTHTE KOMaHy:

sudo chown -R <AM_UID>:<AM_GID> ./*

3arryck KOHTeHepa

3al'IYCTI/ITe KOHTeﬁHep C MIPUJIOKCHUEM C TIOMOIIBIO KOMAaH/bI:
sudo docker-compose up -d

IMocue 3amycka HacTpoiiTe HHTErpanuio ¢ Ou3Hec-npuiIoKkeHusiMA B Management Console.

[udpoBanue koHGUTypaIOHHOTO (haiina

3ammdpoBarb
1. B TepmMuHae nepeiuTe B KaTajior ¢ yTUIUTON JUTs IU(QPOBaHUS am/protection.
cd /am/protection
2. BolnaiiTe mpaBa i 3amycka ckpunra protector.sh.

sudo chmod 500 protector.sh

3. Yro6s1 3ammdposate KOHGHUTypaIMoHHBIE (aiiilbl, 3aIrycTUTE CKPUNT protector.sh ¢ mapamerpoM protect.

sudo bash ./protector.sh protect
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Pacmngposars

1. B TepMuHaie iepeiiuTe B Karajor ¢ yTHIUTOH uist udpoBaHus am/protection.
cd /am/protection
2. BeinaiiTe mmpaBa i 3amycka ckpunra protector.sh.
sudo chmod 500 protector.sh
3. YroOk! pacumdpopath KOHGUIYpalMOHHbIE (ailibl, 3aIlycTUTE CKPUIT protector.sh c napamerpom unprotect.

sudo bash ./protector.sh unprotect

JByctoponnee TLS-coenunenue

UrtoOb! ycTaHOBUTH ABycTOpoHHee TLS-coenunenue mexxny cepepamu Indeed LDAP Proxy u cepepom LDAP:

1. Crenepupyiite KIMEHTCKHI CepTH(HKAT.

Orot cepruduKar BeimyckaeTcs B ieHTpe ceprudukaimu Ha DNS-umMs xocra ¢ ycranonenHsiM LDAP Proxy. 3a ocHOBY

MOXHO B35Th 1a0JIOH cepTudukara Komnviomep B JOMEHHOM LieHTpe ceprudukanun Windows.
2. Jlob6aBbTe <KaueHmckuil cepmughuxam>.pfx B karanor am/ssl/ldap-proxy Ha xocre, riue ycranonineH Moayiis LDAP Proxy.

3. B xondurypannonnom daiine am/ldap-proxy/app-settings.json yKaxxuTe CIEAyIOIINE TapaMeTphl, KOTOPbIC TPEOYIOTCS pU

B3aMMHOM 1poBepke ceprudukaros mexay LDAP-cepsepom u kinenToM (B3aumuas TLS-ayrenTrdukanms):
e LdapServer:Certificate:Path — uMs KIMeHTCKOrO cepTuduKara.

e LdapServer:Certificate:Password — mapons cepruduxara.

"LdapServer": {

"Address": "dc.indeed.local",

"Port": "636",

"UseTls": true,

"Certificate": {
"Path": "/ssl/ldap-proxy/<knmeHTckuin cepTupukaTt>.pfx",
"Password": "Qlw2e3r4"

¥
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COop J1oroB

Hudopmarys 1o BKIIIOUEHUIO JOIUpOBaHUs U cOopy JioroB komrnoHneHTa LDAP Proxy Haxoautcs B pasnene COop j10ros

KOMITOHEHTOB Access Manager.
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Indeed Linux Logon

Indeed Linux Logon (Linux Logon) mo3BoisieT peann3oBaTs MHOTO(akTopHyIo ayreHTu(ukanuo (MFA) B onepannoHHoit

cucreme Linux. Moaynb MoAgepsKUBAET CIIEAYIOINE TEXHOIOTHN ay TeHTH()UKanu:

e JIOMEHHBIN Mapoib
e Passcode

¢ Secured TOTP

e Software OTP

e MFA Provider

e IronLogic Z2 USB

/\ BAXKHO

ITpu Hactpoiike moxyns Linux Logon B Management Console oToGpa)kaeTcst IOJIHBIH CIUCOK ayTEHTU()UKATOPOB,
IOCTYMHBIX B Access Manager. Ha nannbiii MomeHT Linux Logon nmoaaep:xuBaeT TOJILKO ONMCAHHBIC BBIIIE

ayTeHTU(UKATOPbl — BBIOEPUTE HY>KHBIE U3 3TOTO CIIHCKA.

HpCI[BapI/ITCJ'IBHBIG HaCTpOﬁKH
Cucremuble TpeOOBaHUS
Monysb Linux Logon ycTaHaBiarBaeTcsl Ha XOCTaX MO/ yIpaBieHHeM Linux, BKIFOYSHHBIX B TOMeH. [1o11epKUBaeTCsI TOIBKO

KaTaJior rnoise3oBareneii Active Directory.

() MPUMEYAHME

Jns Astra Linux HeoOxoauMo HacTpouTh BBOA B ioMeH Active Directory uepesz SSSD. I[TogpoOHee B odyuninanbHon

JokyMeHTaruy Astra Linux.

IMpesxae yem mepeiTH K yCTaHOBKe M HacTpoike Momyist Linux Logon:

1. YeranoBuTe KOpHEBOH cepTudukar fomMeHa B popmare Base-64.

2. YcTaHOBHUTE CHCTEMHBIE OMOIMOTEKH.

YcraHoBka cepTU(HUKATOB

Jlis noBbiieHns ypoBHs 6e3onacHoctu Linux Logon HeoOxoaumo B ToBepeHHbIe cepTH(UKaThI 100aBUTh KOPHEBOH CepTHU(UKAT

nomeHa B popmare Base-64, ecnu njomennbiii Y1 Beimucan ero aist Core Server.

YroObl 100aBUTH KOPHEBO# cepTH(UKAT JIOMEHA:
1. TTepeiinute Ha xocT ¢ Core Server U cKoNUpy#iTe cepTHdUKAT U3 TUPEKTOPUH Ssl/ca.cer.
2. lo6aBbTe ca.cer Ha XocT ¢ Linux Logon.

I[anee MpouecC pas3anvacTCs B 3aBUCUMOCTH OT OHCpaHHOHHOﬁ CUCTEMBI U BBIIIOJHAECTCS MO/ [10JIb30BATEIIEM I00t.
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Astra Linux

3. Cxomnupyiite cepTu(uKar B CIEAYIOIIYIO TUPEKTOPUIO U IIpeodpasyiTe u3 .cer B .Crt:

sudo cp ca.cer /usr/local/share/ca-certificates/ca.crt

4. YcraHOBHUTE ITpaBa JIOCTyNA K CEPTHPHUKATY:

sudo chmod 644 /usr/local/share/ca-certificates/ca.crt

5. OOHOBHTE CHCTEMHOE XPAHHIIHUILE CEPTU(DUKATOB:

sudo update-ca-certificates

B BBIBOZIE KOMaH/IBI JOHKHO OBITH YKa3aHo:

Updating certificates in /etc/ssl/certs...
1 added, © removed; done.
Running hooks in /etc/ca-certificates/update.d...

done.

PEJ] OC

3. Cxomupyiite cepTu(uKar B CICIYONLYIO IUPEKTOPHIO:

sudo cp ca.cer /etc/pki/ca-trust/source/anchors/

4. YcraHOBHUTE ITpaBa IOCTYyIIA K CEPTH(UKATY:

sudo chmod 644 /etc/pki/ca-trust/source/anchors/ca.cer

5. OOHOBHTE CHCTEMHOE XPaHIIHIIE CePTU(PHUKATOB!

sudo update-ca-trust

B BBIBOJIE KOMaH/IbI JOJIKHO OBITH YKa3aHO:

Updating certificates in /etc/pki/tls/certs/ca-bundle.crt...

Certificate added successfully.
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YcTaHOBKA CUCTEMHBIX OMOIHOTEK

‘YeraHoBUTE cUCTEMHbIE OUOINOTEKU I KOPPEKTHOH paboThl Moxyiist Linux Logon. YeraHoBka OMOIMOTEK pa3jinyaeTcs B

3aBUCHUMOCTH OT OHepaHHOHHOﬁ CUCTCMBEI.

Astra Linux
YUto0bl yCTAaHOBUTH OUOIMOTEKH, BBITIOJIHUTE KOMAHTY:

sudo apt update
sudo apt install libqgt5core5a/stable libqgtSnetwork5/stable libqt5xml5/stable
libpam@g/stable libfmt9/stable libkrb5-3/stable libqt5remoteobjects5/stable

PEJ] OC
LIT06])I YCTaHOBI/ITI) 6I/I6J'II/IOTCKI/I, BBIITOJIHUTEC KOMaHHyI

sudo dnf install qt5-qtbase-5.15.1 pam-1.4.0 fmt9-9.1.0 krb5-1libs-1.20.1

YceranoBka u HacTpoiika Linux Logon

UroObl ycTaHOBUTH U HacTpouTh Linux Logon:

1. Yeranosute momyns Linux Logon.

2. Hacrpoiite nnterpanuio ¢ uHppactpykrypoit Pluggable Authentication Modules (PAM).

Yeranoska Linux Logon

UrtoOb! ycTaHOBUTH Moayib Linux Logon:

1. Cxauaiite apXuB am-<Homep @epcuu>.tar.gz U 3arpy3UTe ero Ha IeJIEBOM XOCT.

2. IlepeiinuTe B KaTasior ¢ apXUBOM U PaCMaKyHTe ero ¢ MOMOIIHI0 KOMAaH/IbI:
sudo tar -xf <uma apxuBa>.tar.gz

Monysnb noctasisiercst B Buje (aiina .deb nns Astra Linux wim .7pm st PEJL OC. Jlanee ycTaHOBKa MOJYJIS Pa3iinyacTcs B

3aBUCUMOCTH OT OHepaHHOHHOﬁ CUCTEMBI.

Astra Linux

3. HepeﬁﬂHTe B KartaJjor astra-x-x W BBIIIOJIHUTE KOMaHOYy:
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dpkg -i <umsa danna>.deb

PEJl OC

3. Ilepeiinute B Katajuor redos-x-x 1 BBINOJIHUTE KOMaHLY:

rpm -i <uma ¢anna>.rpm

4. Cnenatite xonmio (haiina /etc/amsvc/amsve.ini.example 1 iepenMeHyHTe €T0O B amsvc.ini.

5. B daiine amsvc.ini paCKOMMEHTUPYHTE CTPOKH U YKQKUTE 3HAYCHUS [Is1 IEPEMEHHBIX OKPY>KEHHS:

AmURL — URL-aapec cepsepa Core Server

DefaultDomain — DNS-umMs nomena

DefaultNetbiosDomain — NetBIOS-ums nomena

v Ilpumep daiina amsvc.ini

[Service]
AmUrl=https://amdc.indeed.local/am/core/api/v6
DefaultDomain=indeed.local
DefaultNetbiosDomain=INDEED

Hacrpotiika nonkimroqaemMbix Momyeit ayreHTudukarmu (PAM)

AyTtentudukanus gepe3 moayib Indeed Linux Logon paboTaeT TONBKO MpH UHTErpaluu ¢ HHdpacTpykTypoii Pluggable

Authentication Modules (PAM). Hactpoiite koHdurypaiuto nernodxu Mmoayneit PAM:

1. Hacrpotite SSH.

2. No6aBrte Indeed Access Manager B ¢aitnbl koHpuryparmu ¢ PAM-tabnumnamu.

Hacrpoiika SSH

1. Yroos! Linux Logon momnepxwuBan nHTepakTHBHEIA pexnM (Interactive shell) B PAM, nobassTe B KOH(OUTYpaMOHHEIH (haiin

Jetc/ssh/sshd_config ykazaHHbIe HUKE TTApaMETPhI:

ChallengeResponseAuthentication yes
UsePAM yes
PasswordAuthentication no

KbdInteractiveAuthentication yes
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2. Ecnu 5T MapaMeTpsl akTUBHEL B IPYTUX YacTAX (aiina sshd_config, 3akoMMeHTHpYHTE UX, nHade SSH MoxeT paborars

HEKOPPEKTHO.

3. Coxpanwure Qaiin u nepesamnycrure ciyx0y SSH:

systemctl restart sshd

Hacrpoiika ScreenSaver

() MNPUMEYAHME
Hacrpoiika ScreenSaver Heooxonuma toibko it OC Astra Linux.
Jlns koppekTHoit pabotel Mmoayns Linux Logon ¢ xpanutenem skpana (ScreenSaver):

1. OTpenaktupyiite KOHGUTYpaUMOHHBIN (aiin /usr/share/fly-wm/theme.master/themerc — pacKOMMEHTUPYHTE CTPOKY C

IIEPEMCHHON ScreenSaver CO 3Ha4CHHEM internal fly-modern-locker:

[Variables]

ScreenSaver="internal fly-modern-locker"

2. Coxpanwute ¢aiin u nepeszarpysure xoct ¢ Linux Logon.

T'eneparst PAM-Ta0iuil ¢ TOMOIIBIO CKPHITTa

B cocras nakera Linux Logon BXOIUT CKpHIT am-setup.py, a Takxke ¢aitn README.md ¢ vHCTpyKIUEH 10 paboTe CKpUIITA.

Ckpunrt co3aetr MmoauuipoBanHyto Bepcuto PAM-tabnui: nobasinser B HuX cBsizu ¢ Indeed Access Manager, He Hapy1as

CTPYKTYpYy.

1. UToOBI 3aITyCTHTH CKPHIIT, BBIIOIHUTE KOMAHY:

sudo python3 /usr/share/amsvc/am-setup/am-setup.py -i -a

2. IlpoBepste, 4TO B Karanore /etc/pam.d/ co3nanel Bepcun PAM-Tabnun ¢ pacmmpenieM . pam_am.

Hanpuwmep, daiin common-auth B Astra Linux 10 Monudukamnuu conepxa CleIy oy HHPOPMAIHO:
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¥ Ilpumep

auth
auth
admin
auth
deny=8
auth
auth
auth
deny=8

auth
auth

[success=ignore default=2]

[success=1 default=ignore]
requisite
[success=3 default=ignore]

[success=2 default=ignore]

required

requisite

required

pam_localuser.so

pam_succeed_if.so quiet user ingroup astra-
pam_faillock.so preauth audit per_user
pam_unix.so nullok try_first_pass

pam_sss.so use_first_pass

pam_faillock.so authfail audit per_user

pam_deny.so

pam_permit.so

Tocne MomuduKaIMy ¢ TOMOIIBIO CKPUIITA B KaTaJore MosBUIICS haitn common-auth.pam_am:

¥ Ilpumep
auth [success=ignore default=3] pam_localuser.so
auth [success=1 default=ignore] pam_succeed_if.so quiet user ingroup astra-
admin
auth requisite pam_faillock.so preauth audit per_user
deny=8
auth [success=4 default=ignore] pam_unix.so nullok try_first_pass
auth requisite pam_am.so
auth [success=2 default=ignore] pam_sss.so forward_pass
auth required pam_faillock.so authfail audit per_user
deny=8
auth requisite pam_deny.so
auth required pam_permit.so

3. HpOBepBTe, YTO COACPIKUMOC IMOJTYICHHBIX (1)a17m013 HC IIPOTUBOPCUUT HpPIHS[TOi/II B Balllel KOMITAHUU MTOJTUTUKE

6e3omacHOCTH. Tak KaKk CKPUMT BBIMOJIHSACT HACTPOUKY MOJIYJISI pam_am.so Ha OCHOBE KOHQHUTYpalMoHHbIX (aiinoB ¢ PAM-

Ta6J'II/IHaMI/I, OH TOJIBKO MpejiaracT BapuaHT MOZ[I/I(bI/IKaI_II/II/I OTHUX TaGJ’II/IH.

Ecnu npeuio;xeHHbIH BapuaHT TpeOyeT KOPPEKTHPOBKH, HCIIPaBLTE (aiiiibl ¢ PACIIMPEHUEM . pam_am BPYUHYIO.

4. Ynanure u3 Ha3BaHUH (aiiIoB pacumpeHyue . pam_am.
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¥ ITpumep s Astra Linux

B karanore /etc/pam.d/ co3nansl Gaiinsl common-auth.pam_am v common-password.pam_am.

[epeumenyiite daiinsl B common-auth v common-password.

¥ Hpumep pas PEJ OC

B karaiore /etc/pam.d/ co3nansl Qaiinsl system-auth.pam_am v password-auth.pam_am.

[lepeumenyiite Qaiinbl B system-auth v password-auth.

5. [locne okoHYaHUS HACTPONKHU TIEPE3aIyCTUTE CEPBUC:

sudo systemctl restart amsvcd.service

6. [Tepezarpysute xoct ¢ Linux Logon.

7. (OnmonansHo) UtoOs! ynanute Access Manager u3 cuctreMHbix PAM-ta0muit:

1. Vnanure cBou HU3MCEHCHUS, CCJIN Bbl PEIAKTUPOBAIN Ta6JII/IIII>I BPY4YHYIO.

2. BeirosnHuTe KOMaHIy:

sudo python3 /usr/share/amsvc/am-setup/am-setup.py -u -a

CKpHIIT yAanuT J00aBICHHBIE IPH YCTAHOBKE CTPOKH U BEPHET TAOIHIIBI B UCXOIHOE COCTOSTHHE.

3. IIpoBepste, 4To U3 (HaiiyIoB ¢ paCHIMPEHUEM . pam_am yAaleH MOAYIb pam_am.So, U yJaanuTe PaclIupeHNe 13

Ha3BaHU (ailyios.
4. Tlepesarpysure xoct ¢ Linux Logon.

be3onacHOCTb 00paOOTKH yUETHBIX JaHHBIX

IMpu moaudukarn PAM-Tabnuil 1aHHBIC YUETHBIX 3aicell Ha pabodeil CTaHI[|K MOJIb30BaTelsl HE COXPaHSOTCs. Tak Kak
00paboTKa yueTHBIX 3alUCEH BBIIOJIHAETCS B cepBUCe amsvcd, KOTOPBII paboTaeT MOA BLAEICHHBIM II0JIb30BaTeNIEM, Y

HCTIPUBUIICTUPOBAHHBIX TOoJIb30BaTeIe HET JOCTYyTIIa K OTUM JaHHBIM.

Hcnonb3oBaHHas OIepaTuBHAs MaMAThb OUUINACTCS Cpa3y MOCJIC Nepeaadn JaHHbIX, JTaHHbIC YUYCTHBIX 3arucei He COXPaHAIOTCA.

M3 cuumka cocTostHus naMaTy (daiinsl . dmp ) u3BiIeds 3Ty HHOOPMALIUIO HEBO3MOKHO.

MexnpoiieccopHOE B3aUMOJICHCTBHE MEKAY CepBUCOM amsvcd U uHppacTpykrypoit PAM npoucxomut ¢ momoristo UNIX-

COKETOB, TIOATOMY TI€PEXBaT CETEBOTO TpauKa CTAHOBHUTCS] HEBO3MOXKHBIM.
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Bxon B cucremy

Ilepen BxonoMm B cucteMy:

1. Baperucrpupyiite muuensuto Moy Linux Logon u nactpoiite nonutuky B Management Console.
2. Jlo6aBBTe MOTB30BaTENsI B HACTPOCHHYIO MTONUTHKY.

3. Hacrpoiite npoBaiiieps! ayTeHTH()UKAIHH.

Hacrpoiika B Management Console

HaCTpOfIKa pas3nm4acTcCs B 3aBUCUMOCTH OT OHepaHHOHHOﬁ CUCTEMBI.

Astra Linux

1. BeiGepute oqun MeTO ayTeHTH(DUKALMK s 1T0Jb30BaTelsi B Management Console 13 3Toro crucka:

e MFA

e Software OTP

e JIOMEHHBIN Napoib
e Secured OTP

e Passcode

2. 3apeructpupyiite ayTeHTU(GUKATOP AJIsI IOJIb30BATES.

3. CooluyTe Noib30BaTEIN0 0 BBIOPAHHOM JUTSL HETO METO/IE.

[Tpu nepBOM BXO/I€ B CHCTEMY TI0JIb30BATEIIIO HY’KHO BBECTH JIOMEHHBIH MapoJib, a PU MOCICAYONINUX OyIET UCIOIb30BaAThHCS
BBIOpAHHBIN B ONUTHKE ayTeHTH(uKaTop. Ecimu st mosp3oBatenst B Management Console yxe 3aperucTpupoBaHbl

JOMEHHBIH naposis 1 Passcode, pyu Bxoae B cucteMy eMy cpasy OyAeT JOCTYIEH BHIOPAaHHBIN B IOJIUTHKE ay TeHTH(UKATOP.

PEJI OC

1. BribepuTe 0AMH WM HECKOJILKO METOAOB ayTeHTU(UKALUK A7 onb3oBaTens B Management Console.
2. Ecru BBI BEIOEpETE HECKONBKO MPOBaiIepOB, OHU OYIyT MPEIT0KEHBI MONB30BATEIO B BUJIE CTIUCKA!

¢ MFA

e Software OTP

® JIOMEHHBIH Mapoib
e Secured OTP

e Passcode

3. Bapeructpupyiite ayTeHTU(PHUKATOPHI LIS TTOJIH30BATES.

HpI/I IICPBOM BXOAC B CUCTEMY IOJIB30BATCIIIO HY)KHO BBECTHU HOMGHHBIi/II I1apoJib, a IpH MOCICAYONINX 6y,HGT HCII0JIb30BaTbCsa

BBIOpaHHBIN B monuTHKE ayTeHTr(ukatop. Ecnu ans nmonk3zoBarens B Management Console 3aperucTpupoBaHO HECKOIBKO
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ayTeHTH(HIKATOPOB, TIPU BXOJE B CHCTEMY €My Hy>KHO OyZleT BBECTH HOMEp BEIOPAHHOTO MM ayTeHTH()HKATOpa B MOJIE

Bri0epute mMeTo.

Ocobennoctu padots! Linux Logon npu nonkimoueHnu yepe3 RDP

[Tpu noakroueHUK K cucteMe yepes rporokoi Remote Desktop Protocol (RDP) moayns Linux Logon paGoTaer co cliienyronumu

0COOEHHOCTSIMHU:

o [Ipu ayrenTudukanuu ¢ nomouibio MFA B none naposist HeoOOX0UMO BBOAUTH 3HAYCHUS Ay TEHTU(UKATOPOB B OJIHY CTPOKY

0e3 pas3aeaunTeI.

[Ipumep: B monuTuKe BHIOPaHO JBa ayTeHTU(uUKaropa: Passcode u Software OTP. 3nauenue Passcode — passcode,

snauenue Software OTP — 213443.
B nose napossi Hy’)KHO BBeCTH 00a 3HAYCHUS B OJIHY CTPOKY 0€3 pa3aesuTes: passcode213443.
¢ Her BO3MOXXHOCTH HACTPOUTH [ETIOYKY MHOTO(aKTOPHOH ayTeHTH(UKAIINH C TOMOIIBIO TOMEHHOTo naposst u Passcode.

e Het BO3MOXHOCTH CUHXPOHHU3UPOBATH UJIK CMCHUTH IapOJib.

IHonkmrouenune Z2 USB

Jlns ayrentudukanuu yepes Linux Logon ¢ nomorieio (usndeckoro ycrpoiictsa Z2 USB noakIitounuTe yCTpORCTBO K paboueii
cTaHIMU ¢ ycTaHoBlaeHHbIM Linux Logon. CepBuc ycTpoiicTs amdev.service 00padoraeT MHGOPMALIUIO O HOBOM YCTPOUCTBE U

ABTOMATUYECCKHU UCIIOJIB3YCT €€ I ITOAKIIFOUCHUS.

Jlist OC Astra Linux 10omoiHUTEIBHO OOHOBUTE HACTPOIKH ScreenSaver:

1. B daiine /etc/X11/fly-dm/fly-dmrc B nepemennoii PluginsLogin momensiite 3naueHue Ha modern_generic.
2. B aiine /usr/share/fly-wm/theme.master/themerc B iepeMeHHOH ScreenSaver IOMEHdiTe 3HaueHne Ha internal fly-
dm_locker_modern.

3. coxpanute ¢ailnsl u nepesarpysure xoct ¢ Linux Logon.

Ecnu npu pabote ycTpoiicTBa BO3HHKAIOT OUIMOKH, I1E€PE3aIlyCTUTE CEPBUC YCTPOUCTB:

sudo systemctl restart amdev.service

I[OHOJ'IHPITGJ'IBHLIG BO3MOXXHOCTH

Monysb Linux Logon no3Bousiet:
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¥ BKJIIOYHTH IeHepalHIo cJy4aiiHoro napoJs

Uto0bl HACTPOUTH FCHEPALIMIO CIYYaHOTO TIAPOJIsi, B CBOMCTBAX MoJb30BaTeis B Active Directory OTKIFOYUTE OMIMH

3aHpeTI/ITI) CMCHY IapOJId MOJIb30BATCIIA N CpOK JICUCTBUS apoJist HE OrpaHUYCH.

CrnyyaiiHblid TapoJIb Ui YYETHOW 3amucy Oy/ieT CreHeprupoBaH M0 UCTEYEHUH CpoKa JIeiicTBUS TeKyiuero napoius. Eciu s
YYETHOM 3arucu ObLJI CTeHEPUPOBAH CITy4alHbIN MapoJib, TO CICAYIOIIUNA BXO/ B CHCTEMY BO3MOYKEH TOJIBKO C

HCIIOJIb30BaAHUEM ayTeHTI/I(i)I/IKaTopa.

Uto0bI BKIIFOUUTH TEHEPAIMIO CITYYallHOTO Mapoisi:

1. Ha 6okoBoii manenu Management Console B pazzaene [Tonmutrku BeIOEpUTE OIUTHKY U3 CITUCKA.
2. Ha Bxiaznke [Tprnoxenus Beioepute Linux Logon.
3. dns mactpoiiku [lapoms yaernoit 3anmucu Active Directory Beroepure ['eHeprupoBarh CirydaifHBII.

4. Haxxmute COXpaHUTB.

[Taposu 11 Bcex mosb30Bareieil B MOJUTHUKE Oy/IyT U3MEHEHBI, €CITH ATO HE IPOTUBOPEUYHT UX CBOMCTBaM B Active

Directory.

B xypnane coobituii Management Console oto6pasurcst coositue /091 Ilapons mosb3oBaresis Obl1 yCHELIHO CMEHEH
aBromarnyecku. [1osb30Baren CMOryT BOWTH B CHCTEMY TOJIBKO C IIOMOLIBIO 100ABICHHBIX ayTeHTU()UKATOPOB, HE

HCITOJIb3Ys1 )IOMCHHbIﬁ apoJib.

Ecnu mnoMeHHBIH napoib N3MEHEeH aIMHUHUCTPATOPOM, IPH BXOZE B CUCTEMY MOSBUTCS COOOLICHUE O PACCHHXPOHU3AINI
napossi. Haxxmure OK u BBeuTe naposib, 3a1aHHbIi afiMUHACTpaTopoM. [locie aToro naposs OyeT aBTOMaTHYeCKH

HN3MCHCH.
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v Ionaep:kuBaTh JIOKAJIU3AIUIO

Monysb Linux Logon nouepkuBaeT BBIBOJI CHCTEMHBIX COOOIICHHUH Ha JIBYX sI3bIKaX: PyCCKOM M aHIIIHICKOM. BbiGop

S3bIKA IMTPOUCXOAUT aBTOMATHYCCKH U 3aBUCUT OT SA3BIKOBBIX HACTPOCK OHCpaHHOHHOfI cucTemsl Linux.

IMonnepskka JOKaIU30BaHHBIX COOOLIEHUH NOCTYNHA IIPU CMEHE N0JIb30Barels U padore B rpaduueckoM unTepdetice. Ilpu

BXOJIC B CUCTEMY U TOJIKITFoueHHIO 110 SSH coo01eH st BEIBOSATCS TOJIBKO HA aHTTTHICKOM SI3BIKE.

CIHCOK CHCTEMHBIX COOOIIEHHI

EN RU
Can't authenticate HeBo3MO0KHO ayTeHTH()UIIUPOBATH
Input domain password Beenute 1OMEHHBIN TTAPOITH
An exception occurred: domain password Bo3HUKIIa HCKITFOYHUTENbHAS CUTYAIHsI: COXPAHCHHBIN JIOMEHHBII

mismatch. To fix the problem, input the domain ~ maponb He noaxoauT. s penieHys NpooaeMbl BBEIUTE JOMEHHbIH

password or contact your AM administrator. MapoJib UK 00paTUTECh K BallleMy aJMUHHUCTpaTopy AM.
Select method: Bri6epute metos:
There are N methods available: Jocrynubie Metofpl (N):
Your password has been successfully updated Banr maposs ObUT ycrienrHo 0OHOBIIEH
Can't update your password. Please, contact He nonyunnock 0OHOBUTB Bam maposb. [loxanyiicra, cooduure 00
your administrator 3TOM BallleMy aJIMHHUCTPATOPY
CoOop J1oroB

Nudopmarys 1o BKIIOUSHUIO JOIUPOBaHUs U cOopy JioroB komnoneHTa Linux Logon naxogurcs B pazaene COop joros

KOMITIOHEHTOB Access Manager.
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Indeed ADFS Extension

2% Indeed ADFS Extension (2012)

JIByx(axropHast ayTeHTH(UKALMS ¢ Mcnoib3oBanueM ADFS

> Indeed ADFS Extension (2016)

JIByxdaxropHas ayreHTudukanus ¢ ucroiabzoBanueM ADFS
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Indeed ADFS Extension (2012)

C nomoursto moaynss ADFS Extension Bbl MOXETe peajln30BaTh My/IbTH(AKTOPHYIO ayTeHTUUKALHIO AJ1s cepBepa Microsoft

ADFS, noGagiisisi B IpolLiecc MojyueHus J0CTyma BTopoit pakrop.
B ADFS Extension Bbl MOKETE BBIITOJHHUTE ay TCHTH(MUKAIHIO 110 CICAYIOIIMM ay TeHTH()UKATOpaM:

¢ MmobOmibHOe npuiokenne Indeed Key (B pexxnme oTIpaBKH 0JHOPA30BBIX MAPOJIeH U push-yBeIoMIICHAH ¢ TIOATBEPKICHAEM
BXO0J1a)

o Telegram (B pexxume OTIIPABKU OIHOPA30BBIX Mapojiedl u push-yBenoMIIeHUI ¢ MOATBEPIKICHHEM BXOIA)

¢ Email OTP

e SMS OTP

e Storage SMS OTP

e Secured TOTP

e Software OTP

e Passcode

e Hardware TOTP

e Hardware OTP

ITpumepbl BHEIPEHUS paCIIUPEHUSL:

¢ Hactpoiika aByX(akTopHOH ayTeHTU()UKAIIMH AJIS IPUIIOKEHUH, oryOnnkoBaHHbIX B WAP
¢ Hactpoiika aByxdakropHoii ayreHtudukarmu B AD FS nnst unterpanuu ¢ Exchange Server 2016

¢ Hactpoiika aByxdaxropHoii ayreHrudukarmu B Microsoft Office 365 mpu nomoru Indeed AM ADFS Extension

Hacrpoiika coOCTBEHHOTO KIIMEHTCKOTO CepTU(HKATa
Ecnu Bo1 IJIaHUPYETE UCIIOJIb30BAaTh BCTpOGHHHﬁ KJITUEHTCKUMN CepTI/I(i)I/IKaT, MPOMMyCTUTE STOT 1Iar u nepefmI/ITe K YCTaHOBKE 1

Hactpoiike ADFS Extension.

/\ BAXKHO

J11st ToBBIIEHUs 0€30IIACHOCTH PEKOMEHIYETCSl HCIIOJIb30BaTh COOCTBEHHBIH KIIMEHTCKHH CEPTU(HKAT.

YToObI NCTIONB30BaTh COOCTBEHHBIN KIMEHTCKHUN cepTH(UKAT, BHITOTHATE CIIEYyIONIee:

1. BemmonHuTe Bee marn u3 pasaena Hacrpoiika coOCTBEHHOTO KIIMEHTCKOTO CepTH(HHUKATA.
2. C moMomipo MacTepa UMIIOpTa CePTH(UKATOB PaCIIOIOKUTE CEPTU(UKAT Ha JIOKATHHOM KOMITBIOTEPE:

o <cepmuguxam>.pfx — JluuHoe
o <cepmughuxam>.cer — JloBepeHHbIC KOPHEBBIC LICHTPHI
3. Hactpoiite mpaBa Ha 9TeHHE cepTH(HIKATa CEPBICHOM YUETHOH 3amncH, oT KOTopoii paboTaer ciyxbda ADFS:

1. Tlepeiinute B JIrunoe—Ceprudukars! u it <cepmughukam>.pfx Beioepure Bee 3ajaun— YipasieHue 3aKpbITHIMA

KIIFOYaMH.

2. Haxxmute /100aBUTh, 3aTeM Ha)XMHUTE JIOMOIHUATEIILHO.
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https://support.indeed-id.ru/Knowledgebase/Article/View/nastroika-dvuhfaktornoi-autentifikacii-dlya-prilozhenii-opublikovannyh-v-wap
https://support.indeed-id.ru/Knowledgebase/Article/View/365
https://support.indeed-id.ru/Knowledgebase/Article/View/nastroika-dvuhfaktornoi-autentifikacii-v-microsoft-office-365-pri-pomoshi-indeed-am-adfs-extension

3. Hasxkmute Tumsl 00beKTOB M BEIOEpPUTE YUCTHBIC 3aITUCH CITYXKO.

4. 106aBbTE CEPBUCHYIO YUETHYIO 3alMCh U BbIJIAITE NpaBa HA YTCHHUE.

YeranoBka u HacTpoiika ADFS Extension

CucremHble TpeOOBaHNUS

@aiiner ast ADFS Extension pacrionoxens! B narnke indeed AM <Homep eéepcuu>\Indeed AM ADFS Extension\<Homep

sepcuu>\:

o [ndeedAM.ADFS.Extension-<nomep eepcuu>.x64.ru-ru.msi — naxet st ycranoku Indeed ADFS Extension.

1. 3aHyCTI/ITe (,’pafm JJI1 YCTAHOBKH U CJISInyITC raraMm mMacTepa yCTaHOBKH. YcraHoBUTh npOBaﬁz[ep HYXXHO KaK Ha KOMIIbIOTEPE

¢ ycranoBneHHsiM Core Server, Tak M Ha KIIMEHTCKOM KOMITBIOTEPE.
2. Cosnaiite koHbUTYpanroHHblil haiin MFAAdapterjson, conepxaiiuii CIeayONne mapaMmeTphl:
e EANetServerURL — aapec cepsepa Indeed;
e ModeId — MACHTHU(UKATOP UCTIOIB3YEMOr0 METO/IA Ay TCHTU(UKALIUH;

e (ClientCertificateThumbprint — oTme4aTox COOCTBEHHOIO KIMEHTCKOro cepTudukara. Eciu mapamerp He

3a/1aH, UCIIOIB3YETCsI BCTPOCHHBIN KIIMEHTCKHII CepTU(HKAT.

v Ilpumep

{

"ServerType":"eaNet",

"EANetServerURL":"https://YourDomainName/am/core/",
"ModeId":"{OFA7FDB4-3652-4B55-BOCO-469A1E9D31F0}",
"ClientCertificateThumbprint"”: "D3F29C665C6E420DC42AEBAD3618CF1FB93EQ485"

}

@ MODEID MOXET UMETH CJEAYIOIUE 3HAYEHUS:
e SMS OTP {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}
e Storage SMS OTP {3F2C1156-B5AF-4643-BFCB-9816012F3F34}
e Secured TOTP {FIS5FD7EC-19EA-4384-846E-A2DOBE149FA2}
e Email OTP {093F612B-727E-44E7-9C95-095F07CBB94B}
e Passcode {F696F05D-5466-42b4-BF52-21BEE1CB9529}
e Software OTP {0FA7FDB4-3652-4B55-B0C0-469A1E9D31F0}
e Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}
e Hardware TOTP {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E60CAQS}
¢ Indeed Key Provider {DEEFOCBS8-AD2F-4B§89-964A-B6C7ECAS80C68}
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() NPUMEYAHME

IIpu ucnone3oBanuu coequHeHus 1o mporokoiry HTTPS TpeOyercs BHIIOIHUTS yCTaHOBKY KIMEHTCKOTO

ceprudukara Ha Kaxasii cepsep Indeed AM.

3. 3anycture PowerShell ¢ npaBamu agMuHuCcTpaTopa. J{ist peructpaiuu ajjantepa BBEAUTE CICAYIONINE JaHHbIE:

e YourPath\MFAAdapter.json — yKaXuTe IIOJIHbIN MyTh K KOHQUrypanuonHomy baitny MFE4Adapter.json,

CO3/IaHHOMY B TIare 2.

e B nepemennoii $typeName B mapamerpe Version ykasbiBaeTcst HOMep Bepcuu uctonbzyemoro ADFS Extension.

/\ BAJKHO

IIpu perucrpaiuy, 13MEHEHUU WIK YIAJICHUY afanTtepa nepesamycrure ciayx0sl ADFS Ha kaxxnoM cepsepe

ADEFS.

¥ Ilpumep

$typeName = "IndeedId.ADFS.MFAAdapter.MFAAdapter, IndeedId.ADFS.MFAAdapter,
Version=2.0.0.0, Culture=neutral, PublicKeyToken=1ebb0d9282100d91"
Register-AdfsAuthenticationProvider -TypeName $typeName -Name "Indeed Id MFA
Adapter" -ConfigurationFilePath 'YourPath\MFAAdapter.json'

o Jlns peructparyivi HECKOJIBKHUX MPOBAiiIepOB N3MEHNUTE UM TIpOBaiiiepa B mapamerpe Name .

v Ilpumep

Register-AdfsAuthenticationProvider -TypeName $typeName -Name "Indeed Id MFA
Passcode" -ConfigurationFilePath 'YourPath\MFAAdapter.json'

¢ U3menwure otoOpakaemoe UM npoBaiigepa. [y mapamerpa Name YKaXuTe 3HAYCHUE U3 MPEABLIYILETo 1ara, s
napamerpa DisplayName 3afaiiTe uMs, KOTOpoe OyzneT 0ToOpakaThCsl MPH BBITOIHEHNN ayTeHTU(QUKAIINY Yepes3

ADEFS.

v Ilpumep

Set-AdfsAuthenticationProviderWebContent -Name "Indeed Id MFA Adapter Passcode"

-DisplayName "Passcode"
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4. Yto0BI YAQJIUTH afalrTep, BHITOJIHUTE CICAYIOIYIO KOMaHY:
Unregister-AdfsAuthenticationProvider -Name "Indeed Id MFA Adapter"
5. UToObI OOHOBHUTH KOH(PHUTYPAIIHIO, BBITOJIHUTE CIICIYIOUIYIO0 KOMAHIY:

Import-AdfsAuthenticationProviderConfigurationData -Name "Indeed Id MFA Adapter" -
FilePath 'YourPath\MFAAdapter.json'

Bxrouenue MmuorodakropHoit ayreHtudukamu 1t ADFS
1. Otkpoiite koHconb ynpasienus ADFS.

2. Beibepute [ToaUTHKN TPOBEPKH MOUTMHHOCTH.

3. B oxne [leiicTBus BeIOepuTe M3MEHHUTH I00aTbHYI0 MHOTO(DAKTOPHYIO TIPOBEPKY HOUTMHHOCTH. ...

Nl ADFS

- I:I-
G Oaiin  Jeiicree  Bug  Oxwo  Crpaeka

&= 2z BE

7 ADFS

T ——

b ] Cayxba

Deiicrna

b (] Otnowerna aosepna

0630p NONUTUK NPOBEPKK NOAAMHHOCTH ~ | | lonuTiAKY NPOBE ki NOANMHHOCTH
b [ Monumikw nposepky nognuHHocTa |

WameruTe rnebantHyo MHeredakTopHyo Npoee) NOATNHHOCTW...
HAGTPGHTS FMOBAMISHO HIA /1N OTARTBHOND OTHOWSHAA AOBEPHE G NPOBEPRICLLEH CTOpOHGN ! haxTopryto nposepky noan!

VsmermiTs FnoBansHyro oCHOEHYHS NPOBEPKY NOATMHHOCTH. .
NapareTpbi 0CHOBHOIA NPOBEPKM NOANMHHOCTH M MHOrO®AKTOPHOM MPOBEPKM NOANMHHOCTIA MOXHO

DononHuTenshbie ceeaetma

Bua

4. Jlo6aBbTe IOTB30BATEIS/TPYIIITY M BKIIIOYHUTE CIETYIOMINE TTapaMeTphl:

e Bo BKJIaJIKE MHOFO(l)aKTOpHaH B ITYHKTC Pacrionoxxenue BLIGepI/ITe 3KCTpaCCTL u I/IHTpaCCTL;

e BriOepure ucnosnb3oBanue nposaiaepa Indeed Id MFA Adapter;,

5. Jlast mpuMeHeHus: u3MeHeHu nepesamycrture ciryx0y ADFS.

Peructparnus ayrentudukaropa mnpu repsom Bxoje B ADFS

ITpu nepBom Bxoze B ADFS nosnb30BaTesb MOMy4YHT 3alpOC HA YKa3zaHHE Tele()OHHOTO HOMEpa, ECIIH:

* y [OJIL30BATEIISl HE YKa3aH HoMmep TeiedoHa B Active Directory;

e HOMep TenedoHa yKa3aH, HO [IPH ATOM OTKIIFOYCHA MOJnTHKA Mcnoivzoeams Homep menegona uz Active Directory, eciu
aymeHmuguxamop He 06yuen.

ITocie yka3aHust HoMepa TeneoHa MoIb30BaTeNb MOYYUT OAHOPA30BbIil TApOIIb HA yKa3aHHBIH HOMEp TeleOHa, KOTOpbIH

HeoOxomumo BBecTH B popme ADFS, uroObl 3aBepIIUTh BXO B IIEJICBOE MPUIIOKEHHE.

[Tpumep padotsl Mmoaysst Ha crpanuiie ADFS idpinitiatedsignon

ITpumep paboThI pacIIUpeHuUs I0Ka3aH Ha CTpaHuULe idpinitiatedsignon.htm.

ITo ymosrqaHuIo AaHHAs cTpaHHLA He HacTpoeHa. HacTpolika 1aHHON cTpaHULBI He 00s3aTeNbHa.

Hacrpoiika TecToBO# cTpaHUIIBI

198



1. Boi6epute OTHOIIEHHE JOBEPUS! IPOBEPSIOLIEH CTOPOHBL U HaskMUTe Jl0OaBUTh OTHOLIEHHUE JOBEPUS IIPOBEPSIIOLIEH

CTOPOHBHL....

L ol A Ra) i

"1 ADFS OTHOWEHMA AOBEPUA NPOBEPAIDILEH CTOPOHE Jledictena

w [7] CnyxBa "
| Xpannnmwa atpubytos Orofipakasmos MMA Brniovero  Tun | | © ¥ pOBEL CTOPOHBI
| MeToas! NpoBEpkM NOATUHHOCTH _LoBaguTs oTHOWEHNE 40BEPUA NPOBEPAOLLEN CTOPOHbL...
| Ceprudukatel Bug
| Onucanua yTeepkaeHuii
. Hoeoe okHo oTcioga
| Perncrpaums ycrpoicrea A
| Koneunele Toukm & OBHosuTe
| Onwcanua oBnactu Crpaexa

| Mpokew eeB-npunoxerna
| MonuTiki KoHTPONS 4ocTyna
| OTHOLIERNS ADBERUA NPOBEPAIOLLER CTOpOHEI

| OTHOLLEHNA 4OBEPUA NOCTABLLNKOE YTEEPAKAEHWI

| Tpynnel npraosxerwil

2. Ha Bknaake J1o6po noxanosars! Beioepute IlonaepskuBaroiue yTBEep KICHUS U HAKMUTE 3aIlyCTHUTb.

3. Ha Bkiasike Bri0op ncrounuka nanueix ykaxxute URL Baniero npunoxenus u Haxmure Jlaiee.

(O uH®OPMALUS

B kauectBe mpumepa pabOTHI pacIIMPEeHus UCTIONb3yeTcs cranaapTHas crpanuna ADFS idpinitiatedsignon. htm.

HCHOJ’IBSyeTCﬂ aZpeC MCTaJaHHBIX JJIsA JTaHHOH CTpaHULBbI.

% MacTep goBaEneHna oTHOLWEHWA J0EEPHA NPOEEPAROLLER CTOPOHBI X

Buibop mcrouHmMKka AaHHbX

llara .
BriGepuTe cnocof, Mcnonesyemelil MacTEpOM ANA NONYYEHWA AaHHLK 06 3TOR NPOBEPAIDWER CTOPOHE:

@ Lofpo noxanosats!
(®) WMnopT AaHHBI 0 NPOBEPAIDILER CTOPOHE, OMYENMKOBEHHLE B MHTEpHETE MW NOKENLHOA CeTh

@ Brifop MCTOUHWKE DEHHEDC

BriGepuTe OaHHEIR NapamMeTp, yTobel MMNODTMPOEaTE TpedyeMele 03HHBIE M CEPTUEMKATEI M3

@ Boifpats nonuTviy OPraHW3ELWM MPOBEPAKILLER CTOPOHEI, KOTOPER MyGAMKYET METaAaHHbIE PeaspaLn B VHTEpHETE Mnun
YNPEENEHA ADCTYNIOM B NOKENEHOA CETH.
@ [oToBHOCTE ANA Appec meTaganHen degepalsm e ysna win URL-agpec):

A0BEENEHUA OTHOLWEHMA

ACBEPUA |h‘l'tp5 //adfsnew indeed locallfederstionmetadata /200 7-D6 Federationmetadata sxml

@ [loToBo Mpurmep: fs.contoso.com unw https:/Awww contoso.com/app

() ViMnopT AaHHBX 0 NPOBEPALLEA CTOPOHE WS Maina

BriGepuTe AaHHEIR NapamMeTp, YTolel MMNOPTWPOEaTE TREdyeMele OSHHEIE M CERTUMKATE! U3
OpraHUsaUmK NPOBEPRIDWLER CTOPOHE!, KOTOPER SKCNOPTMPOEANa MeTadaHHble Penepali B Pain.
YEeguTeck, 4To 3TOT Gain NONyYeH 0T AOBEPEHHOMD MCTOYHMKE, 3TOT MacTep He ByAeT NPOEEPATE
MCTOYHKE haina.

MecTonono#eHWe ©aiNos METAASHHED DEaSpaLAW:

Ofizop...

i) Bsop AaHHBDS 0 MPOBEPRAILLER CTOPOHE BPYYHYID

BrifepiTe gaHHLIR napameTp, YTolbl BEECT Tpedyemsle 4aHHEIE 08 OpraHW3aLmMi NpoBepALER
CTOPOHE! BPYYHYHD.

<Hasan Ommera

4. Ha BKJIaJIKE Vkazanue 0T06pa>1<aeM0r0 HMMCHHU BBCAUTC UM U OITMCAHUC JUISL BALICTO OTHOIICHHWS JOBCPHUS U HAXKMHUTC

Jlanee.
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5. Ha Bxuianike BbIOpaTh NOMUTUKY YIPaBISHUS JOCTYIIOM BbIOEPUTE IOIXOAAILYIO BaM IOJIUTUKY ¢ 3arpocoM MFA u3

MPEIJIOKCHHBIX IO YMOJIYaHUIO, TAKKE BbI MOXKCTC ,HO6aBI/ITb TMPOU3BOJILHBIC ITOJITUTUKHA KOHTPOJIA JOCTYIIA.

% MacTep goGaeneHns oTHOLWEHKI 40EEPHA NPOEEPAOLLER CTOPOHEI d

BuibpaTth NONMTHKY YyNpaeneHus AOCTYTIOM

Wiarm .
BriGepuTe NONMTHKY YNPSENEHWA AOCTYTIOM:
@ [ofpo noxanosams! Vors Ormcarme -
@ Brifop MCTOUHWKE AAHHED
Paspewerwe one kaxgoro W sanpoc MFA MNpenocTaseTe QoCTYN BCEM M Sany
@ YrasaHue oTofpaxaemoro aspelleHWE ANA KAXA0ro W Sanpoc ANA BHEWHWX None3...  [pefocTaEneHWe AOCTyME NoNES0E
HIMEHN PazpeweHwe one kaxaoro W sanpoc MFA ane onpegeneqHoi r... [peaocTaENEHWE OOCTYNE Kakaom!
@ BriBpats nonumaky Pazpewerwe one kaxanoro v sanpoc MFA ¢ HenposeperHency .. [pepocTaeeTe QOCTYN BCEM W 3aME
i PaspelweHuie anA Kaxaoro. MpenocTaENeHMe QOCTYNE KEX oM,
@ loToBHOCTE AnA Paspewerwe anA onpegeneHHof rpynne! MpenocTasneswe AOCTYNE NONES0B
AoGEBNEHMA OTHOWEHMA Paspewerwe gocTyna yepes MHTPECETE ANA Ka¥Aora MNpenocTaseTe QOCTYN NONESOEETE!
AOBEDWA Pasraiim sra 4 rafnean MEL masraim. ssrassmaian MrannnresuT An~mm Srans o Traf
@ [oToBO < ?
Momumaka

PaspeleHie NoNbS0EaTENAM
1 TpefyeTCA MHOMODhaK TOPHYERA NPOBEPKAE NOAMMHHOCTA

[ He HactpaveaTs NonMmAKkK yDEENEHMA AOCTYTIOM B 3TOT pas. HW 0QMH NoNbS0BaTENE HE NOMy4UT
AOCTYT I 3TOMY MPMNOAKEHIID,

<Hasan Omeria

6. OcrasbHbIC MapaMeTPbl OCTABLTE TI0 YMOTYAHHIO.

7. J1ast npuMEHeHUsT U3MEHEHHI niepesamnyctute ciyx0y ADFS.

Pa6ora momynst

1. Otkpoiite TectoByro crpanuiy ADFS: https://YourDomainName/adfs/ls/idpinitiatedsignon.htm.

2. BuinosiHuTe BXOI.

3. ITocne BBOAA JIOMEHHOTO JIOTMHA ¥ APOJIsl YKAKUTE JJaHHBIE JUIsl BTOPOTo (akTopa ayTeHTH(UKALHY.

4. ITocne KOPPEKTHOrO BBOJA AAHHBIX OyIET BHINOIHEH BXO/.
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Indeed ADFS Extension (2016)

C nomoursto moaynss ADFS Extension Bbl MOXETe peajln30BaTh My/IbTH(AKTOPHYIO ayTeHTUUKALHIO AJ1s cepBepa Microsoft

ADFS, noGagiisisi B IpolLiecc MojyueHus J0CTyma BTopoit pakrop.
B ADFS Extension Bbl MOKETE BBIITOJHHUTE ay TCHTH(MUKAIHIO 110 CICAYIOIIMM ay TeHTH()UKATOpaM:

¢ MmobOmibHOe npuiokenne Indeed Key (B pexxnme oTIpaBKH 0JHOPA30BBIX MAPOJIeH U push-yBeIoMIICHAH ¢ TIOATBEPKICHAEM
BXO0J1a)

o Telegram (B pexxume OTIIPABKU OIHOPA30BBIX Mapojiedl u push-yBeqoMIIeHUI ¢ MOATBEPIKICHHEM BXOIA)

¢ Email OTP

e SMS OTP

e Storage SMS OTP

e Secured TOTP

e Software OTP

e Passcode

e Hardware TOTP

e Hardware OTP

ITpumepbl BHEIPEHUS paCLIIUPEHUS]

e Hactpoiika n1ByX(akTopHOH ayTeHTU(OUKAIMH AJISl IPUIIOKEHUI 01yOinuKoBaHHBIX B WAP
e Hactpoiika aByxdakropHoii ayreHtudukaimu B AD FS nnst unterpanuu ¢ Exchange Server 2016

¢ Hactpoiika aByxdaxropHoii ayrenrudukaimu B Microsoft Office 365 mpu nomoru Indeed AM ADFS Extension

Hacrpoiika coOCTBEHHOTO KIIMEHTCKOTO CepTU(HKATa
Ecnu Bo1 IJIaHUPYETE UCIIOJIb30BAaTh BCTpOGHHHﬁ KJITUEHTCKUMN CepTI/I(i)I/IKaT, MPOMMyCTUTE STOT 1Iar u nepefmI/ITe K YCTaHOBKE 1

Hactpoiike ADFS Extension.

/\ BAXKHO

J11st ToBBIIEHUs 0€30IIACHOCTH PEKOMEHIYETCSl HCIIOJIb30BaTh COOCTBEHHBIH KIIMEHTCKHH CEPTU(HKAT.

YToObI NCTIONB30BaTh COOCTBEHHBIN KIMEHTCKHUN cepTH(UKAT, BHITOTHATE CIIEYyIONIee:

1. BemmonHuTe Bee marn u3 pasaena Hacrpoiika coOCTBEHHOTO KIIMEHTCKOTO CepTH(HHUKATA.
2. C moMomipo MacTepa UMIIOpTa CePTH(UKATOB PaCIIOIOKUTE CEPTU(UKAT Ha JIOKATHHOM KOMITBIOTEPE:

o <cepmugurxam>.pfx — JluuHoe
o <cepmughuxam>.cer — JloBepeHHbIC KOPHEBBIC LICHTPHI
3. Hactpoiite mpaBa Ha 9TeHHE cepTH(HIKATa CEPBICHOM YUETHOH 3amncH, oT KOTopoii paboTaer ciyxbda ADFS:

1. Tlepeiinute B JIrunoe—Ceprudukars! u it <cepmughukam>.pfx Beioepure Bee 3ajaun— YipasieHue 3aKpbITHIMA

KIIFOYaMH.

2. Haxxmute /100aBUTh, 3aTeM Ha)XMHUTE JIOMOIHUATEIILHO.
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3. Hasxkmute Tumsl 00beKTOB M BEIOEpPUTE YUCTHBIC 3aITUCH CITYXKO.

4. 106aBbTE CEPBUCHYIO YUETHYIO 3alMCh U BbIJIAITE NpaBa HA YTCHHUE.

YeranoBka u HacTpoiika ADFS Extension

CucremHble TpeOOBaHNUS

(O wuHOOPMALWS

[Mepen 3anmyckom naketa aist ycranoBku Indeed ADFS Extension Heo0xoauMo 100aBHUTh POk CITy:KObI penepanun Active

Directory (AD FS).

®aiinbl 1st ADFS Extension pacrnionoxensl B nanke indeed AM <Homep eepcuu>\Indeed AM ADFS Extension\<Homep

sepcuu>\:

o IndeedAM.ADFS.Extension-<nomep eepcuu>.x64.ru-ru.msi — naxet st ycranopku Indeed ADFS Extension.

1. 3anycrute daiin st yCTaHOBKH U CIIEIyHTE [IaraM MacTepa yCTaHOBKH. YCTAaHOBUTb ITPOBAiiJiep HY)KHO KaK Ha KOMITBIOTEpPE

¢ ycranoBiieHHbIM Core Server, Tak U Ha KJIMEHTCKOM KOMITbIOTEPE.
2. Co3paiite koHpurypanuonuslii dhaitn MFAAdapterjson, conepxaiyii cieayonme napaMmerpbl:
e EANetServerURL — anpec cepsepa Indeed;
¢ ModeId — WIEHTU()HKATOP UCIIOIH3YEMOIO METO/A Ay TEHTU(DHKAIIHH;
e ClientCertificateThumbprint — oTme4aTok cOOCTBEHHOTO KIMEHTCKOTO cepTrudukara. Eciu mapamerp He

3aJ]aH, UCIIOJIb3YETCsl BCTPOCHHBIH KINEHTCKUM cepTudUKar.

v Ilpumep

{

"ServerType":"eaNet",

"EANetServerURL":"https://YourDomainName/am/core/",
"ModeId":"{OFA7FDB4-3652-4B55-BOCO-469A1E9D31F0}",
"ClientCertificateThumbprint"”: "D3F29C665C6E420DC42AEBAD3618CF1FB93EQ485"

}
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O

[e]
o

o

O

MODEID MOXET UMETb CJIIEAYIOINUE 3HAYEHUSI:

SMS OTP {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

Storage SMS OTP {3F2C1156-B5AF-4643-BFCB-9816012F3F34}
Secured TOTP {F15FD7EC-19EA-4384-846E-A2DOBE149FA2}

Email OTP {093F612B-727E-44E7-9C95-095F07CBB94B}

Passcode {F696F05D-5466-42b4-BF52-21BEE1CB9529}

Software OTP {OFA7FDB4-3652-4B55-B0C0-469A1E9D31F0}
Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}
Hardware TOTP {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E60CAOQ5}
Indeed Key Provider {DEEFOCB8-AD2F-4B89-964A-B6C7ECA80C68}

NPUMEYAHUE

IIpu ucnone3oBanuu coenuHenus o nporokoiay HTTPS tpeOyeTcs BBINMOIHUTS YCTAaHOBKY KIHEHTCKOTO

ceprudukara Ha Kaxapii cepeep Indeed AM.

3. Bamycture PowerShell ¢ mpaBamu agMuauCcTparopa. [1Jis perucTpalyu aganTtepa BBEUTE CIEAYIONIHE TaHHbIE:

* YourPath\MFAAdapter.json — yKaxuTe CBOH IOJIHBIH ITyTh K KOHQUrypauuonnomy daiiy MFAAdapter.json,

CO3/IaHHOMY B I1are 2.

e B mepemennoii $typeName B mapamerpe Version ykasslBaeTcs HoMep Bepcun ucnons3yemoro ADFS Extension.

A

BAKHO

IIpu perucrpaunu, U3MEHEHUHU WM yAAJCHUHU aanrtepa nepesamnycrure ciayx0sl ADFS Ha kaknom cepeepe
ADFS.

¥ Ipumep

$typeName = "IndeedId.ADFS.MFAAdapter.MFAAdapter, IndeedId.ADFS.MFAAdapter,
Version=2.0.0.0, Culture=neutral, PublicKeyToken=1ebb@d9282100d91"
Register-AdfsAuthenticationProvider -TypeName $typeName -Name "Indeed Id MFA
Adapter" -ConfigurationFilePath 'YourPath\MFAAdapter.json'

e Jlyis perucTpaly HECKOJIBKHUX MTPOBaiiiepoB U3MEHUTE UMsI ITpoBaiijiepa B napaMeTpe Name .
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v Ilpumep

Register-AdfsAuthenticationProvider -TypeName $typeName -Name "Indeed Id MFA
Passcode" -ConfigurationFilePath 'YourPath\MFAAdapter.json'

o l3menure oToOpakaeMoe UMs IpoBaiinepa. s mapamerpa Name yKaXuTe 3HaYE€HHE M3 MPEABIIYIIETO IIara, I

mapameTpa DisplayName 3amaiiTe uMs, KOTOpoe OyAeT 0TOOpaKaThCs NPH BBINOIHEHNH ayTEHTH(OHUKAIMN YepPe3
ADFS.

v Ilpumep

Set-AdfsAuthenticationProviderWebContent -Name "Indeed Id MFA Adapter Passcode"
-DisplayName "Passcode"
4. YtoObl yaiuTh ajantep, BHITOTHUTE CACTYIOUIYI0 KOMaHIY:
Unregister-AdfsAuthenticationProvider -Name "Indeed Id MFA Adapter"
5. Uro6b! 0OHOBUTH KOH(UTypaLIUIO, BBIIOIHUTE CIACAYIOILYI0 KOMaHTY:

Import-AdfsAuthenticationProviderConfigurationData -Name "Indeed Id MFA Adapter" -
FilePath 'YourPath\MFAAdapter.json'

Bromrouenne MuorodaxktopHoit ayrentudukauu st ADFS
1. Otkpoiite koHcous ynpasienust ADFS.
2. Beibepute Cnyx06a—MeTo/1bl IPOBEPKH MOJTMHHOCTH.

3. B okne [leiictBus BoiOepuTe MI3MEHUTH METOIBI MHOTO(AKTOPHOM MPOBEPKH....

~ [ CnyxBa
= MeToae!l NpoBEpKH NOAAMHHOCTI -
| Xpanunnwyz atpuyTos 0630p MeTo4OE NPOoBEePKK NOANMHHOCTH
|| MeToak! NpoBEpKM NOATMHHOCTH Wamenute MeTogel MNepenyHoi Nposepkn n.
= Bbl MokeTE HECTPOMTL METO bl NEPBMYHOIA MPOBEPKW NOAMMHHOCTH W METOb! MHOMOGEK TOPHOA .
= epTHduKaTEl NPOBEPKIA NOAMMHHOCTA VamernTe MeToge mHerodaktoproil npoe...
7] Onmncanna yTeepaeHni

- Bi 3
[] Perucrpaiua ycrpoiicTsa Jonommrenshbe ceenetmn ua
] Koneureie Toukmn Crpasxa AD FS

I N e T

Hoeoe okro otcroga

4. Ha Britajgke MHOrOo(akTopHasi BRIOEpUTE CO3/IaHHBII paHee npoBaiiep n HaxMuTe [[pUMEHUTb.

5. JIoist mpuMeHeHUs: U3MEHEHHI nepesamnycturte ciyx0y AD FS.
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WMzmernTe MeToakl NpoBEpKY NOANMHHOCTI >

Mepsiunbin  MHorodakTopHans

BuifepuTe gononHUTENEHBIE METO b NPOBEPKK NoanHHocTW. [ne sxnouerna MFA
HEeBx0 AMMO BeIBPATE X0TA Bbl 0AMH M3 CNEQYILLMX METOLOE:

] NpoBepka NoAMMHHOCTH CEpTUGMKATE
[ Azure MFA
Indeed Id MFA Adapter

Yo Takoe MHOMOQEKTIPHAA NpOBEpKE NOAMMHHOCTA?

0K OmeHa TprrMeHnTE

Peructpanus ayrentudukaropa mnpu repsom Bxojie B ADFS
ITpu nepBom Bxozxe B ADFS nosb30BaTesb MOJy4YHT 3apOC HA yYKazaHHE Tele()OHHOTO HOMEpa, ECIIu:

* y [OJIL30BATENISl HE yKa3aH HoMmep TeiedoHa B Active Directory;

® HOMCp Teﬂe(i)OHa YKa3aH, HO IIPU 5TOM OTKJIFOYCHA ITOJIUTHKA HUcnonvzoeams HOoMep meﬂe(ija uz Active Directory, eciu

aymenmuguxamop He 06yuen.

ITocne yka3aHus HOMepa Tele(oHa MoIb30BaTelb IOIYYUT OJTHOPA30BhIi MapoIb Ha yKa3aHHEIH HOMep Tene(oHa, KOTOPBIH

HeoOxonumo BBecTH B popme ADFS, uroObl 3aBepIIUTh BXO B IIEJIEBOE MPUIIOKEHHE.

[Tpumep padotsl Mmoaysst Ha crpanuiie ADFS idpinitiatedsignon
ITpumep paboThl pacIIUpeHuUs I0Ka3aH Ha CTpaHuLe idpinitiatedsignon.htm.
ITo yMonmuaHUIO JaHHAS CTPaHHLA He HacTpoeHa. HacTpoiika TaHHOM CTpaHHIBI He 00s3aTebHA.

Hacrpoiika TecTOBO# CTpaHUIIBI

1. Beibepute OTHOIICHHE JOBEPHUs TIPOBEPSIFOIICH CTOPOHBI M HAXKMHUTE J100aBUTh OTHOIIEHUE JJOBEPHUs TIPOBEPSIOIICH

CTOPOHBL....

205



2| B

“| ADFS OTHOWEHMA AOBEPUA NPOBEPAIOLLEN CTOPOHE Deiictena

v Cﬁ'l‘;’(’;ﬁ;“n“ua atpubyTos OToGpaxaemos MMA Bemousto  Tun | | © il CTOpOHEL
| MeToas! npoBepKkN NOANMHHOCTY Jo6asuTe OTHOWEHNE A0BEPNA NPOBEDAIDLWEN CTOPOHLL...
| Ceptudukate Bug

) Onucarius yrocpatu Hoeoe okHo 0TCHOA3

| Pernctpaumsa ycrpoiictsa
| KoneuHble Touku

| Onmcarua oBnacti Cnpagka
| Mpokecw seB-npunosxkenna

@ OBHoBuTs

| NMonutvkn konTpona goctyna

| OTHOLUEHWA JOBEPUA NPOEEPAIOLLER CTOPOHEI

| OTHOLWEHWA 40BEPMA NOCTABLUMKDE YTEEPHAEHNA
| Tpynnel npunosxeHui

2. Ha Bruazike JloOpo nokasnosars! Beioepure [loaepxuBaroine yTBepKICHUS U HAKMUTE 3aITyCTUTh.

3. Ha Bximaake Be1i6op ncrounmka nanueix ykaxkute URL Bamero mpumoxxenus u Haxmure Jlaee.

() wunHOOPMALMS

B xadecTBe mprMepa paboTHI pacIIMpeHns HCTIONB3yeTcst cTangapTHas crpanuna ADFS idpinitiatedsignon. htm.
Hcnonb3yercs aapec MeTaaHHbIX 171 JaHHOM CTPaHHUIIBI, HAallpuMep,

https://<nonnoe_dns_ums_cepeepa>/federationmetadata/2007-06/federationmetadata.xml.

% MacTep goBaeneHWA OTHOLLEHWA JOBEPUA NPOBEPARILLER CTOPOHBI d
Bwbop MCTOUHMKA OaHHBIX
Wlarm .
BriGepuTe cnocof, Mcnonesyemelil MacTEpOM ANA NONYYEHWA AaHHLK 06 3TOR NPOBEPAIDWER CTOPOHE:
@ [ofpo noxanosaTts!
(®) WMnopT gaHHL 0 NPOBEPAIOLLEN CTOPOHE, OMyBNMKOBaHHLE B VHTEpHETE MW NoKankHORA ceTv
@ BriBop MCTOUHWKE AAHHED
BrifepiTe gaHHLIR napaMeTp, 4Tolkl MMNopTMROBaTE TREGYEMEIE DaHHEIE M CERTMGMKATE! U3
@ BeiBpats nonuTvky OpraHW3aLWM MPOBEPRAIOWLEA CTOPOHEI, KOTOPER MyGMKyeT METaAaHHbIE Peaepawm B VHTepHETE unun
YNPEENEHA ADCTYNIOM B NOKENEHOM CETH.
@ [oToBHOCTE AnA Afpec METAAHHED PefepaLtn e yEna wmn URL-agpec):

A0GEENSHUA OTHOLWSHMA

[OBEQVA |https //adfsnew indeed locallfederationmetadata/2007-D6 federationmetadata xml

@ loToBO Mpymep: fs.contoso.com wnw hitps./Awww contoso.com/app

O MmnopT gaHHLMX 0 NPOBEPAILLEHA CTOPOHE W3 aina

BriGepuTe OaHHEIR NapamMeTp, yTobbl MMNODTMPOEATE TpedyeMele O3HHBIE M CEPTUDWKATEI M3
OpraHW3aUMA NpOBEpAWLEA CTOPOHEI, KOTOPEA SKCNOPTWPROBANE METAAAHHEIE GE0EpaLMW B Rain.
YEemTeck, YTo 3TOT GEin NoMyYeH 0T AOBEPEHHOND MCTOYHWKE. 3TOT MacTep He ByLeT NpoEepATE
MCTOYHKE haina.
MecTononoxeHwe ©ainos MeTagaHHEDE BheaspaLmm;
CE=op...

() Beoa AAHHBIX 0 MPOBEPAILLEH CTOPOHE BPYYHYID

BrifepuTe A&HHEIR NBpEMETD, uTofbl BEECT Tpefyemble AaHHBIE 08 OPraHWZaLAM NPOBEPALLLER
CTOPOHE! BRYYHYHD.

<Hasan Ommena

4. Ha Bkimagke YkazaHue OTOGpa)KaCMOFO HWMCHHU BBCIUTC UM U OITUCAHUE IS BAICTO OTHOIICHUA TOBCPUA U HAXKMHUTC

Janee.

5. Ha Bkiiajike BeIOpath MOJIMTHKY yNpaBIeHUs JOCTYIIOM BBIOCPUTE MOIXOASIIYIO BaM MOJUTUKY ¢ 3anipocoMm MFA u3

MPEAJIOKCHHBIX IO YMOJIYaHUIO, TAKIKE Bbl MOXKETC ,HO6aBI/ITL MPON3BOJIbHBIC TOJIMTUKHU KOHTPOJIA AOCTYIIA.
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% MacTep goBaeneHWA OTHOLLEHWA JOBEPUA NPOBEPARILLER CTOPOHBI d

BribpaTh NONMTUKY YNpaBneHwA AOCTYTOM

Wlarm .
BriBepuTe NONMTHKY yNPSENEHMA DOCTYNIOM:
@ [ofpo noxanosaTts!
Mnr OnucaHue 2
@ Brifop MCTOUHWKE AAHHED
PazpeweHre one kaxporo W sanpoc MFA MNpenocTaebTe AOCTYN BCEM W 3aN[
@ YkasaHue oTofpaxaemoro aspelleHWE ANA KAXA0ro W Sanpoc ANA BHEWHWX None3...  [pefocTaEneHWe AOCTyME NoNES0E
HIMEHK Paspewenwe one kaxgoro w sanpoc MFA ans onpegenerHoi r... MpegocTasneHwe QocTyna Kaxoom:
@ BeBpat nomuvky Paspewerwe one kaxgoro u sanpoc MFA © HenposeperHency...  [pemocTaseTe 4oCTyn BCEM W 3aNE
e C I PaspelweHie LNA Kaxaoro. peaocTaENEHME QOCTYNE KEX40M!
@ [oToBHOCTL AnA Pazpelwerne ANA onpeaeneHHoi rpynns MpeRocTaBNEHWE ADCTYME NONBS0E
noGEENEHIA OTHOWEHWA PazpeleHe NOCTyNa YEPEs MHTPECETE ANA KaXAIro MNpepocTassTe AOCTYN NONBSOEETE.
AoBE0UA = g Y 1| -f e ———————" S p—— |
< >
@ loToBo
Momumaca

Paspewerwe nonbsoBaTenam
1 TpefyeTCR MHOMOEK TOPHYER NPOBEPKE NOAMMHHOCTA

[] He HacTpaueats nonumiKi yrpaENeHMA AOCTYOM B 3TOT pas. HW 0aMH NonssosaTent He NomyuMT
AOCTYT I 3TOMY MPMNOAKEHIID,

<Hasan Ommena

6. OcTanpHbBIE TApAaMETPHI OCTABETE 10 YMOIYAHHIO.
7. s npuMeHeHHsT I3MEHEH Ui niepe3anyctute ciryx0y ADFS.

Pabora momyns

[To ymomuanuto crpanuua idpinitiatedsignon.htm orxnrodena B ADFS 2016, ans xmtouenus 3amycrute PowerShell ot umenun

AIMHUHHUCTpPATOpa U BBIITOJIHATEC KOMAaHIY:

Set-AdfsProperties -EnableIdpInitiatedSignonPage $True

1. Otkpoiite TectoByto crpanuily ADFS: https://YourDomainName/adfs/ls/idpinitiatedsignon.htm.
2. BemonauTe BXOA.
3. Ilocne BBOIA TOMEHHOTO JIOTUHA M TIAPOJISl YKKUTE TAaHHBIE [UIs1 BTOPOTO (haKTOpa ay TeHTH()UKAIINY.

4. ITocne KOPPEKTHOI'O BBOJAA JaHHBIX 6y)leT BBIIIOJIHEH BXO/I.
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Indeed Mobile Device Provisioning

Korna nmonp30Batess HacTpanBaeT MOYTOBBI aKKayHT HAa HOBOM ycTpoiicTBe uepe3 Exchange ActiveSync, ycTpoiictBo
aBTOMATHUYECKH MOMAJAaeT B KapaHTHH. YTOOBI HauaTh MOMy4aTh MOYTY, HEOOXOIMMO BBIBECTH YCTPOHCTBO U3 KapaHTHHA. Crenars

9TO MOXKHO ¢ TomoInkio Moayist Indeed Mobile Device Provisioning (MDP).
Cucremuble TpeOOBaHUS

UroOsl HacTpouTh MOyIb Indeed Mobile Device Provisioning:

[a—

. Co3yaiiTe U HACTPOITE CEPBUCHYIO YUETHYIO 3amKch 1iis B3aumoseiicteus MDP u Active Directory.
. YeranoBuTe MOJyIb ¢ moMousio MSI-nakera.

. Bapeructpupyiire nunen3uo Moxyist B Management Console.

. Bemmonnure nactpoiiku B Internet Information Services (IIS).

. Dxcnioprupyiite cepruduxars Mmonyis u IDP.

. OTpenaktupyiite KOHQUTYPAUOHHBIN (Qalii MOTYIIS.

. Hactpoiite ayrentudukanuto uepes Identity Provider.

. Hactpoiite otobpaxenue Bxiaaku B User Console.

O 0 3 N W B W N

. HpI/I HCO6XO,Z[I/IMOCTI/I BKJTFOUHUTEC JIOTHUPOBAHUEC.

Coznmanue 1 HacTpoviKa CEpBUCHOM YYETHOW 3aICH

Monysb Indeed Mobile Device Provisioning obparaercst k Active Directory yepe3 CepBUCHYHO YUETHYIO 3aIHCh, YTOOBI
c(hOpMHUPOBATh CITUCOK YCTPOICTB B KapaHTUHE. OT HMEHH ITOH YUETHO# 3alHCH MTPOUCXOMUT MIOUCK MO IEKTPOHHOMY ajpecy

II0JIb30BATECIIA.

YToOBI HACTPOHUTH CEPBUCHYIO YUETHYIO 3aITUCh:

1. B Active Directory co3naiite CepBUCHYIO YUETHYIO 3aITHCh.
2. Otkpoiire naunens ynpasienus Exchange (ECP).
3. B pasnene Pasperuenus Ha Bkajke Posi aMUHECTPaTOpoOB HaskMuTe T+, 4TOOBI CO31aTh HOBYIO IPYIITY POJIEH.
4. B oTKpBIBIIEMCS OKHE 3a[IaliTe CIEAYIONIIe HACTPOUKH:
e B none mMs BBequTe Ha3BaHWE TPYTIITHL.
e B paszmene Porn no6aBsre:

o Mail Recipients — poJb JJIsl TIOJyYSHHS JAHHBIX 110 yCTPOHUCTBAM.

o Mailbox Search — poJb Ui TIOIyYEHUSI AIEKTPOHHOTO ajipeca. Eciti 3Tol posu He Oy/eT, TO 1MoJ1 CepBUCHO#

YUETHOH 3alUChI0 MOXKHO OyAeT MOTYyUUTh TOJIBKO CBOI JIEKTPOHHBIN agpec.

o Organization Client Access — poilb Ul IPEJOCTABICHUS JOCTYIIA K YCTPOUCTBY U JUIsl €r0 OJIOKUPOBKH.

e B pazzenie YyacTHUKH 100aBBTE CO3IAHHYIO PaHEEe CEPBHUCHYIO YUCTHYIO 3aIlUCh.

5. Haxwmure CoxpaHUTb.
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YcTaHOBKa MOZYJIS

3anycrute IndeedAM.MobileDevProv-<uomep gepcuu>.x64.ru-ru.msi, pacroloXeHHbIN 110 yTH Indeed AM <nomep

sepcuu>/Indeed AM Mobile Device Provisioning/<unomep éepcuu>.

KOI‘Ha YCTAaHOBKA 3aBEPIIUTCA, CUCTEMA ITPEIJIOKUT CITCHEPUPOBATL U YCTAHOBUTDH KJIMEHTCKUMN CepTI/ICbI/IKaT MOIYJIA JJIs

ayrentuduxauu MDP B Identity Provider.

Hactpoiiku B Internet Information Services

[Mocie ycTaHOBKY BBITIOTHHTE Clienytonne HacTpoiiku B Internet Information Services:

J100aBbTE CEPBUCHYIO YUETHYIO 3allUCh B YJOCTOBEPEHUE I1yJIa NPUIIOKEHU;

n3menunte Bepeuio cpenst CLR.

JloGaBneHre cepBUCHOM y4eTHOM 3alucH

YtoObl 10OAaBUTH CEPBUCHYIO YUETHYIO 3aIUCh B ITyJ IPUIIOKEHHH, BBIITOJTHUTE CIEIYIOIIEe:

. Otkpoiire lucneruep ciayxo6 IIS.
. B neBom menro [TokimroueHust pa3BepHUTE y3ell, COOTBETCTBYIOIIMIA BameMy cepBepy Indeed Access Manager.
. Bei6epute Ilyinbl npuIoKeHUH.

. B ciiucke BoiOepure IndeedAM.MDP. B meH1o cripaBa BbiOepuTe VI3MEHUTD ITyJ MPUIoxKeHUi — JlonoIHUTEIbHbIE

napameTpsl.

. B okne I[OHOJ'IHI/ITCJ'H)HBIG apaMeTphbl B pa3acie Mo,uem, mnporecca BI>I6epI/ITe y}.’[OCTOBGpeHI/Ie U HAKXMUTE [,

. B okne y,HOCTOBepeHI/Ie IryJia HpI/IJ'IO)KeHI/Iﬁ BI>I6epI/ITe Ocobas y4€THasd 3alrcChb, BBCAUTE UMS ITOJIB30BATCIIA B Q)opMaTe

UserPrincipalName (Hampumep, admin@indeed.local) uin SamCompatibleName (Hanpumep, INDEED\admin) u

MapoJb U CO3IaHHOM CepBHCHOM 3amucu Active Directory.

. Haxxmure OK. OxHO YpocToBepeHue Iyia MIpUIokKEeHUH 3aKpOeTCsl.

. B oxne JlonmonHuTenbHbIE apaMeTphl B pasjaene Mojens nporecca BeibepuTe 3arpy3uts npoduisb nomb3osarens. B

BbIIIaJaroIICM CIIMCKE BI)I6epI/IT6 3HadyeHue True.

. CoxpaHuTe U3MEHEHUS.

N3menenne Bepcuu cpeast CLR

UYroObl n3MeHuTh Bepcuto cpeasl CLR:

1.
2.
3.
4.
5.
6.

Ortkpoiite ucneryep ciayxo6 IIS.

B neBom mento TTonkimroueHus pa3BepHHUTE y3€l, COOTBETCTBYHOIIHUI BaieMy cepBepy Indeed Access Manager.

Bri6epure [Tysbl npuiioxkeHui.

B cmucke Bribepure IndeedAM.MDP. B meHro cripaBa BeIOepuTe I3MEHUTS Iyl MpriiokeHU — OCHOBHBIE HACTPOHKH.

B oxne M3menenue myina npuiokenuii B BeinasatomieM crucke Bepeus cpenst CLR.INET BeiGepute bes ynpasnsemoro koza.

Haxxmure OK.
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DKCHopT CepTU(PUKATOBR

JIist KOpPEKTHOH pabOoThI ay TeHTH(HUKAIINK SKCIIOPTUPYHiTe cepTuduKaThl: cepradukar Moayas MDP HeoOXoquMo pasMecTHTh Ha

cepsepe ¢ Access Manager, a ceprudukar Identity Provider — Ha cepsepe ¢ MDP.

Oxkcnopt ceprudukara MDP

UroOsl skcriopTrpoBaTh ceprudurar MDP Ha ceprep ¢ AM:

1. IlepeiinuTe Ha cepBep ¢ yCTaHOBIEHHBIM MoxyieM MDP.

2. Otkpoiite [lucneryep ceprudukaroB u packpoiire iesoe MeHo: Jlnunoe — Ceprudukars.

3. IIpaBoii KHOMKON MBI HAXKMUTE Ha cepTuUKaT mdpsp U BeiOepute Bee 3anaun — Dkenopr.
4. BeiOepuTe SKCIOPTUPOBAHUE C OTKPBITHIM KIIFOUOM U Haxxmute Jlanee.

5. Cnenys mojckaskam, COXpaHuTe cepTu(UKAT Ha JOKAIbHbIN KOMITBIOTED.

6. ITonmyueHHbIH cepTU(UKAT C PACIIUPEHUEM .cer IIEPEHECUTE Ha XOCT ¢ Access Manager B TUPEKTOPUIO am/ssl/saml_certs.

Okcnopt ceprudukara IDP

UrtoOs! sxcnioptuposats cepruduxar IDP na cepsep ¢ MDP:

1. [lepeiinuTe Ha cepBep ¢ ycTaHOBIEHHBIM Access Manager.

2. Cronupyiite ceprudukar am/ssl/saml_certs/idp.pfx na cepsep ¢ MDP.
3. Ha cepepe ¢ AM otkpoiite daiin am/idp/app-settings.json.
4

. B 6noke PartnerServiceProviderCongigurations Haiinure napamerp Password U COXpaHHTE 3HAaYeHHE. DTO

napoiib oT ceprudurara IDP.
5. IlepeiinuTe Ha cepBep ¢ yCTaHOBIEHHBIM MoayiieM MDP.

6. OTKpoliTe CKONMPOBAHHBIN cepTH(UKAT idp.pfx ¢ moMoIko Mactepa uMmnopra cepTiudukaToB 1 BeibepuTe JIoKkaibHbINH

KOMITBIOTEP B Ka4€CTBE XPAHMIIHIIA.
7. B none nns napoiis BBEAUTE 3HaUEHUE IIapaMeTpa Password , HOIydeHHOe Ha 1iare 4.

8. Cnenyst mojcka3kaMm, 3aBepILIMTE yCTAaHOBKY cepTHduKara.

Hactpotiika koHpUryparmu Momayss
Ortkpoiite koHpUrypamonssiii ¢paitn MDP C:linetpub\wwwroot\am\mdp\app-settings.json 1 BHeCUTE U3MEHEHUSI:

1. B 6noxe Exchange B mapamerpe ServerUrl yKaxkuTe ajpec HOAKIIOUEHHs K ynanenHoMmy cepsepy PowerShell Exchange

B (opmare https://nonnoe_dns _ums_cepsepa/Powershell.

v Ilpumep

"Exchange": {

"ServerUrl": "https://exchange.indeed-test.com/Powershell™
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B manemn ynpasnenus Exchange otkpotiite pasaen CepBepsl 1 epeiigurte Ha BKIaaKy Bupryansnsre karanorn. [IposepsTe

cpoiictBa B PowerShell (Default Web Site) u yoenutech, 4To yka3aHHbIH B KOHQUIYpalIMOHHOM (aiijie aApec COBMAIacT C

BHyTpeHHNM URL-anpecom.

2. B 6roke Server B mapamerpe Url ykaxwute aapec Log Server B popmare https://nornoe_dns ums_cepsepa/ls/api/.

v Ilpumep

"Server": {
"Url": "https://amcore.indeed-test.com/ls/api/"

Ecinu BBI HCToNb3yeTe COOCTBEHHBIN KIIMEHTCKUN cepTudukar, 100aBbTe B OJI0K Server pasaen Certificate uB

napaMerpe Thumbprint ykaxkuTe OTHEYaToK cepTH(HKaTa.

¥ Ilpumep

"Server": {
"Url": "https://amcore.indeed-test.com/1ls/api/"

"Certificate": {
"Thumbprint": "@b914870f6e6ab82dcc17bf8146b4945c49cca”,

"FilePath": "",

"FilePassword":

3. B 6inoke SAML Hacrpoiite noaxiatouenue k Identity Provider:
e Bcekuuu LocalServiceProviderConfiguration B mapamerpe Thumbprint ykaXuTe OTHEYaToOK cepTH(UKaTa

MDP. Uto6b! OIy4UTh OTIEUaTOK cepTU(HKATA, BBEAUTE KOMAHY:

Get-Childitem Cert:\LocalMachine\My\ | Where-Object {$_.Subject -eq "CN=mdpsp"}

e Bcekuuu PartnerIdentityProviderConfigurations yKaxuTe 3HAYCHUS JUIS TApaMETPOB:

o SingleSignOnServiceUrl — aapec Single SignOn Service B hopmare htips.//

nonnoe_dns_ums_cepsepa/am/idp/Account/SsoService,

o SinglelogoutServiceUrl — anpec Single Logout Service B hopmare htips://

nonHoe_dns_ums_cepsepa/am/idp/Account/SloService;
o Thumbprint — orneuarok ceprudukara Identity Provider.

Yro06bl IOTYUYUTH OTIIEYaTOK cepTudukara, Ha cepsepe ¢ AM nepeiiaure B fupexropuro am/ssl/saml_certs,

e HaxoauTes ceptudukar idp.pfx. Beeaure komany:
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Get-ChildItem Cert:\LocalMachine\My\ | Where-Object { $ .Subject -like "CN=idp"
}

KOMaH,I[a BBIBCJICT 3HAYCHUE OTIICHATKA CepTI/I(i)I/IKaTa.

() NPUMEYAHME

Orneyarok cepTr(UKaTa MOKHO TAKOKe IIOCMOTPETH Yepe3 rpadudeckuii nHrepdeiic.

Ortkpoiite Jlucneryep cepTuuKaroB, paCKpoiTe B JIeBoM MeHIo JInmuHoe — CepTuukarsl U OTKpoiTe

JaHHbIe 0 cepTuduKare idp.pfx.

Bo BKJIaJIKC CoctaB HaxxmMuTe OTIIEYATOK U CKOHprﬁTe 3Ha4YCHUC.

¥ Ilpumep

"SAML": {
"Configurations": [
{
"LocalServiceProviderConfiguration": {
"Name": "urn:indeedid:mobiledeviceprovisioning",
"AssertionConsumerServiceUrl": "Account/AssertionConsumerService",

"LocalCertificates": [

{
"Thumbprint": "3FD4@F59795C9F5977E33E18FCE2D5BB27FDC65C"

1
¥
"PartnerIdentityProviderConfigurations”: [
{
"Name": "urn:indeedid:saml_idp",
"SingleSignOnServiceUrl": "https://amcore.indeed-
test.com/am/idp/Account/SsoService",
"SinglelLogoutServiceUrl": "https://amcore.indeed-
test.com/am/idp/Account/SLOService",

"PartnerCertificates”: [

{
"Thumbprint": "D520DC2E6BEDB1400526842CA88485FFB2F8D757"

4. CoxpaHure Bce U3MEHEHUs U Iepe3arpys3ure myi npunoxenus MDP B IIS.
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Hacrpotika ayrentudukanuu yepes Identity Provider

Jlnst Indeed Mobile Device Provisioning npexycmorpena nByxdakropHas ayreHTudukanus yepes Identity Provider. Eciu

nosIb30BaTeNb npouren ayreHTudukanmio B User Console, OH aBTOMaTHYECKU MTPOXOIUT ayTeHTH()UKAINIO B MOIYIIb.
IMonnepxuBaercst coBmectHasi padora ¢ Identity Provider 8.
Kak ycranoButh 1 HactpouTs Identity Provider

UrtoObl HacTpouTh ayTeHTUuKanuo B8 MDP:

1. OTkpoiite koHurypaunonssiii ¢aiin Identity Provider am/idp/app-settings.json.
2. Baecure cienyrommne n3MeHEHUS:

e B 0Onoke CustomAttributes B mapamerpe ServiceProvider ykaxkute urn cepsuca MDP u arpuOyThl
nosip3oBaress u3 AD. s mapamerpa UserNameFormat JOMyCTUMBI cieaytonye (opMaThl:

© PrincipalName

o SamCompatibleName
© CanonicalName

o DistinguishedName
o Name

o Email

¥ Ilpumep

"CustomAttributes": [

{

"ServiceProvider": "urn:indeedid:mobiledeviceprovisioning",
"Attributes": [
{

"Name": "user_name",

"UserNameFormat": "PrincipalName"

* BoOnoke LoginFormats /100aBETE CEKIHMIO CO CIIETYIONIMMH TAPAMETPAMHU:

o B ServiceProvider ykaxure urn cepsuca MDP;
o B InLoginFormat ykaxute GopmaT BXOAALIEIO JOTHHA;

o B QutLoginFormat ykaxwure (hopmMaT UCXOSIIETO JIOTHHA.

213



¥ Ilpumep

"LoginFormats": [

{
"ServiceProvider": "urn:indeedid:mobiledeviceprovisioning",
"InLoginFormat": "Name",
"OutLoginFormat": "PrincipalName"
}

e B Onoke SAML B cexumio PartnerServiceProviderConfigurations nob6asbre 610k:

{

"Name": "urn:indeedid:mobiledeviceprovisioning",
"SinglelLogoutServiceUrl": "https://amcore.indeed-
test.com/am/mdp/Account/SLOService",

"PartnerCertificates": [

{
"FileName": "/opt/am/idp/certificates/mdpsp.cer"

}s

raec:

e Bmapamerpe SingleSignOnServiceUrl ykaxunte agpec moxyinst MPD B dpopwmare https://

nonnoe_dns_ums_cepsepa/am/mdp/Account/SLOService;

e Bmapamerpe PartnerCertificates ykaxure myTh K CTCHEPUPOBAHHOMY IIpU ycTaHOBKe cepTudukary MDP B

dhopmare .cer .
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v Ilpumep
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"SAML": {
"$schema": "https://www.componentspace.com/schemas/saml-config-schema-v1.0.json",

"Configurations": [

{
"LocallIdentityProviderConfiguration": {
"Name": "urn:indeedid:saml_idp",
"SingleSignOnServiceUrl": "https://amcore.indeed-

test.com/am/idp/Account/SsoService",
"LocalCertificates": [

{
"Thumbprint"”: "D520DC2E6BEDB1400526842CA88485FFB2F8D757"

}s

"PartnerServiceProviderConfigurations": [
{
"Name": "urn:indeedid:selfservice",
"SinglelLogoutServiceUrl": "https://amcore.indeed-
test.com/am/uc/Account/SLOService",
"PartnerCertificates": [

{
"Thumbprint": "DE67FAABCO2FC39BB640B99108918481A3C280EC"

]
}s

"Name": "urn:indeedid:emc",
"SinglelLogoutServiceUrl": "https://amcore.indeed-

test.com/am/mc/Account/SLOService",
"PartnerCertificates”: [

{
"Thumbprint": "17BE639E90QFA69A5COF9241E5BOBE6A826604D9C"

]
}s

"Name": "urn:indeedid:mobiledeviceprovisioning"”,
"SinglelLogoutServiceUrl": "https://amcore.indeed-
test.com/am/mdp/Account/SLOService",

"PartnerCertificates”: [

{
"FileName": "/opt/am/idp/certificates/mdpsp.cer”,

}s
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e Ecmu User Console u Identity Provider HaxonsTcst Ha pa3HBIX XOCTaX Uy HAX pa3HbIC JOMEHHBIC UMCHA, B OJIOKe
ContentSecurityPolicy no6asbTe mapameTp FrameAncestors. Ykaxute B HeM aapec User Console B

dhopwmare https://nonnoe_dns_umsa_cepeepa:

v Ilpumep

"ContentSecurityPolicy": {
"FrameAncestors" : {
"From": [

"https://uc.indeed-test.com"

}s

3. Coxpanute Bce H3MEHEHHUS U Iepe3anycTutTe konreitnep ¢ IDP.

HacTtpoiika otoopaxenust Moyt B User Console

Monysib ipezicTaBisieT coboit qonoaauTeNbHy 0 BKIaaky B User Console — MoOuibHbie yerpoiictBa Exchange. B Heid
T0JI30BATEIh MOXKET CAaMOCTOSITEIILHO BBIBECTH YCTPOMCTBO U3 KapaHTHHA. [1o ymonmuanuto moayns Indeed Mobile Device

Provisioning He oToOpakaeTcs oTaeabHO# BKiaakoii B User Console.

UYroObl HACTPOUTH OTOOPAKEHUE MOIYJISL:

1. Otkpoiite kondurypaunonnsiii ¢aiin User Console am/uc/app-settings.json.
2. B 6noke MobileDeviceProvisioning BHeCHUTE CIEAYIOIINE U3MEHEHHUS:

e Bnapamerpe IsEnabled ykakuTe 3HaYE€HHE true, YTOOBI HACTPOUTH OTOOpaskeHHe BkIaaku B User Console;

e Brmapamerpe Url yKaXHTe aJpec cepBepa ¢ yCTaHOBICHHBIM MoayiieM MDP B dopmare Attps://

nonnoe_dns_ums_cepsepa/am/mdp/device/embed.

"MobileDeviceProvisioning": {
"IsEnabled": true,
"Url": "https://mdp.indeed-test.com/am/mdp/device/embed"

}s

3. B 6noke ContentSecurityPolicy B mapamerpe FrameSrc yKaKuTe ajipec cepBepa ¢ yCTaHOBJIEHHBIM MoayaeM MDP B

(dopmare https://nonnoe_dns_ums_cepgepa.
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v Ilpumep

"ContentSecurityPolicy": {

"FormAction": {

"From": []

¥

"FrameSrc" : {
"From": [

"https://mdp.indeed-test.com"

]

}

¥

Ecmu User Console u Identity Provider HaxomsTcsi Ha pa3HBIX XOCTaX M 'y HUX Pa3HbIE IOMEHHBIE HMEHA, B ITapaMeTpe

FrameSrc ykaxute oba anpeca.

¥ Ilpumep

"ContentSecurityPolicy": {
"FormAction": {

"From": []

}s

"FrameSrc" : {
"From": [
"https://mdp.indeed-test.com",
"https://idp.indeed-test.com"

}s

4. Hactpotiite Content Security Policy.

Orxkpoiire daiin am/.env u B mapamerpe CUSTOM_SP_1 yxaxurte DNS-ums cepsepa, Ha KOTOPOM yCTaHOBJIEH MOLyIb MDP.

Ecnu B mapameTpe 3a/1aHbl Ipyrue HACTPOMKH, 3a/1aliTe 3HaUYEHHUE JUISl CIIETyIoIero mycroro CUSTOM_SP.

v Ilpumep

CUSTOM_SP_1=mdp.indeed-test.com
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COop J1oroB

I/IH(I)OpMaLII/Iﬂ I10 BKJIFOYCHHIO JIOTUPOBAHUS U C60py JioroB komrnonenta MDP naxonurcs B pasacie C60p JIOTOB KOMIIOHCHTOB

Access Manager.
B xypnaie coositrii Indeed AM 0TOOpakaroTCst CISAYIOIIE COOBITHS PA0OTHI MOTYJISL:

® TI0JIF30BATEINb YCICIIHO BBIBEN MOOMIBHOE YCTPOWCTBO U3 KAPAHTHHA,
* HE yAaJ0Ch BBIBECTH MOOMIIBHOE YCTPOKCTBO M3 KapaHTHUHA;
e [10JIb30BaTEIb 3a0JIOKUPOBATI MOOMIIBHOE YCTPOUCTBO;

e He ylanoch 3a0JIOKHPOBATH MOOHIBHOE YCTPOUCTBO.

[MoapoGuee B paznene CoObITHS.
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Indeed NPS RADIUS Extension

Indeed NPS RADIUS Extension (RADIUS Extension) — 310 Moxyms pacumpernns Microsoft Network Policy Server (NPS,
BXOIUT B coctaB Windows Server), KOTOpBIii TO3BOJISIET peain30BaTh TEXHOJIOTHIO ABYX(PAKTOPHOW ayTeHTH()UKAIIMH 15T

RADIUS-cOBMECTUMBIX CEPBUCOB U NPHUIOKEHUIL.
B RADIUS Extension BbI MOXeT€ BBIIOJIHUATH ayTEHTU(UKAIIMIO 10 CIIEAYIOIINM ayTeHTU(HUKATOpaM:

¢ Indeed Key

e Telegram Provider
¢ Email OTP

e SMS OTP

e Storage SMS OTP
e Secured TOTP

¢ Software OTP

e Passcode

e Hardware TOTP
e Hardware OTP

¢ MFA

() HH®OPMALUS

C nomompio Indeed Key peanusyercs nyxdaktopHas ayreHTH(UKAIMS: epBbIM (hakTopoM BeicTynaeT Windows Password,

BTOPBIM — push-yBeZOMIICHNS ¢ TOATBEPXKICHHEM BXoza B MoOMIEHOM npriioxennd Indeed Key.

B 3aBucumoctH ot Bepcuun Access Manager ayTeHTH()UKATOp MOXKET Ha3bIBaThCs Kak Indeed Key, Tak u 2FA: Windows
Password + Indeed Key (Push,).

Yro6sl HacTpouTh Moyl RADIUS Extension:

1. Yeranosute u Hactpoiite Network Policy Server (NPS).
. Yeranosute u Hactpoiite RADIUS Extension.
. 3apeructpupyiite auieH3nto Moayist B Management Console.

. YCTaHOBHUTE M HACTPOWTE MPOBaiiephl ay TCHTU(PHUKAIIHH.

O N N VS B S

. Materpupyiite Ousnec-npunoxenue ¢ NPS Radius Extension.

v IlpuMepbl HHTEerpanuu OM3HeC-NPHUI0KEHUI

e Cisco ASA

¢ FortiGate VM
¢ Citrix Netscaler
¢ S-Crypto VPN
e C-Teppa VPN

o Kpunrollpo NGate
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https://support.indeed-id.ru/Knowledgebase/Article/View/nastroika-cisco-asa-dlya-autentifikacii-cherez-indeed-nps-radius-extension
https://support.indeed-id.ru/Knowledgebase/Article/View/nastroika-fortigate-vm-dlya-dvuhfaktornoi-autentifikacii-cherez-indeed-nps-radius-extension
https://support.indeed-id.ru/Knowledgebase/Article/View/ustanovka-i-nastroika-autentifikacii-po-otr-v-citrix-netscaler
https://support.indeed-company.ru/Knowledgebase/Article/View/nastroika-2fa-dlya-s-crypto
https://support.indeed-company.ru/Knowledgebase/Article/View/nastroika-2fa-dlya-s-terra-vpn
https://support.indeed-company.ru/Knowledgebase/Article/View/nastroika-2fa-kriptopro-ngate-s-nps-radius-extension

6. Jlo6aBbTe 1 HacTPOITEe HHTETPUPOBAHHOE IpHIIokeHne B Management Console.

7. Ilpu HeoOXOAMMOCTH 3a/IaliTe JONOIHUTEIbHBIC HACTPOUKH.
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YcranoBka 1 HacTporka NPS

Indeed NPS RADIUS Extension (RADIUS Extension) — 3o Moxyib pacumpenus Microsoft Network Policy Server (NPS,
BxoUT B coctaB Windows Server). [ToaTomy, pex/ie uem npuctynuTh k ycranopke RADIUS Extension, o0si3aresibHO

ycraHoBHTe 1 HacTpoiTe NPS. B nmpoTuBHOM ciydae pacmmpenue paboTarh He OyeT.

Ycranosuts NPS

1. OTKpoiiTe nucneryep cepBepoB.

2. B mpaBoM BepxHeM yriy HaXMUTe YipaieHue — J[00aBUTh POTU U KOMIIOHEHTHI

3. B macrepe n00aBieHus pojiei 1 KOMIIOHEHTOB Ha BKJIaake THIT yCTaHOBKHU BBIOEpUTE YCTAHOBKA POJICH U KOMIIOHEHTOB.
4. Ha Briiagke Beibop cepBepa BeIOepHUTE CepBep AJIsl YCTAHOBKH.

5. Ha Brmanke Ponu cepBepa BoiOepure poib CiryxObl monutuku cetu u goctymna (Network Policy and Access Services) u

MOATBEPAUTE YCTAHOBKY AOTIOJHUTCIBHBIX KOMIIOHCHTOB.

KOHEYHEIA CEPSER

Buibop ponei cepeepa Twoserverindseaid-server.com

Mepes Hauanom paGorts BrifepuTe oaHy WA HECKONBKC ponei ANA YCTaHOBKM Ha 3TOM CEpEepe.

THN YCTEHOBKK Ponm Onucanne

Buifop cepespa L T o s s s CnyBEel NOAUTUKYM CETU 1 ACCTYNA
[] Cepeep npunoxeruii NpPeAOCTABNACT CEPEEP NOANTHEM

[] CnysBil Active Directory ofneruyeHHoro AocTyna » et (NPS), uewTp pervcrpaumu
pabotocnocobroct (HRA) 1

[] Coyscbm Windows Server Update Services

MpoToKo/ AETOPUIALIMK YHETHBIX
. 1 CyxBbl aKTMEALMK KOPNOPaTUEHLIX AULEeHINA pankeix yzna (HCAP),
CnyxBel ponei cnocobCTEYOWWE NOAASPHAHMID

paboTocnocobHoOCT KM
GEe30NacHOCTA CETH.

KomMMOHEHTEI

Fone eef-cepeepa (I15)

CJ'I}")KE'I:I NOAWTHEM CETH M.
Ciyx6el poneit [ ] Cays6bul pazeepreieanns Windows

MoATEEpX AeHKe [ Cymwbul ceprudukatos Active Directory

[] Crysénl yaanesssix paboumx cTonos

[] Cnysbinl ynpasnesua npasame Active Directory

[] Cnysbnl depepauum Active Directory

[] ¥aanerHwid goctyn

(W] daiinosuie cnywbel u caywbil xpaHMaMLLa (YeTaHe

[] dakc-cepeep

| YeTaHoBUTE | | OTmeHa

6. IIpoiiauTe marn Mactepa 10 BKIaku [10ATBEpIKICHHE YCTAHOBKM KOMITOHCHTOB 0€3 M3MEHEHHsI HACTPOCK I10 YMOITYAHHUIO.

7. Haxxmute YCcTaHOBUT.
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Hactpouts NPS

Jlo6aButs RADIUS-k/menT

1. 3amyctute CepBep CETEBBIX MOJINUTHK.
2. Packpoiire paznen RADIUS-kiueHTsl u cepBepsl.
3. Haxxmure npaoii kHonkoi Mplmy RADIUS-knuentst u Beioepute HoBbII JOKYMEHT.
4. B oxne Hosbiit RADIUS-kiueHT 3a1aiite HaCTpOHKHU KIIMEHTA:
e B none [TousiTHOE MMS BBEAUTE NPON3BOILHOE IIOHATHOE UMSL.
e B mone Anpec (IP unn DNS) BBenuTe ajipec cepBepa KIMEHTCKOTO KOMITIOHCHTA.

o B paznene OOmmii cekpeT 3a1aiiTe CeKPETHBIN KITFOY ISl COCIMHCHNSI.

() NPUMEYAHME

VYikaxxute 00IIMil ceKpeT, KOTOPBIH OBLT 3a/IaH PU HACTPOIKE KIMEHTCKOTO KOMIIOHEHTa. ECIT moAKITIoYeHue co
CTOPOHBI KJIMEHTA €llle He OBbLIO HACTPOCHO, 33aliTe MPOU3BOJIbHBIN CEKPET U 3aIOMHUTE €ro. JJaHHBII KoY

HOTpeGyeTCSI npu HaCTpOﬁKe HNOAKIOYCHUSA KIIMCHTCKOI'O KOMIIOHCHTA.

Hoewi RADIUS-knmeHT -

MapameTpel | OononurensHo

Brnownte atot RADIUS+cnmeqT

BrifepuTe cywecTEYOLUAA WaBnoH:

Wrp 1 agpec 1
loHATHOE MMA: |
VP NServer I - |
L

IF i DNS):
|192.163.u.? || MNposepum... |

OBwmi cexpet

BriBepuTe cywecTEyOWMA WabnoH ofWe CeKpeTos:

|DTcyTCTByET W |

YtoBkl BBEECTW 0OWMA CEKPET BOYUHYHD, WenkHWTe "BpyuHyi''. YToGe!
BBTOMATMYECKW CO3aaTE 0Bwmi cexpeT, wenikkvte "Cosgate”. Heofxomimo
HacTpouTe RADIUS+nuwenT ¢ BBEaeHHEIM S0eck oBwmm cexpetom. B oG
CEKPETEX YUMTEIBEETCR PEMMCTD CUMEONOB. 3

- -
(®) BpyuHyto () Cospate

MoateepxneHne oBwero cexpeTta:

| OK | | Ommena

5. Haxxmure OK.
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JloGaBUTH CETEBYIO MOJUTUKY
1. 3anycture CepBep CETeBBIX MOJIUTHUK.
2. Packpoiite paznen [lomutuxu.

3. Haxxmure nipaBoii KHONKOW MbIiK CeTeBble MOJIUTUKN U BbIOepuTe HOBBII TOKYMEHT.

@ NP5 (NokaneHo)

I || RADIUS-knneHTEl M cepBepbl
4 =] MNoantren
| MoAnTUKKY 33NPOCOE HA NOAKNHIYEHHE 4

| CeTeBble NoANTHEN

| Monwtnin pabotoc | Hoekiii gokymenT
B .5 3awmTa JocTyna K CETH IKCNOPTUPOEATE CAMCOK
B YuetHble gaHHEIE
|- Ml ¥npasnenwe wabnoHa Bua '
OBHOBUTE
Cnpaeka

4. B none ViMst NOMUTHKYU yKa)XUTE IPOU3BOIBHOE NMS U HaXKMuTe Jlasee.

Hoeana nonutuea ceti *

YKaxwure nMA NOJIMTHKK CETH U THUN NOAKHYEeHWA

Bbl MOMETE YKAZATE MMA NOAWTHEW CETH M THN NoAKMUEHIA, K KOTOpOMY NPUMEHAETCA MOMAMTHES.

Hma nomamaos:

MNetscaler

Crocof ceTEBOro NOQKMKYEHWA

BrifiepuTe TMN cepBepa AOCTYNA K CETW, OTNPEBNALLErD 38MPOC HE NOAKNIOYEHWE CEpBEpY CETeBLNX NonMmik. MokHo BeiBpaTe Tin
CETEEOrD CEPEEDa MNW NapameTp ' 3aBUCALUME 0T NOCTEEWMKE" (HW TO, HM ADYTOE He ABNAETCA ofAZaTensHeIM). Ecnv B KauecTee
CEpBEpa CETEBLI NONMTHK ucnonesyeTeA KommyTatop 802.1X wnw GecnposoaHan Touka gocTyna, eeibepuTe "He ywasano™.

{®) Tun cepsepa gocTyna K cema:
He yrasaHo w
() 3aBMCALME OT NOCTABLMKA

10 -
- -

Hazan Oanee loToBO OmaeHa

5. B oxne YkaxuTte ycioBus 100aBbTe YCIOBHUS, KOTOPbIe OyayT NPOBEPATHCS NPH HOAKIIOUEHUN KIUEHTOB. {71t 3Toro

HaXMUTEC KHOIIKY ﬂO6aBI/ITL... u BI)I6epI/ITe noaxoaduiee yCciIoBUC. Tlocne ,HOGHBHGHI/IH YCIIOBUS HAXXMHUTE I[anee.
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(D) NPUMEYAHME

B xauectBe npumepa OyneT nobaBieHo ycioBue I pynnuvl nonvzoeameneti. I1pn 100aBICHUN TPYIITE TOTpeOyeTCs

yKa3aTh UMsI TPYIIBI OIb30oBarenel u3 Active Directory.

Hoeaa nonutuka cetn *

Yranmre yonoBua

3apafTe YCNOBWA, ONpEASIAKWKE, NCNOAESYETCA N A3HHEA NONMTHKE CETW ANR 3aNPOCOE HA NOOKMICHEHKE,
HeobxoamMo ykazaTh x0T Okl 04HO YCNOBME,

Ycnosua:

Yenoswe BHadeHue
& Ipynnel nonezoeatensdt  INDEED \RadiusClient

Oracanuwe YCNOBWA:

Yenoswe "Tpynnkl nonbsosaTensi” yKasslBaeT, 4To NOAKNHYSI0WWACH NoNbS0EATEN A0MKEH NOMHAANEXATL K 0OHOR M3 BbIBpaHHLD
rpynn.

Hazan Hanee loToBO CmveHa

6. B oxne YkaxuTte pasperienus nocTymna Beioepute JlocTyn paspelueH u Haxmure [lanee.
7. B oxue HacTpoiika MeTomoOB IMPOBEPKH NOUTMHHOCTH BBEIOEPUTE METOBI TPOBEPKH MOATMHHOCTH, KOTOPbIE HACTPOEHBI Ha

KIIHCHTE, U HaXXMuTe [lajee.

/\ BAJKHO

MCTOJII)I IMPOBEPKU NOMJIMHHOCTU CO CTOPOHBI CEPBEpaA Radius u knuenTa JAOJDKHBI COBIIalaTh, B IPOTUBHOM Clly4ac

BO3HHKHET OIIMOKa ayTeHTU(UKAIIUH.
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Hoeas noantuvka cetn

]
HECI'DEIF‘I'I’E 0WH WM HECKONBKD METOA0E NPOBEPKH NOANHMHHO CTH, KDTDDI:IETDE&]JIDTI'_H AnAa COOTEETCTEMA Zanpoca

d‘ Ha NoAKMIOYEHKE AaHHOW NoAMTHKE, JNA NPOBEpKH NOAMMEHOCTH EAP HeoBXoaMMO HACTPOMTL THN EAP,

. Hacrpoiika MeTo0B NPOBEPKHW NOATHHHOCTH

Twnel EAP cornacytoToR Mex Oy CepEepomM ceTeBbi nonmTak (NPS) 1 knueHTom B
MOPAAKE NEPEYNCTIEHIA.

Twn EAP:

Bsepx

Bz

LpfaenTs ... MameHnTs . Ynanute

Metiee GE30NACHBIE METDALI NPOBEPKMA MO ANMMHHOCTIA®
wposaHHaA Nposepka noanMHHocTH (Microsoft), sepona 2, (MS-CHAP-vZ)
PaspewwTs cMeHy NaponA Mo MCTEYEHMA CPOKE ASACTEWA
UneppoEaHHas NpoEepka NoanMHHocTM MaikpocogT (MS-CHAP)
Paspewwts cMeHy Napons no MCTEYEHWW CPOKE ASACTEWA
[] WnsposaHHan npoeepka noamMHHocTH (CHAP)
[] Oposepka oTkpriTeim TecTom (PAP, SPAF)
[] PaspewmIs nomxmioyeHne KMeHTos 683 COrNacosaHnA MEeToa NPOBEPKK NOANMHHOCTY.

Hasag Hanee TotoBO Cmmena

(D) NPUMEYAHME

obparuMoe mu(poBaHUE X OOHOBHUTE IIAPOJIb IOJIb30BATEI.

Ecinu BbI ecnonb3yere npoBepku nommuHHocTH MS-CHAP (Challenge Handshake Authentication Protocol), B

napamMeTpax y4eTHOH 3alicH ToJb3oBarens B Active Directory BKIFOYHTE ONIMIO XPAHUTH MApOJIb, UCIIONB3YS

8. B oxnax Hactpoiika orpannuenuii u Hactpoiika mapaMeTpoB 0CTaBbTE 3HAUCHHUS [10 yMOTUAHUIO U HaxxMuTe Jlanee.

9. B okHe 3aBeplieHne co31aHus MOJUTUKU CETH IIPOBEPBTE JJTaHHbIE U HaXkMuTe [ 0TOBO.
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YcranoBka u Hactporika RADIUS Extension

ITocne ycranosku u HacTpoiiku NPS, ycranosute u Hactpoiite RADIUS Extension. [{nst sToro:

1. 3anycrure IndeedID.EA.RADIUS. Extension-<nomep gepcuu>.x64.ru-ru.msi, pacrtolIoeHHbIN 10 yTH Indeed AM <nomep

sepcuu>\Indeed AM NPS RADIUS Extension\<uomep eepcuu>.

2. Hactpoiite RADIUS Extension ¢ HOMOIIbBIO peecTpa I IPYIIOBIX MOIUTHK.

Yepes peectp

1. OTKpoiiTe pepakTop peecrpa.

2. B paznene HKEY LOCAL MACHINE\SOFTWARE\Indeed-ID\SrvLocator2 n3MeHHUTE CISIYIONUE TapaMETPhI:

¢ B crpokoBom nmapamerpe ServerUrlBase ykaxure agpec Core Server B popmare https://

noavoe_dns_ums_cepeepa/am/core/.

() MNPUMEYAHME

JI1s KOppeKTHOH pabOThl pEKOMEHYEM YCTaHOBUTh KIMEHTCKUH cepTudukar Ha kaxasiii Core Server.

* B uncnosom napamerpe IsIgnoreCertErrors YKaxure 3nadenue ) wiu /.

JlanHbIi napaMeTp NpeaHa3HauyeH UL UTHOPUPOBaHUs ol00K ceprudukara nposepku nommmHHocta Core Server. Ilpu

3HaueHUM |/ OMMOKK cepTH(UKaTa UTHOPUPYIOTCS.

e [Ipu HEOOXOMUMOCTH B YHCIOBOM TapaMmeTpe SessionHoldPeriodMs MOXHO 3aliaTh TIEPHOJ yACPKAHHS CECCHH. DTO
MIEePUO]I, B TEYEHNE KOTOPOI'O CECCUI0 MOYKHO MCIOJIB30BaTh MIOBTOPHO MPU KPATKOBPEMEHHBIX pa3pbIBaX MOAKIIOUCHUS K
Core Server. B Teyenune 3a1aHHOTO MEpUO/a CECCHsI XPAHUTCS B KEIIe U MOXKET OBbITh IIOBTOPHO UCIIOJIB30BaHA MPH
3ampoce Ha HOBOE COeAMHEHue ¢ cepepoM. [Ipu 5ToM nmpoBepka paboTOCIIOCOOHOCTH cepBepa MOBTOPHO HE IPOUCXOIHT,
BMECTO 3TOTO UCIIOJIb3YETCsl 3aKEIIMPOBAaHHBIN pe3yibTaT npoBepku. I1o ncreuenuu nepuona ceccus 3asepiuaercs. I1o
HOBOMY 3ampOCy Ha COEIMHEHHE C CEPBEPOM CO3/IaeTCsl HOBasI CeCCHsl. 3HaueHue mapameTpa mo ymordanuio — 180000

CeKyHJ (3 MUHYTBI).

Yepe3 noJUTHKH

1. [loGaBbTe 11abI0HBI TPYIIIOBLIX MOJIUTHK.
2. Otkpoiite penakrop GPO.

3. Ilepeitnure B paznen Kondurypanms koMnbiotepa — AJMUHHCTpaTuBHbIE madnonsl — Indeed ID — Client

Connection.
. OTkpoiite cBoIcTBa MOMTUTHKK HacTpoiiku MOAKITIOUEHNS K CepBepY.
. BxrounTe monutuky.

. B mone URL-anpec AM cepgepa BBenute aapec Core Server B popmarte https://nornoe_dns_ums_cepsepa/am/core/.

~N N »n b

. ITpn HEOOXOAUMOCTH BKJIIOUUTE ONLUI0 IrHOpUpOBaTh OMIMOKY cepTH(UKATa.
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8. Jlna nacrpoiiku Ilepron ynepxkanus o0ObekTa cecCu 0CTaBbTe 3HaYeHue 1o ymonanuto — 180000 cexynn (3 MUHYTHI)

— WJIM 3aJJaliTe HOBOE.

9. Haxxmute OK.

IMonpoduee o HacTpoiikax RADIUS Extension ¢ HoMOIIbI0 NONUTUK U peecTpa — B pazgene NPS RADIUS Extension.

Hactpoiika noctymna k HemoO0aBICHHBIM TPUIOKEHUSIM

Ecnu npunoxxenns paborarot uepe3 NPS (Network Policy Server) ¢ ycranosinenasim RADIUS Extension, HO ayTeHTH()HUKAIHS
JUTS HUX OyZIeT OCYIIECTBISIThCS He yepe3 Access Manager, HacTpoiite Jutst HUX goctyn B Management Console. B mpotuBHOM

Cl1y4ac BXOI B OTH IIPHUIOXKCHUA 6y11eT HCBO3MOXCH.

Uro6s! HacTpouts goctyn At RADIUS-npunoxenuii, He 1o6aBneHHbIX B Access Manager:

1. Ha 6oxoBoii manenu Management Console otkpoiite pa3nen Konpurypanus.
2. Ha Bruiagke Monynu unrerpanuu Beioepure NPS RADIUS Extension.

3. Pazpemmre unu 3anperute goctyn B HacTpoike [t RADIUS npunoxennii, KoTopbie He 3aperucTpupOBaHbl B Access

Manager.
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JloOaBiieHUE M HACTPOMKA MHTETPUPOBAHHOTO
IPUIIOKCHUS

B Management Console Bbl MOXXeTe:

e 100aBUTH NpUIIOKEHKE, HHTerpupoBaHHoe yepe3 RADIUS Extension;
e BBIOpaTh CrIOCOO BXO/A JJISl HHTETPUPOBAHHBIX TPHIIOKEHUIT;

® HAaCTPOUTH anI/I6yTLI JJI1 TIOMCKA IMMOBTOPHBIX 3alIPpOCOB Ha ayTeHTI/I(I)I/IKaHI/IIO Y BBIITOJIHUTH IPOYUC ONMIIUOHAJIbHBIC

HACTPOMKH.
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OnuuoHanbHbIE HACTPOUKH

¥ Hacrtpouts nepenauy arpudyros Radius

OTa HacTpolika Mo3BosAeT 100aBUTH aTPUOYTHI B OTBET Access-Accept (JlocTyn npuHAT), KOTOpbIE yKa3aHbI B CETEBOH

nonutuke cepeepa NPS. Hactpoiika BEIIOIHSAETCS TOJIBKO IIPH HEOOXOIMMOCTH Tiepeadu arpudyToB Radius st kinenTa.

UroObl HacTpouTh nepeaady arpudyroB Radius:

1. Otkpoiite CepBep CETEBBIX MOJIUTHK.

2. Packpoiite pazaen [lomutukn — [lonmutuku 3ampocoB Ha MOAKIIOYCHHE.

3. Berbepure cymecTBYIONIYIO OMUTHKY MIIH CO3aliTe HOBYIO U OTKPOWTE ee CBOMCTBA.
4. Ha Bruagxe ITapamerps! nepeiinute B pazaen Atpudytst RADIUS — Crannaprt.

5. Haxxmure JI00aBUTB.

6. B okne Jlo6aButh cranmaptHelii arpuoyT RADIUS B criucke AtpuOyThl BeiOepute Filter-Id u Hasxkmute J[00aBUTS.

Ytobkl noGaBnTe aTpUEYT B HACTDOMKK, BeIGEMTE ero M HaxmuTe KHonky " ofaenTs”.
Yrobiel nofiaBuTs HACTpaMBaeMbIi MW SapaHee onpedeneHHoIR aTPMbyT NOCTABWMKE, 3aKPOATE QManorosoe

OKHO, BelBepuTe NnapameTp "CEeQeHWA 0T NOCTABWMKE " W HaxkmuTe KHonky " dobasue ™.

Twn gocTyna:
| Bce

AmpnByTei:

Wma

AcctInterim-Interval ]
Calback-ld

Callback-Number

Class

Framed-Apple Talk-Link

L. A Aeela Tl hladind
<| 1E

Oracanwe:

Mima crcia DUNETPOE ANA NONES0EATENA, SANPALMEIHLLED NPOBEDKY NOANWHHOCTIA

| Dofaenm... | | Japems |

7. B oxne Cenenust 00 arpulyte Haxmute JJ00aBUTh.

8. Yoenurecs, uro napamerp dopmar BBoga arprlOyTa — CTPOKOBBIH, U BBEIUTE CTPOKY dopmara
IID _CR_AccessAccept Attributes: <udenmuguxamop mpedyemoco ampudyma 1>, <udenmupurxamop mpedyemozo

ampubyma 1>

O  MOACKA3KA

Ecnm atprbyToB HECKONBKO, YKOXKHUTE HACHTU(HUKATOPHI Yepe3 3arATyo.

230



IIpumep

IID_CR_AccessAccept_Attributes:25, 13

9. 3akpoiiTe Bce OKHa, HaXXMHUTE [I[pUMEHUTH U iepe3anycTute ciyx0y NPS.

=

HacTpouTs napameTpel ANA NOMMTWKK CETA.
Ecnn ycnoBMA M orpaHMNeHMA COOTBETCTBYIOT 33MPoCcy Ha NOAKMIOYEHWE, M NONMTMKE NPEAoCTEBNAST

AOCTYT, TO MAPEMETPE! MPUMEHARTCA.

MapameTpk:

a MeTons! npoBEpKK

NOANMHHOCTH cm. B gokymenTaw RADIUS4cnmeqTa.

MNepecrinka 3anpoca Ha
MOMKTTIOY EHNE:

ATPMBYTHI:

T
HEEE:::;;MGTW possr YroBk ompaswTe ononHuTensHele atpuBytel RADIUS4cnveHTam, srifiepute

—_— cTaHBapTHeN atprByT RADIUS W HaxmuTe kHonky "Hasmenuts". Ecnn atpuyT He
zafaH, oH He ompaenAeTcA RADIUS«nueHTam. MNepeyeHs Heofxo AMMBD: ATDMEYTOE

=3 TpoBepKa NOANMHHOCTH
L v Virn 3HausHME

&G Yuemnuie anie Fite-ld  IID_CR_AccessAccept_Attibutes:25, 13
YKaxHTe HMA Cheptl
o] Arpusyr
AtpnbyTu RADIUS

JBEMCALLKE OT

NOCTIBELWLMWED

| OofaenTs. . || HameHTs_ || Yoanute

0K

| | OmaeHa | | MpMEHNTE
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¥ HactpouTh napamMeTphbl 0cTyna B noMTukax Ha NPS

B nonutuke Ha cepepe NPS MokHO 3a/1aTh clieAyIoNIue mapaMeTph:

e 00mMii CrTI0co0 BXO/A;

® CIIOCOOBI BXOJa AJiA rpyI1i M0JIb30BaTEeIICH.

UYToObl HACTPOUTH MapaMeTpPhl AOCTYIIA:

1. 3amyctute CepBep CETEBBIX MOJIUTHUK.

2. Ilepeitnure B paznen [lomutukn — [loauTrky 3ampocoB Ha OAKITIOUEHUE.

3. CozpaiiTe HOBYIO MOJUTHKY WIIH UCTIONB3YHTE CYNIECTBYIONIYIO H IEPEHINTE B €€ CBOMCTBA.

4. Ha Bruazgxe ITapamerps! nepeiinute B pazaen Atpudyrst RADIUS — Crannaprt.

5. Haxxmure JI00aBUTH.

6. B okne Jlo6aButh cranmaptHblil arpudyT RADIUS B criucke AtpuOyThl BeiOepute Filter-Id u Haskmute J[00aBUTS.
7. B okue Ceenenust 00 arpulyTe HaxkMuTe J100aBUTh.

8. YGCHI/ITGCB, 4TO rapameTp (DOpMaT BBOJa anI/I6yTa CTpOKOBI)IfI, 1 BBEAUTC COOTBETCTBYIOIIWEC 3HAUCHU.

OO0uumii cnocod Bxoaa

Ecnu HacTpouTh 001Ut CIIOCOO BXOJIa, TE MOIBb30BATENH, HA KOTOPBIX HE PaclpOCTpaHsIeTCs JeCTBUE mapamMeTpa
Hactpoiika crioco0oB Bxoja Juis TPYIII MOJIb30BaTeNei, Oy/lyT UCIIONIb30BATh 3a/IaHHBIH MTpoBaiiep ayTeHTH()UKAIH B

RADIUS-npunoxeHusx.

Uro0bl HacTpouTH 001IHIA crioco0 BXoaa, BBenute 3HaueHue popmara [ID_Modeld {Providerld}, rne ProviderId —

UICHTUUKATOD MpoBaiiiepa.

3HavyeHue ProviderId YHUKaJIBLHO JJIS K&KAOTO MpoBaiiaepa.
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¥ 3HaveHus1 HAeHTHHUKATOPOB NPOBaiilepoB, nogaepxupaomux RADIUS-ayrenTudnkanuio

e {OFA7FDB4-3652-4B55-B0C0-469A1E9D31F0} — Software TOTP,

o {B772829C-4076-482B-B9BD-53B55EA1A302} — Software TOTP (Challenge\Response),

e {F696F05D-5466-42b4-BF52-21BEE1CB9529} — Passcode,

o {EBB6F3FA-A400-45F4-853A-D517D89AC2A3} — SMS OTP,

o {CA4645CC-5896-485E-A6CA-011FCC20DF1D} — Telegram,

e {093F612B-727E-44E7-9C95-095F07CBB94B} — Email OTP,

o {AD3FBA95-AE99-4773-93A3-6530A29C7556} — Hardware OTP,

e {631F1011-2DEE-47C5-95D8-75BOCAED7DC7} — Hardware OTP (Challenge\Response),

¢ {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E60CA0S5} — Hardware TOTP,

e {D338344E-7AB7-4D82-9B53-C3678662B153} — Hardware TOTP (Challenge\Response),

e {DEEFOCB8-AD2F-4B89-964A-B6C7TECA80C68} — IndeedKey,

¢ {CB3D3B0A-29C6-4BA4-939D-09B126C10C2E} — Passcode + Software TOTP (Challenge\Responce),
o {ESD3185C-9A13-4538-BE8F-D4E1C50A329E} — Passcode + IndeedKey,

e {FISFD7EC-19EA-4384-846E-A2DOBE149FA2} — Secured TOTP,

o {7F3DE8S6F-59D1-4476-AASD-F277E5DD5938} — Secured TOTP (Challenge\Response),

o {882C1787-FD32-44A2-BA89-F1F529FBE7AB} — Passcode + Secured TOTP (Challenge\Response),
e {4E32199B-9A21-4CD7-8646-C70C48B55ED9} — Passcode + SMS OTP (Challenge\Response).

() NPUMEYAHHE

Challenge\Response (Bp3oB\OTBeT) — coco0 ayTeHTU(HUKAIMH, KOTJa OHA CTOPOHA OTHPABIISET 3apoC

(«BBI3OBY), a ApyTasi JOJKHA IPEAOCTABUTH BEPHBINM «OTBET» IS YCIICIIHOM ayTeHTU(HUKAIHIH.

[Ipumep 3nauenus arpudyra c Indeed AM Software OTP Provider

IID _ModeId_{B772829C-4076-482B-B9BD-53B55EA1A302}

Jluist rpynn nosab3oBaresei

Ecnu HacTpouTh c110c00 BXoAa Ul IPyIIIbl ob30Bareieil Active Directory, To oab30BaTeIn 3TON rpynisl OyayT

HCIOJBb30BaTh 331aHHbIN npoBaiiep /s ayreHTrdukauu B RADIUS-npunokeHusx.

Yrobbr HaCTPpOUTH CII0COOBI BXoAa JIsI IPpyIIL HOJII)30B&T6JI€I>'I, BBCAUTC 3HAYCHUC (bopMaTa

IID_Group_Modeld {DN} {Providerld}, rae:

e DN — yHuKainbHoe ums rpymisl B Active Directory (Distinguished Name). Eciu Hy»HO 3a/1aTh HECKOJIBKO TPYIIII,

YKXHUTE 3HAYCHUS 4epe3 3aIsITyIo.
¢ ProviderId — maeHTH(hUKATOp IpOBaiaepa.

3HavyeHue ProviderId YHUKaJIBHO IS KAXKIOTO MpoBaiiaepa.
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¥ 3HaveHus1 uAeHTHGUKATOPOB NPOBaiilepoB, nogaepxupaomux RADIUS-ayrenTudnkanuio

e {0OFA7FDB4-3652-4B55-B0C0-469A1E9D31F0} — Software TOTP,

o {B772829C-4076-482B-B9BD-53B55EA1A302} — Software TOTP (Challenge\Response),

e {F696F05D-5466-42b4-BF52-21BEE1CB9529} — Passcode,

o {EBBO6F3FA-A400-45F4-853A-D517D89AC2A3} — SMS OTP,

o {CA4645CC-5896-485E-A6CA-011FCC20DF1D} — Telegram,

e {093F612B-727E-44E7-9C95-095F07CBB94B} — Email OTP,

o {AD3FBA95-AE99-4773-93A3-6530A29C7556} — Hardware OTP,

e {631F1011-2DEE-47C5-95D8-75BOCAED7DC7} — Hardware OTP (Challenge\Response),

¢ {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E60CA0S5} — Hardware TOTP,

e {D338344E-7AB7-4D82-9B53-C3678662B153} — Hardware TOTP (Challenge\Response),

o {DEEFOCBS-AD2F-4B89-964A-B6C7ECA80C68} — IndeedKey,

¢ {CB3D3B0A-29C6-4BA4-939D-09B126C10C2E} — Passcode + Software TOTP (Challenge\Responce),
o {E5SD3185C-9A13-4538-BE8F-D4E1C50A329E} — Passcode + IndeedKey,

e {FISFD7EC-19EA-4384-846E-A2DOBE149FA2} — Secured TOTP,

o {7F3DE8S6F-59D1-4476-AASD-F277E5DD5938} — Secured TOTP (Challenge\Response),

o {882C1787-FD32-44A2-BA89-F1F529FBE7AB} — Passcode + Secured TOTP (Challenge\Response),
e {4E32199B-9A21-4CD7-8646-C70C48B55ED9} — Passcode + SMS OTP (Challenge\Response).

() NPUMEYAHHE

Challenge\Response (Bp3oB\OTBeT) — coco0 ayTeHTU(HUKAIMH, KOTJa OHA CTOPOHA OTHPABIISET 3apoC

(«BBI3OBY), a ApyTasi JOJKHA IPEAOCTABUTH BEPHBINM «OTBET» IS YCIICIIHOM ayTeHTU(HUKAIHIH.

() NPUMEYAHHE

Ecnu B Ha3Banusx rpynn Active Directory HCIIONB3yIOTCSI KUPWIIIHIECKUE CUMBOJIBI, YCTAHOBUTE Ha KXKIOM
cepBepe nonuTHK cetd (NPS) pycckuii sI3bIK Kak sA3bIK TSI IporpamM, He moanepkuBaromux Unicode. be3 nanHoi

HACTPOMKM YiIeHaM TaKUX TPy OyJeT OTKa3aHO B ayTEHTH(HUKALUK CEPBEPOM MOIUTHUK CETH.

IMpumep 3uauenus arpudyta ¢ Indeed Key Provider

IID_Group_ModeId_{CN=AdminsIndeed,OU=UsersIndeed,OU=Indeed,DC=indeed,DC=1ocal} {DEEFOCB
AD2F-4B89-964A-B6C7ECA80C68}
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& NPS (Nokansric)

~ (] RADIUS-kavenTs! n cepaepe

3 RADIUS-knmenTs!

2 pynnsi erewnix RADIUS-cepeepos
Monumika

(5 MonwTn 3anpocos Ha nogKniouene
1 Cereasie nonnTaku
B Yuerhsie garHble
> My Ynpasnerne waGnonamm

[ r—

[ TloNHTMKM 3MPOCOR Ha MORKMIGUSHYE MOSBONAIOT 33RABATS o oBpa

¥ 3aMpocos Ha i i vix oTrpaBKy Ha srewrie RADILS-cepseps!

Vs romamiw
AirKeyUsers

= [¥erionssosams nposepicy noammHocT Windows ana ecex nonbsosateneh

CocTomrue  Mopsnok ofpaboman  MoTounik
Bniovero 1
Omemosero 933399

He ykasaro
He yxasaro

Colictsa AirKeyUsers

Ofizop  Ycnoeua [lapametps
HECTPOMTS N3PaMETPS! ANA MONHTMKY CETH

BOCTYN, TO NAPAMETPbI MPUMEHSAIOTCR.

Ecim ycriosv 1 orpaHi4enis COOTBETCTBYIOT SaNPOCY Ha MOAKIIOYSHHE, W NOMMTVKE NPEAOCTABNRET

Mapamempsi:
I Tpefyemeie METOMH NPOSEPKH

UTofil 0 TPaBHTS AOMOMHHTEMHsIE TPy To! RADILIS+cuenTam, ssibepuTs

ArpéyTe RADIUS

NOCTEBUMKA

froammec cTanaapTHai aTpHByT RADIUS  riaxnte wriomisy "Wamerms" Ecnn aTpuyT re
£ Merans nposspru saaH, o He oT RADIL . Tepeuers ampuyToR
ROBMHHOCTH .8 fokymenTaLyn RADIUSknuenTa
Nepectinkasanpocana
noaxmuenme eTsepr O0.00-24.00 Memnua 00:00-24.00 Cy66ore
P ArpuByTe:
3 Mposepxa
. Y Fuauenme
B YueThbie naHbie
Ykaxunre nma ciepbl
o] Arpuayr

< >

| Doteenm... | | Mewewms. | | Yaewm

B-AD2F-4BB9-964A-BECTECABICER}

w

9. Haxxmure [IpumeHnTH, 9TOOBI COXPaHUTH BHECEHHBIC B TIOIMTUKY U3MEHEHHUSL.

10. ITepesamycture ciryx0y NPS.
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Indeed RDP Windows Logon

Mopnyms Indeed RDP Windows Logon (RDP Windows Logon) rmo3Bossiet peain3oBars ABYX(AaKTOPHYIO ay TCHTU(HUKALHUIO C
nomonipio Indeed Access Manager B nporecce nojxitodeHus mno npotokony RDP (Remote Desktop Protocol) unu B npunokeHun

Remote App.
B kadecTtBe BTOpOro (hakropa MOT'YT BBICTYIATh:

e MoOwmnbHOe npuiokeHue Indeed Key (B pesxume ornpaBku push-yBeIoMIICHHI € TOATBEPIKICHUEM BX0/1a)
¢ Email OTP

¢ SMS OTP

e Secured TOTP

¢ Software OTP

e Passcode

e Hardware TOTP

e Hardware OTP

HOpH}IOK YCTAaHOBKH
CucremHbIe TpeOOBaAHHS

Uro0Osl uctionszoars Moxytb RDP Windows Logon:

1. Briounte NLA (Network Level Authentication) st mosib30Barelis.

2. ITpu ucnons3oBanuu coequaeHus mo npotokory HTTPS ycranoBute kinenTckuii ceprudukar Ha Kaxblid cepsep Indeed.
3. Yeranosure u nactpoiite RDP Windows Logon.

4. HactpoliTe BbIOOp NpoBaiifepa ayTeHTU(GUKALIUU HAa CTOPOHE [10Ib30BATENIS.

5. Tlpu HeoOXOMMOCTH 3a/IalTe OMIIMOHAIBHBIC HACTPOHKH.

Yceranoska u Hactpoiika RDP Windows Logon

1. Bamycrture (haiii I yCTaHOBKH, PACIIONOKCHHBIH 110 yTH [ndeed AM <nomep eéepcuu>/Indeed AM RDP Windows

Logon/<Homep éepcuu™>, u cieyiTe naraMm MacTepa yCTaHOBKH.
2. Otkpoiite penaktop peectpa Windows.

3. B pasnene HKEY LOCAL MACHINE\SOFTWARE\Indeed-ID co3naiite pa3nen RemoteAuth.

4. B pasnene RemoteAuth cosnaiite cTpokoBbIii mapameTp ProviderId u 3amaiiTe 3HaUYCHNUE, COOTBETCTRYIOIICE

HCIIOJIB3yeMOMY HpOBaiifiepy.
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¥ Bo3mo:kHbIe 3HAYeHUs ProviderId

e SMS OTP {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

e Email OTP {093F612B-727E-44E7-9C95-095F07CBB94B}

e Passcode {F696F05D-5466-42b4-BF52-21BEE1CB9529}

e Software OTP {0FA7FDB4-3652-4B55-B0C0-469A1E9D31F0}

e Secured TOTP {F15FD7EC-19EA-4384-846E-A2DOBE149FA2}

e Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}

e Hardware TOTP {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E60CA0S5}

¢ Indeed Key (Tonbko B pesxxume push-yBenomienuii ¢ noarsepxkacauem sxona) { DEEFOCBS-AD2F-4B89-964A-
B6C7ECAS0C68}

B Penakrop peectpa = O

®Qaiin [paska Bua Wsbpannoe Cnpaeka

Komnetorep\HKEY_LOCAL_MACHINE\SOFTWARE\Indeed-|d\RemoteAuth

v ‘ SOFTWARE A Nma Tun 3HaveHune

Clésses ab] (Mo ymonuanmio) REG_SZ (3HaueHWe He NpUCBEOEHD)
Clients

DefaultUserEnvi t E‘ﬂproviderld REG_SZ {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}
dot::t I : \\DC\Users\Admin-indeed\Documents\Local Cache

> Google
v | Indeed-Id
P SrvLocator2
RemoteAuth

5. B pasnene HKEY LOCAL MACHINE\SOFTWARE\Indeed-1D\SrvLocator2 n3MeHUTE CIEAYIONINE TTapaMeTpPhI:

e B mapamerpe ServerUrlBase ykaxure URL Bamero Core Server B hopmare http(s)://

nonHoe_dns_ums_cepeepa/am/core.

/\  BAJKHO

B Hactpoiikax npunoxenust URL He momkeH coaepxarh KOCYIo uepty (/) B KOHIIE apeca.

e B mapamerpe IsIgnoreCertErrors ykaxure 3HadeHue () unu /. DTOT HapaMeTp IpeJHa3Ha4YeH Ul IPOBEPKH

cepruduxara Core Server, Ipy 3Ha4eHUU / OIMINOKU CepTUPUKATA UTHOPUPYIOTCA.

B PeaaxTop peectpa = O
®Qaitn Mpaska Bua Wsbpannoe Cnpaeka
Komnerotep\HKEY_LOCAL_MACHINE\SOFTWARE\Indeed-|d\SrvLocator2
v SOFTWARE A Wma Tun 3HaueHune
. C:ésses ,‘3!;] (Mo ymonuanuo) REG_SZ (3HaueHne HE NPUCBOEHD)
[C)e'fe"tlstu i . ab| ClientlpHeaderName ~ REG_SZ
dot::t serenvironmen 24| IslgnoreCertErrors REG_DWORD 0x00000000 (0)
Soughe '-'-'9'] ServerCertThumbprint  REG_BINARY (ABOWYHOE 3HAYEHWNE HYNEBON ANWHBI)
o Indeed-Id .‘1‘,"] ServerUrlBase REG_SZ https://indeedam.indeed.local/am/core
i SrvLocator? 4| SessionHoldPeriodMs ~ REG_DWORD 0x0002bf20 (180000)
RemoteAuth
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HacTtpoiika BeIOOpa mpoBaiifiepa ayTeHTH(UKALAN JIJIs TI0JIb30BaTelst

1. B peectpe Windows B paznene HKEY LOCAL MACHINE\SOFTWARE\Indeed-ID\RemoteAuth co3naiite napamerp
DWORD c umenem IsAuthSelectionEnabled.

2. B 3nauennn mapamerpa IsAuthSelectionEnabled yxaxwurte /.

Ecnu mapamerp He 3a/1aH WM €ro 3HaueHHe paBHO (), TO BBIOOD MpoBaiiepa ayTeHTU(HUKAIIMK TIPEAOCTABIAThCS He OyneT. B

OTOM ClIydJae 6yHyT OTOGpa)KaTLCSI BCC NOCTYITHBIC METOAbIL ayTeHTI/I(bI/IKaHI/II/I.

Ecmu IsAuthSelectionEnabled=1 u ykasan npoBaiisiep B ProviderId, TO npu MOIKIIOYEHUHN TI0JIb30BaTes OyneT

BbIOpaH yKa3aHHbIN rnpoBaiiiep. [Ipu 3TOM MoJIb30BaTENIb CMOKET BBIOPATH JTFO00H JPYroi U3 Yrcia MojIepKUBACMBbIX.

B Peaaxrop peectpa = O X
®Qaiin [paska Bug Wsbpannoe Cnpaska
Komnetorep\HKEY_LOCAL_MACHINE\SOFTWARE\Indeed-|d\RemoteAuth
v SOFTWARE A Nms Tun 3HayeHne
d Cl_asses 519] (Mo ymonuanuio) REG_SZ (3HaueHWe HE NPUCBOEHD)
[C)Ielfe::sltUserEnvironment ,EE’:]LsEventCacheDirectory REG_SZ \\DC\Users\Admin-indeed\Documents\Local Cache
dotnet 3!"] Providerld REG_SZ {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}
34| IsAuthSelectionEnabled REG_DWORD 0x00000001 (1)
> Google
v Indeed-Id
P SrvLocator2
RemoteAuth

OnuuoHanbHbIE HACTPOUKH

o AyTeHTU(HKAIHS TTOJB30BaTENIeH 0e3 JINICH3UH.
e Hactpoiika cpoka XpaHeHHUs] CECCUU.

e OpHoBpemenHas padota ¢ Indeed Windows Logon.

[Tpumep paboThl MOAyIS

1. Yeranosute RDP-nonkiouenue k xocty ¢ RDP Windows Logon.

L) MoaknoueHre K yaaneHHoMy pabouemy cTony = =
MogKknioYeHne K YOaNneHHOMY
- () pabouemy cTrony
KomneoTtep: |wir18—2.indeed-id.local W

Monesoeatens:  INDEED-ID\Admin-Indeed

[NpW NoAKNKYEHMIA HEoBXO WMo BYIET YKASETs YYETHRIE
LaHHBIE,

(¥ Moxasats napameTpel | Momngwrs | | Crpaska

2. VKa)XuTe MOJb30BaTeIs U I[OMGHHLIﬁ apoJib 1 HAXKMUTE OK.
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bezonacHocte Windows

BeeawnTe YUETHbBIE AaHHBIE

3TH yMETHBIE AaHHEBIE BYAyT MCNOABE30BEATECA NPN NOAKMHOYEHNH K
win8-2.indeed-id.local.

Admin Indeed
INDEED-1DMAdmin-Indeed

[pyran yueTHas 3anunce

[] 3anomHnTe yUYeTHbIE AaHHEIE

Otmena

3. BBenuTe 0MHOPA30BEIil TAPOITH.

Enterprise Authentication

User Mame: Admin-Indeed @INDEED-ID.LOCAL
Authentication Method: | Software TOTP

One-time Passwaord: sessns

(D) NPUMEYAHHE

Ecnu y monmp30Barelist HET JOCTYIHBIX CIIOCO00B ayTeHTH(HUKALNH, 0ToOpakaeTcst coodnienune Hem docmynHuix

cnocoboe aymenmugpuxayuu. JJocmyn sanpewen. u ceccus Remote Desktop 3aBepiuaercs.



AyTeHTU(UKAIMSA TT0IB30BaTeICH 0€3 JIMIICH3UU

ITo ymorganmio RDP Windows Logon paboraer ¢ mons3oBaresamu, obnagaomumMu guensueit AM RDP Windows Logon.

Tem He MeHee, MOXKHO HACTPOUTH ay TEHTU(UKALIMIO TT0Ib30BaTelel 06e3 unen3uu. [is atoro:

1. OTkpoiite penaktop peectpa Windows.

2. B paznene HKEY LOCAL MACHINE\SOFTWARE\Indeed-ID\RemoteAuth co3znaiite mapametp DWORD ¢ HMEHEM
AllowNonEAUsers:

o Ecnu 3Hauenune nmapamerpa AllowNonEAUsers paBHO /, To mosb3oBarenu 0e3 nuiensun RDP Windows Logon

CMOTYT ayTeHTU(HUIIMPOBATHCS 110 JIOMEHHOMY TIapoJiro (6e3 ucnonb3oBanus TexHonoruu Indeed).

e Ecmu 3Hauenne mapamerpa AllowNonEAUsers paBHO () M HE 331aHO, TO Ay TCHTU(HKAIUS OCYIIECTBISETCS TOIBKO
JuLst mojb3oBareneii ¢ munensueit RDP Windows Logon. ITonb3oBarens 6e3 MuiieH3un ayTeHTUGULIUPOBATHCS HEe

CMOXKCET.

B Peaaxrop peectpa = O X

®Qaiin Mpaska Buwag Wsbpannoe Cnpaska

Komnetotep\HKEY_LOCAL_MACHINE\SOFTWARE\Indeed-|d\RemoteAuth

v SOFTWARE A Nma Tun 3HaueHue
Cl'asses b (Mo ymonuahmto) REG_SZ (3Ha4YeHNe HE NPUCBOEHD)
Slelfe::sltUserEnvironment ab| | sEventCacheDirectory REG_SZ \\DC\Users\Admin-indeed\Documents\Local Cache
dotnet ab|Providerld REG_SZ {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}
Google 5| IsAuthSelectionEnabled REG_DWORD 0x00000001 (1)
o Indeed-Id #5| AllowNonEAUsers REG_DWORD 0x00000001 (1)
: SrvLocator2
RemoteAuth

¥ Cuenapum padoTbl napamMeTpa

o Ecnu nonmp3oBaresis HAXOAUTCS BHE TTOJIB30BaTeNIbCKOTO KaTanora Indeed — Ha mosbp30oBatesst 1eHCTBYET
Hactpoiika AllowNonEAUsers, NONb30BaTelib HE CMOXKET ayTEHTH(MUIIMPOBATHCS, €CIIM 3HAYCHUE MTapaMeTpa He
paBHO /.

o Ecnu nomp3oBaresib HAXOAUTCS B MOJIB30BATEIBCKOM KaTajiore 0e3 JUIEH3MH, HO B MOJIUTHKE IS TOJIh30BATEIS
HET MPHUJIOKEHUS WX TT0JIb30BaTelb HE COCTOUT B ITOJMTUKE — Ha MOJIb30BaTeNs ACHCTBYET
Hacrpoiika AllowNonEAUsers, 1onb30BaTen HE CMOTYT ayTEHTU(UIIMPOBATHCA, €CITH 3HAYEHUE ITapaMeTpa He

paBHO /.

o Ecnu nonp3oBaresib HAXOAUTCS B ITOJIH30BATEIHCKOM KaTajore 0e3 JHIEH3UU U B ITOJIUTHKE TT0JIb30BaTels €CTh
MPUIIOKEHIE — Ha TI0JIb30BaTelis He JeiicTByeT HacTpolika AllowNonEAUsers. Beerna NpoUCXOAUT MOMBITKA

BXOJa C aBTO3aXBaTOM JIMLICH3UMU.
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Hacrporiika cpoka XpaHeHus CECCUU

HpI/I KPaTKOBPEMEHHBIX pa3pbIBaxX MOAKIOYCHUS K Core Sever MOKHO HAaCTpOUTH MEPUOJ, B TCHCHNE KOTOPOI'0 CECCUIO0 MOXKHO

OyZIeT UCTIONB30BATH TOBTOPHO.

B Teuenue 3amanHOTO nepruoaa CECCUusd XpaHUTCA B KCIIE U MOXKET OBITH TIOBTOPHO MCIIOJIb30BaHa IIPH 3alIpOCC Ha HOBOE
COCAUHCHUEC C CCPBCPOM. HpI/I 9TOM ITPOBEPKaA paGOTOCHOCO6HOCTI/I CEpBECpa NOBTOPHO HE MPOUCXOAUT, BMECTO 3TOI0O

HCTIOJIb3YETCs 3aKeIIUPOBAHHBIN Pe3yibTaT IPOBEPKH.

Ilo ucreuenuu nepruoaa XpaHCHUsl CECCU 3aBEPIIACTCA. Ilo HOBOMY 3aIlpOCy Ha COCAUHECHUEC C CEPBCPOM CO34ACTCsI HOBAsL

ceccus.

YToOBI HACTPOHUTH CPOK XPAHEHHSI CECCUH B Kellle:

Yepe3 GPO

1. Otkpoiite penakrop GPO.
2. Otxpoiire pasgen Konduryparms xommeiorepa — AQMUHACTpaTHBHBIC MmabnoHs! — Indeed ID — Client Connection.
3. Bxitounre nonutuky HacTpoiiku monkiroueHus K ceppepy.

4. B cBOIiCTBax MOJMTHKH 33JIaliTe HY)KHOE 3HAaUeHHE JIJIs apameTpa [lepron ynepxkanus oobekTa ceccuu (Mc). 3HaYeHUE

o ymonganuto — 180000 mc (3 MUHYTBI).

Yepe3s peectp

1. OTtkpoiite pemakTop peectpa.
2. Otkpoiite pazaen Komnerotep\HKEY LOCAL MACHINE\SOFTWARE\Indeed-ID\SrvLocator2.

3. s mapamerpa SessionHoldPeriodMs tuna DWORD ycraHOBHUTE HY:KHOE 3HAUYCHHE. 3HAYECHHUE 110 YMOIYAHUIO —

180000 mc (3 MUHYTBI).
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OnnoBpemenHast padora ¢ Indeed Windows Logon

Ecmm Moy Windows Logon u RDP Windows Logon ycTaHOBIICHEI Ha OJHOM yCTpOICTBe, HacTpoiiTe monuTuky aust Windows

Logon.

Yepes GPO

1. IlepeiianTe HAa yCTPOHCTBO, HA KOTOPOM ycTaHoBIeHb Mogyau RDP Windows Logon 1 Windows Logon.

2. Otkpoiite penakrop GPO.

3. Otkpoiite pa3nen Kondurypaius koMmmbsroTepa — AnMuHucTpaTHBHBIC 11abnonsl — Indeed ID — Windows Logon.
4. Bxmouute nomutuky Hactpoiiku Credential Provider.

5. ns napamerpa OtoOpaskeHue criocoOoB BXxoja BeIOepuTe 3HaueHue Bee, kpome maposs.

Yepes peectp

1. Ilepeiinute Ha ycTpoiicTBO, HAa KOTOpOM ycTaHOBIeHB! Moxym RDP Windows Logon m Windows Logon.
2. OTKpoiiTe peaakTop peecrpa.
3. Otkpoiite pazaen Komnsiotep\HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\Logon for Windows.

4. Cozpnatite mapametp tuna DWORD c umenem CredProvFilter u ycTaHOBHTE eMy 3Ha4eHUE 2.
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Indeed Windows Logon

Indeed Windows Logon (Windows Logon) npemocTapiseT IoIb30BaTeIIsM:

e JOCTYI B ONEPALIOHHYIO CUCTEMY 10 NIApOJII0 YUETHOH 3amucy;
e JOCTYII B OTIEPAL[IOHHYIO CHCTEMY C IPUMEHEHNEM JOCTYITHBIX TEXHOJIOTUH ayTeHTU(HUKALNH;
e JOCTYI K yAaJEHHOMY pabodeMy CTONy C TPUMEHEHHEM JOCTYIHBIX TEXHOJIOTHI Ay TEHTU(HKALIHN;

® JOCTYIl B OIICPAIIMOHHYIO CUCTEMY I10 KCIINPOBAHHOMY ayTeHTI/I(l)I/IKaTOpy IIpu OTCYTCTBUHU CBS3HU C Core Server.

Windows Logon nopaepxuBaeT 1ByX(aKTOPHYIO ayTeHTH(HHUKAIINIO, CePTU(UKATHI, OJJHOPA30BbIC Maposiv 10 SMS, 37eKTpOHHON

ouTe.
B Windows Logon Bbl MOXKETE BBITIOJIHUTH Ay TCHTU(QHUKALIUIO 110 CICTYOIUM ay TCHTH(PHKATOPAM:

e MoOubHOe npuiokeHue Indeed Key (B peskume OTIIpaBKH OJJHOPA30BBIX MapoJici U push-yBepomiieHul ¢ MOATBEPIKICHAEM
BXOJ1a)

e Email OTP

e Hardware OTP

e Hardware TOTP

e MFA Provider

¢ Passcode

e Secured TOTP

e SMS OTP

e Software TOTP

e Storage SMS OTP

e Windows Password

e IronLogic Z2 USB

Jliist Ge30IacHOCTH AaHHBIX IIPU OTCYTCTBUU M0JIb30BaTelsl Ha paboueM Mecte Windows Logon noaaep:xuBaeT pyuHyro U
aBTOMATHYECKYI0 OIOKHPOBKY pabodeli CTAHINH — TIPH M3BJICUCHNH YCTPOUCTBA ay TeHTU(UKAIINH MIIH BKIFOYCHUH YKPaHHOH
3acTaBky. HezaBucumo ot croco6a 610KMpOBKH JIsl pa30I0KMpOBaHKs pabodeil CTaHIIMK BCeria TpeOyeTcs IOBTOPHOE

TIOATBCPKACHUE TUIHOCTH I10JIB30BATCIIA C IIOMOIIBIO ayTCHTI/I(l)I/IKaTOpa.

YacTo 3aaBacMbie BOpockl o padore Windows Logon

[Topsinok ycTaHOBKH
Cucremuble TpeOOBaHUS

UYroOsr ucrionszoBats Windows Logon uist BXoza B clcTeMYy:

1. Yeranosute u Hactpoiite moayiab Windows Logon.
2. 3apeructpupyiite nuuen3uto Moxyis B Management Console.

3. YcraHoBuTE U HACTPOIiTE MPOBalACPH! ayTEHTHU()UKAIIH.

Boiitu B cucteMy o ayTeHTU(HUKATOPY U YIPABIATH ayTEHTU(HHUKATOPAMU MOXKHO TOJIBKO IIPU Pa3peIlIeHUH, BEIJAHHOM

AIMHUHHUCTPATOPOM CHUCTCMBEI.
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Yeranoska Windows Logon

1. 3anycrute daiin st ycTaHOBKH, PACIONIOKEHHBINH 10 IyTH \windows\modules\windows-logon.

2. ITocne 3aBepuieHus yCTaHOBKH KOMIIOHEHTA HY)KHO Tlepe3arpy3uTh cucteMmy. B okHe mactepa ycranoBku Haxxmute Jla,

YTOOBI BEITIOJIHUTH epe3arpysKky cpasy, ujin HeT, 9TOOBI CAeCJIaTh 3TO MO3AHEC BPYIHYIO.

() MNPUMEYAHME

VYeranoButs Windows Logon Ha pabo4uX CTaHIMSAX MOJIB30BaTeNeii B aBTOMATHISCKOM PEKHME MOXKHO C MTOMOIIIBIO
MeXaHU3Ma IpynmnoBbIX NonmuTHK (Microsoft Group Policy) mmu m060r0 Apyroro HHCTpyMEHTA, KOTOPBIH MTO3BOJISIET MACCOBO
pacmpocTpaHsATh U ycTaHaBnuBaTh MSI-nakeTsl Ha paboune CTaHIMKU MoJib3oBarenel (Hanpumep, Microsoft System Center

Configuration Manager).

Hactpoiika Windows Logon
Hactponts Windows Logon M0XHO depe3 pefakTop peecTpa WK ¢ IOMOIIBIO IPYIITOBBIX ITOJTUTHK.

ITpu 5TOM HACTPOMKHU Yepe3 TPYIIIOBbIC MOJIUTHKH OYIyT IPHOPUTETHEE HACTPOCK, 3aITaHHBIX YEePEe3 PEEeCTP BPYUHYIO.
ITocMOTpeTh HACTPONUKH TPYIIIOBBIX HOJIUTUK B PEECTPE MOXKHO 110
nytd HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\SrvLocator2.

[ToapoGHee o rpynoBbIX MOMUTHKAX MOLYJIst — B pazzaeine Windows Logon.

Yepe3 peectp

1. OTkpoiite penakrop peectpa Windows.
2. epeiinure B paznen HKEY LOCAL _MACHINE\SOFTWARE\Indeed-ID\SrvLocator?2.
3. OTkpoiiTe CBOMCTBA CTPOKOBOTO MapameTpa ServerUrlBase.

4. B none 3nayenue ykaxxute URL Bamero Core Server B popmare http(s)://nornoe_dns_ums_cepeepa/am/core.

() DPUMEYAHHE

ITpu ucnons3zoBanuu coeauHenus no nporoxony HTTPS ycranoBuTe KinneHTCKuii ceprudukar Ha kaxapiid Core

Server.

Yepe3z GPO

() TPHUMEYAHHE

[[Ta60HBI TPYNIOBBIX MOJUTHK PACIIONOXKEHBI B anke \windows\misc\ADMX Templates.

1. Ho6asbre nonutuxy IndeedID.ServerUrl.admx na ycrpoiictBo ¢ ycraHosieHHbIM Indeed AM Windows Logon.

2. Otkpoiire penakrop GPO.
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3. Otkpoiite pazaen Kondurypaims koMbiotepa — AaMuHHCTpatuBHbIe madnonsl — Indeed ID — ClientConnection.
4. BxutounTe noautuky HacTpoliku NOAKITIOUEHHsS K CepBepy.

5. B mone URL-anpec AM cepBepa ykaxute aapec Bamero Core Server B popmare http(s).//

noanoe_dns_umsa_cepeepa/am/core.

B Hactpolikn NogknYeHna K cepeepy d x

E} HacTpoiikn NoAKAOYEHUA K Cepeepy
Mpeawaywuii napameTp Chegyrowuii napameTp

() He saaaHo KommeHTapui:

(® BraroueHo

() OtenroueHo
Tpebosanms K BEPCAM: | Mg nymyka moskeT npumeHaTscA AnA Indeed Access Manager 8.0 n Gonee
NO3AHUX BEPCHIA
Mapamerpes: Cnpaeka:

URL-agpec AM cepeepa: MoAuTUES NO3BONAET 33A3Tk HACTPORKKW NogkAYeHnA K Indeed

AM cepeepy.

|httpk:.ffdc.indeed-id.local}'amlcore}' | URL-aapec Ana NogentodeHna K CEPEEDY 333ETCA B CNELYHOLLIEM
dopmare: http(s)://nonnoe_dns_mma_cepeepa/’easerver

] MrnopupoeaTe owmnbBku cepTudukara: ("easerver" - MmA BEB NPUNOKEHNA NO YMOAHEHWNID)

Mpumep: https://amservindeed-id.local/easerver
Mepuoa yaeps#arua chbexra cecoum [mc):
180000 = Mepuog yaeps#anna oBbekTa CECCUM - NEPUOSL YASPHAHNA
= 0BLEKT CECCHM 4NA NMOETOPHOMD MCNOAL3ICEIHMA NPK
KpPaTKOEPEMEHHEIX PAZPLIBEX NOAKMHIYEHNA.

CTmena MpuredrTE

[Monximrouenue Z2 USB

Juns ayrentudukanun yepe3 Windows Logon ¢ momoripio ¢pusndeckoro ycrpoiictsa Z2 USB noakiIrounTe yCTpOUCTBO K padbodeit
cTaHIMHU ¢ yctanosiaeHHbIM Windows Logon. MHbopmManus o HOBOM ycTpoicTBe OyaeT oOpadoTaHa U HCIOIB30BaHa IS

MNOAKIHOYCHH aBTOMATUYCCKHU.

I[OHOJ]HI/ITCJIBHBIC BO3MOXHOCTHU
JlononuurenbHbie Bo3MoxkHOCTH Windows Logon:

e CamocTosTenbHasi peTUCTPalHs U yIIPaBICHHs ay TeHTH(GHUKATOPaMH € IIOMOIIBIO YTHIIUTHI YIIPABICHUSL.
e T'enepanus ciyuaiinoro naposs Ajs nons3osarens B Active Directory.

o Oynkuus Indeed AM Paste, koTopast 103BOJIIET aBTOMATHUYECKH IIOCTaBUTh I1apOJIb B CKPBITOM BUAE IIPU HAXKATHU

OIIPEAEIEHHON KOMOMHAIINY KITABUIII.
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e OnnoBpemenHas padora moayis ¢ Indeed RDP Windows Logon.

e Ayrentuduxanus cpencrsamu Indeed AM mpu 3amycke NpUIOKEHUS OT UMEHH aJIMUHUCTPATOPA.
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[IepBbIi BXO B CUCTEMY

Eciu Yy DOJIb30BATEIIA HET 3apCruCTPUPOBAHHBIX ayTeHTI/I(l)I/IKaTOPOB, JUIA IIEPBOTO BXOZla B CUCTEMY HYXKHO UCIIOJIb30BaTh

JIOMEHHBIH MapoJib.

Ecnu nonp30Barennto pa3pemeHo perucTpupoBaTh ay TeHTH(GUKATOPEI, TO IPU BXOJIE B CHCTEMY 3aItycTUTCst Macmep nepgozo 8xooa

U NIPEAJIOKUT 3aPErUCTPUPOBATH MIEPBLIN ayTEHTU(DUKATOP.

INDEED@

YnpaeneHne ayTeHTUUKaTopaMmu

Hobpo noxanoeate!

Y1obbl HaYaTE MCNONLE30BATE YAO0BHEIA W HAgexHEIR cnocol gocTyna k pabodemy cTony
Windows 1 nporpammam, Heobxogumo 3aperncTpupoeate Baw nepewiil ayTeHTUdMKATOP.

BribepuTe TEXHONMOMMKD ayTeHTUWKALMI
[Napons Passcode -+
(Passcode)

CmapT-kapta mnn USB-knwoy =
(Cmapt-kapra unn USB-kniov)

SaBeplnTE

MO’KHO 3aperiucTpupoBaTh ayTeHTU(UKATOP Cpa3y WIIH IO31HEE B T000€ yI0OHOE BpeMs.

e YT0OBI 3aperUCTPUPOBATH AyTEHTU(HUKATOP, B OKHE YIpaBiIeHUE ayTeHTU(PHUKATOPaMHU BEIOEPUTE OJUH U3 JOCTYIIHBIX

CII0c000B ayTEHTH()UKAIHIN.

e YT0OBI BOHTHU B cUCTEMY 0€3 peruCTpalli ayTeHTU(HUKATOpa, HAKMUTE 3aBepIuuTh. B aTOM ciyuae Macmep nepsoeo 6xooa

OyzeT oToOpaXKaThCs P KAKIOM CIISIYIOIIEM BXOJE B CUCTEMY JI0 PETUCTPALINH IIEPBOTO ay TeHTH()UKATOPA.

Ecnu Ha paboueii craHIMy He 00HAPYKEHBI TPOBAMICPhI Ay TCHTU(QHUKALINH, 3apETUCTPUPOBATh Ay TCHTU(PHUKATOPBI OyIeT
HEeBO3MOXKHO. OTOOpasuTces ommbKka B cucmeme ne o6Hapysiceno nu 00H020 nposatidepa aymenmugpuxayuu. Heobxooumo

VCMaHosums nposauioep u NOGMOPHO GLINOTHUMb HACPOUKY 3AUULEHHO20 8X00d 6 CUCTNEMY.

Ecnu y monk3oBarens HactpoeHa ayreHTudukanus mo SMS OTP wnu Email OTP, To Bxox cuctemy OyeT BBIMOIHEH 10

HACTPOEHHOMY ayTEeHTH(HKATOPY, TOCHIE YEro MOSABUTCS COOOILIEHHE O PACCHHXPOHU3ALIUH T1apOJs.

3aperucTpupoBarh NEePBbIi ayTeHTUPUKATOP

Uto0bI 3aperuCTPUPOBATH MEPBbIH Ay TEHTH(PHUKATOP:

1. B oxHe MacTepa BeIOEpUTE CIIOCO0 ayTeHTH(GHKAIMU. B OKHE MacTepa 0TOOpasKarOTCsl yCTAaHOBICHHBIE ayTEeHTH(DUKATOPBI,

KOTOpbIEC BKIIIOUYEHBI B cBoiicTBax Windows Logon B KapTOUKe MOJUTHKH.
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2. BeimonHuTe HGOGXOZ[I/IMI)IC I{eﬁCTBHﬂ, cieays moJACKaskaM B OKHE anaBneHHe ayTeHTI/I(I)I/IKaTOPaMI/I. Buemnui BHJI OKHA U

JICHCTBUS 3aBUCAT OT BHIOPAHHOTO CrIoco0a ayTeHTU(UKAIIHH.

Ecnu BBl XOTHTE BEpHYTHCS Ha MPEABIIYIIYIO CTPAHUIY H U3MEHHUTh HACTPOMKH WITH BBIOpAaTh IPYTO# CIIoco0

BXOJa, HAXKMUTEC BepHyTLCfI.

3. ITocne peructpaunu ayreHTUGHUKATOpa B OKHE YIpaBiIeHUe ayTeHTU(HUKATOpaMu 0ToOpaskaeTcst coodiuenue Hoguil
aymenmugpuxamop ycneuino ooyyer. MoxXHO T00aBUTH MPOU3BOJIBHBIN TEKCTOBBIN KOMMEHTAPHI K 3apETHCTPUPOBAHHOMY

ayTeHTU(UKATOPY, €CIU JTaHHOE AeICTBUE Pa3peIleHo aAMUHUCTPATOPOM CHCTEMBI.

YToObI 3aBEpIINTD PErUCTPALIUIO ayTeHTH(HUKATOpa, HaKMUTE COXPAHUTb.

INDEED@

YnpaBneHue ayTeHTUUKaTopamu

HoBuli ayTeHTUUKATOP YCNelHo oby4veH

Bce roToB0 ANA pErUcTpauun ayTeHTudMKaTopa B CUCTEME.
Mepen coxpaHeHWEM Bkl MOXETE 334aTk KOMMEHTapHI
K ayTeHTUgmKaTopy:

CoXpaHWTE

3aBepLInTE

Tun 3aperncTpUPOBAHHOTO ayTEeHTH(HHUKATOPA 1 KOMMEHTApHi K HeMy 0TOOpassTcsl B OKHE YIpaBJieHUe

ayTeHTU(UKATOPaAMHU.

4. Ecnu 11 IOJIB30BATEIII0 Pa3peIleHo J00aBIeHHE HECKOIbKUX ayTeHTH(UKATOPOB, MOXKHO NEPEHTH K UX PErUCTpaLUH,
HaxaB /l00aBHUTH crtoco0 BXoza. B 3aBHCHMOCTH OT BBITAHHBIX Pa3peIICHHUI, MOKHO TaKkKe H3MEHUTH, IPOBEPUTD HITH

YAAIUTH 3apETUCTPUPOBAHHBIN ayTEHTH(UKATOP.

248



IEhser INDEED @
YnpaBneHue ayTeHTUOUKaTopamMu
CMapT-kapTa Wik USE-kioy
rutoken
+ JoBaeuTh cnocof Exons BaBEQWMTL

ITpu cnemyromeM BXoze B cCHCTEMY OyZeT JOCTYIEH CIIOCO0 BXO/a 10 3aperHCTPHUPOBAHHOMY ayTeHTH(UKATOPY.
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Bxon B cucteMy 1o ayTeHTU(PUKATOPY

DTOT c11ocod BX0/1a IOCTYIIEH TOJIBKO €CIIH:

e BBI SBJISICTECH JIMIICH3UPOBAHHBIM MoJb30BaTenieM Indeed AM,
e JUISI BAIlIEH YYETHOM 3aIMCH pas3periena perucTpanus ayTeHTH(OHKATOPOB,

* BBI YK€ 3aPETUCTPUPOBAIIH XOTs ObI OIMH ay TCHTH(HHKATOP.
UToObI BOWTH B CHCTEMY:

1. ITocie 3arpy3Kku OHCpaHHOHHOﬁ CHUCTEMBI BI)IGGpI/ITe HYXXHOT'O ITOJIb30BaTCJIA.

2.B OTKPBIBIICMCSI OKHE BXO)I B Windows 0T06paSI/ITC$[ HMs IIOJIb30BATEJIsA, BBITIOJIHABIICTO BXO B CUCTEMY ITOCIICIHUM U

UCTIONB3YEMBII UM CIOCO0 BXOAA.

INDEED@

Bxoa B Windows

user (llDwser)
BeenkTe cBOW Naponk YyYindows

| Bxon

CWeHuTE cnocob Bxoaa

COTHMEHA

Ecnu BBI XOTHTE CMEHHUTH TI0JIB30BATECIIA, HAXKMUTC OtMeHa 1 BI:I6epI/ITB YYETHYIO 3aITMCh HY>KHOT'O ITOJIE30BaTECIIA.

Ecnu BeI XOTHTE BI)I6paTI> ,IIpyFOﬁ crrocob BXO4a, HAXKMHTC CMeHHTH CrI0CO0 BXOJa U BI)I6epI/ITe OIWH U3 CII0C000B BXo0o/Ja,

COOTBETCTBYIOLIMH 3apErUCTPUPOBAHHOMY ayTEHTU(UKATOPY.

3. ITocne BbIOOpa criocoda BXoza CleAyiTe NOICKa3KaM B OKHE ayTeHTU(UKAIMK. BHEHUI BUI OKHA ayTeHTH()UKAUK 1

Tpe6yeMLIe ,Z[CﬁCTBI/IS[ 3aBUCAT OT BI)I6paHHOFO THIIa ayTeHTI/I(i)I/IKaTOpa.

250



PaccunxpoHu3zariys mapoJist

B psac CirydacB MOXKET HpOI/ISOfITI/I pacCuHXpOHU3alUs TapOJIsi:

e Ecmnu ,Z[OMCHHLIﬁ apoJjib c6p0meH AAMUHUCTPATOPOM CUCTEMBI, a Y ITOJIB30BaTCIIA 3apETUCTPUPOBAH XOTS ObI OWH

3aperuCTPUPOBAHHBIN ayTEHTU(PHUKATOP.

e Eciu npu 3ampoce Ha H3MEHEHHE Mapoiist HeaocTyneH Hu oxguH Core Server, HO IOCTYIICH XOTs ObI OWH KOHTPOJLIEP
noMeHa. B atoMm ciiyuae oroOpaxkaercst coodienune Quiubka ceszu ¢ cepsepom. Cepsep He HauideH. Eciu Bol npodoncume,

npousoloem paccunxpoHu3ayus napois.

e IIpu nepBoM BXOJ€ B CUCTEMY, €CJIU [UIsl 110JIb30BaTels HacTpoeHa ayTenTHdukanus no SMS OTP uiu Email OTP.

DTO NPOUCXOAUT, KOTZIa HOBBIHM IapoJib HEBO3SMOXKHO CUHXPOHU3UPOBATh ¢ 0a30i nanubix Core Server.

user

Owmnbka NpW BXOAE B CUCTEMY. I'Ipmﬁouuia HELITaTHaA CHTYaUWA: DACCHHXPOHW3aUWA Napona.
Ana WCNpaeneHAWA HpGSJ'IEMbI BBEEAWUTE NapOib, YCTHHOEJIEHHI:IIFI CHCTEMHBIM aAMUHWCTPATOPDOM MW OBPETHTECI: K

aamuHucTpatopy Indeed-ld.

YToOBl CHHXPOHU3HUPOBATh NAPOJIb:

1. B okHe ¢ mpenynpexaeHueM o paccuHxponu3sanuu Haxmure OK.

2. BBeaure HOBBIN MapOIIb.

Ecnu paccunxponuszanus mpousonuia u3-3a HeaoctynHoctu Core Server, BHIIOTHUTE 3TH JEHCTBUS, KOT/IAa JOCTYTEH XOTS

OBl O/1MH cepBep.

AxrtyanbHblii apons u3 Active Directory cuHxpoHU3upyeTcs ¢ naposieM B 6aze nanubix Core Server. ITocie ycnenrnoit

CUHXPOHU3AIIUN 6yz[eT BBIIIOJIHEH BXO/l B CUCTEMY.
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JlocTyn K ynaJleHHOMY pa0o4eMy CTOTY

Jliis noctyna K ygajaeHHoOMY pabodeMy CTONLy IO ayTeHTU(UKATOPY TPeOyroTCsL:

crannaprHas yruiura Windows ITookiarouenue k yoanrennomy pabouemy cmoiy (mstsc.exe/Remote Desktop) Ha ycrporicTse,

C KOTOPOTO MPOUCXOIUT MOIKITIOUeHNE (TePMUHAIBHBIN KIINEHT);

o momynb Indeed AM Windows Logon, ycTaHOBICHHBIH Ha YCTPONCTBE, K KOTOPOMY TPeOyeTCsl yIaleHHbIN T0CTYI
(TepMHHAIIBHBIN CepBep);

e COOTBETCTBYIOIIMHU TPOBaiijiep ayTeHTU(UKAIINN, YCTAHOBICHHBIM HA YCTPOUCTBE, K KOTOPOMY TpeOyeTcs yaaaeHHbIN
JOCTYTI;

e 1pu ucnonb3oBanuu Hardware OTP Provider anmaparHoe ycTpoHCTBO ayTeHTH(DUKAIMH, TIOIKIFOUCHHOE K YCTPOUCTBY, €
KOTOPOTO MPOUCXOTUT TTOKITIOUCHHE;

¢ OTKJIIIOYCHHas ayTeHTI/I(I)I/IKaI_[I/Iﬂ Ha CETCBOM YPOBHEC Ha ychOﬁCTBe, K KOTOpOMY Tpe6yeTcs{ MOJYYHUTb JOCTYII.

¥ Kak OTKJIIOYHTH ayTeHTH(UKALIUIO HA CETEBOM YPOBHe

Yepes GPO

1. Otkpoiite penakrop GPO.

2. Otkpoiite paznen Kongurypamus komneiorepa — AIMHUHUCTpAaTUBHBIE 11a010Hb — Kommnonents: Windows —

Cay>x0ObI ylaIeHHBIX PAa0OYUX CTOJIOB — Y3el CEaHCOB yHAaJeHHBIX pabovnx CTOJIOB — be3omacHoCTb.

3. OTKII0YUTE MOJIUTUKY Tp€60BaTI> MPOBEPKY NOJJIMHHOCTH IOJIL30BATECIIA AJI YAaJICHHBIX HO)IKJ'IIO'{CHI/Iﬁ nmyTem

IIPOBEPKHU IIOUIMHHOCTU HA YPOBHE CETH.
4. BKIIIOUUTE MOJUTUKY YCTaHOBUThH YPOBEHD MIM(DPOBAHUS /ISl KIIMEHTCKUX TTOIKITFOUCHHH.
5. B napameTpax MOJUTUKY JUIS HACTPOIKY YpOBeHb IU(POBaHUS BbIOEpHUTE 3HaUCHNE BBICOKUI YPOBEHD.

6. Bximrounte TMOJIUTHKY Tpe6OBaTI> HCIIOJIb30BaHUs CIICIUAJIBHOTO YPOBHS 0e30IMaCHOCTH JUISL YIAJICHHBIX

TOJIKITIOYEeHUH 10 TIpoTokomy RDP.

7. B napameTpax IOJUTUKY UL HACTPOIKH YpoBeHb Oe30mnacHoCTy BblOepuTe 3HaueHue RDP.

Yepes peectp

1. OTKpoiiTe pepakTop peecrpa.

2. Otkpoiite paszaen Komnerotep\HKEY LOCAL MACHINE\SOFTWARE\Policies\Microsoft\Windows

NT\Terminal Services.
3. ns mapametpa UserAuthentication tuma DWORD ycranoBute 3Ha4ueHue ().
4. Jlns napamerpa MinEncryptionLevel tuna DWORD ycTaHOBUTE 3HaY€HHE 3.

5. insa mapamerpa Securitylayer tana DWORD ycranosute 3HaueHHE ().
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/\ TPEIYIPEXIEHUE

Ecmn Ayrenruduxarms Ha cereBoM yposHe (Network Level Authentication, NLA) oTkiIroueHa, CHIDKaeTCsl YPOBCHb
6e3omacHOCTH. [103TOMY JUTSI OAKIIIOUEHUS K yIaJleHHOMY paboueMy CTOJTy pEKOMEHYeTCsl HCIIOIb30BaTh MOIyiib RDP

Windows Logon.

Mo>HO TaKxe HaCTpOUTh o/iHOBpeMenHyto padoty Windows Logon u RDP Windows Logon.

Uto0bl MOAKIIIOYNTHCS K yAAJICHHOMY pabodeMy CTONy 110 ayTeHTU(UKATOPY:

1. 3anycrure [oakioueHe K yIaleHHOMY pabo4eMy CTOITy.
2. Brenure nms wim aipec yCTPOUCTBA, K KOTOPOMY HYKHO ITOJIYYHTh JOCTYT, U HakMuTe [1oaKIIOInTS.
3. B okne besonacHocts Windows BBeMTE MApOIIb YUCTHOM 3aMUCH U JIOKIAUTECH MOKITFOYCHUSI.

4. B oroOpazusuemMcst okHe Bxox B Windows BeIOepUTe yUETHYIO 3aIlUCh, CIOCO0 BXOJa (TUI ayTeHTU(HUKATOpa) U IPOHANTE

ayTeHTU(HUKALINIO.

() NPUMEYAHME

Ecimu JUIA y‘IeTHOﬁ 3alIMCH HE BKIIIOYCHA ICHEPALIns cnyqaﬁﬁoro I1apoJisd, MOXHO IMOJIYYUTh JOCTYII K YyIaJICHHOMY pa6otIeMy

CTOJIy IO JOME€HHOMY I1apOJIto.

UtoObl P MOAKITFOUCHHUH K YIAJIEHHOMY pado4eMy CTOJy HE 3arpalliBalIich JOTUH U MApOJIb MMOJIB30BATENs, HY)KHO U3MEHUTh

CUCTCMHBIC HaCTpOﬁKH. HOI[pO6H€C — B cTathe OTKITIOYCHUE 3ampoca JIOTMHa U 1apoJjid Ha CTOPOHE TCPMHUHAJIBHOTO KIIMCHTA.
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Bxox npu oTcyTCTBUM CETH

Boiitu B cucteMy 0 ayTeHTU(HUKATOPY MOXKHO JaKe IIPU OTCYTCTBUU (PU3UUECKOr0 MOJKIIIOUEHUS K ceTU. Bxox o

KEIIMPOBAaHHOMY ayTeHTH()UKATOPY aHAJIOTWYEH BXOY 10 ayTeHTH(HHKATOPY MPH AOCTYIHOH CETH.

YToOBI HACTPOHUTH BXOJ ITPU OTCYTCTBHHU CETH:

1. HacTpoiiTe KemMpoBaHUE CECCUH € IIOMOMIBIO TPYIIIOBBIX MOJINUTHK WU PeecTpa.
2. BritounTe KenmMpoBaHUEe U HACTPOUTE CPOK JACHCTBHS ayTeHTHU(HKaTopoB B Management Console.

3. Hacrpoiite cpok XpaHeHHs CECCHH B Kellle.

IIpenBapurenbHas HACTPOMKa
Bxox pu oTCyTCTBMUM CeTH TOCTYTIEH, €CIIH:

e JUIA Balllel yYeTHOIT 3amucy OBLIO YCTAHOBJICHO Pa3pellicHNe Ha KeIIHPOBAHNUE ayTeHTH()HIKATOPOB;
¢ ObUIO BBHIIOJIHEHO KEIIMPOBaHUE AyTEHTU(HHUKATOPOB IIPH IEPBOM BXOJAE B CUCTEMY 10 ayTEHTU(HUKATOPY;
e ObUI BBINOJIHEH BXOJ B CUCTEMY I10 KEIIMPOBAHHOMY ayTEHTU(HUKATOPY NPU AOCTYIIHOH CeTH;

® OKpPYKEHHE COOTBETCTBYET CUCTEeMHBIM TpeboBaHusM st Windows Logon.

Hacrtpouts kemmpoBanue ceccuu

B ciyuasix, xoraa orcytcTByet coenuHenne ¢ Core Server, Mojb30BaTeIl MOTYT IPOWTH ayTeHTHuKanuio B Windows Logon B

odumaitH-pesxume. [Ij1st 5TOro UCIIONB3yeTCsl Ceccusl, 3aKeIMPOBaHHAs Ha KOMITBIOTEPE ITOJIh30BaTEs.
YToOBI HACTPOUTD BXO/[ 110 3aKEHIMPOBAHHON CECCUU, NCTIONB3yHTe MONMTHKY HacTpoiiky myOnu4HOro Kiro4ya ceaHca.

UToObl HACTPOUTH BXO[ 10 3aKEIIMPOBAHHON CECCHUU:

Yepesz GPO

1. Jlo6assre daitn nomuruxu IndeedID.SessionPublicKey.admx w3 nanku indeed AM <nomep sepcuu>\Misc\ADMX

Templates na xomnbrotep ¢ Core Server u ycraHosiaeHHbIM Windows Logon.
. Otkpoiite penakrop GPO.
. Otkpoiite pasnen Konpurypamus kommeiorepa — AnMuHUCTpaTHBHBIE abiaoHbl — Indeed ID — Cache server.

. BrirrounTe nonmutuky Hactpoliku ImyOInIYHOTO KITIOYa CeaHca.

S N

. B cBoiicTBax moauTHky B 11071e [TyOInyHBIH KIIFOY CECCHM BBEIUTE 3HAYCHHE MTYOIIMYHOTO KIII0Ya, CTEHEPUPOBAHHOTO
nipu ycraHoBke Core Server. 3HaueHne MyOJIMIHOTO KITFOYa MOXKHO HalTH B (aitne SessionPublicKey.pub 6o B
koHpurypaunonsoM aiine Core Server Web.config B pasaene sessionEncryptionSettings B mapamerpe
publicKey.

6. ITepeiinure B pazaen Kondurypanus koMmnbiorepa — AaMuHUCTpaTuBHble madionsl — Indeed ID — Client

Connection.

7. Bxirounre nonutuky IIposepka pocrymHoctu cepsepa Indeed EA\ESSO.
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8. B napameTpax MOIMTUKY 3ajaliTe 3HaueHUs Ul HacTpoek TaiimMayT oxunaHus pesyiabrara poBepku (Mc) u Bpems

JKU3HH pe3yJIbTara MpoBepKHU (MC).

Yepe3 peectp

1. OTKpoiiTe pesakTop peecTpa Ha KOMIIBIOTEpE.

2. Otxkpoiite pazaen Komnsiotep\HKEY LOCAL MACHINE\SOFTWARE\Indeed-ID.
3. Cospnaiite pazaen ServerAvailability.

4. B atoMm paszene co3paiire Tpu napamerpa tuna DWORD:

e TIsEnabled co 3HaueHueMm I;
e CheckResultTtMs C HY>XHBIM 3HAYEHHEM BPEMEHU XKU3HH PE3YJIETAaTa IIPOBEPKHU B MC;

* CheckWaitTimeoutMs ¢ Hy>XHBIM 3HAUEHUEM TaliMayTa OXKUAAHUS PE3ylbTaTa IPOBEPKU B MC.

BrmounTh KempoBaHUE U HACTPOUTh CPOK JICUCTBUS ayTEHTU(HKATOPOB

Bxurouuts KCIIMPOBAHUEC U 3aJ1aTh CPOK ,HefICTBPIH KCIIMPOBAHHBIX ayTeHTI/ICbI/IKaTOpOB MOXHO B HaCTpOﬁKaX MPUIIOKCHUSA

MOJIMTUKY WITH TT0JIb30Batesisi B Management Console.

[To ymom4aHuto CpOK JCHCTBUS KEIIMPOBAHHBIX Ay TEHTH(PHUKATOPOB cocTaBisieT 10 IHEH, OTCUUTBIBACTCS C JAThI MTOCIESIHETO

BXOJa B IPUJIOKCHUE U HC 3aBUCUT OT TOTO, 6yz[eT JIM BBIITOJIHCH BXOJ B ITPUJIOKCHUEC B I[aﬂbHeﬁHIeM B TCUYCHUEC 3TOTO CPOKa.

Harnpumep, npu ycraHoBiieHHOM cpoke 10 aHeil u BbinoiaHeHun Bxofa B npuiokenue B 10:00 12.04.2025 kemupoBaHHbIE

ayTeHTUpUKaTOpbI OyayT AeictBuTesbHbI ¢ 10:00 12.04.2010 10 10:00 mun 22.04.2025.

Eciu CpOK JICUCTBUS KCIIMPOBAHHBIX ayTeHTI/I(bI/IKaTOPOB ucrek u Core Server HCAOCTYIICH, ITPHU ITOIIBITKE BXO/Ja B IPUJIOKCHUEC

orobOpaxaercst coobienne Ouiubka npu exode 6 cucmemy. Cepsep He HatioeH. Kewuposarue 0anHbX NOIb308amMels 3anpeueHo.

Hactpouts cpok XpaHeHHUs1 CECCUU B Kellle

HpI/I KPaTKOBPEMECHHBIX pa3pbiBax MOAKJIHOYCHHUA K Core Sever MOXHO HaCTpOUTH IIEPUO/, B TCHEHUC KOTOPOI'0 CECCHUIO MOXKHO

6ylleT HUCIIOJIb30BaTh IMOBTOPHO.

B Teuenue 3amanHOTO nepruoaa CECCrs XpaHUTCA B KCIIE U MOXKET OBITH ITOBTOPHO MCITIOJIB30BaHAa IPHU 3aITPpOCE HAa HOBOC
COCAUHCHUEC C CCPBECPOM. HpI/I 9TOM ITPOBEPKaA pa60TOCHOCO6HOCTI/I CepBEpa NOBTOPHO HE MPOUCXOAUT, BMECTO 3TOI'0

HCIIOJIb3YETCs 3aKeIIMPOBAHHBIN pe3ysbTaT IPOBEPKH.

Ilo ucreuenuun nepuoaa XpaHCHUs CCCCUA 3aBCPIIACTCA. Ilo HOBOMY 3aIripoCy Ha COCANMHCHUEC C CCPBEPOM CO3JACTCA HOBAA

ceceus.

UToObI HACTPOHUTH CPOK XPAHEHHSI CECCUU B Kellle:
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Yepes GPO

1. Otkpotite pegaktop GPO.
2. Otxpoiire paszgen Konduryparus xommnsrorepa — AQMUHACTpaTHBHBIC MmadnoHsl — Indeed ID — Client Connection.
3. Bxutounre nonuruxky Hactpoliku nonkiatoueHus K cepsepy.

4. B cBOIiCTBax MOJMTHKH 33JjaliTe HY’)KHOE 3HAUeHHE JIJIs mapameTpa [lepron ynepxkanus oObekTa ceccuu (Mc). 3HaYeHUe

o ymonyanuto — 180000 mc (3 MUHYTHI).

5. Ilepesarpy3ute KOMIbIOTEP, YTOOBI MPUMEHUTD HACTPOHKH.

Yepes peectp

1. OTtkpoiite pemakTop peecrtpa.
2. Otkpoiire paznen Komnsiotep\HKEY LOCAL MACHINE\SOFTWARE\Indeed-ID\SrvLocator2.

3. s mapamerpa SessionHoldPeriodMs tuna DWORD ycraHOBHTE HY:KHOE 3HAUYCHHE. 3HAYECHHUE 110 YMOIYaHUIO —

180000 mc (3 MUHYTBI).

4. Tlepe3arpy3ure KOMIBIOTED, YTOOBI IPUMEHUTH HACTPONKH.

() DPHUMEYAHHE

[Tpu oOHOBEeHNHU 1 ynaneHnu Moxyiast Windows Logon Bce JaHHBIE KEIITMPOBAHUS aBTOMATHIECKH YAAJSIOTCS, YTOOBI He

JIOIYCTUTh YTEUKU JaHHBIX M U30€XaTh OMUOOK IIpU MOCIEAYIOIEeH ycTaHOBKE U paboTe KOMIIOHEHTOB Access Manager.

He pexomeHayeTcsi 0OHOBIATh MOLY/b B MHCTAIULINMIX, Tae Windows Logon ncmonbe3yercsi coBmecTHO ¢ Indeed AM

Enterprise Single Sign-On. B s3tom ciydae ayrertudukanus B ESSO Agent B odaifH-pexxnme MOXeT OBITh HEIOCTYIIHA.
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Jlokaymmzarus

ITo ymorganmio 361k HHTEpderica Windows Logon cOOTBETCTBYET JTOKAIM3AINH YCTaHABINBAEMOTO AUCTPpUOyTHBA. UTOOBI

M3MEHHTH 361K HHTEpdeiica Windows Logon:

1. OTkpoiite penaktop peectpa Windows.

2. Ilepeitnute B pasnen:
e Windows x64: HKEY LOCAL MACHINE\SOFTWARE\WOW6432Node\Indeed-1D

e Windows x86: HKEY LOCAL MACHINE\SOFTWARE\Indeed-1d

3. B mapamerpe LanguageId 3amaiiTe OQHO M3 3HAYCHUI B ICCATHYHON CHCTEME HCUUCIICHUSA:
e 1033 — English
e 1049 — pycckuii

4. Ing npyuMeHeHs U3MEHEHU nepe3arpy3ure pabouyio CTaHLUIO.
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ONIMOHAJIbHBIE HACTPOUKHU

C nomomrpro Windows Logon Bbl Moxere:
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¥ BKJIIOYHTH IeHepalHIo cJy4aiiHoro napoJs

[Tpu ucnonszoBannu moaynns Windows Logon MOKHO 3a7aTh T'eHEpaIMIO CIIyYaHHOTO MapoJist ISl oJIb30BaTelst B Active
Directory. [lyist pabOTBI 9TOH HACTPOWKHU B CBOMCTBAxX Mojb3oBatelsi B Active Directory OTKIIIOUUTE ONIUY 3aPETUTh CMEHY

napoJist nosibzoBaresist 1 Cpok JelcTBUS napoiis He OTPaHUYEH.

CrnyyaiiHblii TapOJIb I YYSTHOM 3amcy Oy/IeT CTeHEpUPOBaH M0 UCTEUCHUH CPOKa JICHCTBUS TeKyIero naposs. Eciu mist
YUETHOMH 3arucu ObUI CreHEepUPOBAH CITy4YaiHbIH MapoJIb, TO CJIEAYIOIINI BXO/l B CHCTEMY BO3MOXKEH TOJIBKO C

HCTIONIb30BAHMEM ay TeHTH(PHKATOPA.

UTOOBI BKITIOYHTH TeHEepaluro cnyqal?n{oro napoJs:

1. Ha 6oxoBoit manemn Management Console mepeiinure B pasngen [lomuruky.

2. OTKpOiTe HYKHYIO TTOJIUTHUKY.

3. Ha Bknazike [punoxenus Haxmure Windows Logon.

4. lns vactpoiiku [Taposns yuetHoi 3amucu Active Directory BeiOepute [eHepupoBaTh CllydaifHbIi.

5. Haxmure CoxpaHUTb.

Haponn JJIA BCEX MoJib30BaTeseh B ,Z[aHHOfI IIOJIUTUKE 6y,HyT HU3MCHCHBI, €CJIM OTO HE IIPOTUBOPECHUT UX cBoiicTBaM B Active

Directory.

B xypnase coositiii Management Console otodpasurtcs coobitie /097 Tlapons mosb30Baresis ObUT YCIEITHO CMEHEH
aBToMarnuecku. [10b30BaTeI CMOTYT BOHTH B CHCTEMY TOJBKO C TIOMOIIBIO TOOABICHHBIX ayTeHTU(HHKATOPOB, HE

HCTOJIB3YsI JOMEHHBIH apoJib.

Ecnn y momp3oBaTerns HET 3aperHCTPUPOBAHHBIX ayTEHTH()UKATOPOB, TO IPH IIEPBOM BXOJIE B CHCTEMY TIOCTIE BBOJA
JIOMEHHOT'0 IIapoJisi OTKPOETCS YTHIINTA YIPABICHUS ayTeHTU(HUKATOPAMU 1 IPEIUIOKUT 3apEerUCTPUPOBATD TIEPBLIi

ayTeHTU(UKATOP.
[Tocne perucrpanyu ayTeHTHPUKATOPA TPOUCXOAUT TEHEpaIUs U CMEHA MapoJisl II0JIb30BATEIs.

Ecnu Z(OMGHH])If/'I IapoJjib UIBMEHCH aIMUHUCTPATOPOM, ITPU BXOJAC B CUCTEMY IOABUTCA COOGL[ICHI/IC O paCCMHXPOHU3AIUU
mapoJi. Haxmure OK u BBCUTC I1apOJib, BaﬂaHHLIﬁ AJIMAHUCTPATOPOM. Ilocne sToro apoJib 6yneT aBTOMATU4CCKHU

HN3MCHCH.

() HHOOPMALUSA

Ecnu st yueTHOH 3amucu pa3pemeHo KeINpoBaHue ayTeHTH(HUKATOPOB, TO MPH MOCIEAYIOIEM BXOIE B CHCTEMY IO
ayTeHTU(HUKATOPY OYyIeT BBHITIOIHEHO COXPAaHEHUE JaHHBIX B JIOKAJIbHYIO aMATh KOMITbIOTEpa. TOrIa Mpu OTCYTCTBHH

noaxirodeHust k Core Server BOWTH B CHCTEMY MOXKHO OyA€T ¢ TIOMOIIbIO KeIIMPOBAHHBIX AaHHBIX ayTeHTH(HUKATOPA.
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¥ Ecau 1J151 1oJ1b30BaTeisi BRKIKYEHO Tpeﬁonalme Ha CMEHY napoJist

Ecnu B cBoiicTBax nonb3oBarens B Active Directory BKIIFOYEHO TpeOOBaHHE HA CMEHY JIOMEHHOT'O ITapoJisi U pa3pericHa
reHepanus clydaiHoro naposs, To Ipy cieayrouleil ayTeHTU(GUKaLuK ¢ IoMolbio TexHonoruu Indeed Oynet

CTeHEPUPOBAH CiTydaiiHbIil mapoiib. [Ipu 3ToM 0T0Opa3uTest coodIIeHHE 00 YCIEeITHOH aBTOMATHUECKONH CMEHE MapoJIs.

CeoicTea: user ? *

UneH rpynn Bxoppwme seoHki  Cpepa  CeaHoel  YOaneHHoe ynpaeneHwe
Mpogune cnyx6 yaaneHHer: pabou cTonos COM+
Ofume Agpec YueTHas sammce  [podwne  Tenedodsl  Opranwsauia

ﬂl\"lﬂ EX0[A3 NONb30B3TENA:

|user | @iid local ~

WMma exopa nonezoeaTtena (npen-Windows 2000):
||ID\ | |user

Bpemn exona. .. BxonHa. ..

[JPastinoruposats y4eTHYIO Sanuck |

MapameTphl yUETHOM SaracK:

TpefioBaTs cMeHb NAPONA MpW CNEAYOWLEM EXOOE B CHCTeMY ™
[ | 3anpemm: cmeHy napons noncsosaTenem

[ Cpok neficTeMa napons He orpaHude
[] ¥paHume naponk, vcnonssys o6paTMMos WABPOBaHIE v

Cpok gefcTBuA ydeTHOR SanucK
(®) Hirorpa

(O Wetexaer: |20 centadpa 2020+

OmeHa [pMMEHNTE Cnpaexa
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ACTPOUTH ABTOMATHYECKYIO IOACTAHOBKY CKPBITOr0 napoJs ¢ nomoumsnio Indee aste
Y H Indeed AM Past

Korna juist BXo/1a B IpUIIOKEHHE TPeOYeTCsl BBECTH MapoJib, MOKHO C/IEJIaTh 3TO 6e30macHo ¢ nmomoribio ¢pyHkiuu Indeed
AM Paste. OHa 1M03BOJISIET aBTOMATHYECKH TTOJICTABIISITH CKPBITHIH MTApOJIb B ITOJI€ BBOJIA, UCIIOIb3YSI ONIPEACICHHYTO

koMOuHanuo kinasuil. [To ymomnvanuto ato [CTRL] + [ALT] + [V].

Bruttounts 1 otkirounTh QyHKIuio Indeed AM Paste moxxno B ipunioskernu Indeed-Id Paste Tool. st atoro:

1. HaxxmuTe mpaBoii KHOITKOW MBIIITH B : o6nactu yBenomiieHuit Windows.

2. BribepuTe HyKHBIH IYHKT KOHTEKCTHOI'O MEHIO:

e Paspemuts Indeed-I1d Paste, 4T00bI BKIIOUMTE MM OTKIIOUUTE (GyHKIMIO. DYHKIMS 0 YMOTYAHHIO BKJIIOUCHA.
e 3amyckarb npu 3arpyske, uro0sl Indeed-Id Paste Tool 3amyckanace npu 3arpyzke Windows. Dta HacTpoiika 1o

YMOJIYaHUIO BKIIKOYCHA.

e Brixos.

UYToObI OACTABUTH MTAPOJIb B CKPBITOM BHE:

1. B okHe npuiokeHus ycTaHOBUTE Kypcop B I10JI€ BBOJIA TTApOJIs.
2. HaxxmMuTe KOMOMHAIWIO KIIABHII JJIS TOACTAHOBKH TTapOJIsL.

3. Otkpoercst okHO AyTeHTuuKanus. [lonTBepaAnTe CBOIO JIMYHOCTD JIFOOBIM JIOCTYITHBIM CIIOCOOOM.

ITocne ycnemHoi ayTeHTH(GUKALUY B T10JI€ BBOAA OTOOPaXaeTcs CKPBITHII Mapob.
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¥ Hacrpoutb onHoBpeMeHHY10 padoty ¢ Indeed RDP Windows Logon

Eciu momynu Windows Logon u RDP Windows Logon ycTaHOBJIEHBI Ha OJTHOM YCTPOMCTBE, HACTPOUTE MOJUTUKY

st Windows Logon.

Yepesz GPO

1. [lepeiianTe HAa YCTPONCTBO, Ha KOTOPOM ycTaHoBIeHb Moaym RDP Windows Logon u Windows Logon.
2. Otkpoiite pepakrop GPO.

3. Otkpoiite pazgen Kondurypanus koMmibiorepa — AJMUHUCTpaTuBHbIe madnonsl — Indeed ID — Windows

Logon.
4. Bxmouute nonutuxky Hactpoiiku Credential Provider.

5. Jlns mapamerpa OtobpakeHue crioco0oB BXoJa BelOepuTe 3HaueHue Bee, kpome maposs.

Yepes peectp

1. IlepeiinuTe Ha ycTpOICTBO, HAa KOTOpOM ycTaHOBIEeHB! Moy RDP Windows Logon m Windows Logon.
2. OTKpoiiTe peaakTop peecrpa.
3. Orkpoiite pazaen Komnsiotep\HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\Logon for Windows.

4. Cozpnatite mapametp tuna DWORD c umenem CredProvFilter u ycTaHOBHTE eMy 3HaYeHHE 2.
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¥ Hcnoib3oBaTh ayTeHTHGUKALMIO IPU 3aIyCKe 0T HMMEHH aJMUHHCTPATOPa

Ha yctpoiictBax nox ynpaeiennem Windows 7 Moy Windows Logon BBITIOJNHSET 3alIpoc Ha ayTEHTH()HUKALIUIO TIPH
WCIIONIhb30BAHMNH KOMaH/IbI 3aIyCK OT MMEHH aMHUHICTparopa. [locie 3amycka 3Tol KOMaH bl 0TOOpaXKaeTCs UajIor BeIOOpa

YYETHOH 3aIncH, 3ateM okHO AyreHTudukaius cucrembl Indeed AM. B 3aBUCHMOCTH OT BEpCHU ONIEPAIIMOHHOM CUCTEMBI

OKHO BI)I60pa y‘ICTHOﬁ 3alMCHu MOXKCT UMCTh pa3HI>II71 BH/.

AyTeHTndnkayma Less2O

= BpegiTe MMA NOME3I0BATENA

Monkz0EaTENE:

Homen: COMPANY - Nanee

EM  OTmeHa
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YTunura ynpasiaeHus ayTeHTU(UKaTOpaMu

/\ BAXKHO

VYTunura ynpasieHus ayTeHTH(GUKaTOpaMu paboTaeT TOJIBKO B clieHapusax ¢ MoayiaeM Windows Logon.

VYrunura YCTaHaBJIMBACTCA aBTOMAaTUYC€CKU ITPU YCTAHOBKE OTHUX Monyneﬁ.

Bbl MOXkeTe ynpasisaTh ayTeHTH(GUKaTopamu ¢ nomouusio npuioxkenus Indeed AM Yipasnenue ayrentudukaropamu. JJannoe

MMPUJIIOKCHUE ITO3BOJIACT HO63BH$[TI> HOBBIC ayTeHTI/I(I)I/IKaTO]DI)I, PCaAaKTUPOBATh, IPOBEPATH U YAAIATH CYHICCTBYOLIUEC.

() MNPUMEYAHME

BosmoxxHocTH YHpaBJi€HUA ayTeHTI/I(bI/IKaTOpaMI/I JAOCTYIIHBI ITPHA HAJIMIWU Pa3pClICHUs, YCTAHOBJICHHOTO aIMUHUCTPATOPOM

CUCTCMBI.

Jliis mepexoyia K YIpaBJIeHUI0 ayTeHTU()UKATOPAMH BBITIOIHUTE CIICIYIOIIUE JICHCTBUS:

1. Otkpoiite npunoxenue Indeed AM Ynpasnenue ayrenrudukaropamu (ITyck—Indeed AM—Indeed AM Yrpasienue

ayTeHTU(UKATOpaMu).

2. B okHe AyTeHTH(UKAIMS BHIOSPUTE CBOIO YUETHYIO 3allUCh U CIIOCO0 BXoza (Tum ayreHTudukaropa). [To ymonrdanuio

aBTOMAaTU4CCKHU BI)IGI/IpaeTCSI HOCIICI[HI/II;‘I HCITOJIB30BaHHBIN CII0CO0 BXOoJda.

(O WHEOPMALMA

Jlng BXoza B IpuIiokeHHe YIpaBiieHHe ayTeHTH(UKATOpaMy CIIeyeT UCTIOIb30BaTh paHee 3aperucTPUPOBAHHbII
ayreHTHUKaTOp. [IpN HCIONB30BaHNY MAPOJIIS AJISI JOCTYTIA K MIPUIIOKEHHIO OyIyT HEAOCTYTHBI (QYHKIIMN H3MEHEHHS,

yRaJeHus U 100aBIeHHs ayTeHTH()UKATOPOB.

3. Bomonnute TpeOyemble AeiicTBU (B 3aBUCUMOCTH OT BLIOPaHHOIO crioco0a BXoJa).

(D) NPUMEYAHME

Bo3moxxHOCTH 100aBIICHUS, pEIaKTHPOBAHKS U YIAJICHHUS ayTeHTU(UKATOPOB AOCTYIIHBI ITOCIIEC aBTOPH3ALIHUH C
UCIIONIb30BaHUEM ay TeHTH(PHKATOpa. Bo3MOXKHOCTE IPOBEPKU ayTeHTH()UKATOPOB JOCTYITHA KaK TIOCIIE aBTOPH3ALUH C

HCII0JIb30BAHUEM ayTCHTI/I(i)I/IKaTOpa, TaK U MOCJIC aBTOPU3AL[UU C UCII0JIb30BaAaHUEM ITapOJI.

4. Ilocne ycnemHoii ayreHTuGUKau 0TOOpaxaeTcs OKHO YIIpaBJIeHUE ay TeHTH()UKATOPaMHU.



JloOapnieHre ayTeHTH(pUKaTopa

/\ BAXKHO

Hepez[ peFI/ICTpaHI/Ieﬁ ayTeHTI/I(l)I/IKaTOI)OB HGO6XOI[I/IMO CO34aTh IMOJIMTHUKY U PaCIPOCTPAHUTH Ha HEJICBBIX MOJIb30BaTeeH

KonnuecTBo ayTeHTH(UKATOPOB, KOTOPOE BBl MOXKETE J100aBUTh, yCTAHABIUBACTCS a[IMUHUCTPATOPOM crcTeMbl. [locie
JIOCTIDKEHUSI MAKCUMAJILHOTO KOJIMYECTBa ayTeHTH()UKaTopoB KHOMKA JI06aBUTH crioco0 BXoza B OKHE YIpaBieHUE

ayTeHTI/I(bI/IKaTOpaMI/I CTaHOBUTCA HCAKTHBHA.

Jlns no6aieHus ayTeHTU()UKATOPa BBITIOIHUTE CICAYIONINE ACHCTBHS:

1. B okne YnpasneHue ayreHTH)HUKaTOpaMu HaxkmuTe J[o6aBuTh criocob BXoza

INDEED@

YnpaeneHue ayteHTudnkaTopamu

=+ CMmapT-kapTa unn USB-knoYy
rutaken

Wamenute | [poeeputs

+ NoBaEnTh cnocob Exona SABEQLIMTE

2. BeiOepuTe TEXHOIOTHIO ay TCHTH()UKAIIUH.
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INDEED@

YnpaBneHue ayTeHTUOUKaTopamMu

BrifeprTe TEXHONOMKD ayTeHTMdiKaL, A
Mapois =
(Passcode)

CMAapT-kapTa 1AM USBE-knwy -
[CwmapT-kapTa uaw LISB-knmy)

& BepuyTecA SaBEQLIMTE

3. CrneayiiTe MHCTPYKIIUSIM 10 perucTpanuu ayreHTu(Grukaropa. BHENIHUI BU/T OKHA M TEKCT TOICKA30K 3aBHCAT OT

BBIOPAHHOTO THIA ayTeHTU(UKATOPA.

INDEED@

YnpaBneHue ayTeHTUhUKaTopamm

EBeeamTe CcBOW Naponk

Mapone:
MonTEEpHAEHWE:
DBy MTE
& BephyTecA S3EEpLMTE

ITocie ycnemHoi perucTpanny ayTeHTu(UKaTopa B OKHE YIIpaBIeHUE ayTeHTU(UKATOPaMU 0TOOpaaeTcst COOOIICHUE

Hoegviii aymenmuguxamop ycnewno ooyuen.
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INDEED@

YnpaeneHue ayteHTudukaTopamu

e e HoBEIF ayTeHTUdMEaTop yenelHo ofydeH

Bce roToEo 4NA PEMMCTPEUMM aYTEHTHMKATORS B CHCTEME.
Mepegn CcoXpaHEHHEM Ebl MOXETE 330aTE KOMMEHTARHNA
K ayTEHTHRHUKATOpY:

CoxpaHuTE

& BepuyTecAa SABENLIMTE

4. Bel MoxeTe 100aBUTh ITPOU3BOJIBHBIN TEKCTOBBII KOMMEHTAPHIA K 3apErHCTPUPOBAHHOMY ayTeHTH()UKATOPY (€CIIU TaHHOE

JIeHCTBHE Pa3peleHo aIMUHUCTPATOPOM CUCTEMBI). JIIsl 3aBepIIeHUs perucTpanuy ayreHTuduKaTopa HakmMure COXpaHUTb.

Tun 3aperucTpUpOBaHHOrO ayTEHTU(UKATOPA U KOMMEHTapUi K HEMY OTOOPa)aloTcs B OKHE YIIpaBIeHHE ayTeHTH()UKATOpaMHu.
Ecnm st Bamieit yueTHOM 3amuCcH pa3penieHo Jo0OaBIeHIE HECKOIBKUX ayTeHTH(OHUKATOPOB, BB MOJKETE MEpeiiTH K X

perucTpanyu, HaxaB KHONKY J00aBUTh ayTeHTU(PHUKATOP.

() HH®OPMALWS

IMTpu ncnonp30BaHNH ONPENETICHHBIX MOJeel OMOMETPUIECKUX YCTPOHCTB (HAIprMep CKaHEPOB OTIEYATKOB MAIbIIEB
Digent [ZZIX FD 2000, FD/FM 1000) Bo3MOXHbI OIIMOKH NPU PETHCTPAIMU U PACIIO3HABAHUH ay TEHTU(HUKATOPA,
CBSI3aHHBIE C YPOBHEM UyBCTBUTEIBHOCTH CKaHEPA M MHAMBUAYaIbHBIMH 0COOCHHOCTSIMU YellOBeKa (TeMIepaTypa Tena,

YPOBEHB BJIA’KHOCTH KOXHU, CIIocoo MpUKIaAbIBAaHUS nanbua). Bo u3bekanne Takux ommuboK PCKOMCHAYECTCS MPOBEPATH

ayTeHTH(HHKATOP Cpa3y MOCIE PEeTHCTPALIIH.



[ IpoBepka ayTeHTH(PHKATOpa

IIJ'IfI IIPOBEPKU ayTeHTH(i)HKaTOpa BBIIIOJIHUTE CICAYHOIINC I[efICTBI/IHZ

1. B okne Yipasnenue ayTeHTH(UKaTOpaMy BIOEpUTE ayTEHTU(PUKATOP U HaxXMuUTe IIpoBepUTS.

INDEeD @
YnpaBneHue ayTeHTUhUKkaTopamm
=+ CMmapT-kapTa unmn USB-knod
VizMEHHTE |””°BE”“TbE YRANTE
Hapone
pascode
+ doGaeuTe cnocof Exona ZaBEQWMTE

2. Jlanee B OKHE YNpaBieHUE ayTeHTU(PUKATOPAMU 0TOOPaXKar0TCsl MHCTPYKLMU 110 PEUCTpaluy ayTeHTudukaropa. Buemnuii

BUJI OKHA U TEKCT TOJICKAa30K 3aBUCST OT BEIOPAHHOTO THUIA ayTeHTH(uKaropa. BeimonauTe TpedyeMble 1eiicTBHS.
3. Ilocne 3aBepieHns IPOBEPKH B OKHE YTIpaBJIeHUE ayTEHTU(PHKATOPAMHU 0TOOpaKkaeTcsi COOOIICHHE O pe3yJbTare.

e Ecmu ayTeHTH(HUKATOPBI COBIIAIAIOT;
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INDEED@

YnpaBneHue ayTeHTUhUKaTopamm

m’ AYTEHTWPUKATORE COBNAAGHT

& BephyTecA SaBENLIMTE

e Ecnm ayreHTH(UKATOPBI HE COBNAAIOT;

INDEED@

YnpaBneHue ayTeHTUhUKaTopamm

m AYTEHTWPHKATOPE! HE COENAA AT

& BephyTecA SaBENLIMTE

4. Ecnn ayTeHTH(UKATOPEI HE COBMAIAIOT, HAKMHUTE BepHYTHCS 1 MOBTOPUTE TPOLEAYPY MPOBEPKH HIIH 32aHOBO O0yUIHTE

ayTeHTU(UKATOP.
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PenaktrpoBaHue ayTeHTU(DUKATOpA

/\ BAKHO

JocrtynHele neicTBus:

® OTPENAKTHPOBATh (IIOBTOPHO 3apPErUCTPUPOBATh) ayTEHTU(PHUKATOD;

® W3MEHUTH TOJIHKO KOMMEHTApHUH K ayTEeHTU(HUKATOPY (€CITH ATO IeHCTBUE Pa3pelIeHO aIMHHUCTPATOPOM CHCTEMBI).

Jlnst penakTUpoBaHMs ayTeHTH(GUKATOpa BHITIONHATE CIEAYIONIHE ISHCTBHS:

1. B oxHe YipasieHue ayTeHTH(GUKAaTOpaMy BEIOEPHUTE ayTEHTU(PHUKATOP U HAKMUTE VI3MEHHTB.

INDEED@

YnpaBneHue ayTeHTUUKkaTopamu

= CmapT-KapTa nnu USB-knou
rutaken

Wamenute | Opoeepure
Hapons

pascode

+ JoSaeuTe cnocof exons 23aBEpLIMTE

2. BeimomHuTe OTHO M3 YKa3aHHBIX JIEHCTBHIA:

e YroOmI OTPECAAKTUPOBATH TOJILKO KOMMCHTapI/Iﬁ K ayTeHTI/I(l)I/IKaTopy, BBCAUTC KOMMeHTapI/Iﬁ B COOTBETCTBYIOIICC MIOJIC

n HaxkmMuTe COXpaHUTb.
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INDEED@

YnpaeneHue ayteHTUdUKaTopamu

Bbl MOKETE MEMEHWTE KOMMEHTAPHA K ayTeHTUDMKATORY

rutaoken

CoxpaHuTe

& BephyTecAa SaBENLIMTE

e YroObl IEpeiTH K peIaKTUPOBAHUIO CAMOTO ayTeHTH(HUKATOpa, HAKMHUTE 3a/1aTh 3aHOBO. Jlaniee B OKHE 0TOOpa3sTCs
WHCTPYKLIUH 110 pETUCTpaliy ayTeHTH(hrKaTopa. BHEIIHUI BU]I OKHA M TEKCT MO/CKA30K 3aBUCAT OT BHIOPAHHOTO THIIA

ayTeHTHU(HUKaTOpa. BeimonHuTe Tpedyembie 1eicTBuS.

INDEED @
YnpaeneHue ayteHTUdUKaTopamu
= CmapT-kapTta nnm USB-knov
rutoken
Mamenute | poeepute | ¥oanute
Mapois
pascode
+ do6aeuTe cnocof Exona SaBENLIMTE
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INDEED@

YnpaBneHue ayTeHTUhUKaTopamm

2303Th 3aHOED =

Bkl MIKETE WSMEHMTE KOMMEHTAPHH K ayTEHTHDHKATOPY:

rutoken

COXpaHuTE

& BephyTecA SaBENLIMTE

INDEED@

YnpaBneHue ayTeHTUUKaTopamm

Bribepute cMapT-kapTy MIW TOKEH

Rutoken 5 : 0783311523 v Ok

& BephyTbcAa SaBEpLIMTE

3. Ilocne ycnentHoii peructpauun ayTeHTU(HUKaropa HaxxMuTe COXpaHUTb.
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INDEED@

YnpaBneHue ayTeHTUOUKaTopamMu

2303tk 33HOED —*

Bkl MIKETE WMEHMTE KOMMEHTAPHEA K ayTEHTHDMKATOPY:

rutoken

COXpaHuTE

& BepuyTecA SaBEQLIMTE
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VYnaneHue ayTeHTU(HUKATOpa

Jlns ynaneHus ayTeHTH(UKaTOpa B OKHE YIIPaBJICHNE ay TCHTH(HKATOPAMU BEIOEPUTE ayTeHTH(MUKATOP U HAXMUTE YAaanuTb. [l

MOJITBEPKIACHUS IeHcTBUS HaskmuTe Jla.

INDEED@

YnpaeneHue ayteHTUdMKaTopamu

CrapT-kapTa v USB-kiroy
rutoken

=+ Mapone
pascode
Wamenute | Opoeepur

+ NofasuTh cnocof Bxofa SABEQLIMTE

MNoaTeepHgeHME

Bl 4eACTEMTENEHD XOTHTE YO a0WMTE 3T0T cnocob Exona?

fa Her

Ecnu ans Bamel yueTHOH 3anucy ObUT CreHEpUPOBaH CIIydaliHbIH Iapoiib, IPU MONBITKE YIAIUTh €IMHCTBEHHbIM UMEIOIUICS

ayTeHTU(HUKATOP CUCTEMa OTOOpaXKaeT JUAIOT-TIPEAyIPEsKACHHE:

MoATEEDHOEHKE

) ) Bam pazpeLlleHa aeTOMATHYBCKAA MeHepaUMa Napona
[0| Mocne yaanewwa nocneguero cnocofia Bxofa Bel HE CMOXETE BEINONHUTE BX0A N0 NAPONK,
Mpogonsure?

Oa Het

Q COBET

Ecnu BBl ynanunu Bce ayTeHTU(HKATOPB! K HE MOXKETE BBIIIOIHUTH BXOJ B CHCTEMY 10 MAPOJII0, 00PaTUTECh K

AIMUHHUCTPATOPY CUCTCMBI. Tlocne pooca apoJIst Bbl CHOBA CMOXKETEC BBIIIOJIHUTHE BXOJ B CUCTEMY U 3apCrUCTPUPOBATH

HOBBIE ayTeHTH()UKATOPEL.

[Mocne ynanenus Bcex ayTeHTH()UKATOPOB BXOJ B CHCTEMY MOKET OBITh BBINIOJIHEH TOJNBKO IO Mapoto. Eciu 1uist Bameit yuetHoH

3amucH ObLI CIreHEpUpPOBaH CJ'Iy'-IafIHLIfI apoJib, BXOA B CUCTEMY CTAHET HECBO3MOXCH.
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YCTaHOBKA Y HACTPOMKA IIPOBANECPOB
ayTeHTU(UKALIMHI

(B Indeed AM Windows Password Provider

Ayrentuduxanus no napono Windows

€= Indeed AM Passcode Provider

AyTeHTH(UKAIUS 10 3aJaHHOMY T1apOITI0

Indeed AM Software OTP Provider

OHOPA30BbIH MapoJb B ZOMOIHEHUE K CBOEMY JIOTHHY U IApOIII0

Indeed AM Secured TOTP Provider

el
K=

OnHOpa30BbIi MApOJIb HA OCHOBE MJCHTU(HKATOPA YCTPOHCTBA

= Indeed AM SMS OTP Provider

KonunuectBo rag: 1

% Indeed AM Storage SMS OTP Provider

AyrenTuduxarus no Homepam tenedonon u3 6azsr Microsoft SQL

Indeed AM Email OTP Provider

OnHOPa30BbIi MAPOIh MO AEKTPOHHOI MoUTEe

‘= Indeed AM Hardware OTP

Ayrenruduxauus no Hardware OTP ot Pyroken u eToken PASS

Indeed AM Hardware TOTP

Ayrentudukaryst o TOTP ot eToken PASS
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B Indeed Key Provider

Onnopa3zoBblii mapoib u push-yBenomnenus B npunoxenun Indeed Key

¢/ Indeed AM Telegram Provider

OpnHopa3zoBblii mapoib U push-yBegomnenus B npunoxenun Telegram

s Indeed AM MFA Provider

MuorodakropHas ayTeHTH)UKAIHS

Indeed AM Express Provider

Push-yBeiomnenust B MecceHpkepe eXpress

= Indeed AM IronLogic Z2 USB Provider

AyTeHTU(HKAIS ¢ TOMOIIbIO cunThiBatens [ronLogic Z2 USB

276




Indeed AM Windows Password Provider

ITpogaiinep Indeed AM Windows Password MoxeT ObITh HCIIONB30BaH JUIS ayTEHTH()UKAIIHN B CIETYIOMINX MOTYIIAX:

e Identity Provider
e LDAP Proxy
e Windows Logon

e Linux Logon

Wnentndukarop nposaiinepa

{CF189AF5-01C5-469D-A859-A8F2F41ED153}

YcTaHoBKa npoBauaepa

/\  BAXKHO

B undpactpykrype ¢ Heckonbkumu cepBepamu Core Server yCTaHOBUTE IIPOBaiiiep Ha KaXJOM U3 HUX.

IMposaiinep Windows Password (Domain Password) aBromarnuecku 106aBiseTcs MacTepoM KOH(GUIypalluy [IpU HACTPOIKE XOCTa

Core Server.

Hacrpoiika B8 Management Console

Jis Hactpoiiku Windows Password B Management Console nepeiinute B pasnen Konpurypamus — AyreHTudHUKaTops! 1

BbIOepuTe ayreHTudukarop Windows Password.

IIpaBa noctyna

Yto0BI BbIATh WJIKM OTO3BATh IIpaBa HAa UCITIOJIb30BAHUEC ayTeHTI/I(bI/IKaTopa, BBIIIOJIHUTE CICAYIOMICC:

1. Ilepeiinute B cexuuio OCHOBHBIE HACTPOMKHU.

2.B HaCTpOfIKG 3aHpeTI/ITI) HCITOJIB30BaTh YKAXKUTE, MOXKET JIM IIOJIb30BATCJIb NCIIOJIB30BaATh WJIN PErUCTPUPOBATH BLI6paHHLII71

ayTeHTU(PHUKATOP.

brnokupoBka ayrenTrukaropa

Uto0bl 320J0KUPOBATh ayTEeHTH()HUKATOP, B ceKIMU HacTpoiiku OIOKMPOBKH ayTEHTH(PHKATOPA BHIMOIHUTE CIICITYFOIUE

HaCTPOUKU:

1. Pa3pemmre nnu 3abnokupyiite ucroib3oBanue Windows Password B ciiydae cepun HeyIauHbIX ITONBITOK ay TeHTU(GUKALNH.

2. B mointe KonmmaecTBO MONBITOK ayTeHTI/I(bI/IKaHI/II/I 10 6J'IOKI/IpOBKI/I YKaXXHUTE, CKOJIBKO pa3 MOJIb30BATCIb MOXET COBCPUIUTH

HEyJIa4HYI0 ayTeHTUPHUKALNIO 10 OJIOKMPOBKH Crioco0a ayTeHTH()UKAIIH.

3. B none Copoc cueTunka OIOKUPOBKU YKaKUTE, CKOJIBKO MUHYT JOJKHO NMPOMTH Mocie HeylayHOM HOIBITKU

ayTeHTU(HUKALIH, TPEXKE IeM COPOCUTCS CUETUHK.
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4. B none TaiimayT 10 pa30IoKupoBKH criocoba BXoa yKaKHTe, 4epe3 CKOIBKO MUHYT 3a0IOKHPOBAHHEIH CIIOCO0

ayTeHTU(UKALMN CTAaHET BHOBb JOCTYIHBIM.
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Indeed AM Passcode Provider

Indeed AM Passcode Provider nmpernasHadeH [urst ayTeHTH(UKAIIN [TOTB30BaTeNeif 0 caMOCTOSTENIFHO 3aJaHHOMY TTapoJIi0 H

COBMECTHOT'O MCTIONIBb30BaHus ¢ npoaykramu Indeed AM.
Wnentndukarop nposaiinepa

{F696F05D-5466-42b4-BF52-21BEE1CB9529}

YcTaHoBKa rpoBauaepa

/\  BAXKHO

B undpactpykrype ¢ Heckonpkumu cepsepamu Core Server yCTaHOBUTE IPOBalep Ha KaKIOM U3 HUX.
Ha cepgepe ¢ Linux

ITposaiinep nobapisieTcst ¢ IOMOLIBIO MacTepa KoHpurypauuu Ha mare Cxema xocroB — I[Iposalinepst.
Eciu tpebyercst no6asutk Passcode k cymiectytoiei koHpurypamun Access Manager:

1. OTKpoiiTe MacTep KOHPHUTypaluu.
2. Ha mare Cxema xoctoB B pazaene [Ipoaiiieps! Beioepute Passcode.

3. Caenaiite pe3epBHYIO KOIHIO U nepeiure Ha mar [IpuMeHeHre n3MeHeHHi.

Ha pa6ounx crannusix ¢ Windows

YTOoOBI yCTAaHOBHUTH MTPOBai/iep Ha KIMEHTCKUX pabOvnX CTAaHIMAX C ONEPAIIMOHHON cucteMoit Windows, BBITIOTHHTE

cIenyroue qeHCTBUS:

1. st paGotel mpoBaiinepa Tpedyercst ycranoBka Indeed AM Bsp Broker. U3 nanku Indeed AM <Homep sepcuu>\Indeed
AM Providers\Indeed AM Bsp Broker\<Homep eepcuu> 3anycrure naker IndeedEA.AuthProviders.BspBroker-<nomep

sepcun™>. <paspsaoHOCIb™> . ru-ru. msi.

2. U3 nanku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM Passcode Provider\<Homep eepcuu>

3amycrute naker IndeedID.Passcode. Provider-<uomep eepcuu>.<paspsaOHOoCmb™>.ru-ru.msi.

3. Ecnu mporpaMMa ycTaHOBKH IpeJuIaraeT BBIIOIHUTD [epe3arpysKy, NoATBepauTe qanHoe aeiictsue. [locne 3aBepiienns

YCTAaHOBKH MOXKCT HOTpe6OBaTI>C$[ rnepes3arpyska CUCTEMbI.

YI[aHeHI/IC/BOCCTaHOBHeHI/Ie MPOAYKTa OCYLIECTBIIACTCS CTAaHAAPTHBIM JJIsI IOAACPIKUBACMBIX ocC CHOCO6OM, 4gepe3 MCHIO

[Tanens ynpasneHwus.

Daiispl 1a0JIOHOB TIOJIMTHK PACTIONOkKEHbI B nanke /ndeed AM <womep éepcuu>\Misc\ADMX Templates.
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Hacrpoiika B Management Console

Jis Hactpoiiku Passcode B Management Console nepeiiaure B paznen Kondurypauus — AyreHTrdukaropsl u BblOepuTe

ayTeHTudukarop Passcode.

MaxkcumanbHOe KOJTMYECTBO ayTEHTU(UKATOPOB

B cexiur OCHOBHBIC HACTPOMKH B Mojie MakCHMaIbHOE KOJTMYECTBO 3a/IaiiTe MaKCHMAJIbHOE KOJIMYEeCTBO napoieit Passcode st

I1OJIb30BATECJIA.

IIpaBa noctyna

YrtoObl BBIIATH WIIM OTO3BATh MpaBa Ha MCIIONb30BaHUE ayTeHTH()HUKATOPA, BBIOIHUTE CIIEIYIOIIee:

1. B cexmn OcHOBHBIE HACTPOIKH BBITMTOJIHUATE CIIEAYIONINE HACTPOUKH:
e B Hacrpoiike 3anpeTuTh UCIOIb30BaTh YKAKUTE, MOXKET JIM MT0JIb30BATEIh UCIIOIB30BaTh WM PETUCTPUPOBATH

BBIOpaHHBIN ayTeHTH(UKATOP.

2. B cexuu JlocTynHbIE MOJIb30BATENIO ICHCTBUS BBIIIOJIHUTE CIIEYIOLIHE HACTPOHKN:
¢ B nactpoiike Perucrparys HOBBIX ayTeHTH(PHUKATOPOB YKAKUTE, MOXKET JIN ITOJIH30BATENb PETHCTPUPOBATH HOBBIE

ayTEeHTU(HUKATOPBI.

e B HaCTpOﬁKe Pel[aKTPIpOBaHI/Ie HUMCIOIIUXCS ayTeHTI/I(l)I/IKaTOpOB YKaXHUTC, MOXKET JIU ITOJIB30BATCIIb UBMCHATH YIKE

3apEerHCTPUPOBAHHBIC Ay TeHTH()UKATOPEI.

e B HaCTpOﬁKe yﬂaHGHI/Ie HMCIOLIUXCS ayTeHTI/I(l)I/IKaTopOB YKaXXHUTC, MOXKCET JIK ITOJIB30BATC/Ib YAAIATH YXKE

3aperHCTPUPOBAHHBIC ayTeHTH()UKATOPEI.

¢ B Hactpoiike Pa3pemnTh peakTipoBaHiue KOMMEHTApHs K Ay TCHTH()UKATOPY YKaKUTE, B KAKOM MOMEHT MOJIb30BaTEIIb

MOXKET pEAAKTUPOBATHL KOMMCHTAPHHU K YIKE€ 3apCruCTPUPOBAHHBIM ayTeHTI/I(i)I/IKaTOPaM.

bnokupoBka ayrenTrdukaropa

UroObl 320610KUpOBaTh ayTeHTH(UKATOp, B cekiuu HacTpoliku 6710KUpOBKY ayTEHTH()UKATOPA BBHIIOIHUTE CIIEAYIOLINE

HACTPOWKH:

1. Pa3pemmre nin 3a0m0kupyiTe Ucmoinb3oBanue Passcode B cirydae cepuu HEyIaqHBIX TOTIBITOK Ay TEHTU(HUKALHH.

2. B mone KonmuuecTBo MOMBITOK ayTeHTH(HUKALUH A0 OJIOKUPOBKH YKKUTE, CKOJIBKO pa3 MoJIb30BaTeb MOKET COBEPIIUTD

HCYJaYHYIO ayTCHTI/I(pI/IKaHI/IIO J10 6J'IOKI/Ip0BKI/I criocoba ayTeHTI/I(l)I/IKaLII/II/I.

3. B none COpoc cueTunka OIOKUPOBKH YKAKUTE, CKOJILKO MUHYT JIOJDKHO TIPOWTH MOCIIC HEYIauHOW TIOMBITKH

ayTCHTI/I(bI/IKaHI/II/I, Mpexac 4eM C6pOCI/ITC$[ CUCTYHUK.

4. B none TaiimayT 10 pa30IOKHPOBKH criocoba BXOJa YKaKHTE, 4epe3 CKOIBKO MUHYT 3a0JIOKHPOBAHHEIH CIIOCO0

ayTEHTU(HUKAK CTAaHET BHOBD JOCTYITHBIM.

Hactpoiika TpeboBaHMii K TApOITIO
B cexunu Hactpoiiku TpeGoBaHM K MapoOITI0 MOYKHO 3a1aTh Clieyronine TpedoBanus K Passcode mapoiro:

e MUHHUMaJbHAS JJIUHA ApPOJIs;
® MaKCHMaJbHOE KOJMUYECTBO BXOXKJICHUN Ka)KJJOTO CUMBOJIA;
¢ JONMyCTUMbIE CUMBOJIBI (JTATHHCKUE OyKBBI, TU(PBI, CICIMATbHBIE CHMBOJIBI, OJIE30BATEILCKUE CUMBOJIbI);

¢ MHUHHUMaJIbHOC YUCJIO CUMBOJIOB U3 I'PYIIIBL.
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MaxkcumaabHO€E KOJTUYECTBO BXOXKIEHHMH Ka)KI0r0 CUMBOJIAa MOKET OBIThH OT 1 J10 63 mim 0.
I'pyniel cuMBOIIOB:

e uudpsr: 0-9

e CTpOYHBIC JJATHHCKHE OYKBBL: a-Z

® IIPOMKCHBIC JIATHHCKNE OYKBBI: A-Z

e CrenuagbHble CAMBOINBL ., <>/?[]{}=+- \|[!@#S$% " & * ()

® [I0JIb30BaTCJIbCKas I'pyIira CUMBOJIOB (prHHy CHMBOJIOB 3a1a€T II0JIb30BaTCJIb JJIsA KaXK10I0 HpI/IJ'IO)KeHI/Iﬂ)

() HHOOPMALWS

Ecmu HaCTpOﬁKH HC 3alaHbl, TO ITApOJIb MOXKET COCTOATH TOJIBKO M3 I.lI/I(i)p, CTPOYHBIX JIATUHCKUX 6yKB U COACPKATh HE MCHCC

6 CUMBOJIOB.
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Indeed AM Software OTP Provider

C nomosio Software OTP Provider BB MOXkeTe peasii30BaTh IByX()aKTOPHYIO ayTeHTH(HIKAINIO, OCHOBAHHYIO HA IIPOrPAMMHOM
obecrieueHNH. AyTeHTH(OHKATOP MPecTaBIseT co00if OAHOPA30BBIi Mapob, KOTOPHIH MOIb30BaTENb TOKEH MTPEIOCTABUTH B

JOIIOJIHCHUE K CBOEMY JIOTUHY U IIAapOJIto, 9TOOBI TOJIYYUTh JOCTYII K IIPHUIIOKCHUIO.

OnHOPAa30BbIii TAPOJIL TEHEPUPYETCST ABTOHOMHO Ha MOOMIIBHOM yCTPOUCTBE (TenedoH, cMapT(OH, TJIAHIIET) C UCITOTb30BAHUEM
CrieuaIn3upoBaHHoTO NMpuiokeHust (Harmpumep, Indeed Key, Google Authenticator, SIuaexe. Kirou). ['eHepariust 0jHOpa30BOro
HapoJIst IIPOM3BOANTCS Ha OCHOBE JIBYX ITApaMETPOB: CEKPETHOTO KJII0Ya, 33[aBaeMOr0 Ha Tale PErucTpaliy ayTeHTH(UKaTopa, 1

TEKYIIET0 BPEMEHH.

TexHONOrHsI ayTeHTU(HUKAIIMY OCHOBAaHA HA CUCTEME, [JIe JJIsl 33 JaHHOTO CEKPETHOTO KITFOYa ITOJIh30BATENs B KaXKIbIi MOMEHT
BPEMECHHU CYIIECTBYET CIMHCTBEHHBII BEPHBIN 0JJHOPA30BbIH Maposib. Takum 00pa3om, umest HHPOPMAITUIO O CEKPETHOM KITHOUE,
cepBep MOXKET NMPOBEPHUTH MEPEIaHHBIN MMOJIH30BATEIEM OHOPA30BbIH Mapolib. J{Js MpaBHIbHOTO (QYHKIIMOHUPOBAHUS TEXHOIOTUU
BpeMsI Ha MOOHMJIBHOM YCTPOMCTBE U cepBepe ayTeHTH()UKAINH JOJKHO COBIAAATh (IIPH ATOM JOIMYCKAeTCs HOIPELTHOCTS,

BEJIMYMHA KOTOPOH MOXKET PeryarupoBaThCs aJIMUHHCTPATOPOM).
Wnentudukarop nposaiigepa

{OFA7FDB4-3652-4B55-BOCO-469A1E9D31F0}

Wnentuduxarop nposaiigepa mist Indeed AM FreeRADIUS Extension

{B772829C-4076-482B-B9BD-53B55EA1A302}

YcraHoBKa IpoBaitiepa

/\ BAXKHO

B undpactpykrype ¢ Heckoabkumu cepBepamu Core Server yCTaHOBHTE MPOBaiiiep Ha KaXKIOM U3 HUX.

Ha cepBepe ¢ Linux

[posaiinep mobapisieTcst ¢ MOMOLIBIO MacTepa KoHdurypanuu Ha mare Cxema xoctoB — [IpoBaiinepsr.

Ecnu tpebyercst no6asuts Software OTP k cymectByromeit konpurypamnuu Access Manager:

1. OTKpoiiTe MacTep KOHPUTypaluu.
2. Ha mare Cxema xoctoB B pazaene [Ipoaiiiepsl Beioepute Software OTP.

3. Cnenaiite pe3epBHYIO KOIHIO U TiepeiauTe Ha mar [[puMenenne n3MeHeHHH.
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Ha pa6ounx cranousx ¢ Windows

Uto0bl yCTAaHOBUTH MPOBAii/iep Ha KIMEHTCKUX pabOYMX CTAHIIHMSIX C OTIEPAllMOHHON crcTeMoit Windows, BBITTOTHUTE

clenyromme 1eHcTBUs:

1. U3 nanku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM Software OTP Provider\<Homep eepcuu>

samrycrute naket IndeedAM. AuthProviders.SoftwareTOTP. Provider-<nomep sepcuu™>.<paspaonocmv>.ru-ru.msi.

2. Ecin nporpaMMa yCTaHOBKH IIp€jIaracT BbIIIOJHUTD IIE€pPE3arpy3Ky, NOATBEPAUTE JaHHOC I[efICTBPIe. Tlocne 3aBCPUICHU

YCTaHOBKH MOXET MOTPeOOBaThCS Mepe3arpy3ka CUCTEMBL.

Vranenue/BoccTaHOBICHHE MTPOYKTA OCYIIECTBISICTCS CTAHIAPTHBIM JUTs TiofaepkuBaecMbix OC criocoOoM, uepes MEHIO

ITanens YIpaBJICHUA.

®Daiinpl 111a0J0HOB MOJIUTUK PACTIONOKEeHBI B nanke ndeed AM <uomep sepcuu>\Misc\ADMX Templates™.

Hacrpoiika B Management Console

s Hactpoiiku Software OTP B Management Console nepeiiaute B pasnen Kordurypanus — AyTeHTH(OUKATOPHI U BEIOEPHTE

ayteHTudukarop Software OTP.

IIpaBa noctyna

YrtoObI BEIIATH WIIM OTO3BATH MpaBa Ha MCIIONb30BaHUE ay TeHTH()HUKATOPa, BEITOJIHUTE CIISIYIOIIee:

1. B cexmmm OcHOBHBIC HACTPOIKH BBITTOJHATE CIIEAYIONINE HACTPOUKH:
e B HacTpoiike 3anpeTuTh UCIOIb30BaTh YKAKUTE, MOXKET JIM M10JIb30BaTEIb UCIIOIB30BaTh WM PETUCTPUPOBATH

BBIOpaHHBIN ayTeHTH()UKATOP.

2. B cexuu JlocTynHbIE MOJIB30BATENIO ICHCTBUS BBIIIOJIHUTE CIISYIOLIHE HACTPOHKH:
e B nactpoiike Perucrparys HOBBIX ayTEHTH(PHUKATOPOB YKAKUTE, MOXKET JIU ITOJIH30BATENh PETHCTPUPOBATH HOBBIE

ayTeHTU(UKATOPBL;

e B HaCTpOﬁKe Pe,[[aKTI/IpOBaHI/Ie HUMCIOIIUXCs ayTeHTI/I(l)I/IKaTOI)OB YKaXHUTC, MOXKET JIU MTOJIB30BATCIIb UBMCHATH YK€

3aperucTPUPOBAHHBIE ayTEHTU(HHUKATOPHI;

e B HaCTpOﬁKe YHaHeHI/Ie HUMCIOLIUXCS ayTeHTI/I(i)I/IKaTOPOB YKaXXHUTC, MOXKCT JIU MTOJIB30BATC/Ib YAAIATH YIXKE

3apEerHCTPUPOBAHHBIC Ay TEHTH()UKATOPEL;

e B nactpoiike Pa3pemnts perakTupoBaHie KOMMEHTapHsl K ayTCHTU(QHUKATOPY YKaKUTE, B KAKOW MOMEHT IT0JIb30BaTelb

MOXET PCAAKTUPOBATH KOMMCHTAPHH K YK€ 3apCTrUCTPUPOBAHHBIM ayTeHTI/I(i)I/IKaTopaM.

[IpunynuTenbHas mpoBepka ayreHTuduKaropa

1. B pazgene OcHOBHBIE HACTPOWKH BKITIOUUTE MPUHYANTENBHYIO TPOBEPKY. [Ipn perncTpanny mossBUTCS JOTOIHUTEIEHOE

OKHO IOATBEPKACHHUS JUIs1 BBOJAA JaHHBIX ayTeHTI/I(bI/IKaLII/II/I.

2. BBCZ[I/ITG TOJTYYCHHBIC JaHHBIC ayTeHTI/I(l)I/IKaIII/II/I " HAXKMUTEC HO)ITBCpZ[I/ITL.
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bnokupoBka ayrenTrduKaTopa

YT100BI 336J'IOKI/IpOB3.TI> ayTeHTI/I(bI/IKaTOP, B CCKIIUH HaCTpOIZKPI 6.]'IOKI/Ip0BKI/I ayTeHTI/I(i)I/IKaTOpa BBIIIOJIHUTE CJICAYHOIINEC

HACTPOWKH:

1. Pa3pemmre nim 3abnokupyiite ucnoib3oBanue Software OTP B ciydae cepuut HeyTauHbIX ITONBITOK ay TEHTU()HUKAIIHH.

2. B monte KonmmaecTBoO MONBITOK ayTeHTI/I(bI/IKaHI/II/I 10 6J'IOKI/IpOBKI/I YKaXXHUTE, CKOJIBKO pa3 MOJIb30BaATCIb MOXET COBCPIIUTH

HEYIa4HYI0 ayTeHTUPUKALNIO 10 OJIOKMPOBKH CrIoco0a ayTeHTH()UKAIIH.

3. B nose Copoc cueTunka OIOKUPOBKH YKAKUTE, CKOJIBKO MUHYT JIOJDKHO TIPOWTH MOCIIC HEYIauHOW TIOMBITKH

ayTCHTI/I(i)I/IKaHI/II/I, MpexKac 4eEM C6pOCI/ITC$[ CUCTYHUK.

4. B none TaiimayT 10 pa30IOKUPOBKH CrIocoba BXOJa YKKHTE, 4epe3 CKOIBKO MUHYT 3a0JIOKHPOBAHHBIH CIIOCO0

ayTEHTU(HUKAIH CTAaHET BHOBD JOCTYITHBIM.

Hacrpoliku omHOpazoBoro napoiis

Yt0o0BI HACTPOUTH I'CHEPpALIUIO OAHOPA30BOI0 IapoJisi, B CEKIIUN HaCTpOfIKPI OTP BeImoaHUTE cieayromee:

1. B nactpoiike Ilepuon o6noBinenuss OTP ykaxute, Ha IPOTSIKEHUE KAKOIO BpeMEHU Oy/IeT akTyalleH OJHOPa30Bblil Iapoib;

2. B Hactpoiike KonruecTBo eproioB CpaBHEHUS YKOKUTE, CKOJILKO NIeproioB 00HOBIeHHsE OTP pomkHO npoiTH, 1o

HUCTCYCHNHU KOTOPBIX MApOJIb 6yz[eT CUUTATbCA He,HGfICTBPITeJ'IBHLIM;

3.B HaCTpOfIKe CDOpMaT HWMCHHU I10JIb30BaTCIIsA 3aﬂaﬁTe UM IOJIB30BATEIIsA, KOTOPOC 6yﬂeT rnepeaaBaTbCs B MOOMIILHOE

HPHIIOKEHHE,;

4. B Hactpoiike Anroputm reHepanun OTP-koxa BeiOepuTe, Mo KakoMy aJlrOpuTMy OyIeT TeHepUPOBAThCS OHOPA30BBIN
[apob;

5. B nacrpoiixe KomugectBo undp B OTP-kone BeiGepure, ckoiabko udp OyaeT comepixarb OAHOPAa30BbIi apob.
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Indeed AM Secured TOTP Provider

Indeed AM Secured TOTP — 510 mpoBaiinep ¢ MpUBS3KOIl K HACHTU(PHUKATOPY YCTPOHCTBA OIH30BATEIIS.

CeKpeTHBIH KITFoU JUIsl TeHEpalui 0THOPAa30BOTr0 KoJia 3alu(ppoBaH U pacilIn(poBhIBACTCS TOJIBKO KIIFOYOM Ha OCHOBE
uaeHTuuKaTopa ycrpoiictsa. TakuM 00pa3oM, periucTpalys OXHOT0 KOHKPETHOTO ayTeHTH(UKATOPA BO3MOYKHA JIUIIb HA OTHOM

YCTPOMCTBE.

JIi1st paboThI C HECKOJIBKUMH YCTPOMCTBAMH HEOOXOMMO MOJYYUTh pa3pelieHre aIMUHUCTpaTopa AM U yCTaHOBHUTB NIPOBalep

Ha Ka)KJJ0€ U3 YCTPOUCTB 110 OTAEIbHOCTHU.
Secured TOTP MoxeT ObITh UCIOIL30BAH AJIsl QyTEHTU(DUKALMY B CASAYIOIINX MOAYISX:

¢ Identity Provider

¢ ADFS Extension

¢ FreeRadius Extension
e RDP Windows Logon
e Windows Logon

¢ Linux Logon

¢ NPS RADIUS Extension
Wnentudukaropsl npoaiinepa st unrerpamuu ¢ moayisimu FreeRadius Extension u NPS Radius Extension

{F15FD7EC-19EA-4384-846E-A2DOBE149FA2} — Secured TOTP
{882C1787-FD32-44A2-BA89-F1F529FBE7AB} — Passcode + Secured TOTP
{7F3DE86F-59D1-4476-AA5D-F277E5DD5938} — Windows Password + Secured TOTP

YcTaHoBKa rpoBanaepa

/\ BAXKHO

B undpactpykrype ¢ Heckonpkumu cepBepamu Core Server yCTaHOBUTE TIPOBaiep Ha KaXKIOM U3 HUX.

[penBapuTenbHbIe TpeOOBAHMS

Jlnst paboThl poBaiiepa HEOOXOIUMBI CIICTYOIIIE YCIOBHUS:

e ycranosieH nposaiiaep Secured TOTP,
e yCTaHOBIEHO MoOunbHOe npunoxkenue Indeed Key Bepcuu 2.6 u Bblie,

e st peructpauuu Secured TOTP o ceblike U3 nucbMa HEOOXOAUMBIL:

0 YCTaHOBJICHHBIN M HACTpOEHHbIH npoBaitnep Email OTP,

© 3aIoJIHEHHBIN email IMoJIb30BaTells B KaTalore I0JIb30BaTeei.

‘YeraHoBka
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Ha cepBepe ¢ Linux

[pogaiinep mo6aBisieTcs C MOMOIIBIO MacTepa KoHpurypaiuu Ha mare Cxema xoctoB — [IpoBaiiieps.

Ecmn tpedyercst no6asuts Secured TOTP k cymecTByromeit koH(puryparmum Access Manager:

1. OTKpoiite MacTep KOHPUTypaluu.
2. Ha mare Cxema xoctoB B pazaene [Ipoaiiiepsl Boioepure Secured TOTP.

3. Cnenaiite pe3epBHYIO KOMUIO U miepeiauTe Ha mar [IpuMenenue n3MeHeHHH.

Ha padouux crannusix ¢ Windows

Uto0bl yCTaHOBUTH MPOBaiiiep HA KIMEHTCKUX pabOo4YMX CTAHIMSIX C ONEepallMOHHON crucTeMoit Windows, BBITIOTHUTE

CIenyIoIINe JeHCTBUS:

1. U3 nanku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM Secured TOTP Provider\<Homep sepcuu>

3anycrute naker IndeedAM.AuthProviders.Secured TOTP-<nomep sepcuu™>.<paspsaoHOCmb™> . Fu-1'u.msi.

2. Ecimm IIporpaMMa yCTaHOBKH IIPE€AJIaracT BbIIIOJHUTD IEPE3arpy3Ky, HOATBEPAUTE JAaHHOC ,HefICTBPIG. Ilocne 3aBCPUICHUA

YCTaHOBKHM MOXKET OTPeOOBaTLCS Iepe3arpy3Kka CUCTEMBI.

VYnanenue/BoccTaHoBIIeHHE MPOYKTA OCYIIECTBISICTCS CTAHIAPTHBIM JUIs TiofepkuBaecMbix OC criocoOoM, uepes MeHIO

ITanens ynpaBieHus.

Hacrpoiika B Management Console

Jns Hactpoiiku nposaiinepa Secured TOTP B Management Console nepeiinure B paznen Koudurypauns — AyteHTHdUKaTOpSHI 1

BeIOepuTe ayTeHTHHKarop Secured TOTP.

ITpaBa moctymna

UrtoObI BbIIATh MJIM OTO3BATh IpaBa Ha MCIIOJIb30BaHUE Ay TCHTU(PHUKATOPA, BBIIOJIHUTE CIIEAYIOLICE:

1. B cexnpin OCHOBHBIE HACTPOMKH BBITIOIHUTE CJICIYIOIINE HACTPOUKH:
e B Hacrpoiike 3anpeTuTh UCI0Ib30BaTh YKAKUTE, MOXKET JIM MT0JIb30BaTEIb UCIIOIb30BaTh WIH PETUCTPUPOBATH
BBIOpaHHBIN ayTEeHTU(DHUKATOP.
2. B cexmuu JlocTymHbIe TOTB30BATENIO ICWCTBUS BEITIOTHATE CIEAYIOMINE HACTPOUKH:
e B Hacrpoiike Perucrpaius HOBbIX ayTeHTU(HHUKATOPOB YKAXKUTE, MOXKET JIM MOJIb30BATENIb PErUCTPUPOBATh HOBBIC
ayTCHTU(HUKATOPHI.
¢ B nactpoiike PenaktupoBanne HMEIONMXCS Ay TEHTH(OUKATOPOB YKAKHUTE, MOJKET JIU [TOJIb30BATETb U3MEHSTD YKe
3apErUCTPUPOBAHHBIC Ay TEHTH()UKATOPHI.
e B HacTpoiike YianeHue UMEIOIUXCs ay TCHTU(PHUKATOPOB YKaKUTE, MOXKET JIU TTOJIb30BATENb YAAIATh YKe
3apErUCTPUPOBAHHBIC ayTEHTH()PUKATOPHI.
e B Hacrpoiike Pa3pemnTs perakTupoBaHie KOMMEHTapHs K ayTEHTH(PUKATOPY YKaKUTE, B KAKOM MOMEHT OJIb30BaTEIb

MOXXET PEAAKTHPOBATH KOMMEHTAPHH K yXKe 3apeTUCTPUPOBAHHBIM ay TEHTU(HKATOPAM.
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[IpunynuTenbHas mpoBepka ayTeHTU(duKaropa

IIJ'ISI perucTpanu ayTeHTI/I(i)I/IKaTopa MO>KHO HaCTPOUTH NMPUHYAUTCIIbHYIO IPOBEPKY ayTeHTI/I(i)I/IKaTOpa.

1. B pa3nene OCHOBHbIE HACTPONKH BKJIIOUUTE NPUHYAUTEIbHYIO IPOBEPKY. IIpy perucrpanuy NosIBUTCS JOIOIHUTEILHOE

OKHO IMOATBEPKACHUA NJIS1 BBOJAA JAHHBIX ayTeHTI/ICbI/IKaIII/II/I.

2. BBeauTe monyueHHbIC JaHHbIC ayTeHTH()UKAIMK U HaXMHUTE [[ONTBEpANTS.

brnoxuposka ayrenTH(HKaTOpa

YToOBI 3a0T0KHPOBATh ayTeHTH(UKATOP, IepeiauTe B ceKnuio HacTpoikn GIOKHPOBKH ay TEHTU(HUKATOPA U BEIIOIHATE

CJIelyIOIINe HACTPONKHU:

1. Pazpemmre wnu 3a0nokupyiite nucnonb3oBanue Secured TOTP B ciydae ceprn HEyJaqHbIX MTONBITOK ay TCHTH()UKAIIUH.

2. B mointe KonmnuecTBO MOMBITOK ayTeHTI/I(bI/IKaLII/II/I J0 6J'IOKI/IPOBKI/I YKaXHUTC, CKOJIBKO pa3 MMOJIb30BATCJIb MOXKET COBEPIINTH

HEYJaYHYH0 ayTeHTU(UKAIMIO 10 OJIOKUPOBKH CrIOCO0a ayTeHTH(HUKALINH.

3. B nmone Copoc cueTdnka OIOKUPOBKH YKAKUTE, CKOJILKO MUHYT JIOJDKHO TIPOWUTH MOCIIC HEYIAauHOW TTOTIBITKH

ayTeHTI/I(bI/IKaHI/II/I, MpexKac 4eM CGpOCI/ITCﬂ CUCTYHUK.

4. B none TaiimayT 10 pa30J0KHPOBKH CIIOCO0a BXOJIa YKAKUTE, YepPe3 CKOJIbKO MUHYT 3a0JI0KHPOBAHHBIH CI0C00

ayTeHTI/I(l)I/IKaHI/II/I CTAaHCT BHOBb JOCTYIIHBIM.

['enepartuist OMHOPA30BOTO MAPOIIS

B cexuun Hactpoiiku OTP BbinosmHuTE ClienyroIne HaCTPOUKH:

1. B Hacrpoiike [lepuon oonosnenus OTP ykakute, Ha NpOTSKEHUE KAKOTO BpEMEHU Oy/IET aKTyasIeH OJHOPA30BbIi MapoJib.

2. B Hactpoiike KonruecTBo eproioB CpaBHEHUS YKKUTE, CKOJIBKO NIepro10B 00HOBIeHHss OTP nomkHO npoiTh, 1o

WCTEUSHNH KOTOPBIX MapoJb OyIeT CYNTAThCS HECHCTBUTEIBHBIM.
3. B nacrpoiixe ®opmMar UMEHHU MOJIb30BATENS 3aJaliTe UM [I0JIb30BaTEls, KOTOPOE OylIeT IepeaaBaTbesi B MOOMIbHOE
MIPUIIOKEHHE.

4. B Hactpoiike OToOpaxkaeMoe UMsI cepBepa 3aJaiiTe UMsl CepBepa, KOTopoe OyeT mepenaBarhcsi B MOOMIIbHOE TIPUIIOKEHHE.

5. B macrpoiike Konmgectso mudpp B OTP-kone BeOepHTe, CKOIBKO (P OyIeT coaepKaTh OJHOPA3OBEII Mapollb.

Peructpanmst B Management Console

Secured TOTP MOKHO 3aperrucTpUpOBaTh MO CChUIKE M3 nuchMa mim o QR-koxy. B Management Console gocTynHbl 06a criocoba

perucrpanuu.
JIiist perucTpanuu 1o CChUIKE U3 MUCbMA HEOOXOAUMBI CIECAYIOIIIE YCIOBHUS:

® YCTaHOBJICHHBIN U HaCTpOCHHBIN npoBaiiaep Email OTP,
e ycraHOBIIeHO MoOmiIbHOE npunokenue Indeed Key Bepcuu 2.6 u Bbiie,

e 3AI0JHEHHBIN email 0Ip30BaTesl B KATaa0re IMoJIb30BaTelIei.

CchlKa OTHpaBISIETCs Ha AIEKTPOHHBIN apec, yKa3aHHBIN I MOJIB30BaTeNs B KaTajuore noibp3oBareneid. OnIoHaIbHO B

MOXKETEC HpOI[y6J'II/Ip0BaTI) CCBUIKY Ha I[pyl"OfI BHCKTPOHHHﬁ aapecC, HaIIpUMEP PYKOBOAUTCIIIO COTPYAHUKA.

UToObI 3aperucTpUPOBaTh ayTeHTU(HUKATOP MO email, BEIMOIHUTE CleayIoIee:
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1. B Management Console B HacTpoiike Crioco6 perucrpamuu ayreHTH(HKaTopa B Management Console BeIGepure crocod

peructparnuu ayreHTrdukaTopa o email.
. YKa)KHUTe TEKCT TeMbI 3JIEKTPOHHOTO TTHCEMA.
. YKaKHUTe TEKCT COOOIICHUS 3IeKTPOHHOTo TchMa. CChIIKA Ha PETHCTPAIIHIO YKa3BIBACTCS CIICIMABHBIM TeroM <regLink>.
. YKa)XHTe TEKCT CCbUIKU, YTOOBI 3aMEHUTH HAITUCAHKE B IBHOM BUJIC.
. Hanee nepeiinure B pazaen Ilonp3oBarenu, BEIOEPUTE MONIB30BATEN, BLIOEPUTE BKIAAKY AyTEHTU(PUKATOPDI.

. Haxxmute kHOTIKY 3apeructpupoBarh U BeiOepute u3 crucka Secured TOTP.

~N O L R W

. B oTkpbIBIIIEMCST OKHE BBEIUTE UICHTH()UKATOP YCTPOICTBA MONIb30BaTelNsl. Ero MOYKHO MOJIyYUTh B HACTPOHKaX
npunoxenus Indeed Key u ckornmpoBars wiu otrpaButh KHONKON [lonenuthest. ONIMOHAIBHO HA 3TOM IIare Bbl MOXKETE

yKa3aTb JOMOJHUTEIbHbIC JIEKTPOHHBIE aJpeca uepes 3alsTyto.

8. Haxxmute KHOIIKY ,Ilanee. [Tocne aToro moyip30BaTEINO MNPpUACT MUCbMO CO CCBIJIKOM Ha perucTpanunro ayTeHTI/I(bI/IKaTopa. Ilo

CCBUIKE TOJIb30Barelb nepeiner B npuiokenue Indeed Key, rie HauneTcst peructpaius ayTeHTHPHUKATOPA.
9. B Management Console HaxkxmuTe KHONIKY COXpaHHTb.
Konduryparus cepuiku Ha peructpaiuio Secured TOTP (i ckaunBanue Indeed Key)

Ccpuiky Ha peructparuio Secured TOTP u ckaunBanue npunoxenus Indeed Key MokHO 3a7aTh BpYyUYHYIO.

1. ITepeiinute B pa3nen Kondurypanus — AyTeHTUPHKATOPHI B CEKIMI0 HacTpoiiku perucTpamuu.

2. B HacTpoiike Azpec cepBepa, y4acTBYIONHIL B ()OPMUPOBAHUH CCBUIKH Ha PETHCTPALUIO Ay TeHTH(HUKATOpa (JIUIIINHK)

YKa)KHUTE CCBUIKY ISl PETHCTPAIMH, OTIPABISIEMYIO 10 email.
JIOCTYIIHBI CIIeYIOIINE CCHUTKH JUISl pETHUCTPAAU (B CKOOKAaxX YKa3aHO MECTOHAXOXKICHHE CEPBEpa):

e https://indeedkey.drru.agconnect.link (Poccust)
e https://indeedkey.dre.agconnect.link (I'epmanus)
¢ https://indeedkey.drcn.agconnect.link (Kurait)
e https://indeedkey.dra.agconnect.link (Cunramyp)

3. B ceximu JlomonHUTEIbHBIC HACTPOUKN YKaXXHTe CChUTKY uis ckaunBanus Indeed Key.
JIOCTYIHBI CIIeYIOINE CCHUTKH JUIsl CKauMBaHUS (B CKOOKaX yKa3aHO MECTOHAXOXK/ICHHE cepBepa):

e https://indeedkey.drru.agconnect.link/XwZr (Poccust)
¢ https://indeedkey.dre.agconnect.link/MJyW (T'epmanus)
¢ https://indeedkey.drcn.agconnect.link/NDbK (Kwurait)

https://indeedkey.dra.agconnect.link/i1RD (Cunramyp)

Peructparms B User Console

ITonb30BaTeNb MOKET 3aPETUCTPUPOBATH HOBBIH ayTeHTH(UKaTop B User Console, eciti aIMUHUCTPATOP Pa3peli HOIb30BaTENI0

perucTpUpOBaTh HOBBIE ayTeHTHU(HKaTOpHI B HacTpoiikax Secured TOTP B Management Console.
Ha ycrpoiicTBe moss30BaTess JOKHO OBITE yecTaHOBIIEHO npriokeHue Indeed Key 2.6 u Boime.

UrtoObl 3aperucTpupoBarh ayTeHTU(UKaTop 10 QR-K0/y, BBIIOIHUTE CIEAYIOIIEE:
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https://indeedkey.drru.agconnect.link/
https://indeedkey.dre.agconnect.link/
https://indeedkey.drcn.agconnect.link/
https://indeedkey.dra.agconnect.link/
https://indeedkey.drru.agconnect.link/XwZr
https://indeedkey.dre.agconnect.link/MJyW
https://indeedkey.drcn.agconnect.link/NDbK
https://indeedkey.dra.agconnect.link/i1RD

1.B Management Console B pasacie I[OCTyHHI)Ie 110JIb30BaTCIIO )IeﬁCTBHH Pa3speiInuTe NoJb30BaATCIIIO PErUCTPUPOBATH HOBLIC

ayteHtuduraropsl Secured TOTP.

2. B Hactpoiike Crioco6 peructpanuu ayreHtudukaropa B User Console BeIOepuTe criocod perucrpanuu ayTeHTU(GHUKaTopa mo
QR-xomy.

3. B User Console y monb3oBatens B CIIUCKE JOCTYIHBIX ayTeHTHHKaTopoB nosiButcst Secured TOTP.

[Tonw3oBatento HY>XHO BBIIIOJTHUTH CJICAYIOIIUEC JICHCTBHUS:

1. Haxxarp 3Ha4OK IIeCTepEHKH.
2. Haxxatp KHOIIKY 3aperucTpupoBars.

3. Vkazars ID ycrpoiicta. UtoOb! nomyunts 1D, mosb3oBarerno HykHO 3aiiti B npmioxenue Indeed Key, HaxaTs 3Ha40K

[IECTePEHKN U CKOMUPOBATh 3HadeHue n3 mosst 1D ycTpoiicTsa.
4. OTCKaHUPOBATh MOSIBUBIINICS KOl YCTPOMCTBOM € OTKPBITHIM TpriiokerneM Indeed Key.

5. Eciin HaCTpOCHa NPUHYAUTCIIbHAs IIPOBCPKaA ayTeHTI/I(bI/IKaTOpa, JOIIOJIHUTEIbHO BBECTHU HOJ'Iy‘IeHHLIfI OI[HOpaSOBI:IfI apoJib.
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Indeed AM SMS OTP Provider

Kommnonenr Indeed AM SMS OTP Provider npenrasHadeH Juist ayTeHTH(GUKAIINN [T0TB30BaTeNIeH ¢ IPUMEHEHHEM TEXHOJIOTHH

OJTHOPA30BBIX MApPOJIEH, TOCTaBISIEMbIX Mosb3oBarensiMm mo CMC.

OnHOPa30BbIi TAPOJIB MPEACTABISIET cOO0H HAOOP CITyYaHBIX CUMBOJIOB (LH(P, CIIEIHATEHBIX CHMBOJIOB U JIATHHCKUX OYKB).
I'enepanus nmaposns npoucxoaut Ha cepeepe Indeed AM, 3arem naposs nepenaercs Ha CMC-11u1r03, UMEIOIIUIICS B
HHQPACTPYKType KINEHTA, TIOCIIe OMHOPA30BBIN KO OTIPABILIETCS] HAa HOMep TelleoHa mons3oBarens. [lepenada JaHHBIX

npoucxourt 1o mnporoxony SMPP (Short Message Peer-to-Peer).

Wnentudukarop nposaiiaepa

{EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

YcTaHOBKa ITpoBaniepa

/\  BAXKHO

B undpacTpykrype ¢ HeckoabkuMu cepsepamu Core Server yCTaHOBHTE MPOBaiiiep Ha KaXKIOM U3 HUX.

[penBapurenbHbIe TpeOOBAHMS

Jlnst ucnionszoBanus Indeed AM SMS OTP Provider mHeo6xonumo Hamuune CMC- 1iiiro3a. JIaHHBIN 1103 TOJDKEH OBITh TOCTYTIEH

¢ xaxxaoro cepsepa Indeed AM, Ha koTopom npeanomnaraercs ycraHopka SMS OTP Provider.

JIn1s ucnonbp30BaHus IPOBaliepa y Moab30BaTelis JOKeH OBbITh 3a1aH HoMep TeseoHa B aTprulyTe M0 YMOIIaHHIO

telephoneNumber M B IpyroM HACTPOEHHOM aTpHOyTe, HHAYe IMpoBaiaep OyleT HEAOCTYIICH [T HCIIONb30BaHUSL.
Perucrparus ayrenrudukaropa B User Console He Tpedyercsi.

‘VceraHoBka

Ha cepsepe ¢ Linux

[pogaiinep no6apisiercs ¢ MOMOIIBIO MacTepa KoHpurypanuu Ha mare Cxema xoctoB — [IpoBaiiepsi.

Ecnu tpedyercst no6asute SMS OTP k cymectBytoniel koHpurypamnuu Access Manager:

1. OTkpoiiTe MacTep KOHPHUTYpaIuu.
2. Ha mare Cxema xoctoB B pazzene [Iposaiinepst Beioepute SMS OTP.

3. Caenaiite pe3epBHYIO KOIHIO U nepeiqure Ha mar [IppMeHeHre n3MeHeHHH.

Ha pa6ounx crannusix ¢ Windows

Uro0b! yCTaHOBUTH NIPOBaliiep Ha KIMEHTCKUX pabounX CTAHLUAX C ONEpallMOHHON cucteMoit Windows, BBINOIHUTE

CTIeTyIOIIHEe JEHCTBHS:
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1. U3 maniku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM SMS OTP Provider\Client\<Homep éepcuu>
3anycrute naker IndeedID.SMSOTP.Provider.msi.

2. Ecnin mporpamma ycTaHOBKHM IIpeijiaraeT BBIIIOJHUTE Iepe3arpysKy, HOATBEpAUTE AaHHOE aeiicTBue. [loce 3aBepuieHus

YCTaHOBKH MOXKET OTPEOOBATHCS Hepe3arpys3ka CHCTEMBI.

VYnanenue/BoccTaHoBlIeHHE MPOYKTa OCYIIECTBISIETCS CTAHAPTHBIM JUis ioaepkuBaeMbix OC criocoOoM, yepes MeHIO

[Tanens ynpasieHus.

@aiinpl 11a0IOHOB TIOJIUTUK PACTIONOKEHBI B nanke Indeed AM <womep eepcuu>\Misc\ADMX Templates.

Hacrpoiika arpulyta c Homepom Tenedona

UYUToObl N3MEHUTD 3HAYEHHE TTapaMeTpa ¢ HOMEepoM TenedoHa, 3aJaHHOTO 0 YMOTYAHHUIO!

1. OTkpoiite MacTep KOHPHUTYpaIuu.
2. [epeiinuTe Ha mar Karanoru nonb3oBareneid u B pazaese CoorBercTBre arpuOyToB Nonb3oBareneil Haxmure [lokazars.

3. B xononke ¢ arpubyramu Access Manager Haliante Phone u BEIOepuTe COOTBETCTBYIOIINI aTpHOyYT U3 Karaaora

IOJIb30BaTEIICH.

4. YtoOBI 0OHOBHUTH KOH(HUTYpAINIO, CAETaliTe pe3epBHYI0 KOIUIO U nepeiinure Ha mar [IpuMeHeHne H3MeHeHNI.

Hacrpoiika B Management Console

Jns Hactpoiiku SMS OTP B Management Console nepeiinute B pazaen Kondurypauus — AyTeHTHPHKATOPBI U BEIOCPUTE
ayreHtudukarop SMS OTP.

IIpaBa noctyna

UrtoObI BBIIATh MIJIM OTO3BATh paBa Ha MCIIOJIb30BAaHUE Ay TCHTU(PHUKATOPA, BBIOJIHUTE CIIEIYIOLICe:

1. ITepeiinute B cexiuio OCHOBHBIC HACTPOUKH.
2. B Hactpoiike 3anpeTuTh UCHOIb30BaTh YKAKUTE, MOXKET JIM I0JIb30BaTelb UCIIOIB30BaTh UM PETUCTPUPOBATH BEIOPaHHBIM

ayTeHTU(HUKATOP.

brokuposka ayrenTr(rKaTopa

YT00BI 320110KNPOBATh Ay TCHTH(HUKATOP, B CEKIMK HacTpoiiku O1I0KHPOBKH ayTeHTH()HKATOPA BBIOIHHUTE CIICTYIONIHNE

HACTPOUKHU:

1. Pazpemmre wnu 3a0okupyite ucnonb3oBanue SMS OTP B ciiyuae cepuu HeylIauHBIX MOTMBITOK ayTeHTU(HUKAIUH.

2. B mone KonmuuecTBO MOMBITOK ayTeHTH(HUKALUK 10 OJIOKUPOBKH YKaXKUTE, CKOJIBKO pa3 MoJIb30BaTeh MOYKET COBEPIIUTD
HEYJaYHyH0 ayTeHTU(UKAIHMIO 10 OJIOKUPOBKH CrIOCO0a ayTeHTH(UKALINH.

3. B none COpoc cueTunka OIOKUPOBKH YKAKUTE, CKOJILKO MUHYT JIOJDKHO TIPOWUTH MOCIIE HEY/IAauHOW TTOTIBITKH
ayTEHTU(UKAIIH, TPEXK]IE YeM COPOCUTCS CUSTUHK.

4. B none TaiimayT 10 pa30J0KHPOBKH CIIOCO0a BXOJIa YKQKUTE, Yepe3 CKOJIbKO MUHYT 3a0J0KHPOBaHHBIH CIOCO00

ayTeHTI/I(bI/IKaHI/II/I CTAaHCT BHOBb JOCTYIITHBIM.
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3arra ot criama

MexaHu3M 3aIUTHI OT CllaMa OCHOBAH Ha pacyeTre MPOLEHTA YCIEIIHbIX ayTeHTU(PHUKALNNA OTHOCUTEIBHO BCEX OTIIPABICHHBIX
cOOOIIeHNH 3a YKa3aHHBIA HHTEPBal BpeMeHH. [Ipr 9ToM pacyeT 3aIrycKaeTcsi, TOJIBKO €CIIU KOJTHMYECTBO OTIIPABICHHBIX

COO6HI€HPIﬁ MPEBLINIACT KOJINYICCTBO, 3aJaHHOC BaMU B HaCTpOﬁKC OkHO OLCHKU.

[Tpu oOHapyXeHUH CrlaM-aTaKu JAalibHEWIas OTIpaBKa COOOIICHHUH OIOKUPYeTCs Ha 3aJaHHBII IEPUOJ BPEMEHH, a TPH IOTBITKE

BXOJIa BO3HUKaeT omubka Potential spam attack detected.

OTHpaBKa CO00IIIeHNH BO30OHOBIISETCS JIMOO 110 HCTEUCHUN 33 JaHHOTO nepuona, 00 TI0 JOCTUKCHUN ONpPEACIICHHOTO

KOJIMUYECTBA (B MPOIICHTHOM OTHOIICHUH) YCICIIHBIX Ay TCHTU(PUKAIIN.

Yt065I HACTPOUTH 3allIMTy OT CIiaMa, BBIIIOJTHUTE CICAYIOMICC:

1. B Management Console B pa3nene Konduryparms — AyreHTH(GUKATOPE! BEIOEPUTE Ay TCHTH(HUKATOP.

2.B CCKIIMHU HaCTpOﬁKH 3alIUTHI OT CllaMa BBIIIOJIHUTE CICAYHONINEC HaCTpOfIKHZ

® BKJIIOUUTEC WJIH OTKJIFOUMUTC 3alllUTY OT CIlaMa;

e B 1osie OKHO OLCHKH ITOIIBITOK ayTeHTI/I(bI/IKaHI/II/I YKaXXUTEC, B TCUHCHUEC KAaKOI'0O BPEMCHHU 6yneT BBIITOJIHATBECA pacueT

TMPOLCHTA YCIICUIHBIX ITOIBITOK BXOa,

® B IIOJC HOpOFOBOG OKHO ITOIIBITOK ayTCHTl/l(l)l/lKaLll/Il/l YKaXXUTE, CKOJIBKO IOINBITOK BXOJa AOJIKHO MMPOU3BOJUTHCA 3a

BpEMs, YKA3aHHOC B OKHE OLICHKHU ITOIIBITOK ayTeHTI/I(bI/IKaHI/II/I;

® B IIOJIC HpOHeHT YCHICHIHBIX IMOIMBITOK ayTeHTI/I(l)I/IKaI_II/II/I YKaXXUTC MHHUMAJIbHBIN TMPOLCHT YCICIIHBIX BXOA0B

OTHOCHUTCIIBHO BCCX OTIIPABICHHBIX COO6H.[6HPII7L

¥ Ilpumep

Hacrpoiika BkItoYeHa CO CeIyIONIMMA 3HAYCHUSMUA:

e OKHO OILICHKU IOIBITOK ayTeHTH(ukanuu — 600
¢ [loporoBoe OKHO TONBITOK ayTeHTH(HUKAIH — 20

e [IpolEeHT yCHenHbIX MONbITOK ayTeHTUUKAIUT — 85

3ammra ot criamMa BKJIFOYUTCS, eCiu Tipor3oiiieT 21 nmomeiTka BXozaa (otmnpasieHo 21 coodienue). [IpousoiineT O10KHpOBKa

ayTeHTUUKaTopa Ha 600 cekyHI.
AyTteHTr(UKaTOp pazOoIOKUPYETCs B OAHOM U3 CIIy4YacB:

® IIPOLIEHT YCIELIHBIX BXOJ0B (I101530BaTelb YCIEIIHO BBEI OHOPA30BbIA NAPOIb U3 COOOLIEHH s ) JOCTUIHET 3HAUCHUSI
85;

e npouuio 600 cexyHa ¢ MOMEHTa OJIOKUPOBKH.

() HUHOOPMALWS

CoObITHs JIOT-CepBepa:
e 2090: O6HapyxeHa MOTeHIHATbHAs cllaM-aTaka. OTIpaBKka COOOIIEHN TPHOCTAaHOBIICHA.

e 1118: OTnpaBka coOOIEHNH ITOTB30BaTEISIM BO30OHOBIICHA.
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Hacrpoliku nutroza
1.B CCKIIMnu HaCTpOfIKa aIro3a BI)I6epI/ITe OJIMH U3 THUIIOB ITOAKJIIOYCHMS

e SMS Proxy
e OneGate
e MFMSolutions

e Megafon

2. YkaxxuTe ajpec MOAKIIOUCHUS K CEPBEDPY.
3. B 3aBucHMOTpH OT THIIA MOAKIIOYEHUS 3aIIOJTHATE OCTATBHBIE MOJIS:

¢ SMS Proxy: Ornevarok ceprudukara kuenTa u OTredarok cepTudukara ceppepa;

¢ MFMSolutions: JIoruH — UMl y4eTHOH 3alHCH TS TOAKITIOYEHUS K cepBepy H [1apoiib — mapoib yueTHOH 3amicu
JUTSI TIOZIKJTIOUEHUS K CEpPBEPY;

e Megafon: JIoruH — UMsI yUETHO# 3aIUCH 1S TIOAKIFOUCHHS K cepBepy U [1apoiib — Maposib yUeTHOH 3aucH st

HOJKIIOYEHUS K CEPBEPY.

dopmar cooO1IeHUs

1. B none OTnpaBuTenb yKaXUTE UMs OTIIPABUTEIS, KOTOpoe OyneT oroOpaxarscs npu noiaydenuu CMC.

2. B none ononuutensuslil Teket nepex OTP BBeanuTe npon3BoIbHbBIN TEKCT COOOLICHNUS, TPEIIIECTBYIOMINN OTHOPA30BOMY
napoito. [To ymomyanuto ornpasinsiercst Toiabko OTP.

3. 13 Brimanatoniero criucka @opmar narel Beioepute (opmart, B KOTOPOM OyeT 0ToOpaxkaThes Jara (Wid jaTa u Bpemsi)

OTIIPAaBKH COO6HI€HI/I$I B TCKCTEC COOGHISHI/ISI.

dopmar TeneoOHHOro HoMepa

1. YtoObI HacTpouTh popMaT Tesie(hOHHOTO HOMEPA, YKAKUTE KOJIMYECTBO CUMBOJIOB M MTPEe(UKC (CHMBOJIBI, KOTOPHIC
J00ABIISIOTCS B HAYallo Tele(OHHOro HoMepa, HalpUMep, KO CTPAHBI).
2. B cexuyn J{0moTHUTENbHBIE HACTPOHKH Tele(OHHOTO HOMepa MOXKHO YKa3aTh albTepPHATUBHBINA aTpuOyT U3 Karaiora

MOJIb30BaTEsCH, U3 KOTOporo OyaeT Oparbest TenaeoHHbI HoMep st otnpaBku CMC, a Takke mudpoBaTh STOT aTpUOYT.

[Tpu BKITIOYEHUH HACTPOWKN GopMaTa MPOUCXOIUT HOpMaIH3alus TeaeGoHHOro HoMepa. DTO O3HAYaeT Cieayomlee:

e po0eIIbl, TAOYNISIHUs, CKOOOUKH, Te(UCHI OYIyT YHAISITHCS;

® ECITH B CTPOKE 3aMHMCaHbl HECKOIBKO HOMEPOB U pa3/elieHbI 3aIlsITON MITM TOYKOW C 3aIisIToi, OyneT Oparhcs epBblii HOMEp B
CTPOKE JI0 pa3IeinuTes;

e 8 Oymer 3aMeHsThCs Ha 17,

e eCJIM B HOMEpE He XBaraeT +7 WK 8 B Haualle CTPOKH, TO OyIeT J00aBISIThCS +7 mepes] HOMEpOM;

e B HOMepax MOryT ObITh cuMBOJIBI O BMecTo Iu(ps! 0, OHU OyIyT 3aMEHATHCSI 00PATHO Ha IU(PBHIL.

['enepartust oTHOPA30BOTO MAPOIIS

B cexuun Hactpoliku reHepaiyy oqHOPa30BOro Mapois BBIIOIHUTE CIELYIOLUINE HACTPOUKU:

1. B none JlirHa 01HOPA30BOTO MApOJIsl YKAKUTE, CKOJIBKO CUMBOJIOB Oy/IET CO/IEPKATh OAHOPA30BBII MapoJib.

2. B Hactpoiike Llndper ykaxkute, OyIeT I OAHOPa30BBII MapOIb CONePKaTh HUPPHL.
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3. B Hactpoiike CTpodHbIE TaTHHCKUE OYKBBI YKaXKUTE, OyJIET JIM OTHOPA30BEIH ITapONIb COACPIKATH CTPOUHBIC JIATHHCKUE

OYKBBI.

4.B HaCTpOfIKe HpOHI/ICHI)Ie JJATUHCKHE 6yKBLI YKaXXHuTe, 6yjl€T JIn OHHOpaSOBBIfI IapoJib COACPIKATH MMPOIMUCHBIC JIATUHCKUC

OyKBBI.

5. B nacrpoiixe CrierjuanbHble CHMBOJIBI YKa)KUTE, OyIeT JIM OHOPA30BbIi apoJib COAEPKaTh CHENUAIbHbIE CUMBOJIBL.
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Indeed AM SMS Proxy

Indeed AM SMS Proxy (SMS Proxy) — 3T0 Be0-npmiIoxxeHHe, KOTOpOoe HANpsIMYIO ITOAKIIodaeTcst K SMPP-nmro3y u otmpasiser
SMS, nipu 3tom Indeed Core Server He mpoU3BOAUT pa3pbiB ceccuu ¢ SMPP-1TI030M, 1 3aITpOChI OTHPABIISIOTCS B pAMKaX OJIHOTO

TMOAKIIOYCHUS, @ HC B OTACIIbHBIX JUISL KaXKA0T0 3aIrpoca.

YcranoBka SMS Proxy

Uro0sl ycTaHOBUTH SMS Proxy Ha cepBepe ¢ OnepalmoHHON CHCTeMOM LinuX, BBIMOTHUTE CISIYIOLINE ACHCTBUS:

1. OTkpoiite daiin am/.env.
2. B mepemenHoif COMPOSE_PROFILES 100aBbTe 3HaYCHHE SMS-pProxy -

3. OTkpoiiTe KOHUTYpaHOHHBI haitn am/haproxy/haproxy.cfg 1 paCKOMMEHTHPYITE CTPOKH, CBSI3aHHEIE C KOMIIOHCHTOM

SMS Proxy.

e Ctpoky c mapamMeTpoM acl, B KOTOPO YIOMHUHAETCSI KOMITOHEHT.
acl path-sms-proxy path_beg -i /am/proxies/sms

e B mapamerpe http-request reject unless 100aBbTe KOMIOHEHT path-sms-proxy u pasjaenurens || (mpu

HEOOXOMMOCTH).

http-request reject unless path-core || path-idp || path-mc || path-uc || path-1s ||

path-sms-proxy
¢ CTpoKy ¢ mapameTpom use_backend.
use_backend Sms_Proxy_Backend if path-sms-proxy
e Crpoky ¢ azpecoM KOMIIOHEHTa B mapameTpe backend Sms_Proxy Backend.

backend Sms_Proxy_Backend
server docker sms-proxy:5443 check inter 5000ms ssl verify required ca-file

trusted_ca.crt

4. IlepezamycTuTe KOHTEHHEP C MPUIOKEHUEM.

[ToaroroBka ceprudukara s SMS Proxy

1. YtoOsI co3nath ceprudukar mist SMS Proxy, 3anycrure ckpunt am/ssl/generateSmsCert.sh Ha xocte, rje ycranosieH SMS

Proxy:
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sudo bash ./generateSmsCert.sh

(D) NPHMEYAHME

CKpHUNT aBTOMAaTHYECKH 3aMOJHUT TI0JIE C OTIIEYAaTKOM cepTH(HKaTa B KOHQUTYpalMOHHOM (atine am/sms-proxy/app-

settings.json.

Eciu SMS Proxy ycranosieH Ha otaensHoM oT Core Server xocte, To Heo0Xoaumo repenecty daiin am/ssl/client/sms-

client.pfx B xaramnor am/ssl/client/ xocta, e ycranosieH Core Server.

Pesynprar:

e sms-client.pfx — cepTudukar 3akpsrtoro xtoga juist Core Server,

e sms-client.cer — cepTuduKaT oTKpbITOro Kiro4a aast Core Server.

2. Jlo6aBkTe cepTUdUKaT sms-client.cer B TUpeKToputo am/ssl/ca/ v ceprudurar sms-client.pfx B nupekroputo am/ssl/client/ na

XOCT€C, IIC€ YCTAaHOBJICH Core Server.

3. 3anycrure ckpunt prepareCaFile.sh nist TOBTOPHOUM reHepauunu trusted ca.crt.
sudo bash ./prepareCaFile.sh
Pesynrar: cozmaercst ceprudukar am/ssl/ca/trusted ca.crt.

() NPUMEYAHME

ITpu M3MeHeHNH COCTaBa KaTajora am/ssl/ca HeoOX0IMMO TIepe3aryCcTuTs ckpunrt prepareCaFile.sh.
4. Ha xocte ¢ Core Server oTkpoiite core-server.docker-compose.yml n paCKOMMEHTHPYHTE CTPOKY:

#- ./ssl/client/sms-
client.pfx:/tmp/am_user/.dotnet/corefx/cryptography/x509stores/my/sms-client.pfx:ro,Z

Hacrpoiika SMS Proxy B Management Console

1. Otkpoiire Management Console u B pasnene Kondurypamus — Ayrentuduxarops! Boioepure SMS OTP unu Storage SMS
OTP.

2. B pasznene Hacrpoiiku nuito3a BeiOepuTe TUI HoakaoueHus SMS Proxy.
3. B none Anpec noaximouenust k cepepy ykakure BHemtHui URL xocra (1m 6anaHCUpOBILHKA).

[pumep: https://!!!HOST DNS!!!:<nomep nopma>/am/proxies/sms

O NOICKA3KA

B HacTpoiike yka3pIBaeTCsi HOMEp IIOPTa, KOTOPBIH 3a4aH B mepeMeHHor ENDPOINT HTTPS_PORT B daiine am/.eny.
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4. 3anomanTe moxe OTIeuaTok cepTudukara KINCHTA. 3HAYEHHE MOKHO [TOCMOTPETh B KOH(UTYpaninoHHOM (aiiine am/sms-
proxy/app-settings.json B pasnene Authentication": {"Certificate": {"Thumbprint": "" } }.3naucuucB

napameTpe 3aJ1aeTcs aBTOMaTHYECKH MOCIIe 3amycka ckpunrta am/ssl/generateSmsCert.sh.

5. B nosne Otnieuarok ceprudmkara cepepa yKaKuTe OTIeYaToK cepTrudukara, BeIyIeHHbIH 11t Docker (wim

OaslaHCHPOBIIMKA).

PGHaKTHpOBaHI/IC KOH(l)I/IpraHI/IOHHOFO @aﬁna
1. Otkpoiite KOHPUTYpaHOHHBIN (ailn am/sms-proxy/app-settings.json.
2. B cexuuu Smpp 3alolHUTE CIIEAYIOIIIE TapaMeTpEL:

e SystemId u Password — yKaKuTe JaHHblE ayTeHTU(MKALMK [/ MOJKIIoueHus K cepsepy SMPP;

e Host — ykaxuTe ajpec noakiIoueHus k cepsepy SMPP;

* Port — yKaXuTe 3aJlaHHbIHM MOPT IS MOAKIIOUeHUs K cepBepy SMPP;

e SystemType — ONIMOHAIBLHBIN MAPaMETP BXOAA B CHCTEMY €O CTOpOHBI cepBepa SMPP, nanpumep S1;

e EsmeAddressTon — Tum Hymepauu. Bo3moxkHbie 3HadeHus: Unknown, International, National, NetworkSpecific,
SubscriberNumber, Alphanumeric, Abbreviated,

* EsmeAddressNpi — uHAMKaToOp IiaHa Hymepauu. Bosmosxkusle 3nauenns: Unknown, ISDN, Data, Telex,
LandMobile, National, Private, ERMES, IP;

e AddressEncoding — KOIMpOBKa ajpeca OTIpaBUTeNs U nonydaress. Bosmoxnsle sHauenus: GSM 01.38 (mo
ymondanuto), ASCII, utf-8, is0-8859-1;

e SslProtocols — ONIIMOHANBHBINA TAPAMETP IS YKa3aHHs IPOTOKoa. Bo3moxkHble 3HaueHus: None (1o
ymonyanuio), Ssl2, Ss13, Tls, Default, Tls11, Tls12, Tls13;

e LoggingPermissions — ykKaxuTe apaMeTp, OTBEYaIOIMi 3a 0ToOpakeHue B JIorax HHpopMaluu 00 oOTIpaBuTese

U nomy4varene. MoyKHO yka3aTh 3HaUEHHs 4epes 3amaTyto. Bo3MoxkHbIe mapaMeTphl:

o Source— OTIPaBUTEIb COOOIICHUS,
o Destination— nomy4arens cooOmeHus,
o None (3Ha4eHHE IO YMOIYAHHIO) — CKPBIBAIOTCS 3HAYEHHS BCEX JOTUPYEMBIX TOJIEH,
o All — mOKa3bIBAIOTCS 3HAYEHUS BCEX JIOTMPYEMBIX TOJIEH.
3. Ilone Publication BKIIOYaeT onuMOHANBHBIN MapameTp DefaultSource, coaepKaiiuii UMl OTOPABUTENS B 3apocax,

Harnpumep Indeed-AM.

4. Bmone Authentication": {"Certificate":} yka3bBaeTCs OTIIEUaTOK CEpPTU(UKATA, TI0 KOTOPOMY IpoBaiinep (SMS
nmn Storage SMS) MoxeT ObITh ayTeHTH(HUIUPOBaH B SMS Proxy /Uit oTipaBK cooOmeHH . 3amonHsIeTcss aBTOMaTHICCKH

nociie 3arycka ckpunta am/ssl/generateSmsCert.sh.

(D) NPHUMEYAHME

PexomenyeTcsi cHauasia HACTPOHUTh CHCTEMY 0€3 ycTaHOBKH JBycToponHero TLS-coenuHeHus, To ecTh 0e3

ucmosb3oBanus ceptudukaros. [Ipu HacTpoiike SMS Proxy B Management Console ocTaBbTe 3HaUCHHS OTIICYATKOB

CepTH(HHUKATOB ITyCTHIMH.
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5. CoxpaHuTe app-settings.json v 3allyCTUTe KOHTEHHEDP C MPUITIOKEHUEM C TIOMOILBIO KoMaHbl sudo docker-compose up

-d.

298



¥ IIpumep koHpUTypanHoHHOro ¢aiina
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"Smpp": {
"SslProtocols": "T1ls12",
"SystemId": "test",
"Password": "test",
"SystemType": "S1",
"Host": "192.168.0.1",
"Port": "“7777",
"ReconnectionDelay": "00:02:00",
"LoggingPermissions": "Source"
}s
"Publication": {
"DefaultSource": "000Indeed"
}s
"Documentation”: {
"Enabled": true

3

"Debug": {
"ExceptionResponsesEnabled": true

s

"Authentication": {
"Certificate": {
"Enabled": false,
"Thumbprint": "DA38B312C78B5155A2FCC3C1DDC3394D23EEDBF8",
"ForwardingHeader": "X-IndeedAM-ClientCert"
¥
"NetworkAddress": {
"Enabled": true,

"AnyAddress": true

¥
"ReverseProxyIntegration": {
"BasePath": "/am/proxies/sms"
¥
"Security": {
"HttpsRedirectionEnabled": false,
"HttpsExcludePaths™: [
"/healthcheck/",
"/health-check"

]
}s
"Logging": {
"LogLevel": {
"Default": "Trace",
"Microsoft.Hosting.Lifetime": "Information”
}
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¥
"Server": {
"Certificates": {
"Default": {
"Path": "/ssl/server.pfx",
"Password": "ulRiX71Z3p4A4dkd"

JBycroponnee TLS-coennnenue

UroOsl ycTaHOBUTH BYcTOpoHHEe TLS-coenmunenne mexy cepsepamu Indeed Core Server u Indeed AM SMS Proxy, BeimosHUTE

cIenyIoIne eHCTBYS:

1. B xondurypayonaom daitie SMS Proxy ykaxure cienyoume napamMerpsl.

"Authentication": {
"Certificate": {
"Enabled": true,
"Thumbprint": "!!l Client certificate thumbprint !!!",
"ForwardingHeader": "X-IndeedAM-ClientCert"

}s

e Authentication:Certificate:Enabled — /s ucnonb3oBanus aBycToporHero TLS-coenuHeHus: He0OX0IUMO

3HaYECHUE true.

e Authentication:Certificate:ForwardingHeader — oxunaercs 3axonuposanHblii Base64 cepruduxkar. [Ipumep:

X-IndeedAM-ClientCert.

e Authentication:Certificate:Thumbprint — OTHEYaTOK KIMEHTCKOIO CepTH(HUKATA.

2. Jlob6aBbTe oTneuarok ceprudukara B Management Console.

Coop noroB

Wudopmarus o BKIIFOYECHHIO JIOTHPOBaHUs U cOopy joroB SMS Proxy Haxoautcst B pa3zene COop JIOTOB KOMIIOHEHTOB Access

Manager.
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Indeed AM Storage SMS OTP Provider

Ecnu B kauecTBe XpaHmwimiia gaHabix Indeed AM BbI nenonb3yete Microsoft SQL, BbI MoxkeTe rcnosib3oBarh nposaiiaep Indeed
AM Storage SMS OTP. Drot nposaiiiep mpeaocTaBiseT BO3MOKHOCTb XPaHECHUS, TOTYYCHUSI 1 OOHOBJICHHUS TeIeOHHBIX

HOMepOB TToIb30Bareneit cucrems! Indeed AM B 6aze manHbIX. Homepa TenedoHOB XpaHATCS B 3alIH()POBAHHOM BHJIC.
Storage SMS OTP Provider MoxxeT ObITh MCIIOJIB30BAH ULl ay TEHTU(UKALUY B CIEIYIOIUX MOLYJISIX:

e Identity Provider
¢ Windows Logon
¢ ADFS Extension
¢ FreeRadius Extension

NPS RADIUS Extension

Wnentudukarop npopaiiaepa

{3F2C1156-B5AF-4643-BFCB-9816012F3F34}

YcTaHoBKa rpoBauaepa

/\ BAXKHO

B undpacTpykType ¢ Heckoiabkumu cepeepamu Core Server ycTaHOBHTE MPOBaii/iep Ha KaKIOM U3 HUX.

[penBapurenbHbIe TpEOOBAHMS

Jlns ucnionezoBanus Storage SMS OTP Provider Heooxoaum CMC-1utto3. DTOT LUTIO3 JIOIDKEH OBITh JOCTYIICH C KaXKI0Tro

cepsepa Indeed AM, Ha KoTOpOM TipeAmnonaraeTcst ycraHoBka Storage SMS OTP Provider.

‘VcraHoBka

Ha cepsepe ¢ Linux

[pogaiinep nobapisieTcs ¢ MOMOIIBIO MacTepa KoHpurypanuu Ha mare Cxema xoctoB — [IpoBaiiaeps.

Eciu tpebyercst nob6auth Storage SMS OTP k cymecTBytoieit kondurypanuu Access Manager:

1. OTkpoiiTe MacTep KOHpHUTypaIuu.
2. Ha mare Cxema xoctoB B pazaene [Ipoaiineps! Beioepure Storage SMS OTP.

3. Caenaiite pe3epBHYIO KOIHIO U nepeigure Ha mar [IpuMeHeHre n3MeHeHHH.

Ha pa6ounx crannusix ¢ Windows

Uro0b! yCcTaHOBUTH NIPOBaiiiep Ha KIMEHTCKUX pabounX CTAHIUAX C ONEpallMOHHON cucteMoil Windows, BBINOJIHUTE

CTIeMyIOIIHEe JEHCTBUS:
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1. U3 maniku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM Storage SMS OTP Provider\Client\<Homep
sepcuy> 3anycture naket IndeedID.SMSOTP. Provider.msi.

2. Ecnin mporpamma ycTaHOBKHM IIpeijiaraeT BBIIIOJHUTE Iepe3arpysKy, HOATBEpAUTE AaHHOE aeiicTBue. [loce 3aBepuieHus

YCTaHOBKH MOXKET OTPEOOBATHCS Hepe3arpys3ka CHCTEMBI.

VYnanenue/BoccTaHoBlIeHHE MPOYKTa OCYIIECTBISIETCS CTAHAPTHBIM JUis ioaepkuBaeMbix OC criocoOoM, yepes MeHIO

[Tanens ynpasieHus.

Daiiibl Ma0IOHOB MONIUTHK PACIIONOKEHbI B anke Indeed AM <nomep gepcuu>\Misc\ADMX Templates.

Hactpoiika B8 Management Console

Jlns Hactpoiiku Storage SMS OTP B Management Console niepeiiaure B pazaen Kondurypaius — AyTeHTHPHUKATOPHI 1

BBIOepHTE ayTeHTH(HUKaTop Storage SMS OTP.

IIpaBa noctyna

UrtoObI BbIIATh MIIM OTO3BATh NPaBa Ha MCIIOJIb30BaHUE Ay TCHTU(PHUKATOPA, BBIOJIHUTE CIIEAYIOLICE:

1. B cexipn OCHOBHBIE HACTPOMKH BBITIOIIHUTE CJICIYIOIINE HACTPOUKH:
e B Hacrpoiike 3anpeTuTh UCI0Ib30BaTh YKAKUTE, MOXKET JIM [10JIb30BaTEIb UCIIOIb30BaTh WIH PETUCTPUPOBATH

BBIOpaHHBIN ayTEeHTU(DHUKATOP.

2. B cexmuu JlocTymHbIe TOIB30BATENIO ICWCTBUS BEITIOIHATE CIEAYIOIINE HACTPONKH:
¢ B Hactpoiike Perucrpaius HOBbIX ayTeHTU(HUKATOPOB YKAXKHUTE, MOXKET JIM TIOJIb30BATENIb PETHCTPUPOBATh HOBBIC

ayTeHTU(PHUKATOPBHI.

e B nactpoiike PenaktupoBaHne HMEIONMXCS Ay TCHTH(OUKATOPOB YKAKHUTE, MOJKET JIU [T0JIb30BATETb U3MEHSTD YKe

3aperuCTpupOBaHHBIC ayTeHTI/I(i)I/IKaTOpLI.

¢ B HacTpoiike YianeHue UMEIOIUXCs ay TCHTU(PHUKATOPOB YKaKUTE, MOKET JIU TTOJIb30BATEINb YAAIATh YKe

3aperuCTpupOBaHHBIC ayTeHTI/Iq)I/IKaTopLI.

¢ B nactpoiike Pa3peimurs peakTupoBaHie KOMMEHTapUsl K ayTEHTU(PUKATOPY YKaXKUTE, B KAKO MOMEHT I10JIb30BaTellb

MOXXET PEAAKTHPOBATH KOMMEHTAPHH K yXKe 3apeTUCTPUPOBAHHBIM ay TEHTH(PHKATOPAM.

brnoxupoBka ayrenTrdukaropa

YT00BI 320JI0KMPOBAThH ayTEHTU(HHUKATOP, B CeKIMU HacTpoiku OIOKHPOBKHU ayTeHTH(UKATOPA BBIIOIHUTE CIEIYIOMINE

HAaCTPOMKU:

1. Pazpemmure wnu 3a0nokupyiite ncnonb3oBanue Storage OTP B ciydae ceprn HeyIa4HbIX MOTBITOK ayTEHTH()UKAIHH.

2. B moite KoymmaecTBO MONBITOK ayTeHTI/I(l)I/IKaIII/II/I J10 6J'IOKI/Ip0BKI/I YKaXHUTC, CKOJIBKO pa3 MOJIb30BATCIIb MOXKET COBEPIINTDH

HEYJaYHYH0 ayTeHTU(UKALMIO 10 OJIOKUPOBKH CrIOCO0a ayTeHTU(HUKALINH.

3. B none COpoc cueTunka OIOKUPOBKH YKAKUTE, CKOJILKO MUHYT JIOJDKHO TIPOWUTH MOCIIE HEYIauHOW TOTBITKH

ayTEHTU(HUKAIIH, TPEXK]E YeM COPOCUTCS CUETUHK.

4. B none TaiimayT 10 pa30J0KHPOBKH CIIOCO0a BXOJIa YKQKUTE, YepPe3 CKOJIbKO MUHYT 3a0J0KHPOBaHHBIH CIOCO0

ayTeHTI/I(bI/IKaHI/II/I CTAaHCT BHOBb JOCTYIIHBIM.
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3arura ot criama

MexaHu3M 3aIUTHI OT CllaMa OCHOBAH Ha pacyeTe MPOLEHTA YCIEIIHBIX ayTeHTU(PHUKALNN OTHOCUTEIBHO BCEX OTIIPABICHHBIX
cOOOIIeHNH 3a YKa3aHHBIA HHTEpBal BpeMeHH. [Ipu 9ToM pacyer 3aIrycKaeTcsi, TOJIBKO €CIIU KOJTMYECTBO OTIIPABICHHBIX

COO6HI€HI/Iﬁ MPEBLINIACT KOJINYICCTBO, 3aJaHHOC BaMU B HaCTpOﬁKe OkHO OLCHKHU.

ITpu oOHapyxeHHH craM-aTaky AajbHeHIIas OTIpaBka cooOIeHni OIOKUPYeTCsl Ha 3a1aHHbIH IepHoJl BPEMEHH, a NIPU IOIbITKE

BXOJIa BO3HUKaeT omubka Potential spam attack detected.

OTHpaBKa COO6IIICHI/II71 BO300OHOBJISCTCS JTUOO IO UCTCUCHUH 3aJaHHOTO IIepuoaa, 1100 1Mo JAOCTHUIKCHHUU ONPECACIICHHOIO

KOJIMYECTBA (B MPOIEHTHOM OTHOIICHUH) YCICIIHBIX Ay TCHTU(DUKAIINH.

Uto0bl HACTPOUTH 3ALIUTY OT CIIAMA, BBITIOJIHUTE CIICAYOIICE:

1. B Management Console B paznene Kondurypauus — AyTeHTH(QHUKATOPHI BEIOEPHUTE ayTEHTUDHUKATOP.
2. B cexmun Hactpoiiku 3aIuThl OT cliaMa BBITTOJIHUTE CIIEAYIOIIE HACTPOUKH:

® BK/IIOYUTEC WJIN OTKJIFOUMUTC 3alllUTY OT CIlaMa;

e B 1oiie OKHO OLCHKH ITOIIBITOK ayTeHTI/I(I)I/IKaHI/II/I YKaXXUTC, B TCUCHUEC KAaKOI'O BPCMCHHA 6y,HeT BBIITOJIHATLCA pacucT

TMPONLCHTA YyCIICUIHBIX IMOMNBITOK BXOa,

® B IIOJC HOpOFOBOG OKHO ITOITBITOK ayTCHTI/I(I)I/IKaLII/II/I YKaXXUTE, CKOJIBKO IOIBITOK BXOJa AOJIPKHO MMPOU3BOAUTHCA 3a

BpeMsl, YKa3aHHOE B OKHE OLICHKH TTOTIBITOK ay TeHTU(HKAIIHY;

® B IIOJIC HpOIleHT YCHICHIHBIX IMOMBITOK ayTeHTI/I(bI/IKaI_II/II/I YKaXXUTe MHHUMAJIbHBIN MPOLCHT YCIICIIHBIX BXOA0B

OTHOCHUTCIIBHO BCCX OTIIPABICHHBIX COO6HleHHﬁ.

¥ Ilpumep

Hacrpoiika BktoueHa co ciaelyonMMI 3HAYSHUSIMU:

e OKHO OLICHKU IOIBITOK ayTeHTH(uKkauuu — 600
¢ [ToporoBoe OKHO TONBITOK ayTeHTH(HKAIH — 20

o IIpoLeHT yCHemHbIX HONBITOK ayTeHTUUKALIHT — 85

3ammra ot criama BKJIFOYUTCS, €Ciu Tipou3oiiiet 21 nmomnbiTka BXoza (otmnpasieHo 21 coodiienue). [IpousoiineT 610kupoBKa

ayTeHTUUKaTopa Ha 600 cekyHI.
AyTeHTUUKATOP pa30IOKUPYETCsl B OTHOM M3 CIIy4acB:

® IIPOILIEHT YCIELIHBIX BXOJ0B (I101b30BaTellb YCIEIIHO BBEI OHOPA30BbIA MapOilb U3 COOOLIEHH s ) JOCTUIHET 3HAUCHUSI
85;

e npouuio 600 cexyHA ¢ MOMEHTa OJIOKUPOBKU.

() HH®OPMALWS

CoObITHs JIOT-CepBepa:
¢ 2090: OGHapy>xeHa MOTeHIMabHAs craM-aTaka. OTIpaBKa COOOLUICHUI TPHUOCTAHOBIEHA.

e 1118: OTnpaBka coOOIEHNH ITOTB30BaTESIM BO30OHOBIICHA.
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Hacrpoiiku nuto3a
1.B CCKIIMHU HaCTpOfIKa 1Ir03a BBIGepI/ITe OJHWH W3 TUIIOB IMOAKITHOYCHUA

e SMS Proxy
e OneGate
e MFMSolutions

e Megafon

2. YkaxxuTe ajpec MOJIKIIOUECHUS K CEPBEDY.
3. B 3aBucuMOTpH OT THIIA MOAKIIOYEHHS 3aIIOJTHATE OCTAIBHBIE MOJIS:

¢ SMS Proxy: Orneuarok ceprudukara kmuenTa u OTredarok ceprudukara ceppepa;

e MFMSolutions: JIoruH — UMsl yU4ETHO# 3aIUCH IS TIOAKITFOUCHHS K cepBepy U [1aposib — maposb yueTHOH 3arucu
JUIS TIOAKITIOYEHHS K CEPBEPY;

e Megafon: JIoruH — UMsI yUETHO# 3aIUCH 1S TIOAKITFOUCHHS K cepBepy U [1aposib — maposib yU4eTHOM 3aucH st

HOJKJIFOYCHHS K CEPBEPY.

dopmar cooO1IeHHs

1. B mone OtnpaBuTeNlb YKa)KUTE UMS OTIIPABUTEIIS, KOTOpoe OyneT otodpaxarbes npu nosnydenun CMC.

2. B mone Honmomuautensuenii TekeT nepen OTP BBeauTe mpon3BOIBHBIN TEKCT COOOIIEHUS, TPEANIECTBYIOINN OTHOPA30BOMY

napoito. [To ymonyanuto ornpasinsiercst Toiabko OTP.
3. 13 Brinanatoniero crucka Gopmar narel Beioepute (opmart, B KOTOPOM OyieT 0ToOpaxkaThes Jara (Wid jaTa u Bpemsi)

OTIPaBKH COOOILEHHUS B TEKCTE COOOIICHUSI.

dopwmar TeneoHHOr0 HOMEpa

1. YtoObI HacTpouTh opMaT Tese(hOHHOTO HOMEPA, YKAKUTE KOJIMYECTBO CUMBOJIOB M MTPEe(UKC (CHMBOJIBI, KOTOPBIC
JO0ABIISIOTCS B HA4auo Teiae(OHHOro HoMepa, HallpuMep, KO CTPAHBI).
2. B cexuyn J{omoHUTENbHBIE HACTPOIKH Telae(OHHOro HoMepa MOXKHO HACTPOUTD, OYAET JIH UCIIOTIb30BaATHCSI HOMED

TenedoHa U3 KaTayiora rmojb30Barelieii, BMeCTO HoMepa U3 0a3bl JaHHbIX.

I[Tpu BKIFOYCHHH HACTPOMKH (hopMara MPOUCKXOAUT HOPMAITH3aLHsl TesieOHHOrO HoMepa. JTO O3HAYACT CIIEAYIOIIee:

e 1po0eJIbI, TAOYISIHNS, CKOOOUKH, Te(HUCHI OYIyT YHAISITHCS;

® ECIIH B CTPOKE 3aMHMCaHbl HECKOIbKO HOMEPOB U pa3/elieHbI 3aIlsITON MIM TOYKOU C 3arisIToi, OyneT Oparhbcs epBblii HOMEp B
CTPOKE JI0 pa3aeIuTes;

e 8 Oymer 3aMeHsThCs Ha 17,

e eCJIM B HOMEpe He XBaraeT +7 WK 8 B Haualie CTPOKH, TO OyIeT J00aBISIThCS +7 mepes; HOMepOoM;

e B HOMEpax MOTyT OBbITh cHMBOJIEI O BMecTo ¢ ps! 0, OHE OYIyT 3aMEHATHCS 00PATHO HA IU(PHIL.

['enepartust oTHOPA30BOTO MAPOIIS

B cexnun Hactpoliku reHepanu 0HOPa30BOIo Mapois BBIIOIHUTE CIELYIOUIHE HACTPONKU:

1. B mone JlnuHa 0qHOPa30BOro Maposisi YKaKUTE, CKOJIBKO CUMBOJIOB OYyJIeT COep KaTh OHOPA30BbIH Iapoib.

2. B Hactpoiike Lindper ykaxute, OyIeT I 0OAHOPa30BBII MapOIb CONEPKaTh HUPPHL.
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3. B nacrpoiike CTpouHble TaTHHCKHE OYKBBI YKOKUTE, OyIET JH OHOPA30BbIH MApOIb COIEPIKATh CTPOYHBIC JIATHHCKIE

OyKBBI.

4. B Hactpoiike [IponvicHble JaTHHCKHE OYKBBI YKaXXKUTE, OyAET JIM OAHOPA30BBII MApOIIb CONEPIKATh IPOIHCHBIE JTATHHCKHE

OyKBBI.

5.B HaCTpOﬁKC CHCHI/IaJ'II)HLIC CHUMBOIJIbI YKQXKUTE, 6y)ICT JIn 0;[Hopa30131>1171 TapoJib COACPIKATh CIICHUAJIbHBIC CUMBOJIBI.
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Indeed AM Email OTP Provider

Komnonent Email OTP Provider npeanasnadeH 1yt ayTeHTH(HKAIIMY TOJIB30BATENCH C IPIMCHCHHEM TEXHOJIOTHH OJJHOPA30BBIX

naponeﬁ, JOCTaBJIAAICMBIX ITI0JIB30BATCIISAM 110 3J'ICKTpOHHOI>i I04TE.

OnHOPa30BbIi TAPOJIB MPEACTABISIET cOO0H HAOOP CITyYaHBIX CUMBOJIOB (LH(P, CIIEIHATEHBIX CHMBOJIOB U JIATHHCKUX OYKB).
I'enepanus nmapons npoucxonaut Ha cepeepe Indeed AM, 3arem naposib niepeiaeTcs Ha CEpBUC PACCHUIKH AJIEKTPOHHOM MOYTHI,
KOTOPBIH MepechlUIacT ero Mmojb30BaTeiio B BUAC MUchbMa. [lepenada qaHHbIX MPOUCXOTUT o mpotokoiy SMTP (Simple Mail

Transfer Protocol).
Wnentudukarop nposaiiaepa

{093F612B-727E-44E7-9C95-095F07CBB94B}

YcTaHOBKa ITpoBaniepa

/\  BAXKHO

B undpacTpykrype ¢ HeckoabkuMu cepsepamu Core Server yCTaHOBHTE MPOBaiiiep Ha KaXKIOM U3 HUX.

[penBapurenbHbIe TpeOOBAHMS

Jlns ucnionszoBanust Email OTP Provider HeoOxouM cepBep 3JIEKTPOHHOM MOYTHI. ITOT CEpPBEpP IOIKEH OBITH TOCTYIICH C

kaxoro cepepa Indeed Access Manager, Ha koTopom rnipenonaraercs ycranopka Email OTP Provider.

JIn1s1 ucnonb30BaHus ayTeHTH(UKATOPa Y MOIb30BaTeNsl JOJKEH OBITh 3a/1aH a/Ipec dIEKTPOHHOHN MOYTHI B aTpHOyTe CITyKObI

KaraJioros mail, HHa4C ayTCHTI/I(l)I/IKaTOp 6y,£[eT HC JOCTYIECH AJI UCIIOJIB30BaHUA.

Perucrpanus ayrenrudukaropa B User Console He TpeOyeTcst.
Ha cepgepe ¢ Linux

ITpoBaiizep 106aBIsieTCs ¢ IOMOIIBIO MacTepa KoH(puUrypanuu Ha mare Cxema xocToB — [IpoBaiiiepsl.

Ecnu tpedyercst no6asuts Email OTP k cymiectsytoiieii koHpurypamuu Access Manager:

1. OTkpoiite MacTep KOHGUTYpaLIHH.
2. Ha mare Cxema xoctoB B pazaeine [Ipoaiinepsl Beioepure Email OTP.

3. Caenaiite pe3epBHYIO KOIHIO U nepeiure Ha mar [IpuMeHeHre n3MeHeHHH.

Ha pa6ounx crannusix ¢ Windows

YToOBI yCTAaHOBUTE MpoBaiiiep Ha KIMEHTCKUX Pa00OYNX CTAHIUAX C ONEPaMOHHON cucteMoit Windows, BBITTOTHUTE

CIeyIOIINe EHCTBUS:
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1. U3 maniku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM Email OTP Provider\Server\<Homep sepcuu>

3anycrute naker IndeedAM.AuthProviders. AMSMTP-<nomep sepcuu>.<paspsaOHOCmb™> . ru-ru.msi.

2. Ecnin mporpamMma ycTaHOBKHM IIpe/iiaraeT BbIIIOJHUTE TIepe3arpysKy, HOATBEpAUTE AaHHOe aeiicTBue. [loce 3aBepiieHus

YCTaHOBKH MOXKET IOTPEOOBATHCS Mepe3arpys3ka CHCTEMBI.

VYnanenue/BoccraHoBieHue NPOAYKTa OCYUIECTBIIACTCA CTaHAAPTHBIM JIsI TIOAACPIKUBACMBIX oC CHOCO60M, Ye€pe3 MCHIO

[Tanens ynpaBneHwus.

Daiiibl Ma0IOHOB MOJIUTHK PACIIONOKEHbI B anke /ndeed AM <nomep gepcuu>\Misc\ADMX Templates*.

Hacrpolika mapamerpa ¢ 37IEKTpOHHOM OYTOM

UToObl N3MEHUTD 3HAYEHHE NTapaMeTpa C IEKTPOHHON IOYTOMH, 3aJaHHOTO 10 YMOIYAHHUIO!

1. OTkpoiiTe MacTep KOHPHUTYpaIuu.
2. [epeiinuTe Ha mar Karanoru nonp3oBareneid u B pazaene CoorBeTcTBHe arprOyTOB Nob3oBareneil Haxmure [lokazars.

3. B xononke ¢ arpudyramu Access Manager Halinnte Email i BBIOepHTEe COOTBETCTBYIOIIMI aTPHOYT U3 KaTajIora

IOJIb30BaTEIICH.

4. YtoOBl OOHOBUTH KOH(PUTYPAIIHIO, CACTaNTe pe3epBHYIO KOIUIO U IepeiinuTe Ha mar [IpuMeHeHne n3MeHeH .

Hactpoiika B8 Management Console

IIpaBa noctyna

UtoObI BBIJIATh MIIH OTO3BATh NpaBa Ha MCIIOJIb30BaHUE Ay TCHTU(PHUKATOPA, BBIOJIHUTE CIICAYIOIICE:

1. B Management Console B paznene Kondurypaims — AyTeHTUPHUKATOPBI U3 crTUcKa BbiOepuTe ayTeHTudukarop Email OTP.

2. B cexuuu OCHOBHBIE HACTPOMKU BBIIOIHUTE CIIEAYIOLIME HACTPOUKHU:
e B HacTpolike 3anpeTuTh UCIONb30BATh YKAKUTE, MOKET JIM II0JIb30BATENb MCIIONB30BaTh WM PETUCTPUPOBATh

BBIOPAHHEIN ayTeHTH(OUKATOP.

bnokupoBka ayrenTrdukaropa

YT006bI 320I0KNPOBATH Ay TEHTU(UKATOP, BBHIIIOIHUTE CIIEAYIOIIEE:

1. B Management Console B pa3nene Kondurypauus — AyTeHTH(UKATOPbI U3 cnucka Beioepute ayrentudukarop Email OTP.

2. B cexuuu HacTpoliku GJ0KHPOBKM ay TEHTU(UKATOPA BHIIOJIHUTE CIECAYIOLINE HACTPOUKY:

o Paspemute win 3abnokupyiire ucnonab3zoBanue Email OTP B ciyuae cepunt HeyJaqHbIX MOMBITOK ayTEeHTH()HUKAIINY;

¢ B none KomnuecTBo MOIbITOK ayTeHTI/I(l)I/IKaI_[I/II/I J0 6J'IOKI/Ip0BKI/I YKaXXHUTEC, CKOJIBKO pa3 IMOJIb30BaTCIIb MOXET

COBEPIIUTH HEYJAYHYIO ayTCHTU(UKAIIHIO 710 OJIOKUPOBKH CIIOC00a ayTeHTH(PHUKAIINY;

¢ B mone Copoc cueTyrka OJOKHPOBKH YKAXKHUTE, CKOJIBKO MUHYT JIOJDKHO MPONTH MOCIIEC HEYJA9HOM MOMBITKH

ayTeHTI/I(l)I/IKaLII/II/I, Mpexac 4eM C6I)OCI/ITC${ CUCTUHUK;

e B none TaiimayT 10 pa30JI0KHPOBKH crIoco0a BX0O/Ia YKaKHTE, Yepe3 CKOJIbKO MUHYT 3a0JIOKMPOBaHHBIH CrToco0

ayTeHTI/I(i)I/IKaLII/II/I CTAaHCT BHOBb JOCTYIITHBIM.
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3arra ot criama

MexaHu3M 3aIUTHI OT CllaMa OCHOBAH Ha pacyeTre MPOLEHTA YCIEIIHbIX ayTeHTU(PHUKALNNA OTHOCUTEIBHO BCEX OTIIPABICHHBIX
cOOOIIeHNH 3a YKa3aHHBIA HHTEPBal BpeMeHH. [Ipr 9ToM pacyeT 3aIrycKaeTcsi, TOJIBKO €CIIU KOJTHMYECTBO OTIIPABICHHBIX

COO6HI€HPIﬁ MPEBLINIACT KOJINYICCTBO, 3aJaHHOC BaMU B HaCTpOﬁKC OkHO OLCHKU.

[Tpu oOHapyXeHUH CrlaM-aTaKu JAalibHEWIas OTIpaBKa COOOIICHHUH OIOKUPYeTCs Ha 3aJaHHBII IEPUOJ BPEMEHH, a TPH IOTBITKE

BXOJIa BO3HUKaeT omubka Potential spam attack detected.

OTHpaBKa CO00IIIeHNH BO30OHOBIISETCS JIMOO 110 HCTEUCHUN 33 JaHHOTO nepuona, 00 TI0 JOCTUKCHUN ONpPEACIICHHOTO

KOJIMUYECTBA (B MPOIICHTHOM OTHOIICHUH) YCICIIHBIX Ay TCHTU(PUKAIIN.

Yt065I HACTPOUTH 3allIMTy OT CIiaMa, BBIIIOJTHUTE CICAYIOMICC:

1. B Management Console B pa3nene Konduryparms — AyreHTH(GUKATOPE! BEIOEPUTE Ay TCHTH(HUKATOP.

2.B CCKIIMHU HaCTpOﬁKH 3alIUTHI OT CllaMa BBIIIOJIHUTE CICAYHONINEC HaCTpOfIKHZ

® BKJIIOUUTEC WJIH OTKJIFOUUTC 3alllUTY OT CIlaMa;

e B 1osie OKHO OLCHKH ITOIIBITOK ayTeHTI/I(bI/IKaHI/II/I YKaXXUTEC, B TCUHCHUEC KAaKOI'0O BPEMCHHU 6y,IIeT BBIITOJIHATBECA pacueT

TMPOLCHTA YCIICUIHBIX ITOIBITOK BXOa,

® B IIOJC HOpOFOBOG OKHO ITOIIBITOK ayTCHTl/l(l)l/lKaLll/Il/l YKaXXUTE, CKOJIBKO IOINBITOK BXOJa AOJIKHO MMPOU3BOJUTHCA 3a

BpEMs, YKA3aHHOC B OKHE OLICHKHU ITOIIBITOK ayTeHTI/I(bI/IKaHI/II/I;

® B IIOJIC HpOHeHT YCHICHIHBIX IMOIMBITOK ayTeHTI/I(l)I/IKaI_II/II/I YKaXXUTC MHHUMAJIbHBIN TMPOLCHT YCICIIHBIX BXOA0B

OTHOCHUTCIIBHO BCCX OTIIPABICHHBIX COO6H.[6HPII7L

¥ Ilpumep

Hacrpoiika BkItoYeHa CO CeIyIONIMMA 3HAYCHUSMUA:

e OKHO OLICHKU IOIBITOK ayTeHTH(uKkanuu — 600
¢ [loporoBoe OKHO TONBITOK ayTeHTH(HUKAIH — 20

e [IpoIEHT yCHenHbIX MONbITOK ayTeHTUUKAUT — 85

3ammra ot criamMa BKJIFOYUTCS, eCiu Tipor3oiiieT 21 nmomeiTka BXozaa (otmnpasieHo 21 coodienue). [IpousoiineT O10KHpOBKa

ayTeHTUUKaTopa Ha 600 cekyHI.
AyTteHTr(UKaTOp pazOoIOKUPYETCs B OAHOM U3 CIIy4YacB:

® IIPOILIEHT YCIELIHBIX BXOJ0B (I101b30BaTellb YCIEIIHO BBEI OHOPA30BbIA HAPOIb U3 COOOLIEHH s ) JOCTUIHET 3HAUCHUSI
85;

e npouuio 600 cexyHa ¢ MOMEHTa OJIOKUPOBKH.

() HUHOOPMALWS

CoObITHs JIOT-CepBepa:
e 2090: O6HapyxeHa MOTeHIHATbHAs cllaM-aTaka. OTIpaBKka COOOIIEHN IPHOCTAaHOBIICHA.

e 1118: OTnpaBka coOOIEHNH ITOTB30BaTEISIM BO30OHOBIICHA.
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Hactpoiiku SMTP-cepsepa

Uro0bl 3a1aTh HacTpoiiku Uit padotsl ¢ SMTP-cepBepom, nepeiiaute B cekuuto Hactpoiiku SMTP u BbinonaHuTe cienyromue

JIEHCTBUS:

1. VkaxwuTte aapec noaxinodeHus k ceprepy (DNS-umst, [P-aapec).
2. YkaxxuTe mopT MOAKITIOUEHUS K CEPBEPY.
3. VkakuTe uMsl y4eTHOH 3arucy JUis TIOAKIIOUEHHIO K CEPBEPY M Mapoiib YUETHOH 3aMycH Ui NOAKIIOUEHHS K CEpPBEpY.

4. B none Tun coennHeHus: BBIOEPUTE HEOOXOMMOE 3HAYCHUE:

e Hesammuiiennoe
e TLS
o SSL

5. B mone TaiimayT cepBepa yka)XuTe BpeMs 0KHIaHUSI OTBETA OT CepBepa B CEKYHaxX.

Hacrpoiikun Email

1. B cexnuu Hactpoiiku Email ykakuTe o4ty v MMst OTIIPABUTENS, TEMY U TEKCT MTUChMA.
2. B mone TekcT nuchbMa HEOOXOAUMO yKa3aTh MECTO BCTABKH OJHOPA30BOI0 Mapois ¢ IOMOIIBIO Tera <otp>.

3. U3 Bemagatomero crucka Gopmar gatsl BEIOeprTe (popMar, B KOTOPOM OyZieT 0ToOpaXkaThes ata (MM JaTa U BPeMs)

OTITPABKH COOOIICHUSI.

Hacrpolika oqHOpa3oBoro naposs

Hactpotiku npumensitorest k cepeepam Indeed AM u mo3BosisieT 3a1ath [UIMHY U BXOXKICHHUE TPYIIT CHMBOJIOB TIPH FCHEPALIUH

OIHOPA30BOI'0 IapoJis.

YT0oOBI HACTPOUTB TCHEPALIMIO OTHOPA30BOTO MAPOJIs, B ceKuunu HacTpoiku reHepainy 0HOPA30BOI0 MapOIis BBITOIHHUTE

CIIEAYIOIIAE HACTPOMKH:

1. B none JlirHa 01HOPa30BOTO MApOJIs YKAKUTE, CKOJIBKO CUMBOJIOB OY/JIET COAEPKATh OJHOPA30BBIN Mapoib;

2. B macrpoiike Hugps! ykaxxute, OyAeT JI1 OHOPA30BbIi Mapoib coaepKaTh LU PHI;

3. B Hactpoiike CTpouHbIC JIATUHCKUE OYKBBI YKaKUTE, OY/ICT JIM OJTHOPA30BbIN MAPOJb COACPIKATh CTPOUHBIC JIATHHCKHE
OyKBBI;

4. B Hactpoiike [IponvcHble TaTHHCKHE OYKBBI YKaXXKUTEe, OyAET JIH OAHOPA30BBII Mapoib CONepPIKaTh IPOIHCHBIE JTATHHCKHE
OyKBbI;

5.B HaCTpOﬁKe CHCHI/I&J’IBHBIC CHUMBOIJIbI YKaXXUTE, 6y[16T Jn 011H0pa30131>11?1 napoJjib COACPIKaTh CIICIIMaJIbHBIC CUMBOJIBI.
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Indeed AM Hardware OTP

ABTOHOMHBI reHepaTop 0HOPa30BbIX maponei eToken PASS M0xHO HCTIONB30BATH 1S Ay TEHTH()UKALIUH B JTFOOBIX
MIPUIIOKEHUSIX M CITY:KOaX, MOAEPKUBAOLIHMX MPpoToKon ayTeHTHukannn RADIUS: VPN, Microsoft ISA, Microsoft IIS, Outlook
Web Access u ap. [Togpobuyto nHpopmManmio 06 ycrpoiictBe eToken PASS Bbl MoxkeTe Moay4nTh Ha OQUIMATEHOM caiTe

xommanun Aladdin.

B eToken PASS peanu3oBaH anroput reHepaiuu ogHopa3zoBbix napodeii (One-Time Password — OTP). DtoT anroput™ 0CHOBaH
Ha anropurtme HMAC u xeur-¢ynkuun SHA-1. J{ns pacuera 3Hauenust OTP npunuMaroTcs 1Ba BXOAHBIX TapaMeTpa — CeKPeTHBIN
KITE0Y (HauaJIbHOE 3HAYeHHUE IS TeHepaTopa) U TeKyllee 3HaYeHUE CUeTIHKA (KOJIMUECTBO HEOOXOMUMBIX IMKIIOB TeHEPALIUH).
HavanbHoe 3HaUeHHe XPaHUTCS KaK B CaMOM YCTPOUCTBE, Tak U Ha cepBepe B cucreMe Indeed. CueTuuk B ycTpoiicTBe

yBeJIMUMBaeTCs npu ka0 reaepanuu OTP, Ha cepBepe — npu kax10i ynadnoi ayreHTrdukaiuu mo OTP.
IMpogaiinep Indeed AM Hardware OTP MoxeT ObITh UCIIONB30BaH sl y TCHTU(HUKAIIMN B CIIETYFOIHX MOTYJISX:

e Identity Provider

¢ ADFS Extension

¢ FreeRADIUS Extension
¢ RDP Windows Logon

¢ Windows Logon

e NPS RADIUS Extension
Wnentudukarop nposaiiaepa

{AD3FBA95-AE99-4773-93A3-6530A29C7556}

YcTaHoBKa mpoBauaepa

/\  BAXKHO

B undpactpykrype ¢ HeckoibkuMu cepBepamu Core Server yCTaHOBUTE TIPOBANCp HA KAKIOM M3 HUX.

Ha cepgepe ¢ Linux

[Tpogaiinep nobapisieTcs ¢ MOMOIIBIO MacTepa KoHpurypanuu Ha mare Cxema xoctoB — [IpoBaiiepsi.

Ecnu tpedyercst no6asuts Hardware OTP k cymiectBytorieii koHpurypamun Access Manager:

1. OTkpoiiTe MacTep KOHPHUTypaIuu.
2. Ha mare Cxema xoctoB B paszene [Iposaiinepst Beioepute Hardware OTP.

3. Caenaiite pe3epBHYIO KOIHIO U mepeiaure Ha mar [IpuMeHeHre n3MeHeHHH.
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Ha padouux crannusix ¢ Windows

Uto0bl yCTaHOBUTH MPOBAiiiep Ha KIMEHTCKUX pab0OYMX CTAHIHMSIX C OTIEPallMOHHON crcTeMoi Windows, BBITTOTHHUTE

clenyromue 1eHcTBUs:

1. U3 nanku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM HOTP Provider\<Homep eepcuu> 3amycture

naket IndeedAM.AuthProviders.HOTP-<uomep sepcuu>.<paspsoHOCmb>.1u-ru.msi.

2. Ecimn nporpaMMa yCTaHOBKH Ipe€AjIaracT BbIIIOJHUTD IIEPE3arpy3Ky, NOATBEPANUTC JaHHOC HeﬁCTBI/Ie. Tlocne 3aBCpUICHU

YCTQHOBKH MOXET IOTPeOOBATHCS Mepe3arpy3ka CUCTEMBL.

Vranenue/BoccTaHOBICHHE MPOYKTa OCYIIECTBISICTCS CTAHAPTHBIM UTs TiofaepxkuBaecMbix OC criocoOoM, uepes MeHIO

Ilanens YIpaBJICHUA.

®Daiinbl 1120J0HOB MOJIUTUK PACTIONOKEHBI B nanke ndeed AM <unomep eepcuu>\Misc\ADMX Templates.

Hacrpoiika B Management Console

Jlns macrpoiiku Hardware OTP 8 Management Console niepeitnute B pazaen Kondurypanus — AyTeHTHPHKATOPHI 1 BEIOCPUTE

ayteHtudukarop Hardware HOTP.

IIpaBa noctyna

YrtoObl BEIIATH WIIM OTO3BATh MpaBa Ha MCIIONb30BaHUE ay TeHTH()UKATOPa, BBIMOIHUTE CIIEIYIOIIee:

1. B cexmmum OcHOBHBIE HACTPOIKH BBITOHATE CIIEAYIONINE HACTPOUKH:
¢ B Hactpoiike 3anpeTuTh UCIOIb30BaTh YKAKUTE, MOXKET JIM [10JIb30BaTEIb UCIIOIB30BaTh WM PETUCTPUPOBATH

BBIOpaHHBIN ayTeHTH(UKATOP.
2. B cekiun J{oCcTyIHbIC TOJIB30BATEIIO ISHCTBHS BBIOIHUTE CICAYIONIHE HACTPOHKH:

e B Hacrpoiike Perucrpanusi HOBbIX ayTeHTH()UKATOPOB YKAXKHUTE, MOXKET JIU [OJIb30BATEb PETHCTPHPOBATh HOBBIC
ayTEHTU(HUKATOPHI.

¢ B nHacTpoiike PenaktupoBaHue HMEIONIUXCS Ay TCHTH(MUKATOPOB YKAXKHUTE, MOJKET JIU MOJIb30BATEb U3MEHSITh YKe
3apErUCTPUPOBAHHBIC ayTCHTH()UKATOPHI.

¢ B HacTpoiike YiajeHue UMEIOIUXCs Ay TCHTU(PHUKATOPOB YKKUTE, MOKET JIU TTOJIb30BATEIb YIAIATh YiKe
3aperUCTPUPOBAHHBIC ayTCHTH()HUKATOPHI.

e B nactpoiike Pa3pemnts perakTupoBaHie KOMMEHTapHsl K ayTCHTU(PHUKATOPY YKaKUTE, B KAKOH MOMEHT IOJIb30BaTelb

MOXKET pEAAKTUPOBATHL KOMMCHTAPHHU K YK€ 3apCruCTpUpPOBaAHHBIM ayTeHTI/I(i)I/IKaTOPaM.

brokupoBka ayrenTrdukaropa

UYrtoObl 320710KUpOBaTh ayTeHTH(UKATOP, nepeiinure B cexiuio HacTpoliku GI0KUPOBKY ayTEHTU(PUKATOPA U BBITOJIHUTE

CTIeTyTOIINe HACTPONKHU:

1. Pa3pemmre nin 3abnokupyiite ucnonb3oBanue Hardware OTP B ciryyae cepun HeyJauHbIX TOIBITOK ayTEHTH(UKALHH.

2. B none KonnuecTBo NONBITOK ayTEHTU(UKALUY A0 OJIOKUPOBKH YKKUTE, CKOJIBKO pa3 M0JIb30BaTeIb MOXKET COBEPIIUTD

HEYJaYHYI0 ayTeHTU(UKAIMIO JI0 OJIOKUPOBKH CIIOCO0a ayTCHTH(UKAIINH.
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3. B mone Copoc cyeTynka OIOKHPOBKH YKaXKHUTE, CKOJIBKO MUHYT JIOJDKHO IIPOUTH ITOCTIE HEYTAYHO! MOIIBITKA

ayTCHTU(PHUKALINH, ITPEXK/IC YeM COPOCUTCS CUCTUHK.

4. B mone TaiimayT 10 pa30JIOKHPOBKH CIIOCO0a BXOJa YKAXKHTE, Uepe3 CKOIBKO MUHYT 3a0JIOKUPOBaHHEIN CIIOCO0

ayTeHTI/Iq)I/IKaI_II/II/I CTaHCT BHOBb JOCTYIIHBIM.

Hacrporiku omHOpazoBoro napoiis

UroObl HACTPOUTH FEHEPALIUIO OHOPA30BOI0 NAPOJIsl, BHIIOIHUTE CIIEAYIOLIEe:

1. ITepeiinute B cexuuto Hactpoiiku OTP.

2. B Hactpoiike KonruecTBo MeproioB CpaBHEHUS YKOKUTE, CKOJIBKO TIeproioB 0OHOBIeHHs OTP momkHO npoiTH, 110

HUCTCYCHNHU KOTOPBIX MTapOJIb 6y)leT CUUTATbCA He)lef[CTBHTeHLHLIM.

3.B HaCTpOﬁKe OkHO CHUHXPOHU3AIIUN 3aJIalTe 3HAYCHHUE CUCTUMKA Py CUHXPOHU3allNH.

JloOaBieHue ycTponcTBa

() HHOOPMALMSA
OmHO yCTPOWCTBO MOXKET OBITH 3aPETUCTPUPOBAHO TOJBKO JUIS OJJHOTO MOJIb30BATEIS
IIJ'ISI Jo0aBIeHHS YCTpoﬁCTBa HEOOXOIUMO BBITIOIHUTH cjeayromee:

1. Otkpoiite koHCcoNb ynpasienust Management Console.
2. Ilepeiinure Ha BKIAIKy YCTPOWCTBA.

3. Haxxmure Jlo6aButh minu J[o0aBuTh n3 Qaiina.

(D) NPUMEYAHHE

BEer MoxeTe 100aBUTH yCTPOIHCTBO, BEIOpaB (haiii ¢ mapameTpaMu ycrpoiictsa ([lo6aBuTs u3 daitna), mbdo ykasars

napameTpsl BpyuHyto (JJo0aBUTH).

YcTpoincTtea
+ Nobaente A [lobaeuTs w3 dhaina [ Ynanute X Ynanute w3 paina & 3abnokuposats
Moaens CepuiiHbIiA Homep KommeHTapui Mposaigep

ayTEHTUPHKALMK

He BbibpaHa - He BbibpaH -

HET WHCHOPMALMK O 3aPETMCTPMPOBAHHBIX YCTPORCTEAX
JloGasnenue u3 daiina

1. Haxxmure J{o6aBuTh U3 daiina.

2. Bribepute daiin popmara XML ¢ mapamerpamu ycTpoiicTBa 1 Haxxmute J[00aBUTS.
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IIpumep koHHUTYpanny ycTpolicTBa

<Tokens xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<Token serial="000200071927">
<CaseModel>5</CaseModel>
<Model>109</Model>
<ProductionDate>11/4/2008</ProductionDate>
<ProductName>Aladdin OTPO v1.0</ProductName>
<Applications>
<Application ConnectorID="{a61c4073-2fc8-4170-99d1-9f5b70a2cec6}">
<Seed>884120ced4b2c406e0b6199338990bb6cc3fabac403eaa7f8</Seed>
<MovingFactor>1</MovingFactor>
</Application>
</Applications>
</Token>
</Tokens>

[Job6aBUTb YCTPOWUCTBO

X
Twun ycTpolcTea
eToken PASS (HOTP) -
®ain ycTporCTB
etoken. xml Bribpath daiin
oo

JloGaBiieHre BpY4IHYIO

1. Haxxmute J06aBUTH.

2. B none CepuiiHblil HOMEp YKa)KUT€ CEpUIHBIN HOMEpP YCTPOUCTBA.
3. B nosie CekpeTHbli Kitou ykaxkute seed ycTpoiicTsa.

4. TTone KomMmmeHTapuii — HeoOs3aTeIbHBIN apameTp.

5. Haxxmure J{00aBUTH.
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[1o6aBUTL YCTPOWUCTBO %
Mogens
eToken PASS (HOTP): Aladdin OTPO v1.0 -

CepHiHbIiA HoMep

000200071927

CeKpeTHRIMA KMoy

884f20ce4b2c406e0b6199338990bb6cc3fabac403eaarfs

KoMMeHTapHH

eToken 000200071827

PenaktrpoBanue ycTponcTBa

Jl71s1 pemrakTUpoBaHUs yCTPOMCTBA BHITIOIHNUTE CIEAYIONINE TEHCTBUSA:

1. OTkpoiite KoHCOIb yrpaBienus Management Console.
2. IlepeiinuTe Ha BKIAAKy YCTPONHCTBA.

3. Haxxmure cepuiiHblii HOMep yCTpOUCTBa.

(O uHOOPMALMA

HpH HE00XOIUMOCTH MOYKHO BBITIOJTHHTH IIOUCK, UCTIOJIb3Ys (bI/IJ'ILTpLI B BCpXHCﬁ YacTH CTPaHUIIbI.

YcTpoicTea

+ [obasute X NoBasuTs uz dhaina I YnanuTs X Ynanut uz chaina & 3abnoxupoears & Pasbnowmposats

Mogene CepHilHEIR HoMEp KommeHTapuiA MNMposadgep ayTeHTHEMEALMA
He Beibpana = He ewibpan =
MOZENb CEPMAHBIA HOMEP NPOBARIEP NONE30BATENL KOMMEHTAPWH#
AYTEHTH®WKALAK
O Aladdin OTPO v1.0 000200071927 Hardware HOTP eToken 000200071927

4. B okHE pelakTHPOBaHHSI MOYKHO M3MEHUTh KOMMEHTApHH, 3a0JIOKUPOBATH YCTPOWCTBO MIIH CUHXPOHU3UPOBATh.

5. Ilocne BHecenus n3menennii HaxMnuTe COXPaHUTE.
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Aladdin OTPO v1.0, 000200071927

B CoxpanuTe X OTmeHa & Curxporusmposats OTP & 3abnoxvposats & Pasbnokpoeats T YaanuTs

Mogens CepHiHBIA HOMEp MNpoeadaep ayTeHTHOMEALMK
Aladdin OTPO v1.0 000200071927 Hardware HOTP
KoMMEHTapHH Craryc
eToken 000200071927 AKTHEHD

VYnasieHue ycTpoucTsa

Jl1st ynanenus ycTpoicTBa BBITIOTHHUTE CIEAYIOIINE eUCTBUS:
1. OTkpoiite KoHCOIB yrpaBienus Management Console.
2. IlepeiinuTe Ha BKIAAKy YCTPOKCTBA.

3. BeiOepure ycTpoiicTBO U HAKMUTE YIAIUTh.

(O uHOOPMALMS

HpI/I HE00XOUMOCTH MOYKHO BBITIOJTHHTH TIOMCK, UCTIOJIB3Ys (I)I/IJ'ILTpLI B BCpXHeﬁ YacCTH CTPaHUIIbI.

YcTponcTea

+ [Nobaents X, NoBasuTs v tharina T Ynanuts X Ynanuts uz chaiina & 3abnoxmpozars & PazBnormposatk

Mogene CepuiHbIi HoMep KommeHTapumn MNMposangep ayTeHTHOMEILIMA
He exibpana = He enibpan =
MOAENb CEPMAHBLIA HOMEP NPOBAWOEP NONb30OBATENDL KOMMEHTAPHWA
AYTEHTH®UEALIMKA
Aladdin OTPO v1.0 000200071927 Hardware HOTP eToken 000200071927

Vnanenue u3 (aiina

1. lns ynaneHus yctpoicTsa 1o uHdGopmarmu u3 ¢aiiia HaxMUTe YaanuTh u3 ¢aiina.
2. BeibepuTe (aiin koHPHUTypaluu yCTpOoicTBa.

3. Haxxmure YianuTse.
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YaanuTe YCTPOMCTBO

Tun ycTpoHcTE

eToken PASS (HOTP)

@aiin ycTponcTe

etoken.xml Buibpars dpaiin

CHUHXpOHU3AIMS YCTPOUCTBA

IlJ'ISI CHUHXPOHU3AIIUN yCTpOf/'ICTBa BBIIIOJIHUTE CICAYOIINEC JICUCTBUS:

1. OTkpoiite KoHCOIb yrpaBienuss Management Console.
2. IlepeiinuTe Ha BKIAAKy YCTpOKCTBA.
3. HaxxmuTe cepuiiHbIil HOMep ycTpoicTBa.

4. Boioepure Cunxponusuposarb OTP.

5. B none Oxnopasosslii napois | 1 OxHOPa30BbIi Hapoiib 2 yKaXKUTE NapoiIu ¢ yCTPOHCTBa U HakMUTe CHHXPOHU3UPOBATH.

INDEED@

CuHxpoHusaumna HOTP ycTponcTea

[InA CHHXPOHK3ALWK YCTPOACTBA C CUCTEMDI HEoBX0AMMO
BBECTH ero CEpHIfHbII HOMEep W ABa NOCNe0BaTENEHO
CreHEPUPOBAHHLIX HA HEM OfIHOPA30BbIX NAPONA B
COOTBETCTBYIOILWE NMONA BBOAA HUXE

000200071927

956324

957432

CHHXPOHW3HPOBATh

317



Indeed AM Hardware TOTP

Ipogaiinep Indeed AM Hardware TOTP MoxeT ObITh HCIIOJIB30BaH ISl ay TEHTU(DUKALH B CIACSTYIOIIIX MOIYJISX:

e Identity Provider

¢ ADFS Extension

¢ FreeRadius Extension

¢ RDP Windows Logon

e NPS RADIUS Extension

Hardware TOTP no3BossieT noxy4ars OQHOPa30BbIE HAPOIH C TOMOIIBIO CIIEAYIOIIMX YCTPOHCTB:

e ABTOHOMHBIH TeHepaTop onHOopa3oBbIX napoieit eToken PASS. Ero MoXHO MCIIONB30BaTh AJIsl Ay TEHTU(DHUKALMN B JTFOOBIX
MPWIOKEHHSX U CITyK0aX, Moep kuBaronmx nporokoln ayrentaudukanun FreeRADIUS — VPN, Microsoft ISA, Microsoft

IIS, Outlook Web Access u qpyrux.

o TOKeH /ISl HaJIGXKHOM 3aIUThI IOCTYTIA K IaHHBIM akkayHTOB PyTroken OTP. OH ucrnosb3yercs s ayTeHTU(DUKAI|K B
KOPIIOPaTHBHBIX CEPBUCAX M MOPTAJIaX, CEPBUCAX ayTeHTU(UKAINH, IPUIOKEHUSIX U CEPBHUCAX YIPABICHUS MApOJISIMHU, a

TaKoke B APYTUX cepBucax, nojaepxkusaromux texuonoruro OATH TOTP.

Tabnuua cpaBHEHUs XapaKTEPUCTHK YCTPOUCTB

VYerpoiicTBo ®dopmar ¢aiina Anroput™m [epron oOHOBNICHUS
eToken Pass XML SHA1 30 cexkyHn
Pyroken OTP  CSV SHAIL, SHA256 30, 60 cexyHn

Wnentuduxarop nposaiiaepa

{CEB3FEAF-86ED-4A5A-BD3F-6A7B6E6OCAQS }

YcraHnoBka nipoBaiiepa

/\ BAXKHO

B undpacTpykrype ¢ Heckoabkumu cepBepamu Core Server yCTaHOBHTE MPOBaiiiep Ha KaXKIOM U3 HUX.

Ha cepBepe ¢ Linux

[posaiinep mobapisieTcst ¢ MOMOMIBIO MacTepa KoHdurypanuu Ha mare Cxema xoctoB — [IpoBaiinepsr.

Ecin tpedyercst nobasuts Hardware TOTP x cymectByromeit konpurypaunu Access Manager:

1. OTKpoiiTe MacTep KOHPHUTypaiuu.

2. Ha mare Cxema xoctoB B pazzaene [Iposaiineps! Beioepute Hardware TOTP.
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3. Caenaiite pe3epBHYIO KOIHIO U nepeiure Ha mar [IpuMeneHre n3MeHeHH.

Ha pa6ounx crannusix ¢ Windows

YToOBI yCTAaHOBUTE NpOBaiiiep Ha KIMEHTCKUX Pab0OYMX CTAHIUAX C ONEPAMOHHON cucteMoit Windows, BBITTOTHUTE

CIIeyIOIIHNE JEHCTBUS:

1. U3 nanku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM Hardware TOTP Provider\<Homep eepcuu>

3amycrute naker IndeedAM.AuthProviders.Hardware TOTP-<Homep sepcuu>.<paspsaoHOoCms™>.ru-ru.msi.

2. Ecnu mporpaMma yCTaHOBKH MpelaraeT BBITOIHUTH Iiepe3arpysKy, HOATBepauTe JaHHoe aeiicTBue. [locie 3aBepiueHus

YCTAaHOBKH MOXKCT HOTpe6OBaTBC${ repe3arpyska CUCTEMBbI.

YHaHGHI/Ie/BOCCTaHOBHeHI/IG MPOAYKTa OCYHICCTBIIACTCS CTAaHAAPTHBIM JISI IOAACPIKUBACMBIX oC CHOCO6OM, 4gepe3 MCHIO

[Tanens ynpasneHus.

®daiinpl 11a0JI0HOB MOJIMTHK PACTIONOKEHBI B nanke ndeed AM <uomep eepcuu>\Misc\ADMX Templates.

Hactpoiika B8 Management Console

Jlis Hactpoiiku Hardware TOTP B Management Console nepeiinute B pasnen Kondurypanus — AyTeHTu(GUKATOpPbI U BbIOEPUTE

aytentudukarop Hardware TOTP.

IIpaBa noctyna

Yto0BI BbIJaTh WJIM OTO3BATh IIpaBa Ha NUCIIOJIb30BAHNC ayTeHTI/I(l)I/IKaTopa, BBIIIOJIHUTE CICAYIOMIICC:

1. B cexuuu OCHOBHBIE HACTPOMKHU BBIIIOIHUTE CIIEAYIOLUINE HACTPOHKHU:
e B HacTpoiike 3anpeTuTh HCIIOIb30BaTh YKAKUTE, MOKET JIM M10JIb30BaTEb UCII0Ib30BaTh WK PETUCTPUPOBATH

BbIOpaHHBIN ayTeHTH(UKATOP.

2. B cexmun JlocTynHbie MOIH30BaTENIO AEWCTBYS BBITIOIHUTE CIEAYIOMINE HACTPOUKU:
¢ B nactpoiike Perucrpalius HOBBIX ayTeHTH(PHUKATOPOB YKKUTE, MOXKET JIU ITOJIH30BATENb PETHCTPUPOBATH HOBBIE

AyTCHTU(PHUKATOPBHI.

¢ B nactpoiike PegaktupoBanne UMEIONIMXCS Ay TEHTH()UKATOPOB YKAKHUTE, MOXKET JIU [10JIb30BATEIb U3MEHSITD YK

3aperuCTPUPOBAHHEIC AyTEHTH()UKATOPEI.

e B nacTpoiike YianeHnue UMEIOIUXCs ay TCHTU(PHUKATOPOB YKa)KUTE, MOXKET JIU TOJIb30BaTelb YAAIATh yKe

3aperHCTPUPOBAHHBIC Ay TeHTH()UKATOPEI.

e B HaCTpOﬁKe PaBpeHH/ITI) PE€aAaKTUPOBAHUEC KOMMEHTAPUs K ayTeHTI/I(bI/IKaTOpy YKaXXUTEC, B Kakol MOMEHT MOJIb30BaTe b

MOXKET PEAAKTUPOBATH KOMMEHTAPUH K yXKe 3apeTUCTPUPOBAHHBIM ay TEHTU(PHUKATOPAM.

brnokupoBka ayreHTH(uKaTOpa

Urto0bl 320710KMPOBATh ayTEHTH()UKATOP, B ceKIMU HacTpoiiku OIOKMPOBKH ayTCHTH(HUKATOPA BHIMOIHUTE CIICTYFOIUC

HACTPOUKHU:

1. Pa3pemmre nnu 3abnokupyiite ucnonb3oBanue Hardware TOTP B ciyuae cepuu HeylaqHbIX MOIBITOK ayTEHTH(OUKALUY.
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2. B moite KoymmaecTBO MONBITOK ayTeHTI/I(l)I/IKaHI/II/I J10 6HOKI/IpOBKI/I YKaXHUTEC, CKOJIBKO pa3 MOJIb30BATCIIb MOXKET COBEPIINTDH

HEYJaYHYI0 ayTeHTU(UKAIHMIO 10 OJIOKUPOBKH CIIOCO0a ayTCHTH(HUKALINH.

3. B mote COpoc cueTunka OIOKMPOBKU YKKHUTE, CKOIIBKO MUHYT JOJDKHO MPOMTH MOCIe HEYIAYHOH OTBITKA

ayTeHTU(UKALMHU, TPEXKIE YeM COPOCUTCS CUETUHK.

4. B none TaiimayT /10 pa3010KHPOBKH CIIOCO0a BXOJIa YKAKUTE, YePe3 CKOJIbKO MUHYT 3a0J0KHPOBaHHBIH CI0C00

ayTeHTI/I(bI/IKaHI/II/I CTAHCT BHOBb JOCTYIIHBIM.

Hacrpoliku omHOpazoBoro napois

Yt0o0BI HACTPOUTH I'EHEPpALUIO OAHOPA30BOI'0 IIapOJisl, BHIIIOJIHUTE CICAYIOLICE:

1. ITepeiinute B cexuuto Hactpoiiku OTP.

2. B Hactpoiike KomuecTBo eproJoB CPaBHEHUS YKaXKUTE, CKOJIBKO MeproioB ooHosiaeHuss OTP nomxHo mpoiTy, no

HUCTCYCHNHU KOTOPBIX ITapOJIb 6y11eT CUMTAThCS HEACHCTBUTEIBHBIM.

3.B HaCTpOfII(C OkHO CHUHXPOHU3aIUN 3a/1a1?1Te 3HAQUYCHUEC CUHCTUHUKA IIPHU CUHXPOHU3ALHHU.

JloGaBneHue ycTpoiicTa
Bbl MokeTe 100aBUTh YCTPOHCTBO BPYUHYIO HIIM uepes3 3arpy3Ky ¢aiisia ¢ mapamerpaMu yCTpoicTsa.

VYCeTpoiicTBO MOXKET OBITH 3aPETUCTPUPOBAHO TOIBKO JIJISI OHOTO TTOJTH30BATEIS

JloGaBnenne Bpy4UHyTO

YerpoiictBo Pyroken OTP

Juist no6asnenus ycrpoiictea Pyrokern OTP BbINOMHHUTE CIIEAYIOIIUE ICHCTBUS:

1. OTkpoiite koHCONB ynpaBnenus Management Console.
2. B meHro0 cieBa BeiOepuTe YCTpOiicTBa.

3. Haxxmure J106aBUTH yCTPOHCTBO.

4. B otkpsiBIIeMcs okHe BoiOepute Rutoken OTP.

5. 3anonuute nosst Cepuitablii Homep, CexpeTHbii Kittod, [Tepron ooHoBeHus 1 KomMmeHTapuit (3T0 HeoOsI3aTenbHOE

roje) u Haxmute J106aBUTh.

/\ BAXKHO

IIpu no6apnennn Pytoken OTP BpyuHYyIO BBl MOXKETE yKa3aTh CEKPETHBIH KiTtou B IBYX (popmarax — HEX u Base32.

YerpoiictBo eToken PASS

st no6asnenus ycrpoiictBa eToken PASS BrimonHuTe crieayromue neicTBus:

1. OTkpoiite KoHCcOIb yripaBieHuss Management Console.
2. B meHI0 ciieBa BeIOepuTe YCTpOHCTBA.

3. Haxxmure J[00aBUTH yCTPOUCTRO.
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4. B otkpsIBIeMcs okHe BbIOepuTe Moaens eToken PASS.

5. 3anonuute nons Cepuitablii Homep, CexkpeTHbId Ko 1 KoMMeHTapuii (310 Heo0s3aTelIbHOE TI0JIe) U HAKMUTE

Jl00aBHTE.

JloGaBnenue u3 (aiina

YerpoiictBo Pyroken OTP
st no6asnenus ycrpoiictBa Pyroken OTP BbinomHuUTE Clienyronue qeicTBus:

/\ BAXKHO

[Ipu no6aenennun Pytoken OTP uepes ¢aiin BbI MOXKETE yKa3aTh CEKPETHBIHM KITFOU TOJIBKO B OHOM (opmare — Base32.

1. OTkpoiite KoHcOIb yrpaBienuss Management Console.

2. B MeHr0 ciieBa BeiOepHTE YCTpOiiCTBa.

3. Haxxmure Jlo0aBuTh 13 Qaiina.

4. B orkpbiBiIeMcst OkHe BeiOepute Rutoken OTP n Haxxmure BoiOpats daiin.

5. B otkpoiBIIeMcs okHe BbiOepuTte daiin popmara CSV ¢ mapamerpamu ycrpoiicTsa 1 HaxkMuTe J[00aBUTS.

O COBET

OTP.

YerpoiictBo eToken PASS

Mt no6asnenus ycrpoiictBa eToken PASS BbimosnHuTE Clieayromue IeicTBUs:

1. Otxpoiite koHCONB ypaBnenus Management Console.
2. B meHro0 cieBa BeiOepuTe YCTpOiicTBa.

3. Haxxmure Jlo0aBuTh 13 Qaiina.

4. B otkpsiBIIeMcst okHe BeiOepuTe monenb eToken PASS.

5. B otkpsiBiIemMcst okHe BbiOepute daiin popmara XML ¢ mapameTpamu yCTpoHCTBa U HaxMuTe J{00aBUTh.

CHHXpOHU3a1Us YCTPOMCTBA

JI71s1 CHHXpOHUM3AIUHU YCTPONUCTBA BBITTOIHUTE CIEAYIOIHE IEeHCTBHS:

1. OTkpoiite KoHCOIb yrpaBieHus: Management Console.
2. B MeHo0 ciieBa BeiOepHTe YCTpOIiCTBa.

3. I3 cniucka BeIOepUTE YCTPOUCTBO U HAxkMuUTe CUHXPOHU3UPOBATD.
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4. B orkpbIBILIEMCS HOBOM OKHE B nosie OnHopa3oBblil napons 1 1 OnHOpa3oBbli Mapoib 2 yKaXUTe Iapoiu ¢ yCTPOUCTBA U

Ha)kMuTe CUHXPOHU3UPOBATD.

N3meHeHne cepuiHOro HoOMepPa M OTKIIFOYEHUE YCTPOKCTBA

HJ’I?{ PCAAKTUPOBAHUA ychOfICTBa BBIIIOJIHUTE CICAYHONINEC I[eﬁCTBHS[Z

1. Otkpoiire koHcousb ynpasiaenus Management Console.
2. B meHo ciieBa BoiOepuTe YCTpOiicTBa.

3. B Beimazatoniem criucke [Iposaiinep ayrentudukannu Beioepure Hardware TOTP, B one CepuiiHblii HOMEp, €Cin

U3BECTHO, YKa)KUTE CEpPUIHBII HOMEp yCTpoicTBa U HaxkMuTe [lonck.

4, BLIGCpI/ITC Haﬁ)leHHOC yCTpOfICTBO 1 HAOKMHUTC 3HAYO0K PCAAKTUPOBAHUS.

YeTpoicTBa X YannTb ycTpofcTea
M CepwitHEIR HOMep MNpoeaigep Mogene KommeHTapui MNonesceatenes
AP578201 Hardware TOTP eTPass 620 o

PepakTwpoeats

5. B okxHe penakTrpoBaHUs MOKHO H3MEHHUTH CEPUITHBIN HOMED yCTPOMCTBA, KOMMEHTApUH WIIH OTKIIIOYUTH YCTPONCTBO.

ITocne BHeceHUs n3MeHeHUH HaxkMuTe COXPaHUTb.
CepHAHLIA HOMep
APS78201

KoMmeHTapui

Hardware TOTP

BpeMA nocnefHeid CUHXPOHN3ALUK

HeT gaHHbIX

YCTPOWCTEO OTKMIOYEHO

COXpaHuTh OTMeHa

VYnaneHnue ycrporcTaa

BbI MOXKeTE yIanuTh yCTPOWCTBO BPYUHYIO WIIM Yepes3 3arpy3Ky (haiiia ¢ mapamerpamu yCTpoOHCTBa.

VYnanenue BpyuHyrO
Jl1st ynanenus ycTpoicTBa BBITIOTHUTE CIEAYIONMINE AEUCTBUS:
1. OTkpoiite KoHCOIb yrpaBieHus: Management Console.

2. B meH10 ciieBa BeiOepuTe YCTpOUCTBA.

3. B Bemaparomtem crincke [posaiinep ayrentudukanun seibepute Hardware TOTP, B none CepuitHEIA HOMEp, ecln

W3BECTHO, YKOKUTE CEPUITHBIN HOMED yCTpoiicTBa 1 Haxkmute [lonck.
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4. BeibepuTe HalfJeHHOE YCTPOWCTBO M HAKMHUTE YIAIUThH YCTPOUCTRO.

5. B oTkpbIBIIEMCS OKHE TIOATBEPANTE yAaJICHUE.

VYnanenue u3 daiina

YerpoiictBo Pyroken OTP

Jus ynanenus ycrpoiicrsa Pyroken OTP Bbinonnute cienyronye aeiicTBus:

1. Otkpoiire koHconb ynpasiaenust Management Console.

2. B meHo0 cieBa BeiOepuTe YCTpOiicTBa.

3. Haxxmure Yoanuth u3 daiina.

4. B oTkpsIBIIEMcst OKHE BbIOepuTe Rutoken OTP n Haxxmurte BeiOpath daiin.

5. B otkpeiBmemMcs okHe BeIOepuTe daiin popmara CSV ¢ mapameTpaMu yCTpOHCTBa M HAOKMHTE YIaIHTh.

O COBET

OTP.

YerpoiictBo eToken PASS

s ynanenust yerporictBa eToken PASS BbinonHUTE ClieyrOIINE ISHCTBUS:

1. Otkpoiite koHCONBL ynpaBieHus Management Console.
2. B MeHI0 ciieBa BeiOepuTe YCTpOUCTBA.

3. Haxxmure YoamuTs u3 daitna.

4. B otkpsiBIIeMcst okHe BbiOepuTe Mozenb e Token PASS.

5. B otkpoiBIeMcs okHe BeiOepuTte daiin popmara XML ¢ mapamerpamu ycTpoHCTBa U HAKMUTE YAAIUTb.
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Indeed Key Provider

Jlnst ayTeHTH(HUKAINH C TOMOIIBIO push-yBeTOMIICHUH eCTh CIeayIomue TPeOOBaHHS:
¢ B cereBoil undpacrpykrype:

o VYcranoBka cepsepa Indeed Key Server. DToT cepBep BBIIOIHSET OTIIPABKY YBEIOMIICHUH HAa cMapT(OH IOIb30BATENs ¢

nomomnibio cepsrucoB API Google.

o VYcranoBka nposaiiiepa ayrentudukannu Indeed Key. YeranoBka nposaiiepa mo3BoiauT UCIIONIB30BATh TAHHYIO

TEXHOJIOTHIO ayTCHTI/I(bI/IKaI_[I/II/I B IICJICBBIX CIICHAPUIX.

e Ha cropoHe kimeHra:

o VYcranoska npuwioxenus Indeed Key. [Ipunoskenue HeoOXonuMo IS OIy4eHHs yBeIOMICHUH 00 ayTeHTH(uKauuy B

HEJICBBIX IMMPUJIOXKCHUAX C IOMOIIBIO KOMIIOHEHTOB Indeed Access Manager.

be3 ycranosku Indeed Key Server, Indeed Key Provider u npunoxenus Indeed Key ayrentudukanust ¢ nomorpto push-

YBEJOMJIEHUH HEBO3MOXKHA.
Indeed Key Provider Mo>xeT ObITh UCIIOIB30BaH AJIs QyTEHTU(DHUKALMU B CIEAYIOLIUX MOAYIAX:

e Identity Provider

¢ Windows Logon

e ADFS Extension

¢ FreeRadius Extension

e LDAP Proxy

¢ RDP Windows Logon (Tosibko B pexumMe oTrpaBKu push-yBeoMICHUH ¢ TOATBEPKIACHUEM BXO/1a)

e NPS RADIUS Extension
Wnentudukarop mpoaiinepa

{DEEFOCB8-AD2F-4B89-964A-B6C7ECA80C68}

YcranoBka npogaiiepa Indeed Key

/\ BAXKHO

B undpacTpykrype ¢ Heckonbkumu cepsepamu Core Server yCTaHOBHTE IPOBaiiiep Ha KXKIOM U3 HUX.

Ha cepsepe ¢ Linux

Ipogaiinep mo6aBisieTcs C MOMOIIBIO MacTepa KoHpurypaiuu Ha mare Cxema xoctoB — [IpoBaiiieps.

Ecnu Tpedyetcst nodasuth Indeed Key k cymectyromei kondurypamnnu Access Manager:

1. OTkpoiite MacTep KOHPHUTYpaLHH.

2. Ha mare Cxema xoctoB 100aBbTe X0CT /isi Key Server.
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3. B pa3nene IIposaiinepst Beioepure Key Provider.
4. Iepeiinute Ha mwar Key Server u BbIMoHUTE HEOOX0AMMBIC HACTPOIKH Juist cepBepa Key Server.

5. Caenaiite pe3epBHYIO KOTHIO U iepeiqure Ha mar [I[puMeHeHre N3MEHEHHIA.

Ha pa6ounx crannusix ¢ Windows

Uto0bl yCTaHOBUTH MPOBAiiep HA KIMEHTCKUX paboYrX CTAHIHSIX C ONEepallMOHHON crucTeMoi Windows, BBITTOTHUTE

CIenyIoIye JEHCTBUS:

1. U3 nanku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM AirKey Provider\Client\<Homep sepcuu>

3anycrute naker IndeedID.IndeedKey. Provider.msi na paboueii ctanunu ¢ komnoHentom Windows Logon.

2. Ecniu mporpamma ycTaHOBKHM IpejijiaraeT BhIIIOJHUTE TIepe3arpy3Ky, HOATBEpAUTE AaHHoe aeiicTBue. [loce 3aBepuieHus

YCTaHOBKHM MOXKET OTPeOOBATLCS Iepe3arpy3Kka CUCTEMBI.

VYnanenue/BoccTaHoBlIeHHE MPOYKTa OCYIIECTBISICTCS CTAHAPTHBIM JUis ioaepkuBaecMbix OC criocoOoM, yepes MeHIO

Ilanens YHpaBJICHUS.

@aiinbl 1abIOHOB MOJUTHK PACIIoNiokKeHbl B nanke /ndeed AM <unomep éepcuu>\Misc\ADMX Templates*.

Hactpoiika nposaiinepa Indeed Key B Management Console

Jlns macrpoiiku Indeed Key B Management Console B pazznesne Kondurypanus — AyreHTH()UKATOPBI BEIOEPUTE Ay TCHTH(PHUKATOP
Indeed Key.

Hactpolika npas qoctyna

UtoObI BBIIATh MK OTO3BATh MpaBa Ha HCIIOJIb30BaHUE Ay TCHTU(PHUKATOPA, BBIIOJIHUTE CIICAYIOIICE:

1. B cexiuu OcHOBHBIE HACTPOIKHM BBIMOIHUATE CIEAYIONINE HACTPOUKH:
e B Hacrpoiike 3anpeTuTh UCII0Ib30BaTh YKAKUTE, MOXKET JIM [10JIb30BaTEIb UCIIOIb30BaTh WK PETUCTPUPOBATH
BbIOpaHHBIN ayTeHTU(UKATOP.
2. B cexuyn J{ocTymHbBIE TOJIB30BATEIIO ISHCTBHS BBIIOIHUTE CICAYIONIHE HACTPOHKH:
e B nactpoiike Perucrparys HOBbIX ayTeHTH(PUKATOPOB YKaKUTE, MOXKET JIU M10JIb30BaTeb PETUCTPUPOBATH HOBBIE
ayTeHTU(HUKATOPHI;
¢ B nHactpoiike PenaktupoBaHue HMEIOIHMXCS Ay TEHTH()UKATOPOB YKAXKHUTE, MOJKET JIU [10JIb30BATETb U3MEHSITD YKe
3apErUCTPUPOBAHHBIC Ay TEHTU(UKATOPBI;
e B HacTpoiike YianeHue UMEIOIUXCs ay TeHTU(PHUKATOPOB YKKUTE, MOKET JIU TTOJIb30BATEINh YAAIATh YKe
3apErUCTPUPOBAHHBIC Ay TEHTU(UKATOPBI;
e B Hactpoiike Pa3pemnTs perakTipoBaHie KOMMEHTapHs K ayTeHTH(PUKATOPY YKaKUTE, B KAKOM MOMEHT MOJIb30BaTEIb

MOXKET PEIaKTHPOBATh KOMMEHTAPHH K YK€ 3aperCTPHPOBAHHBIM ayTEHTH(UKATOPAM.

Hacrpoiika 6;10KkupoBKH ayTeHTH(UKATOPA

YToOBI 3a0I0KHPOBATh ayTeHTH(UKATOP, B ceKIMH HacTpoiku OIOKHPOBKH ayTeHTU()UKATOPA BBHITIOIHUTE CIICIYIOIIIE

HACTPOUKHU:
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1. Paspemmre mmm 3abnokupyiite ncnoms3osanue Indeed Key B ciryuae cepun HeynaqHBIX TOIBITOK ayTCHTH()HKAIHH.

2. B nmone KonnuecTBo NONBITOK ayTEeHTH(UKALUK A0 OJOKUPOBKH YKKUTE, CKOIBKO pa3 MOJIb30BaTeIb MOKET COBEPIIUTD

HEy/Ia4uHyI0 ayTeHTH(HUKAIHIO 10 OJOKHPOBKH CIIOC00a ayTeHTH()UKAIHN.

3. B mone C6pOC CUCTUHKA 6IIOKI/IpOBKI/I YKaXHUTC, CKOJIbKO MUHYT JOJIDKHO HpOfITPI Iocie Hey[la‘-lHOfI IIOIIBITKH

ayTeHTU(UKALIHY, TPEXKIE YeM COPOCUTCS CUETUHK.

4. B none TaiimayT 10 pa30J0KUPOBKHU CIIOCO0A BXOJIa YKKUTE, YepPe3 CKOJIbKO MUHYT 3a0JI0KHPOBAHHBIH CIIOCO0

ayTCHTl/I(i)I/IKa]J,I/Il/I CTaHCT BHOBb JOCTYIIHBIM.

3armra ot criama

MexaHu3M 3aIUTHI OT ClITaMa OCHOBAH Ha pacyeTe MPOLEHTA YCIEIIHbIX ayTeHTU(HUKALUNA OTHOCUTEIBHO BCEX OTIIPABICHHBIX
cOOOIIEHMH 32 YKa3aHHBI HHTEpBal BpeMeHH. [Ipu 9ToM pacyer 3aIrycKaeTcsi, TOJIBKO €CIIU KOTMYECTBO OTIIPABICHHBIX

COO6III€HI/Iﬁ MPEBLINIACT KOJINYICCTBO, 3aJaHHOC BaMU B Hacrpofn(e OkHO OLCHKH.

HpI/I 06Hapy)KCHI/II/I CcliaM-aTaku ﬂaﬂbﬂeﬁﬂlaﬂ OTIpaBKa COO6IH€HHﬁ 6J'IOI(I/IpyeTC$I Ha 33.)13.HHLII>1 nepuoa BpEMEHH, a IPU MOINBITKE

BXOJla BO3HUKaeT omubka Potential spam attack detected.

OTHpaBKa COO6HIGHI/II71 BO300OHOBJISCTCS JTUOO ITO UCTCUCHUH 3aJaHHOTO ITepuoaa, 00 110 JAOCTHIKCHHUU ONPECACIICHHOIO

KOJIMYECTBA (B MPOIEHTHOM OTHOIICHUH) YCICIIHBIX Ay TCHTU(PUKAIINH.

YToObI HACTPOHTH 3aLIUTY OT CIIaMa, BBHITIOIHHUTE CIIEIyIoLIee:

1. B Management Console B paznene Kondurypanus — AyTeHTHDHKATOPBI BBIOEPHUTE ay TEHTU()UKATOP.

2. B cexiun HacTpoliku 3a1MThI OT cliamMa BHIMOJHUTE CJIETYIOINE HACTPOUKHU:

® BK/IOYWTE WIN OTKIIFOUYWUTE 3alllUTYy OT CIlaMa,

e B 10osie OKHO OIIEHKH TIOITBITOK ayTeHTI/I(l)I/IKaL[I/II/I YKaXXUTEC, B TCUCHUEC KAaKOI'O BPCMCHHA 6y/:[eT BBITIOJIHATHCA pacyeT

IMPOLCHTA YyCIICIIHBIX IMOINBITOK BXOa,

® B IIOJIC HOpOI‘OBOC OKHO ITOIIBITOK ayTeHTI/I(I)I/IKaL[I/II/I YKa)XXUTE, CKOJIBKO ITOIIBITOK BXOAAa JOJKHO IMPOU3BOAUTHCH 3a

BpEMsl, YKa3aHHOC B OKHE OLICHKHU ITOITBITOK ayTCHTI/I(bI/IKaHI/II/I;

® B IIOJIC HpOHeHT YCHICHIHBIX IMOIMBITOK ayTeHTI/I(l)I/IKaI_II/II/I YKaXXUTC MUHHUMaIbHBIN IMPOLCHT YCICUIHBIX BXOA0B

OTHOCHUTCIIBHO BCCX OTIIPABICHHBIX COO6H.IeHPII>i.

v IIpumep

Hacrpoiika BkIII0YeHa CO CIeIyIONIMMU 3HAYCHUSIMU:

e OKHO OLICHKU IOIBITOK ayTeHTH(uKkanuu — 600
¢ [ToporoBoe OKHO MOMBITOK ayTeHTU(GUKAMH — 20

e IIpoLeHT yCHEeHbIX NONBITOK ayTeHTUUKALHT — 85

3ammra ot criama BKJIFOYUTCS, €Ciu Tipou3oiiieT 21 nomneiTka BXoza (otmnpasieHo 21 coodiienue). [IpousoiineT 610kupoBKa

ayteHTUUKaTopa Ha 600 cekyHI.
AyTeHTUDUKATOP Pa30IOKUPYETCsl B OTHOM M3 CIIy4acB:

® IIPOLIECHT YCIICLIHBIX BXOJ0B (I101b30BaTelb YCIEIIHO BBE OHOPA30BbIA NAPOilb U3 COOOLIEHH s ) JOCTUIHET 3HAUCHUSI
85;

e nponuio 600 cexyH ¢ MOMEHTa OJIOKUPOBKH.
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() HHOOPMALMS

CoOblITHs JIOT-CcepBepa:
e 2090: OGHapy>xeHa IOTeHIaIbHAs claM-aTaka. OTIpaBKa COOOLIEHUH IPUOCTAHOBIEHA.

e 1118: OTnpaBka coOOIICHNH TTOJIL30BATENISIM BO3OOHOBIICHA.

CepBepHbIe HACTPONKHU

UroObl HACTPOUTH CEpBEP, K KOTOpoMy oOpainaercs npuiokenue Indeed Key, B cexunn CepBepHble HACTPOWKHU BBITTOTHUTE

CTIeTyTOIINe HACTPONKHU:

1. B mone URL-anpec Indeed Key Server ykaxute aapec, mo kotopomy ceprep Indeed Key nocrynen ¢ Indeed Core Server;

2. B none Tosepennsiit ID Indeed Key Server ykaxuTe mpou3BOJIbHBIN YHUKAIBHBIA HACHTH(PUKATOP. 3HAYCHUE
UACHTU(PHUKATOPA JOJDKHO COBIAJIATh CO 3HAYCHNUEM, YKa3aHHBIM B KoHHUryparnonHoM ¢aiine Indeed Key Server (Ter

TrustedClients).

Pexxum pabotst Indeed Key
B HaCTpOfIKe Pexum paGOTLI BI)I6CpI/ITC, Kakoii crioco0 TMOATBECPIKACHUSA BXOAa 6yﬂeT HCIIOJIB30BaThCA B IIPUIIOKCHUN!

e Push — monbe30Barens 6yz[eT noJjy4arb pUSh-yBeL[OMJ'IeHI/IH C BOBMOXXHOCTBIO OTKJIOHUTH WUJIN MMOATBEPANUTH BXOM.

e OTP — BMmecto push-yBenoMiIeHHH 0Ib30BATENb IOTYUYUT OAHOPA30BbII KOJ.

Hacrpoliku MOOHIBHOTO IPHIIOKEHNS

UYroObl HacTpouTs MoOMIBHOE Npuiokenue Indeed Key, B cexunn HacTpoliku MOOMIIBHOTO NPUIIOKEHHUS BBIMOIHUTE CIICIYIOINE

HACTPOWKH:

1. B mone Oto6paxkaemoe uMs cepBepa ykaxkute Ha3Bauue cepsepa Indeed Key, koropoe OyxeT otodpaskarsbesi B MOOMIEHOM

TMIPUITOKCHUH.

2. B Hactpoiixe Crioco6 moarsepskaeHus Push BeOepuTe, Kak y mons3oBarTels OyaeT 3alpalInBaThCs ITOATBEPIKACHNAE BXO/a:
¢ [loxTBepskaeHue He TpeOyeTCst — y MOIb30BATENsI He OyeT 3anpalnBaThesl JOIOIHUTENbHAS ayTeHTH()UKanus Ha
YCTPONCTBE;
e [loaTBepikaeHNE OHOMETPHIECKIMH CPECTBAMH — Y MOJB30BATENS OyIeT 3alpalInBaThCs JOMOIHATETbHAS
AyTEHTU(HKALINS HAa YCTPOMCTBE C MOMOIILI0 OHOMETPHH;
e [loaTBepikaeHNUE IOOBIMH CPEACTBAMH, JOCTYITHBIMU Ha yCTPOICTBE — Yy MONIB30BATENs OyAeT 3alpalInBaThCs
JIONOJIHUTEIIbHAS Ay TEHTU(UKALNS HA YCTPOICTBE € MOMOLIBIO JIFOOOTO OCTYITHOTO Ha YCTPOHCTBE METO/A;
3. B nacrpoiixe OToOpaxarb 0JHOPa30BbIi Napoib B MOOMILHOM IPHIOKEHUH UL HOBBIX ayTeHTU(UKATOPOB yKaxuTe, Oyaer
T 0TOOPaXKaThCsI OAHOPA30BHIH KOJ B KapTOUKe ayTeHTH(MKATOpa B MPUIOKeHHHN. [10 yMOIIaHHIO OMHOPA30BBIi KO CKPBIT.
4. B Hactpoiike Crioco6 noarsepskaeHus aist oroopaxkenust OTP BeiOepuTe, Kak Mosb30BaTeNb OyIeT IMOATBEPKIATh IPABO
MPOCMATPHUBATH OXHOPA30BBIC KOIBI:
o IloxTBepskaeHue He TPeOyeTCsl — Yy M0JIb30BATENsI He Oy/eT 3alpaluBaThCsl JOIOIHUTENbHAS ayTeHTH(UKanus Ha
YCTPOKCTBE;
e [loaTBepikaeHNE OHOMETPUIECKIMH CPECTBAMH — Y MONB30BATEN OyIeT 3alpallnBaThCs AOMONTHUTETbHAS

AyTeHTU(HKALIMS Ha YCTPOICTBE C TOMOIIbIO0 OHOMETPHH;
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L4 HOI[TBep)KI[eHI/Ie JIFOOBIMH CpeacTBamMu, JOCTYIIHbIMU Ha yCTpOﬁCTBe — Yy [OJIb30BaTCJIsA 6yI[eT 3arpamunBaTbCA

JIONOJIHUTENIbHAS ay TeHTU(UKAINS Ha YCTPOICTBE ¢ MOMOLIBIO JIFOOOTO TOCTYITHOTO Ha YCTPOHCTBE METO/A;

5. B mone Bpems ortobpaxenus OTP ykaxure, B TedeHHE KaKOTO BpeMEHH OyIeT aKTyalIeH OTHOPa30BbIi MapoIib. 3HaUCHUE

YKa3bIBacTCsd B CCKyHIaX.

Hacrporiku omHOpazoBoro napoiis

YT100BI HACTPOUTH I'EHEpALUIO OAHOPA30BOI'0 MapoJist, B CCKIIUN HaCTpOfII(PI OTP BeImoOIHUTE cireayromue HaCTpOﬁKHZ

1. B none Ilepuon o6HoBienuss OTP ykaxute, Ha NPOTAKEHUE KAKOTO BPEMEHU OyJIeT akTyasleH OJHOPA30BbId Napob.

2. B Hactpoiike KonuuecTBo MeproioB CpaBHEHUS YKAKUTE, CKOJIBKO TIEPHOIOB OOHOBIICHHS JOJKHO MPOUTH, TTOKA

OJTHOPA30BBIN MAPOJIb HE OyJeT CUUTATHCS HEICHCTBUTEIIBHBIM.
3. B Hacrpoiike @opMar HUMEHHU TOJIb30BaTEINs YKAXKUTE, B KAKOM BHUJIE TIEPEIAIOTCs JaHHbIE B MOOMIIBHOE MTPUIIOKEHHE.

4. B Hacrpoiike Anropurm reHeparun OTP-koma BeiOepHTe, 110 KAKOMY JITOPUTMY OYyZIET TeHEPUPOBAThCS OJIHOPA30BbIi

apoJb.

5. B Hactpoiike Konmgectso riudpp B OTP-kone BeOepuTe, CKOIBKO (P OyIeT coaepKaTh OJHOPA3OBEII Mapollb.
Perucrparus ayrentuguxaropa Indeed Key no cepuike
Jlns peructpanuu ayrentudukaropa Indeed Key 1o ccbuike u3 nucbMa HEOOXOAUMBI CIIEAYIOLIME YCIOBUS:

® YCTaHOBJICHHBIN U HaCTpOCHHBIN npoBaiiaep Email OTP,

¢ 3aTlONTHEHHBIH email ob30BaTeNs B KaTaIore OTb30BaTeIIeH.
Ccbllka OTIpaBIIseTCs Ha AIEKTPOHHBIH ajipec, yKa3aHHBIN JJIs 110JIb30BaTelIs B KaTajore.

Yto065I 3apeructpupoBats Indeed Key mo ccplike, BEITONHAUTE CIEAyIOMNUE ACHCTBHS:
1. B pasnene Kondurypanus — AyTeHTH()HKATOPHI, B ceKIMH HacTpoiky perucTparuy BEIOIHHUTE CISAYIOMNE HACTPOHKN:

1. B Hactpoiike Cnoco6 perucrpanuu ayTeHTU(GHUKAaTOpa BEIOEPUTE CIIOCOO PETUCTPALIUY IO CChLIKE U3 JIEKTPOHHOIO

MHChbMa.
2. Jlanee ykakute CIIeAyIoIIee:

¢ B nosne Tema yBeoMJI€HUS YKQXKUTE 3aroJIOBOK MUChMa JIJIsl pETUCTPAIIHH.
¢ B none CooliieHre yKaKuTe Tejo m1uchbMa.

e B mosne TekCT cChIIKM Ha PEruCTpaluio ayTeHTU(HUKATOpa YKAKUTE TEKCT, KOTOPBIA B COOOIICHUH OyIeT
BBIBOAUTHCS Kak ccbuika /sl peructparuu OTP. Ecan nmosie ocTaBuTh MycThIM, CChUTKA BBIBOAUTCS B COOOIEHUH
kak URL.

¢ [Ipu HEOOXOIMMOCTH YKKHUTE aJpec cepBepa, y4acTBYIOIHH B HOPMUPOBAHUU CCHUIKH.

3. 3anaiite HacTpoiiky Perucrpauus ayreHtudukaropa 6e3 NoATBEPKACHUS a]MUHUCTPATOpa.
e Eciu HacTpoiika BKIIIOu€Ha:

ITocne ycnemHo# peructpaiyu yepes3 email ayTeHTH(PHUKATOP aBTOMATHYECKHU TIEPEBOIUTCS B CTATyC

Heticmgyrowuti 6€3 JOIOIHUTENIbHbIX ISHCTBUN aIMUHICTPATOPA.

e Ecin HacTpoiika BBIKJIIOYEHA:
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ITocre Toro kak mosip30BaTellb YCHEIHO IPOHIET PErucTpaluio B IPUIIOKEHNH, aAMUHUCTpaTop B Management
Console nomkeH HaxxaTh Ha 3HAYOK OOHOBIICHHS cTaryca u nanee Haxarb Coxpanuts. Craryc Oxcudaem

oMeHsieTcs Ha [Jeticmaytouuil, a ayTeHTU(GUKATOp OyAeT TOTOB K HCIIOIB30BAHUIO.

2. [epeiinute B paznen Ionb3oBarenu, BHIOEPUTE MOJIB30BATENS, 3aTEM BHIOEPUTE BKIIAAKY AyTEHTH()UKATOPBI.
3. Haxxmure kHOIIKY 3apeructpupoBarth 1 BeiOepute u3 crnincka Indeed Key. [Tociie 3Toro mons30Bareinto oTHpaBiseTcs MHCbMO

CO CCBIIKOM Ha PErUCTPALUIO ayTeHTH(HUKATOPA.

() NPUMEYAHME

Kax Tosbko mrceMo oTmpasieno, B Management Console u User Console nobasnsiercs ayrentudukarop Indeed Key B

craryce Oocudaem.

JlanpHeWIre maru:

1. ITonb30Barenb NepexoauT 1o ceblike B npuiokeHue Indeed Key, rie HaunHaeTcs perucrpaius ayreHTu(uKaropa.

2. ITocse TOro Kak MoJb30BaTelb YCIENIIHO MPOLIeS PErHCTPALHUIO B IPUIOKEHHH, MOKET HOTPeOOBAThCS JOIIOIHUTEILHOE
HOJTBEP)KACHHE aJIMIHHICTPATOPa, SCIIN BBIKIIIOUCHA HAcTpoiika Perucrpanus ayreHTH(HKAaTOpa 63 MOATBEPIKACHUS
aJMUHHICTpaTopa. B Takom cirydae anmuHncTparop B Management Console 1oimkeH Haxarh Ha 3HAY0K OOHOBJICHHS CTaTyca
u nanee Haxarb Coxpanutb. Cratyc Odcudaem nomensiercs Ha [eiicmeyrowjuil, a ayTeHTU(GUKATOp OyIeT TOTOB K

HCII0JIb30BaHUIO.

3. Ilocne ycnenrHoi perucTpanuy aIMHHUCTPATOP JIOJDKEH ee MOATBEepAuTh: B Management Console HaKMHTE Ha 3HAYOK
oOHOBJICHUs cTaTyca u aanee Haxmute Coxpanutb. Craryc Oacudaem nomeHsercs Ha Jlelicmeyrowuil, a ayTeHTU(HUKATOP

6yz[eT T'OTOB K UCIIOJIb30BAHUIO.

Ecnu y nmone3oBaresist BO3HUKIIHM onOKH Bo Bpemst peructpanuu Indeed Key, To nmocne o6HOBNeHHs cTaryca B Management

Console craryc Oorcudaem nomensiercs Ha Quiubdka. Yaanute ayTeHTH()UKATOp U CHOBA MPOMIUTE POLICAYPY PETHCTPALIUH.

Peructparus ayrentudukaropa Indeed Key mo QR-xomy

Yro0s1 3apeructpupoBath Indeed Key nmo QR-koxy, BBITOTHATE ClienyIONIee:

1.B pasaeie I[OCTyl'[HLIe II0JIB30BaTCIIIO HeﬁCTBHﬂ Pa3speiInuTe NoJIb30BaATCIIIO PEruCTPUPOBATH HOBBIC ayTeHTI/I(I)I/IKaTOpLI.

2. B mactpoiixe Criocob perucrpanum ayTeHTH(HUKaTopa BEIOCPHTE CII0CO0 perucTpanuy ayreHTudukaropa mo QR-xoxy.
B User Console y nonb3oBaTens B CIIUCKE TOCTYIHBIX ayTeHTH(HKaTopoB mosiutcs Indeed Key.

[Tonb30BaTento HY>KHO BBHIIOIHUTDH CIAENYIOIINE JEHCTBUS:

1. Haxarp 3Ha40K IIeCTepEeHKH.
2. HaxxaTb KHOIIKY 3aperucTpupoBaTh.
3. Otkpoiite npuinoxenue Indeed Key, HaxxMuTe 3HaUOK +.

4. Cxanupyiite nosisuBuiics QR-koz.

Kondurypanus ccpiiku Ha peructpaimio u ckadrBanue Indeed Key

CchUIKY Ha perucTpalmio ayTeHTudGuKaropa u ckadnBanue npunoxenus Indeed Key MoxkHO 3a1ath BpyuHYy!o.
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1. Tlepetinute B pa3nen Koudurypanns — AyTeHTH(OHKATOPHI B ceKuuio HacTpoiku perncrparmn.

2. B Hactpoiike Anpec cepsepa, yuacTBYIOLIMHA B (POPMUPOBAHUM CCBUIKH Ha PETUCTPALUIO ayTeHTU(UKATOPa (AUIUIMHK)

YKa)KHUTE CCBUIKY ISl PETHCTPAIMH, OTIPABISIEMYIO TT0 email.
JIOCTYIIHBI CIIEYIOIINE CCHUTKH JUISl pETHCTPAIiY (B CKOOKAaxX YKa3aHO MECTOHAXOXKICHHE CePBEpa):

e https://indeedkey.drru.agconnect.link (Poccust)
¢ https://indeedkey.dre.agconnect.link (Il'epmanus)
¢ https://indeedkey.drcn.agconnect.link (Kurait)

e https://indeedkey.dra.agconnect.link (Cunrarmyp)

3. B cexuuu JlononHuTEIbHBIE HACTPOUKN YKaXHTE CChUIKY /uis ckaunBaHus Indeed Key.
JIOCTYIIHBI CIIE/IYIOIINE CChIIKH JUIS CKaYMBaHUS (B CKOOKAX yKa3aHO MECTOHAXOXJICHHE CepBepa):

¢ https://indeedkey.drru.agconnect.link/XwZr (Poccus)

¢ https://indeedkey.dre.agconnect.link/MJyW (I'epmanus)
e https://indeedkey.drcn.agconnect.link/NDbK (Kwurait)

¢ https://indeedkey.dra.agconnect.link/ilRD (Cunramyp)

Hactpoiika noBepennoro uaentudukaropa i Indeed Key Server

Mo ymomyanuio npu ynanenun ayrentudukaropa B User Console, B yTHINTe yIpaBieHHs ayTeHTH(GUKAaTOpaMy WIN B KOHCOJIH

aIIMHHHCTPATOpa ayTeHTU(HUKATOP OyAeT yIajleH U3 CUCTEMBI 03 yBeIOMICHHH U IIPOJOIKHT OTOOPAKATHCS B IIPHIIOKCHHH.

Jis Hactpoiiku push-yBenomienus ¢ undopmanuei 00 ynaneHun ayTeHTH(GUKATOpa U ylaJleHUeM B IPHIOKECHUN HEOOX0AUMO

BBITIOJTHUTH JTOIIOJIHUTCIBHBIC HaCTpOﬁKHZ

1. Otkpoiite koHdurypannonnsiii paiin Indeed Key Server am/indeed-key/app-settings.json.

2. B mapamerpe TrustedClients ykaxute moBepenuslii ID Indeed Key Server.
IIpumep

"TrustedClients": [
"11l TRUSTED_CLIENT_ID !!!I"
]

3. ITocne npuMeHeHus apaMeTpOB MOJIb30BaTeNb OyeT MOMydaTh YBEAOMIICHHS 00 yAalIeHUN KIIova.

Hacrpoiika npunoxenust Indeed Key na cmaprdone
IMpunoxenne Indeed Key nocrymuo st cmaprdonos ¢ i0S 13.0 u Beime, Android 7.0 u Bbime.

KoppeKTHas{ pa60Ta MIPUJIOXKCHUA Indeed Key TapaHTHUPYCTCH, TOJIBKO €CJIM OHO CKa4aHO U3 O(bI/II_[I/IaJ'H)HI)IX MarasmHOB

nprIoKeHUH. [J1st TOro 4To0bI cKayaTh WM OOHOBUTH PHIOKEHHE, BOCIIONB3yHTECH CIEAYIOIINMH CChIIIKAMHU:

e App Store — https://apps.apple.com/us/app/indeed-key/id1541323258
¢ Google Play — https://play.google.com/store/apps/details?id=com.indeedid.key
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o Huawei AppGallery — https://appgallery.huawei.com/app/C106522471
¢ RuStore — https://apps.rustore.ru/app/com.indeedid.key

/\ BAJKHO

UrtoObl 00HOBUTE MPHUIIOKEHUE, CKAYMBATe OOHOBJICHUE B TOM K€ MarasuHe, I7I€ Bbl YCTAHABIHMBAIY MIPEABIAYIIYIO BEPCHIO.

v Ilpumeuanue 75 BaageabueB Android-ycrpoiict

Jlnst koppekTHO#t padoTsl push-yBenomienuit Ha Android-ycTpoiicTBax yOeuTech, 9TO BBIIOIHEHBI CIICIYIONHE

00si3aTebHbIC TPEOOBAHMS:

e Bl pazpemminy npuiaokeHUIo OTIIPaBKy YBEIOMIICHUH;

e Ha ycrpoiictBax ¢ Android 9 u BbIIlIe OTKITFOUUTE PEKUM YHEPTOCOCPEIKEHHUSL.

ITpumeuanue: koppeKkTHas paboTa push-yBenomieHuil Bo3MoxHa He Ha Bcex Moaudukanusx Android.

1. OTkpoiite npuiioxenue. B nanenn AyTeHTUPHUKATOPBI HAKMHUTE 3HAYOK + JIJIs JOOaBIeHUs ay TeHTH(PHUKATOPA.
2. Pazpemmre npuioXeHUIo JOCTYI K Kamepe U oTckanupyiite QR-xox.
3. [oaTBepauTe PEruCTpaIMIO ayTeHTU(UKATOPA, HasKaB KHOMIKY [ToATBepInTh.

4. TTocne ycrienmHoi perucTpanny ayTeHTuduKaTop Oyaer oTo0pa)kaTbesi Ha IITaBHOM OKHE IIPOTPaMMBI.

Jlnst ynaneHust BBIOepHUTe HEOOXOMUMBIH ay TeHTH(GHUKATOP U HAKMHTE YIAIUTh ayTeHTH()UKATOP.
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Indeed AM Telegram Provider

Indeed AM Telegram Provider npegra3sHaueH it ayTeHTH(OUKAIIMN MTOJIB30BaTeNIeH ¢ MOMOIIBIO CIIETYIOIINX TEXHOIOTHIA:

® OJHOPA30BbLIC MTAPOJIH;

¢ push-yBeJOMIICHHS C 3aIIPOCOM TIOATBEPIUTH UITH OTKIOHHUTH BXOI.
OnHopasoBble napos U push-yBe1oMICHHS TTOJIb30BaTEIH MOIyYaroT Yyepe3 0oTa B MecceHpkepe Telegram.
Telegram Provider MokeT ObITh HCTIOJIB30BAH JUIsl Ay TCHTH(DUKAIIUK B CIICAYIOIINX MOMYJISIX:

¢ Identity Provider
¢ ADFS Extension

FreeRADIUS Extension (T0JbKO B pe3KHMe OTIIPAaBKU OJHOPA30BbIX Haposeil)
e LDAP Proxy
NPS RADIUS Extension

() DPUMEYAHHE

Jlnst paboThI KOMIIOHEHTa TpeOyeTcs JOCTYI K cepBepaM Telegram /jisl CEpBUCHOM CITYKOBI U JIJISI TpOBaiiepa.

Wnentuduxarop nposaiinepa

{CA4645CC-5896-485E-A6CA-011FCC20DF1D}

ITopsaiok ycTaHOBKU

UroOsr HacTpouTh Telegram Provider:

1. YcranoBuTe CepBHCHYIO CITy:KOy B TIpoBaiiaep.
2. Hactpoiite arpudyT ¢ HOMepoM TenedoHa.

3. Cozpaiite 0ot B mpmioxenun Telegram.

4. HacTpoiiTe CepBUCHYIO CITyKOY.

5. 3apaiite HacTpoiiku B Management Console.

6. Baperucrpupyiite ayreHTUHHUKATOP.

YcraHoBKka npoBaiiziepa u CEpBUCHOM CITYKOBbI

/\ BAXKHO

B undpactpykrype ¢ Heckoinbkumu ceppepamu Core Server yCTaHOBUTE POBalIep Ha KAKIOM M3 HUX.

Ha cepsepe ¢ Linux

[pogaiinep gobaBisieTcs: ¢ MOMOIIBIO MacTepa KoHpurypanun Ha mare Cxema xoctoB — [IpoBaiifeps.
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Ecmn tpedyercst no6asuts Telegram k cymecTytomeii koHpuryparmn Access Manager:

1. Otkpoiite MacTep KOH(UTypaLuL.
2. Ha mare Cxema xoctoB B pazpaene [Iposaiineps! Beioepute Telegram.

3. Cnenaiite pe3epBHYIO KOMUIO U nepeiauTe Ha mar [lpuMenenue n3MeHeHHH.
Uto0bl ycTaHOBUTH CEPBHUCHYHO ci1y)k0y Telegram Service Ha cepsepe ¢ Linux:

1. OTkpoiite daiin am/.env.
2. B mepemenHoil COMPOSE_PROFILES mo0aBbTe 3HaueHHE telegram-service, €ClIM OHO OTCYTCTBYET.

3. B nepemennoit COMPOSE_FILES nobasbTe 3HaueHue telegram-service.docker-compose.yml, €ciu oHO

OTCYTCTBYET.

/\ BAXKHO

Jna xkoppexTHO#t paboTsl npoBaiigepa Telegram yoeaurecs, 4TO YCTaHOBIIEH TOJIBKO OIUH dK3eMIusip Telegram

Service, gaxe eciaH B HHPPACTPyKType UCIIONB3yeTCsi HECKOIBKO cepBepoB Core Server.

4. Coxpanwure ¢aii.

Ha pa6ounx cranuusx ¢ Windows

UYroObl yCTAaHOBHUTH MPOBaliiep Ha KIMEHTCKUX pabounX CTaHIMAX C OTIEPAallHOHHON cucteMoit Windows:

1. Bammycrute (ailst s yCTaHOBKH, PacloNoKeHHbIH 110 myTH ndeed AM <Homep éepcuu>\Indeed AM Providers\Indeed

AM Telegram OTP Provider\<Homep eepcuu>.

/\ BAXKHO

Ecnu B nHGpacTpykType ucnomb3yeTcs Heckosbko Core Server, ycTaHOBUTE MpOBaiiiep Ha BCEX CepBepax

HHOPACTPYKTYPHIL.

2. Ecimn nporpaMMa yCTaHOBKH IpE€AJIaracT BBIIIOJHUTD IIEPE3arpy3Ky, HOATBEPANUTC JaHHOC HCﬁCTBHC. Tlocne 3aBCPUICHUA

YCTQHOBKH MOXET MOTPeOOBAThCS Mepe3arpy3ka CUCTEMBL.

Vranenue/BoccTaHoBICHHE MPOYKTa OCYIIECTBISICTCS CTAHIAPTHBIM JUTst TiofaepkuBaecMbix OC criocoOoM, uepes MEHIO

Ilanens YIpaBJICHUA.

@aiisnpl 1a0IOHOB TOJIMTHK PACIIONIOKEHbI B nanke /ndeed AM <nomep eepcuu>\Misc\ADMX Templates.

Hacrpoiika arprOyTa ¢ HoMepoM TenedoHa

YToObI NCTIONB30BATh MIPOBaIED, 3aaliTe HoMep TenedoHa B aTpuOyTe MOJI30BaTelIs CIyKObI Karaioros. [To ymordanuro 3o
arpudyT telephoneNumber . Taxike MOXKHO HACTPOUTH JH000H Apyroit arpudyT. Eciin HOMep He 3a/1aH, UCIONb30BaTh

nposaiigep OyaeT HEBO3MOKHO.
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Co3nanue 60ota
1. Otkpoiite npunoxenue Telegram, HaliauTe crieruanbHOro 6ota @botfather u oTkpoiite guanor ¢ 6oTom.
2. Haxxmute Start u otripaBsTe KOMaHAY /newbot .

3. Vkaxute umst co3aBaemMoro 6ota. JlanHoe Ha3BaHue OyJeT 0ToOpaxkaThCsi B OKHE auajora ¢ 6orom. Beeaure moboe ums,

Hanpumep IndeedOTP.

4. YkaxuTe UM MOJIb30BATENIs IJIsl aKKayHTa ¢ 00TOM ¢ bot B KoHIe, Haripumep IndeedOTP _bot. JlanHOe UMs TIOJIb30BaTEIs

HCIIOJIB3YCTCA IJIA CCHIJIOK Ha oora.

5. Ipu ycnemHo# perucTpanuy 0Toopa3nuTes TOKeH Juis focTyma K APIL. JlaHHEI TokeH moTpebyeTcs Ul HaCTPOHKH CITyKOBI

AM Telegram Service u 6ota B Management Console.

Hacrpoiika cepBUCHOM CITy kOBl

J1nst HacTpOMKH CITyKOBI Hy)KEH CEPBUCHBIN TT0JI30BaTellb ¢ TIpaBaMu IitodansHoro agvmuauctparopa Indeed AM. OT umenu 3Toro
HoJIb30BaTesIst OyoyT perucTpUPOBaThCS ayTeHTU(HHUKATOPHL. B 1essix 6e301acHOCTH PeKOMEHIyeTC sl CO3/1aTh B KaTajore

MOJIb30BaTENEH OT/ICIBHOTO MOJIH30BaTEIIS JJI perucTpann Telegram Provider.

Uto6b! HacTpouts ciryx0y Telegram Service:

1. OTkpoiite it penakTupoBanus haitsn am/telegram-service/app-settings.json.

() NPUMEYAHME

Jns penaktupoBanus daiina am/telegram-service/app-settings.json peKOMEHIYETCsI UCTIOIb30BaTh TEKCTOBBIE

penaktopbl Nano wiu Visual Studio Code.

2. 3az1a171Te SHAYCHUA I CIICAYIOIUX MTapaMETpPOB:

e Token — TOKEH, MOJy4YeHHBbIH Npu co3aanuu 6ora B Telegram.

e Username — HMs CEPBUCHOTO MOJBb30BATENS C paBaMu T1o0anbHOro aqmuHucTparopa Indeed AM, ot umeHn
KOTOPOTo OyIEeT OCYLIECTBISATHCA PErHCTpalus ayTeHTU(HUKATOPOB.

* Password — napoiib CEpBUCHOTO MOJIb30BATEII.

¢ TrustedId — NPOM3BONBHBIA YHUKAIBHBIA HACHTH(OUKATOD. 3HAUCHHE HICHTH()UKATOPA TOJDKHO COBIIANIATH C TEM,
4TO yKa3zaHo B HacTpoiike JloBepennslii ID Telegram Service 8 Management Console.

¢ (OnuuonanbHo) UseProxy, ProxyAddress — 3allojIHUTE [IPU HCIIOIb30BAaHUH IIPOKCH CepBepa.
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v IIpumep app-settings.json

{
"Logging": {
"LogLevel": {
"Default": "Information",
"Microsoft.Hosting.Lifetime": "Information"
}
¥
"Localization": {
"DefaultCulture": "ru-RU"
}s
"Bot": {
"Token": "8042256635:AAF-AIINRS5Cz1fP2PFZr3cr5__jA7zubHIw",
"UseProxy": false,
"ProxyAddress": ""
¥
"AuthenticationServer": {
"Username": "telegrambot@test.local",
"Password": "Qlw2e3r4",
"Lognames": "Name",
"TrustedId": "11111"
¥
"Audit": {
"LogServer": {
"Buffer": {
"Location": "./EventCache",
"FlushInterval": "00:10:00"
}
}
}
}

3. COXpaHI/ITe HU3MCHCHUS U 3aIlyCTUTEC KOHTeﬁHep C NPUJIOKCHUEM C ITOMOIIBIO KOMaH/IbI sudo doc ker‘-compose up -d.

I[J'If[ MMPUMCHCHU M3MCHEHUH 0e3 rnepesarycka KOHTCﬁHepa MOYXHO BBIIIOJTHUTB JOTIOJHUTCIBHYO H&CTpOl?le.

(D) NPHMEYAHME

Ecnu BbI Hcnonb3yeTe Heckonbko Core Server, OTHOBPEMEHHO MOKHO 3aIlyCTHTh CIIY)KOY TOJIBKO Ha OHOM H3

CEepBEpPOB.

YroObI MPUMEHHUTH M3MEHEHHS any/telegram-service/app-settings.json 6e3 repesarrycka KOHTeHHepa:

1. Otkpoiite s penaktupoBanus Gaiin am/telegram-service.docker-compose.yml.
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() NPUMEYAHME

Jnst pemaktipoBaHus (aiiia peKoMeHIyeTcs HCIIONB30BaTh TEKCTOBBIE perakTopsl Nano mwin Visual Studio Code.
2. B paszgene environment mo6assre mapamerp DOTNET_USE_POLLING_FILE_WATCHER co 3HaueHHeM 1 WM true.

v Ilpumep

environment:
AMTELEGRAM_AuthenticationServer__Url: "https://${ENDPOINT_NAME_CORE}/am/core"
AMTELEGRAM_Audit__ LogServer__Url: "https://${ENDPOINT_NAME_LS}/1ls/api"
DOTNET_USE_POLLING_FILE_WATCHER: "true"

[ndpoBanue koHUTYpaITMOHHOTO daiina

3ammudpoBars

1. B TepMuHaze nepeinTe B KaTajuor ¢ yTHIMTON Juts uQpoBaHus am/protection.

cd /am/protection

2. BelnaiiTe paBa i 3amycka ckpunra protector.sh.

sudo chmod 500 protector.sh

3. YroOs! 3ammdposaTh KOHGUIYpaMOHHBIH (aiii, 3aiycTuTe CKpUNT protector.sh c mapamerpoM protect.

sudo bash ./protector.sh protect

Pacmmmpposars

1. B TepMuHaie nepeiuTe B Karajior ¢ yTHIUTOH uis udpoBaHus am/protection.

cd /am/protection

2. BeinaiiTe mpaBa i 3amycka ckpunra protector.sh.

sudo chmod 500 protector.sh

3. YroOk! pacumdpoBaTh KOHGUIYpalMOHHKIH (ail, 3amycTuTe CKpUnT protector.sh ¢ mapamerpom unprotect.

sudo bash ./protector.sh unprotect
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Hacrpoiiku B Management Console

Jlnst KoppeKTHOH paboTHI poBaiiiepa 3a1aiiTe ocTadbHbIe HACTPOKikN B Management Console:

1. Ha 6oxoBoii manenu Management Console otkpoiite pa3snen Konpurypanus.
2. [NepeiinuTe Ha BKIAAKY AyTEHTH(PHUKATOPHI.

3. Beibepure ayrentuduxarop Telegram.

4. ITpu HEOOXOAMMOCTH 3a4alTe 00IIMe HACTPOIKH.

5. B cexmum Hacrpoiixu Telegram Service ykakuTe TPOM3BOIBHBIA YHHKAIBHBIN HICHTH(UKATOP. 3HAUCHIE HACHTH()HUKATOpa

JIOJDKHO COBIIAATh C TEM, UYTO YKa3aHO B KOH(GUTypallMoHHOM (haiinie ciyxObl am/telegram-service/app-settings.json.
6. B cexiuu Pesxum paboThl BEIOEpUTE peskUM paboThl ipoBaiaepa — Push nnu OTP.
7. B cexmum Hactpotiiku 6ota:

¢ B none Upentuduxarop 60Ta ykaxuTe TOKEH, IOTy4eHHBIH 11pu co3nanuu 6ota B Telegram.

¢ B none [1a6s0H u1st cooOiienus: HacTpoiite Bua coobuieHus. CooOIeHre MOXKET COEPkKAaTh OJTHOPA30BbIi KO ISt
BXOJIa B IIPUJIOXKEHHE, HA3BaHUE MTPUIIOKEHHS, MM ITOJIb30BATENs], IaTy U BpeMst Bxofa, [P-anpec kommbloTepa, ¢

KOTOPOT'O BBIIIOJIHACTCA BXO.

8. Eciu BBI TutanmpyeTe ucnoib3oBath Telegram Provider B pexxrMe oTIpaBKH OJJHOPA30BBIX Mapouieil, B cekipn HacTpoitku

TCHEPAIUH OTHOPA30BOI0 Mapois:

e B mone [{nrHa 0qHOPA30BOTO MApOiIs YKAXKUTE, CKOIBKO CHMBOJIOB OyZIEeT COIepKaTh OAHOPA30BBII Mapob.

¢ B Hacrtpoiike [{udpsl ykaxkure, OyAeT Jin OHOPA30BbIi MapoJb COnEPkKAaTh HUQPHI.

¢ B nHactpoiike CTpovHbIC TATHHCKUE OYKBBI yKaXHUTeE, OYJeT JIU OJJHOPA30BBIA MapOoJb CONEPKATh CTPOUHBIE JTATHHCKHE
OYKBBI;

¢ B Hactpoiike [IponucHblie TaTHHCKIE OYKBBI YKaXHTE, Oy/IET JI OHOPA30BbII MAPOJIb COIEPIKATH TIPOITUCHBIC

JIJAaTUHCKHUE 6yKBI>I;

e B nactpoiike CriennaibHble CUMBOJIBI YKaXXUTE, OyAeT JIM OAHOPA30BbIil ApONIb COIEPIKATh CIICIUAILHBIE CUMBOJIBI.

9. ITpu HEOOXOAMMOCTH BBITTOIHHUTE CICTYFONIUEC HACTPOUKHU:

¥ Hacrpoiite padoty Telegram Provider yepe3 npoxcu

B cexuun Hactpoiiku 60Ta:

¢ B Hactpoiike Mcnonb3oBath nmpokcu Beibepute Ja. [1o ymonauanuto BeIOpano Hem.

e B none Axpec MpokcH yKakuTe aapec MPOKCU-CepBepa.
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¥ HacrpoiiTe 3amIuTy 0T ciama

MexaHM3M 3alIUTHl OT ClIaMa OCHOBAH Ha PacyueTe MPOLEHTA YCHEIIHbIX ayTeHTH(UKALINI OTHOCUTENILHO BCEX
OTITPABJICHHBIX COOOIIECHUH 3a YKa3aHHbBII HHTepBasl BpeMeHH. [Ipu 3ToM pacuer 3amyckaeTcs, TOJIBKO eClin

KOJIMYECTBO OTIIPABJICHHBIX COO6IJ.ICHI/II\/‘I MPEBBIMIACT KOJIUYCCTBO, 3aJaHHOC BaMU B HaCTpOﬁKe OKHO OIIEHKH.

[Tpu oOHapy)eHUH CrlaM-aTaKK JAalibHEHIIas OTIpaBKa COOOIICHUH OJIOKMPYETCs Ha 3aJaHHBII MIEPUOJ] BPEMEHH, a TIPU

TIOTIBITKE BXO/1a BO3HUKAET olnoOKa Potential spam attack detected.

OtnpaBka coo0IeHH BO30OHOBIISAETCS MO0 M0 UCTEYEHUH 33JAHHOTO TIEPHO/Ia, TUOO 10 JOCTHKECHUH

ONPEACIICHHOI'O KOJINYECTBA (B TIPOLICHTHOM OTHOHIeHI/II/I) YCIICHIHBIX ayTeHTI/I(I)I/IKaIIPIfI.

YT00BI HACTPOUTH 3aLIUTY OT CIIAMAa, BBIIOJIHUTE CIEAYIOIICE:

1. B Management Console B paznene Kondurypauus — AyTeHTH(GUKATOPbI BEIOEPUTE ayTEHTU(DHUKATOP.

2. B cexnun Hactpoiiku 3amuThI OT criaMa BBITTOJHUTE CIIEAYIOIIIEe HACTPOUKH:

® BKJIIOUUTC WM OTKJIFOUMUTE 3alllUTY OT CIlaMa;

e B 1osie OKHO OLCHKH ITOIIBITOK ayTeHTI/I(i)I/IKaI_II/II/I YKaXXUTEC, B TCUCHUEC KAaKOI'0 BPEMEHHU 6y)ICT BBIIIOJIHATBCA

PpacyeT MponcHTa YCIICIIHBIX ITOMBITOK BXOAa,

® B IIOJIC HOpOFOBOG OKHO IIOITBITOK ayTeHTI/I(I)I/IKaHI/II/I YKaXHUTEC, CKOJIBKO IOIIBITOK BXOJAa JOJKHO

IIPOU3BOAUTHCA 3a BPEMS, YKa3aHHOC B OKHE OLCHKH ITONBITOK ayTeHTI/I(l)I/IKaHI/II/I;

e B rone [IponeHT ycremHbIX TONBITOK ayTEHTU(UKALNH YKOKATE MHHUMAIBHBIN MPOLIEHT YCIIEIIHBIX

BXOHAOB OTHOCUTECJIbHO BCEX OTIPABICHHBIX COOGHIeHPIfI.

v Ilpumep

HaCTpOfIKa BKJIIOYUCHA CO CICAYIOUNINMHU 3HAYCHUAMU:

e OKHO OIICHKH NOTBITOK ayTeHTUHKanuu — 600
¢ [loporoBoe OKHO TOMBITOK ayTeHTU(GHKAIHH — 20

e [IpoIeHT yCHEIIHBIX MOMBITOK ayTeHTU(UKAIMNA — 85

3ammra oT criama BKJIFOUUTCS, eciiy pou3oiiieT 21 nmomnbiTka BXxoaa (otmnpasieHo 21 coobmenne). [Ipousoiiner

OsokupoBKa ayTeHTH(HKaTopa Ha 600 cexyH/I.
AyTteHTH()UKATOP Pa3OIOKUPYETCs B OHOM H3 CIyYacs:

® IIPOLCHT YyCICIIHbIX BXOA0B (HOHLSOB&TGJ’IL YCIICIIHO BBCII OI[HOpa3OBI;II>1 IapoJib u3 COO6III€HI/I$[) JOCTUTHET

3Ha4YeHus 85;

e Tponuto 600 cekyH1 ¢ MOMEHTA OJIOKHPOBKHL.
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() HHOOPMALHUSA

Co0bITHs JIoT-CcepBepa:
e 2090: OGHapy>xeHa IOTeHIaIbHAs claM-aTaka. OTIpaBKa COOOLIEHUH NIPHUOCTAHOBIEHA.

e 1118: OTnpaBka co0OIICHNH TTOJIL30BATENISIM BO3OOHOBIICHA.

Peructparus ayrentudukaropa

() DPUMEYAHHUE

IMpu perucTpanuu mpoBaiinepa MoIb30BaTeNb HOIYIHT 3aIIpoc HoMepa Tenedona u3 akkaynTta Telegram. Heobxoxmmo,
4TOOBI HOMED Tene(oHa MoIb30BaTellsl B KaTajIore MoIb30BaTellel MOTHOCTHIO COBIAAal U ObII OIHOTO opmara.

IMonnepxuBaeMble HOPMATEL: +7XXXXXXXXXX MITH 8XXXXXXXXXX.

1. OTkpoiite yar ¢ co3aanHbIM 00TOM. /It TOTO BBEIUTE B TOMCKOBOW CTPOKE MECCEH/DKEpa MMsI Balliero 6ora oo

nepeiaure mo ceplike u3 coodmenus BotFather.
2. Haxmure Start.
3. Beenure xomMaHny /register.
4. Beeaure Homep Tenedona akkayHra Telegram.

5. Ilpu ycnemHol peructpanuu ayTeHTH(GUKaTopa 0To0pasuTcs cooduenue Bl ObLiu YCnewno 3apecucmpuposaHbl.
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Indeed AM MFA Provider

Ipogaiinep Indeed AM Multi-factor authentication Provider (MFA) mo3BosisieT 3a1ath MoCIeI0BaTEIBHOCTD IPOBANHIEPOB B

LIETIOYKE MHOTO()AKTOPHOH ayTeHTU(UKAIIUH.
MFA Provider MoxeT ObITh HCIIOJIB30BaH JIJIsl Ay TCHTU(UKAIIUN B CJICTYFOLIHX MOJTYJISX:

¢ Windows Logon
e Linux Logon

e« NPS RADIUS Extension
Wnentudukarop npopaiiaepa

{070719BA-EB57-4EA8-BB4D-D15A33E7363D}

YcranoBka nipoBaiiepa

/\ BAXKHO

B undpacTpyKType ¢ HecKoIbkuMu cepBepamu Core Server ycTaHOBHTE MPOBaiiiep Ha KaKIOM U3 HUX.

Ha pabounx cranuusx ¢ Windows

Uto0bl yCTaHOBUTH MPOBAiiiep HA KIMEHTCKUX Pab0YMX CTAHIMSX C ONEPAMOHHON crucTeMoil Windows, BBITTOJTHHUTE CIIETYFOLTHE

JNCUCTBHS:

1. U3 nanku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM MFA Provider\Client\< Homep eepcuu> 3amycrute
naket IndeedID.MFA. Provider.msi.

2. Ecim nporpaMma YCTAaHOBKHU IIPEAJIara€T BhIIIOJIHUTD II€PE3arpy3Ky, NOATBEPAUTE JaHHOC HeﬁCTBHG. ITocne 3aBCPUICHUA

YCTQHOBKH MOXKET OTPeOOBaThCS Nepe3arpy3Kka CUCTEMBI.

Vnanenue/BoccTaHOBICHUE MPOLYKTA OCYIIECTRIISCTCS CTAaHIAPTHBIM Jutst oaepxkuBaeMbix OC criocoboM, uepes MeHto [Tanens

yIpaBICHUsL.

®aiinbl 11a0JI0HOB MOJIUTUK PACTIONOKeHbI B nanke /ndeed AM <uwomep eepcuu>\Misc\ADMX Templates.

Ha cepgepe ¢ Linux
[pogaiinep nobasisieTcs ¢ MOMOIIBIO MacTepa KoHdurypamun Ha mare Cxema xoctoB — [Ipoaiiepsl.

Ecnu tpeOyetcst no6aButh Telegram k cyniectytolei koHpurypamun Access Manager:

1. OTkpoiite MacTep KOHPHUTYpaIuu.
2. Ha mare Cxema xoctoB B pazzene [Iposaiinepst Beioepute Telegram.

3. Caenaiite pe3epBHYIO KOMHIO U nepeiaure Ha mar [IpuMeHeHre N3MEHEHHH.
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Hacrpotika nmposaiinepa
1. Yoenurecs, uto B core-server.docker-compose.yml B napamerpe volumes HE 3aKOMMEHTHUpPOBaHa CTPOKa ¢ auth-mfa.

2. B xondurypanuonnoM Qaiine am/core/app-settings.json B 0noxe PlatformCompatibility ansg mapamerpa Registry B

Tere "File": ykaxxuTe Ha3BaHMe (pailia, B KOTOPOM OyIyT MPOMUCHIBATHCS HACTpOHKu npoBaiinepa MFA. 3nauenue o

YMOYaHHIO server-registry.json. OcranbHbie mapaMeTpbl HE U3MEHSIMTE.
3. Otkpoiite Qaiin am/core/server-registryjson u 100aBbTe CTPOKU CO CIEIYIOIIUMH MapaMeTPaMHU:

* KeyName — MM KJItO4a B peeCTpe, HC U3MCHSTD;
e ValueName — MM 3HAUCHUS, MOKHO U3MEHSTH;
e StringValue — yka3aHue LIENOYKH MHOTO(DAKTOPHON ayTeHTU(DUKALINH;

e StringArrayValue — yka3aHue HAECHTH(HKATOPOB IIPOBAKIEPOB B LECHIOUKE.

IIpumep

“KeyName”: “HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Indeed-Id\\BSPs\\MFA”,
“ValueName”: “MFADeviceName”,
“StringValue”: “WP + STOTP”

}s
{
“KeyName”: “HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Indeed-Id\\BSPs\\MFA”,
“ValueName”: “BSPChain”,
“StringArrayValue”: [
“{CF189AF5-01C5-469D-A859-A8F2F41ED153}”,
“{OFA7FDB4-3652-4B55-B0C0-469A1E9D31F0}”
]
}

4. Coxpanure usMeHeHus B (hailiie U nepesamycTuTe KOHTEHHED ¢ IPUIOKCHUEM.

5. Ilepeiinure k HacTpoOKe LENOUKU MHOTO(AKTOPHOI ayTeHTU(UKALIIH.

/\ BAJKHO

TIpoBaiiiepb! Ieno4YKr MHOTO(GAKTOPHOU ayTeHTH()UKAIINK, YKa3aHHBIC B am/core/app-settings.json, NOIKHBI

coBIagaTrhb € HpOBaﬁHepaMH B I‘pyHHOBOﬁ IIOJIUTHUKE.
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¥ Cnucok noaep:xuBaeMblx nposaiisepos 11s Windows Logon

SMS OTP {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

Passcode {F696F05D-5466-42b4-BF52-21BEE1CB9529}
Software OTP {OFA7FDB4-3652-4B55-BOCO-469A1E9D31F0}
Windows Password {CF189AF5-01C5-469D-A859-A8F2F41ED153}
Indeed Key {DEEFOCB8-AD2F-4B89-964A-B6C7ECA80C68}
Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}
Secured TOTP {F15FD7EC-19EA-4384-846E-A2DOBE149FA2}

¥ Cnucok noajaep:xuBaemMbix npoaiinepos 1Js1 FreeRadius Extension

Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}
Hardware TOTP {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E6OCAQDS}
Secured TOTP {F15FD7EC-19EA-4384-846E-A2DOBE149FA2}
Software TOTP {@FA7FDB4-3652-4B55-B0OCO-469A1E9D31F0}
Windows Password {CF189AF5-01C5-469D-A859-A8F2F41ED153}
Passcode {F696F@5D-5466-42b4-BF52-21BEE1CB9529}

¥ Cnucok nojajaep:xuBaeMbIx nposaiiiepos s Linux Logon

Secured TOTP {F15FD7EC-19EA-4384-846E-A2DOBE149FA2}
Software TOTP {@FA7FDB4-3652-4B55-B0CO-469A1E9D31F0}
Windows Password {CF189AF5-01C5-469D-A859-A8F2F41ED153}
Passcode {F696F05D-5466-42b4-BF52-21BEE1CB9529}

[Tpumep ayreHTUUKAIIN

B npumepe ucnons3yercst komnoneHT Indeed AM Windows Logon u niertouka nposaiinepos Indeed AM Passcode + Indeed AM
SMS OTP.

Urto0bI BEIMOIHUTE BX0J ¢ TomMotbio MFA Provider, BeimonHuTe clieaytolee:

1. BeibepuTte npogaiinep ayreHtudukann MHorodakropHas ayTeHTH)HKALIUS.

342



Bxoa B Windows 'NDEED@

Admin-Indeed (NDEED WA dmin-Indeed)
Airkey

= MHOrodakTopHaa ayvTeHTHgMEALIMA

COHopazoBRIA Napons (Google Authenticator)

COOoHopaIoBsIi Napons (Google Authenticator + PIR)

QOOHOpAZ0BLIA Napons (SMS OTF)

Marnne

R OTmeHa

2. BBG,HI/ITG JaHHBIC TJI [IEPBOTO npOBaI‘/mepa B IICIIOYKE.

Bxoa B Windows 'NDEED@

Admin-Indeed (INDEEDWAdmin-Indeed)

BeeawTe Nnaponk Fasscode

Jodk Kk

00000000| BXD,.'J,

CMeHMTE cnocob Exoas
Er  OTMEHS

3. BBGHI/ITG JaHHBIC TJIST BTOPOTO HpOBai/'II[Epa B ICIIOYKE U BBIITOJIHUTC BXO.
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Bxoa B Windows 'NDEED@

Admin-Indeed (INDEEDWAdmin-Indeed)

EeegWTe 0OHOPAZ0BEIA NAp0NE, NONYHEHHEIR B SMS

[T YY) BXD,.'J,

CWEHWTE cnocof Bxoaa

ErM OTMEHE

Hacrpoiika B Management Console

Jns nactpoitku MFA B Management Console niepeiiaute B pasnen Kondurypanust — AyTeHTH(OUKATOPHI U BEIOSpHUTE

aytentudukarop Multi-factor authentication.

IIpaBa noctyna

Yt005I BbIAATh WJIM OTO3BATh IIpaBa Ha UCIIOJIb30BAHUEC ayTeHTI/I(bI/IKaTOpa, BBITTIOJIHUTE CIICAYIOIICC:

1. ITepeiinute B cexiuio OCHOBHBIE HACTPOMKH.

2. B HacTpoiike 3anpeTuTh UCHOIb30BATh YKAXKUTE, MOJKET JIM MIOJIb30BATENb UCIIOJIb30BATh MJIH PETUCTPUPOBATH BEIOPAHHBIN

ayTeHTH(HUKATOP.

broxuposka ayrenTH(HKaTOpa

Yt00BI 336J’IOKI/Ip0BaTI> ayTeHTI/I(bI/IKaTOp, B CCKIIUH HaCTpOfIKPI 6J'IOKI/IpOBKI/I ayTeHTI/I(l)I/IKaTopa BBIIIOJIHUTE CJICAYHOIINC

HACTPOWKH:

1. Pa3pemmre ninu 3a06nokupyiite ucroiab3oBanne MFA B ciydae cepuy HeyIauHbIX ITONBITOK ay TeHTU(QHUKALHH.

2. B mone KonmuuecTBo MOMBITOK ayTeHTH(OUKALUH 10 OJIOKUPOBKH YKXKUTE, CKOIBKO pa3 MoJIb30BaTeh MOKET COBEPIIUTD
HEYJa4HYI0 ayTeHTU(UKAIHIO 10 OJIOKUPOBKH CrIOC00a ayTCHTHU(HUKALINH.

3. B none Copoc cueTunka OIOKUPOBKH YKAKUTE, CKOJILKO MUHYT JIOJDKHO TIPOUTH MOCIIC HEYIAuHON TTOTIBITKH
AyTCHTU(PHUKALINH, [TPEXK/IE YeM COPOCUTCS CUETUHK.

4. B none TaiimayT 10 pa30I0KUPOBKU CIIOCO0A BXOJA YKAXKUTE, UEPE3 CKOIBKO MUHYT 3a0JI0KUPOBAHHBIN c110CO0

ayTeHTU(HUKALMN CTAaHET BHOBD JOCTYITHBIM.
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Indeed AM Express Provider

Indeed AM Express Provider npennasxadeH Juist ayTeHTH(OUKAIIMT OJIB30BaTENei Yepe3 push-yBeoMIICHUS B MECCEHIKEpE
eXpress. [Iponecc ayTeHTH()HKANN BBRIVIAANT CASAYIONMM 00pa3oM: 60T OTIIPABISIET 3alpoC Ha MOATBEPKICHHE BXOA B

MIPUIIOKEHHE-MECCEHKED, TIIE TOJIb30BATENb MOJKET MOATBEPIUTH WIA OTKIOHHUTH MOMBITKY BXO/A.
Jlnsg ycraHoBkM M HacTpoiiku Express Provider HE0OX0qMMBI CIeyOIIME KOMITOHEHTBI:

e Express Service — BeO-cepBep, BBITOIHSIONINI pOJib TIPOKCH Mexay Access Manager u Express Bot

o Express Bot — Be06-cepBep s B3anmopeiictBus ¢ Express Service u Mmeccenmkepom eXpress (CTS)
Express Provider MoxeT ObITh UCIIONIb30BAH JJISl Ay TEHTU(UKAIIMN B CICTYFOIUX MOIYJISIX:

¢ Identity Provider

e LDAP Proxy

Wnentudukarop npopaiaepa

{EC5B9E55-CF50-43D8-BAC8-19ECDC2B2BE7}

YcTaHOBKa U HaCTpOMKa Iposaiiiepa

/\  BAXKHO
B undpactpykrype ¢ Heckonskumu cepBepamu Core Server yCTaHOBUTE IPOBaiep Ha KaXJOM U3 HUX.
Jlns koppekTHO# paboThl poBaiigepa Express yoeauTech, 4To0 yCTaHOBIICH TOJIBKO OMH 3K3eMILIsip Express Service, naxe

€CIIH B HH(PACTPYKType UCTIONB3YeTCsl HeCKOIIbKO cepBepoB Core Server.

[penBapurenbHbIe TpeOOBAHMS

Iepen ycranoBkoii u Hactpoiikoii Indeed AM Express Provider yoenurecs, uro:

e Hacrpoena unrerpauus ¢ Corporate Transport Server (CTS) u coznan 6ot B CTS

e VYV nojnb3oBares YKa3zaH email B KaTayore noj»b30BaTejIcii — MOKMCK MOJIb30BATEIIs JUISL perucTpanu Nporu3BOAUTCA 110 email

Hacrpolika nepeMeHHBIX OKPY>KEHUS

BHecure usmeHnenus B MEPEMEHHBIX OKPYKCHUSA B 3aBUCUMOCTU OT TOTO, I'I€ BbI IIJIAHUPYETC YCTAHOBUTH EXpI'CSS Service.

Ha oagnom xocte ¢ Core Server
1. Otkpoiire daiin am/.env.

2. B nepemennoif COMPOSE_PROFILES 100aBbTe 3HaUEHHSI express,express-service,express-bot.

3. B nepemennoit COMPOSE_FILE nobGaBbre 3HaueHus express-bot.docker-compose.yml u express-

service.docker-compose.yml.
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4. CoxpaHUTe U3MEHEHUSI.

Ha otnesbHOM X0CTE

Ha xocte ¢ Core Server:

1. Otkpoiire daiin am/.env.
2. B nepemennoii COMPOSE_PROFILES n00aBbTe 3HAYECHUE eXpress .

3. CoxpaHure U3MEHEHHUS.
Ha xocre ¢ Express Service:

1. Otkpoiire daiin am/.env.
2. B nepemennoit COMPOSE_PROFILES no0aBbTe 3HaUeHUs express-service,express-bot.

3. B mepemennoii COMPOSE_FILE no0aBbTe 3HaueHus express-bot.docker-compose.yml u express-

service.docker-compose.yml.

4. CoxpaHuTe U3MEHEHUS.

Hacrpoiika Core Server
1. Ha xocte ¢ Core Server oTkpoiiTe daiin core-server.docker-compose.yml.

2. B cexunu depends_on pacKOMMEHTUPYHTE CTPOKH:

# auth-express:

# condition: service_completed_successfully
3. B cexuuu volumes pacKOMMEHTUPYHTE ClIETyIOIIUE CTPOKH:

# - auth-express:/opt/Indeed-Id/Providers/.net/Express:ro,Z

# - ./ssl/client/express-
client.pfx:/tmp/am_user/.dotnet/corefx/cryptography/x569stores/my/express -
client.pfx:ro,Z

4. PacCKOMMEHTHPYWUTE BCIO CEKIINIO:
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auth-express:
container_name: auth-express
image: nexus.indeed-id.hq:5056/am/core-server/auth/express:${TAG}
profiles:
- express
extends:
file: common-services.docker-compose.yml
service: auth-provider-base

volumes :

HOR OH OB R OB OB R OB R

- auth-express:/opt/Indeed-Id/Providers/.net/Express:ro
5. B cnenyromeil nanee cekind volumes packOMMEHTUPYHUTE CTPOKY:
# auth-express:

6. CoxpaHure U3MEHEHHUS.

3arpyska Docker-o6pazoB
3arpysute Docker-o0pasel Express u3 nuctpudytusa:

cd am_images

for f in express*.tar.gz; do docker load -i "$f"; done

['enepartust ciry>keOHBIX CEpTU(PHUKATOB

Co3snaiite ciykeOHbIe CepTU(GHKATEI IS 3aAIIUTHl KOMMYHHKAIIMN MEX/IY KOMIOHEHTaMH.

(D) NPHUMEYAHME

Ipu ycTaHOBKE KOMITOHEHTOB Ha Pa3HBIX XOCTaX YOeqUTECh, YTO HEOOXOIUMBIEe CepTH(HHKATHI pa3MEIIeHBI Ha KaXIOM XOCTe

COIVIACHO MHCTPYKILHH.
1. UroOb! creHepupoBath ceprudukar Express Service, 3amycTure ciaeayrouii ckpunt Ha xocte ¢ Express Service:

bash ./generateExpressCert.sh

Pesynsrar:

e Cospnaercs ceprudukar am/ssl/client/express-client.pfx. Otneuarok cepruukara aBTOMaTHYECKH MOACTABISICTCS B

koH(purypanmonusiii Gaiin Express Service app-settings.json.
e I'eHepupyercs IpUBATHEIN KIII0Y express.key H oTobpaxaercs orrnedarok ceprudukara. CoxpaHUTe OTIEYaTOK —

OH NOHa00uTCs IpH HacTpolike mposaiinepa B Management Console.

ITocne renepanuu:
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1. loGaBete express-client.pfx na xoct ¢ Core Server B Karajior am/ssl/client

2. lo6aBkTe express-client.pfx Ha xoct ¢ Express Bot B katanor am/ssl/client.

2. Ha xocTe, rae mnanupyercs ycranoBka Express Bot, 3anmyctute cnenyromnuii Ckpumnt:

bash ./generateExpressBotCert.sh

Pesynprar:

o B xaranore /am/ssl/client co3naroTcs cepTuUKaThl express-bot-client-key.pem, express-bot-client.pem, express-bot-

client.pfx.
Ceprudukarsl express-bot-client-key.pem n express-bot-client.pem nonano0stces npu Hactpoiike 6ora B CTS.
¢ T'eHepupyeTcs IpHUBATHBIN KIIFOY express-bot.key 1 oToOpakaeTcs OTHEUaToOK cepTu(HKaTa.

[Tocne renepanuu:

1. VkaxxuTe orneyarok ceprudukara B KoHGUrypamnonHom Qaiine Express Service app-settings.json B CeKIIUN

Bot:Connection:ClientCertificateThumbprint.

2. No6aBbTe ceprudukar express-bot-client.pfx Ha xoct ¢ Express Service B karanor am/ssl/client.

3. Ha xocte ¢ Core Server 3amyCTUTe CJIELyIOMNI CKPUIT:

bash ./generateCoreCert.sh

Pe3ynbrar: reHepupyeTcs KIMEHTCKUH cepTuduKaT, KOTOpbIil aBTOMaTHUECKH 100ABIISIETCS] B KOH(PUIYpallMOHHBIH (haiin

Core Server.

Ilocne TCHEpaluu:

1. YkaxwuTe 0TIe9aToK ceprudukara B KoH(GHUrypannoHHoM ¢aiine Express Service app-settings.json B cekum

AuthenticationServer:ClientCertificate.

2. JloGaBbTe KIMEHTCKU cepTudukar Ha XocT ¢ Express Service B karanor am/ssl/client.

4. Ha xocrax ¢ Express Service u Express Bot crenepupyiitre HTTPS-ceprudukarsl KOHTEHHEPOB [Tl HCTIOJIb30BAHUS BHYTPU

cetu Docker:

bash ./generateHttpsCerts.sh

Pesynbrar: B koHGUrYypaoHHBIX (aiinax Express Service u Express Bot aBromatiuecky 3amoaHseTcs HoJie

Server:Certificates.

[Tocne renepannu: B napamerpe Bot:Connection:ServerCertificateThumbprint ykaxure oTmeyaTok

cepTu(duKaTa reverse_proxy_server.pem.

5. Ha xocrax ¢ Core Server, Express Service u Express Bot crenepupyiite cepTuukarsl, KOTOpbIM OyayT ZOBEPSTH

KOHTEHWHEPHI:
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sudo bash ./prepareCaFile.sh

Pesynbrar: coznarorcst ceprudukarsl am/ssl/ca/trusted_ca.crt, KOTOpbIE COJEPIKAT CITUCOK BCEX JIOOABICHHBIX B am/ssl/ca
cepTu(hUKaToB OTKpHITOro Kitoua. Ceprudukar trusted ca.crt, monydeHHbli Ha xocte ¢ Express Bot, motpedyercs s

Hactpoiiku 6ota B CTS.

() NPUMEYAHME

Ipn n3MeHeHnH cocTaBa Karauora am/ssl/ca nepesamyctute ckpunt prepareCalile.sh.

Hacrpotika 6ota B CTS

1. Cospaiite 60ota B CTS.

2. Jlo6aBbTE CepTH(UKATHI:

e trusted ca — nepconaneHeiil SSL CA-ceprudukar BotX
e express-bot-client-key.pem — kauenTckuil SSL npuBaTHbIi Kiarod BotX
e express-bot-client.pem — kmuentckuii SSL ceprudukar BotX

3. Coxpanure ID 6ota u CexpeTHbIil KIIIO4 — OHM NMOHAA005TCs U1 HacTpoiiku Express Bot.

Hactpoiika HAProxy

Ha xocte ¢ Express Service:
1. OTkpoiite Qaiin haproxy.cfg.

1. PackommenTupyiite:

e cTpoKy # acl path-express-service path_beg -i /am/services/express
e cTpoKy # use_backend Express_Service_Backend if path-express-service
e cekuuio # Express_Service_Backend

2. B 6moxe FrontendHTTPs B cTpoke ¢ http-request reject unless moGassTe: || path-express-service.

2. Otkpoiite ¢aiin haproxy.docker-compose.yml u packomeHTHpYiiTe: # - express-service # Uncomment if you

need an Express Service.
3. CoxpaHHTe U3MEHEHUSI.
Ha xocte ¢ Express Bot:
1. OTkpoiite daiin haproxy.cfg.

1. PackommenTupyiite:

* cTpoKy # aacl path-express-bot path_beg -i /am/bots/express
e cTpoKy # use_backend Express_Bot_Backend if path-express-bot
e cekuuio # Express_Bot_Backend

2. B 6noke FrontendHTTPs B ctpoke ¢ http-request reject unless mobasbre: || path-express-bot.
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2. Orxpoiire Qaiin haproxy.docker-compose.yml u packomentupyiite: # - express-bot # Uncomment if you need

an Express Bot.

3. CoxpaHure U3MEHEHHS.

Hacrpoiika Express Service

1. OTkpoiite Qaiin express-service/app-settings.json.

2. B cexuum ExpressService yKaxure:

e TrustedId — NIPOW3BONBHEIN YHUKAIBHBIH HACHTH(HHUKATOD

3. B cexunn AuthenticationServer:
e ServiceAccountName — ums cepBucHOro nosbs3oBarels (B popmare PrincipalName) ¢ nmpaBamu riio6aisHOTO

agMuHHECTpaTopa Access Manager, 0T IMEHH KOTOPOTO Oy/IyT PerHCTPHPOBATHCS Ay TCHTH()HKATOPEI
* ServiceAccountPassword — Mapoib CEPBHCHOTO MONb30BATENS

e TrustedId — IPOM3BOIBHBIN YHHUKAIBHBIH HACHTHHHKATOP

4. B cexuum Bot ykaxure:
e URL — URL-aapec Express Bot (nanpumep, https://express-bot.com/am/bots/express)
e TrustedId — NpOW3BOJBLHBII YHUKAIBHBIH HACHTHPHUKATOP

5. CoxpaHure U3MEHEHHS.
Hacrpoiika Docker Compose anst Express Service:

1. OTkpoiite Qaiin express-service.docker-compose.yml.

2. PacKOMMEHTHPYHTE CTPOKU:

# ./ssl/client/core-
client.pfx:/tmp/am_user/.dotnet/corefx/cryptography/x569stores/my/core-client.pfx:ro,Z
# ./ssl/client/express-bot-
client.pfx:/tmp/am_user/.dotnet/corefx/cryptography/x569stores/my/express-bot-
client.pfx:ro,Z

3. CoxpaHuTe N3MEHEHUSI.
Hacrpoiika Express Bot

(D) NPHUMEYAHME

VYoemurech, 9To cucTeMHOE BpeMs Ha XocTax ¢ Express Bot u CTS cuHXpOHH3MpPOBaHO.

1. OTkpoiite daiin express-bot/app-settings.json.
2. B cexnyn ExpressBot ykaxwure:

e TrustedId — ToT ke uaeHTU(UKATOP, YTO yKa3aH B kKoH(purypanuu Express Service B napamerpe Bot:TrustedId
3. B cexunn ExpressService:

e URL — URL-anpec Express Service (Hanpumep, https://express-service.com/am/services/express)

¢ TrustedId — TOT e UISHTU(HKATOP, YTO YKa3aH B KoHuUrypamuu Express Service B mapameTpe

ExpressService:TrustedId
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4. B cexuuu Bots ykaxwure:

e BotId — uaenrudukarop 6ora uz CTS
e CtsUrl — URL-agpec CTS
e SecretKey — cekperHslii kimtod 6ota u3 CTS

5. CoxpaHuTe N3MEHEHUS.
Hacrpoiika Docker Compose st Express Bot:

1. Otkpoiite daitn express-bot.docker-compose.yml.

2. PackoMMeHTHPYHTE CTPOKY:

# ./ssl/client/express-client.pfx:/ssl/express-client.pfx:ro,Z

3. CoxpaHure U3MEHEHHUS.

Hactpoiika B Management Console

Jlns Hactpoiiku Express Provider B Management Console niepeiinute B paznen Kondurypanus — AyTeHTHPHUKATOPBI U BEIOCPUTE

ayreHTuduxarop Express.

OCHOBHBIE HACTPONKH

B cexuuu OCHOBHBIE HACTPOHKH YKaXKUTE CJIEIYIOINE TapaMeTphl:

1. HoBepennsiii ID Access Manager — ykaxuTe JIOBEpEHHBIH WACHTH(PHUKATOP U3 KOHPHUryparmoHHoro ¢aiina Express Service,
napamerp AuthenticationServer:TrustedId.

2. OTreyaTox KIMEHTCKOTO cepTH(HIKATa — YKaXKUTE OTIEUaTOK CepTH(HKATA, TOIYICHHBIH IIPH BBIMOTHEHNH CKPHTITA
generateExpressCert.sh.

3. URL-anpec Express Service — ykaxute URL-anpec Express Service (manpumep, https://express-
service.com/am/services/express).

4. Tosepennslii ID — ykaxxute 10BepeHHbINH HaeHTH(UKaTOp U3 KoH(UrypanuonHoro daiina Express Service, napamerp
ExpressService:TrustedId.

5. OTrnevaTrok CepBEpHOro cepTuduKaTa — yKaKHUTe OTIEUYAaTOK CEPBEPHOro cepTuduKaTa, eciau TpedyeTcs: TOMONHUTENbHAas

IIpOBEpPKa.

IIpaBa noctyna

Yt00BI BbIJaTh WM OTO3BaTh IIpaBa Ha WCIIOJIb30BAHNEC ayTeHTI/I(i)I/IKaTopaZ

1. B cexiun OcHOBHBIE HACTPONKU:
e B HacTpolike 3apeTuTh UCIIOIb30BATh YKAXKUTE, MOKET JIU I0JIb30BATENb HCIIONIb30BaTh WU PETUCTPUPOBATh

BBIOpaHHBIN ayTEeHTU(HHUKATOP.

2. B cexmuu [locTynHbIe TIOIH30BATENIO IEHCTBUS:
¢ B Hacrtpoiike Perucrpaiins HOBbIX ayTeHTU(UKATOPOB YKAXKUTE, MOXKET JIM MOJIB30BATENIb PErHCTPUPOBAT HOBBIC
ayTeHTU(HUKATOPBHI.
¢ B Hactpoiike PeakTupoBaHie UMEIOLIMXCS Ay TCHTH(PUKATOPOB YKAXKHUTE, MOXKET JIM TI0JIb30BATE/Ib U3MCHSThH

3apEeruCTPUPOBAHHBIE Ay TEHTHU()UKATOPLI.
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e B HaCTpOﬁKe Yz:aneHI/Ie HUMCHOLIUXCA ayTeHTPI(l)PIKaTOpOB YKaXXUTC, MOXKCET JIK ITOJIB30BATC/Ib YAAIATH

3aperUCTPUPOBAHHBIC ayTCHTH()UKATOPHI.
brnokupoBka ayrenTH(uKaTopa
Uto0bl HACTPOUTH OJIOKMPOBKY ayTeHTU(UKATOpA, B ceKIur HacTpoliku O1I0KHPOBKH ayTeHTH(HUKATOpA:

1. Pa3pemmre nim 3a00KUpyHTe UCTIONBb30BaHUe EXpress B ciiydae cepuu HeylTauHbIX MOMBITOK ay TeHTU()HUKAIHH.

2. B mointe KonmmaecTBO MONBITOK ayTeHTI/I(bI/IKaHI/II/I 10 6J'IOKI/IpOBKI/I YKaXXHUTE, CKOJIBKO pa3 MOJIb30BATCIb MOXET COBECPIIUTH

HEyJIa4HYI0 ayTeHTU(PHUKALNIO 10 OJIOKMPOBKH Crioco0a ayTeHTH()UKAIIH.

3. B nmone COpoc cueTunka OIOKUPOBKH YKAKUTE, CKOJILKO MUHYT JIOJDKHO TIPOUTH MOCIIC HEYTAuHON TTOBITKH

AyTCHTU(PHUKALIUY TTepes] COPOCOM CUETUHKA.

4. B none TaiimayT 10 pa30IOKHPOBKH criocoba BXOJa YKaKHTE, 4epe3 CKOIBKO MUHYT 3a0JIOKHPOBaHHBIH CIIOC00

ayTeHTU(HUKAIIN CTAaHET CHOBA JIOCTYITHBIM.

Peructpanus ayrentudukaropa B 60Te

st ucnonp3oBanust Express monbp3oBarelns JOIDKEH 3aperucTpUpoBaTh ayTeHTH(uKarop B 6ore:

1. OTKpoiiTe MecceHKep U HailiuTe 60Ta 10 HMEHH, KOTOPOE Bbl yKa3biBaiu 1pu co3nanuu B CTS.
2. Hasxxmute xknonky HavyaTs unn otnpaBere koManny /register.
3. Touck mosk30Batelist MPOU3BOAUTCS MO email U3 Karajgora mojab30BareieH.

4. CnenyiiTe MHCTPYKIMAM OOTa JIJIsl 3aBEPILICHHS PETHCTPALINH.

[Moce peructpalii MOIB30BATENIb CMOXKET MOATBEPKAATH TOTBITKA BX0O/Ia Yepe3 push-yBeroMIIeHHsT B MECCEHKEpE.

[IpoBepka cocTosiHUs cepBepa

Jliist npoBepKu pabouero coCcTosHUS cepBepa B kKoHTeiHepe Docker ucnosnb3yiite meton Healthcheck:
Express Service

/am/services/express/healthcheck/isHealthy

Express Bot

/am/bots/express/healthcheck/isHealthy
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Indeed AM IronLogic Z2 USB Provider

Indeed AM IronLogic Z2 USB Provider HeoOxomuM Juist ayTeHTH(GUKAIIUN OJIB30BaTeNell ¢ MPIMEHEHHEM CUNTHIBaTeNei

IronLogic.

/\ BAXKHO

Jnst KoppeKkTHOH paboThI poBaiiaepa TpedyeTcs cuenuaan3upoBanHas Bepcus cauthiBarens [ronLogic Z2 USB (mox.

Indeed). Pabora npyrux Bepcuii Z2 USB ¢ Indeed Access Manager He rapaHTUpOBaHa.

HO)IpO6HyI-O I/IHq)OpMaI_[I/IIO O CUUTBIBATCIIAX U METKax II‘OHLOgiC BbI MOXKCTC IMOJIYYUTHh Ha caiTe KOMITaHUHU-TIPOU3BOAUTCIIA.

() MNPUMEYAHME

Indeed AM IronLogic Z2 USB Provider nogiep:xuBaercst B CIIYIOIIX MOTYJISIX:

e Linux Logon

e Windows Logon

Wnentnduxarop nposaiinepa

Z2 USB {CB5109DA-B575-422C-8805-524FE12B0O2F5}

YcTaHoBKa rpoBanaepa

Ha cepgepe ¢ Linux

Ipogaiinep IronLogic Z2 USB noGarnseTcst ¢ MOMOIIIBIO MacTepa KoHpUrypaimu Ha mare Cxema xoctoB — [IpoBaiiiepsl.

Ecnu tpedyercst nob6asuts Z2 USB k cymiectByromieit konpuryparun Access Manager:

1. OTkpoiite MacTep KOHPHUTYpaLUH.
2. Ha mare Cxema xoctoB B pazzene [Iposaiineps! Beioepure Z2 USB.

3. Caenaiite pe3epBHYIO KOTHIO U nepeigure Ha mar [I[puMeHeHre N3MEHEHHIA.

Ha pa6ouux crannusix ¢ Windows

Uto0bl yCTaHOBUTH MPOBaiiiep Ha KIMEHTCKUX paboYrX CTAHIHSIX C ONEepallMOHHON crucTeMol Windows, BBITTOTHUTE

CIENyIOUIHe AeHCTBHS:

1. U3 nanku Indeed AM <Homep sepcuu>\Indeed AM Providers\Indeed AM IronLogic Z2USB Provider\<Homep eéepcuu>

3anycrute naker IndeedID.IronLogic.Z2USB. Provider-<uomep eepcuu>.<paspsOHoCms™>.ru-ru.msi.

353


https://ironlogic.ru/il_new.nsf/htm/ru_home

2. Ecin [porpaMMa yCTaHOBKH IIp€JIaracT BbIIIOJHUTD IIEpPE3arpy3Ky, HOATBEPANUTEC JaHHOC HeﬁCTBHG. Tlocne 3aBCPUICHU

YCTAHOBKH MOXET IOTPeOOBaThCS Mepe3arpy3Kka CUCTEMBL.

Vranenue/BoccTaHoBIICHHE MPOYKTa OCYIIECTBISICTCS CTAHAPTHBIM JUis TiofaepkuBaecMbix OC criocoOoM, uepes MEHIO

Ilanens YyHpaBJICHUS.

®aiinbl 11120JI0HOB MOJIUTUK PACTIONOKEHBI B nanke ndeed AM <unomep eepcuu>\Misc\ADMX Templates.

Hacrpoiika B Management Console

Jlns Hactpoiiku IronLogic Z2 USB B Management Console niepeiiaute B pasnen Konpurypanus — AyTeHTH(DUKATOPBI U

BbeIOepuTe ayrentuduxarop RFID kapra.

MakcuMalibHOE KOITMYECTBO aYTeHTI/I(I)I/IKaTOpOB

B cexiun OcHOBHBIC HACTPOHKH B 1ojie MakCHMMaIbHOE KOJMYECTBO 3a/1aliTe MAKCUMAJIBHOE KOJIMYECTBO ayTEHTH(UKATOPOB ISt

II0JIB30BaTCIIA.

IIpaBa noctyna

UrtoObI BBIIATh MIIK OTO3BATh MpaBa Ha MCIIOJIb30BAaHUE Ay TCHTU(PHUKATOPA, BBIIIOJIHUTE CICAYIOLICE:

1. B cexnpn OCHOBHBIE HACTPOMKH BBITIOIIHUTE CJICIYIOIINE HACTPOUKH:
e B Hacrpoiike 3anpeTuTh UCI0Ib30BaTh YKAKUTE, MOXKET JIM [10JIb30BaTEIb HCII0Ib30BaTh WIH PETUCTPUPOBATH

BBIOpaHHBIN ayTEeHTU(HHUKATOP.

2. B cexmuu JlocTymHbIe TOTB30BATENIO ICWCTBUS BEITIOTHATE CIEAYIOIINE HACTPOUKH:
¢ B nactpoiike Perucrparys HOBbIX ayTCHTU(PUKATOPOB YKaKUTE, MOXKET JIU [10JIb30BATEb PETUCTPUPOBATH HOBBIE

ayTEHTU(HUKATOPHI.

e B nactpoiike PenaktupoBanne HMEIONMXCS Ay TEHTH(OUKATOPOB YKAKHUTE, MOJKET JIU MTOJIb30BATETb U3MEHSTD YKe

3aperuCTprupOBaHHBIC ayTeHTI/I(i)I/IKaTOpLI.

e B nHacTpoiike YianeHue UMEIOIUXCs ay TCHTU(PHUKATOPOB YKaKUTE, MOXKET JIU TTOJIb30BATEINb YIAIATh YiKe

3aperuCTpupOBaHHBIC ayTCHTI/Iq)I/IKaTopLI.

¢ B nactpoiike Pa3peimurs peakTupoBaHie KOMMEHTapUsl K ayTECHTU(PUKATOPY YKaXKUTE, B KAKO MOMEHT I10JIb30BaTellb

MOYKET PEIaKTHPOBATh KOMMEHTAPHH K YK€ 3apErCTPHPOBAHHBIM ayTEHTH(UKATOPAM.

brokupoBka ayrenTrduKaTtopa

YT00BI 320I0KMPOBATH ayTEHTU(HHUKATOP, B CeKIMU HacTpoiku OIOKHPOBKHU ayTeHTH(UKATOPA BBITOIHUTE CISIYIOINE

HACTPOUKU:

1. Pazpemmmure wu 3a0nokupyite ncnonb3oBanue Z2 USB B ciyuae cepun HeyIa4HbIX MOMBITOK ay TEHTH()UKAIHH.

2. B mone KonnuecTBo NONBITOK ayTEHTH(UKALUK A0 OJIOKUPOBKH YKKUTE, CKOIBKO pa3 MOJIb30BaTeIb MOKET COBEPIIUTD

HCYNAaYHYTO ayTeHTI/I(bI/IKaIII/IIO J10 6J'IOKI/Ip0BKI/I criocoba ayTeHTI/I(I)I/IKaL[I/II/I.

3. B none Copoc cueTunka OIOKMPOBKU YKaKUTE, CKOJIBKO MUHYT JOJDKHO MPOMTH Mocie HeylayHOM HOMIBITKH

ayTeHTI/I(bI/IKaHI/II/I, MMpexKIAC UEM C6])OCI/ITC$I CUCTYHUK.

4. B mone TaiimayT 10 pa30JIOKHPOBKH CIIOCO0a BXOJA YKAKHTE, Yepe3 CKOIBKO MUHYT 3a0JIOKUPOBAaHHEIN CIIOCO0

ayTeHTl/Iq)I/IKaU,I/Il/I CTaHCT BHOBb JOCTYIIHBIM.
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() JONOJHUTEIBHBIE HACTPOUKH

YToObI ONPEACTUTh MOBEICHHE MPH U3BICUCHHH CMapT-KapThl, HACTPOUTH TaiiMayT BBHIMOJHEHUS ACHCTBUS MTPU H3BICUCHUN
CMapT-KapThl U yKa3aTh (hopMaT XpaHeHHs WACHTH(PHUKATOPOB KapT B 6a3e nanHbIx Indeed AM, nepeiimure B paszen ¢

HacTpoiKaMu IpyInoBbIx noautuk mis IronLogic Z2USB Provider.



AJIMUHHCTPATUBHBIC 11A0JIOHBI IPYIIOBBIX
otk (ADMX)

B stoM pasaene onucansl HacTpoiiku komnoHeHTos Indeed Access Manager, KOTOpbIE 33al0TCS C IOMOILBIO IPYIIIOBBIX IOJIUTHK

Microsoft.

() MNPUMEYAHHE

IMepen HaCTPOIKO TPYMIIOBBIX MOIUTHK H00aBbTe MIa0I0HBI MOMUTHK Indeed AM B clICOK aIMHHUCTPATHBHBIX MIA0IOHOB.

®aiinpl 1a0J0HOB MOJIUTUK BXOAAT B cocTaB nuctpulyrusa Indeed AM u pacnionoxens! B nanke Misc\ADMX Templates.

JleficTBUE MOTUTUKY NPEICTABISACT U3 cedsl 100aBICHUE ONIPEAEIEHHBIX KIIIOUeH B PeecTp, TP HEOOXOAUMOCTH 3HAYCHUS

MOJIUTHUK MOXKHO H06aBI/ITI> B pE€ECTpP BPYUIHYIO. HpI/I Z[O6aBJ'ICHI/II/I BPYYHYIO cozaiite HEAOCTAOIINE pa3aciibl peecTpa.

JloGaBiieHre aIMIHUCTPATUBHBIX IIA0JIOHOB

1. Cxonmpyiite (aiinsl mabaoHoB rpynnoBbiX NOMUTUK U3 C:\Indeed\Indeed AM <nomep séepcuu>\Misc\ADMX Templates B

OJIHY U3 CJIICAYIOIIHUX ITaIlOK:

o C:\Windows\PolicyDefinitions — nokanbHoe xpanumuiie ADMX-¢aiinos.

o C:\Windows\SYSVOL\sysvol\indeed.local\Policies\PolicyDefinitions — xpannnuiie ADMX-daiiioB Ha KOHTpoJIepe

JOMCHAa.

Ecnu nanka PolicyDefinitions OTCyTCTBYET, CO3/1aliTe €e.
2. Cronupyiite daiin IndeedID.BaseFile.admx u Bce HeoOxonnmbie ADMX-daiinet B nanky \PolicyDefinitions.

3. Cxonupyiite daiin IndeedID.BaseFile.adml u Bce ADML-daiinsl, ananorndubsie ckonmupoBanHbiM ADMX-(aiinam, u3 nanku

\Indeed AM <nomep sepcuu>\Misc\GroupPolicyTemplates\<en-US unu ru-RU> B 0JiHy U3 CIEIYIOUIMX MAIIOK:

o \PolicyDefinitions\en-US — 1uis aHIJIOA3BIYHON JIOKAJIU3AIMH CEPBEPa

o \PolicyDefinitions\ru-RU — nist pycCKOSI3BIYHON JIOKAJTU3AIUH CepBepa

4. Cxonupyiite mabdnaousl u3 nanku ADMX Templates\BSPs B kopHeByto nanky PolicyDefinitions psiaoM ¢ 0CTalbHbIMU
ADMX-paitiamu.

5. No6aBbTe MrabIoHBI MONUTHK U IPOBAIepoB ayTeHTHHKANNH B pasznen Konduryparms xommsiorepa (Computer

Configuration).

6. Jlo6aBwre madoub! nonuTHK Indeed AM Paste B paznen Konduryparust nons3osarens (User Configuration).

IMocne 3arpy3ku rpynmnossie monuTrku Indeed ID cranyT noctynssl B Penaktope JiokalbHbIX IpyInoBbix nonutHk (Group Policy

Management Editor B paznene ADMX files).

Hacrporika ¢ momomipto Pegakropa 10kanbsHOM MPyHIoBON IMOMUTHKA

[Tpm HACTpOIIKE TTOIUTHK MOYKHO HCIIONB30BaTh KOHCOJNIb PEJaKTOpa TPYIIIOBOH MOMUTHKH gpedit.msc IS yrpaBiIeHusI

HapaMeTpaMu B peecTpe.
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Hacrporika ¢ momombto Penakropa peecrpa

IIpu HacTpolike MOJUTHUK BPY4HYIO OTKpoiiTe Penakrop peectpa:

1. B none noucka Ha raHelnu 3a/1a4 BBeuTe regedit.

2. Beibepute Penaktop peecrpa.
3. [lepeiimuTe B pazaen As mpoBaiiepa, KOTOPHIH BBl HACTpanWBaeTe, MM co3aiiTe ATOT paszaen. Hampumep,
Komnwvromep\HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID.

/\  BAXKHO

Bynere ocTOpOXXHBI IpU MCHONB30BaHUK PenakTopa peectpa. Eciy Bbl HEpaBUIBHO OTPEAAKTUPYETE PEECTP, MOTYT
BO3HHUKHYTH CEPbe3HbIE IIPOOIEMBI, TPeOYyIOIIIe ITOTHON NepeyCTAHOBKH ONEPAIIMOHHON CHCTEMBI HIIH TIPUBOJSIINE K

NOTEpE AaHHBIX.
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I IpoBaiinepsl ayTeHTHU(DUKAIINN

[ Indeed Key

TTonmuTuku PacCIpoCTpaHAOTCA Ha paGotme CTaHIMHU C YCTAaHOBJICHHBIM KOMIIOHCHTOM Indeed

Hardware TOTP

Hactpoiika BpeMeHH BpyYHYIO

s5»  MFA

Hacrpolika Lernouky MHOro(akTopHoOi ayTeHTH(UKALI

= TIronLogic Z2 USB

TloBenenue TIpH U3BJICYCHUU CMAPT-KapThl

358



Indeed Key

() MNPUMEYAHME

TToMUTHKH pacIpoCTPaHSIOTCS Ha pabodure CTaHIIMK C yCTaHOBICHHBIM KoMmoHeHToM Indeed AM Windows Logon.

TaiimayTt oneparn it npuiokenust Indeed Key

[Tonutuka ONpeACIIACT BPEMS OKUJAHUS OIICpaliuy IS IPUIIOKCHUA Indeed Key

TpebGoBaTh KOMaH/IbI OT TIOJIH30BATEIS

ITonuruka YKa3bIBACT KXAaTb KOMaH/Ibl OT IOJIb30BaTEJIsA JI1 aKTUBALIMU IMTPOLCAYPBI BXOJa.
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Hardware TOTP

Hacrpolika BpemeHH BpyUHYIO

3aj1aeT COOTBETCTBUE MOJEIIH M HAYaJIbHOIO BPEMEHHU yCTPOUCTBA.

() HHOOPMALWS

Jns mopenu «eTPass 6.20» mo yMmon4aHuio (€C/IM MOJIMTHKA HE 3a/laHa) curTaeM mar BpeMmeHu: 30 cex, HadyallbHOe BpeMsi:
1/1/2000.

ITo ymMogaHHIO IS BCEX OCTAIBHBIX YCTPOHCTB — miar BpeMmeHu: 30, HadampHOe Bpems: 1/1/1970.

A HacTtporkn BpemeHn yCTpoHcTBa I;‘i-

[] Hactpoiiku epemeri yetpolicrea

Mpeawaywnid napameTp

) He sanaHo KommeHTapmid: N
(®) BrnroyeHo
— b
() OrrnroueHo
Tpebosanus k B2pCuit | \indows XP 1 Gonee nosaHNe BEPCAM ~
b
MapameTpo: Cnpaeka:
. 33A3eT COOTEETCEME MOAENM M HAYANEHOMD EPEMEHN ~
CooTEETCTEME MOLENW YTCPORCTES U HAHANEHOTO .
YCTpoACTES.

EPEMEH:
Mo - Beegure B none "Value Name" mogens ycTpoictea, B none
"Value" HavaneHoe BpeMA YCTROWCTES, LUAT BPEMEHW W ANTUHY
CJHOpPaIoeECro NaponA YEpes TOUKY C 3anATol.
Hanpumep:

Value Mame=eTPass 6.20
Value=1,/1/2000:30:6

OK ‘ ‘ OrmeHa | | DpumeHnTe

() HHOOPMALMS

B mose Mmst 3HaueHUs yka3bIBaeTCs UM YCTPOWCTBA, B MOJIe 3HAYCHUE YKA3BIBAIOTCS apaMeTpel: Hauanvhoe spems, Lllae,

Jlnuna nuna.
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CoOTBETCTEME MOGENM YTCPOIRCTES W HEYENEHOND BPEMEHM:

MMA 3HEYEHUA HauEHWE
eTPass 620
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MFA

Hacrpoiika rienouku MHOroakropHoi ayTeHTU(PUKAITIN

/\ BAXKHO

Ilonutuka momkHa PacIpoOCTPaHATHCS Ha BCC pa6oqI/Ie CTaHLIMM T10JIb30BATEIICH.

Yepes GPO

1. Otkpoiite nonutrky Hactpoiiku menouks MHOTO(pakTopHOW ayTeHTH(uKauu. [TlonuTuka pacrioioxeHa 1mo

cienyoumemy nytu: Aomunucmpamuenvie uiadionvi— Indeed-ID—Id Providers—MFA.
2. YcTaHOBUTE 3HAYEHUE MOJUTUKU BKIHOUEHO.

3. B mapamerpe [Jenouxa mroeopaxmopmotl aymenmupurxayuu yKaxure uIeHTU(HUKATOPbI IPOBANICPOB
ayTeHTU(HUKAIMH, KOTOPbIEe OYyT UCIIOIb30BaThCs B Ienouke. Kax bt maeHTH(HUKATOpP YKA3bIBATE B (DUTYPHBIX

CKOOKax ¥ ¢ HOBOM CTPOKH 0e3 MpoOesoB U IPyTUX CHMBOJIOB.

() DPUMEYAHHE

3anpelieHHbIH AT HCIIOIb30BaHMs MIPOBaaep MOXKET OBITh CIONIB30BaH B IIETIOUKe mpoaiaepa MFA.

Cricok nopepkuBaeMbix nposaiiaepos it Windows Logon

SMS OTP {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

Passcode {F696F05D-5466-42b4-BF52-21BEE1CB9529}
Software OTP {OFA7FDB4-3652-4B55-BOCO-469A1E9D31F0}
Windows Password {CF189AF5-01C5-469D-A859-A8F2F41ED153}
Indeed Key {DEEFOCB8-AD2F-4B89-964A-B6C7ECA80C68}
Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}
Hardware TOTP {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E6OCAQS}
Secured TOTP {F15FD7EC-19EA-4384-846E-A2DOBE149FA2}

Crcok moaepkuBaeMbIX posaiiaepos st FreeRadius Extension

Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}
Hardware TOTP {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E6OCAOS}
Secured TOTP {F15FD7EC-19EA-4384-846E-A2DOBE149FA2}
Software TOTP {@FA7FDB4-3652-4B55-BOCO-469A1EOD31F0}
Windows Password {CF189AF5-01C5-469D-A859-A8F2F41ED153}
Passcode {F696F05D-5466-42b4-BF52-21BEE1CB9529}
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v IIpumep nenouxu Indeed AM Passcode + Indeed AM SMS OTP

{F696F05D-5466-42b4-BF52-21BEE1CB9529}

{EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

4. B mapamerpe /msa ycmpoticmea yKa3bIBaeTCsl UM JJIS CO31aHHON 1IeTTOYKH. 3HaueHHe 1o yMoadaHuto — MFA.

() HHOOPMALMS

JlaHHOE 3HaueHNe OyAeT 0ToOpaXkaThesl B Ha3BaHUM ycTporicTBa MFA Jutst monb30Baresist ¥ B COOBITHSX CHCTEMBI.

B Hacrpoiikn uenoukn mHorodakTopHoi ayTeHTUdMKaLNKM O >

E} HacTpoiku uencukn mHorodakTopHoi ayTeHTHRUKaLMK

(7) He sagano Kommentapuii:

(®) BrntoueHo

() CrenroueHo
TpebosaHua K 82pCAl: | \indows XP u Gonee nosaHue sepcii
MapameTpr: Cnpaeka:
LIENouKa MHOTOOAKTOPHO 3yTEHTMBMKALMM: 3a4aeT NOCNEACEATENBHOCTE METOACE @y TEHTUGUKALMN B '\
LiENOYKE MHOrOQakToOpHON ayTEHTUgMKALNM,
{F&96F05D-5466-42b4-BF52-21BEE1CB9529} Id ncnonssyemen NpoBaRAepoE 3aNUCEIEARITCA B hUrypHBIX
{EBBGF3FA-A4DD-453F4-8533A-D517DEGAC2AS) cKkoBKaX, H3 OTAENBHBEX CTROKAX,

Cnucok id nogaepxueaemenx Nnposaijepoe:

« {EBBEF3FA-A400-45F4-853A-D517DEGAC2AT]) - SMS OTP

. « {FE9EFD5D-5466-42b4-BF52-21BEE1CBY529) - Passcode

Wias yeTpotictea: « {OFA7FDB4-3652-4B55-B0OC0-469A1E9D31F0} - Software OTP

« {DEEFOCBE-AD2F-4B89-964A-BOCTECABDCER]) - AirKeyProvider

PasscodesSMS OTP
asscoder « [CF129AF5-01C5-469D-A853-ABF2F41ED153} - Windows
Password
« [CB5109DA-B575-422C-8805-524FF12B02F5) - 72 USB .
B peectpe

1. OTKpoiiTe pepakTop peecrpa.
2. Otkponre pasgen HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Indeed-ID\BSPs\MFA.

3. Cospaiite mapameTp BSPChain Tuma REG_MULTI_SZ u yKaxurte HACHTH(HKATOPHI IPOBaliAepOB ayTeHTU()UKALIUH,
KOTOpBIE OYAyT UCIIOIB30BAThCS B Liemouke. Kaxplit naeHTnuKaTop yKassBaite B QUIYPHBIX CKOOKaxX M C HOBOH

cTpoku 0e3 Mpo0eIoB U APYrUX CUMBOJIOB.

Criricok nmojyIepKuBaeMbIX posaiiaepos it Windows Logon
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SMS OTP {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

Passcode {F696F@5D-5466-42b4-BF52-21BEE1CB9529}
Software OTP {OFA7FDB4-3652-4B55-BOCO-469A1E9D31F0}
Windows Password {CF189AF5-01C5-469D-A859-A8F2F41ED153}
Indeed Key {DEEFOCB8-AD2F-4B89-964A-B6C7ECA80C68}
Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}
Secured TOTP {F15FD7EC-19EA-4384-846E-A2DOBE149FA2}

Criricok nopepkuBaeMbIx nposaiiaepos st FreeRadius Extension

Hardware OTP {AD3FBA95-AE99-4773-93A3-6530A29C7556}
Hardware TOTP {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E6OCAOS}
Secured TOTP {F15FD7EC-19EA-4384-846E-A2DOBE149FA2}
Software TOTP {@FA7FDB4-3652-4B55-B0OCO-469A1E9D31F0}
Windows Password {CF189AF5-01C5-469D-A859-A8F2F41ED153}
Passcode {F696F@5D-5466-42b4-BF52-21BEE1CB9529}

Edit Multi-String X

Value name

|BSPChain

Value data:

{FB96F05D-5466-42B4-BF52-21BEE1CB9529}
{CF139AF5-01C5-4690-A859-A8F2F41ED153}

4. Cospnaiite mapameTp MFADeviceName Tuna REG_SZ M yKaKHMTe UM JUIsl CO3JaHHOM LEMOUKH.

() HHOOPMALMS

JlaHHOe 3HaueHue OyleT 0ToOpaXkaThCsl B Ha3BaHHUM ycTpoiictBa MFA 1715 OJIb30BaTENs U B COOBITUSIX CUCTEMBI.
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Indeed-1D ~ || Name Type Data

Intel £ab| (Default) REG 57 (value nat set)

Microsoft 2b]BSPChain REG_MULTI SZ  {F696FO5D-5466-42B4-BF52-21BEE1CB...

Mozilla 2b|MFADeviceName REG_SZ MFA
Motepad++

>- ODBC

) Partner

; pgAdmin 4

- Policies

> - Google

v Indeed-ld

wv .| BSPs

. AirKey
EncryptedSoftwareTOTP
GoogleQTP
HardwareTOTP
HOTP

MFA
Passcode

>~ SMSOTP

> SMTP

“e | SoftwareHOTP
> TelegramOTP

RV IRYY
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IronLogic Z2 USB

[loBenenue npu U3BIEUEHUH CMAPT-KAPTHI

IronLogic Z2 USB Provider nonaep>xuBaet noiautuky o6esonacHoctu Microsoft Aumepakmusnuiii 6x00 6 cucmemy: nogeoenue

npu useilevyenuu cmapm-kapniol.

C IIOMOIIIBIO 9TOM IMOJUTHUKH Bbl MOXKETE OIpeACINTb ,HeflcTBPIe, KOTOpO€C 6yI[eT BBIIIOJIHATHCA IPU U3BJICYCHUH CMAPT-KapThl C

paboueil cTaHIMU MTOIb30BATEIs.
TaﬁMaYT BBINIOJIHEHUS ICHCTBUS IIpH U3BJICUCHUMN CMapT-KapThl

() TPHMEYAHHE

Hacrpoiika moauTuk HeoO6xoAUMa AJIsl MOBBIIEHHS YPOBHsI 6€3011aCHOCTH, OJHAKO NOJIHOLEHHAs paboTa Indeed AM

IronLogic Z2 USB Provider Bo3MO)XHa U O 3HAYEHUSIMHU MTOJIHUTHK, ONIPEIEICHHBIMH [0 YMOIIAHHIO.

[Monuruka pasnena Windows Logon ornpenenser mpoo/KUTEIbHOCTh CTAaHIAPTHOTO M CEPBUCHOTO TaliMayTa IMOCie U3BJICUCHHS

YCTpPOWCTBA ayTCHTU(PUKALINH.

[Tonutrka 3a1a€T HHTEPBAJI BPEMEHH B CEKYHIaX MEXKJLy W3BJICUCHUEM CMapPT-KapThl U ICHCTBUEM, BBITIOJIHSEMBIM COTJIACHO
nomtukn Windows Humepaxmusnwviil 6x00: nogsedenue npu uzeievenuu cmapm-kapmul (Interactive logon: Smart—card enhanced

removal behavior).

Hannuue crannapTHOTO TaiiMayTa IO3BOJISET MPEIOTBPATUTH aBTOMATHYECKYIO OJOKMPOBKY KOMITBIOTEPA IPH CIIy4aitHOM

U3BJICYCHHUU yCTpOﬁCTBa ayTeHTI/I(l)I/IKaHI/II/I.

Hanynuue cepBUCHOrO TaliMayTa 03BOJISIET IPEJOTBPATUTh AaBTOMATHUECKYIO OJIOKMPOBKY KOMIIBIOTEpA B CIIydasx, Korna
W3BIICUSHNE UCTIONB3YEMOTO YCTPOICTBa ayTeHTU(DHUKAIIMN HE0OX0AUMO (00ydeHHe TOTIOITHUTEIEHOTO ayTeHTU(HKATOPa,
HOJIyYEeHHUE AOCTYyIa B CUCTEMY OT UMEHU JIPYroi y4eTHOIl 3alKCH 110 APYroMy ayTeHTH(UKATOpy U T. 11.). [y akTuBauu

CEPBHUCHOTO TaiiMayTa repeji H3BICUEHHEM YCTPOHCTBA HAXKMUTE U y/lepKuBaiite KoMOnHanuto knasum [Ctrl]+[L].

Ecnu nmonuTHKa He 3a/jaHa WK OTKJIIOYEHA, TO TalMayT Iepel aBTOMATHUYECKOM OIOKMPOBKO paboveil CTaHI[MK HEe

MMpeaoCTaBIIACTCA.
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https://learn.microsoft.com/ru-ru/windows/security/threat-protection/security-policy-settings/interactive-logon-smart-card-removal-behavior
https://learn.microsoft.com/ru-ru/windows/security/threat-protection/security-policy-settings/interactive-logon-smart-card-removal-behavior

A TaiimayT BRINOAHEHWA JEACTEMA NPW MZENEYEHUN CMAPT-KapThl O X
[E] TaifimayT eminoaHenus AeficTens Npu MSBNEYEHUN CMBPT-KapTH

Mpeasiaywuii napameTp Chepyrowmii napametp

() He saaaHo KommeHTapui:

(® BraroueHo

() OrentoueHo
Tpebosanus K BEPCAM: | Windows XP i Gonee nosaHNE BEPCAN
MapameTpes: Cnpaeka:
Taiinayr (cex): |5 - MouTIKa 3343ET MHTEPBAN BPEMENY B CEKYHAAX MEXY
W3BAEUEHMEM CMAPT-KapThl W AEACTEMEM, BBINCAHAEMBIM
; f - .
CepsucHiii TaiimayT [cex): |10 = cornacro noautuke Windows "Wtepaktuensii exog:

MNOBEAEHHE MK WIBNEYHEHWK CMEFIT-KEFITbI".

Ecnun B MOMEHT CHATWUA CMapT-KapTel C YCTRORCTEE YAEPKUEATE
komMBUHaUKMID knaenw < Ctrl+L>, B kauecTee TalimayTa Gyaer
MCNoABE30BaTECA 3HaYeHne nons "CepencHeli TalimayT".

CTmena OpumeHuTe

Hcnonw3oBanue uneHTHhUKaTOpa OECKOHTAKTHBIX KapT B (hopmare CKVY]]

[Monutnka onpexaensier popMaT XpaHeHUs HICHTU(OUKATOPOB KapT B 0ase manHbIX Indeed AM. D10 1aeT BO3MOKHOCTh 00ECIICUNTh

COBMECTUMOCTS ¢ (hopMaroM xpaHenus uaeHtudukaropos CKVY/I.
ITo ymor4aHUIO XPaHUTCS NOIHAS HHPOPMALUS O KapTax:

® TUII
® IMIPOU3BOAUTCIIb

e HOMEp MApTUH U HACHTU(PHUKATOP KAPTHI
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A Menonszoeats |0 GeckoHTakTHEX KapT B dopmare CKY] O

Ei WMcnonesoeate ID GeckoHTakTHEIX KapT B dopmare CKY/

() He zaaaHo KommeHTapuii:

(® BraroueHo

() OrentoueHo
TpeboBEaHUA K BERCAM:

MapameTpes:

x

I PERE Iy T E PEMET Creayrowuii napamerp

Windows XP u Bonee nosgHune sepcun

Cnpaeka:

Mporpauuados cbecnewerne CKYT

Perco/Gate w

MeanTuka cnpegenseT GopmMaT XpaHeEHNA WIEHTHGUKATOROE
kapT & Gaze ganHer Indeed EA, 3To Ja&T BO3MOKHOCTE
oBECNeYnTE COBMECTUMOCTE C OpMaTOM X paHEHHA
naeHTudukaropoe CKY, Mo ymondannie xpaHuTca nonHas
MHHOPMALMA O KapTax: THI, NPOMIE0ANTENL, HOMED NapTHK 1
MAEHTUDUKATOR KapThL.

Mpurep ana kapt EM-Marine n CKV/] Perco/Gate

ID kapTel & dropmaare CKY: 159/2518.

ID kapTel & dopmate Indeed EA: EM-Marine[3D00]153,2518.
Mocne BKAMYEHNA NOJNTHKK, HOBBIE KapTel BymyT
perucTpUpoeaTeca B Base Indeed EA & dopmare CKY ]
Perco/Gate, 4To 43CT BOIMOMHOCTE MMNOPTUPCBATE
naeHTudMkaTopel kapT u3 Basel CKYA & Indeed EA.

CTmena OpumeHuTe
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NPS RADIUS Extension

[TonuTrky NpUMEHSIOTCS K cepBepaMm ¢ pazBepHyToii ponbio NPS (Network Policy Server) v mo3BoisifoT BBIITOIHUTH

JIOIIOJTHUTCIIBHBIC HaCTpOﬁKH.

ITonuTrKU MOXKHO HACTPOUTH KaK 4€PEe3 JOMCHHBIC I'PYNIIOBBIC ITOJIUTHKH, TaK 1 4Y€PE3 JIOKAJIbHYIO I'PYHITIOBYIO ITIOJIUTHKY Ha

cepepe NPS. Iociie HacTpoiiKK NOJIUTHK HEOOXOAMMO BBIIIOIHUTE Mepe3arpys3Ky ciyx0n1 NPS.

Hacrpotika TaiimayTta ceccunt Challenge\Response

[To3BossieT 3a/1aTh TaiiMayT CECCHU MPH UCIIOJIL30BAHUH TPOBaiiiepa ayreHTrudukanuu, noaaepxupatoiiero Challenge\Response.

Yepes GPO

1. Otkpoiite penakrop GPO.

2. Iepeiinute B paznen Kondpuryparnus kommnbrorepa— AaMuHucTpatuBHbie madnonsl—Indeed ID—Radius.
3. Otkpoiite nonmutuky Hacmpotiixa matimayma ceccuu Challenge\Response.

4. Bxmouute nomutuxy. B none TaiimayT ceccuu B CeKyHaX YKaKUTe HEOOXOIUMOE 3HAUCHHUE.

A Hactpoiiku TafimayTta cecoum Challenge\Response O d

E} HacTpoiiku TalimayTa ceccun Challenge\Response
Mpeasayui napameTp ChegyroWwwii napameTp

{7) He sanavo KemmenTapuii:
(®) Brntouero
() OtearousHo
TpeboBaHua K BEPCAM: | \Windows XP u Gonee NO3AHNE BEPCHK
Mapamerpes: Cnpaeka:

L3

MoseonAeT 334aTe TaAMaYT CECCMN MK MCNOABI0BAHNUN
npoeaigepa ayTeHTudUkanmn, nogaepxueatowerc Challenge
‘Response.

TaitmayT cecun B cekyHaax: 30
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B peectpe

1. OTkpoiite pegakTop peectpa Ha cepepe NPS.
2. Otkpoiitre unu co3naiite pasnen HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\Radius.

3. Cozpaiite napamerp tuna DWORD c umenem SessionlLifetimeSec. B kauecTBe 3HaUeHUs yKaXUTe TaliMayT cECCUU

B CCKYHJaX B ICCATHUIHOM (bopMaTe.
[Tpumep
Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Indeed-ID\Radius]
"SessionLifetimeSec"=dword:0000001e

Challenge\Response: cooO1ieHre moibp30BaTeto

[MonuTrka MO3BOJSET 3a7aTh COOOIEHHE NOIb30BaTeto Mpu ucnoib3oBanuu Challenge\Response.

Yepes GPO

1. Otkpoiite penakrop GPO.

2. IMepeiinute B paznen Kondurypanus komnprorepa— AnMuHucTpatiuBHble madnonsi—Indeed ID—Radius— <Mms

WCIIONIb3YEeMOT0 ITpoBaiiiepa™.
3. Otkpoiite nonutuxy Challenge\Response coobujenue nonvzoeamento.

4. Bxutounte noautuky. B nosne CooOlieHne noib30BaTelio BBEIUTE HEOOXOMMBII TEKCT.
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E Challenge\Response: cooblieHWe NOAESOEITEND

Mpeasay Ui napameTp ChepyroWia napameTp

) He sagarc KommeHTapriE:

(® BrntoueHo

) OrentodeHo

TpeboBanua KBEPCAM: | windaws XP 1 Gonee nosgHe Bepcim

MapameTprs: Cnpaeka:

CooBlusHie NoAEsoEaTEND: Messoanet 334aTe coobLUEHNE NOALIOBATENHD NPK
ncnenszceadum Challenge\Response,

Beeawte napone:

B peectpe

1. OTkpoiite pepakrop peectpa Ha cepBepe NPS.
2. Otkpoiite wiu co3naiite pasnen HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\Radius.

3. Cospaiite pa3zzen ¢ uMeHeM HeoOxoauMoro npoBaiiaepa: EmailOTP, HardwareHOTP, GoogleOTP, SMSOTP.

4. Co3naiiTe CTPOKOBBII IapamMeTp ¢ UMEeHeM (popMmara <ums UCHONb3YeMO20

nposatioepa>ChallengeResponseReplyMessage, nanipumep HardwareHOTPChallengeResponseReplyMessage.

5. B xauecTBe 3HAYCHUSI YKAXKHUTE TEKCT, KOTOPBIH OyJIeT 0TOOpakaThCst MOIb30BATEIIIO.

IIpumep
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Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Indeed-ID\Radius\EmailOTP]
"EmailOTPChallengeResponseReplyMessage"="EmailOTP:"

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Indeed-ID\Radius\HardwareHOTP]

"HardwareHOTPChallengeResponseReplyMessage"="HardwareHOTP:

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Indeed-ID\Radius\GoogleOTP]
"GoogleOTPChallengeResponseReplyMessage"="Software TOTP OTP: "

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Indeed-ID\Radius\SMSOTP]
"SMSOTPChallengeResponseReplyMessage"="SMS OTP: "

Onpenenenue [P-anpeca kmenra Radius

[Monutrka Mo3BoJseT 3a1aTh aTpuOyThI uis onpenencHus [P-aapeca kimenra RADIUS, o kotopoMy OyieT BBITOIHATHCS TTOMCK
Radius-npuioxenus B Access Manager. Eciii 3HaueHue He IPUCBOEHO, 3HAUEHUE 110 YMOTYAHUIO COOTBETCTBYET 265
(SrcIPAddress), 278 (SrcIPvoAddress).

Yepes GPO

1. Otkpoiite penakrop GPO.
2. Iepeiinute B paznen Kondurypanus kommnbrorepa— AaMuHucTpatuBHbie madnonsl—Indeed ID—Radius.
3. Otkpoiite nonutuxy Onpeodenenue IP-adpeca knuenma Radius.

4. BxirrounTe OMUTUKY. B moe ATprOyThI yKaxknTe HeoOXomuMoe 3HadeHre. MO)KHO yKa3aTh HECKOJIBKO 3HAYeHUH yepes

3aIATYIO.

B peectpe

1. OTkpoiite pepaktop peectpa Ha cepBepe NPS.
2. Otkpoiite winu co3naiite pasnen HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\Radius.

3. Cospnaiite napamerp Tuna REG_SZ ¢ umenem ClientIPAttributes u 3anaiite HeoOXoauMOeE 3HaUCHHE (MOXKHO

yKa3aTh HECKOJIBKO 3HAYCHUIT 4epes 3aIsTyIo):

4 — NASIPAddress
e 95 — NASIPv6Address

265 — SrcIPAddress
278 — SrcIPv6Address
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KemmpoBanue rpymmn nosis3oBarenei

ITonuTHKa BKIIFOYAET KEITMPOBAHKE TPy rob3oBareieii mpu RADIUS-ayTeHTH(HKAINY U TO3BOJISET 3a1aTh IIEPHOT

OOHOBIICHHS KeIlIa.

() NPHUMEYAHME

Ecmm NPS RADIUS Extension mmi Indeed AM Server moiro oTBe4aroT Bo BpeMs paGOTHI TI0J] HATPY3KOH ¢ OOIBIINM

KOJIMYECTBOM HOJILSOBaTeJIef/'I, HE00XOUMO OTKIIIOYHTh JAaHHYIO HaCTpOf/'IKy.

Yepes GPO

1. Otkpoiire penakrop GPO.
2. IlepeiinnTe B pasnen Kondurypamms kommnsrotepa— AAMHHUCTpaTHBHEIC mabnonsl—Indeed ID—Radius.
3. Otkpoiite monuTuKy HacTpoiiku kenmpoBaHus IPYIII OJIb30BATEICH.

4. Brutouute nmonautuky. B none [Tepros 0OHOBIIGHUS TPy MOJIBb30BaTeIel B MUHYTaX YKaKUTE TpeOyeMoe 3HauUCHHC B

MUHYTaX.

E HacTpofky K3WWPCEIHKA TRYNN NoNES0EaTENSA

Mpessaywni napameTp Crneayrowmia napamerp

) He sanaro KommeHTapuii:

(®) BrnroueHo

) Orenroueto

Tpeboganua K B2pCMM | Windows XP 1 Bonee nosaHue sepcun

MapameTpe: Cnpaexa:

Mepucs oBHOEAEHUS rpyNN NoAb30EaTEnei B MonuTHKa BEAMIYAET KILLMPOBAHWE MPYNN NoNBEI0BATENEH NpK
MUHyTax: RADIUS-ayTenTiduKaLm u NO3BONAET 3343Tk NEPUOS

oBHOBAEHWA K3LLA,
EX
L~ |
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B peectpe

1. Otkpoiite pemakTop peectpa Ha cepBepe NPS.
2. Otxpoiire nmn cospaiite pasnen HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-1D\Radius.
3. Cospaiite mapamerp Tunia DWORD ¢ umenem UserGroupsCachingEnabled, B 3HaYeHHH DapaMeTpa yKaxKuTe 1.

4. Cospnaiite mapametp thna DWORD ¢ umenem UserGroupsCacheUpdateMin, B 3Ha4eHHU NapaMeTpa yKaKuTe

JACCATUYIHOC YUCJIO B MUHYTaX.
IIpumep
Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Indeed-ID\Radius]
"UserGroupsCachingEnabled"=dword: 00000001
"UserGroupsCacheUpdateMin"=dword: 00000021

Hacrpoiika umenn nonb3oBaress

Ilonuruka 1mo3BoisieT HACTPOUTH HUCITOJIB30BaAHUC NetBIOS umenn JIOMCHA B CJIy4dac yKa3aHUs UMCHU I10JIb30BATCIIA 0e3 JIOMCHAa.

Yepesz GPO

1. Otkpoiire penakrop GPO.
2. Ilepeiinute B pasnen Kondurypauus komnerorepa— AaMuHucTparuBHble madnonsl—Indeed ID—Radius.
3. Otkpoiite nonutuky Hacmpotika umenu nonv3oeamens.

4. BxarounTe MONMUTUKY U akTuBHpyHTe mapamerp Mcemons3oBats NetBIOS nmMst tomena B cirydae ykazaHus HMEHH

IOJIL30BaTEIIs 0€3 JOMEHA.
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[5] Hactpoiika umerin nonbsoeatens

Mpeawaywnid napameTp Cneayrowii NnapameTp

) He sanaHo KommeHTapmit:
(®) Brnroueno

() OrenroueHo

TpeBoBEaHWA K BEEPCHM:

Windows XP » Bonee nozaHue sepcin

MapameTpe: Cnpaeka:

¥ Wecnonssosate NetBIOS uua goMeHa B crydae MoAWTHKa NO3ECARET HACTPOWTE Mcnone3ceadme NetBIOS

YKa32HMA UMEHM NCAL30BaTENs Bes AoMeHa WMEHK ADMEHA B CNYY3E YKAZAHWA MMEHKM NONL30EATENA Bes
AOMEHE

b

CK ‘ | OTmena | | DpumeruTte

B peectpe

1. OTkpoiite penakrop peectpa Ha cepBepe NPS.

2. Otxkpoiire nnn cospaiite pasnen HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-1D\Radius.

3. Cozpaiite napamerp turna DWORD co 3nauenuem / u ¢ umeneM UseNetBiosDomainName.

IIpumep

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Indeed-ID\Radius]
"UseNetBiosDomainName"=dword: 00000001

Hacrpolika kemmpoBaHus CECCHl 3aITPOCOB MOJIb30BaTeen

[TonuTuka BKIIFOYaET KCIINPOBAaHUC ceccuit 3alIpoCcoB 1oJib30BaTese npu RADIUS-ayTeHTI/I(bI/IKaIII/II/I 1 MO3BOJIAICT 3a1aTh BPEMS
JKHU3HHU CECCHU 3aI1poca B CCKyHOaX.
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Yepesz GPO

1. Otkpoiire penakrop GPO.
2. Ilepetinute B pasnen Kondurypamnms kommsotepa— A IMHHUCTpaTHBHEIE madnors—Indeed ID—Radius.
3. Otkpoiite nonutuxy Hacmpotixa kewiuposanus ceccuil 3anpocos noib306amerel.

4. BxutounTe nojauTuKy. B mosne Bpemsi )ku3HU ceccuu 3anpoca B CEKyH/IaX YKaKUTE 3HAYCHHUE.

E HacTpofki K3lWWpoB3HWA CECCWA SaNPOCOE NOAESOEaTENER
Mpespaywni napameTp Creayrowmwi napametp

) He sagarc KommeHTapuii:

(®) BrnroueHo

) OrentoueHo

TpeGoBanua K BEPCUI: | \indows XP u Bonee nosgHne Bepcin

MapameTpr: Cnpaeka:

MonuTHKa BKNHIYEET KILUMPOBAHWE CECCHId 3anpocos
nonsscearensi npwn RADIUS-ayTenTudmkaumm v nossonaer

_E 33447k BREMA HWMIHW CECCUW JaNPOCa B CEKyHAIX,

BPEMH HMZHW CECCHMM 33NPoca B CeKyHAEN!

OK ‘ | OTtmena | | MprmeHuTs

B peectpe

1. OTkpoiite pepakrop peectpa Ha cepBepe NPS.
2. Otkpoiite wiu co3naiite pasnen HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\Radius.

3. Cospnaiite mapamerp Tuna DWORD ¢ umenem RequestSessionCachingEnabled, B 3HaueHUHM TapaMeTpa yKaKHUTe
1.

4. Cospnaiite mapametp thima DWORD ¢ umenem RequestSessionLifetimeSec, B 3HaUEHUM TapaMeTpa YKaKHTeE

JACCATUYIHOC YUCJIO B CCKyHIaX.
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IIpumep
Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Indeed-ID\Radius]
"RequestSessionCachingEnabled"=dword: 00000001
"RequestSessionLifetimeSec"=dword:0000003c

OTKJIIOYUTH UCTIONB30BaHKUE HACTPOEK criocoda Bxozia B Management Console

BbI MOKeTE HCIIONB30BATh BaIllK CYIIECTBYIOIIME HACTPOMKH crtoco0a BXoja B TeKyIel Bepcun Access Manager. J[i1st 3Toro

HacTpoiite NoNUTUKY OmKaiouums ucnonvsosanue norumuk Access Manager.

Yepesz GPO

1. Otkpoiire pegaxrop GPO.
2. Ilepeiinute B pasnen Kondurypauus komnerorepa— AaMuHucTpatuBHble madnonsl—Indeed ID—Radius.
3. Otkpoiite monuTHKY OmKa0uums ucnonv3oeanue notumuk Access Manager.

4. BxrounTe ONUTHKY.
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a x

E} OTKAHYKTE MCNoAb3CEaHME NoauTuk Access Manager
Mpeawaywuii napamerp Chnegyrowuii napameTp

() He s3aaHo KommeHTapmi:

(® BraroueHo

() OtenroueHo

Tpebosanus K BEPCAM: | \Windows XP i Gonee nosaHME BEpCiM

Mapamerpes: Cnpaeka:

HacTpofika oTKNKIYEET MCNONBICEIHME NONUTHE ACcess
Manager gns onpegeneHna cnocoba ayTeHTuduKaLmMn
nonszceatend. B 3tom ciyvae HacTpoikn 4omkHe! BeiTe 3343Hb
€ NOMOLLEH? TPYNNoB0H noauTvik "HacTpoiika cnocoBos exoga
ANA TPYNN NoAb3I0EATENER"

Mo yrMoAuaHWe HacTpolika oTKAKYEHE U NPUMEHARITCA
HacTpoikn s nonutue Access Manager.

CTmena MpuMeduTE

B peectpe

1. Otkpoiite penakrop peectpa Ha cepBepe NPS.
2. Otkpoiite wiu co3naite pasnen HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\Radius.

3. Cospaiite mapamerp Tuma DWORD ¢ umenem DisableAccessManagerPolicies, B 3HA9CHUH ITApAMETPA YKAKUTE
1.
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B® Pegaxtop peectpa

®aiin  Mpaeka

Bug  MzBpanHoe

Cnpaeka

Komnerotep\HKEY_LOCAL_MACHIMNE\SOFTWARE\Policies\Indeed-|d\Radius

> Intel
IPS
Knowles

Marvell
Microsoft
Mozilla
mozilla.org

Mahimic
Mode,js

B Y " L VLV L.

Motepad++
Muance
ODBC

OEM

OpenSsH
ownCloud
Partner
Piriform

R Y LV

Policies
v L Indeed-1d
] BSPs

Radius
Server

> Microsoft
. Mailla

Martin Prikryl

MozillaPlugins

OpenSC Project

Serverfvailability
SrvlLocator?
User Enroller

Legon for Windows

]

1rn

gﬂ(l'loymonuaHmo]
f;'tj]DisableAccessManagerPolicies
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REG_SZ
REG_DWORD

3HaueHue

(3HaueHue He NpucBoEHD)
0x 00000001 (1)



RDP Windows Logon

Hactpoiika ogqHoBpemenHo padboTsl ¢ Moayiiem Indeed Windows Logon

ITpu ycnoBuu, 4TO UCIOIBL3YETCS CLEHApUil ¢ ycTaHOBKOM Ha ogHoM xocte RDP Windows Logon u Windows Logon, Heo6xoaumo

HACTPOUTh MOMUTHKY Uit Windows Logon.

Yepes GPO

1. [epeiinnTe Ha XOCT, HAa KOTOpOM ycTaHoBieHbl Moayau RDP Windows Logon u Windows Logon.
2. Otkpoiire pegaxrop GPO.
3. epeiinure k Korpurypanus koMmnsiorepa — AJIMHHECTpPAaTHBHEIE Madnonsl — Indeed ID — Windows Logon.

4. Bxuitounte nonutuky Hacrpoiiku Credential Provider u ycranoBute napamerp OToOpaskeHue crioco0oB Bxoja Ha Bce,

Kpome napois.

B peectpe

1. IepeiianTe Ha XOCT, HA KOTOPOM ycTaHOBIEHbI KomroHeHThl RDP Windows Logon u Windows Logon.
2. OTKpoiiTe penakTop peecrtpa.
3. ITepeiinure x Komnsiotep\HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\Logon for Windows.

4. Cospaiite napamerp DWORD ¢ umeHeM CredProvFilter u ycraHoBuTe 3HaYeHuUe 2.
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Windows Logon

Hactpoiika Windows Logon

Yepes GPO

/\ BAXKHO

[pu HacTpolike Yepe3 MONUTHKY 3HAUYSHHUS OyayT yKa3aHbI [0 My TH

peectpa: HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\SrvLocator2 n OynyT NIpUOpUTETHEE PyYHOH
HAaCTPOHKH.

1. o6aBere nonutuky IndeedID.ServerUrl.admx na pabodee mecto ¢ ycranoBieHHbIM Indeed AM Windows Logon.

2. Yepes gpedit.msc npoiinure no nytu Kondurypauus koMmnbiorepa — AQMUHUCTpaTuBHbIe adionsl — Indeed ID —

ClientConnection — HacTpoiKku MOIKIFOUYCHUS K CEPBEPY.
BxrounTe monmutuky.

3. B mone URL-anpec AM cepsepa ykaxxure URL Bamero Indeed Core Server, Hanpumep http(s)://dc.indeed-

id.local/am/core.

B peectpe

1. OTkpoiite penakrop peectpa Windows.
2. Ilepetinute B pasnen HKEY LOCAL MACHINE\SOFTWARE\Indeed-ID\SrvLocator?.
3. U3menuTe cTpokoBelid apametp ServerUrlBase u ykaxute URL Bamero Indeed Core Server, Hanpumep

http(s)://dc.indeed-id.local/am/core.

() MNPUMEYAHME

[Ipu ucnonszoBanuu coenuHenus o npotokoiny HTTPS tpeOyercs BBITOIHUTE YCTAHOBKY KIMEHTCKOTO

ceprudukara Ha Kaxplid cepsep Indeed AM.

Hacrpotika ogaoBpemenHo# padotsl ¢ Indeed RDP Windows Logon

Ecnu ucnosnb3yercs crienapuii ¢ ycranopkoit Windows Logon u RDP Windows Logon Ha oHOM X0cTe, HE0OXOIMMO HACTPOUTH

nonutuky st Windows Logon.

Yepes GPO

1. IlepeitnuTe Ha XOCT, Ha KOTOpoM ycTaHoBIeHbI Moaynu RDP Windows Logon u Windows Logon.
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2. Otkpoiire pegaxrop GPO.
3. lepeitnure Kondurypartms kommnbioTepa — AaMUHACTpaTHBHBIC 1a0aoHbl — Indeed ID — Windows Logon.

4. Bxuitouute nonutuky Hacmpotiku Credential Provider n ycranoBure napamerp OtoOpaxkeHue crioco0oB Bxojia Ha Bcee,

KpOMe IapoJLs.

Yepes peectp

1. IMepeiinnTe Ha XOCT, HA KOTOPOM ycTaHoBiIeHbl Moay i RDP Windows Logon u Windows Logon.
2. OTKpoiiTe peaakTop peecrpa.
3. ITepeiinure Komnbiorep\HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID\Logon for Windows.

4. Cozpnaiite mapametp tuna DWORD c umenem CredProvFilter u ycTaHOBHTE eMy 3HAa4YeHHUE 2.
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Pe3epBHOE KOTMpPOBaHUE

PexoMeH TyeTCst HOIrOTOBUTE Pe3epPBHBIC KOMH 0a3bl JAHHEIX, KOH(PHUTYPAIOHHBIX (DAiIoB, MacTepa KOHPHUTYpaliy 1

HACTPOWKHU peecTpa Mocie Toro, kak Bl ycraHoBmim Indeed Access Manager 1 mpoBepuiin ero paboTocrnocoOHOCTb.

[leprogmuHOCTh CO3MaHMS PE3EPBHBIX KON 3aBUCUT OT TOTO, KaK BHI dKcIuTyaTupyere Access Manager. Hammpumep, pe3epBabie
KOITUHU KOH(UTYpalMOHHBIX (DailJIOB pEKOMEHIYeTCs CO3/1aBaTh, €CIIM MPOBOAMINCH H3MEHEHHS ITapaMeTpoB B (aiinax

KOH(HTYpaIHH, a ajee KaKAbIi MecsIl.

PesepBuble koruu 0a3bl JaHHBIX Access Manager peKOMEH IyeTCs cO3/1aBaTh Mocye Nepruoia BHEIPEHUS U OTIaaku. B nepuon,
KOT/Ia MOJIb30BaTEIM PETUCTPUPYIOT ayTEHTU(UKATOPBI, PEKOMEH/IYETCSI CO3/1aBaTh PE3EPBHBIC KOMUH 0a3bl JaAHHBIX €KEAHEBHO,
TaK Kak 0a3a JaHHBIX MEHSETCSI, KOT/Ja BHOCSTCS H3MEHEHUsSI IOJIMTHK, HACTPOHKH ayTEHTU(UKATOPOB, U TIPH PETUCTPALUH UITH

M3MEHEHNH ayTeHTU(HUKATOPOB MOJIB30BATEIAMH.

Pexomenyetcst co3iaBath pe3epHble KOIUH CIIEAYOIIUX KOMIOHEHTOB:

¥ ba3bl JaHHBIX

e 0a3a mannbix Core Server
e 0a3a nannbix Key Server (1ipu Hanu4un)

e 0a3a coOblTuii Log Server (1ipu Hanu4um)

¥ Kondurypanuonnsie paiibl KOMIIOHEHTOB

I[ToHEIH CHECOK KOH(HUTYPAIOHHBIX (DaiIoB KOMIOHEHTOB Access Manager (a Takke UX PAacIIOIOXKEHHE) IIPUBE/ICH B

pasnene Konduryparuonssie (aiibl.

() DPHUMEYAHHE

[epen co3manueM pe3epBHOI KOMU paciiudpyite KOHQUTYpaHOHHBIE (QaliiIbl C TOMOIIBIO YTHIIUTEI protector.sh
(pacmonoxeHa B Katayore AUCTPUOyTUBA am/protection/protector.sh). ECiu BbI HCTIONb3yeTe pe3epBHBIC 0a3bl IS

JIOTOB, COXPAHNTE BCE HACTPOCHHBIE (haiiiIbl.

¥ Hacrpoiiku peecrpa

Hacrpoiiku peectpa ¢ pabouux cTaHLuid, rae ucnoiab3yrores moayan Windows Logon n/unu ESSO Agent, pacrnonoxeHHbIe
B pazaene HKEY LOCAL MACHINE\SOFTWARE\Indeed-1D, HKEY LOCAL MACHINE\SOFTWARE\Policies\Indeed-ID.
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¥ Macrep KoHpUTrypauuu

YTo0BI CO31aTh PE3CPBHYIO KOIHIO HACTPOEK MacTepa KOH(PHUTYpaLliH:

1. 3anycTute Mactep KOHPUTypaluu.
2. 3arpy3ure MpeAbIIyIIyIo Pe3epBHYIO KOIHIO MacTepa KOHGUTYpaluy U BBEANUTE apOIIb.

3. Hepeﬁm/ITe Ha mar Pe3epBHO€ KOIMMPOBAaHUC U B pa3/ieiic PesepBHaﬂ KOIlns MacTepa KOH(I)I/IpraHI/II/I HaxxmuTe CKadaTh

PE3EpBHYO KOIHIO.

PezepBHast KOs COAEPIKUT BCE TAPaMETPBI MacTepa KOHMUTYpaLiH, KOTOPbIE BB 3a1aJTH IIPU ITPOXOXKICHUU MacTepa.
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PykoBoacTBO agnMuHHCTparopa

o Ilonyuenue nuueH3uin

Onepaunu C JIMLCH3UAMU

=0 Hacrpoiika nonuruk

YHpaBJ'ICHI/IB JAOCTyIIaMU U IMpaBaMn MoJIb30BaTesnei

& Tlomp3oBarenu

VYnpasnenue nonbzosarensivu Indeed Access Manager

= KemmpoBaHue JaHHBIX MOB30BATENS

KCHII/IpOBaHI/IC JIaHHBIX ITOJIb30BAaTEIA Ha JIOKAJIbHOM KOMITBIOTEPE U1 KOMIIOHEHTa Windows LOgOl’l

CoObITHs

Vipasienne coObITHIMU MOJIb30BaTeNeit

(& IpunoxeHus

KonuuectBo riag: 4

& AyTeHTH(HKATOPBI

O61mmue HacTpoiiku aytreHTndrkaropos B Management Console

Moy MHTerpanun

KonuuectBo mias: 3
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[lonmy4denue JImieH3un

B Indeed Access Manager ncIions3yeTcst iBa THIIA JIUICH3HIL:

e ocHoBHas auueH3us Indeed Access Manager;

® JIMICH3UU IJIA JOIIOJTHUTCIBHBIX Moz[yneﬁ.

[ToapoGHee 0 IMLEH3UPOBaHUH — B JIMIIEH3UpOBAHNE.

[Toyuurs

JluneH3un reHepupyroTCs Ha OCHOBE HACHTH(UKATOPA HHCTAULIINHN. YTOOB HAlTH €T0 U IONYYNTh JTUIEH3NH:

1. Ha 6oxoBoii manenn Management Console B 6:10ke Hactpoiiku Beibepure Jlnnen3uu.
2. Ha Bxnaake ®aiibl TMLIEH3UH ckonupyiiTe 3HaueHue u3 noist ViaeHTndukaTop HHCTAUILUY.

3. OtnpaBbTe CKONUPOBAHHOE 3HAUECHHUE 3aKPEIVICHHOMY 3a Balllel OpraHu3alueil MeHeKepy WIH B CIIyKO0y TeXHUYECKOH

noziepkku support@indeed-id.com.

3aperucTpupoBarhb

ITocne MOJTYUCHUSI JIMIEH3UIO HYKHO 3aperucTpupoBarh. )1.]'[5[ 3TOro:

1. Ha 6oxoBoii manenn Management Console B 6;10ke Hactpoiiku BoiOepure Jlunensun.
2. Ha Bxuazike Dailyibl TMIEH3UNH HAKMHUTE 3arpy3nTh JHLEH3HUIO.
3. Haxxmure BoiOpath (aii.

4. Bribepute daiin ¢ nuueH3ueil u HaxxMure 3aperucTpupoBaTh.

IMTocne ycnemHoi perucTpay JULEH3UH 0TOOpakatoTes B Tabulie.

Boigars auiieH31I0 N0Ib30BaTelIi0

ILJI}I BCEX HOJ'II:3OBaTeJ'IefI, KOTOPBIC BKIIFOYECHBI B IIOJIUTUKHU JOCTYIIAd, BblAa4da III/IIIEHSI/Iﬁ MMPOUCXOAUT aBTOMATUYECCKU. JIunensus

3aKpEeIUIeTCs 3a [0I30BaTENIEM [10CIIe YCIEUTHON ayTeHTU()UKAIIUU B COOTBETCTBYIOLIEM MOIYJIE.

Oro3Barh JIMICH3HIO Y T10JIb30BATCIIA

HJ’I}I OT3bIBA JIULIEH3UMN HCIIOJIB3YETCA MEXaHNU3M aBTOMAaTH4YC€CKOIO OCBO60)K,H€HI/ISI HHHGHBHﬁ. DTOT MEXaHH3M BKIIFOUCH I10

YMOJTYaHHIO.
JInneH3us OT3bIBACTCS Y MOJIb30BATEIIS, €CIIN:

® TI0JIB30BAaTCJIb YAAJICH U3 ITOJIUTHKH,
® TI0JIB30BAaTCJIb OTKIIFOYCH MJIK NIEPEMCIICH U3 obmactu JICUCTBUS TIOJIMTUKU

® [10JIb30BaTCJib 3a6J'IOKI/Ip0BaH/yZ[aIIeH M3 Karayiora Iojb30BaTeiei.

Ecnu mexanmn3M 0T3bIBa JIMIICH3UH OTKJIFOYCH, TO JIUICH3WHU HC 6yHyT OCBO60)K,£[3TI>C}I JAXXE IIPU BBIITOJTHCHUU 3THUX yCHOBHfI.
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B Indeed Access Manager Takxe MOXKHO HACTPOUTh BPEMs, [10 HCTEUEHUH KOTOPOT0 JIULEH3Us OyeT 0T03BaHa, U epe3allyCTUTh
MEXaHN3M OT3BIBa, €CITH JINIEH3UH He 0CBOOOXKIAIOTCS aBTOMAaTHUECKHU. J{JI 3TOTO HY)KHO OTPEIaKTHPOBATh KOHDHUTYPaTHOHHBII

(haiin cepsepa am/core/app-settings.json. IlogpoOHee — B HacTpolika MexaHU3Ma OT3bIBA JIULEH3UIL.

Pacrnipenenuts no nosuTukaM (oTaesnam)

Yt0051 OrpaHUYHUTHh KOJIMYCCTBO MCITOJIB3YCMBbIX JIALICH3UN JTsT noapa3aCICHUA, BbI MOXKETE 3a1aTh JOCTYITHOC KOJIMYECTBO

JIUICH3UHN NS OTIPENIeIIEHHOM TTOJTUTHKH.

Uto0bI 3a7aTh TOCTYITHOE KOJIMYECTBO JIUIICH3UHN JIJIs TOJTUTUKHU:

1. Ha 6okoBoii manenn Management Console nepeitnute B pazaen [TonuTukm.
2. BribepuTe B CITUCKE MOJHUTHUKY.

3. Ha cTpanuie noiMuTUKY rnepedure Ha BKIaaKy JlnmneHnsuu.

4. BeiOepuTe JIHULICH3UH.

5. Haxxmure JIocTynHOE KOJIMUYECTBO.

6.B OTKPBIBIICMCS OKHC BBCIUTE KOJTMYCCTBO JOCTYITHBIX JIALICH3UH IS TIOTUTHKA U HAXKMHUTE COXpaHI/ITI:.

B paznene Pacnpenenenue nmuiieH3ni 10 TOTUTHKAM OTOOPA3UTCSI KOIMYECTBO UCTIONB3YEMBIX JIMIICH3UH B paMKaxX Ka)KIon

IIOJIUTUKH.

Ha crpanulie MOJUTHKY BbI MOXKETE MMPOCMOTPETh KOJIMYECTBO UCIIOJIb3YEMbIX JIUIICH3UH B 3TOM IOJIMTHKE U 001Iee JOCTYITHOE
KOJIMYCCTBO J'H/IIIGH?)I/II\/‘I JUTA 3TOI\/‘I IIOJIUTUKHA.

OOHOBUTH

YT100BI OOHOBUTE JTUICH3HH:

1. O0OparuTech K 3aKpeIJICHHOMY 3a Balllei OpraHu3alueil MeHE/DKEPY WK B CIIYKOy TEXHUYECKOM MOJICPIKKU

support@indeed-id.com ¢ 3anpocom Ha reHepanrio HOBBIX JIUIICH3UH.

2. 3apeructpupyiite HoBble JuLeH3uM B Management Console.

ITocne okoHyaHus CpoOKka )1617[CTBI/I${ CTapbIX J'II/II_IeHSI/Iﬁ HOBBIC BCTYIIAT B CHUJIYy COIVIACHO 3a/JaHHBIM J1aT€ U BPEMCHU.

OTciiexxuBaTh CpOK JICHCTBHS JIMLIeH3MH MoxkHO B Management Console B pa3ziene JIuneH3umn.
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Hacrporika noimTuk

[TonmuTvky MO3BOJISIOT 3a/1aTb HaCTpOfIKPI JA0CTyIIa AJisd onpeneﬂeHHoﬁ TpyIIbL MOJIb30BaTEICH. Hoz[pOGHee O MPUMCHCHUHN

HACTPOEK MOJIUTUKU — B pasene [lonuTuku nocryna.

Coznarb NOJUTUKY

1. Ha 6okoBoit manenn Management Console otkpoiite pazaen [TonuTuk.
2. Haxxmute Co3naTh MONUTHKY.

3. YkakuTe 3HaUYCHMS JJIS CIIeTYIONNX TapaMeTpoB:
e [Ipuopurer. Uem Oosbliie 3HaUCHKE, TeM Bbilie puoputeT. [TogpoOHee o mpuoputerax — B pazzaeie [loautnku
JOCTYTIA.

o M.

e Onucanue (He0OsI3aTEIBLHO).

Co3paTtb NonuTUKy

rMpHopuTeT™

999

Mma®

OBLWwan nonuTuka

OnucaHume

OBLWwan nonuTHKa ANA BCEX NONkL30BaTENeA CUCTEMEI

OTMmeHa Co3nars

Hacrpouts nosnmruky

B KapTOYKE IMOJIMTUKN MOXKXHO HACTPOUTH HACTPOUTH MapaMeETPhI ITOJIUTUKH. I[J'IS[ 9TOIo0:

1. Ha 6oxoBoii manenn Management Console otkpoiite pasnen [Toautuxu.
2. OTKpoiiTe MOMUTHUKY, HA)KaB Ha ¢ Ha3BaHUE.
3. [lepeiimuTe HA HY)KHYIO BKJIAIKY ¥ BBIITOTHUTE COOTBETCTBYIOIINE HACTPOUKH.

N3mennts nHpOpMaLHIo

B KapTOYKE IMOJUTHUKH MOXHO U3BMCHUTD 3aTaHHBIC PAHEC UMs, IPUOPUTET U OIIMCAHUC ITOJIUTUKH. Z[J'If[ 9TOro:

1. Ha Brutangke Mudopmarus Haxxmute Penaktuposars.
2. BHecuTe u3MeHeHHsI.

3. Hasxxmure CoxpaHUTS.
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JloGaBUTH/yaauTh TIPUIOKEHUE

Uto0Obl HACTPOUTH MOJUTHKY, HY’KHO T0OaBUTh NPUIIOKEHHUS, HA KOTOpbIe OyleT pacipocTpaHAThes ee aeicTue. [{ns atoro:

1. B xapTouke NOJIMTHKY NepeianTe Ha BKIaaky [Ipunoxkenus.
2. Haxxmute JI00aBUTh MPHIIOKEHUE.

3. B okHe JI00aBUTh NpUIIOKEHHE BBIOCPUTE TIPUIIOKEHNE B HAXKMUTE J[00aBUTh.

[Mpuoxenne 0ToOpa3uThes B TaOMUIIE 100aBICHHBIX TPHIOKEHUH.

() MNPUMEYAHME

IIO6aBI/ITI) MPUJTIOKCHNUE MOXXHO TOJIBKO ITPYU HAJTMYUHN SapeFI/ICTpI/IpoBaHH()ﬁ JIMOCH3UU AT JaHHOT'O MOIYJIS.

UToOb! yAanuTh IPUIIOKEHHE!

1. B xapTouke NOJIMTHKY NepeianTe Ha BKIaaky [Ipunoxkenus.
2. Bribepute NpuIOKEHHUE.
3. Haxxmure Ynamurs.

4. IlonTBepauTe ynajaeHue.
[Mpunoxenne OyaeT yaaaeHo U3 CIICKa 100aBIeHHbBIX TPHITOKESHHUH.
IMonpoOHee o HacTpOHKax MPHUIOKEHUI — B pazzerne [Iprioxkenust.

Hactpouts croco0 mpoBepKH TOMEHHOTO apoIist

() MPUMEYAHME

TonbKo TS MPUIIOKEHHUIA, HHTETPUPOBaHHBIX ¢ MoayiieM FreeRADIUS Extension.

Hacrpoiika 1ocTynHa TOIBKO IPH BEIOOPE TOMEHHOTO MAapoIis B KaUeCTBE MePBOro (pakTopa ayTeHTH(HUKALIUH.

B paznerne [ToiUMTHKE MOXKHO HACTPOHUTH CIIOCOO MPOBEPKH MEPBOTO (PaKTOpa ayTCHTH()UKAIIUH.

1. B kaprouke NONUTHKY NepeiiauTe Ha BKiaaky [Ipunoxenus.
2. BeibepuTe MeTO ay TCHTU(UKALIUH U3 CITUCKA.
3. Eciu BBl IutaHUpyeTe UCIIOIb30BaTh JOMEHHBIH apoiib B KauecTBe NepBoro (pakropa ayTeHTU(PUKALMU, BEIOEPUTE OILHIO:

e Core Server, 4To0bI POBEpKA MepBOro akTopa ayreHTHUKaIK ocyiecTrisiack Ha Core Server 6e3

JOIIOJIHUTCIBHBIX HACTPOCK;

e LDAP, uToOBI mpoBepka nepBoro (haktopa ayreHTH(GHUKAMN ocyniecTsisiiack Ha LDAP-cepsepe.
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v Ilpumeuanue 1Jis IpoTokoJa ayreHTuGukanuu MS-CHAPv2

Ecnu Bl ucnonb3yere MS-CHAPV2 1 mtaHupyeTe HCHoib30BaTh JOMEHHBIN MapoJib B KA4eCTBE TIEPBOroO akropa

ayTeHTH(HUKALIN, HEOOXOANMO COOIOEHNE CIIELYIOIINX YCIOBHIA:

¢ Bridepure LDAP B kauecTBe criocoda npoBepKu 1nepBoro (akropa.
e VYo6emutech, uto Docker-konteiinep ¢ FreeRADIUS 3anymen va PEJ] OC 7.3.

e VYo6emutech, uto Docker-konteitnep ¢ FreeRADIUS 3amyiiieH Ha XocTe, KOTOPBIH MPUCOSTUHEH K JOMEHY C

noMoIieo Samba/Winbind.

o BrImonHnATE JOIIOJITHUTCIIBHBIC HaCTpOﬁKH

PeKOMeHHyeTCﬂ HCII0JIB30BaTh IMPOTOKOJI MS-CHAPV2 Tonbko ¢ JOINIOJTHUTCIIbHBIMU HaCTpOfIKaMH 0Ee30IMaCHOCTH Ha

cTopoHe 3akazuuka. [logpoOoHee — B 6a3e 3HaHwmii Indeed.

4. Ins xoppekTHOit pabdotel LDAP-cepBepa, oTkpoiiTe haiin freeradius/.env ¢ iepeMeHHBIMUA OKPYKESHUS U T00aBbTE HIIH
packoMMEHTHpPY#TE HeoOXouMbIe iepeMenHbie LDAP* . [TonpoOHee o HacTpoiike LDAP-cepBepa — B pazaene Hactpoiika

LDAP-cepsepa.

J106aBUTH/ yIanuTh OOBEKTHI B 00IACTH ICHCTBUS

YToObI pacnpoCTpaHUTh HACTPOMKH MOJUTHKHU HA ONPEICICHHBIX TOJIb30BaTeNICH, Hy)KHO T0OABUTH OOBEKTHI B 00IACTH ICHCTBH.

B xauecTBe TakMX 00BEKTOB MOKHO I[O6aBI/ITL OTACJIBHBIX HOHLSOBaTeJIeﬁ, TPYTIIIIbI NN MTOAPA3ACIICHU.

Yr1006b! 100aBUTH O0OBEKT B 00JACTH JIEHCTBHS:

1. B kapTo4ke NOJMTHKY nepeianTe Ha BKIaaKky O0naacTs 1eHCTBHS.
2. Haxxmute Jl06aBUTH.
3. B mone Tum o6bexta Beibepute Tt — llonw3oBarens, [ pynma umu [logpasnenenue.

4. B none PacrionoxeHune BRIOEPUTE PACTIONOKEHUE 00BEKTa. ITO MOKET OBITh BECh TI0JIb30BATEIIbCKUIN KaTAIOT UITH

OTACIBHOC NOAPAa3ACICHUC.

5. B none Ha3BaHue ykaXuTe MOJHOE MM YacTh UMEHH 00beKTa U HaxkmMuTe [TouCK.

Ecnu octaButh nosne Hazpanue IMyCTbIM, B PE3YyJIbTATC ITOUCKA OTO6p33$ITC$[ BCE OOBEKTBI 3aIaHHOI'0 TUIIa, UMCIOIIUE BLI6paHHOC

PacrioJIOKECHHEC.

6. BeiOepute 0OBEKT.

7. Haxxmure JIo0aBUTH.
OOBeKT 0TOOpa3HuTCs B CIIUCKE 0OBEKTOB 00IACTH JCHCTBUSI.
I'moGanbHBIN aIMUHHCTPATOP MOXKET TAKOKe UCKATh U YAAIATh OOBEKTHI U3 007IaCTH ACHCTBUS OIUTHKH.
Jlnist morcka 00beKTOB MOKHO MCIIONB30BaTh IAOIOHBI, 3aJaHHbIe B KOH(UTYpannonHoM ¢aiine Management Console.

Urto0bl ynanuth 00bEKT 00IaCTh IeHCTBUS:

1. B kapTouke NOJIMTHKY NepeianTe Ha BKIaaKky O0maacTs 1eHCTBHUS.

2. BreibepuTe 00BEKT.
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3. Haxxmure YianuTse.

4. Moareepaute ynanenue. OObEKT OyAeT yaaJieH U3 CIEcka 0ObEKTOB B 00JIACTH JICHCTBHSI.

[moGanbHBIN aIMUHUCTPATOP MOXKET TAKIKE BOCIIOIB30BATHCS (PYHKIIMEH MOMCKA 00bEKTA.

UtoObl HAWTH U yAATUTh OOBEKT B 00IACTH JCHCTBUS TOJTUTHKH:

1. B kapTouke MOJIUTHKH TiepeiianTe Ha BKIaaky O01acTb AeHCTBUSL.
2. Haxxmute [Touck. OTkpoercst cTpaHuIia moucka.

3. B none Tun o6bexra BoiOepure tun — [lonb3oBarens, Ipynna wiu Iloapasnenenue. Beibepute Tun o0bekra u

PacCIIoJI0KEHUEC.

4. B none PacrionoxeHune BEIOEPUTE PACTIONOKEHUE 00BEKTa. DTO MOKET OBITh BECh TTOJIb30BATEIILCKUI KaTaJIOT I

OTACIIBHOC MOoAPa3AC/ICHUEC.

5. B none Ha3BaHue ykaXuTe MOJHOE MK YacTh UMEHH 00beKTa U HaxxmuTe [TouCK.

Ecnm ocraButs nosne Ha3aHue ImycThIM, B pe3ylbTare MOUCcKa 0TOOpa3sITesl Bce 00BbEKTH 3aJaHHOTO THIIA, UMEIOIINE BEIOpAaHHOE

PacroIOKCHUC.

6. BeiOepute 00bEKT B pe3ylibTaTax MOUCKA U HAKMHUTE KHOMIKY YIaJlUTh.

7. Honareepaure ynanenue. OObEKT OyneT yaaleH U3 CIrcka 0ObEKTOB B 00JIaCTH JICHCTBHSI.

3anare poim

HJ’I}I TIOJINTUKU TAKXKC MOKHO HA3HAYUTH HOJ'IL3OBaTeJ'IeI71, KOTOPBIC CMOT'YT BBIIIOJIHATH POJIb AAMUHHUCTpPATOpPAa, Or€paropa uiimn
HWHCIOEKTOpa OTHOCUTEIIBHO 9TOM MoauTuKu. Haznauurh POJIb MOXKHO OTACJIbHBIM ITOJIB30BATCIISIM WUJIN I'PYIIIIC M0JIb30BaTEIeH.

Kaxnast posib uMeeT CBOM HaOOp MpasB.

YT10oOBI HA3HAYUTH POJIB!

1. B kapTouke MOIUTHKU IepeiiuTe Ha BKIAAKY AJIMUHUCTPATOPEL.

. Haxxmure Jlo6aBuTS.

. Beibepure pons — Aamunuctparop, Oneparop wiu MHcnexTop.

. B mone Tun o0bekTa BeiOepuTe Tl — Ilonmb3oBaresns wiu I'pynmna.

. B mone Pacrionoxenune BeIOEPUTE pACTIONOKEHHE 00BEKTA. ITO MOKET OBITh BECh TI0JIb30BATEIILCKUHN KATAIOT UIIH

OTACIBHOC MOAPAa3ACJICHUEC.

6. B none Hazpanue YKaXXHUTC IIOJIHOC HUJIN YaCThb UMCHU o0wvekTa u HaxkmuTe [lonck. Ecnn octaButh noje Haspanue IMyCTbIM, B

pesynbrare HoMcKa 0TO0passITCsi Bce 00BEKThI 3aITaHHOTO THITA, HMCIOIINE BEIOPAaHHOE PACIIONOKCHHE.
7. Beibepute 0OBbEKT.

8. Haxxmure J{00aBUTH.

ITocne noGapneHust 00bEKT OTOOPA3UTCS B CIIUCKE HA BKJIAAKE AJMUHUCTPATOPBI.

Pacripenenuts nueH3nn

MOKHO 3a1aTh IOCTYITHOE KOJHYECTBO JIMIICH3UN JIJIsl ONPE/ICTICHHON TIOJIMTHKH, YTOOBI OTPaHUYUTh KOJMUYECTBO HCIIOIb3YEMbIX

III/IHEH3I/II71 JUTIA ToApa3aACIICHUS. (0] TOM, KaK 3TO CA€JIaTb — B Pa3AcCic HI/IHCH?:I/II/I.
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YnaniTh NMOMUTHKY

Yt00BI YAQJIUTh OJIUTUKY:

1. Ha 6oxoBoii manenu Management Console otkpoiire pasnen [loauruxu.
2. B crimcke MOMATHK BEIOEPHUTE HYKHYTO TOIHUTHKY.
3. Haxxmure Ynanurs.

4. IloaTBepaute ynajieHue.

‘VnaneHHas MoJIuTHKA UCYS3HET U3 CITUCKA MOJTUTHK.

Taxoke ynanauTb NOIUTHKY MOXKHO B KapTOUYKE MOIUTUKU. [lj1s1 3TOTrO:

1. B kapTo4ke NOJUTHKY NepeianTe Ha BKIaaky VHpopmarus.
2. Haxxmute Ynanuts.

3. IloaTBepauTe ynaneHue.
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IToab30Barenu

B KapTOYKE I1OJIb30BATCIsI COACPIKUTCA I/IH(l)OpMaI_[I/Iﬂ 0 TI0JIB30BAaTelIe U3 MOAKIFOUEHHOTO KaTayiora rojb3oBaTeieil u HaCTpOfIKPI

I TIoJIb30Barens B cucreme Indeed.

Haiitu monp3oBares

1. Ha 6okoBoit manenn Management Console otkpoiite pasaen [Tons3oBarenu.

2. B none Mms BBeauTe MM nosib3oBaress, yacth uMeHu win UserPrincipalName (UPN, ums nonb3oBarens B opmare aapeca

SIIEKTPOHHOM TOYTHI, HApUMep username(@domain.com).

3. B none Kounreiinep BoiOepuTe MECTO ONCKAa — BECh KOHTEHHEP WM OTAENbHOE noapasenenue. Eciau octaButh nomne Mms

IIyCTBIM, B PE3YJIbTATC ITIOUCKA 0T06p33${TC$[ BC€ IIOJIL30BAaTCIIU B BI)I6paHHOM KOHTefIHCpe.

4. Haxxmute ITowuck.

B oxne OT06pa3I/ITC$I CIIMCOK HOHLBOBaTeHGﬁ, nonagaromuyx moa KpuTepruu 1morcka.

Hactpouts novck
BbI MOKeTE HACTPOUTH MOUCK TOsb30Bareneil B Management Console 1o clieyronum 3arpocam:

* 10 UMEHH,
e 110 hamuiny,

* 110 JIOTHHY,

e 10 email,

* [0 MMEHH TOJIh30BATElIsl B KATAJIOre MOJIb30BaTeNeH,

® 110 UMEHH U (paMUIIUH.

Kpurepuu noncka orodpaxarorcest B Management Console Ha crpanuue [Toab3oBaTeny B moje BBOA HOMCKOBOTO 3arpoca. [Touck

HacTpauBaeTcsi B KoH(uUrypamonHom daiine Management Console (am/mc/app-settings.json).

() MNPUMEYAHHME ]ISl ALD PRO

Ecnu BEI mcnonb3yeTe kaTaior nons3oareneil ALD Pro, monck noms3oBateneif B Management Console 1o KOHKpeTHOMY

noapazzaenenuto (OU) HemoCcTyneH.

HJ’I}I y,HO6CTBa MTOMCKa BBl MOYKETE HMCIIOJb30BaTh I1a0IOHBI.

IIpumep .
Kommenrapwuit
3ampoca
. B 3aBHCHMOCTH OT BalllMX HACTPOEK HMIIET MOIB30BATEISI C UMEHEM, (haMUIInei, IOTHHOM WITN
WBaH
nMeHeM+damueii, IMeHeM TolTb30Batelist B AD, HauMHAIOIUECs Ha «UBAH.
B 3aBHCHMOCTH OT BalllUX HACTPOEK MIIET M0Ib30BATENSI ¢ UMEHEM, (haMUIIuei, IOTHHOM WU
6a

uMeHeM+hamunei, IMeHeM noib3oBarelst B AD, coneprkamniye «Ba» B Havaje, CEpeAnHe WM KOHIIE.
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IIpumep

Kommenrapuii
3arpoca
% B 3aBucuMocTH OT Bammx HaCTpPOCK MIICT MOJB30BaTC/IsA C UMCHEM, (paMI/IJ'[I/ICi/’I, JIOTUHOM HJIN
HOB
nMeHeM+damuieii, iMeHeM moib3oBareits B AD, 3akaHUMBAIOIIHECS HA KHOBY.
3ampoc 6e3 * OyneT npuBeaeH K MabIoHy, KOTOPBIH BbI yKa3alu B napaMmerpe searchTemplate. Eciu
nBaH
mabnon searchTemplate He ykazaH, To K 3anpocy OyayT J00aBIeHBI * ¢ 00EMX CTOPOH.
**HMBaH
o . IIpumepsl HenpaBUIIbHBIX 3arpocoB. He Bo3Bpalator pe3yabrar oucKa.
UBaH

[TpocMmoTtpeTs 0011TyI0 HH(pOPMAIIHIO

1. Haligure moyb30BaTes.
2. OTKpoiiTe KapTOUKy M0JIb30BaTENs], HAXKAB HAa €ro UMSI.

3. Bxnanka OOriast mH(GOpMAaIHs COACPKUT CICAYIOLINE JaHHbIE:

e HHupopmarus o mosb30Bareie U3 Katauora rmojib3osareneit. [Ipumep amst nmoms3opatens usz Active Directory:

o ®oro — arpubyT jpegPhoto umu thumbnailPhoto. Eciu arpubyTsl mycThle, TO MCIONB3YETCS H300pakKeHHe-

3arIymiKa.
o VwueTHas 3alMCh — aTPUOyT userPrincipalName.
o Email — arpu0yTt mail.
o Tenepon — arpudyr telephoneNumber .

o [lyTh B KaTaslore — pacroNIoKeHHUE TI0JIb30Barelis B karaiore Active Directory.

o Jlannbie u3 cuctembl Indeed AM:

o [lonuTrka — Ha3BaHUE MOJIMTHUKH, KOTOpas paCopoCTPaHACTCS Ha MMOJIb30BaTCIIA. Yt0o0BI nepeﬁTM B KapTOUKY

TITOJIUTHUKH, HAXKMUTE €€ HAa3BAHUC.
o KonuuecTBo HpI/IJ'IO)KeHI/Iﬁ — YHCIIO HpI/IHO)I(CHI/IfI, KOTOPBIC JOCTYIIHBI TOJI30BATCIIIO.
o KonuuecTBo ayTeHTH(l)PIKaTOpOB — O6HI€G YHCJIO 3aperuCTPUPOBAHHBIX ayTeHTI/I(bI/IKaTOPOB JJIA 110JIb30BaTeCIA.

o CoObITUSI — MATH NOCIEAHUX COOBITHH, CBI3aHHBIX C JAHHBIM I0JIb30BaTeIeM. UTOOBI IPOCMOTPETD BCE COOBITHS,

CBA3aHHBIC C ITOJIB30BATCIIEM, HAXKMHUTC Bce coOpITHs TOBp30BaTeIIs.
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MC / Meonb3oceatend / Admin-indeed
Admin-indeed - O6was nHdpopmayuna

O6UIaA UHpOpMALWA VYETHAA 3anuch

Admin-indeed@company.local

MpunoxeHus
Email
AYTEHTHDUKATCDE! test@company.local
WcTopua Bxo0oB TenedoH
+79123456789
TNHUeH3MKn

MyTL B KaTanore
company.local/indeed/Admins/Admin-indeed

ec Lenbi obecneyeHuA De30NaCHOCTH NApoNA YYETHON 3anKucH, BKNIYEHA aBTOMATHYECKAR reHepalumMa cryyYaiHoro napona. [Ans M3MeHeHus
HaCTPOMKK NepeiauTe B NpunoxeHmMe "Windows Logon" B NONUTHKE.

MonuTuka

main &

KonuyecTeo npunoxeHui KonuyecTso ayTeHTH(HKATOPOB

5 2
COEbLITUE OATA WHULMATOP

o Monb3osatent Gbin ayTeHTUGKUUWPOBAH N0 NPEAeCTaBNEHHOMY 2025.03.18 11:45:02 Admin-indeed
ayTeHTUHKaTOPY.

ﬂ HacTpoiky K3LMPOBaHWA JaHHBIX NONb30BATENA B NOSIMTUKE Gbini 2025.03.17 18:07:40 Admin-indeed

YCMNELWHO W3MEHEHD!

©  nonuiosaTent Gbin ayTeHTHPMUMPOBAH MO NPEAOCTABREHHOMY 2025.03.17 12.52.00 Admin-indeed
ayTeHTM(PMKATOPY.

©  nonbiosaTens Gbin ayTEHTHPMUMPOBAH MO NPEAOCTABREHHOMY 2025.03.12 17:56:08 Admin-indeed
ayTeEHTM(PHKATOPY.

©  nonbsosaTens Gbin ayTEHTHMUMPOBAH ANA UEMEBOTO MPUNOKEHIA. 2025.03.10 11:34:17 Admin-indeed

Bee cobbiTa nonb3sosatens

J106aBUTH B MOUTHUKY

UToObI pacupoCTpaHUTh HACTPOMKH TOMUTHKH Ha MOJIB30BATENS, HY>)KHO 100aBUTH €ro B o0sacTh AeicTBus nonutuku. [logpoOHee

— B pas3aeie [lonutuku.

[TpocMoTpeTs HHPOPMALHIO O MPUIOKEHUIX

Ecnu monbk3oBarens nmonamaet B 00macThb JICUCTBUS Oosee OJTHOM TMOJIMTUKH, OH ITOJYYa€T AOCTYII KO BCEM IMPUIIOKCHUAM U
MOAYJISIM, I[O6aBJ'IeHHI)IM B OTH IIOJIUTUKH. HoapoGHee O ITOJIMTHKAX U UX IMIPUOPUTETAX — B pa3[LCiIC Tlonmutuku JAO0CTYyIIa. y3HaTI>,

Kak ynpaisaTh noiautukamu B Management Console, MoxHO B pa3zzene [lonutuku.

Yto0bI MPOCMOTPETH CITUCOK JOCTYITHBIX TIOJIB30BATEINO MPUIOKEHHUI U MOJTYJICH:

1. B kapTouke mmoip30BaTelst nepeianTe Ha BKIAIKy [IpHiosKeHus..
2. B oTKpBIBIIIEMCS] OKHE OTOOpa3UTCs TaOIUIA CO CITUCKOM MPUIIOKEHUN U MOJYJICH, TOCTYITHBIX MOJIh30BATEIIIO.

3. UtoObI mpocmoTpeTs Oosee moapoOHy0 HH(POPMAIIHIO 0 METO/IAX ay TeHTH(UKAIIUK, HACTPOSHHBIX JJISI MOYJIS WIN

IIPUIIOXKCHHUA, HAXKMHUTC HA €0 Ha3BaHUC.

Hactpouts ayTeHTH(UKATOPHI

B xapTouke Mob30BaTelIs TAKXKE MOXKHO YIPABIATh HACTPOIKaMu ayTeHTU(HUKATOPOB AJIs LIeJIeBOro nojib3oBareis. [loxpoOHee

— B cTaTbe AyTEHTH(DHUKATOPHI.
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[IpocMOTpETH UCTOPHIO BXOIOB

B KapTOYKE I1OJIb30BATEJIsI MOKHO MMTPOCMOTPETH UCTOPHUIO BXOAOB IOJIL30BATEIIA B MOAYJIN Indeed AM, a TaKKC BBII'PY3UTH OTY

unpopmarmio B daitn B popmarax CSV, XLSX unu PDF.

Yro0bI MIPOCMOTPETh UCTOPHUIO BXOJOB IOJIB30BATCIIA:

1.B KapTOYKE I10JIb30BaTCJIsA Hepeﬁ)lHTe Ha BKIIAJIKy I/ICTOpI/Iﬂ BXO/J0B.

2. [Tpu HEeoOxoaMMOCTH 3aaiTe (PUIBTPBI I BBIOOPOYHOTO MOMCKA 3aUCel O BXOJaX:

e VYKa)kKUTE HauaJIbHYIO U KOHEYHYIO J1aThl IEPHO/Ia, 32 KOTOPbIH XOTUTE MOCMOTPETh UCTOPUIO BXO/I0B.
e BriGepute npuiioxkeHne HIX MOLYIb.
e Bribepure THI ayTeHTH(HUKATOPA, UCHIONIB3YEMBIH JUTs BXOZA.

e Bribepure craryc codbrtas — Yenenrnsit Bxon, He ynanocs Boiitu mwin He 3amano.

3. Haxxmure IIpumeHUTS.

4. YtoObl BHITPY3UTh HCTOPHIO BXOJIOB, HAKMHUTE DKCIIOPTUPOBATh U BhIOepUTe opmart (aiina — CSV, XLSX nnu PDF.

[TpocMoTpeTs HMiIeH3UN

,Z[J'If[ BCEX HOJ'II:3OBaTeJ'IefI, KOTOPBIC BKIIFOUCHBI B ITIOJIMTUKHU AOCTYIIA, BblIa4ya J'IPII.IeHZ;PIﬁ MIPOUCXOAUT aBTOMATHYCCKH. JIunensus

3aKpeIUIeTCs 3a [OIb30BaTeNeM M10CTe YCIEeUTHONW ayTeHTU(GHUKAIIMU B COOTBETCTBYIOLIEM MOIYJIE.

YToOBI MPOCMOTPETH JOCTYIHBIE MOT30BATENIO JIUIEH3MH, B KAPTOUKE MOIH30BATENS epeluTe Ha BKIaAKy JInneHsun.

3anarb poib

ITonb30BaTeN0 MOXKHO Ha3HAYUTh POJIb OTHOCUTENBHO Beel cuctembl Indeed AM — ro0aibHbIH aAMUHUCTPATOP, ONEPATOP UK

uHcnekrop. Kaxnas posib umeer cBoit Habop mpas. [TogpodHee o possix — B pasuene Posn.

YT10OBI HA3HAYHUTH POJIB!

1. Ha 6oxoBoit manemn Management Console otkpoiite paznen Kondurypamnus.
. Ilepelinute Ha BKiaaky [J100anbHble aIMUHUCTPATOPBIL.

. Haxxmute Jl06aBUTh U BBIOEPUTE HEOOXOIUMYO POJIb.

. B none ms BBeauTe MM 1oJib30Barelist, yacTh uMeHu uin UPN,

. B mone Tum o6bekra BeibepuTe THII — [lonb30oBarens wiu ['pyma.

AN L kAW

. B mone Pacrionoxenune BeIOEpUTE pacTioioKEeHUE 00bEKTa. DTO MOKET OBITh BECh TT0JIb30BATEIILCKUHN KAaTaJIOT T
oTzesbHOE noapasaenenue. Ecnu octaBuTh nose Mms mycThIM, B pe3yibTaTe HOUCKa 0TOOPassaTcst Bce 00bEKThI 3a1aHHOTO

THIIA, IMCIOIINE BRIOPAHHOE PACIIOIOKEHHE.
7. Beibepute 0ObEKT.

8. Haxxmure J{00aBUTH.

IToxb30BaTeNb ¢ HA3HAYCHHOM POJIBIO OTOOPA3HUTCS B CITMCKE Ha BKIAAKe [7100abHbIC a]MUHUCTPATOPBI.
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KoHdpurypaums - [mobansHele aiMUHUCTPATOPEI

Mpaea gocTyna

Ponn

meobantHeie
AAMUHUCTPATOPE

AyTeHTHHMEITOPLI
Multi-factor authentication
Push-ayTeHTHdMEILMR

OaHopasoewi Napens no
SMS

Mapons Passcode

Mapons Windows

Taxxe MOXKHO HA3HAUYUTH TT0JIB30BATEITIO POJIb B paMKax O,HHofI IOJINTHUKH.

+ NoGasute ~

HMA -

AQMHHHCTPATOR

O & Admin-Indesd
Onepatop

O & oOperator
HWHcnekTop

O & Inspector

| ¥OanuTe

TPYTINA

BE30ONACHOCTH =

AIMHHWCTRATOR

Oneparop

HMHcnekTop
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TAN OBBLEKTA

Monssoearent

Monb3oBatent

Mone3oBatent

PACNONCHEHWE

indeed.lecal/Indesd/Usersindeed/Admin-Indeed

indeed localfindeed/Usersindeed/Operator

indeed localfindeed/Usersindeed/Inspector



KGHIHpOBaHI/IC JaHHBIX ITOJIB30BATCIIA

HaHHafI HaCTpOﬁKa TIO3BOJISACT BKIIFOUUTH KCIIMPOBAHUE JaHHBIX T10JIB30BATEJIsI Ha JIOKAJIbHOM KOMITBIOTEPE JIsI KOMIIOHCHTA

Windows Logon.

Ecnu nanHas HacTpoiika BKITIOUEHA JJIsI IPUIIOKEHHH, TO BXOJ B CHCTEMY IO ay TEHTU(QHUKATOPY MOXKET OBITH BBITIOJHEH JIaXKe MPU
OTCYTCTBUM (PU3MYECKOTO TOAKIIOUEHHS K CeTH. [IpH OTCYTCTBUU MOAKIIOYEHHUS OYyIyT UCIIOIB30BATHCS 3aKENINPOBAHHBIC JTAHHBIC

I10JIb30BATECIIA.
Bxurouuts KCIIMPOBAHUEC NaHHBIX IOJIb30BATCJIsI MOXKHO B HaCTpOﬁKaX HOJUTUKHA UKW OTACIIBHOI'O I10JIb30BATCIIA.

Ecnu Ha nonb3oBarens pacupoCTpaHsaCTCs HeﬁCTBHG INOJIMTUKH, U3BMCHUTH HaCTpOﬁKH KCIIUPOBAHUEC OTACIBHO IJI HET'O

HCBO3MOXHO.

st mosb3oBareseii BHYyTPH IOJIHTHKH

1. Ha 6okoBoii manenn Management Console oTkpoiite pazaen [Tonmutukmu.
2. B criiiicke MONNTHK OTKPOWTE HYKHYIO MOJIUTHUKY.

3. Otkpoiite Bknaaky [Ipmioxenus u Beioepure komnorneHT Windows Logon, 1t KOTOpOro HEOOXOIMMO BKITFOYUTE

KCIIHUPOBAHUE TaHHBIX.

4. Haxxmute KemupoBanue naHHBIX.
5. Jlnst HacTpoiiku PaspemuTh KemupoBath yueTHbie qanHabie Ha [TK nosib3oBaresst BeiOepute Ja.

6. HpI/I HEOOXOAMMOCTH HaCTpOﬁTe CPOK KM3HHU KCHIMPOBAHHBIX JTaHHBIX:

e B nonsx HayanbHast Jara u Koneunas JlaTa YKaXXHUTEC CPpOK )1617[CTBI/I$I KCIIUPOBAHHBIX ayTCHTI/I(bI/IKaTOpOB.

¢ B nosne KonngecTBo qHeH ¢ mocieaHero BXo/1a B OHJIANH PeXXUM yKaXKUTE CPOK JEHCTBHSI KEITUPOBAHHBIX

ayTeHTI/I(bI/IKaTOpOB, OTCUHUTBIBASL CPOK OT IMOCJIICAHEIO BXOJAa B CUCTEMY C INOAKIIOYCHUEM K CCTH.

Ecnu cpok JefCcTBUS KEIIMPOBAHHBIX ayTeHTH(HKATOpoB UcTek u Core Server HEeMOCTYIICH, MTPH MOMBITKE BXO/a B
cucrteMy otobpaxaercsi coodienune Quiubka npu exode 6 cucmemy. Cepsep He Hatioen. Kewuposarue 0anHbIx

nojivzoeameis 3anpewiero.

7. Haxxmure CoXpaHUTb.

main - Test. App.Win

MHbopmauma B CoxpaHuThb X OTmeHa <+ [o6aeuTh y4eTHYIO 3aNUCh [ Ynanute = KewuposaHue AaHHLIX
MpunoxeHna =
P e ona NPHNOMEHWA BEKNIOYEHO KELWWMPOBAHWE OaHHBIX Ha MK none3osarenem
OGnacTb AEACTBMA
YYETHARA TN YYETHBIX OMUCAHMWE
AJMWHUCTPATOPEI SAMUCE OAHHbLIX

I[.]'lﬂ OTACJBHOI'0 MOJIL30BaTEIA

1. Ha 6oxoBoii manenun Management Console otkpoiite pasnen [lonbp3oBaremnm.
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2. HaﬁHHTC IMOJIB30BaTECJIA, AJIs1 KOTOPOI'0 HY?KHO BKJIFOUUTH KCIIMPOBAHUEC.

3. Otkpoiite Briaaky [punoxkenuns u Beioepute komnoneHT Windows Logon, [i1st KOTOPOro HE0OXOIUMO BKIFOYHTh

KEIIMPOBaHHUE JaHHBIX.
4. Haxxmute KemmpoBaHue JJaHHBIX.
5. Jlns HacTpoliku Pa3peiuTs kemupoBath yueTHsle JanHble Ha [TK nonb3oBarens BeiGepure Ja.

6. ITpu HEOOXOAMMOCTH HACTPOMTE CPOK JKU3HU KEIIMPOBAHHBIX JaHHBIX:

¢ B nonsx HavanbHas nara u KoneuHast 1ata yKakuTe CpoK ACUCTBHSI KEIIMPOBAHHBIX ayTEHTU()UKATOPOB.

¢ B nmone KonmuaectBo ,HH6171 C IOCJICIHETO BXO/1a B OHJIAH PEKUM YKaXKUTE CPOK ﬂeﬁCTBHﬂ KCIIUPOBAHHBIX

ayTeHTl/l(l)l/lKaTopOB, OTCUHUTBIBAsA CPOK OT MOCJICAHETO BXOAa B CUCTEMY C MOAKIOYCHUEM K CCTHU.

Ecnu cpok neiicTBUS KeIIMPOBaHHBIX ayTeHTH(PHUKATOpOB HcTek 1 Core Server HeOCTYIIEH, MTPU TIOMBITKE BX0O/1a B
cucreMy otoOpaxaercsi coodienne Quiubka npu exooe 6 cucmemy. Cepsep He Hatioen. Kewuposanue 0anHbix

nojivzoeameis 3anpeuieto.

7. Haxmure CoxpaHUTb.

IMoapoGHee 0 HacTpoWKax BXo/a IpH OTCYTCTBHH ceTi — B pasnene Indeed Windows Logon.
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CoOpITUg

3anucu 000 Beex onepanusx Indeed AM orpaskatorcst B xKypHase coObITUH Ha kaxkaoM cepsepe Indeed AM.
B Indeed AM Beznetcst yueT cOOBITHI CIEIyIOINX TUIIOB!

e 0ommuoKa;
e HWH(pOpMAIHS;

e TIPEmyNPEKACHHE.
UToObI OTKPBITH 3KypHAI COOBITUIL, B IEBOM MEHIO B O110Ke Aynut Boioepute CoObITHS.
Jlis Goriee y3KOro 1morcKa COOBITHI UCTIONB3YHTE MapaMeTphl (GuiIbTpa:

e [lonvzoeamens unu unuyuamop — B 1oiie TpedyeTcst BEIOPATh YYETHYIO 3alHCh, OT HIMCHH KOTOPOH OBLIO COBEPIICHO
CcoOBITHE;

o [Ipunooicenue — GuasTpanus coObITUi M0 BIOpaHHOMY KOMITOHEHTY Indeed AM.

e Hauanvnas\Koneunas oama — B NONAX yKa3bIBA€TCsl BDEMEHHOM HHTEPBaJI, B KOTOPOM OyZIeT BBIIIOIHEHA BHIOOPKA
COOBITHIA.

o Tun aymenmuguxamopa — QUiaLTpanus COObITUI IO BRIOpaHHOMY MeToy ayTeHTuukanmu Indeed AM.

e Mooyne — dunbTpanus coObITHI 0 BEIOpaHHOMY Moxyiio cucteMsl Indeed AM.

() MNPUMEYAHME

[Tpu noucke coObITHIT OyIyT OTOOpasKEHBI COOBITUS /17151 KOHKPETHOTO MOAYJISl CHCTEMBI, B OTJIMYKE OT MapameTpa
Ipunooicenue, Tne COOBITHS OTOOPAKAIOTCS UISI KOHKPETHOTO MPUIIOKEHHSI CHCTEMBI, HO MOTYT IIPHCYTCTBOBATh Pa3INIHBIE

MOIYJIH.

e Onucanue codepoicum — B TIOJIE YKa3bIBAETCS MOJIHOE 3HAUCHHE aTpHOyTa COOBITUS (IPUIIOKEHUE, aIMHHUCTPATOP,

KOMIIBIOTED U IP.).

() uH®OPMANUS

[Touck mo yacTH 3arpoca ¢ UCIIOJIb30BAHUEM CUMBOJIA * HEBO3MOXKEH: 3TO CBA3aHO C OrpaHMYeHUsIMH xpaHuinia EventLog
Microsoft. BO3MOXHOCTH MTOUCKA C UCTIOIF30BAHUEM OCTAIILHBIX MOICPKHBAEMBIX METOIOB XPAaHCHHSI OTPAHHYCHBI T10

BO3MOXHOCTAM CaMOTO OI'paHUYCHHOI'0O HCTOYHUKA — EventLog.

e Tun cobbimusi — B 110JI€ YKA3bIBA€TCs TUII COOBITUS: olmKOKa, MH(popManus, npenynpexaenue. Ecnu BoiOpan napamerp He

3a0aH0, OCYIIECTBISIETCS] BBIOOPKA BCEX COOBITHH.

e Ko0 cobbimus — B TOJIe MOXKHO BBIOpaTh KOHKpETHOE coObITHE cucTeMsl Indeed AM.
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BeiGepuTte cobbITHs

0 Homep KarteropwA
O € 1000 Info

O @ 2000 Emor

O @ 1001 Info
CobbITHs

& SkcnopTwposaTe

OnucaHuwe

Mone3oearens Sein ayTEHTHOMUMPOBAH NO NPEOCTARNEHHOMY
ayTexTHwEaTopy MNpunosedwe: {requestApplication}. MHuumaTop:
{requesiUser}. Komnetorep: {requestComputer}. Cnocod
ayTeHTHMKaLWM: {authMode}. KoMMeHTapHIA ayTeHTMdHEATOpa:
{authComment} Mma Gussec npunoskesmna; {businessApplication).

OumbBea npu NonNbITEe ayTEHTMOUUMPOEETE NONL30EATENRA NO
npegocTasneHHoMy cnocody ayTeHTIEHEaLAM. [punoreHne:
{requestApplication} Mnwumarop: {requestUser) Komnbiotep:
{requestiComputer}. Cnocob ayTeHTWRMKALAW:

{authMode} Onicanwe oS- {errorDescription}. Mma BuzHec
npuneseHna; {businessApplication].

Cepeep Indeed-Id Gein sanywen. Komnowomep: {computer}.

Monb3oBaTENE KW KHULMaTOR Mpunoxexwe HasaneHan gara Koneuxan aara
Admin-Indeed Windows Logon w 2020/08/26 00:00 E 2020/08/30 00:00

Twn ayTeHTWEMESTOPa Onicanue conepsut @ Tun cobbimna
Airkey Cloud w He zagaHo 4 WHdopmauma

Kog coBemuA

o
COBbLITHE OATA MOO¥Nb WHHLHATOP
v o MonbsoeaTent Guin ayTEHTMEWUMPOEAH NO NPEJOCTAENEHHOMY ayTeHTwdwkaTopy.  2020.08.28 21:49:41 Windows Logon Admin-Indeed
v o MonbsoeaTent Guin ayTEHTMEWUMPOEAH NO NPEJOCTAENEHHOMY ayTeHTwdgwkaTopy.  2020.08.25 21:49:26 Windows Logon Admin-Indeed
v o MonbsoeaTent Guin ayTEHTMEWUMPOEAH No NPEJOCTAENEHHOMY ayTeHTwdgwKaTopy.  2020.08.28 13:21:36 Windows Logon Admin-Indeed
v o MonbsoeaTent Guin ayTeHTMEWUMPOEAH NO NPEJOCTAENEHHOMY ayTeHTwdgwEaTopy.  2020.08.28 13:16:19 Windows Logon Admin-Indeed
v o MonbsoeaTent Guin ayTeHTMEWUMPOEAH No NPEJOCTAENEHHOMY ayTeHTwdgwkaTopy.  2020.08.28 13:15:19 Windows Logon Admin-Indeed

Ko

1000

1000

1000

1000

1000

Jliist aKenopTa coOBbITHIT HAKMUTE KHOTIKY DKCIIOPTHPOBAThH B BEPXHEH YaCTH CTPAaHUIIBI. DKCIIOPT BO3MOXKEH B (hopmaTax csv,

xlsx, pdf.

Crnucok cobwituii Indeed Core Server u Indeed Key Server Bol MoxkeTe mpocMoTpeTh B CripaBOuHHKE.
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[ Ipunoxenust

DTOT paszaei COACPIKUT NPUITOKCHUSA U MOAYIIN, JI51 KOTOPBIX B Indeed Access Manager 3aperuCTprUpPOBaHbI JTUICH3UH. Taxxe B

9TOM pasJiesic MOYKHO BPYUYHYIO JOOABUTDH NPHIIOKEHNUS, HHTETPUPOBAHHbIE C KOMITOHEHTaMu Access Manager:

¢ FreeRADIUS Extension
e LDAP Proxy

e Identity Provider

e NPS RADIUS Extension

() MNPUMEYAHHE

IMepen Tem kak 100aBUTH MPUIIOKEHHE, 3aPETUCTPUPYITE ITUIEH3UIO COOTBETCTBYIOLIETO MOITYIIS.

Jlpyrue MOIyJIH MHTETPaIliy aBTOMaTHIeCKH OTOOpaKaroTces B paszene [IpuiokeHuns mocie perucTpanny JTHIeH3NH.

OO111e HaCTPOUKH

N3menuTtsb o0111yI0 HHPOPMAITHTO

1. B xaprouke npuiioxkenus Ha Bkiaake OOras nHGopmarms HaKMUTe PeakTHpOBaTh.
2. VI3meHuTe Ha3BaHUE WM ONHUCAHKUE TPUIIOKEHNUS.

3. Haxxmure CoxpaHUTb.

3arpy3uTh JIOTOTUI

1. Ha Bruaake OOmias napopmanus B pazaene Jlororun Haxmute 3arpy3uts. [lognepxubatorcst nzodpaxkenus popmara JPG u

PNG, makcumanbublil pasmep — 512KB.
2. Bribepute daiin.

3. Haxxmure 3arpy3uTs.
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FreeRADIUS Extension

IIpenBapurenbHbIE HACTPOUKH

[Tepen noGaBiIeHHEM HHTETPUPOBAHHOTO MTPUIIOKEHHS:

1. Hacrpoiite moayns FreeRADIUS Extension.
2. YcTaHOBUTE U HACTPOITE POBalephl Ay TEHTH()UKAIIH.

3. Unterpupyiite busnec-npuioxkenue ¢ FreeRADIUS Extension.

/\ BAXKHO

Ecnu ayrenTudukanys 11 npuiioxXeHni OyIeT oCcyIecTBISAThCS He uepe3 Access Manager, HAaCTPOUTE OCTYI ISl TAKUX
npuioxeHuit B Management Console B paznene Kondurypamnus. B mpoTHBHOM cilydae BXOJ B 3TH MPHIOKEHUS OyIeT

HCBO3MOXCH.

J106aBUTH NPUIIOKEHHE

Uro0bl 106aBUTH pHIIOKEHUE, HHTEerpupoBaHHoe ¢ FreeRADIUS Extension:

1. Ha 6okoBoii manenn Management Console otkpoiite pazaen [IpuiokeHus.
2. Haxxmute [lo6aBUTH TIpUIIOKEHHE.

3. B orkpoiBiemcs oxue Boioepute FreeRADIUS Extension u BBequTe Ha3BaHue npuioxeHus. HazBaHnue qomKHO ObITh

YHUKaAJIbHBIM.

4. Haxxmute Co31ath.
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() NPUMEYAHME

Ecnu BB I1aHUpyeTe 100aBUTH OOJIee OHOTO MPUIIOKEHHSI, HEOOXOIMMO U3MEHHTH [P-aipec o yMOT4aHHIO y paHee

JI00ABIIEHHOTO MPUIIOKEHHSI, YTOOBI H30€kKaTh KOH(IHUKTA.

B pasnene [punoxenus nepeitnute Ha Bkiaaky RADIUS u n3menure 3Hauenue noss [P-anpec cepepa npuiokeHui.

MOXHO yKa3aTh HECKOJIBKO 3HaYCHHMIT Yepe3 3aIsTyIo.

[Monnepxusaercs popmar [Pv4. Takike MOKHO MCIOIB30BATh MACKY HIIH Mpe(UKC /IS yKa3aHHs MOACETH.

v Ilpumepsl agpecos

Koppexkrnsle agpeca

- 192.168.0.1/24
- 172.16.3.251
- 10.0.0.1

HexoppekTHble agpeca

- 192.168.0.300 — HekOppeKTHbin IPv4;
- 172.16.3.251/33 — HeKkoppeKTHaA Macka CeTu;

- example.com — He ABnAeTcA IP-agpecom.

5. B nacrpoiike Ecnu 1yt nosnp3oBaresst He 3a/1aHbl TapaMeTphl JOCTYIIA B IPUIIOKEHUE Pa3peIlnTe WK 3alpeTHTe JTOCTYII B
NPUIIOKEHHUS JIJIS TeX T0JIb30BaTeNIel, Ha KOTOPIX HE PACIPOCTPAHSIOTCS TOJIMTHKH JocTyma Access Manager (Haripumep,

IUTSI TIOJTB30BaTeNIel U3 APYToro JOMEHa).

J106aBUTH B MOUTHUKY

UToObl HACTPOMKM NPUIIOKEHHUS OBLIN IPUMEHEHBI [UIS IT0JIb30BaTeNel, 100aBbTe NPUIOKEHNE B TOMUTUKY. CenaTh 9T0 MOXKHO

TOJIBKO ITPU HAJIMYNHU BapeI‘I/ICTpI/I]I)OBaHHOI\/'I JIMICH3UU I JaHHOT'O MOOYJIA.

Yto0BI Z[O6aBI/ITL TPUJIOKCHUEC B IIOJIUTUKY:

1. Ilepeiinute B pazaen Ionutuky.

2. BeiOepuTe MOAUTHKY U3 CIHCKA.

3. B xapTouke nmonuTHKY niepeianTe Ha BKIaaKy [Ipumoxenmus.
4. Haxxmute J100aBUTb IPUIIOKEHHE.

5. 13 BeImaaroero cnucka BEIOEPUTE IPUITOKEHHE.

6. Haxxmure JIo0aBUTH.

[Mpunoxenne 0ToOpa3uTCs B CHUCKE JOOABIEHHBIX MPUITOKESHHH.
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Hactpouts ayrenTudukarop

Jlns npunoxxennit, uaterpupoBansbix ¢ FreeRADIUS Extension, MOXHO BBIOpaTh TOJILKO OAKH crioco0 Bxona. [Ipu nobasnennu

TMIPUJIOKCHHUSA B IOJIUTHUKY 11O YMOJTYAHUIO BKIFOYACTCA HepBLIﬁ croco0 BXOJa U3 JOCTYITHBIX.

B criricke TOCTYIHBIX METO/I0OB ayTEHTH()HUKAIUK 0TOOpaXKaroTCs TpoBaiiepsl, ycranosieHHbie Ha Core Server u

noxpaepxkusaeMble RADIUS-npunoskeHusMu.
[MonnepxkuBaercst kKak oHO(AaKTOpHAS, TaK U JAByX(AaKTOpHAs Ay TCHTU(DHUKALIUSI.
[IpenBaputensHas HacTpoOIKa

[Tpex/ie 4eM HACTPOUTH OXHO(DAKTOPHYIO MIH ABYX(DaKTOPHYIO ayTeHTH()UKAIMIO, yCTAHOBUTE POBANICPHI.

OnHodakTopHasi ayTeHTH(PUKALUS

YTOOBI HACTPOUTH OJHO(PAKTOPHYIO ay TeHTH()UKAIINIO:

1. Ha 6oxoBoii nanenu Management Console otkpoiite pasnen Ilomuruxu.

2. BeiOepuTe MOIUTHKY.

3. [lepeiinute Ha BiIaaky [Ipunoxenusi.

4. Beibepute npunoxenue, narerpuposanuoe ¢ FreeRADIUS Extension.

5. B cniucke Meton ayrenTudukaiyu Beioepute nposaiiaep ¢ npedukcom 1FA.

6. Haxxmure CoxpaHUTh.

JocTynHble crioco0bl BX0Ja 0 0XHOGAKTOPHON ayTeHTU(PUKALINY:

e Secured TOTP

e Hardware OTP

e Passcode

e Software TOTP

e Hardware TOTP

¢ Indeed Key (OTP)

o KJINOU: Cepsuc Ilaponeit

JIByxdakTopHasi ayTeHTU(PHKALHS

UTo0bI HACTPOUTH IBYX(AKTOPHYIO ay TEHTU(PUKALIUIO:

1. Ha 6oxoBoii nanenn Management Console otkpoiite pasnen [Tomutuxu.

2. BribepuTe NOJIUTUKY.

3. [lepeiinuTe Ha BiTaaky [Ipumnokenust.

4. BeiOepute npunoxenue, uarerpuposanHoe ¢ FreeRADIUS Extension.

5. B cnucke Meron ayrentudukanuu Beibepure mposaiiiep ¢ npeduxcom 2FA.

6. Haxxmure CoxpaHUTb.

JocTtynHble crioco0bl BX0Ja 0 1BYX(haKTOPHON ayTeHTH(UKALINY:
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¢ Passcode + Secured TOTP

e Passcode + SMS OTP

¢ Passcode + Software TOTP

e Passcode + Indeed Key

¢ Windows Password + Hardware OTP

e Windows Password + Hardware TOTP

e Windows Password + Secured TOTP

¢ Windows Password + Software TOTP

e Windows Password + Storage SMS OTP
¢ Windows Password + Indeed Key

¢ Windows Password + Email OTP

e Windows Password + SMS OTP

e Windows Password + KJIFOU: Cepsuc [Taposneii

OnuuoHanbHbIE HACTPOUKH

¥ Usmenntsb 00myro nugpopmanuio

1. B kaprouke npuioxkeHus Ha Bkiajake OOmias nHdopmaims HaxMuTe PeakTupoBarth.
2. V3MeHHTE Ha3BaHUE WU ONMCAHUE PUIIOKEHHSI.

3. Haxwmure CoxpaHUTb.

¥ 3arpy3uTsb JOroTHII

1. Ha Bruiagke O0mias mHpopmanus B pazaene Jlororun Haxmure 3arpy3utsb. [lognepxupatorcst n3odpaxkenus popmara

JPG u PNG, makcumanbnsbiif pazmep — 512KB.
2. Bribepute daiin.

3. Haxxmure 3arpy3uTs.
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¥ Hactpouts 00padoTKy NMOBTOPHBIX 3aMPOCOB HA AyTEHTH(PUKALMIO

FreeRadius-cepBep 1o ymonyanuto oopadareiBaeT ayOnuKaThl 3arpocoB B coorBeTcTBHH co cTanaapTom RFC 5080. Ecnu
KIMEHTCKOE NpUIoKeHue He BKiItodaeT nogaepxkky RFC 5080, MoxkHO HaCTpOUTh paclInpeHHYyI0 00paboTKy AyOIuKaToB

3alIpOCOB Ha ayTeHTU(HUKALNIO Ha cTOpoHe Access Manager.

Dra Heobs3aTenbHass HACTPOHKa MOXKET OBITH TTOJIe3Ha, KOr/a HaOoIaloTCs TOBTOPHEIE 3anpockl. Hampumep, eciu

IOJIL30BATECJIb HE YCIIEBACT IIOATBEPANUTDH BXOI UCPE3 pUSh-yBC}IOMHeHl/Ie U TTOJIy4aeT €r0 NOBTOPHO.

Uto0bl HACTPOUTH PACHIMPEHHYIO 00pa0OTKY MOBTOPHBIX 3alIPOCOB HA Ay TCHTHU(HKALIUIO:

1. B kaprouke npuioxkenus Ha Bkiajgke RADIUS BrirounTe omniuio BKIIOUNHTE pacuimpeHHyo 00paboTKy 1yOIHUKaTOB.

2. B mone AtpuOyTsI 3ampoca it IOUCKa JTyOarKaToB BBenuTe 3HaueHus arpudyToB RADIUS. MoxHO yka3aTb

HECKOJIbKO 3HAYCHUH uepes 3ansaTyro. 3HadeHus no ymondanuto — [/ (User-Name) u 4 (NAS-IP-Address).

B kadecTtBe arpr0yTOB MOTYT BBICTYNaTh UM ITOJIB30BATENs, Tapoiib, [P-aipec, ¢ KOTOPOro OoTIpaBisieTcst 3anpoc Ha
ayTEHTU(UKAIIIO, U APYTUE MAapaMETPBbI. 3alpOC CUMTASTCS IOBTOPHBIM, €CJIH 3HAYCHHUS BCEX YKa3aHHBIX aTpuOyTOB B
HACTPOWKE COBMAAAIOT CO 3HAUCHMUSIMH B KEIINPOBaHHOM 3ampoce. [ToxpoOHee 0 moanepkuBaeMbIx aTpudyTax

RADIUS — B ounuansHoit fokymenranuu Cisco.

3. Haxxmure CoxpaHUTb.
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_radatt/configuration/xe-16/sec-usr-radatt-xe-16-book/sec-rad-ov-ietf-attr.html

NPS Radius Extension

B pazneire [IpunoxeHNs MOXKHO 100AaBUTH MPUIIOKEHS, HHTETpHpoBaHHEIE ¢ MoxyteM NPS Radius Extension, a Taxxe npu

H606XOHI/IMOCTI/I 3a1aTh UX JOIIOJTHUTCIIBHBIC HaCTpOﬁKH.

[IpenBapurenbHbIE HACTPOMKH

Hepez[ HO6aBJ’IeHI/IeM HUHTCTPUPOBAHHOI'O IIPHUIIOKCHUSA:

1. Hactpoiite monyns NPS Radius Extension.
2. 3apeructpupyiite nuieH3uo B Management Console.
3. YcraHoBUTE M HACTPONTE MPOBaaepHl Ay TEHTH(OUKALIUH.

4. Nuarerpupyiite 6usnec-npunoxernue ¢ NPS Radius Extension.

ITpumepbl UHTErpaly OU3HEC-IPUIIOKEHUH:

e (Cisco ASA
e FortiGate-VM

e Citrix Netscaler

/\ BAXKHO

Ecmm npunoxenus pabotatot uepe3 NPS (Network Policy Server) ¢ ycranosnerasiM RADIUS Extension, HO

ayTeHTH(UKALMS Ul HUX OCYIIECTBIIsieTCs He uyepe3 Access Manager, HacTpoiiTe Juis HUX noctyn B Management Console B

pasacie KOH(bHrypaum{. B IIPOTUBHOM CJ1y4a€ BXOA B 5TH IPHUIIOKCHUS 6yneT HCBO3MOXCH.

J106aBUTH NPUIIOKEHNE

UYro6bl 106aBUTH NpuIoKeHue, uurerpuposantoe ¢ NPS RADIUS Extension:

1. Ha 6oxoBoii manenn Management Console otkpoiite pasnen [Ipunoxkenus.
2. Haxxmute JI00aBUTH MPHIIOKEHUE.

3. B otkpeiBiemcst okHe BeiOepuTe NPS Radius Extension u BBeuTe Ha3BaHue NpuiiokeHus. Ha3Banue 10KHO OBITh

YHUKAJIbHBIM.

4. Hasxxmure Co31aTh.

(D) NPHUMEYAHME

Henp3s 106aBUTSH elie 0AHO NPHIIOKEHKE, €CITU BBl He n3MeHIH [P-afpec o yMoI4aHuIo y paHee J00aBICHHOTO

MPUTTIOXKXCHUS.

5. B otkpbIBLIEMCS OKHE IPpUIOKEHUS nepeiiaure Ha Bkiaagky RADIUS.

6. M3mennte 3naueHue noius [P-agpec cepBepa npuiioxkeHuid. MOXKHO yKa3aTbh HECKOJIBKO 3HAYEHHUH Uepes 3aIsTylo.

IMoanepxusarorcst popmarsl IPv4 u IPv6. Takike MOXKHO HCIOIB30BATh MACKY HJIH MPEe(UKC /IS yKa3aHHs OACETH.
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https://support.indeed-company.ru/Knowledgebase/Article/View/nastroika-cisco-asa-dlya-autentifikacii-cherez-indeed-nps-radius-extension
https://support.indeed-company.ru/Knowledgebase/Article/View/nastroika-fortigate-vm-dlya-dvuhfaktornoi-autentifikacii-cherez-indeed-nps-radius-extension
https://support.indeed-company.ru/Knowledgebase/Article/View/ustanovka-i-nastroika-autentifikacii-po-otr-v-citrix-netscaler

¥ IIpumepsl aapecos

Koppexrnsie anpeca

e 192.168.0.1/24

e 172.16.3.251

e 10.0.0.1

e 21:db8:58:74:1c60:2¢18::4/64

HexoppexTable aapeca

e 192.168.0.300 — nexoppexrHblii IPv4

e 172.16.3.251/33 — HekoppeKTHast MacKa CeTn

e fe80::1%eth0 — nexoppexTHbIit [PVO
21:db8:58:74:1c60:2¢18:0:4/129 — HexkoppeKTHast Macka CeTH

e example.com — He sBisiercs [P-agpecom

J100aBUTH B MOJIUTHKY

YToObI HACTPOMKK MPUIIOKEHHUS OBLIN IPUMEHEHBI [ULS TTOIb30BaTeNneil, 100aBbTe NPUIOKEHNE B TOMUTUKY. Coenars 9T0 MOKHO

TOJIBKO IIPH HAJIUYNHU SapeFHCTpHPOBaHHOﬁ JIMOEH3UU TSI JAHHOTO MOIYJIS.

YT100BI Z[063.BI/ITI) MPUITO0XKCHHUC B ITOJIMTUKY:

1. [lepeitnute B pazaen [Homutuku.

2. BribepuTe NOIUTUKY U3 CIHCKA.

3. B kapTouke NONUTHKY MepeinuTe Ha BKIAAKY [IpuokeHus.
4. Haxxmute JI00aBUTH MPHIIOKEHUE.

5. V3 BhIa/Iato1Iero CrucKa BbIOEPUTE MPUIIOKEHHE.

6. Haxxmure J{00aBUTH.

IMTpuioxeHune 0ToOpa3uTCs B CHUCKE JOOABIEHHBIX TPUITOKEHHH.

HactpouTts ayreHTH(UKaTOp

Jlnst npunoskeHnid, nHTErpupoBaHHbIX ¢ Radius Extension, MOkHO BBIOpaTh TOJIBKO OMH crtocod Bxoaa. [Ipu nodaBneHuun

MPUJIOKCHHUS B IOJIUTUKY 11O YMOJIYaHHUIO BKJIIFOUACTCA HepBLIﬁ criocoo BXOJa U3 JOCTYITHBIX.

B criricke OCTYIHBIX METOJI0B ay TCHTH()HUKAIUK 0TOOpaKaroTCs IPoBaiepsl, ycraHoBieHHbIe Ha Core Server u

noxpgep:xxusaemble RADIUS-npunoxeHusmu.
IMonnepskuBaeTcs Kak 0qHO(AKTOPHAsL, TaK U IByX(akTopHas ayTeHTU(PUKALIUS.
[IpenBaputensHas HacTpoiiKa

[Ipexxae ueM HaCTPOUTh OJHO(DAKTOPHYIO HITH IBYyX()aKTOpHYIO ayTeHTH()UKALNIO, yCTAHOBHUTE MPOBAIEPHI.
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OnHodakTopHasi ayTeHTHPUKALMS

YT0OBI HACTPOUTH OTHODAKTOPHYIO ayTEHTH()UKALIUIO:

1. Ha 6oxoBoii nanenu Management Console otkpoiite pasnen Ilomuruxu.

2. Bribepute HOJIUTHKY.

3. Ilepeitnute Ha BKiaaky IIpunoxenus

4. BeiOepute npunoxenue, uarerpupopanHoe ¢ NPS Radius Extension.

5. B criucke Meton ayrenTudukain Beioepute nposaiiaep ¢ npedukcom 1FA.

6. Haxxmure CoxpaHUTh.

JocTynHble croco0bl BX0Ja 0 0XHOGAKTOPHON ayTeHTH(PUKALINY:

e Secured TOTP
e Hardware OTP
e Passcode

e Software TOTP
e Hardware TOTP

JByxdakTropHasi ayTeHTH(PHKALHS

Uto0bl HACTPOUTH IBYX(DAKTOPHYIO ayTCHTU(UKAIIHUIO:

1. Ha 6okoBoii manenu Management Console otkpoiite paszaen [TonuTuku.

2. BpiOepuTe MOTUTHKY.

3. ITepeiinute Ha Briaaky [Tpuioxenus.

4. Bribepute npunoxenue, unrerpuposannoe ¢ NPS Radius Extension.

5. B criucke Meton ayreHTuduKkanm Beioepute nposaiiaep ¢ npedukcom 2FA.

6. Haxxwmure CoxpaHUTb.

JlocTtymHble crmocoObl BX0O/Ia 10 IByX(hakTOPHOI ayTeHTH(UKAIINN:

e Passcode + Secured TOTP

e Passcode + SMS OTP

e Passcode + Software TOTP

e Passcode + Indeed Key (Tonbko B pexume oTnpaBku push-yBegoMiieHui ¢ MOATBEPKICHUEM BXO/1a)
¢ Windows Password + Hardware HOTP

¢ Windows Password + Hardware TOTP

e Windows Password + Secured TOTP

e Windows Password + Software TOTP

e Windows Password + Storage SMS OTP

¢ Windows Password + Indeed Key (Tonmbko B peskxume oTnpaBku push-yBeIOMICHUH ¢ TOATBEPIKICHUEM BXO/A)
¢ Windows Password + Email OTP

e Windows Password + SMS OTP

410



e Windows Password + Telegram (ToJbKO B pe3KHMe OTIIPAaBKU OJHOPA30BbIX Haposieil)

e One-string authenticator (ayTeHTU(DUKATOPBI BBOAATCS B OJIHY CTPOKY)

OnuuoHanbHbIE HACTPOUKH

¥ Usmennts 00myro nugopmanuio

1. B kaprouke npuiiokenus Ha Bkiajake OOmias naopmaims HaKMUTe PerakTHpoBaTh.
2. V3menuTe Ha3BaHUE WM ONUCAHUE IPUIIOKEHNUS.

3. Haxxmure CoxpaHHTB.

¥ 3arpy3uTs JOroTHI

1. Ha Bxnanke O6mas nundopmanus B pazaeine Jlorotun HaxxmuTe 3arpy3uts. [lognep>kuBatorcst n3oopaskenus popmara

JPG u PNG, makcumanbHsbrit pazmep — 512KB.
2. Beibepute aiin.

3. Haxxmure 3arpy3uTs.

v HaCTPOI/ITL AOCTYII K MPU/IOKCHUAM 1A MoJib30BaTeeil BHE MOJTUTHK AocTyIna

HpI/I HCOGXOHI/IMOCTI/I MOXXHO pa3pCllrThb WJIH 3alIPETUTh JOCTYII B IPHUIIOKCHUA JJIA TCX HOHB3OBaTeIIefI, Ha KOTOPBIX HE

PacIpOCTPaHsIOTCs MOJIUTHKY AocTyna Access Manager (HarmpuMep, ULt OJIb30BaTeNeH 13 APyroro qoMeHa). [l aToro:

1. B xaprouke npunoxkenus nepeianre Ha Bkiaaaky RADIUS.
2. B nacrpoiike Eciu a1 mosp30Baresist He 3a/laHbl TapaMeTphl JOCTyTa B MPHIIOKEHUE pa3pellinTe WK 3alpeTuTe
JIOCTYIL.

3. Haxxmure CoxpaHUTb.
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¥ Hactpouts 00padoTKy NMOBTOPHBIX 3alPOCOB HA AyTEHTH(PUKALMIO

[Tpu HEOOXOMMOCTH MOYKHO HACTPOUTH OOHAPYKEHHE U 00pabOTKY JTyOJIHKATOB 3alPOCOB HAa ayTCHTU(PHUKALINIO. DTa
HeoOs3aTeNIbHast HACTPOHKA MOXKET OBITh IOJIe3Ha, KOT/Ia HAOIIOIAI0TCs TIOBTOPHEIE 3arpockl. Hampumep, eciu

TI0JTb30BaTENb HE YCIEBAET MOATBEPAUTE BX0/ Uyepe3 push-yBe1oMIICHHE U TIOJTy4aeT ero HOBTOPHO.

Uto0bl HACTPOUTH 00PAOOTKY MOBTOPHBIX 3alIPOCOB HA Ay TCHTH(HUKAIIUIO:

1. B kaprouke npuinoxenust Ha Bkiagke RADIUS Bxmounte onmumio Brimounts oOHapykeHHe 1 00paboTKy TyOIHKaToOB

3alpOCOB Ha ayTeHTU(HKALIHIO.

2. B nosne AtpuOyThl 3ampoca /s morcka ayOnnKaToB BBeIUTe 3HaYeHUs arprOyToB Radius. MOKHO yka3arh HECKOJIBKO

3HAYCHUIT yepe3 3amaTyro. 3HaueHus 1o ymonrdanuto — / (User-Name) u 264 (Request authenticator).

B kauecTBe aTpuOyTOB MOTYT BBICTYIIATh MMsI TIOJIB30BATEs, 1apoiib, [P-aspec, ¢ KOTOporo oTnpaBiseTcs 3anpoc Ha
ayTEHTU(UKAIIIO, M APYTUE TAapaMeTpBhl. 3alpoC CUUTAETCs TIOBTOPHBIM, €CJIM 3HAUSHHUSI BCEX YKa3aHHBIX aTpruOyTOB B
HACTPOMKE COBIAAIOT CO 3HAYCHUSIMU B KEIMPOBAaHHOM 3ampoce. [TogpoOHee o moaiepKuBaeMbIX aTpudyTax

RADIUS — B odunmansHoit nokymenranuu Cisco.

3. Berbepure THI OTBETa Ha TyOIHKATHI 3aIIPOCOB!

¢ Discard — npournopupoBsars. B atom citydae cepsep RADIUS He oTnpasisieT 0TBET Ha OBTOPHBI 3anpoc;

e Reject — oTkiioHuTh. B 3TOM Cityuae npu nmoBropHOM 3amnpoce cepsep RADIUS ornpasinsier orBet Access-Reject

(HocTym OTKIIOHEH).

4. Haxxmute COXpaHUTB.
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_radatt/configuration/xe-16/sec-usr-radatt-xe-16-book/sec-rad-ov-ietf-attr.html

LDAP Proxy

IIpenBapurenbHbIE HACTPOUKH

[Tepen noGaBiIeHHEM HHTETPUPOBAHHOTO MTPUIIOKEHHS:

1. Hactpoiite moxgyns LDAP Proxy.
2. YcTaHOBUTE U HACTPOITE POBalephl Ay TEHTH()UKAIIH.

3. Unrerpupyiite 6usHec-npunoxenue ¢ LDAP Proxy.

/\  BAXKHO

Ecnu ayreHTHdUKams 11 NpUIIoKeHNH OyIeT OCyIIeCTBISATHCS He uepe3 Access Manager, HaCTpOHTE JOCTYI IJIsl TAKUX
npuioxeHuit B Management Console B paznene Kondurypamnus. B mpoTHBHOM cilydae BXOJ B 3TH MPHIOKEHUS OyIeT

HCBO3MOXCH.

J106aBUTH PUIIOYKEHNE

UroObl 106aBUTH NpHIIOKEHUE, UHTErpupoBanHoe ¢ LDAP Proxy:

1. Ha 6okoBoii manenn Management Console otkpoiite pazaen [IpuiokeHus.
2. Haxxmute [lo6aBUTH TIpUIIOKEHHE.
3. B orkpeiBiemcst okHe BbiObepute LDAP Proxy u BBenuTe HazBaHue npuiiokeHus. Ha3BaHue 10KHO OBITh YHUKAIbHBIM.

4. Hasxxmute Co31aTh.

(D) NPUMEYAHME

Ecnu BoI IJIaHUPYEeTC J100aBUTH 0OJIEE OTHOTO TIPUJIOKCHUSA, HEO0XOIMMO U3MEHHUTh IP-az[pec 110 YMOJIYaHHUIO Yy paHCC

HO6aBJ’IeHHOFO IMIPUITOXCHUA, yTOOBI H30EKATH KOH(bJ'II/IKTa.

B pazpene IIpunoxenus nepeiinure Ha Bkiaaaky LDAP Proxy u usmenure 3Hauenue nons IP-agpec cepsepa

MPIIOKeHUH. MOXXHO yKa3aTh HECKOIBKO 3HAYCHUN Yepe3 3aIATYIO.

Honnepxusaercs popmar IPv4. Taxke MOXKHO HCIIOIb30BaTh MACKy HIIH MPEGHUKC IS yKa3aHHS IIOACETH.

5.B HaCTpOﬁKe Ecnu niist nonb3oBarens He 3alaHbl MMapaMETPhI OCTYIIa B IMMPUJIIOKCHUEC PAa3pCIINUTE UIIU 3alIPpETUTE JOCTYII B
TMPUTIOXKCHUS TSI TEX HOJ'[I)30B3.T€J'[CI>1, Ha KOTOPBIX HE PaCHPOCTPAHAIOTCS MOJUTHKHU JOCTYIIa Access Manager (HaHpI/IMep,

JUTSI TIOJTB30BaTeNIel U3 APYToro JOMEHa).

J106aBUTH B MOUTHUKY

YT100BI HaCTpOﬁKH TMPUJIOXKCHUA ObLTH MPUMCHCHBI JJIs1 HOHLSOBaTeHGﬁ, I[O6aBLT€ TMPUJIOKCHHUEC B ITOJIUTUKY. CZ[CJ'IaTI) 3TO MOXXHO

TOJIBKO ITPU HAJIMYNHU 3ap€FPICTpPIpOBaHHOI>i JIMIICH3UHA I JaHHOTI'O MOOYJIA.

Yto0BI Z[O6aBI/ITI> TIPUJIOKCHUEC B IIOJIUTUKY:
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1. Ilepeiinute B pazgen [Honutuxu.

2. BeiOepuTe MOAUTHKY U3 CIHCKA.

3. B xapTouke nmonuTHKYM nepeianTe Ha BKIaaKy [Ipumoxenmus.
4. Haxxmute Jl06aBUTH NPUIIOKEHUE.

5. V3 BbINa1atomero crucka BbIOEpUTE MPUIIOKEHHE.

6. Haxxmure J{00aBUTH.

[TpunoxxeHne oToOpa3uTCs B CIUCKE J0OABICHHBIX MPHIOKCHHIH.

Hactpouts ayrenTudukarop

Jlnst nproxeHnit, mHTErpupoBaHHbX ¢ LDAP Proxy, MOXKHO BBIOpaTh TONBKO OAMH crIoco0 Bxoxa. [1pn 100aBIeHIN IPHUIOKCHUS

B INOJIUTUKY 11O YMOJIYaHHUIO BKIIFOUACTCA nepan‘/'I criocoo BXoJa U3 NOCTYIIHBIX.

B criricke OCTYIHBIX METO/I0B ay TEHTH()HUKAIUK 0TOOpaKaroTCs IIpoBaiiepsbl, ycraHnoBieHHbie Ha Core Server u

nozaaep:xxusaemble npuioxenusmu LDAP Proxy.
IMopnepskuBaeTcs Kak oqHO(AKTOPHAsL, TaK U IByX(akTopHas ayTeHTU(DUKALIMS.
[IpenBaputensHas HacTpoiiKa

[pex e uem HacTpouTth opHodakropHyto (1FA) mim apyxdakropuyto (2FA) ayreHTH(UKAINIO, YCTAHOBUTE MOJICPKUBACMBIC

MIPOBaNIEPHI.
UYUToObI HACTPOUTH AYTEHTU(HUKALHUIO:
1. Ha 6okoBoit manenn Management Console otkpoiite pazaen [TonuTuk.
2. BriOepuTe MOTUTHKY.
3. Ilepeiinure Ha Briaaky ITpunoxenus.
4. Bribepute npuioxenue, uurerpuposantoe ¢ LDAP Proxy.
5. B criucke Meton ayreHTH(UKAIMK BEIOEpUTE TIPOBANIED:

e 2FA: Windows Password + Indeed Key (Push)
e 2FA: Windows Password + Telegram (Push)
¢ 1FA: Windows Password

6. Haxxmure CoxpaHHTb.
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OnuuoHanbHbIE HACTPOUKH

¥ Usmenntsb 00my1o nudopmanuio

1. B kaprouke npuiioxkenus Ha Bkiajake OOmias nadopmaiys HaxMuTe PeakTupoBarth.
2. M3MeHHTE HAa3BaHUE WU ONUCAHUE TPUIIOKEHHSI.

3. Haxxmure CoxpaHHTb.

¥ 3arpy3uTsb JOroTHI

1. Ha Brutagke OOmiast mHpopmanus B pazaene Jlororun Haxmute 3arpy3utsb. [lognepxuBatorcst nu3oopaxkeHus popmara

JPG u PNG, makcumanbsnsbrif pazmep — 512KB.
2. Bribepute daiin.

3. Haxxmure 3arpy3uTs.
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Identity Provider

IIpenBapurenbHbIE HACTPOUKH

Iepen no6aBiIeHEM UHTETPUPOBAHHOTO MIPUIIOKEHHS:

1. Hacrpoiite komnonent Identity Provider.
2. Yoenurecs, 4TO y Bac €CTh 3aperHCTpUpoBaHHas JueH3us i Identity Provider.
3. YcTaHOBHTE U HACTPOITE MPOBANAEPHI Ay TEHTU()UKAIHH.

4. NnTerpupyiite OusHec-npunoxenue ¢ Identity Provider.

JloGaBuTh MpUIIOKEHUE

Yt00BI 100aBUTH NPHIOKEHUE, HHTErpupoBanHoe ¢ Identity Provider:

1. Ha 6oxoBoit manemn Management Console otkpoiite pasznen [IpumoxeHns.
2. Haxxmute J106aBUTb IPUIIOKEHHE.

3. B none Monyns unterpanuu soidepure Identity Provider.

4

. BeiGepute npoTokon ayTeHTH(GUKALUK:
e SAML

e OIDC
5. BBenuTe HazBaHue NpuiIokeHus. Ha3BaHue NOHKHO OBITh YHUKAIBHBIM.
6. Haxxmure Co3nars.

7. B paznene [Mpunoxenust nepeiante Ha BKiaaky IDP u nobaBsre yHUKAIBHBINA HICHTH(UKATOP, COOTBETCTRYHOIINN
BbIOPaHHOMY MIPOTOKOITY:

e SAML — yHuKalbHBIH HICHTH(HUKATOP MTOCTaBIIMKa ycuyr Entity ID.

e OIDC — yHHKaIbHBIH HICHTHPHUKATOP KIHEHTCKOro mproxkeHus Client ID.

J106aBUTH B MOUTHKY

YToObI HACTPOMKK NPUIOKEHNUS OBLIN IPUMEHEHBI [UISl TTOJIb30BaTeNei, 100aBbTe NPUIOKEHNE B TOMUTUKY. CIenaTh 9T0 MOXKHO

TOJIBKO IIPH HAJIUYNH 33.peFI/ICTpI/Ip0BaHHOI71 JIMOCH3UU I JAHHOTO MOIYJIs.

YT100BI Z[06aBI/ITI) MPUITOKCHHUC B ITOJINTUKY:

1. Ilepeiinute B pazaen Ionutuku.

2. BribepuTe NOMUTUKY U3 CIIHCKA.

3. B xapTouke monuTHKYM niepeianTe Ha BKIaAKy [Ipumoxenms.
4. Haxxmute JI00aBUTH MPHIIOKEHHUE.

5. V3 BbINa1atomiero Crucka BbIOEpUTE MPUIOKEHHE.

6. Haxxmure J{00aBUTH.

IMpuoxeHue 0ToOpa3uTCs B CIHUCKE JOOABIEHHBIX IPUITOKEHHH.
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Hactpouts ayreHTudukarop

B cnucke 10CTYIHBIX METOIOB ay TEHTU(UKALIMU OTOOpaKaroTCsl IpoBaiiaepsl, ycTaHoBineHHble Ha Core Server u

nojiiepykuBaeMbie nipuiokenusMu Identity Provider.
[IpenBapurenbHas HacTpoOKKa
[Ipex e uem HaCTPOUTh ayTEeHTH(PUKALUIO, YCTAHOBUTE MO/ICPIKUBACMBIC [TPOBAIEPHI.

UYUToObI HACTPOUTH AYTEHTU(UKALUIO:

1. Ha 6oxoBoii manenn Management Console otkpoiite paznen [Toautuxy.
. Bribepute monuTuky.
. [lepeinure Ha Bitagky [Ipmnoxenus.

. Beibepute npunoxenue, unrerpuponantoe ¢ Identity Provider.

[ S B S

. B criucke I[OCTyl'[HI)Ie MCTO/bI ayTCHTI/I(bI/IKaHI/II/I BLI6epI/IT€ npOBaﬁﬂep 1 B KOJIOHKE CTaTyc HaXXMUTE COOTBCTCTByIOHII/Iﬁ

TMICPCKITIOYATEIIb.

HOZI,IIep)KI/IBaK)TCSI CJICAYIOIIHNE METOAbI ayTeHTI/I(i)I/IKaHI/II/IZ

e Email OTP

¢ Hardware HOTP
e Hardware TOTP
¢ Indeed Key

e Multi-factor authentication
e Passcode

e Secured TOTP

e SMS OTP

e Software TOTP

e Storage SMS OTP
e Telegram

e Windows Password
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AyTeHTU(HUKATOPEI

Hacrpouts ayTeHTH(UKATOPBI MOKHO B Tpex paszenax Indeed Access Manager:

o Kondurypauus — AyTeHTHPUKATOPbL
o Brkuazaxka [Ipunokenust KapTOYKy TOTUTHKA

e Bkiagka AyTeHTH()HKATOPBI KAPTOUKHU TTOJIB30BATEINS

OO1111e HaCTPOUKH

Paznen Kongurypanns — AyTeHTH(PHKATOPHI COTEPAKUT OOIIHE ISt BCEX IT0Ib30BaTeNIel HACTPOUKH BCEX ayTEHTU(HUKATOPOB,

yCTaHOBIICHHBIX Ha cepBepe Indeed AM. HacTpoiiku MOTYT OTJIMYATHCS B 3aBUCUMOCTH OT ayTeHTU(HUKATOPA.

Pa3zpenmts/3anpeTiTs NCTIONb30BaHUE U PEIAKTUPOBAHNE

YToObI HACTPOHTH UCIIOB30BAHNE U PEIAKTHPOBAHHE Ay TeHTH()UKATOPOB:

1. BribepuTte ayTeHTH)UKATOP.
2. B cexuuu OCHOBHBIE HACTPOMKHU:

e B HaCTpOﬁKC 3al'lpeTI/lTb HUCIIOJIB30BaTh YKAXXHUTC, MOI'YT JIM ITOJIb30BATC/IU MCIIOJIB30BATh UJIN PEr'UCTPUPOBATH

BBIOpaHHBIN ayTeHTH(UKATOP.

e 3ajaiiTe Apyrue HACTPOUKU B 3aBUCHMOCTH OT THUIA ayTeHTH(uUKaTopa.

3. JIost ayTeHTH(HUKATOPOB, KOTOPBIE TPEOYIOT PErUCTPAIliK, B CEKIIMN J{OCTYIHBIC MOIb30BATENO JCHCTBUS:

e B HacTpoiike Peructpanust HOBBIX ayTeHTH()HKATOPOB YKAKUTE, MOTYT JIH MOIB30BATEIN PETHCTPUPOBATH HOBBIC
ayTEHTU(HUKATOPHI.
e B nactpoiike PenaktupoBanue UMEIOIMXCS Ay TEHTU(DUKATOPOB YKAXKUTE, MOT'YT JIU [10JIb30BATEIN U3MEHSTh Y)KE

3aperHCTPUPOBAHHBIC Ay TeHTH()UKATOPEI.

¢ B Hactpoiike YiajgeHne MMEIONINXCS ayTEeHTH(PUKATOPOB YKaKUTE, MOTYT JIH [TOJIb30BaTEH YAASATh yiKe
3aperHCTPUPOBAHHBIC Ay TeHTH()UKATOPEI.

e B nactpoiike Pa3pemnts perakTupoBaHie KOMMEHTApHs K ayTEHTU(PHUKATOPY YKaKUTE, B KAKOW MOMEHT TI0JIb30BATEIIN

MOTYT pE€AaKTHUPOBATb KOMMCHTAPHUU K YIKE 3apECrUCTPUPOBAHHBIM ayTCHTI/I(bI/IKaTopaM.

M3MeHnTh MaKCUMAaIbHOE KOJIUYECTBO

B paznene Koungurypaist — AyTeHTH(HHKATOPHI MOYKHO 3371aTh MAKCHMATbHOE KOJHMYECTBO ay TeHTH(PUKATOPOB, KOTOPOE
TMIOJTE30BATEIIM MOTYT 3aperucTpUpoBaTh st celst. DTa HacTpoiika nocrymnHa Juist Passcode Provider n IronLogic Z2 USB Provider.

Yt00b1 3a1aTb MAKCUMAJIBHOC KOJIMYCCTBO:

1. Beibepute ayTeHTUPHUKATOP.
2. B nmone MakcuMallbHOE KOJINYECTBO BBEANUTE 3HAYCHHE.

3. Haxxmure CoxpaHUTb.
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HactponTs aBTOMaTn4ecKyro OJIOKHPOBKY

IIJ'IS[ ayTeHTI/I(l)I/IKaTOpoB MOXXHO HAaCTPOUTH aBTOMAaTUYCCKYIO 6J'IOKI/Ip0BKy u pa36n01<1/1p031<y B CJIy4dac HCYyJAaYHbIX ITOMNBITOK BXOAA.

() MNPUMEYAHME

Hactpoiika 6mokupoBku ayTeHTH(HKaTopoB B Management Console He momiep>XxuBaeTcst 17t ABYX(paKTOpHOU

ayreHTH(UKamy 111 nprioxernit RADIUS Extension.

YT0OBI HACTPOUTH aBTOMATHUECKYTO OoknpoBKy B Management Console:

1. Beibepute ayrentuduxarop.
2. Jlns mapamerpa brioknpoBars crmoco6 ayTeHTH(OUKAMY B CIydae CepUH HEYauHbIX MOIBITOK YCTaHOBUTE 3HaYeHHe /a.
3. 3apaiiTe 3HaUCHUS IS CIIEYIOLINX TapaMETPOB:
e Konm4ecTBO MOMBITOK ayTCHTH(HUKAIINH 10 OIOKHPOBKU. DTOT MapaMeTp OMPeaeNseT KOJTNISCTBO HEYTauHbIX OIIBITOK
ayTeHTU(UKAUU 10 OIOKUPOBKHU criocoda Bxona. Criocod BXoza ocTaeTcs 3a0IOKMPOBAHHBIM 0 MOMEHTA
Pa30IOKUPOBKY AIMHHUCTPATOPOM MITH IO UCTEUEHHMS TaliMayTa 10 pa30IOKHPOBKH. 3HAUCHHE ITapaMeTpa 110

YMOJUYaHUIO — 5. 3aJaHHOE 3HAUCHUE JJOJDKHO OBbITH OOJIbLIE MIIH PAaBHO /.

e COpoc cueTuyrka OJOKMPOBKH 4epe3 (MHHYT). DTOT napaMeTp ONpeAessieT, CKOJIbKO MUHYT JAOJIKHO MPOUTH MOCIIe
HEy/IaqHOH MOMIBITKH BXOJIa, TIPEXKIE YeM CUCTUHK HEYTauHBIX MOIBITOK OyfeT OOHyIeH. 3HaueHne apaMeTpa o
YMOJIUaHUIO — 5. 3aJaHHOE 3HAUEHUE JOKHO ObITH OoJblIe Wi paBHO /. MIHTepBan cOpoca cueTynka OJIOKUPOBKH HE

JOJDKCH OBITH OOJIBIIE TaﬁMayTa J10 pa36JIOKI/IpOBKI/I criocoba BX04a, TOJIBKO €CJIM 3HAYCHHUE ITOCJICIHETO HE PABHO 0.

e TaiimayT 10 pa30IOKHPOBKH CIOCO0a BXoa (MUHYT). DTOT apaMeTp OIpeiesIsieT NIepHo, Ha KOTOPBIi 3aaHHbIH
croco0 Bxoza Oyzer 3abnmokupoBaH. [1o ucreueHnn TaiiMayTa crocod BXoja OyJeT aBTOMaTn4ecky pa30IOKUPOBaH.
3HaueHHe mapameTpa Mo yMordaHuio — 5. Eciii ycTaHoBIeHO 3HadeHue (), criocod BX0Ja 0CTAaeTCsl HeJOCTYITHBIM JUIS

OJIb30BATENISL, TIOKA aJIMUHUCTPATOP He pa3zdiokupyer ero B Management Console.

4. Haxxmute CoXpaHUTb.

HactponuTts npuHyIMTEIbHYO IPOBEPKY

Juns perucrpannn ayreHTudukaropos Software TOTP n Secured TOTP M0oxHO HACTPOUTE MIPHUHYTUTEIBHYIO IPOBEPKY

ayTeHTU(PHUKATOPA.

JlanHas HacTpoiika paboraeT B Bepcun Management Console 8.2.6 mnu Beite. Eciiu ycraHoBiieHa Oosiee ctapasi BepCs,
HeoOxonuMo oOHoBiIeHHE. [TocMOTpeTs HOMEp YCTaHOBIEHHOM Bepcur MOXKHO B paszaene ITomouls u noagepskka G0KOBOM NaHe !

Management Console.

YT0OBI BKIIOUNTH NPUHYAUTEIBHYIO IPOBEPKY:

1. B pasnene Kongurypanus — AyreHrudukarops! Beroepure ayrenrudukarop Software TOTP wmm Secured TOTP.

2. B paznene OcHOBHbBIE HACTPOWKH BKIIOUUTE MPUHYIAUTEIBHYIO TPOBEPKY.

() NPUMEYAHHE

[Ipu perucrpanuu Storage SMS npuHyIUTENbHAS IPOBEPKA BHIIOIHAETCS 0 YMOITYAHHIO.

Ecnu npunyuTenbpHas MpoBepKa ayTeHTH(GUKaTopa BKIIOUSHA, TPU PETUCTPALIH TTOSIBUTCS TOTIOTHUTEILHOE OKHO

TMOATBCPKACHUA JJIs1 BBOJAA JaHHBIX ayTeHTI/I(bI/IKaLII/II/I.
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IIJ'IS[ TMOATBCPKACHUSA PETUCTPAIIUU BBEAUTC TOJIYUYCHHBIC TaHHbIC ayTeHTI/I(bI/IKaL[I/II/I 1 HAXKMHUTC HOZ[TBepZ[I/ITI).

Hacrtporiku 115t momtuk

MoXHO TaKke 3aJaTh HACTPOMKM ayTeHTH()UKATOPOB, KOTOPBIE PACHPOCTPAHSIIOTCS Ha BCEX MOJIb30BaTeNel, BKIIIOYCHHBIX B

MOJIUTHUKY. DTH HACTPOIKH TOCTYITHEI B KapTOUKe MOIUTHKH B Management Console.

YT100BI 3aJ1aTb HaCTpOﬁKH ayTeHTH(l)HKaTOpOB JUIA HOHL3OBaT€H€ﬁ, BKJIFOYCHHBIX B MOJIMTHKY:

1. Ha 6oxoBoii manenn Management Console BbiGepure [ToauTuxu.
2. BeiOepuTe MOTUTHKY.

3. epeiimure Ha BkIaaKy [Ipunoxenus. DTa BKJIaKa COACPKUT HHPOPMAIIMIO O MPUIOKEHHUSIX U MOAYJISIX HHTCIPAIHH,

nobaBiieHHBIX B TONUTHKY. [TogpoOHee o HacTpolikax moauTuk — B [TonuTuku.
4. BeiOepuTe MpUIOKEHHE.
5. B cexnmu JlocTynHbIe METOIBI ay TEHTHOUKALNY Pa3peLInTe/3aMPETUTE UCTIOIb30BaHUE ay TCHTU(PHUKATOPOB.

6. s monyaeit Identity Provider, Windows Logon, ADFS Extension Bsoepute peskuM padotsr Indeed Key Provider.

Hacrtpoyiku 1715 OTaensHOro noiab30Baress
3amarh HACTPOHKHU ayTEHTU(UKATOPOB JJIsl OTIEIBHOTO TOJIB30BATEIIsI MOXKHO B €ro kaprouke B Management Console.

YToOBI OTKPBITH KAPTOUKY MOTB30BATEIS:

1. Ha 6oxoBoit manemn Management Console Beioepute [Tomp3oBaten.
2. Haitnute nosb3oBaresist. [logpobHee o0 HacTpoiikax noucka — B [losb3oBarenn.

3.B KapTOYKE I1OJIb30BaTECJIsA nepeix'l)mTe Ha BKJIaJIKy AyTeHTI/I(bI/IKaTOpI)I. Orta BKJIaIKa COACPIKUT I/IH(l)OpMaLII/IIO O KOJIMYECTBE
3apEerUCTPUPOBAHHBIX Ay TCHTU(PHKATOPOB TIOJIb30BATEIISI U UX [TaPAMETPBI.
3aperucTprupoBaTh

IMepen perucrpanmeii ayTeHTU(HUKATOPOB CO3/IAlTE MOJUTUKY M PACTIPOCTPAHUTE €€ Ha IeJIeBBIX MOTb30BaTeeH.

() UPHUMEYAHHE

Iposaiinepsr Email OTP u SMS OTP He TpeOyroT periucTpalii 1 MOTYT HCIIONB30BAThCs, €CITH Y MOJTb30BaTe s 3a1aH email
WK HOMep Tene(oHa COOTBETCTBEHHO. Ecii mapaMeTpsl He 3aJaHbl, TO ayTEHTU(GHUKATOPEI HE 0TOOPAKAIOTCS B CIIHCKE

JAOCTYIIHBIX IJI ITOJIB30BaTCIIA.

UToObl 3aperuCTPUPOBATH Ay TEHTU(HUKATOP:

1. Haxxmute 3aperucTpupoBarh U BEIOEpUTE METO/ ayTEHTU(HUKALMY U3 BBINAAAIOIIET0 CIIUCKA.

Ecnu y monp3oBaresist 3aperucTpupoBaHO MAaKCUMAIbHOE KOJINYECTBO ayTEHTU(HUKATOPOB ATl ONIPEAEICHHOTO METO/Ia, TO

L[aHHBIﬁ METO/ ayTeHTI/I(l)I/IKaI_II/II/I 0T06pa)KaTLC$I HC 6yz[eT.

2. BeimonHuTe JOITOJIHUTCIIbHBIC HaCTpOﬁKH JUISL perucTpalun ayTeHTI/I(i)I/IKaTOI)a. ILH?[ Ppas3iIMIHbIX ayTCHTI/I(bI/IKaTOpoB

OTIIMYArOTCA OKHA U ,Z[eﬁCTBPIiI JUIA pErucTpanuu.

3. Iocrne ycmemHoH perucTpaniy crTartyc ayTeHTHGHKaTopa — [eticmayiowuil.
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4. Ecnu OBLI yaeH npoBaiiiep, MMEIOIIHI 3aperHCTPHPOBAHHBIC ayTeHTH(OUKATOPEI, TO CTaTyC ayTeHTH(HKaTopa — He

YCMAHOBIIEH.

AyTeHTH(HUKATOP TOSIBUTCS B CIIUCKE 3apETUCTPUPOBAHHBIX ISl TIOJIB30BATEIIS Ay TEHTH()UKATOPOB.

3arpeTuTh

[Tonp30BaTEITIO0 MOKHO 3alPpETUTH UCIIOJIB30BATh OHpeHeHeHHLIfI ayTeHTI/I(bI/IKaTOp. Yro0b1 3alPETUTH I1OJIB30BATCIIIO
HCII0JIb30BaTh METO/] ayTeHTI/I(i)I/IKaHI/II/I CO BCEMU ayTeHTI/I(i)I/IKaTOpaMI/I, OTHOCAIIUMHUCA K 3TOMY MCTONY, BLI6epI/IT€ HaCTpOI/ITb

MECTOABI ayTeHTI/I(iOI/IKaHI/II/I.

() MNPUMEYAHME

Cnoco0 ayrentudukanun Windows Password He MoxeT OBITH 3ampemnieH. PekoMeHyeM OTKITIOUHTh yYEeTHYIO 3aIliCh

MI0JIE30BATENs B KaTaJuore IMoIb30BaTelNel, €cy Hy>KHO 3a0JI0KHPOBaTh JOMEHHBIN apoib.

UYToObI 3apeTUTH NOJIL30BATENIO HCIIONB30BaTh ay TCHTU(HUKATOP:

1. Beibepute ayTeHTHPHKATOP.

2. HaxxmuTte 3anpeTuTs.

[Mocne oTkITIOYeHNS ayTeHTH(HUKATOPA MOTH30BATENb HE CMOXKET HCIIOIB30BaTh JaHHBIN crtocol Bxoma. CtaTyc ayTeHTH(HKaTopa

— 3anpewen.

() DPHMEYAHHE

ITpu 3ampeTe KCIOIp30BaTh HeoOyuaeMblii ayTeHTu(rKarop, HanpuMep Email OTP, aBroMaTnuecky 3ampeniaeTcsi MeTox

ayreHTH(UKamu. Craryc — Memoo 3anpewen.

B KapTOYKE ITOJIb30BATCIISI MOKHO 3alIPETUTH UCIIOJIb30BAaTh ayTeHTI/I(bI/IKaTop TOJIBKO JIJIsL OAHOI'O IIOJIb30BATCIIA. 3aHpeTI/ITI>
UCIIOJIb30BaTh ayTEHTU(HUKATOP BCEM MOIB30BATEIIM MOXKHO B paszene Konpuryparus — AyTeHTH(HUKATOPHL.
Pazpemms

UYToObI pa3pennTh MOIb30BATEIIO UCTIOIB30BATh ayTEHTU(HUKATOP:

1. Beibepute ayTeHTH(PHUKATOP.

2. HaxxmuTe Pa3pemyts UCIosIb30BaTh.

IMTocne BroueHUs ayTeHTU(UKATOPA M0Ib30BaTEIb CMOXKET HCIIONb30BaTh AaHHbIN criocod Bxoxa. Ctaryc ayTeHTH(HKaTOpa —

Jleticmsyrowuii.

() MNPUMEYAHME

B KapTO4KE I10JIb30BATC/ISI MOXKHO PA3pCIINTh HCIIOJIb30BaATh ayTeHTI/I(i)I/IKaTOp, TOJIBKO €CJIM 3aIlpeT OBLI YCTAHOBJICH IS

OTIEILHOTO ToJib3oBarels. CHATh 3apeT Ha UCIIOJIb30BAHNE ayTeHTI/I(l)I/IKaTOpa JJI1 BCEX MOJIH30BATEICH MOXKHO TOJIBKO B
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Paz6nokupoBarh

Ecnu JUIS ayTCHTl/lq)l/lKaTOpa OTKJIFOYCHA aBTOMaTu4€CKas pa36n01<14p013|<a IOCJIC HEYAAYHBIX MOIBITOK BX0/Ja, €0 HY>KHO

pa30I0OKUPOBATh BPYYHYIO B KapTOUKe ToJIb3oBarelisi. st 3Toro:

1. BeibepuTe 3a010KHPOBAHHBIH ay TEHTH(HKATOP.

2. HaxxmuTte Pa30moknpoBarh.

Crioco0 BxoJa CHOBa OyJIeT AOCTYIIEH AJIsl [IOJIb30BaTE .

Vnanute

1. Beibepute ayTeHTH(PHKATOP.
2. Haxxmute Ymanuts.

3. IloaTBepaure yaajieHue.

AyTCHTI/I(bI/IKaTOp HCYE3HET M3 CITUCKA 3apETUCTPUPOBAHHBIX IJIA MTOJIB30BaTCIIA ayTCHTI/I(l)I/IKaTOpOB.

3anpeTuTh METo/| ayTeHTU(PUKALIT

UToObI 3apeTUTH MOJIB30BATENIO UCIIONb30BATh METOA ay TCHTU(HUKALNN:

1. Haxxmute Hactpouts MeTozpl ayTeHTUGHUKAIN. OTKPOETCS OKHO CO BCEMH JOCTYITHBIMH METOIAMH ay TEHTU(GHUKAIIMN JUIs

BI)I6paHHOFO 110JIb30BaTCIIA.

2. B xononke CraTyc HaxXMuTe O , YTOOBI 3aIPETUTh BEIOPAHHBINA METOJ Ay TEHTU(DUKALIUH.

[Tocne 3arpeTa MeToAa MOJIb30BaTCJIb HE CMOXKET UCIIOJIb30BaATh ayTeHTI/I(bI/IKaTopBI, OTHOCAIIHUECA K OTOMY METOAY. CTaTyc

ayTeHTU(PHUKATOPOB — Memoo 3anpeuyen.
Ecnu BBI 3ampeTHIIN TOJIB30BATEIIO HCIIONB30BaTh METOJ Ay TeHTH(HUKAIINH:

e [lonmp30BaTenb HE CMOKET UCIOJIB30BATh IaHHBII CIIOCOO BXO/a.
e Jlnst mosp3oBatesns OyaeT HeAOCTYHA PErHCTpanns ayTeHTH(HUKATOPOB, OTHOCAIINXCS K 9TOMY CIIOCOOY BXOJa.

o Ecuu 3anpenieHHbIi MeTo] ayTeHTH()UKAIKU cOCTOUT B 1ienouke MFA, ayteHTr(UKaus 1o 3ToH 1enovke Oyaer

HEJIOCTYTIHA.

B KapTOYKE IOJIb30BaTCJIsI MOKHO 3alIPpETUTDh UCITOJIB30BaTh METOL ayTeHTI/I(i)I/IKaHI/II/I TOJIBKO JJIA OJJTHOI'O ITOJIB30BAaTCIIA. 3aHpeTI/ITI>

HCIIONIb30BATh METO] Ay TEHTHU(UKAIIMH BCEM TTOJIH30BATEISIM MOKHO TOJIBKO B pasznene Konpurypamus — AyTeHTH(PHKATOPHI.
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Monyinu uHTerpanuu

B atom pasaeiie COACPKUTCA ONMCaHUE 100aTBHBIX HaCTPOCK IJIA Monyneﬁ HHTErpanun Access Manager:

e LDAP Proxy
e FreeRADIUS Extension
e NPS RADIUS Extension

Hacrtpouts Moaysu MHTETpamy MoxkHO B Management Console B pasnene Konduryparms — Moaynu uarerpauy. YToOs!

HaCcTpOUTb UHTEC alll/l}OC6I/I3HCC-1'l HJIOKCHUSAMMU, T1€ eﬁ)lldTeB a3zlenH HII0KCHUA.
)
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LDAP Proxy

JlocTyn Kk He00aBIEHHBIM TIPUIIOKCHHSIM

Ecnu ayrenTuukanms ais npuiioKeHUH ocylecTBisieTcst He uepe3 Access Manager, HACTPOWTE ISl TAKUX TPUIIOKEHUH TOCTYII

B Management Console. B IIPOTUBHOM CJIy4a€ BXOJ B 5THU IIPUIIOKCHUS 6y,£[eT HCBO3MOXCH.

UroObl HacTPOUTh JocTyn s npunoxkenuit LDAP Proxy, He no6aBneHHbIX B Access Manager:

1. Ha 6oxoBoii manenn Management Console otkpoiite pa3nen Konpurypanus.
2. Ha Bruiagike Monynu unterpanuu Beioepure LDAP Proxy.

3. Paszperuure uiau 3anpetute A0CTyn B HacTpoiike Jloctyn B Ldap-nipunoxenusi, kotopbie He o0aBieHsl Management

Console.

4. Haxxmute CoxpaHuTh U Iepe3anycTuTe KouTeiHep ¢ npuinokenuem LDAP Proxy.
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FreeRADIUS Extension

JlocTyn Kk He00aBIEHHBIM TIPHIIOKCHHSIM

Ecnu ayrenTudukaims ais MpUIIoKeHUH oCyIecTBIsIeTcsl He uepe3 Access Manager, HACTPOWTE ISl TAKUX TPUIIOKEHNH TOCTYII

B Management Console. B IIPOTUBHOM CJIy4a€ BXOJ B 5THU IIPUTIOKCHUS 6yz[eT HCBO3MOXCH.

Uro6s! HacTpouts goctyn At RADIUS-npunoxenuii, He 1o6aBneHHbIX B Access Manager:

1. Ha 6okoBoii manenu Management Console otkpoiite pazaen Kondurypanmusi.
2. Ha Briagke Monymu naterpannu Beioepute FreeRADIUS Extension.

3. Pasperure uin 3ampeTuTe A0CTyn B HacTpoiike Jloctyn B Radius-nipuioxeHusi, KOTopbie He 1o0aBieHsl Management

Console.

4. Haxxmute COXpaHUTh U Tepe3anycTuTe KouTeitHep ¢ npuioxkennem FreeRADIUS Extension.

Bpewmst BBozia Broporo akropa ayTeHTU(DUKAIIH

1. Ha 6oxoBoii manenu Management Console otkpoiite pasznen Konpurypanus.
2. Ha Bruiagke Monynu unrerpanuu Beioepure FreeRADIUS Extension.
3. YcTaHOBUTE NEPUOJ B CEKYHAX, 32 KOTOPBIH MOJIb30BATE b JJOJDKCH BBECTH BTOPOH (PaKTOp ayTeHTU(UKAIUH.

4. Haxxmute CoXpaHUTH U Iepe3amycTuTe KoHTeiHep ¢ nprmioxenneM FreeRADIUS Extension.

Ilounck KimeHTCcKOro MPUIIOKCHUA 110 IP—a):[pecy
1. Ha 6okoBoii manenu Management Console otkpoiite pazaen Kondurypanmusi.
2. Ha Bruiagxke Monynu unrerpanuu Beioepure FreeRADIUS Extension.

3. B nacrpoiike Onpenenenue [P-anpeca kirenta Radius ycraHoBUTE OuepeiHOCTh aTpUOYTOB, TI0 KOTOPHIM Oy/IeT
NpOU3BOAUTHCS Mouck [P-anpeca kimentckoro npunnoxenus. Eciu [P-aspec HaiineH B nepBoM 3ajaHHOM aTprOyTe, TOUCK

OCTaHABJIMBACTCA.
Bo3MoxxHbIC 3HAUCHUS:

e NASIPAddress (1o ymoi4anuto),
e SrcIPAddress.

4. Haxxmute CoXpaHUTh U Iiepe3anycTute kKoHnTeiinep ¢ npunoxenueM FreeRADIUS Extension.
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NPS RADIUS Extension

JlocTyn Kk He00aBIEHHBIM TIPUIIOKCHHSIM

Ecnu ayrenTuukanms ais npuiioKeHUH ocylecTBisieTcst He uepe3 Access Manager, HACTPOWTE ISl TAKUX TPUIIOKEHUH TOCTYII

B Management Console. B IIPOTUBHOM CJIy4a€ BXOJ B 5THU IIPUIIOKCHUS 6y,£[eT HCBO3MOXCH.

Uro6sl HacTpouts foctyn At RADIUS-npunoxenuii, He 106aBieHHbIX B Access Manager:

1. Ha 6oxoBoii manenn Management Console otkpoiite pa3nen Konpurypanus.
2. Ha Brutagke Monynu unrerpanuun Beioepure NPS RADIUS Extension.

3. Paszpermre uiu 3ampeTute A0CTyn B HacTpoiike Jloctyn B Radius-nipuioxkeHusi, KoTopbie He 1o0aBieHsl Management

Console.

4. Haxxmute COXpaHUTh U Mepe3anycTuTe KouTeinep ¢ npuioxenuem NPS RADIUS Extension.

Bpewmst BBozia Broporo (pakropa ayTeHTU(DUKAIIH

1. Ha 6oxoBoit manemn Management Console otkpoiite pazaen Konduryparus.
2. Ha Bruiagke Monynu unrerpanuun Beioepure NPS RADIUS Extension.
3. YcraHOBUTE NEPUOJ B CEKYHAX, 3a KOTOPBIH M0JIb30BaTEb JOJKEH BBECTH BTOPOH (hakTop ayTeHTH(HUKALIUH.

4. Haxxmute COXpaHUTh | TIepe3anycTuTe KoHrteitaep ¢ npmioxenuneM NPS RADIUS Extension.
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PyKoBOICTBO MOJIL30BATEIIS

¢} Kaprouka mosib30Baresist

Wudopmanus o nomp3osareie

[e] VYnpasnenue ayTeHTU(UKATOPAMU

Vipapienne ayTeHTH(HHKATOPAMH T10JIb30BATEIIS

Jlokaymsarys

CMeHa s13bIKa B KOHCOJIU T10J1b30BaTeIIst

== Ynpasnenne Windows Password

M3menuts nm 3aperucTpupoOBaThH JIOMEHHBII TIapoJjib
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Kaprouka 1osb3oBares

B KapTOYKE I1OJIb30BATCJIsI COACPIKUTCA CICAYHOIIast I/IH(i)OpMaHI/ISIZ

e JlanHble u3 npouiIst B KaTajaore Mnojib30BaTesei:

o Wwmst yueTHO# 3anucu — arpuOyT userPrincipalName;
o IlyTs;

o E-mail — arpubyt mail;

o

Tenedpon — arpulyt telephoneNumber;
o ®oto — arpulyT jpegPhoto v thumbnailPhoto. Ecnu arpuOyThl yCThIE, TO HCIOIb3YETCS N300paKCHUE-3arTyIIIKa;

o CBeJeHHs 0 3aperUCTPUPOBAHHEIX Ay TCHTH(OHKATOPAX.
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VYrpagieHre ayTeHTU(UKaTOpaMu

B xapTouke Mop30BaTelis Ha BKIIAJKE AyTEHTH(DUKATOPBI COMSPKUTCS HHPOPMAIIHS O KOTHIESCTBE 3apETUCTPHUPOBAHHBIX
ayTeHTU(HUKATOPOB TOJIL30BATEIIS M UX MapaMeTpbl. [10 yMOTUaHHUIO TOIB30BATENH MOTYT TOJIBKO PETHCTPUPOBATh

ayTeHTU(UKATOpBL. [IIs OCTaNbHBIX ASHCTBUM ¢ ayTeHTU(HUKATOpaMU 3alIPOCHUTE [IPpaBa y aAMUHUCTPATOPA.

3aperucTprupoBarh

() TPUMEYAHHE

ITposaiinepsr Email OTP u SMS OTP perucTpupyroTcs aBTOMaTHIECKH, €CIU y TOJIB30BaTeIs 3a1aH email uim HoMep

TenedoHa B KaTaiore mojb30BaTelieH.

Urto0bI 3aperucTpUpOBaTh Ay TCHTUPHUKATOP:

1. BeiGepute ayTeHTUPHUKATOP.
2. Haxxmure #.

3. Boibepure 3apeructpupoBars.

4, BBC}II/ITC 3alpalBacMbIC JaHHBIC U HAXXMUTC COXpaHI/ITI). 3anpamnBaeMLIe JJAHHBIC U I[eﬁCTBHﬂ pu perucrpaiuuu MOryT

OTJINYATHCS B 3aBUCUMOCTH OT ay TeHTHU(HKATOPA.

5. Tlpu HEOOXOMMOCTH BBEINTE JIaHHBIE ay TeHTH()UKAIINH, YTOOBI OATBEPIUTH PETUCTPALIIO.

IMTocne ycnemHoi perucrpauu ayTeHTU(GUKATOP 0OTOOPA3UTCSL KaK 3aperuCTpUPOBAHHBIMN.

Ecnu y nonp3oBaresist 3aperucTpupoBaHO MaKCUMAJIbHOE KOJIMYECTBO ayTEHTU(UKATOPOB, PErUCTPALIUS 3aBEPIIUTCS OIIHNOKOM

ﬂocmyn s3anpewjen. ﬂocmueﬂymo MAKCUMATIbHOE KOJIU4ecneo aymeHmud)uKamopoe.

Eciu 3apel"HCTpPIp0BaHHLII71 ayTeHTI/I(I)I/IKaTOP yAaajaeH aAMUHUCTPATOPOM, OH IIEPECTAHET OTOﬁpa)KaTI)Cﬂ B KapTOYKEC IOJIb30BaTCIIA.

N3meHuTh

Uto0bl UBMEHUTH ayTEHTU(UKATOP:

1. BeiGepute ayTeHTUPHUKATOP.

2. Hamute #.

3. Bribepure M3MeHUTD.

4. Beenute HOBBIE IaHHBIC JUIS Ay TEHTU(PHKATOPA.

5. Haxxmure Coxpanuts. [Ipr HEOOXOIUMOCTH BBEMTE IaHHBIC ay TCHTU(UKAIINN, YTOOBI MOJATBEPIAUTH PETUCTPALIUIO.

VYnanmurte

Urto0bl ynaauTek ayTeHTH(HUKATOP:

1. Beibepute ayrenTHdHUKATOP.
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2. Haxxmure ¥
3. BeiOepure Yaanurs.

4. IlopTBepaute ynaaeHue.
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Jlokamuzarms

YToOBI CMCHUTH SA3BIK:

1. Hasxxmute KHOIIKY C Ha3BaHWEM A3bIKa B IIPaBOM BCPXHEM YTIIIY.

2. B BbINaaamoieM Ciucke BEIOEPUTE HYKHBIH S3bIK.

INDEED @

Admin Indeed

Mma Admin-Indesd@demo.local
y4eTHo

3anncH

Myt demo.local/Users/Admin Indeed
E-mail Admin-Indeed@demo.local
TenedoH
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Yrpasnenne Windows Password

B User Console MOKHO 3aperucTpupoBaTh WM U3MEHUTh JJOMEHHBII apob.

3aperucTpupoBarhb

Uto0BbI 3aperucTpUpOBaTh JOMEHHBIN TTAPOJIh:

1. Otkpoiire User Console.

2. Ilepeiinute Ha BKIAAKY AyTEHTU(DHUKATOPHL.

3. B cricke ayrenTrdukaropos Beioepute Windows Password.
4. Haxwmure ¥

5. BeiOepure 3aperucTprpoBaTh napoiib.

6.B OTKPBIBIIEMCA OKHE BBCAUTEC IIaPOJIb U HAXKMUTEC COXpaHI/ITI).

N3meHuTh

Uto0Obl CMEHUTH TOMEHHBIH MApOJIh:

1. Otkpoiire User Console.

2. [epeiiuTe Ha BKIAAKY AyTEHTH(PHUKATOPHI.

3. B crcke ayrenTrdukaropos Beidbepute Windows Password.
4. Haxmute %

5. Boibepure M3MeHnTH NApOIBb.

6. B nosiBuBIIEMCS OKHE BBCIUTEC TCKyI]_[I/Iﬁ 1apoJib, HOBBIHM napoJib, MIOATBEPAUTE HOBBIH TapoJib 1 HAXKMUTE COXpaHI/ITL.
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API

&  Oommas uadopMarus

O6mu1as nupopmanus

&> BeICTpBIi cTApT

BoIcTpbIif cTapt

&»  Meromsr API

KonuuectBo mias: 8

&»  CreHapun HCIIOTB30BaAHMS

KonuuectBo riags: 6
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Oo61as nHhopMarLys

Hcnons3yiite API Indeed Access Manager a1t HHTETpalUy ¢ IPUIOKEHUSMHU.

B sToM pasperne onucansl odumue napameTpsl UserId, modeId, ApplicationId, a Taxike popmar 3arpocoB, KOTOpbIe

HeoOxoauMbl JuIst ucnojb3oBanus API Indeed.

3anpoc k API

Jls oOpareHust K MeToy HeoOX0AMMO BBINOIHUTE 3anpoc POST wiu 3anpoc GET 1o

http(s)://<dns_indeedam_server>/am/core/<url_api_method>, rae:

e dns_indeedam_server — nonnoe DNS-ums cepsepa, rae pa3sepHyT Indeed Core Server, wiu nomHoe DNS-umst cepsepa, rje
pa3BepHyT WARP;

e url_api method — agpec COOTBETCTBYIOLIETO METO/A; aipeca YKa3aHbl B JOKYMEHTAIIMU K METOIY WM B Swagger.

IMpmmep st metona getAvailableMethods, rne DNS-ums cepsepa Indeed Core Server: indeedam.indeed.local:

https://indeedam.indeed.local/am/core/api/v6/logon/getAvailableMethods

/\ BAXKHO

Meron authenticateByWindowsToken paboraer Tonbko mpu HacTpoenHOM WARP.
IMpumep ans merona authenticateBy WindowsToken, rne DNS-umst cepsepa WARP: warp.indeed.local:

https://warp.indeed.local/am/core/api/v6/logon/authenticateByWindowsToken

UserId

B napameTtpe yka3pIBaeTcsl yHUKAJIBHBIN HASHTU(HUKATOP MOIb30BaTeNst n3 cucteMsl Indeed.

Wnentndukarop coctouT n3 crpokoBoro 1D, yka3zanHoro B app-settings.json Core Server B mapamerpe Id Karauora MoJb30BaTess

U objectGuid moab3oBaTess.

Hampumep, B mapamerpe userId ykasano sHadenue GUID nonws3oarens 10efa04f-7ba9-47d8-89db-56e166f1679f. 3nauenue
UserId nomnb3oBarenss — UserId\_10efa@4f-7ba9-47d8-89db-56el66f1679f.

YroOsl monmyuyuth userld, ucrnone3yiire Mmeton [POST]/api/v6/user/searchUserld.

modeId

‘YHUKaNbHBIN naeHTHUKaTop criocoda ayreHTHukamy Indeed.
Crioco0Obl ayTeHTU(DUKAIHN:

¢ Indeed AM Windows Password Provider {CF189AF5-01C5-469D-A859-A8F2F41ED153}
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¢ Indeed AM Passcode Provider {F696F05D-5466-42b4-BF52-21BEE1CB9529}

e Indeed AM Email OTP Provider {093F612B-727E-44E7-9C95-095F07CBB94B}

¢ Indeed AM Hardware TOTP Provider {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E60CA0S5}
¢ Indeed AM HOTP Provider {CEB3FEAF-86ED-4A5A-BD3F-6A7B6E60CA0S}

¢ Indeed AM Storage SMS OTP Provider {3F2C1156-B5AF-4643-BFCB-9816012F3F34}

¢ Indeed AM SMS OTP Provider {EBB6F3FA-A400-45F4-853A-D517D89AC2A3}

e Indeed AM Software OTP Provider {OFA7FDB4-3652-4B55-B0C0-469A1E9D31F0}

¢ Indeed Key Provider {DEEFOCB8-AD2F-4B89-964A-B6C7TECA80C68}

¢ Indeed AM MFA Provider {070719BA-EB57-4EA8-BB4D-D15A33E7363D}

ApplicationId
BuyTpennuii Mmozyib

() DPHUMEYAHHE

Jnist paGoTHI ¢ BHYTPEHHHM MOZIYJIEM He TpeOyeTcs IMIEH3 s, J0CTaTOYHO NMETh NpaBa Ha ONepanuy, IpeJoCTaBIsieMble

BHYTPCHHHUMH MOOYJISIMH.

cDyHI(HI/IOHEU'H)HOCTI) Access Manager OpraHn30BaHa 4€pe3 BHYTPECHHUEC MOAYIIH, Ka)l(,[[BIﬁ N3 KOTOPBIX PCAIN3YyCT ONPECACIICHHYIO

OousHec-10ruKy. CTpOKOBbIC HICHTH()HUKATOPBI MOAYJICH UCTIONIB3YFOTCS ISl oOpatieHus K pa3HbiM yactsim API Core Server.
Buyrtpennne moxymu Core Server:

e User Profile Setting Management
e User Access Control Management
e Hardware Devices Management

¢ License Management

¢ Authenticator Management

¢ Authenticator Enrollment

e User Accounts Management

e Policy Management

e User Cache Management

¢ Business Applications Management
IToMHUMO MOJyJICH, JOCTYIIHBI BHYTPCHHHE [IPUIOKCHHS:

¢ Enterprise Management Console
e Self Service

e Native Enroller
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Monynbs uHTErpanyn

() MNPUMEYAHME

Jlns paGoThl ¢ MOIYIISIMU UHTETPALIUK TPEOYeTCs JIMIEH3HS JJ1s1 COOTBETCTBYIOLIETO MOIYJISL.

MOI[y.]'II/I HUHTErpanuun 00ecIeurBarOT B3aUMOCBS3b Access Manager C BHEIIHUMU cucTeMaMu. K HUM OTHOCSTCS:

e Windows Logon

FreeRADIUS Extension

¢ Identity Provider

ADFS Extension
¢ RDP Windows Logon
e Authentication API

Nnenatuduxarop NOIUTUKH

Yt0o0BI y3HaTb I/IZ[GHTI/I(i)I/IKaTop IMOJINTUK, BBITIOJIHUTE CJIICAYIOLINEC I[eIZCTBHﬂI

1. Otkpoiite Management Console.
2. Ilepeitnute Ha BKiaaky [loauTuku.
3. BeiOepure 11eIeBY IO TTOJIUTHKY.

4. CxonupyiTe nieHTU(GUKATOP MONUTHKY U3 napamerpa policyId B URL-ampece.
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beIiCTphIN cTAapT

Jlnst Be13oBa MeTonioB API u TecTupoBaHUs 3apoCcoB, HCIONB3yiiTe HHTepdeiic Swagger, KoTopslii BcTpoeH B Core Server.

Uro0bl 00eCIeYUTh TOCTYI K HHTEP(EICY, BHIOIHUTE CICAYIOLIUE ACHCTBHS:

1. OTkpoiite KOHPUTYpaLMOHHBIN aiin am/core/app-settings.json.
2. B mapamerpe Documentation B Tere Enabled ycraHoBUTE 3HaYeHHE true .

3. BomumuTe 1 HacTpoiTe COOCTBEHHBIN KIIMEHTCKUN cepTUduKaT U 100aBbTe €ro B JOBEPEHHBIE CEPTH(UKATEL.

Wutepdeiic Swagger Oynet n0cTynieH 1o cebuike http(s)://<DNS IndeedAM Server>/am/core/swagger/. 1yis noctyna K

uHTepdeiicy BHIOEpUTE CO3IaHHbINA paHee KITMEHTCKHN cepTH(UKar.

TokeH agMuHKCTpaTOpa 3arpoca

Jlnist BeINOSTHEHUS O0JBIIMHCTBA 3apocoB API Tpedyrorcs onpezenceHHbie nipaa B cucreme Indeed. 11 yCrenHoro BbITOIHEHHS
TaKHX 3alIPOCOB HEOOXOIMMO BBITIOJIHUTH ayTeHTHUKaiuio B API noj nmonb3oBareneM ¢ TpedyembiM HaOopoMm 1paB. [locie

BBITOJIHEHHSI Ay TCHTH(HUKAIUH Oy/IeT MOIy4eH TOKSH CECCHU, KOTOPBIN MCIOb3yeTcs B 3anmpocax APIL.
Yr1o0OnI TIOJYYUTh TOKCH, IMTOCJICA0BATCIbHO BBIIIOJIHUTE CICAYIOIIUEC 3alIPOCHIL:

1. /api/v6/templateSession/openVerifySession

2. /api/v6/templateSession/prepareTemplateData

3. /api/v6/templateSession/createTemplate

4. /api/v6/logon/authenticate
ITpu ycnemHoit ayrenTudukanuy Bo3Bparaercs TokeH B popmare JSON.

IMoapoGHee 06 3ToM crieHapuu — B paszzene Kak paboTaer CKpuIT.

() DPUMEYAHHE

ITpu ncnons3osannn WARP TokeH MOKHO MONYYIHTH C IOMOMIBIO MeToa authenticateByWindowsToken.

437



Metonsr API

% Authenticator

getUserAuth, findByUserlds

) License

getAllLicenses, getCatalogObjectLicenses

Logon

isAvailable, authenticate, getAvailableMethods

o Policy

get

(@ TemplateSession

createTemplate, openEnrollSession, openVerifySession, openldentifySession, prepareTemplateData

& User

searchUserld

@ UserCatalog

getObjects, searchUsers, searchGroups, searchContainers

€} UserProfile

findLogonInfoByUser
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Authenticator

getUserAuth

BosBpaiiaer Bce 00yueHHbIC ayTEHTH()HUKATOPHI MOJIb30BaTENs 110 BHyTpeHHEeMY uaeHThudukaropy B Indeed Access Manager.

POST /api/v6/authenticator/getUserAuth

OObexT 3ampoca

"Id": "00000000-0000-0000-0000-000000000000",
"UserId": "string",
"AccessToken": "string",

"ApplicationId": "string"

B 00BEKTE 3arpoca:

e Id — obOs3arenbHbIi mapamerp. BHyTpennuii uaentuduxarop Indeed Access Manager.
e UserId — o0s3atesnbHbIi napamerp. Buyrpennuii uaentudukarop nons3osarens B Indeed Access Manager.
e AccessToken — obs3arenbHbli mapamerp. TOKeH aIMUHUCTPATOPA, OT UMEHH KOTOPOT'O BhINONHAETCs 3anpoc kK API.

e ApplicationId — obOsi3arensHslii mapamerp. CTpokoBblit naeHTU(UKaTOp MOmyist Indeed AM.

OObeKT oTBETA
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"AuthenticationCountLimit": 0,
"CreatedOn": "2022-10-26T07:23:08.550Z",
"Description": "string",
"ExpirationDate": "2022-10-26T07:23:08.550Z",
"Flags": 1,
"Id": "00000000-0000-0000-0000-000000000000" ,
"IsDisabled": true,
"IslLocked": true,
"ModeDeviceName": "string",
"ModeId": "0©0000000-0000-0000-0000-000000000000",
"ModeType": 0,
"ModeTypeName": "string",
"UserId": "string",
"SerialNumber": "string",
"Device": {
"Id": "00000000-0000-0000-0000-000000000000" ,
"AuthType": "00000000-0000-0000-0000-000000000000",
"SerialNumber": "string",
"RegistrationDate": "2022-10-26T07:23:08.550Z",
"IsEnabled": true,
"LastUserId": "string",
"Comment": "string",

"Model": "string"

¥
"CreatedBy": "string"
}
findByUserlIds

Bo3sspamaer BHyTpeHHHIT naeHTH(UKATOp Homb3oBaTens B Indeed Access Manager.

POST /api/v6/authenticator/findByUserIds

O0bexT 3ampoca

{
"UserId": "string",
"AccessToken": "string",
"ApplicationId": "string"
}

B oObexre 3amnpoca:

e UserId — o0s3arenbHbli napaMeTp. BHyTpeHnHuii uaenTudukarop nonb3osarens B Indeed Access Manager.
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e AccessToken — 00s13aTeIbHbBII rnapamMmeTp. Token AIMUHHUCTpPATOpPa, OT UMEHU KOTOPOI'O BBIMTOJHACTCS 3aIIPOC K API.

e ApplicationId — obsi3arensHslii mapamerp. CTpokoBblit naeHTH(UKaTOp MOmyist Indeed AM.

OOBbeKT oTBETA

"'00000000-0000-0000-0000-000000000000"

441



License

getAllLicenses

Bosepaiaer Bce 3apeructpuponannbie B Indeed Access Manager JiuiieH3uu.

POST /api/v6/license/getAllLicenses

OO0BeKT 3ampoca

"AccessToken": "string",

"ApplicationId": "string"

B 00BEKTE 3arpoca:

e AccessToken — oOsi3arenbHbli MapameTp. TOKSH aJIMUHUCTPATOPA, OT UMEHH KOTOPOT'O BhINONHSAETCs 3anpoc K API.

e ApplicationId — obGs3arensHelil napamerp. CTpokoBblii naeHTUUKaTOp MOmys Indeed AM.

OOBEKT OTBETA

{
"LicenseUid": "string",
"InstancelId": "string",
"Type": "string",
"Amount": O,
"BeginDate": "2022-10-26T08:43:22.406Z",
"EndDate": "2022-10-26T08:43:22.406Z",
"Description": "string",
"Issuer": "string",
"IssuedTo": "string",
"IssueDate": "2022-10-26T08:43:22.406Z2",
"Id": "00000000-0000-0000-0000-000000000000" ,
"ControlValue": "string"

}

getCatalogObjectLicenses

Bo3Bparnaer 3aperucTprupoBaHHbIC JTHICH3UN U1 KOHKPETHOTO 00BEeKTa KaTaiora.

POST /api/v6/license/getCatalogObjectLicenses
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OO0BeKT 3ampoca

{
"ObjectId": "string",
"AccessToken": "string",
"ApplicationId": "string"
}

B 00BEKTE 3arpoca:

L4 ObJeCtId — I/IJJEHTI/I(I)I/IKaTOI) Karajiora, ajist KOTOporo 6yHyT TOJTYYCHBI 3apCTUCTPHUPOBAHHBIC JIMIICH3UU.

e AccessToken — oOsi3arenbHblil mapameTp. TOKEH aJIMUHHCTPATOPA, OT UMEHH KOTOPOT'O BhINONHSAETCs 3anpoc K API.

e ApplicationId — obGs3arensHelil napamerp. CTpokoBblii naeHTUUKaTOp MOmys Indeed AM.

OOBEKT OTBETA

{

"ApplicationId": "string",

"CatalogObjectId": "string",

"PolicyId": "0©0000000-0000-0000-0000-000000000000"
}

getAcquiredLicenseCount

B03BpamaeT KOJIMYECTBO UCIOJIb3yEMBIX JII/IHGH3I/II>‘I YKa3aHHOT'O TUIIA B BBI6paHHOI71 TIOJIUTHUKE.

POST /api/v6/license/getAcquiredLicenseCount

OObeKT 3ampoca

{
"LicenseType": "string",
"PolicyId": "0©0000000-0000-0000-0000-000000000000",
"AccessToken": "string",
"ApplicationId": "string"
}

B 00BEKTE 3arpoca:

e LicenseType — THII JHMIEH3HH.

e PolicyId — naenTuduxarop nonmutuku. Maentudukarop moxHo nomyunts B URL-anpece momutukn B Management
Console uj ¢ IOMOIIBIO METOIA /api/v6/policy/getAll.

e AccessToken — o0s3aTenbHbIi mapamerp. TOKeH aIMUHHCTPATOPa, OT IMEHH KOTOPOTO BBIMONHsIETCs 3ampoc K API.

e ApplicationId — obs3arensHelil mapamerp. CTpokoBblit naeHTuduKaTop Moxyis Indeed AM.
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Logon

isAvailable
BhInonHSAET MPOBEPKY JOCTYITHOCTH ayTeHTU()UKAIIMH TI0JIb30BATESI B IPUIIOKCHUH.

e B mapamerpe ApplicationId ykaseiBaeTcst HACHTH(HKATOP MPHIOKEHHS.
¢ B mapamerpe UserId yKa3bIBaeTcst HACHTU(HUKATOP LEJIECBOTO MOIB30BATEIS.

e B napamerpe ExcludeWindowsPassword ykaswiBaetcs truelfalse:
o Ecnu yka3aHo frue, 3HaYUT U3 MIPOBEPKU UCKIIIOYACTCSI BOBMOXKHOCTD Ay TCHTH(HUKALIUH 110 JOMEHHOMY Mapoiito. B
TAKOM CJIy4ac IOJIb30BaTC/II0 JOJDKCH OBITh JAOCTYIICH 000k I[pyl"OfI MECTO/ ayTeHTI/I(bI/II(aHI/II/I, HHa4e 3arpocC BEPHET

false.

o Ecmu yKazaHOfalse, HOMCHHI)Ii/II TapoJib HE UCKIIFOYACTCs U3 BO3MOXKHBIX crroco0oB ayTeHTI/I(bI/IKaHI/II/I B CLICHApHHU.

[POST] /api/v6/logon/isAvailable

OObexT 3ampoca

{
"ApplicationId": "string",
"UserId": "string",
"ExcludeWindowsPassword": true
}

B 00BEKTE 3arpoca:

e ApplicationId — obGs3arensHelil mapamerp. CTpokoBblit naeHTU(uUKaTOp Momyst Indeed AM.
e UserId — o0s3arenbHbIil napametp. Maentndukarop nomszosarens B Indeed AM.

e ExcludeWindowsPassword — ONIMOHANBHBIN MapaMeTp. 3HAUYCHUE 110 YMOTIAHHUIO frue.

OOBbeKT oTBETA

true\false

authenticate

BerInonHseT ayTeHTH)UKALINIO TI0JIb30BaTels B IPWIOKEHUU BusinessApplication 1o 3aperucTpupoBaHHOMY IIA0IOHY

Templateld.

[POST] /api/v6/logon/authenticate

OOBeKT 3ampoca
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"TemplateId": "00000000-0000-0000-0000-000000000000",

"BusinessApplication": "string"

OOBEKT OTBETA

{
"Token": "string",
"LogonResult": {
"Result": "string"
}s
"UserId": "string"
}

Tpumep ycremHoro oobekTa 0TBETa

"ValidPropertiesMask": 5,

"Token": "eyl@e----.eyJleH----",

"LogonResult": {
"ValidPropertiesMask": @,
"Result": null

}s
"UserId": "UserId_blcfaa29-6368-4c50-9868-06dbbe21fe23"

getAvailableMethods

BosBpaiiiaer MaccuB IOCTYIHBIX CIIOCOO0B ayTeHTH(UKAIUK J1s1 TIosb3oBarens Userld B ykazaHHOM B Applicationld

MIPUJTIOXKCHHUU.

[POST] /api/v6/logon/getAvailableMethods

O0ObexT 3ampoca
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"ApplicationId": "string",

"UserId": "string",

"IncludeModeIds": [
"'00000000-0000-0000-0000-000000000000"

1,
"ExcludeModeIds": [
"'00000000-0000-0000-0000-000000000000"

B 00BEKTE 3arpoca:

e ApplicationId — obGs3arensHeiil napamerp. CTpokoBblit naeHTUduUKaTOp Momyns Indeed AM.

e UserId — obs3arenbHbIil mapameTp. Maentudukarop nonszosareins B Indeed AM.

¢ IncludeModeIds — onumoHanbHbIH mapamerp. GUID meronos ayrentndukamun Indeed, koTopsie OymyT yUUTHIBATHCS
HPH IPOBEPKE BOSMOKHOCTH Ay TCHTH(OUKALIH.

e ExcludeModeIds — omumoHaibHbIH mapamerp. GUID meronos ayrenTndukanuu Indeed, koTopbie OymayT HCKITFOYATHCS

P TPOBEPKE BOSMOKHOCTH ay TCHTU(PHUKALHH.

OOBbeKT oTBETA

"AutheticationMethods": [
00000000 -0000-0000-0000-000000000000"
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¥ IIpumepbl 0TBETOB

Her JOCTYIIHBIX MCTOAOB

"ValidPropertiesMask": 1,
"AutheticationMethods": []

JlocTyneH 1OMeHHBIN apoib

{
"ValidPropertiesMask": 1,
"AutheticationMethods": [
"cf189af5-01c5-469d-a859-a8f2f41led153"
]
}

authenticateByWindowsToken

AyTeHTI/ICbI/IKaIII/ISI II0JIb30BaTENIs C MCIIONIb30BaHneM TokeHa ceccur Windows. Token nepeaacTes B 3apocC nNoCpeacTBOM

ayreHTuduxauu Windows u 6uneron Kerberos.

(D) NPHMEYAHME

Metoa noctyneH Toiapko npu HacTpoeHHOM WARP.
[POST] /api/v6/logon/authenticateByWindowsToken

OObexT 3ampoca

"ApplicationId": "string",

"BusinessApplication": "string"

B 00BEKTE 3ampoca:

e ApplicationId — obsi3arensHslii mapamerp. CTpokoBblit naeHTH(UKaTOp MOmyist Indeed AM.

e BusinessApplication — omuoHanbeHbIH napamerp. Mms ousnec-npunoxenns Indeed AM.

OOBbeKT oTBETA
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"Token": "string",
"LogonResult": {
"Result": "string"

¥

"UserId": "string"

Tpumep ycnemHoro oobekTa OTBETa

"ValidPropertiesMask": 5,

"Token": "eyJ@eXAiO0iJKV1QiLCJhbGci0iJSUzI1INiJ9.eyJleHAiOj
"LogonResult": null,

"UserId": "UserId_1@efa@4f-7ba9-47d8-89db-56e166f1679f"
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Policy

get

BosBpamaer nHpopMannio 1 HACTPOHKH MOIUTHK MO HACHTH(GUKATODY.

POST /api/v6/policy/get

OO0BeKT 3ampoca

{
"Id": "00000000-0000-0000-0000-000000000000" ,
"AccessToken": "string",
"ApplicationId": "string"

}

B 00BEKTE 3arpoca:

e Id — obOs3arenbHbIi mapametp. MneHTrdukaTop momuTHKH.
e AccessToken — oOsi3aTenbHbIi MapameTp. TOKEH aJIMUHUCTPATOPA, OT UMEHH KOTOPOT'O BBIMONIHSIETCs 3anpoc kK API.

e ApplicationId — obGs3arensHelil mapamerp. CTpokoBblit naeHTuduUKaTop Momyst Indeed AM.

OOBEKT OTBETA

{
"Id": "00000000-0000-0000-0000-000000000000" ,
"Name": "string",
"Description"”: "string",
"Settings": \[
{
"Id": "00000000-0000-0000-0000-000000000000",
"SettingType": 0,
"Value": {},
"ParentId": "0©0000000-0000-0000-0000-000000000000"
}
\1,
"CreatedById": "string",
"CreatedTime": "2022-10-26T07:23:08.768Z",
"LastEditedById": "string",
"LastEditedTime": "2022-10-26T07:23:08.768Z"
}

B 00BEKTE OTBETA:
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e SettingType:
o 0 — obnactp aelictBus nonutuky. Bosspamaercs BuyTpeHHuil GUID 00bekToB 00nacTu aeicTBys.
o 1 — npuIoKEHUS MOITUTUKH.

© 2 — NPUOPUTET MOIUTUKH.
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TemplateSession

createTemplate

Coznaer malnoH Jyis ayTeHTH(GUKAIMK 110 UICHTH()UKATOPY OTKPBITOH CECCHH.

[POST] /api/v6/templateSession/createTemplate

OO0BeKT 3ampoca

{
"SessionId": "00000000-0000-0000-0000-000000000000"

}

B 00BEKTE 3arpoca:

e SessionId — oOs3artenbHbI mapameTp. YkaspiBaercss GUID oTKpbITON Cceccru, MOMYUYCHHBIH U3 METOA

openVerifySession.

OOBEKT OTBETA

"'00000000-0000-0000-0000-000000000000"

openEnrollSession

[POST] /api/v6/templateSession/openEnrollSession

openVerifySession

OTKprBaeT CeCCHIo s ayTeHTI/I(l)I/IKaLlI/II/I M0JIb30BATEJIA, YKAa3aHHOIO B UserSearchParams B IPUI0XKECHUU App]_j_catj_on Id,

C UCIIOJIb30BaHUEM criocoba ayreHTuukamu ModeId .

[POST] /api/v6/templateSession/openVerifySession

OObexT 3ampoca

452



"UserSearchParams": {
"Id": "string",
"Email": "string",
"Phone": "string",
"NameFormat": 0,
"Name": "string",
"ApplicationId": "string"

}s
"ModeId": "0©0000000-0000-0000-0000-000000000000",

"ApplicationId": "string"

B 00BEKTE 3ampoca:

e UserSearchParams — MaccuB napaMeTpoOB ISl IIOMCKA MOJIb30BaTEs;

o Id — BHyTpeHHuil naeHTuuKaTop noiab3osarens B Indeed AM;
o Email — axpec MEKTPOHHOM ITOYTHI IOIB30BATEIISI U3 KAaTaJIora M0JIb30BaTeIeH;
o Phone — HoMep Tened)oHa I0Ib30BaTENIsl U3 KaTalora MoJIb30BaTelei;

o NameFormat — 4ucioBoe 3HaueHHEe GopMaTa UMEHH, KOTOpoe OyleT yka3aHo B Name . [lomaepkuBaroTcs
cieayromue GopMars:
o (0 — Undefined;

o 1 — CanonicalName;
o 2 — PrincipalName: name@domain.name;
o 3 — SamCompatibleName: domain\logon-name;
o 4 — DistinguishedName;
o 5—Sid;
e ModeId — o0s3arenbHbIi napameTp. CTPOKOBBIN HICHTH(HHUKATOP UCIIOIB3YEMOTO CrIoco0a ayTeHTU()UKATIHH.

e ApplicationId — obs3arensHslil mapamerp. CTpokoBblit naeHTHduUKaTOp MOmyst Indeed AM.

OOBEKT OTBETA
GUID oTKpbITOW ceccuu

00000000 -0000-0000-0000-000000000000"

openIdentifySession

[POST] /api/v6/templateSession/openIdentifySession

prepareTemplateData

JloGarnsieT nHPOpMAIHIO O Ma0IOHE MOIb30BaTEIs.
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[POST] /api/v6/templateSession/prepareTemplateData

OObexT 3ampoca

"Data": {},
"SessionId": "00000000-0000-0000-0000-000000000000"

B 00BEKTE 3arpoca:

e Data — ayTeHTI/I(I)I/IKaHI/IOHHLIe JIAHHBIC ITOJIb30BaTCIIsA (O,I[HOpa?'OBI:II\/‘I KOI WJIK TTapOJIb WK IPYTrUu€ JaHHBIC B 3aBUCUMOCTH

OT UCTIOJIb3yEMOT0 CrIoco0a ayTeHTU(HKALINN);

* SessionId — uaeHTH(HKATOP OTKPHITOH CECCUM, IOTydEHHBbIH B openVerifySession.

OOBbeKT oTBETA

{
"EnoughData": true,
"BinaryData": "string",
"StringData": "string"
}

B 00BEKTE OTBETA:

e EnoughData — IpPHU3HAK TOTO, YTO JAaHHBIX OT KJIMEHTA Ul (POPMUPOBAHHUS IIA0IOHA JOCTATOYHO.

IIpumep ob6bexra oTBeTa

{
"ValidPropertiesMask": 1,
"EnoughData": true,
"BinaryData": null,
"StringData": null

}
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User

searchUserId

Bo3sBpamaer UserId 1o BXOAHBIM MapamMeTpaMm.

POST /api/v6/user/searchUserId

OO0BeKT 3ampoca

"Id": "string",
"Email": "string",
"Phone": "string",
"NameFormat": O,
"Name": "string",

"ApplicationId": "string"

B 00BEKTE 3ampoca:

* NameFormat:
o (0 — Undefined,

o 1 — CanonicalName,

o 2 — PrincipalName,

o 3 — SamCompatibleName,
o 4 — DistinguishedName,
o 5—Sid.

OOBbeKT oTBETA

"Xxxxx\_0000000-0000-0000-0000-000000000000"
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UserCatalog

getObjects

BosBpaiaer nanHble 00beKTa Karasora mnojb3osareis Indeed AM no BHyTpeHHEMY UIACHTUPHUKATOPY.

POST /api/v6/userCatalog/getObjects

OObexT 3ampoca

{
"Ids": [
"string"
1,
"AccessToken": "string",
"ApplicationId": "string"
}

B 00BEKTE 3arpoca:

e Ids — MaccuB BHYTPEHHHX UACHTU(HHUKATOPOB.
e AccessToken — oOsi3aTenbHbIi MapameTp. TOKEH aJIMUHHCTPATOPA, OT UMEHH KOTOPOTO BBITONIHSIETCs 3anpoc K API.

e ApplicationId — obs3arensHelil napamerp. CTpokoBblit naeHTHduUKaTOop Momyist Indeed AM.

OOBEKT OTBETA

"Id": "string",
"RawObjectId": "string",
"Name": "string",
"CanonicalName": "string",
"PrincipalName": "string",
"SamCompatibleName": "string",
"DistinguishedName": "string",
"Sid": "string",
"IsGroup": true,
"IsContainer": true,
"IsRemoved": true,
"GroupsIds": [

"string"
1,

"ContainerId": "string"
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searchUsers

ITouck nonb3oBaTesis 1Mo BXOJHBIM ITapaMeTpaM.

POST /api/v6/userCatalog/searchUsers

OO0BeKT 3ampoca

"Operation": 0,
"Filters": [
{

"AttributeName": "string",
"Value": {},
"Negation": true
}
1,
"Limit": o,
"LoadParentObjects": true,
"AccessToken": "string",

"ApplicationId": "string"

B 00BEKTE 3arpoca:

* Operation:
o 0 — WJIN;
o 1—U;
e Filters - MaccuB (pl/IHprOB TSI TIOUCKA:

o AttributeName — ums anI/I6yTa 13 UCIIOJIB3YEMOT'0 KaTajora MoJIb30BaTesen JJI IIOMCKaA,
o Value — 3HaueHwue anI/I6yTa 13 UCIIOJIB3YEMOT'0O KaTajora MOJIb30BaTEIICH JJI1 TIOMCKa,

o Negation — orpunanue 3aganHoro Gunerpa. 3HadeHus fruelfalse.

OOBEKT OTBETA
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"FirstName": "string",
"MiddleName": "string",
"LastName": "string",
"Email": "string",
"Phone": "string",
"IsDisabled": true,
"IsLocked": true,
"Id": "string",
"RawObjectId": "string",
"Name": "string",
"CanonicalName": "string",
"PrincipalName": "string",
"SamCompatibleName": "string",
"DistinguishedName": "string",
"Sid": "string",
"IsGroup": true,
"IsContainer": true,
"IsRemoved": true,
"GroupsIds": [

"string"
1,

"ContainerId": "string"

searchGroups

[Touck rpynmsl Mo BXOAHBIM ITapaMeTpaM.

POST /api/v6/userCatalog/searchGroups

OOBexT 3ampoca
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"Operation": 0,
"Filters": [
{
"AttributeName": "string",
"Value": {},

"Negation": true

}
1B
"Limit": o,
"LoadParentObjects": true,
"AccessToken": "string",

"ApplicationId": "string"

B 00BEKTE 3ampoca:
* Operation:

o 00— WNJIN;
o 1 —MU;

e Filters — maccuB (pUIBTPOB JIJIsI TOUCKA!

o AttributeName — uMs aTpuOyTa U3 UCIOIB3YEMOTO KaTajaora Mojb30BaTeseh s TOUCKa;
o Value — 3HayeHHue aTpudyTa U3 UCIOJIB3YEMOI0 KaTaiora mojib30BaTeliei is OnCKa,

o Negation — oTpunanue 3aganHoro hunerpa. 3HadeHus fruelfalse.

OOBeKT oTBETA
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"FirstName": "string",
"MiddleName": "string",
"LastName": "string",
"Email": "string",
"Phone": "string",
"IsDisabled": true,
"IsLocked": true,
"Id": "string",
"RawObjectId": "string",
"Name": "string",
"CanonicalName": "string",
"PrincipalName": "string",
"SamCompatibleName": "string",
"DistinguishedName": "string",
"Sid": "string",
"IsGroup": true,
"IsContainer": true,
"IsRemoved": true,
"GroupsIds": [

"string"
1,

"ContainerId": "string"

searchContainers

[Touck noapaszenenus o BXOAHBIM IapaMeTpaM.

POST /api/v6/userCatalog/searchContainers

OOBexT 3ampoca
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"Operation": 0,
"Filters": [
{
"AttributeName": "string",
"Value": {},

"Negation": true

}
1,
"Limit": o,
"LoadParentObjects": true,
"AccessToken": "string",

"ApplicationId": "string"

B 00BEKTE 3ampoca:
* Operation:

o 0— NN,
o 1 —MU;

e Filters — maccuB (pUIBTPOB JIJIsI TOUCKA:

o AttributeName — wMs aTpuOyTa U3 UCIOIB3YEMOTO KaTajaora Mojb30BaTeseh /s TOUCKa;
o Value — 3HayeHHUe aTpudyTa U3 UCIOIB3YEMOI0 KaTaora moJjib30BaTeliei /is OnCKa,

o Negation — oTpuuanue 3aganHoro ¢Gunerpa. 3HadeHus fruelfalse.

OOBeKT oTBETA
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"FirstName": "string",
"MiddleName": "string",
"LastName": "string",
"Email”: "string",
"Phone": "string",
"IsDisabled": true,
"IsLocked": true,
"Id": "string",
"RawObjectId": "string",
"Name": "string",
"CanonicalName": "string",
"PrincipalName": "string",
"SamCompatibleName": "string",
"DistinguishedName": "string",
"Sid": "string",
"IsGroup": true,
"IsContainer": true,
"IsRemoved": true,
"GroupsIds": [

"string"
1,

"ContainerId": "string"
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UserProfile

findLogonInfoByUser

Bosspataer napopmanuio 00 ayTeHTH(GUKALUAX 10JIb30BaTENs.

POST /api/v6/userProfile/findLogonInfoByUser

OObexT 3ampoca

{
"UserId": "string",
"AccessToken": "string",
"ApplicationId": "string"
}

OOBeKT oTBETA

{
"UserId": "xxxx\_000000-0000-0000-0000-00000000000",
"ApplicationId": "Native Enroller",
"LogonDate": "2022-05-04T10:54:05.821+03:00",
"ModeId": "©00000-0000-0000-0000-00000000000"

}

B 00BEKTE OTBETA:

e UserId — BHYTPSHHUI UIESHTU(QHUKATOP MOTH30BATEIIS;
e ApplicationId — maeHTU(UKATOD IPUIOKEHHUS, B KOTOPOE OBLI BBIIIOTHEH BXO;
* LogonDate — nmara u BpeMs BXO[a;

¢ ModeId — uaeHTUUKATOP CIIOCOOA BXOJA.
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CreHapuy MCOJIb30BAHUS

&= Cosnanue 0T4€TOB

COSZ[aHI/IC OTYCTOB

gk COOp CTAaTUCTHKH TI0 00yJIECHHBIM ayTEHTU(HUKATOPAM MOJTb30BaTEIEH

CO6op craTHCTHKH 110 00yYEHHBIM ayTeHTH(UKATOpaM IOJIb30BaTeNeit

[ ITlomydeHue CIMCKa MOIB30BATENEN C JIULEH3UAMU

HOJ'Iy'-ICHI/Ie CITHCKA MOJIb30BaTEIICH C JTUIICH3UIMH

oo JIByx(akropHas ayreHTHdMKamms B API

Hacrpoiika aByxdaktopHoii ayrenTudukamn yepe3 API

2 Vaanenue nosip30Bareei u3 MOJTUTHKU

‘VianeHue nojib30Baresieid U3 MOJIUTUKU

42 IlomyueHue criMcKa MONb30BaTENEeH U3 MOTUTUKU

Honyqune CITHCKA MOJIh30BaTeNICH U3 MOJTUTHKU
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Co3anue 0TYETOB

() HHOOPMALMSA

CKpI/Il'[T JUUTS CO3IaHUSI OTYETOB BbI MOXKETE CKaYaTh 110 DTOW CCHUIKE.

[IpenBapuTenbHbIe TPEOOBAHUS

e YcranosneHHbI Moayab Active Directory st PowerShell B Windows Server.
e Paborocnocobnsrii cepsep Indeed AM.

L4 HOHBSOBaTeHL, OT UMEHU KOTOPOTO 6y;[eT 3aITyCKaTbCA CKPUIIT, JOJDKCH O6JIa,HaTI: MHHHMAaJIbHBIMH T[IT00ATBHBIMHI npaBaMu

Hrncnexmop B cucreme Indeed AM.

Kak pabGoraer ckpunt

Ckpunt GopMUpyeT OTUETHI 110 OATOTOBICHHBIM clieHapusM. J{i1st coznanus otuetoB ucroindyercst APl Indeed AM Core u

Indeed AM Log Server.
CKpHUINT MOAACPKUBACT HACTPOHKY (GHIBTPalu 1uisl HOPMHUPOBAHHUS OTYCTA!

¢ BbHIOOpKA U3 KOHTEITHEPA MM0JIb30BATEIHLCKOTO KaTasora,
e BBIOOpPKA 10 KOHKPETHOMY MOJI30BATEIIO,

e BBIOOpKA 110 JaTe.

OubTphI

Tloxe container

[Mone npeanazHaveHo TS BBIOOpA MOAPA3ACTICHHUH, B JOMEHE B KOTOPBIX OyJeT BBITOMHATHCS MOUCK MONb30BaTeNei. 3HadeHue
Entire Catalog o3Hauaer, 4T0O BRIOpaH KOPHEBO# KaTaor ¢ KaTajioroM MoJb30BaTeNeil, KOTOphIi ucronb3yercs cepepom Indeed
AM.

ITouck HO,IIpaB,HeIIeHHﬁ U3 T0JIb30BATEIILCKOTO KAaTaJIoTra BBIMIOIHSETCS ¢ UCHOIb30BaHuEM MeToda searchContainers B

COOTBeTCTRYIOIIEH QyHKIMK B (aiine Base/AMAPI/UserCatalog.psl.

() DPUMEYAHHUE

BLIpr3Ka KOHTeﬁHepOB BBIIIOJTHACTCS U3 MOJIb30BaTEIHLCKOrO Karajiora. 3HauCHHE B IOJIC HE peaakTUpyeMocC.

Vmst KOpHEBBIX KaTaJIOTOB TI0JIb30BaTENeH, 3aJaHHBIX B KOH(pUrypauuonHom daiiie Core Server, He oToOpa)kaeTcsl.

IIJ'I?I BI>I60pa HEOOXOIUMOTO noApa3ACICHUs U3 KaTaJiora BBIIIOJHHUTC CJICAYIOIINC JICUCTBUS:

1. Haxxmute kHomky Select.

465
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ol Containers - O >

Container_2

&

2. B Boimazatomem cnucke okHa Containers Beioepute konteitnep u Haxmure Ok.

o5 Containers - O *
B

Ok |

ITone Groups

IMone npeanazHayeHo JUIsl OKCKA IPYII B IOMEHE WM B IIOApa3/elICHUH, KOTopoe Ob10 BeIOpaHo B nosie Container. 3HaueHHe 110

ymon4anuto Not set.

ITouck mojyib30BaTeIsl BHIMOJHICTCS C UCIIOJIb30BAHUEM merona searchG roups B COOTBCTCTByIOIIIefI (l)yHKIII/II/I B (1)3,171.]16

Base/AMAPI/UserCatalog.ps1.

[Toaroroska 3arpoca ¢ UCIOI530BaHKEM 33laHHbIX (UIIBTPOB BhINONHsACTCA B QyHKIMN searchGropsUseFilters B daiine

Scenarios/Reports/SearchUseFilters.ps|.
B moncke yuntsiBaercs napamerp Active Directory Name .

J11s1 moncKa rpymITbl IpH HEOOXOAUMOCTH BBIOSPUTE KOHTEHHEp W BBEJUTE UM Ipynibl. Ecnu naHHbIe HE yKa3aHsl, TO OyayT

HaMJIeHbI BCE TPYIIIbI U3 KaTajiora MoJIb30BaTeIsl.
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B8 Reports — a *

Container: User or initiator:
IEntireCatang Select | INotset Select
Groups:
IFuI' Select |
ol Groups - O x
2022r. |

Tlone User or initiator

[Tone NpeaAHa3sHa4YCHO JJId MMOMCKA MMOJIb30BAaTCIIsA B JOMCHE; B IOAPA3ACIICHUH, KOTOPOC OBLIO BI:I6paHO B 110JI€ Container; rpynmne

u3 nonst Groups. 3HaueHue 1Mo ymondanuio Not set.

ITouck mosyib30BaTeNst BHIMOIHIETCS C UCIIOJIb30BAHUEM merona searchUsers B COOTBeTCTByIOHIefI (byHKIII/II/I B (bal?me

Base/AMAPI/UserCatalog.ps1.

[ToxroToBKa 3ampoca ¢ UCIONB30BAHIEM 33IaHHBIX (DIIIBTPOB BHITONHACTCS B QyHKINH searchUsersUseFilters B daiine

Scenarios/Reports/SearchUseFilters.ps1.
B roucke yuuThIBaIOTCS CIEAYIONIME HapaMeTphbl:

e ContainerId — uacHTU(HUKATOP KOHTEHHEPA, B KOTOPOM OY/IET BBIMOJIIHEH MTOKUCK TojIb30Baress. [lapamerp

HCIIOJIB3YECTCA, CCIIN OBLITO BI:I6paHO noaApa3acjICHUE B I10JIE Container.

e FirstName, MiddleName, LastName, PrincipalName, Name — COOTBETCTBYIOIIHE 3HAUYECHHs aTpUOyTOB

nosib3oBaress u3z Active Directory.

(D) NPHMEYAHME

Bce mapamerpbl HCIIONB3YIOTCS € JIOTHYECKoH omeparein OR.

Jli1s morcka rnosp30BaTeNeii MOYXKHO HaxaTh KHOMIKY Select M BBIOpaTh BCEX HAWJICHHBIX MOJIb30BATEICH.
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B Reports — O *

Container: User or initiator:
IEntire Catalog Select INot set Select
Groups:
INot set Select
ol Users — O X
A 2022r. LI

[Not set ~|

HJ’I}I TIOMCKa IMOJIB30BaTC/IsA MOXKHO YKa3aTb 4aCTb UMCHH, B KOHIIC yK%aHHOﬁ qacTu ,HO68.BI>T€ CHMBOII *.

B8 Reports — a *
Container: User or initiator:
IEntire Catalog Select | IMm‘ Select
Groups:
|Not set Select |

o Users - O *

E 2022r. |

Mot set
Admin-Indeed

Hacrporika

Jlis paboTsl ckpunTa HeoOxoauMo ckoHpurypuposars daiinn Config.psl, KOTOPbII HAXOAUTCS B KOPHE MAIIKK CO CKPUITTOM.

/\ BAKHO

B manHOM paszerne onncana o0mias HaCTPOKa CKpuNTa. [Jisl OTAENBHBIX OTYETOB MOXKET OTPEOOBATHCS JOTIOITHUTENbHAS

HaCTpoMHKa.
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B daiine:

e $domainName — ykasbIBaeTcs uMs goMeHa. OOs3aTeNbHbIN MapaMeTp.

* $eventsCount — orpaHuyeHHe 10 BHIrpy3Ke coOObITHH. OnunoHanbHbIi napamerp. 1o yMom4aHuIo KOINUECTBO

HOJIy4aeMBIX COOBITHII HE OrpaHUYCHO, TapaMeTp 3aKOMMEHTHPOBAH.
¢ $serverUrl — URL cepBepa Indeed AM. OGsi3arenbHbIi TapameTp.
¢ $logServerUrl — URL Indeed AM Log Server. O6s13atenbHbli mapamerp.
e $logsOnFile — BKIIOYEHHE\OTKIIOUEHHUE JIOTUpoBaHus B (aiin. Obs3aTenbHbli napamerp. I1o yMonmyaHuIo BKIIOYEHO.

¢ $logsOnConsole — BKJIIOYEHHE\OTKIIIOUEHHE JIOTHPOBaHUs B KOHCONIb. O0s3aTenbHblil napamerp. ITo ymonyanuro

OTKJIFOYCHO.

e $apiVersion — Bepcus API, ucnonesyemas B ckpunte. O0sS3aTeIbHBIH TapaMeTp.

Co3zganue oT4yera ¢ KOJIMYECTBOM ayTEHTU(UKAIMI 110 YKa3aHHBIM MpoBaiiepaM

B manHOM oTuere opmupyeTcs TabuIa ¢ KOJIMIECTBOM ay TeHTH()UKAINI [TOTb30BaTeNst IO MACCHUBY ayTeHTH()UKATOPOB B

KOHKpeTHOM npuiiokennu Indeed, ykazannomy B daiine Config.psi.

Cospanye oruera BbINONHAETCA B QyHKIUM createlogonsByProviderReport B daiine Create-

reports/Scenarios/Reports/CreateReports.psi.
Hacrpoiika

/\  BAXKHO

B pa3aciic OnucaHbl HaCTpOﬁKH JUIs1 KOHKPETHOTO OTYCTA. Hepe):[ HaydyaJioM pa6OTI>I HCOGXO,Z[I/IMO BBIIIOJTHUTH 6330By}0

HaCTPOKKY, OIMCaHHYIO B pa3nene Hacrpoiika.

Jlns HacTpoiiku otkpoiite daiin Config.ps] v BHIOTHUTE CIEIYOIIEE:

1. B mepemennoit AuthForReport 3anaiite naentudukarop nposaiinepa Indeed n HanMeHOBaHME I OTUYETA:
e 3HaveHUs JIOJDKHBI 331aBathbes B popmare GUID nposaiidepa Indeed=Haumenosanue ois omuema.
e 3nauenus GUID npoBaiiiepoB MOXKHO HalTH B pazneine Mnentudukaropsl crioco00B ayTeHTUDUKAIINH.

e HaumenoBanue JJIA OTYETAa MOXKET OBITh IMPOU3BOJIbHBIM. I[aHHOG HanMCHOBAaHHUEC 6yI[€T HCIIOJIb30BAHO IIpU CO3aHUN

TaOJIAIBI.

[Tpumep HACTPOUKH ¢ TOMEHHBIM MAPOJIEM M OTIIEYAaTKOM MajIbla

$AuthForReport = @{
'CF189AF5-01C5-469D-A859-A8F2F41ED153"
' AOEFOOAD-1EEB-4D48-8BCF-Q6E19CD5585F '

'Maponb'

'OTnevyaTok nanbua’

2. B mepemennoit ApplicationId ykaseiBaeTcs HauMeHOBaHHE MOmyist mHTerpanuy Indeed. Cricok Mosyneil MOXKHO HalTH

B paszzene MneHTuhuKaTopbl NpUIoKeHHH.
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[Tpumep HacTpoiiku st npuitoxenus Windows Logon

$ApplicationId="Windows Logon"

3. Bel MOkeTe yKa3arh, B kKakoM Gopmare OyeT BeIrpyxarhbes otdet. [lomnepskuatorcst popmarsl CSV u HTML. MoxkHO
BBIFPY’KaTh OTYET B JIBYX (hopmarax ogHOBpeMeHHO. Eciin 00e repeMeHHbIe He OIpe/IeNIeHbl, 3TO MPUBEET K OLIHOKE

BBITPY3KH.

Yto0681 oTueT BBIrpy:Kancs B CSV, 3anaiite nepemenHoll CsvReport 3HadeHHe frue.
$CsvReport = 'true’

YUroOs! otuet BoIrpyskaics B HTML 3anaiite mepemenHol HtmlReport 3HadeHue frue.
$HtmlReport = 'true'’

4. B mepemenHoil pathReportLogonsByProvider ykasbBaeTcs IMyThb O HAlKH, Iae OyneT coxpaHeH order. 1o

YMOJIYaHHUIO UCIIOJIb3YETCsl KOPEHb MalKh CO CKPUIITOM.

$pathReportLogonsByProvider="$ScriptDirectory\Reports\LogonsByProvider"

[Tpumep paboTh

1. JIns Hadana paboTHI O CKPUITOM OTKpoiiTe ocHacTKy PowerShell, mepeiinure B manky co CKpUNTOM U 3aIlyCTUTE (Daiii

Start.ps] yepes komanny . \Start.psl.
2. Ilpu HeoOX0IUMOCTHU HACTPOIiTe (PUIBTPBI CKPUIITA U HAXKMUTE KHONIKY Report of number of logins by providers.

3. ITocne 3aBepienust paboTs! ckpumTa Oynet copmupoBana Tadiauna popmara HTML no yka3aHHOMY IIpU HACTPOIKE MyTH.

HMa noaszoBaTensd I[Ippiokerne Jara m BpeMd DoCIeJHEro BXoJa Manen |[Mapoas
who_i@indeed.local Windows Logon |22.09.2022 14:11:03 0 0
Ivan_l@indeed local Windows Logon |22.09.2022 14:13:06 0 0
vi-adm@indeed.local Windows Logon |28.09.2022 11:21:16 2 1
i/@indeed.local Windows Logon | The userii@indeed.local is not logged in to any application 0 0
vi@indeed local Windows Logon | The vserrvfi@indeed local is not logged in to any application 0 0
rdpi@indeed.local Windows Logon | 06.05.2022 14:31:41 0 0
Admin-Indeed@indeed.local Windows Logon |28.09.2022 11:09:44 1 1
[INumber of users: 7

[Number of logons by Tlaren”: 3

[Number of logons by Tlapons': 2




COop CTaTuCTUKH 110 00yYEHHBIM
ayTEHTU(PUKAaTOpaM IOIb30BaTeICH

() HHOOPMALMSA

CKpI/Il'IT I c6opa CTAaTUCTUKH BbI MOXKETE CKauyaTh IO 9TON CCBUIKE.

[IpenBapurenbHbIE TPEOOBAHUS

e VYcranoneHHbIH Moayab Active Directory miist PowerShell B Windows Server.
e Paborocnoco6Hslii cepsep Indeed AM.

L4 HOHLSOBaTeJ'IL, OT UMCHH KOTOPOro 6y)IeT 3aIllyCKaTbCs CKPHUIIT, JOJDKCH 06J'IaﬂaTI) MHHHMAaJIbHBIMH [T00ATBHBIMH IpaBaMu

Hncnexmop B cucreme Indeed AM.

Kak paGoraer ckpurr

Pabora CKpuIlTa COCTOUT U3 HECKOJIBKUX DTAIIOB!:

1. Cxpunr nepebupaeT uaeHTUGHUKATOPH! OIUTUK U3 MaccuBa KOH(pUrypanuonaoro ¢aitna Config.psi.

2. C nomomipto MeToza /api/v6/policy/get 3ampammBaercs HHGOPMALHs O MOITUTHKE.

3. 13 cBoiicTBa 06nacTu eiCcTBUS 3amnpaiinBaeTcs HHpopMalys o HaCTPOSHHBIM 00BEKTaM C ITOMOIIBIO METO/Ia
/api/v6/userCatalog/getObjects.

4. V13 nomyueHHBIX 0OBEKTOB 3alPaNIHBAIOTCS TTOJIH30BATEIIH:
e C nomouisio komaniera PowerShell Get-ADGroup B dyHkiun getUsersCN daiina

Base/AdditionalFunctions/GetUsers.ps1 nns rpynmsl Active Directory.

¢ C nomomisto komaniera PowerShell Get-ADUser B ¢yHkunn getUsersOU daiina
Base/Additional Functions/GetUsers.ps1 nns nonpasaenenus Active Directory.
5. T1o moTy4eHHBIM MOJIb30BATEIISIM COCTABIISICTCS OTYET 110 COCTOSIHUIO Ay TEHTH()DUKATOPOB, KOTOPHIC YKa3aHbI B IEPEMEHHOMN
AuthForReport Qaiina Config.psi.
e C momomeio MeTona /api/v6/authenticator/findByUserIds 3anpammBaeTcs HHGOPMAIHS CO BCEMH

BHyTpeHHUME GUID ayTeHTH(HUKATOPOB MOJIL30BATEIS.

e C momomkio MeTona /api/v6/authenticator/getUserAuth 3anpammusaercs HHPOPMALHS 10 KOHKPETHOMY

GUID.

6. C nomorupto pyHkuuu addDataToCSV daiina Base/Additional Functions/CsvReport.ps] codupaercs Tabnuia B popmare
CSV.
Hacrporika
Jlnist paboThI cKpHITa HEOOX0MMMO cKoH(UTYprpoBats daiin Config.psl, KOTOPBII HAXOTUTCS B KOPHE MAIKKU CO CKPHUITTOM.
B daiine:

¢ $serverUrl — URL cepsepa Indeed AM. O6s13aTenbHbIif mapameTp.
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https://git.indeed-id.com/am-support-team/am-api/-/tree/statistics-of-registered-authenticators
https://git.indeed-id.com/am-support-team/am-api/-/blob/statistics-of-registered-authenticators/Config.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/statistics-of-registered-authenticators/Base/AdditionalFunctions/GetUsers.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/statistics-of-registered-authenticators/Base/AdditionalFunctions/GetUsers.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/statistics-of-registered-authenticators/Config.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/statistics-of-registered-authenticators/Base/AdditionalFunctions/CsvReport.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/statistics-of-registered-authenticators/Config.ps1

¢ $logsOnFile — BKJIIOYEHHE\OTKIIIOUCHUE JIOTHPOBaHUs B (aiin. O0s3aTenbHbli napamerp. I1o yMor4aHuio BKIIOYEHO.

¢ $logsOnConsole — BKIIOUEHHE\OTKIIIOUEHHUE JIOTHPOBAHHs B KOHCONIb. O0s3aTenbHblIil mapametp. Ilo ymomyanuro

OTKJIIOYEHO.
e $apiVersion — Bepcus API, ucnonssyemas B ckpunte. O0s3aTebHbIH apaMeTp. 3Ha4eHHE 10 YMOTIaHUIO: V0.
e $policyIlds — HIEHTH(PHUKATOPLI TOJUTHK, U3 OOIACTH JIEHCTBUS KOTOPBIX 3aMPaIlMBaIOTCS MOIb30BATEIH.

e $AuthForReport — B nepemenHoil ykassiBatorcss GUID ayrentudukaropos Indeed n ux HazBanue ans ordera. Haspanue

MOXeET OBbITh IPOU3BOJILHBIM. 3HAYECHHUS YKa3bIBAIOTCS B cieaytomeM popmare: 'GUID' = "HaumeHoBaHue".

IIpumep Hactpotiku 1 Indeed Key u Passcode

$AuthForReport = @
'F696FO5D-5466-42b4-BF52-21BEE1CB9529"
'DEEFOCB8-AD2F-4B89-964A-B6C7ECA80C68"'

'Passcode’

'Push-yBegomneHne B Indeed Key'

e $csvPathToReport — myth 10 CSV-daiina otuera. ITo ymonuanuto ¢aiin co3gaercs B Nanke CKpUNTa Mo myTH

Reports\Statistics.

[Tpumep paboThI

1. s 3arrycka ckpwurita 3amyctute Gain main.psi.

2. B mponecce paboThI CKpHUIITA 110 ITyTH U3 lepeMeHHol $csvPathToReport Oyzer cosnan daiin Gpopmara CSV.

(D) NPUMEYAHME

ITonb3oBaTenu HO6aBJ’I$HOTC$I B OTUCT OCJICI0BATCIIBHO.

H 26.10.2022 9.39.csv X

na|

Mame ; Myw;Myw registration date;Mackop; on registration date;
Admin-Indeed;false;-;true;168.21.2822 13:80:85

Admin-Indeed;false;-;true;18.21. 141

1 TestScript_29;false;-;true;18.
1 TestScript 29;false;-;true;18.
1 TestScript_28;false;-;true;18.
1 TestScript_28;false;-;true;18.
1 TestScript_27;false;-;true;18.
1 TestScript 27;false;-;true;18.
1 TestScript 26;false;-;true;18.
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https://git.indeed-id.com/am-support-team/am-api/-/blob/statistics-of-registered-authenticators/main.ps1

[losmydenue CcrMcka nojb30Bareiie ¢ JULEH3UAMUA

() HHOOPMALMSA

CKpI/Il'[T JUISL IOJTYYCHUS CITUCKa MOJIb30BaTe I Bbl MOYKETE CKavaTh [0 YTOW CChIIKE.

[IpenBapurtenbpHbIE TPEOOBAHUS

e YcranosneHHbI Moayab Active Directory miist PowerShell B Windows Server.
e PaborocnocoOHbIi cepep Indeed AM.

L4 HOHBBOBaTeHB, OT UMEHU KOTOPOTO 6y,HeT 3aITyCKaTbCA CKPUIIT, JOJDKCH O6Ha,[[aTL MHUHHMAaJIbHBIMU TJI00aIbHBIMU npaBaMu

Hncnexkmop B cucreme Indeed AM.

Kak pabGoraer ckpunt
Ckpunt popmupyet Tadiuity Gopmara CSV co cieayromuMu cToia0namm:

e <UserName>,
o <true>,

o <false>,

e truelfalse — ATO CTONOLBI C COOTBETCTBYIOLIMM Ha3BAaHUEM JIUIICH3HH.
MaccuB JHIEH3Hi, HaTHIHe KOTOPBIX MTPOBEPSIETCS Y MONIB30BATENSI, — 3TO CITUCOK BCEX 3aPETUCTPUPOBAHHBIX JTHIICH3HA.

Pabora CKpuIlTa COCTOUT U3 HECKOJIbKUX 3TAIlOB:

1. ®opmupyeTcsa MacCHB 3aTrPYKEHHBIX B CUCTEMY JIMLICH3UHI ¢ MOMOIIBI0 MeTona /license/getAllLicenses.

2. C momompo MeTona /api/v6/policy/get 3ampammpaercs HH(OOPMALIHUS O MOIHTHKE.

3. U3 cBoiicTBa obnacty AeCTBUS 3ampaluBaeTcss HHOOPMAIIHS 110 HACTPOSHHBIM 00BEKTaM C TIOMOIIBIO METOIA
/api/v6/userCatalog/getObjects.

4. VI3 nony4eHHbIX 00bEKTOB 3alpaIlIiBAIOTCS MOJIb30BATEIIH:
¢ C nomomisto komanyiera PowersShell Get-ADGroup B dyskimu getUsersCN ¢aiina
Base/Additional Functions/GetUsers.ps1 nns rpynmsl Active Directory.
¢ C nomomisto komanuiera PowersShell Get-ADUser B gynkinn getUsersOU daiina
Base/AdditionalFunctions/GetUsers.ps1 nns nonpasnenenus Active Directory.
5. C nomompro MeTona license/getCatalogObjectLicenses 3anpammiBaeTcs HaJIMYKE JTULCH3UMH [0JIb30BATEN 1
COMOCTABIISIETCSI ¢ OOIIMM MacCHBOM JIMICH3UH.
6. C nomorpto pyHkuuu addDataToCSV daiina Base/Additional Functions/CsvReport.psl coOupaercst Tabnuia B popmare
CSV.

Hacrpoiika

Jliist paboThl ckpunTa HeoOxoauMo ckoHpurypuposars daitnn Config.psl, KOTOPbI HAXOAUTCS B KOPHE MAIIKK CO CKPUIITOM.
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https://git.indeed-id.com/am-support-team/am-api/-/tree/get-licenses-by-policy/
https://git.indeed-id.com/am-support-team/am-api/-/blob/get-licenses-by-type/Base/AdditionalFunctions/GetUsers.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/get-licenses-by-type/Base/AdditionalFunctions/GetUsers.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/get-licenses-by-type/Base/AdditionalFunctions/CsvReport.ps1
https://git.indeed-id.com/am-support-team/am-api/-/tree/get-licenses-by-type/

B daiie:

¢ $serverUrl — URL cepsepa Indeed AM. OOGsi3arenbHbli napamerp.
* $logsOnFile — BKIIOYEHUE\OTKIIOUECHUE JIOTUpoBaHus B (paiin. O0s3aTenbHbli napamerp. 110 yMOI4aHUIO BKIIOYEHO.

e $logsOnConsole — BKIIIOYEHHE\OTKIIOUEHHE JJOTHPOBAHUS B KOHCONb. O0sa3arenbHbIil napametp. [To ymondanuio

OTKJIFOYEHO.
e $apiVersion — Bepcus API, ucnonbssyemas B ckpunte. O0s3aTenbHbIH MapaMeTp. 3Ha4eHHE IO YMOTYaHUIO: V5.
e $policyIds — uaeHTHU(UKATOPHI HOIUTUK, U3 O0JIACTU AEHCTBHS KOTOPHIX 3alPAIIMBAIOTCS MOIb30BATENN.

e $csvPathToReport — myth 10 CSV-daiina otuera. ITo ymonuanuto ¢aiin co3qaercs B Nanke CKPUITa Mo MyTH

Reports\Statistics.

[Tpumep paboThI

1. Jlns 3amycka ckpunta 3amnycture daiin main.psi.

2. B mponecce paboThl CKpHUIITA 110 ITyTH U3 lepeMeHHol $csvPathToReport Oyzaer cosnan daiin Gpopmara CSV.

B 26.10.2022_1545.cov X

Name; NPS
Admin-Indeed;true;true;tru
1 _Tes pt_29 fal.



https://git.indeed-id.com/am-support-team/am-api/-/blob/get-licenses-by-type/main.ps1

JIByx(akTopHas ayreHTU(UKaIysa B API

() HHOOPMALMSA

CKpUINT JUIs BEIOJIHEHMS IByX(DaKTOPHOIT ayTeHTHHUKanuu yepe3 API BBl MoxkeTe ckadaTh 110 ATOM CChLIKE.

Kak paboraer ckpurr

CKpHuIIT BBINOJIHACT ayTeHTU(UKauio yepes crannaptHoe API Core Server. B kauecTBe npoBaiinepoB ayTeHTH(GHKALINU

TOJIIEPIKUBAIOTCS TIPOBAIephl ¢ OHOPa3oBbIM NapoisieM, Passcode, Windows Password.

UroOb! BBINOIHUTE ayTeHTU(UKaLMIO yepe3 API, BelmonHute ciaenyouee:

1. Beizosute MeTon /api/v6/templateSession/openVerifySession. Ilpu ycnennom BIIOIHEHUH METOIA BEPHETCA

UIEHTU(HUKATOP CeCCHU — NepeMeHHas $SessionId B ckpumre.

(D) NPHMEYAHME

B kauecTBe mpuMepa B CKpunTe Ucnoibzyercs popmar umenu PrincipalName.
2. Caenyroliye mari OTINYalTCsl B 3aBUCUMOCTH OT UCIIOJIB3yEMOT0 TpoBaiiepa ayTeHTU(PUKALINH:
Ecau ogHOpa30BbIii KO H3BeCTeH

Ecnu OHHOpaSOBbIﬁ KOZ U3BECTEH U €I'0 HC HYKHO OTIIPABJIATH, TO ayTeHTl/Iq)l/IKaLlI/lﬂ BBITIOJIHACTCS IO CJICAYIOLIEMY

anropuT™y (GyHKuMsS SimplelLogon B CKpHIITE):

1. 3anpammBaeTcs BBOA OJHOPA30BOTO KOfA.

2. HOIIFOTOBKEI mabioHa ayTeHTI/I(bI/IKaHI/II/I — BBI3BIBACTCA METO

/api/v6/templateSession/prepareTemplateData.

B xauectBe Data CTpoKol epenaercst oqHOpa3oBblil kof (cTpoka Nel2 B ckpurnre). Eciiu moAaroroska npouia yCenHo, To

Cco3/laeTCs AabIoH, BRI3BIBAETCA METON /api/v6/templateSession/createTemplate.
3aBepIIaroIuii mar — 3T0 ayTeHTH(HKaLKs [10JIb30BaTelIs ¢ IIOMOLIBIO MeToAa /api/v6/logon/authenticate.

ITpu ycnewmHoit ayreHTHUKALMK BO3BpaliaeTcs TokeH B popmare JSON.

Ecan o1HOpa3oBblii KO He H3BECTEH

Ecnu oHOpa30BbIif KO/ HE M3BECTEH, TO CHAaYasla HY)KHO HHUIIMHPOBATh €ro OTIPABKY ¢ nomolbio GyHknun LogonByOtp® B

CKpHUIITE.

1. Beisosure metox /api/v6/templateSession/prepareTemplateData . ITepBonadansto B kauecTse Data

nepenaercs 3HaueHue Null.
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https://git.indeed-id.com/am-support-team/am-api/-/tree/2fa-authentication-in-api

HepBHﬁ BBI3OB HeO6X0)1I/IM JJIA TOIO, 4TOOBI CCEPBCP BLITIOJIHUI OTIIPABKY OJHOPA30BOI'0 KOJAA, HAIIPUMEP OTIIPABKY

CMC. Takxe npu nepBoHavagbHOM 3allpoce 3HaueHHe napaMeTpa EnoughData Oyzer conepikars false.
2. 3ampamuBaeTcst BBOJ OHOPA30BOI0 KOAA.

3. [ToaroTtoBka ma0ioHa ayTeHTU(GHUKAIUN — BbI3BIBACTCS METOJ

/api/v6/templateSession/prepareTemplateData.

B xauectBe Data CTpokoil mepenaercst oqHOpa3oBblil kof (cTpoka Nel2 B ckpurnre). 3apoc BEpHET OOBEKT, IJI€ 3HaUEHUE

napamMeTpa EnoughData 6yz[eT COZCPIKATh true. Eciu IMOATOTOBKA IMpOoIIJia yCIIEIIHO, TO CO3AacTCs I_[Ia6J'IOH, BBI3bIBACTCsL

meron /api/v6/templateSession/createTemplate.

3aBepIuarouii mar — 3T0 ayTeHTH(UKAIUS [T0JIb30BATENs C TOMOILIBIO METO/1a /3 pi/v6/logon/authenticate. IIpn

YCHEHHOH ayTeHTH(UKAIMK Bo3BpainaeTcs TokeH B popmare JSON.

[IpenBapurenbHbIe TPEOOBAHUS

e paborocnocoOnsblit cepsep Indeed AM,

o Hanuuue nuieHsun Authentication API.

Hacrpoiika
Jliist paboThl cKpunTa He0OX0aUMO ckoHpurypuposars gaiin Config.psl, KOTOPBIA HAXOIUTCS B KOPHE MAIMKH CO CKPUIITOM.

$serverUrl — URL cepsepa Indeed AM. O6s3arensHelii napaMerp. $1ogsOnFile — BKIOUEHHE\OTKIFOUEHHE JOTHPOBAHHS
B (aitn. O6s3aTenbHbli napametp. Ilo ymonmuanuio modeHo. $1ogsOnConsole — BKIIOUEHHE\OTKIIIOUEHUE JIOTHPOBAHNS B
KoHcoJb. OOs13aTenbHblii mapamerp. 110 yMOIUaHUIO OTKIIIOYEHO.

$apiVersion — Bepcus API, ucnonssyemas B ckpunre. O0s3aTenbHbIN MapamMeTp. 3Ha4eHUE 110 YMOTYaHUIO0 — V0.
B ocHOBHOM (aiisnie main.ps! BBINOIHUTE CIIEAYOIIEE:
1. B mapametpe $ProviderGuid ykaxute GUID mpoBaiinepa ayTeHTH(HKAIIMN, KOTOPBIi Oy/IeT NCTOIb30BaThCs B CKPHUIITE.

B kauecTBe mpuMepa B CKpHUIITE UCTIOJNB3yeTcs uiaeHTudukarop nposainepa Indeed AM SMS OTP Provider —

{EBB6F3FA-A400-45F4-853A-D517D89AC2A3}.

2. B mapamerpe $UserName yKaxuTe UMs noib3oBarens B popmare UPN.

[Tpumep paboThI

IBmShEEK
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https://git.indeed-id.com/am-support-team/am-api/-/blob/2fa-authentication-in-api/Config.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/2fa-authentication-in-api/main.ps1

Y,HEUICHI/IG II0JIb30BaTeICH U3 IIOIUTUKU

() HHOOPMALMSA

CKpI/Il'[T JJIA c6opa CTaTUCTHUKHU BBl MOXKETE CKa4aTh 0 DTOW CCHIIKE.

[IpenBapuTenbHbIe TPEOOBAHUS

e PaborocnocoOHsIi cepep Indeed AM.

o Hammune nmunensun Authentication API.

Kak paboraer ckpurr

CKpUNT yAajsieT NoIb30BaTeis U3 YKa3aHHOW MONNTHKH, uctionb3ys cranaaptaoe API Indeed AM Core.

o
Hacrporiika
[Tapamertp 3a 4TO OTBEYAET TpebGoBanue Hacrpoliku o ymoa4aHuio
O0s3aTeNbHbIH
$serverUrl Conepxut URL cepsepa Indeed AM OTCyTCTBYIOT
napamerp
. BxutoueHne\oTKIII04eHIE JIOTHPOBAHNUS B O0s3aTenbHbIH
$logsOnFile . ITo ymMoI4aHuI0 BKIIFOYEHO
(haiin napameTp
BrumioueHne\oTKIIF0YeHIe JIOTHPOBAHUS B O0s13aTeNbHbIIH
$logsOnConsole ITo ymon4aHuo OTKIIOUEHO
KOHCOJIb napamerp
) ) O06s13aTenbHbII 3HaueHHe M0 YMOTYaHUIO —
$apiVersion Bepcus API, ncrionszyemast B ckpunte
napameTp v6

[Ipumep paboThI

1. 3anycrure ckpunt main.psi.

2. Beeaure ums nonb3osarens B popmare UPN. ChopMupyercsi CIuCOK HOMEPOB BCEX MOJIMTHK, B KOTOPBIC BXOIUT
I0JIb30BATENb.
3. BBenuTe HOMEpa MOIUTHK, U3 KOTOPBIX BBl XOTUTE YAAJIUTh TOJIb30BATEIS, YEPE3 3aIATYIO (MM YKAXKUTE TOJIILKO OAHY

MOJIUTHKY ).

IIpumep
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https://git.indeed-id.com/am-support-team/am-api/-/tree/remove-user-from-policy/

Enter UPN: Admin-Indeed@indeed.local

User is in scope of the following policies:

0. Radius

1. Main

2. WL + ESSO

Choose policies to remove user from (e.g. 0,1,2): 0,2
User successfully removed from Radius

User successfully removed from WL + ESSO
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HOHY‘ICHHG CIHCKA II0JIb30BaTe/ICH U3 IIOIUTUKU

() HHOOPMALMSA

CKpI/Il'[T JUISL IOJTYYCHUS CITUCKa MOJIB30BaTeNICH 13 MOoJUTUKH Indeed BBl MOXKeTe cKayaTh O STOM CCHLIKE.

[IpenBapuTenbHbIe TPEOOBAHUS

e YcranosneHHbI Moayab Active Directory st PowerShell B Windows Server.
e Paborocnioco0OHsrii cepsep Indeed AM.

L4 HOHBBOBaTeHB, OT UMEHU KOTOPOTO 6y,HeT 3aITyCKaTbCA CKPUIIT, JOJDKCH O6Ha,[[aTL MHHHMAaJIbHBIMH TIT00QTBHBIMHI npaBaMu

Hncnexmop.

Kak pabGoraer ckpunt

CKpHIT BBITPY’KACT CIMCOK TOJIb30BaTENICH U3 yKa3aHHOU noiuTuku B popmare CSV. Beirpyxarorcs arpuOyThl MOJIb30BATEIS

UserPrincipalName n displayName.

1. Ckpunr nepedupaet uaeHTUHUKATOPHI TTOJIMTHK U3 MacCHBa KOHQUTypaunoHHoro daiina Config.psi.
2. C momompto MeTozna /api/v6/policy/get 3ampammBaercs HHGOOPMAIHS O MOIHTHKE.
3. U3 cBoiicTBa obnmacty AeHCTBUS 3anpaluBaeTcs HHOOPMAIIHS 110 HACTPOSHHBIM 00BEKTaM C TIOMOIIBIO METOA
/api/v6/userCatalog/getObjects.
4. I3 nonyueHHbIX 0OBEKTOB 3alpallUBaOTCS [10JIb30BATEIIH:
¢ C momomipio KoMaHieTa Get-ADGroup B dyakimn getUsersCN baitna Base/AdditionalFunctions/GetUsers.ps1
quist rpymibl Active Directory.
e C nomomikio komManiera Get-ADUser B Gynkimun getUsersOU daiina Base/AdditionalFunctions/GetUsers.ps] nns
noxpasaenenus Active Directory.
e C momomkio koManmiera Get-ADUser B Qynkimn getADUser (aiina Base/AdditionalFunctions/GetUsers.psl nis
nosib3oBarestst Active Directory.
5. C nomomsio Gpynkuun addDataForUserInPolicyReportCsv daiina Scenarios/Reports/CsvReport.ps] codbupaercs

tabmma B gpopmare CSV.

Hacrpoiika

1. B gaiine Config.ps] B nepemenHoit $serverUrl ykaxure aapec Indeed AM cepsepa B popmare
https://indeedam.indeed.local/.
2. B mepemennoit $logServerUrl ykaxure aapec Log Server B popmare https://indeedam.indeed.local/.

3. B mepemenHoi $policyIds ykaxure naeHTH(HUKATOP 1eTeBOH nonutHku B Gopmare @('2fc7eeec-5adf-4a50-bad3-
ba04585¢76¢d'). MoxHO yka3aTh HECKOJIBKO uepes 3ansaTyto (@("2fc7eeec-Sadf-4a50-bad3-ba04585¢76¢d','7436daa7-abf7-
437b-991f-0e89cc9f1b9b").
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https://git.indeed-id.com/am-support-team/am-api/-/tree/users-in-policy
https://git.indeed-id.com/am-support-team/am-api/-/blob/users-in-policy/Config.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/users-in-policy/Base/AdditionalFunctions/GetUsers.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/users-in-policy/Base/AdditionalFunctions/GetUsers.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/users-in-policy/Base/AdditionalFunctions/GetUsers.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/users-in-policy/Scenarios/Reports/CsvReports.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/users-in-policy/Config.ps1

O COBET

Bel MoxkeTe HaiiTh naeHTH(UKaTop nonuTukd B Management Console. OTKpOHTE HY>KHYIO MOJHUTHKY, UICHTUPHKATOD

COIEPKUTCS B aIPECHON CTpOoKe Opay3epa B mepeMeHHOH policyId.

@aiisl ¢ BBIMPYKEHHBIMU I10J1b30BaTEISIMU coxpansiercs B karanore $ScriptDirectory\Reports\UserInPolicyReport. Eciau Bbt
XOTUTE COXPAaHMTH (haiisl B IPyroM MecTe, yKaKuTe ITyTh B IIepeMeHHON $pathReportUserInPolicyReport B daiine

Config.ps1.

UToObI 3aIyCTUTb CKPUIIT, BBIIOMHUTE (aili Start.ps ¢ nomombio PowerShell.
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https://git.indeed-id.com/am-support-team/am-api/-/blob/users-in-policy/Config.ps1
https://git.indeed-id.com/am-support-team/am-api/-/blob/users-in-policy/Start.ps1

Murpanus ¢ Indeed AM 8.2.x Ha Indeed AM 9.x

&2  Murpauus 6a3sl naHHbeIx Log Server ¢ Microsoft SQL Ha PostgreSQL

Vrunura st TNEpeHoCca JaHHbIX KOMIIOHEHTA LOg Server

&2 Tlonkmouenue 6a3bl naHHBIX Core Server Ha Windows Server k Linux

TTonknrouenue nqanaeix kommonenra Core Server

Bamigamus Passcode

Vrunura aius Banuganun Passcode

&5 Murpamus Hactpoek npoaiinepoB NPS RADIUS Extension

Yrumura uis murpaun RADIUS Extension

%) OcoOEHHOCTH MUIPALIN

H3BecTHbIE MPOOIEMBI IPH MUTPALUH
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Murpanus 0a3sl JaHHbIX Log Server ¢ Microsoft
SQL Ha PostgreSQL

UrtoObl nepeHecTy AaHHble KOMIOHeHTa Log Server, BBINOIHUTE CleAyIOIINE ISHCTBUS:

1. Ocranosure paboty Log Server.

2. Co3paiiTe 3TallOHHYIO cXeMy 0a3bl JaHHbIX B PostgreSQL.

3. IlepenecuTe 1aHHBIE C TOMOIIBIO YTHIIUTHI pgLloader.

4. 3apaiiTe 3HaUCHUE [10CIIEA0BATEILHOCTH [10CIIE IEPEHOCA IaHHBIX.

5. YcraHoBUTE U 3allycTUTE HOBYIO Bepcuio LogServer.

OcranoBka padotsl Log Server

1. Otkpoiire Koncouns ynpasnenus IIS ¢ nomousto komOuHanuu kiasum Wint+R u BBona inetmgr.
2. B pasnene Ioaxntouenus Beioepute I1ynbl npuioxeHuil.

3. Haxxmure Indeed.LS u BeiGeprTe OCTaHOBUTH.

() MPUMEYAHME

[Ipex e ueM mpoaoIKHUTh, PEKOMEHIYETCs caeath pe3epBHbie konuu C:\inetpub\wwwroot\ls\clientApps.config n

C:\inetpub\wwwroot\Is\targetConfigs.

JrajioHHas cxema 0a3bl JaHHBIX

1. MoaxirounTech k 6aze maHHbIX PostgreSQL u co3naiite mycTyro 0a3y JaHHBIX ¢ HEOOXOIMMBIMH MTPaBaMH JIOCTYTIA.

2. Co3naiiTe cxeMy 0a3bl JaHHBIX C TOMOIIBI0 ckpunrta LogService 9.5.0 pg int db.sql.

Murpanys JaHHbIX

UroObl mepeHeCcTr JaHHbIE, UCTIONB3YHTE pgLloader — WHCTPYMEHT 3arpy3ku AaHHbIX Juist PostgreSQL.

1. 3arpysure pgLoader ¢ nomomipto Docker:
docker pull ghcr.io/<user>/pgloader:latest

2. [MoaroToBsTe KOHPUTYpAIIMOHHBIN (Daill ¢ pacimpenuem migrate.pgloader co CIETyIONIM COACPKUMBIM.
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v Ilpumep migrate.pgloader

load database

from mssql://user:password@localhost:1433/LogDB

into postgresql://user:password@localhost:5432/am_logs

excluding table names like '__MigrationHistory' in schema 'dbo’

set mssql parameters textsize to '104857600'

alter schema 'dbo' rename to ‘'public’

with prefetch rows = 1000, include no drop, data only, quote identifiers

set work_mem to '16MB', maintenance_work_mem to '512 MB', timezone to 'UTC';

[Tapametp

load database from ... into ...

excluding table names like

__MigrationHistory' in schema

"dbo’

set mssql parameters textsize to

alter schema 'dbo' rename to

'public’

prefetch rows

include no drop, data only

quote identifiers

work_mem

Onucanue

Komanpa [i1si KOTUPOBAHUS TaHHBIX U3 OIHOM 0a3bl TaHHBIX B

APYryro.

[MTapameTp HCKITIOUAET KOMMPOBAHUE TAOIHMIIBI C MUTPALTHSMH.

VYBennuyeHne MakCUMalIbHOM JJTMHBI IIEPEHOCUMBIX CTPOK ¢ 2048 1o

MAaKCHMAJIbHOTO 3HAYCHU .

IlepenmenoBanue cxeMsl, Tak kak B Microsoft SQL cxema o

ymonyanuto — dbo, a B PostgreSQL — public.

OrpaHn4YeHne KOIUIECTBA CTPOK, KOTOPBIE BBITPYKAIOTCS B IIAMSITh
VTS IOCTIeY oI 00paboTKH.

3HaueHue M0 yMOJIYaHUIO 100000 .

KOHI/IpOBaHI/Ie TOJIBKO JaHHBIX, 0e3 U3MEHEHHS CXEMEBI B HCHGBOfI

0ase JaHHBIX.

MMeHa nACHTU(PHUKATOPOB 3aKITFOYAIOTCS B KABBIUKH (MMEHA TaOJHII

U CTOJIOIOB).

O0beM OHepaTHBHOIZ namsTu, BLII[eHSIeMOﬁ JJIs1 BBIIIOJIHCHU A

orieparii COPTHPOBKH M XCIINPOBAHUS B 3aIIPOCaX
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O0beM namsTH, BBIACTIEMOH IS ONepaluii 00CIyKUBaHHs, TAKUX
maintenance_work_mem KaK CO3/1aHUE UHJIEKCOB, KJIOHUPOBAHUE TA0IML, MUT DAL

0ONIBIINX 00HEMOB JAHHBIX.

®dopmar Bpemenu. PekoMeHayeTcst HCIoNb30BaTh 3HAUYEHUE 110

timezone to 'UTC'
ymom4anuio — UTC.

3. 3amycTHTe NpoLecc KOMUPOBAHMS C TIOMOIIBIO YTHINTBI pgloader st Linux win Windows.

Linux

1. Co3naiite karanor pgloader n nobasbre B Hero Qaiin docker-compose.yml co CleayomnuM COIePKUMbIM:

version: "3.8"

services:
pgloader:
container_name: pgloader_container
image: ghcr.io/dimitri/pgloader:latest
entrypoint: "pgloader /etc/pgloader/migrate.pgloader"
network_mode: "host"
volumes:

- ./config:/etc/pgloader

2. Cospaiite karainor pgloader/config v nepeHecuTe B Hero KOH(QUTypaloHHblil daiin migrate. pgloader.

v Ctpykrypa daiiion

pgloader/
config/
migrate.pgloader

docker-compose.yml

3. U3 xaranora pgloader Beinonnute komanay docker-compose up.

Windows

BeimonauTe KOMaHAy:

docker run --rm --network="host" -v "C:\pgloader:/data"
ghcr.io/dimitri/pgloader:latest pgloader /data/migrate.pgloader --dynamic-space-size
2048
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Ine:

e "C:\pgloader:/data" — tom Docker, B koTopoMm XpaHUTCS KOH(PUTYpalUOHHEIA hailn migrate.pgloader.

e /data/migrate.pgloader — Ha3BaHue KOH(HUIypaluuOHHOIO (haiina migrate.pgloader.

e --dynamic-space-size 2048 — mapaMerp, 3aJa0luil MAKCUMAJIBHBIH pa3Mep ONepaTUBHON NaMATH B
Mmerabatitax (M0). 3nadenne no ymorganuio 1024. Dtot mapameTp paboraeT B KOMOMHAIINY C TAPAMETPOM
prefetch rows u apyrumu napamerpamMu o0paboTku maketoB. UToObl yTunura pgloader ycnepana OuHIIaTh

MMaMsATh IIpU NEPEHOCEC JaHHBIX, HGO6XOJII/IMO YMCHBIIUTD PA3MCP MaKETa U YBCINYUTH MaKCHUMaJIbHbIN JTUMMUT.

OOHOBIIEHHE TTOCIIEN0BATEIILHOCTEN

ITocie mepeHoca JaHHBIX HEOOXOAMMO 3a7aTh 3HAYEHHE MOCIEN0BaTeNbHOCTH EventAttributeEntities Id_seq.Ota
H0CJIEI0BATEILHOCTH OTBEYAET 3a 3all0JIHEHUE EPBMYHOrO Kilova B Tabnuie EventAttributeEntities. Ilo ymonuanuio

3HA4YCHHUE I10CJICA0BATSIbHOCTH paBHO 1.
VYcTaHOBHTE MaKCHMaIbHOE 3HAUCHHUE Ha OCHOBE TCKYIIUX JaHHBIX, yTOOBI N30EKATH KOH(bHHKTOB. BremonauTe CJIEHyIOIIII/Iﬁ

3anpoc Update_seq.sql:

select setval(quote_ident('EventAttributeEntities_Id_seq'), (select max("Id") from
"EventAttributeEntities"));

Pe3yJ'II)TaTI (l)yHKI_[I/IH YCTAaHOBUT U BBIBEACT TCKYIIEC 3HAUCHUEC, KOTOPOC TOJIPKHO OBITH OOJIBIIIE WU PaBHO KOJIMYECTBY 3arnucei B

tabmune EventAttributeEntities.

YcranoBka u 3arryck HOBoM Bepcuu LogServer

1. ITocne ycrieniHoi MUrpaliuy yCTaHOBHUTE aKTyasibHYI0 Bepcuio Log Server.

2. B xongurypanmonnom aiine am/ls/targets/DbTargetSqlAM.config ykaxute HACTPOUKH MOAKIIIOYCHUS K 0a3e TaHHBIX

PostgreSQL.
3. BrimonHuTe 3amyck KoHTeitHepa Is ¢ momomibio koManasl docker-compose up .

4. Bemomuute POST-3ampoc Ha uTeHne JaHHbIX:
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curl -X 'POST' \
"https://localhost/Ls/api/ReadlLogs "’ \
-H 'accept: text/plain' \
-H 'Content-Type: application/json' \
-d '{

"applicationName":

ea”,
"request": {
"filters": [
1,
"startFrom": 0,
"take": 1,
"sortBy": "Name",
"sortDesc": false
}
3

Pesynbrar: nonyden otet ¢ kojoM 200 1 TIepBOi 3aNMChI0 U3 TAOIHUIIBI JIOTOB.
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[Tonximrouenue 0a3pl JaHHBIX Core Server Ha
Windows Server k Linux

UroOb! noaxaounuTh 6a3y ganHbix Core Server u3 AM 8 k AM 9, BbINOIHUTE ClIeyIOMINe JeHCTBUSA:

1. O6noBuTe Access Manager no Bepcuu 8.2.8.
2. [ToaroToBbre 1€7IEBOM XOCT: YCTAHOBHUTE U 3aIlyCTUTE KOMIIOHEHTHI Access Manager 9.

3. BemmosnauTe Banmuaamuio Passcode, ecu B Bepcuu Access Manager 8.2.8 ucnonbsyercs Windows Logon uiau RDP Windows

Logon.

IloxroroBka rieneBoro xocra

() MNPUMEYAHME

Hpemz[e YEM IPOAOJDKUTH, PCKOMEHAYETCS CACIATh PE3E€PBHBIC KOIMUH 6a3bl manHbIx Core Server.

IToaroroBsTe LIEEBOM XOCT:

1. Yeranosute u Hactpoiite Docker. Cucremuble TpeGOBaHMS
2. Hactpoiite ceTeBoe B3anMoieiicTBre ¢ 6a30i TaHHBIX.

3. YcranoBute Access Manager 9 Ha HOBOM XocTe.

(D) TPUMEYAHME

IMpu Hactpoiike Core Server B KOHQUTYypamOHHOM (aiiie am/core/app-settings.json yKaxXuTe mapaMeTpbl 6a3bl
naHabeIX 3 AM 8.2.8.

4. 3amyctute KOMIOHEHTH Access Manager 9 Ha TOATOTOBIEHHOM XOCTE:
sudo docker-compose up -d

basa naHHbIX aBTOMaTHueCKH OOHOBUT CTPYKTYpy U OyJeT roToBa K padore.
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Bamnarmmsa Passcode

[Mepen Havamom mpouenypbl Murparuu ¢ Access Manager 8.2.x Ha Access Manager 9.X peKOMEH/IyeTCs BBIIOTHATD BAJIUIAIHIO
Passcode, ecnu B Bepcun Access Manager 8.2.x ucnonbssyercss Windows Logon nin RDP Windows Logon. TIpouecc Banunamuu
Passcode obecrnieunBaeT KOPPEKTHOCTH U IEIOCTHOCTh JAHHBIX M TIO3BOJISIET N30€XkKaTh ONIMOOK MPeoOpa3oBaHUs TAaHHBIX U3

OuHapHoro (opmara.

YrtoObI 00ecTieunTh KOHCUCTEHTHOCTD JaHHBIX U TapaHTHPOBATh YCIEIHOe (QYHKIMOHUPOBAHUE ay TEHTU(DHUKAIIN C TIOMOIIBIO

npoBaiinepa Passcode B Access Manager 9.x, ucnonesyiite yrunuty AccessManager. Tools. Passcode.Services. Console.exe.

Hacrpoiiku Ha cropone Access Manager 9.x

[epen ucnonb3oBanueM yTuiauThl AccessManager. Tools. Passcode.Services. Console.exe Heo0X0IUMO BBITIOTHHUTE CIIEIYOIIEE:

1. BeimonmHuTE YCTAaHOBKY M HACTPOWKY CEPBEPHBIX KOMIOHEHTOB Access Manager 9.x.

/\ BAJKHO

IIpu HacTpoiike kommoHeHTa Core Server, yKaXUTe CTPOKY IMOAKITIOUCHUS K 6a3e TaHHBIX oT Access Manager 8.2.x.

2. I[J'If[ komnoHeHTa Core Server BKIFOUHTE JIOTUPOBAHUEC C YPOBHEM Error.

3. Otkpoiite daiin am/core/app-settings.json u yOenuTeCh, 4TO CIEAYIOIINI MapaMeTp 3a7aH KOPPEKTHO:

"PlatformCompatibility": {

"Registry": {
"Source": "PlatformOrFile",
"File": "server-registry.json"
}
}

Ine Qaiin server-registry.json — smynatop peectpa B Access Manager 9.x.
4. Buecute uzmeHnenus B haiin am/core/server-registry.json:

e LogPasscodeDeserializationError — BKJIIOYAeT M BEIKJIIOYAET JOTMPOBAHHE OMNOOYHBIX NaHHBIX (pickle) ams
Passcode. BoamoxxHble 3HadeHus: "1" u "Q".

e LogPasscodeEncryptionPublicKey — my6anuHelil Kitod muppoBaHus OIMO0YHBIX NaHHbIX (pickle) nms
Passcode. He usmeHsiiTe 3TOT mapamerp.

e NativePasscodeValidationEnabled — BKIIFOYACT U BBIKIFOUACT PEXKHM BaIMAIIMK HATHBHBIX JaHHBIX (pickle)

s Passcode. Bo3moskHbIe 3HaueHus: "1" u "Q" .

e NativePasscodeValidationSecret — cekper, KOTOpbI epenaeTcs yTuauToi sanuaanuu. CreHepupyiTe ero B
BUJIE CiydaifHOro Habopa JIaTHHCKUX OyKB u 1Udp 11uHOM oT 1 10 30 cMMBOJIOB O€3 HCITOIB30BaHUS CIICIIMATbHBIX

CHMBOJIOB. DTOT CEKpeT Hy>KeH JJIs IOTIOJHUTEIILHOM 3aIUThI pexknMa Banunannu Passcode.

e NativePasscodeValidationCoreApiUrl — URL-anpec xomnonenta Core Server Bepcun Access Manager 8.2.X.
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¥ Ilpumep

{
"KeyName": "HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Indeed-Id\\BSPs\\Passcode",

"ValueName": "LogPasscodeDeserializationError",

"StringValue": "1"
¥

"KeyName": "HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Indeed-Id\\BSPs\\Passcode",

"ValueName": "LogPasscodeEncryptionPublicKey",

"StringValue": "<RSAKeyValue>
<Modulus>ySDCRwWBj5NbWGtZ8YgNbWzjTZfFBOUeSXAKHz2qwk4Q/iJJJI5FYB622s5MAZH5BI7s+npm272w98dXCtC
</Modulus><Exponent>AQAB</Exponent></RSAKeyValue>"

}s

{
"KeyName": "HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Indeed-Id\\BSPs\\Passcode",

"ValueName": "NativePasscodeValidationEnabled",
"StringValue": "1"

¥

"KeyName": "HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Indeed-Id\\BSPs\\Passcode",
"ValueName": "NativePasscodeValidationSecret",

"StringValue": "somesecretindid"

}s

"KeyName": "HKEY_LOCAL_MACHINE\\SOFTWARE\\Policies\\Indeed-Id\\BSPs\\Passcode",
"ValueName": "NativePasscodeValidationCoreApiUrl",
"StringValue": "http(s)://app8.ind.my/am/core"

}

3amycK yTuinThl Banugamu Passcode

Urto0bI BHIMOTHKUTE Basuaaiuio Passcode, HeoOXxoaumMo Ha ctopoHe Access Manager 8.2.X OTKPBITh TEPMUHAI U 3aITyCTHTh

yrunuty Banuaauun AccessManager. Tools. Passcode.Services. Console.exe co clieyrOIMMI KOMaHIaMH U TapaMeTpaMu.
[Iar 1. export-users — onpeemseT CIUCOK II0JIb30BaTeIIeH, I KOTOPBIX TpeOyeTcs Banuaamus Passcode.
[lar 2. validate-users-passcode — Npou3BOAUT Banuanuio Passcode Ha OCHOBaHMH CIMCKA TIOJIb30BaTENEH.

I'oGanbHbIe mapaMeTphl

B cneuy}omeﬁ Ta6JII/II_[e TIPUBEICHBI r100aIbHbBIC T1apaMeTpbl, KOTOPHIC MOXKHO 3a4aTh IIPH BBIITOJIHCHHMHM KOMaHZ eXpo rt-users

u validate-users-passcode. Y Honb30BaTeNs JOKHO OBITh JOCTATOYHO IIPaB [/ H3MEHEHHUs HEOOXOAUMBIX (DaiiiioB.
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OO0s13aTeNnBHBIN TapaMeTp.
e --server-url

URL-anpec Core Server Bepcun Access Manager 9.x.

e --url
[Tpumep: http(s)://access-manager-server-url/am/core.
* --client-certificate OTnevarok KIMEHTCKOTO CepTU(HKATa.
e --certificate Ecnn mapameTp He 3a/1aH, UCIIOIB3YETCs] BCTPOSHHBIH CEPTU(HKAT.
e --cert [Ipumep: “client-certificate-thumbprint™.

* --client-certificate-
location PacnionoskeHne XpaHWwINIa KIMEHTCKUX CepTU(UKATOB. 3HAYEHHE 110
e --certificate-location ymonyanuio: CurrentUser.
e --cert-location
YpoBeHb TOTHPOBAHUS

e --log-level
Bosmoxnbie 3Ha4enus: Trace, Debug, Info (o ymomuaunuto), Warn, Error,

* --log Fatal, Off.

DKCIOPT MOJIb30BaTEeIICH

UToOBI BBIOIHHUTE SKCIIOPT MOJIB30BATEICH, JIJIsI KOTOPBIX HEOOXOMMO BBITIOJIHUTH BaJIUAIMIO, 3AITYCTUTE YTHIIUTY
AccessManager. Tools. Passcode.Services. Console.exe ¢ komaH10il export-users u HeoOXoauMbIMH apameTpamu. Bee

rapaMeTpbl IPUBEICHBI B ClIeIyoleH Tabnuiie. Takke MOKHO J00aBUTh JIFOOBIC IT100abHBIC TAapaMETPBI.

() MNPUMEYAHHE

Cnmcoxk rmosie3oBareneii GopMHpyeTcs Ha OCHOBE NPUBA3aHHBIX K HAM JIHIEH3HH I yKa3aHHBIX MPIIOKEHHH (ITapaMeTp -

-application umu --app ). MokHO yKa3aTh HECKOJIBKO MPHIIOKEHHUH.

[prmep KOMaH 1B U151 SKCTIOPTA MOJb30BaTeNei

AccessManager.Tools.Passcode.Services.Console.exe export-users --out c:\path\to\file.txt --
overwrite true --app "Windows Logon" --u domain\\globaladmin --1limit 10000 --url
http://<AM_CORE_URL>/am/core --log Trace

IMapameTps! [Tt KOMaHIBI export-users

O0s13aTenbHbBIN TapaMeTp.

e --output

Wwms daiina, B KOTOpHIH Oy/IeT 3arucaH pe3ysibTaT SKCIopTa.
e --out

MOXHO yKa3arh MOJIHBIN My Th (paiiia, OTHOCUTEIBbHBIN MyTh (aiiia uin ums daiia. Mms
* |--0

(aiiza MOXKHO yKa3aThb 0€3 pacIIUpeHUs.
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e --allow-

overwrite-output
e --allow- ITo3BomnsieT nepe3anuceiBarh (aiiy. 3HaYeHHe o YMOTYaHuio false.
overwrite

e --overwrite

OOs3arenbHbli TapaMeTp.
e --application [Ipunoxenue, Ha OCHOBE KOTOPOTO OCYIIECTBISIETCSI BBITPY3Ka.

e —-app MoXHO yKa3aTh HECKOJILKO NPUIOKEHUH, HanlpuMep - -app "Windows Logon" --app

"Enterprise SSO".

Jloruu ro6ansHOTrO aIMUHHUCTpaTopa Access Manager, KOTOpBIﬁ OCYHIICCTBJISICT BBITPY3KY.

Ecnu norun He yka3zas, To B cpene Windows OyieT UCTIONIb30BaThCSI Ay TCHTH(UKALINS

* --user
Windows (ecim HacTpoena). Ecnu stornn ykasas, To Oyzet 3anpormer Windows-mapos.
* _-u . . 9
Jlorus MOXHO yKa3bIBaTh B popmare PrincipalName (user@domain.local) nnu
SamCompatibleName (domain\user).
OrpaHuYeHHE KOJIMYECTBA BBITPYKAEMBIX TTOJIB30BATEINICH.
e --limit [Ipumensiercs, eciu 3aJ1aHO 3HAYCHUE OOJIBILIE HYJISL.
3Ha4YeHHUE 110 YMOIYaHUI0 @ (OE3MMHTHO).
Bammarms Passcode

UroObl HayaTh Bamuaanuio Passcode Ha OCHOBE CIMCKA HKCIIOPTHPOBAHHBIX MOJIb30BATENICH, 3aITyCTUTE YTUIUTY C KOMaH10H
validate-users-passcode u 3ajaiiTe OnMH U3 CIIETYIOMUX HapaMeTpoB. Takike MOKHO 100aBUTH THO0bIE TII00ATBHBIC

napameTpsl.

Iprmep komaH 1w 15 Banzanuy Passcode

AccessManager.Tools.Passcode.Services.Console.exe validate-users-passcode --from
c:\path\to\export.txt --url http://<AM_CORE_URL>/am/core --log Trace

TTapamerpsi st KOMaH/bl validate-users-passcode

® --import-location  [Iyts, mo KoTOpOoMy HaxomUTCs (DAl ¢ paHee SKCIOPTHPOBAHHBIMHE MONB30BATENSIMA.

e —-from Daii MOKHO PENaKTUPOBATh.

[Mocne 3amycka Banuaalny 3arpaiiiBaeTcs 3HaueHue napamerpa NativePasscodeValidationSecret, koTopoe Bbl 3a/1aJ1M paHee B

(haiine server-registry.json Ha cropone Access Manager 9.x.

ITpu ycnewmnoit Banunanuu Passcode Ha ctopone Access Manager 8.2.x B Log Server 3anucbIBatoTcst COOBITHSI 00 yCIIEIIHOM

ayTeHTHU(uKanuu 1o Passcode, a Ha ctopoHe Access Manager 9.X 3aliChIBatOTCS OIMIMOKH BXOJIA.
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COop noros

Ha cropone Access Manager 9.x pe3ynbrar Bajauganuu Xxpanurcs B (aitne NativePasscodeValidator. <guid>.txt, KOTOpbIA
HaxoauTcs B orax komroneHnTa Core Server. [Tpu Hanmuunu ommbok B daiine NativePasscodeValidator. <guid>.txt oOparutech B

cityxkO0y TeXHUUYEeCKO! MoANep kKU support@indeed-id.com.

v Ilpumep omrudKu

2025-02-26 16:18:46.7999 | 0HNAMOVAJ2LCI :00000002 |0 | ERROR | ,4e68816e-e33b-4281-8719-
4cOb774b4c53,ActiveDirectory_d5d11f1b-a87f-4ca®-babl-4c3bcf5743b0,unknown type:
System.Byte[],error_pickle_parsing,Error message: Pickle can't be parsed: unmatched:
range No(0, 44), @, 1!=3, hr -2147024883,...

v IIpumep Banuaauuu 0e3 omuodok

2025-02-28 09:50:28.5360|OHNANOJULLERO: 00000002 |0 | ERROR |, 188fef22-eb79-4105-a2el-
4fb9b3c19471,a406F_186dc38a-403f-4054-9aca-731f3216d6f0,string_passcode, skipped,,
2025-02-28 09:50:28.9423 | 0HNANOJULLERO: 00000002 |0 | ERROR | ,188fef22-eb79-4105-a2el-
4fb9b3c19471,a406F_186dc38a-403f-4054-9aca-731f3216d6f0,bin_shal_passcode,success,
(null), (null)

2025-02-28 09:50:28.9423 | @HNANOJULLERO: 00000002 |0 | ERROR | ,188fef22-eb79-4105-a2el-
4fb9b3c19471,a406f_186dc38a-403f-4054-9aca-731f3216d6f0,string passcode, skipped,,
2025-02-28 09:50:29.2444 | @HNANOJULLERO: 00000002 |0 | ERROR | ,188fef22-eb79-4105-a2el-
4fb9b3c19471,a406F_186dc38a-403f-4054-9aca-731f3216d6f0,bin_passcode,success, (null),
(null)

2025-02-28 09:50:29.8941|0HNANOJULLERT : 00000002 |0 | ERROR | ,188fef22-eb79-4105-a2el-
4fb9b3c19471,a406f_f688dd25-349f-42c5-afd5-9f2e50b15f0f,bin_passcode,success, (null),
(null)
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Murparusa Hactpoek npoarepoB NPS RADIUS
Extension

YTunura 1Ji MUTpaLUK HacTpoeK nposaiinepoB monyiast NPS RADIUS Extension mo3BossieT npoioinKaTh padoTy ¢ HUM Iocie

oOHoBeHUs1 Bepcun ¢ AM 8.2.x Ha AM 9.x, eciiit B 00enx Bepcusix Access Manager Ucrosib3yercst o0miast 6a3a JaHHBIX.

VTunuTa NpuBOIUT AaHHbIE K (popMaTy, KOTOPbIH ucnonb3yercs B AM 9.X, U ycTpaHseT pacxoxkIeHus B 00pabOTKe CIUCKa

MIPOBaKIEPOB.

() HMHOOPMALHMS

YTunuTa He MOXKET UCIONb30BaThes, ecnu Moayiab NPS RADIUS Extension Hactpoer uepe3 Group Policy (GPO).

CucteMHbIe TpeOOBaHUS

Jis ycnemHo# pa6oTsl yTunutel Ha xocte ¢ Core Server AM 8.2.X HOIDKHBI ObITh YCTAHOBJIEHBL:

e NET Runtime (dotnet-runtime-8.0.22-win-x64.exe)

e ASP.NET Core Runtime (aspnetcore-runtime-8.0.22-win-x64.exe)

3aIyCK yTUJIUTHI

YTOOBI BEITOIHATS MUTPAIHIO HACTPOEK, He0OX0IMMO Ha cTopoHe Access Manager 8.2.x oTkpbsITh PowerShell u 3amycTnTs

yruuty M.Module.Settings.MigrationTool.exe co cieayomumMu napaMeTpamu:

.\AM.Module.Settings.MigrationTool.exe -u <URL> -n <umA_nonb3oBaTensa> [-m

<MeToA_ayTeHTupmkaumm> |

I'moGanbHbIE TapamMeTpbl

B Ta6m/1ue IIPUBEICHBI r1o0aabHBIE mapaMeTpbl, KOTOPBIC MOXXHO 3a/1aTh IIPH BBIITIOJHCHUN KOMaH/IbI. VY monp30Barens J0KHO

OBITh AOCTATOYHO MpaB AJIs1 U3BMCHCHUSL HGOGXOZ[I/IMLIX (baﬁHOB.

O0s13aTesnbHbII apaMeTp.
® --u <URL>
URL-anpec Core Server Bepcuu Access Manager 8.2.X.

© Ipumep: http(s)://<AM_CORE_URL>/am/core

O06s13aTenbHbII apaMeTp.
®* --n <uMMA_nosb3oBaTensa>

Nwms nonb3oBarens (Principal Name) ¢ posibto anmuauctpatopa AM.

* --name <WMA_rosib30oBaTeNA>
= ITpumep: user@domain.local

. Meron ayrentudukanuu: Passcode nmn WindowsPassword.
e --m <Passcode|WindowsPassword>

VkassiBaiite Passcode TONBKO B TOM ClIy4dae, €CJii y BaC HaCTPOCH

* |zmauth-method npoBaiinep Indeed AM Passcode.

<Passcode |WindowsPassword> .
3HaueHue 1o ymon4anuio: WindowsPassword .
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* --version Hudopmanust 0 BEpCHH YTHIUTH MATPALIUH.

e --h
o |- CripaBka.
* --help

[Ipumep komaH B!

.\AM.Module.Settings.MigrationTool.exe -url https://am.company.local/am/core -name
admin@company.local -m Passcode
ITpu ycnemnoii murpanuu nposaiinepos NPS Radius u3 AM 8.2.x B AM 9.x:

e KOPPEKTHO OTOOpaXkatoTcsi U 00padaThIBAIOTCS MTPOBAIEpPbl MOYJIS;
* TOMCPIKUBACTCS paboTa BCEX TPYIIOBBIX MOIUTHUK;

® [OJJICPIKUBAIOTCS TII00ABHBIC HACTPOMKHU M HACTPOMKHM On3Hec-npuiiokeHuit B Management Console.
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Oco0EHHOCTH MUTpalln

IMocne murpanuu ¢ Indeed AM 8.2.x na Indeed AM 9.x MoryT HaOI0gaThCs CIEAYIOIIUE OTPAaHUYECHUSL:

e Ilpu BBIrpy3Ke JIOTOB OTAEILHBIM aPXUBOM C OMOILBIO YTHINTEl GetlLog 0e3 ykazaHus ajabTepHATHBHOIO IyTH MOKET

BO3HHUKHYTb OIINOKA.

HUro6eI 3T0TO M36EXKATH, T00ABBTE MAPAMETD - -0, --output WIM --path € yKasaHMEM IMPEKTOPUH, Kyl HYXKHO

COXpaHUTb apXUB.
IIpumep

GetLog --archive --output ~/Downloads/

o [Ipu umnopre cOOCTBEHHOTO KIMEHTCKOTO cepTrduKara am/tools/certName.pfx, CTeHEpUPOBAHHOTO YePEe3 CKPHIIT

tool_gen_client cert.sh, MOXeT BOSHHKHYTb OIIMOKa Tapoyst B MacTepe nmmopra ceprudukaros Ha Windows Server 2016.

Wmmnopt padoraer 6e3 omubdok ¢ Window Server 2019 u Bbiine.
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Pemrenue mpoOiaem

[ COop mporpaMMHBIX JIOTOB

Jlorn ADFS Extension, RDP Windows Logon u Windows Logon

# COop JoroB KOMIIOHEHTOB Access Manager

Jloru cepBepHBIX 1 MOYTTBHBIX KOMIOHEHTOB

|E  Hacrpoiixa coObrthii Syslog

Hacrpoiika 3anucu arpu0yToB coObIThii Syslog

@  Ba3a 3nanmii

fee)

YacTo 3a1aBaeMblie BOITPOCHI U UX PEIICHUA

s TexHudeckas MOMICPKKA

Kak co3aarp 00paliieHne B IMOJICPIKKY
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COop nmporpaMMHBIX JIOTOB

IMpunoxenue Indeed AM GetLog nmpenHa3HaueHo IS JOKAJILHOTO U yaJeHHOro cO0opa MporpaMMHBIX JIOTOB CJIEIYIOLINX

KOMITOHCHTOB:

¢ RDP Windows Logon,
e Windows Logon,

e ADFS Extension.

IToakiroueHME K KOMITBIOTEPY

YToOBI MOAKIIOYUTHCS K KOMIBIOTEPY, JTOTY KOTOPOTO HY>KHO MOTYYUTh:

1. 3anycrure yrunty GetLog oT uMeHHM JTOKaJIbHOTO aaMUHUCTpaTopa. Daiin 3amycka pacnonoxkeH B Indeed AM <nomep

sepcuu>\logging\IndeedAM. GetLog.exe.

2. B mone Computer BBequte nms win [P-aapec ynanensoro kommnbiorepa. YToOBI TOAKITIOUUTECS K JIOKATHHOMY KOMITHIOTEPY,

BBeaute localhost win 127.0.0.1.

3. Haxxmure Connect. ITocine ycTaHOBKU COEMHEHUS CTAHYT AOCTYITHbL:

e KHOIKa BKJItOueHUst/oTKitoueHus jioroB Enable Log/Disable Log;
e KHOMKa rmomydenus joroB Get Log;
e KHOIIKA Mepexojia K AOMOIHUTENbHBIM HacTpoiikam Advanced Settings;

e KHOIIKA OTKIIoYcHUs Disconnect.

O  MOICKA3KA

YT0OBI MOAKIIOYUTECS K YAAJICHHOMY KOMIIBIOTEpY Mo yrpasieHrneM Windows 7 U BbIilie, yOeTUTECh B TOM, YTO Ha
yAaJeHHOM KOMITBIOTEpE 3aImynieHa U He 3a0okupoBaHa ciryx6a Uuctpymenrapuii ynpasierns Windows (WMI) (Windows

Management Instrumentation).

OCHOBHBIE IEUCTBUA

PaGora ¢ yruianroi

YToObI BKIIFOYUTE UJIH OTKITIOYUTE JIOTUPOBAHUC U MTOJTYYUTD JIOTHU:

1. [lonkmounTech K KOMIBIOTEDPY.
2. Jlnst BKIIFOYCHUS 3arucH JioroB Haxxmure Enable Log.

3. Ecm cOop 10roB TpeOyeTcst AT BRIBICHHS IPUYHH IPOOJIEMHON CUTYAIINH, BEIIIOIHUTE ACHCTBUS UL

BOCIIPOM3BEICHHS TPOOIEMBI.
4. Jlnst OTKIIIOYEHUS 3anucy JoroB Haxmure Disable Log.
5. Mns momyuenust noroB Haxkmute Get Log....

6. Ykaxxute karajuor njs coxpanenus ZIP-apxuBa u Haxxmure COXpaHUTb.
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7

. I[J'If[ OTKJIFOYCHUA OT KOMIIBIOTCPA HAXKMUTEC Disconnect u 3aKpoﬁTe IIPUIOXKXCHUC.

PaGora ¢ peectpom

B HCKOTOPBIX CIIydassX MOXCT HOTpe6OBaTI)C$I BKJIFOYHUTE/OTKJIIOUNTE JIOTUPOBAHUC BPYIHYIO. I[J'If[ 9TOro:

1
2
3

ITo

C:\

. OTKpoiite penakrop peecrpa.
. [epeiinure B katanor HKEY LOCAL MACHINE\SOFTWARE\Indeed-ID\Logging.

. 3aaiite 3HaYeHne mapamMeTpa Enabled:

O, YTOOBI OTKJIFOUUTH JIOTUPOBAHUC,

1, 9TOOBI BKIIIOUNTD JIOTHPOBAHUE.

() MNPUMEYAHHE

YMOJYQHHUIO JIOTH 3amuchiBaloTcs B katanor \WINDOWS\System32\LogFiles\Indeed-Id. JIns noctyna k joram

YIAJIEHHOTO KOMIIBIOTEPA M0 YMOIYaHUIO UCNONb3yeTcs ceTeBoit katanor ADMINS\System32\LogFiles\Indeed-Id. Karanor

JUTS 3aIKCH JIOTOB MOXKHO 3a/1aTh B pazaene Advanced Settings > Use alternative location.

Ecnu npu momneiTke COXpaHUTb JIOTH NOsABISAETCS ommnbOKa The system cannot find the file specified, yoenurecs, 4To namnka

Windows\System32\LogFiles\Indeed-ID cymectByet. Co3naiiTe manKky Bpy4HYIO, €CIH OHa OTCYTCTBYET.

JIOTIONTHUTEIIbHBIE HACTPOUKHU

Hacrpoiiku B yruianre

Uto0bI TiepeiiTH K AOTIONHUTEIBHBIM HACTpoiikaM, HaxxmuTe Advanced Settings B riaBaom okHe Indeed AM GetLog. B okHe

Advanced Settings 10CTYIHBI CJI€yIOLINE HACTPOHKH:

Max. log size (bytes) — MakcuMalbHBIN pazmep B OaiiTax Bcex (pailioB B karaynore. 3HaueHHe 1Mo ymondanuio — 1T'B.
[pu mocTKeHUH YKa3aHHOTO 3HAUSHUS U3 Karaora OyIyT yIaueHsl Bce (aiiiibl, JaTa M3MEHEHUs KOTOPBIX CTapIie

3HaueHus noist Max.log file age.

Max. log file age (s) — Bo3pacr aiina jgora B cekyHaax. Eciiu pasmep JIOroB B Katajiore npeBbICHI 3HaYeHue Max. log

Size, TO U3 Karajora Oy1yT ylajeHbl Bce (aiisibl, JaTa U3MEHEHHs KOTOPBIX CTapIle 3HAYCHHUS STOTO OIS,

Cleaner interval (s) — uHTEpBaJ MPOBEPKH pa3Mepa KaTajora ¢ JIOraMH B CEKYH/ax. 3HaYE€HHUE M0 yMOIYaHuto — | yac

(3600 cexynpn).

Activity checking period (ms) — HHTEpBaJ MPOBEPKU aKTUBHOCTH JIOTUPOBaHUS B MHJUTMCEKYHAaX. [Ipexie uem Hauathb
3aIuCh J0roB, kKoMnoHeHT Indeed AM mpoBepHT, BKIFOUYCHO JIM HA pabouei cTaHinu Joruposanue. [1o yMomdaHHiO

UHTEpBaJl IPOBepKU cocrabisieT 1 MunyTy (60 000 MUIIMCEKYHN).

Enable log cycling — pexxuM 1UKINYECKOW 3amucy JIoroB. Eciu omniust BKIIFOYEHA, TO JIOTH KaXKI0To mpoiiecca OymayT

3alMChIBaTbCs COITTACHO 3aJJaHHBIM HaCTpOﬁKaM 10 KOJIMYCCTBY (1)3.171}103 " pasMepy.
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o Max. size of a log file (bytes) — MakcuManbHEIH pa3mep jiora B OaiiTax. 3HadeHHe 10 yMordaHmo — 10M6

(1000000 6Gaiir). [Tpu gOCTHKEHUHN 33IaHHOTO pa3Mepa cofepkuMoe (hailiia epe3arnuIieTcss HOBBIMU JIaHHBIMH.

o Max. number of saved log files — MakcuManbHOE KOJIMYECTBO COXPAHSIEMBIX JIOTOB. 3HAUSHUE 10 YMOITIAHUIO —
5, 6e3 yuera TeKyuiero 3anuceiaeMoro (aiia. Eciu ycraHoBIeHHOE KOJIM4ecTBO (DaiiyIoB MPEBBIIICHO, CAMBIN

paHHI/Iﬁ YAQJIUTCS, a 3alIUCh IPOAOJDKUTCS BO BHOBb COS,IIaHHI:IfI (1)3.171.]1.

e Use alternative location — anbTepHaTHBHBIN KaTajor 3aliCH JIOTOB. ECIH OMIus BHIKIIOYCHA, JIOTH 3aIUCHIBAIOTCS B

KarajIord 110 YMOJIYaHHIO:

o ADMINS§\System32\LogFiles\Indeed-Id — ceTeBoii myTh;
o \WINDOWS\System32\LogFiles\Indeed-Id — noxanbHbBIH Iy Th.

HacTtpoiiku B peectpe

Uro0bl epeiTH K AOTIOJIHUTEIBHBIM HACTPOMKAM B pEeCTpe, OTKPOUTE PEIaKTOp PeecTpa U NepeuuTe B KaTajior
HKEY LOCAL MACHINE\SOFTWARE\Indeed-ID\Logging. B peectpe TOCTYIHBI CICIYIOIIME TApaMETPhI:

* CyclelogsFileCountMax — MaKCHMajbHOE KOJIMYECTBO COXPAHAEMBIX JIOrOB. 3Ha4EHHE 10 yMOTIaHUIO — 5, 0e3
ydeTa TeKyIIero 3amrcsBaeMoro (aiina. Ecim ycraHoBICHHOE KOMHYeCTBO (haiiiioB IPEBBIMICHO, CAMBIN paHHUI

YAAIMUTCS, a 3aIHUCh MTPOJOIDKUTCS BO BHOBB CO3JaHHBIN (haiii.

e CyclelLogsFileSizeMaxBytes — MakcUMalbHBIN pa3Mep jora B OalTax. 3HaueHHe Mo ymonyanuo — 10M6

(1000000 Gaiit). ITpu mocTH>XEHUU 3aJaHHOIO pazMepa coepkuMoe (ailiia nepezanuieTcs HOBbIMU JaHHBIMU.

e EnabledRecheckPeriodMs — uHTepBal MPOBEPKU aKTUBHOCTH JIOTUPOBAHUS B MIJUTHCEeKYHIaX. [Ipexae yem
HayaTh 3aMuch JIOroB, koMrnoHeHT Indeed AM npoBepuT, BKIIOYEHO JI HA paboueil cTaHuu oruposanue. I1o

YMOJIUaHHIO UHTEPBaJ IpoBepku cocTasisteT 1 munyTy (60 000 MuuuCeKyHT).

* MaxLogFileAge — Bo3pacT (aiina 1ora B cekynaax. Eciu pasMep JI0roB B KaTajlore IPEBBICUIT 3HAYCHHE
MaxlogSize, To u3 Karajora OymyT yaajaeHsl Bce (Bailibl, JaTa H3MEHEHHUs KOTOPhIX CTaplle 3HAYEHHs 9TOro

napamerpa.

e MaxLogSize — MakcHManbHBIH pa3mep B OaiiTax Bcex (aiioB B Karanore. 3HaueHue mo ymonuanuto — 1I'b. Ilpu
JIOCTHKEHUM YKA3aHHOTO 3HAUCHUS U3 KaTajora OylyT yJaleHsl Bce (aiiibl, aTa U3MEHEHHs KOTOPBIX CTaplle 3HaYeHUs

mapameTpa MaxlogFileAge.

* RootLogPath — anbTepHATUBHBIN KaTaOr 3aIMCH JOT0B. ECIIM napamMeTp OTKIIIOUEH, JIOTH 3aIiChIBAIOTCS B KaTaloru

10 YyMOITYaHHUIO:

- *ADMIN$\System32\LogFiles\Indeed-Id* — ceTeBoil NMyTb;
- *\WINDOWS\System32\LogFiles\Indeed-Id* — nokanbHbi NyTb.
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COop J1IoroB KOMIIOHEHTOB Access Manager

YpOBHU JTOTUPOBAHUSA

B 3aBHCHMOCTH OT TOT0, HACKOJIBKO MOAPOOHYIO MH(POPMALUIO O pabOTe KOMIIOHEHTA HYXHO MOITYyYUTh, MOXKHO 33/1aTh pa3HbIe
ypoBHU JorupoBanuss. OHU ONMPEIEISIOT, HACKOJIBLKO BaXKHAS U MOJPOOHAs MHPOpMALUs OyleT 3alMChIBaThCS B JIOT-(aiabl. 1o

MO3BOJISIET (PUIIBTPOBATh U aHAJIM3UPOBATH JIOTH 0oJiee 3PPEKTUBHO.

PexoMeHyeTcst HCIONIB30BaTh YPOBEHB JIOTUPOBaHus Trace, Kak Hanbosee MH(HOPMaTUBHBIH.

¥ YpoBHHM JIOTHPOBAHUSA

Wudopmarus o nporeccax paboTbl KOMIIOHEHTA, BKJIFOYast eTain o0 Bbi3oBax MeTonoB API. Haunbonee

Trace .
MH(OPMATHBHBIN YPOBEHB JIOTHPOBAHUSL.
Bt IMTonpoGHOCTH 0 X0I€ PadOTHI KOMIIOHCHTA, 3HAYMMBIC TIEPEMEHHBIC U IPYTHE TaHHBIE, KOTOPBIE MOTYT OBITh
ebug
MOJIC3HBIMU ITPH OOHAPYKEHUH U UCTIPABJICHUN OLTHOOK.
WHudopmaiimoHHbie COOOIIEHH S, KOTOPhIE COOOIIAT O HOPMAILHOM (DYHKIIHOHUPOBaHUH KOMIIOHEHTa. OHI
Info MOTYT BKJIFOYaTh TaKHE COOBITHSA, KaK 3aIyCK MJIH 3aBEpPIICHUE IPOIIECCOB, OTIPABKa ITOYTHI, PEIaKTHPOBAHHE
poduIIs TONB30BaTeNsl ¥ APYTHE.
o [MpemynpexxaeHus 1 yBEJOMIICHHUS O MOTEHINAIBHBIX OIIMOKAX U BHEIITATHBIX cUTyauusix. CoOBITHS HE
arn
SIBIISFOTCS] KpUTHYCCKUMH, HO TPEeOYIOT BHUMaHMs. [IpH 5TOM KOMIIOHEHT MOXXET IPOJI0JDKATh PAadoTy.
E OmunOky, MOBIEKIINE 32 COO0H HEKOPPEKTHYIO pabOTy KOMIIOHEHTA MJIM BO3HUKHOBEHHE CEPhE3HBIX IPOOIEM.
IToT
Jloru ¢ ypoBHeM Error yKa3bBaloT Ha MPOOIEMBI, KOTOPBIE TPEOYIOT BMEIIATENHCTBA U UCTIPABICHUSL.
TorbKO caMble KPUTHYCCKHE OMIMOKU U MTPOOIEMBI, KOTOPBIC IPHBOAAT K HEMEIJICHHOMY 3aBEPIICHHUIO PaOOTEI
] KOMITIOHEHTA WJIH APYTUM Cephe3HbIM MOCaeACTBUAM. Jloru ¢ ypoBHEM Fatal 00BIYHO 03HAYAIOT CEPbE3HBIE
ata
cbon, KOTOphIe TPeOyIOT HEMEIICHHOTO BMEIIaTeIbCTBA U HcTipaBieHus. HanveHee nH(OpMaTHBHEBIA YPOBEHb
JIOTHPOBAHMSL.
Core Server

Bxurouenue JIOTUPOBAHUS

1. OTkpoiite ¢ mpaBamu agMuHUCTparopa (ain am/core/nlog.config.

2. Jlns TeroB logger B napamerpe minlevel ycraHoBuTe 3HaYeHHME Trace, B mapamerpe enabled ycranosure true.

IIpumep
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<rules>
<logger name="*" writeTo="defaultFile" minlevel="Warn" enabled="true">
<filters defaultAction="Log">
<when condition="equals('${logger}"', 'metricTime"')" action="Ignore" />
<when condition="equals('${logger}"', 'metricInfo')" action="Ignore" />
</filters>
</logger>
<logger name="Microsoft.Hosting.Lifetime" writeTo="lifetimeConsole" final="false" />
<logger name="metricTime" writeTo="metricsTimeFile" minlevel="Trace" enabled="false"
/>
<logger name="metricInfo" writeTo="metricsInfoFile" minlevel="Trace" enabled="false"
/>
</rules>

3. Coxpanure (aiia 1 nepe3anycTuTe KOHTCHHEP ¢ MPUITOKCHHEM.
CoOop 5oros

1. Ouncrure cymectByromue Joru cepsepa Indeed AM B karanore am/core/Logs/<mexywaa oama>.
2. Bocnpousseure npodiiemy.

3. ColepuTte apxuB C JIOTaMH U OTIPABBTE B CIYKOY TEXHUYECKOW TIOAJICPIKKH C TIOIPOOHBIM ONMCAHUEM JICHCTBUIA

IIOJIB30BATECIIA U YKa3aHUEM TOYHOI'O BPEMECHHN BOCIIPOU3BCIACHUS Hp06JICMI>I.

Log Server

Bxurouenue JIOTUPOBAHUS

1. OTkpoiite ¢ mpaBamu agMuHUcTparopa hain am/ls/app-settings.json.

2. Jlns tera NLog B mapameTpax minLevel u dbMinLevel ycranoBuTe 3HaueHue Trace. B nmapamerpe enabled

YCTaHOBUTE 3HaUCHHUE true.

IIpumep
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"NLog": {

"variables": {

"minLevel": "Trace",
"dbMinLevel": "Trace"
¥
"rules": {
"20_Errors": {
"logger": "*",
"minLevel"”: "Error",
"writeTo": "errorsFile",
"enabled": true
¥
"47 Db": {
"logger": "Microsoft.EntityFrameworkCore*",
"minLevel": "${dbMinLevel}",
"writeTo": "dbFile",
"enabled": true
¥
"52_Full": {
"logger": "*",
"minLevel”: "${minLevel}",
"writeTo": "fullFile",
"enabled": true
}
}

e 20 Errors — 3ammch omMOOK B (aiin errors.log;

* 47 Db — 3anuchk COOBITHIi, OTHOCAIMXCS K 0a3e JaHHBIX (HAIIPUMEP COEAUHEHNE), B COOTBETCTBUU C YPOBHEM

JOTUpoBaHus B mapamerpe "variables":"minLevel";

e 52 Full — 3anmch BCeX COOBITHI B COOTBETCTBHH C YPOBHEM JIOTHPOBAHMS B TapaMeTpe

"variables" :"minLevel".

3. CoxpaHuTe (ailll 1 Iepe3amyCcTUTe KOHTCHHED C MPIIOKCHIEM.

COop noros

1. Ouncture cymectBytomue joru Indeed AM Log Server B karanore am/ls/Logs/<mexkywaa_oama>.

2. BocriponsBeaute npodiiemy.

3. ColepuTe apXuB C JIOTAMH U OTIPABBTE B CIYKOY TEXHUYECKOU TIOAJCPIKKH C TIOJPOOHBIM ONMCAHUEM JICHCTBUI

IOJIB30BATECJIA U YKa3aHUEM TOYHOI'0O BPEMEHH BOCIIPOU3BEACHUS l'[pO6J'IeMI>I.

Management Console

Bxrouenne norupoBaHust

1. OTkpoiite ¢ mpaBamMu agMUHUCTparopa (an am/mc/nlog.config.
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2. Insa tera logger B mapamerpe minlevel ycraHoBuTe 3HaYeHHE Trace, B mapamerpe enabled ycraHosBuTe true.
IIpumep

<rules>
<logger name="*" writeTo="defaultFile" minlevel="Trace" enabled="true"/>

</rules>

3. Coxpanure (aiia 1 nepe3anycTuTe KOHTEHHEp ¢ MPUIIOKCHHEM.
COop noros

1. Ouncrure cymectpytomue joru Indeed AM Management Console B katanore am/mc/Logs/<mekywas_oama>.
2. Bocnpousseure mpodiiemy.

3. CoGepuTte apxuB C JIOTaMH U OTIPABbTE B CIYKOYy TEXHUYECKOU TIOIJEPIKKH C TIOIPOOHBIM ONMCAaHUEM JICHCTBUI

TIOJIB30BATECJIA U YKa3aHUEM TOYHOI'O BPEMEHHN BOCIIPOU3BCIACHUS npo6neM1>1.

User Console

Bxurouenue JIOTUPOBAHUSA

1. OTkpoiite ¢ mpaBamMu agMUHUCTparopa (aiin am/uc/nlog.config.

2. Jlnsa tera logger B nmapamerpe minlevel ycranosute 3HaueHue Trace, B mapamerpe enabled ycranosute true.
IIpumep

<rules>
<logger name="*" writeTo="defaultFile" minlevel="Trace" enabled="true"/>

</rules>

3. Coxpanure (il 1 epe3anycTuTe KOHTCHHEP ¢ MPUITOKCHHUEM.
C6op storoB

1. Ogncrure cymectByronue noru Indeed AM User Console B karanore am/uc/Logs/<mexywas_oama>.
2. Bocnpon3ssenute npoodiemy.

3. CobepuTe apxuB C JIOTaMH U OTIPABBTE B CIYKOYy TEXHUYECKOW TIOAJICPIKKH C TIOJPOOHBIM OTMCAHUEM JICHCTBUI

IIOJIB30BATCJIA U YKa3aHUEM TOYHOI'O BPEMCHH BOCIIPOU3BECACHUS HpO6J’IeMI>I.

Identity Provider

Bxrouenue nmoruposanus

1. OTkpoiite ¢ mpaBamu aaMuHUCTparopa hain am/idp/nlog.config.

2. Jlnsa tera logger B mapamerpe minlevel ycTaHoBuTe 3HaYeHHE Trace, B mapamerpe enabled ycraHoBuTe true.
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IIpumep

<rules>
<logger name="*" writeTo="defaultFile" minlevel="Trace" enabled="true" />

</rules>

3. Coxpanwure (aiia 1 epe3anycTuTe KOHTCHHEP ¢ MPUITOKCHHEM.
Coop noroB

1. Ouncrure cymectByronue joru Indeed AM Identity Provider B karanore am/idp/Logs/<mexywas_oama> .
2. Bocnipon3ssenute npoodiemy.

3. ColepuTte apxuB C JIOTaMH U OTIPABBTE B CIYKOYy TEXHUYECKOW TIOAJCPIKKH C TIOJPOOHBIM ONMCAHUEM JICHCTBUI

IOJIB30BATCJIA U YKa3aHUEM TOYHOI'O BPEMCHH BOCIIPOU3BECACHUSL HpO6J’IeMBI.

Key Server

Bxuttouenue gorupoBaHus

1. OTkpoiite ¢ mpaBamu aaMuHUCTparopa hain am/indeed-key/nlog.config.

2. Jlnsa tera logger B mapamerpe minlevel ycranoBute 3HaueHHE Trace, B mapamerpe enabled ycranosute true.
IIpumep

<rules>
<logger name="*" writeTo="defaultFile" minlevel="Trace" enabled="true">
<filters defaultAction="Log">
<when condition="equals('${logger}"', 'metricTime"')" action="Ignore" />
<when condition="equals('${logger}"', 'metricInfo')" action="Ignore" />
</filters>
</logger>
<logger name="Microsoft.Hosting.Lifetime" writeTo="lifetimeConsole" final="false" />
<logger name="metricTime" writeTo="metricsTimeFile" minlevel="Trace" enabled="true" />
<logger name="metricInfo" writeTo="metricsInfoFile" minlevel="Trace" enabled="true" />

</rules>

3. Coxpanure (aiia 1 nepe3anycTure KOHTEHHEp ¢ MPUIOKEHHEM.
COop noros

1. Ouncrure cymectBytomue joru cepsepa Indeed Key B karanore am/indeed-key/Logs/<mekywas_oama>.
2. Bocnipoussenurte npodiiemy.

3. CO6GpI/ITe ApXHUB C JIOTaMHU U OTIIPABLTC B CJ'Iy)K6y TEXHUYECKON MOAACPIKKHU C l'[OleO6HI)IM OIMKUCaHUEeM JeHCTBUN

IIOJIL30BATECJIA U YKa3aHUEM TOYHOT'O BPEMEHH BOCIIPOMU3BEACHUS HpOGJ’[eMbI.
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LDAP Proxy

Bxurouenue JIOTUPOBAHUS

1. OTkpoiite ¢ npaBamu agMuHucTparopa hain am/ldap-proxy/configs/nlog.config.

2. Jlnsa tera logger B nmapamerpe minlevel ycranosute 3HaueHHE Trace, B mapamerpe enabled ycranosute true.
IIpumep

<rules>
<logger name="EA.ClientAPI.Rest.Providers.*" final="true" />
<logger name="*" writeTo="defaultFile, console" minlevel="Trace" enabled="true"/>

</rules>

3. Coxpanure (aiia 1 nepe3anycTuTe KOHTEHHEP ¢ MPUIIOKCHHEM.

Turel 10r0B
Jlnst monynst LDAP Proxy noru 3anuceiBarotces B karanore am/ldap-proxy/Logs/<mexywas_oama™> B cnenyrouiie (Haiibr:

e session_ID.log — ¢aiin ¢ COOBITHAMH JUIS KOHKPETHOW CECCHU, yCTaHaBIHBaeMoil kimeHToM depe3 LDAP Proxy. [Ipu
MMOBTOPHOM TOJKJIFOYEHUH B PAMKaX OJJHON CECCHU 3aIllUCh MPOIOIDKAETCs B TOT ke (haiin session_ID.log. B session_ID.log

3alIUCBIBAIOTCS CICAYIOIIHNEC COOBITHSL:

o OUMOKH MOJIKIIOYSHUS U/UITH ay TeHTU(UKALINH,
o ommubku 3amnpocoB k Core Server uepes API,

o coObitus TLS-mmppoBanus mexay komrnoneHtamu cucremsl (LDAP, LDAP Proxy, LDAP Client u Reverse

Proxy/HaProxy),

O JIOTW ayTeHTU(HUKAIIHH.

o main.log — o0t (aiii, B KOTOPBIN 3aMMCHIBAOTCS CICTYIONIHE COOBITHS:

o crapr/ocranoBka LDAP Proxy,
0 pe3ynbTaThl IPOBEPKHU cocTostHUS cepBepa Healthcheck nist Core Server u LDAP,
o omHOKH 3aIyCcKa/MHUIMATTU3AIHH,

© Jnpyrue CO6I>ITI/I$[, HC OTHOCAIIHUECA K KOHerTHOfI ceccuu.

JIs1 TIOMCKA 10 JIOraM MCHOJIb3YHTE CJICAYIOIIY KOMaHIY:
Y yrouy Yy
grep -Rn <aomeHHOe_uMsA_nonb3oBaTenda> am/ldap-proxy/Logs/<Tekywasa_paTa>

C6op storoB

1. Ouncrure cymectByromme toru LDAP Proxy B katanore am/ldap-proxy/Logs/<mexywas_oama>.
2. Bocnipoussenure npoodiiemy.

3. CobepuTe apxuB C JIOTaMH U OTIPABBTE B CIYKOYy TEXHUYECKOW TIOAJCPIKKH C TIOJPOOHBIM ONMCAHUEM JICHCTBUN

IMOJIB30BATECJIAA U YKa3aHUEM TOYHOT'O BPEMEHU BOCIPOU3BEICHU A HpO6JIeMI>I.
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SMS Proxy

Bxurouenue JIOTUPOBAHUS

1. OTkpoiite ¢ mpaBamu agMUHUCTparopa (aiin am/sms-proxy/nlog.config.

2. Jlnsa tera logger B nmapamerpe minlevel ycranosute 3HaueHHE Trace, B mapamerpe enabled ycranosute true.
IIpumep

<rules>
<logger name="*" writeTo="defaultFile" minlevel="Trace" enabled="true" />

</rules>

3. CoxpaHnuTte (ailsl U mepe3anyCcTuTe KOHTCHHED C MPUIOKEHIEM.
COop noros

1. Ouncrure cymectByromme 1oru SMS Proxy B katanore am/sms-proxy/Logs/<mexywas_oama>.
2. Bocnpousseute npoodiiemy.

3. ColepuTe apxHB C JIOTAMH U OTIPABLTE B CIYKOYy TEXHUYECKOU TIOAJCPIKKH C TIOJPOOHBIM ONMCAHUEM JICHCTBUN

IOJIB30BATCJIA U YKa3aHUEM TOYHOI'O BPEMCEHH BOCIIPOU3BEACHUS HpO6J’IeMBI.

Windows Authentication Reverse Proxy

Bxrouenue nmoruposanus

1. OTkpoiite ¢ npaBamu aamubauctparopa dain C:\Program Files\Indeed-Id\Indeed-Id WARP\Nlog.config.

2. Jlnsa tera logger B napameTpe minlevel ycTaHoBuTe 3HaYeHHE Trace, B mapamerpe enabled ycTaHoBuTe true.
IIpumep

<rules>
<logger name="*" minlevel="Trace" writeTo="defaultFile, console" enabled="true" />

</rules>

3. Coxpanure uzmeHeHus B ¢aitne u nepesanycrure WARP.
COop noros

1. Ouncrure cymectBytomue joru WARP B karanore C:\Program Files\Indeed-Id\Indeed-1d WARP\Logs.
2. Bocpousseaute npoodiaemy.

3. COﬁepI/ITe apXuB C JIOraMU U OTIIPaBbTC B CJ'Iy)Kﬁy TEXHUYECKON MOAACPIKKHU C l'[O,Z[pO6HI)IM OIMKUCaHUEM JEHCTBUN

TOJIB30BAaTECJIA U YKa3aHUEM TOYHOI'0O BPEMEHHU BOCITPOU3BCACHU S HpOGJ’[eMbI.
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Mobile Device Provisioning

BkJIro4eHUEe JIOTHPOBAHUS
1. OTkpoiite ¢ npaBamu agmuuuctparopa daiin C:\inetpub\wwwroot\am\mdp\nlog.config.
2. Jlnsa tera logger B nmapamerpe minlevel ycranosute 3HaueHHE Trace, B mapamerpe enabled ycranosute true.
IIpumep

<rules>
<logger name="*" writeTo="f1l" minlevel="Trace" enabled="true" />

</rules>

3. Coxpanure u3MeHeHus B (aitne u nepesanycrture ciyxOy I1S.
COop noros

1. Ouncrure cymectByromnue toru MDP B karanore C:linetpub\wwwroot\am\mdp\logs.
2. Bocnpousseute npoodiiemy.

3. ColepuTe apxHB C JIOTAMH U OTIPABLTE B CIYKOYy TEXHUYECKOU TIOAJCPIKKH C TIOJPOOHBIM ONMCAHUEM JICHCTBUN

IOJIB30BATCJIA U YKa3aHUEM TOYHOI'O BPEMCEHH BOCIIPOU3BEACHUS HpO6J’IeMBI.

Linux Logon
Jlns cbopa noro Linux Logon ucnonp3yiiTe TepMHHAIL.
Co6op noros cepBucos amdev.service u amsved.service

¢ YroOBI IPOCMOTPETH JIOTU CEPBUCOB, BBETUTEC KOMAH/TY:
Jis amdev.service

sudo journalctl -u amdev.service

Jlns amsved.service

sudo journalctl -u amsvcd.service

Jliist mpocMOoTpa COOBITUI B pEKUME PeabHOIO BpEMEHH B KOHLIE KOMAHbI 100aBbTe -f, Ui IpocMoTpa nocneaHux 100

CTpOK J100aBbTe -n 100 .

Jloru GynyT noKa3aHbl B TEpMHUHAJIE.
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¥ Ilpumep BbIBOAA

Map 19 13:42:53 clientRed.test.local systemd[1]: Starting Access Manager Service..
map 19 13:42:53 clientRed.test.local amsvc[3327]: Loading plugins..

Map 19 13:42:53 clientRed.test.local amsvc[3327]: Loading plugin DomainPassword.so ..

Map 19 13:42:53 clientRed.test.local amsvc[3327]: Load plugin:

/usr/lib/amsvc/providers/DomainPassword. so

e YT00BI COOpATH JIOTU CEPBUCOB 3a NOCIEAHNE 24 yaca, BBEIUTE KOMAHIY:

Jlns amdev.service

sudo journalctl -u amdev.service --since "24 hours ago" > LL_amdev.log

Jloru GynyT coxpaHeHsl B aitne LL amdev.log.

Jlist amsved.service

sudo journalctl -u amsvcd.service --since "24 hours ago" > LL_amsvcd.log

Jloru OynyTt coxpaneHsl B daiine LL_amsved.log.
IIpocmotp cuctemusIx BbI30BOB UNIX-cokeToB

1. Yroos! onpexnenuts PID cokera, BBeAUTE KOMaHAY:

sudo ss -x -1 -p | grep amsvc

2. UtoOb1 MMPOCMOTPETH CUCTEMHBIC BBI3OBBI COKETA, BBEAUTC KOMaHY:

sudo strace -p <PID> -f -e trace=network,read,write -s 2000

CHCTEMHBIC BBI30BBI 6y}.’[yT IIOKa3aHbl B TCPMUHAJIC.
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¥ Ilpumep BbIBOAA

[user@clientRed root]$ sudo ss -x -1 -p | grep amsvc

u_str LISTEN © 50 /var/lib/amsvc/amdev.socket 26597 * @ users:
((“amdev”,pid=999,fd=4))

u_str LISTEN @ 50 /var/lib/amsvc/amsvc.socket 43992 * @ users:
((“amsvc”,pid=3327,fd=5))

[user@clientRed root]$ sudo strace -p 999 -f -e trace=network,read,write -s 2000
strace: Process 999 attached

read(9, “Em-Marine[66”, 32768) = 12

read(9, “@0] 128,52491\r\n”, 32768) = 15

sendto(6, “<87>Mar 19 13:46:46 amdev[999]: Received a line from Z-2
USB:/dev/ttyUSBO:Em-Marine[6600] 128,52491”, 99, MSG_NOSIGNAL, NULL, ©) = 99

HI/IaFHOCTI/IKa YCTaHOBJICHHBIX IIJIATTHOB

e YUto0OmI MPOBEPUTH YCTAHOBJICHHBIC ITJIaI MHBI yCTpOﬁCTB u HpOBaﬁZ[epOB, BBCUTC KOMAaHIY:

1s /usr/lib/amsvc/providers/

ITnaruns! OyayT NOKa3aHbl B TEPMHUHAJIE.

¥ Ilpumep BbIBOAA

[root@clientRed ~]# 1ls /usr/lib/amsvc/providers/
DeviceZ2Usb.so DomainPassword.so Passcode.so RegistryMFA.so SecuredOTP.so

SoftwareOTP.so Z2Usb.so

COop 5oroB cucteMHbIX KypHas1oB OC 1 IMarHOCTHKA CYUTHIBATEIICH

e UYroObl IpOBEpUTH BUAUMOCTh ycTpoiicTBa Z2 USB u npaBa gocTyna K Hemy, BBEUTE KOMAaHIY:

1s -la /dev/ttyUSB*

¢ YT0OBI IPOCMOTPETH JIOTH KYPHAJIOB B PEXKHUME PEaTbHOIO BPEMEHH, BBEIUTE KOMAHY:

I[J'lﬂ XKypHaja 0€30IMaCHOCTH CHCTEMBI

sudo tail -f /var/log/secure
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J1Jist sKypHAaJia CHCTEMHBIX COOOIICHUI

sudo tail -f /var/log/messages

Jloru OymyT MOKa3aHbl B TEPMHHAIIE.

e Yto0OnI C06paTI> JIOTH KYPHAJIOB 3a MMOCJICAHNC 24 Haca, BBEAUTC KOMaHYy:

J:[J'ISI JKypHajia 0e30MacCHOCTH CHCTEMBI

sudo journalctl --facility=authpriv --since "24 hours ago" > /tmp/secure_last24.log

Jloru GynyTt coxpaHeHsl B Qaiine /tmp/secure_last24.log.

Juist sxypHalla CHCTEMHBIX COOOIICHUH

sudo journalctl --since "24 hours ago" > /tmp/messages_last24.log

Jloru OynyTt coxpaHeHsl B Qaiine /tmp/messages last24.log.
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Hacrpolika coobituii Syslog

ITo ymomuanuio Log Server B Syslog 3anuchIiBaeT TONbKO YHHKAIbHBINA HAEHTU(DUKATOP COOBITUSI — aTpUOYT reason . UToObI

3alrChiBaTb JOIIOJIHHUTCIILHBIC anI/I6yTI)I, YKaXXUTC UMCHA DTHUX anI/I6yTOB B (1)8.1‘/’Iﬂe CXEMBbI JIs1 COOTBETCTBYIOILICTO COOBITHS.

1. Uro0wb! HaiiTn HeoOXomuMbIH (aiin ¢ coObrtusamu Syslog, otkpoiite am/ls/clientApps.config n B Gnoke Applications

HalauTe 3HaUeHHe mapaMeTpa Schemald.
IIpumep

<ApplicationsConfiguration>
<Applications>
<Application Id="ea" Schemald="eaSchema">

<Applications>

2. OTkpoiite 1t penakTupoBanus (aitin ¢ coObITusiMu, Hanpumep am/ls/eaSchema.config, tne eaSchema — 3nayeHne

mapamerpa Schemald.

3. Haiinure neob6xoaumoe coObiTHE U B Oitoke Attributes no0aBbTe 3HaUeHMS A1 aTpUOYTOB, KOTOPLIE XOTUTE OTOOpaXKaTh
B cOObITHH. JIJI51 9TOTO B CTPOKE C COOTBETCTBYIOIINM aTpHOyTOM 100aBBTE OANH U3 CIIEAYIOLINX HapaMeTPOB € JIF0OBIM

3HA4YCHUCM !

e s popmara CEF — CefName=""

o s popmara LEEF — LeefName=""

B crnenyromem npumepe codsiTue LogonByAuthenticatorSucceeded 3anmceiBaeTces ¢ arpubyTaMu: reason (1o

yMonuanuio), requestApplication u requestComputer.
IIpumep s popmara CEF

<Event Name="LogonByAuthenticatorSucceeded" Severity="info"
Text="LogonByAuthenticatorSucceededText" Code="1000">
<Attributes>
<Attribute Name="requestApplication" Type="string" CefName="requestApplication"/>
<Attribute Name="requestUser" Type="string" />
<Attribute Name="requestComputer" Type="string" CefName="requestComputer"/>
<Attribute Name="authMode" Type="string" />
<Attribute Name="authComment" Type="string"/>
<Attribute Name="businessApplication” Type="string" DefaultValue=""/>
</Attributes>
</Event>

IIprmep coObITHS O 3aTaHHBIM ITapaMeTpaM
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<134>Nov 7 06:41:58 31f8d1a0234e ea[l]:
CEF:0|Indeed|server|unknown|1000|LogonByAuthenticatorSucceeded|4|reason=164fca53-8ae9-45f9-
ab7e-8f89a4b528c9 requestApplication=RDP Windows Logon requestComputer=****
businessApplication=
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baza 3Hanui

B 0a3e 3HaHMIT BRI MOXKETEC HAMTH OTBETHI HA YaCTO 3a1aBa€MbI€ BOIIPOCHI, TIO3HAKOMUTLCS C IIPUMEpaMU BHCAPCHUA Access

Manager ¢ Ou3HeC-TIPUIOKEHUSIMH, OCTaBUTD 3aIPOC Ha IOPAOOTKY, OTIPABUTH 3asIBKY B CIIY>KOY MOJIEPIKKH.
['maBe1 6a3b1 3HAHUH pa3aeNeHsl Mo BepcusM mpoaykra Access Manager:

e Access Manager 9,
e Access Manager 8,
e Access Manager 7,

e Access Manager 6.
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TexHudeckas noaaepxKKa

Ecnu Bl He HAILJIM OTBET Ha Balll BOITPOC B JOKYMCHTAIlNU NI Oaze 3HaHI/II71, BBI MOXKETC O6paTI/ITI>C$I 3a IOMOIIbBIO B CJ'Iy>K6y

MIOJIJIEPIKKU.

Ecnu BBl 0Opainaerech B OAACPKKY ISl pELICHUs IPOOJIEMBI, MPEI0CTABBTE KaK MOKHO OOJIbIe HHPOPMAIUK, BKITFOUast (aibl,

CKPHUHIIOTHI, JJOTH. DTO MIOMOKET PELUIUTh POOJIEMY OIEpaTHBHO.

UYrtoOb! oTHpaBUThH 0OpaIieHNne B MOAACPKKY, BBITOIHUTE CIIEIYIOIIee:

1. OTkpoiiTe mopTan TEXHUIECKON TIOICPIKKH.

2. Beeaure Balll 371€KTPOHHBLI afpec U napoib U HakMuTe Bxoa.

¥ EcJu y Bac HeT JIOTHHA ¥ MAPOJIsSt

BbI MOkeTe 3aperucTpupoBaThCsl Ha HOPTAJe MOAJIEPKKH CAMOCTOATEIIBHO MIIM OTIPABUTh 3asBKY Ha PErUCTPALIUIO.

Yt0o0BI 3apeTUCTPHUPOBATHECA CAMOCTOATECIIBHO:

1. Hasxxmute 3aperucTpupoBaThbCs.

Kak Mbl MOXeM BamM noMo4b?

MONCK

Q i

(]

i) 4

C vyero HauaTb? 3aperncTpupoBarbca OTnpasuTb 3aRBKY NokymenTauunn baza snannn Hosocrn YcrpaHeHue Henon...

2. OTkpoetcs popma perrucTpanni.3arnoHUTe O U HAKMHUTE 3aperucTprupoBaThCs.

3. Ha yKaSaHHLIﬁ SHCKTpOHHBIﬁ aJpeC BbI NOJYYUTE MMUCBMO CO CCBIIKOM JUIs1 aKTUBAallUM aKKayHTa. HpOﬁZ[HTC 110 CCBUIKE.

UroObl OTHPaBUTH 3aBKY Ha PETHCTPALIUIO

1. Haxxmute OTIpaBUTh 3as1BKY.

Kak Mbl MO)eM BaM NoMoYb?

NOWCK

@ = & Q o

Cuero Hauas? 3aperncTpupoBaThcs OTnpasuh 3aneky NokymeHTauns aza 3HaHui HosocTn YcTpamenme Henon....

2. OTKpOGTCH (bopMa 3asBKH. yKa)KI/ITe, YTO 3TO 3asBKa Ha CO3aHUC y'-IeTHOﬁ 3allricu.

3. Ha yxa3aHHBIN 37I€KTPOHHBIN afpec BbI MOIYYUTE MTUCHMO CO CCBUIKOM /IS aKTUBALMKU aKkkayHTa. [IpoiinnTe Mo cehlike.
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3. Haxxmure OTrpaBuTh 3asBKY.
4. BeiOepuTe nenapramMeHT U HaxMuTe Briepen.

5. 3anonHute hopmy 3asBKU ¥ HOKMUTE OTIPABUTD.

Taxoke BBl MOXKETE CBSI3aThCsl C KOMAHI0M TOIEPKKH IO CIAESAYIOIUM TeaedoHam:

« 83800 333 09-06,
o +7(495) 640 06-09,
e +7(812) 640 06-09.
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Hcropus Bepcun

B sTOM pasiene conepKUTCs KpaTKoe OUCcaHue U3MEHEeHU 1 yinyuienuil B npoaykre Indeed Access Manager 1o BepcusM.

94

Hozmepm KaTaJioroB IoJIb30Baresien

o JloGaneHa nojepkka karanoros nosbs3oBareneit ALD Pro, Samba DC u PEJ] AJIM.

e Atpudyt GUID y poaurensckux 00bektoB B User Catalog cran HeoOsI3aTelIbHbIM.

Hosble komnoneHTs! Access Manager

e Jlo6asnen cepuc Windows Authentication Reverse Proxy (WARP), kotopsrii ipeiHazHadeH s Windows-ayTeHTHDHKAIIN

nojip3oBareseil B Access Manager.
o JloGaBnen npoBaiiaep Express mist ayTeHTHUKAIIMN TT0JIb30BaTelIeH uepes push-yBeJOMIICHUS B MECCeHDKEpe eXpress.

¢ B Linux Logon no6asnen nposaiinep IronLogic Z2 USB anst ayreHTHUKAIIMN TTOJIB30BATEINICH ¢ IPUMEHEHHUEM

cuuthiBarenei IronLogic.

Indeed Key

e Peanm3oBaHa BO3MOXHOCTB 3amucH coobrruit Indeed Key Server B 6a3y nanubIx coobrtuit Core Server.

HoBbie BO3MOXHOCTH B MOOYIAX

¢ B Identity Provider nodaBieHa BO3MOXHOCTb HACTPOHKN OH3HEC-TIPIIIOKCHHUH HA YPOBHE ITOJIHUTHK.

¢ B Identity Provider no06aBieHa nojiepkka clieHapusi CMEHbI TIapoJIst [IPU BXOZE.

¢ B Windows Logon 106aBieHO KeIMPOBaHHUE JAHHBIX MTOJIb30BATEIIS.

¢ B LDAP Proxy nobarneHa noanaeprxka npotokosna TLSv1.3 u aBromatrueckoe onpenenenue sepcun TLS.

¢ B monyne FreeRADIUS no6asnena noauepskka nporokoia MS-CHAPV2.

Vi3menenws B iporiecce COOPKU 1 MacTepe KOHPUTYpaIin

o JloGaBneHa nojepkKa MOKOMIIOHEHTHOM ycTaHOBKH Access Manager Ha pa3HbIX XOCTax.

o JlobGaBnena Bo3aMoxkHOCTh ycTanoBkU Indeed Key Server (IKS).

e JloGaBneHa BO3MOKHOCTh HACTPOMKH U TIPOBEPKH BCEX IMOJIEPIKUBAEMBIX KATaJIOTOB.

e Peann3oBaHo aBToMaTHueckoe onpezaenenue ID nepBuuHoro aqMuHUCTpaTOpa.

e JloOaBieHa BO3MOXKHOCTb CO3/1aHUS PE3EPBHOI KOIIMH IIPH ABTOMATHUECKONW YCTAHOBKE MIIM U3MEHEHUH KOH(UTYpaLUH.
¢ Docker-o6pa3br Access Manager Terepb COOMpPArOTCs B OTIENBHEIC tar-apXuBbI.

e Peanm3oBana mpoBepka MOAKIIOUEHUs K XOcTy o SSH mepen HagaioMm yCTaHOBKH.

e JloOaBneHa 3arpy3ka 1 aBTOMaTHYeCKUi pa30op koHGUrypanuoHHsix ¢aiinoB (JSON, XML).

e JloOaBieHa reHepanus KIMEHTCKOro cepTU(uKara.

Murpauus moxyneit ¢ Access Manager 8 Ha Access Manager 9

e Peanmsosana nognepxkka NPS RADIUS Extension — momyins pacumpenust Microsoft Network Policy Server (NPS).
e JloOaBieHa yTUIMTa MUTPAllMU HACTPOEK NpoBaiiaepos NPS.

¢ PeanusoBana nognepsxka komrnonenta Mobile Device Provisioning (MDP).
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93.1

e B Indeed Key Server ucnpaniieHa omuoOka mpu MomnbITKe OTIPaBUTh push-yBenoMienue, eciu push-cepBruc HEAOCTYIIEH.

e HcnpasneHa ommnbOka Bxoaa yepe3 LDAP Proxy no umenu nose3oBareiis B popmare Distinguished Name, ecnu B umMeHu

npo0er.

e [locie ycranoBkn Access Manager ¢ IOMOIIBIO MacTepa KOH(GUTYpaIui B KOHGUTypanuoHHbIe (aitiisl Haproxy nobasieHs

orcyTcTBoBaBIIne HacTpoiiku LDAP Proxy.
e VYcrpaHeHa HEHMCIPABHOCTh, MIPEIATCTBOBABINAS HCIIOIb30BaHNIO SSH-TI0pTa, 3a/1aHHOTO HE 110 YMOJIYaHUIO.
e B mactepe xoH(UTYpanuy ncrpasieHa ccblika Ha JokyMeHTanuto Indeed Access Manager.
e VYcrpaHeHa ommOKa, BOSHUKABIIIAs TP aBTOMATHYECKOM YCTAHOBKE C IMOMOIIBIO MacTepa KOHQUTYpaIuH.

o CKoppeKTHpoBaHbl HacTpoiiku ToMoB Docker, Bri3bIBaBIIue omuoOKy rnpu crapre Docker-konreitnepa Core Server Ha PEJ]
OcC.

e Peanu3oBana aBTOMaruueckas yctaHoBka AM uepe3 MacTep KOH(DUTypaLuy.

e JloGaBineH HOBBIM MOyIb HHTerpannu Linux Logon — ansrepHarnBa Windows Logon [uisi ycTaHOBKH B CHCTEME MO

ynpasienueM Linux OS.

o JloGaBneH HOBBII Monynb unrerpauuu LDAP Proxy uis 1Byx¢akTopHON ayTeHTH()UKALNU B IPUIOXKEHUSAX, KOTOPbIE

paboratot o LDAP-mipoTokoy.
e PeanuzoBana nopnepxka karanora FreePA — ansrepuarusa Active Directory s Linux OS.
e JloGaBneHa nmojyiepkka nposaiiiepa ayrenTudukanuu Telegram Provider Ha cepepe mox ynpasieHuem Linux OS.
e JloGaBneHa BO3MOKHOCTh HACTPOIMKH BpeMeHU oxkuaanus 1uist LDAP-coenuuenmus.
¢ IlonaepskaHa BO3MOXKHOCTD 3allpeTa METo/a ay TeHTU(GUKALIMY [UIsl BBIOPAHHOTO TTOJIb30BaTeIs.

e JloGaBneHbl HOBbIE BOZMOXKHOCTH 1 Moyt FreeRADIUS: nacTpoiika crioco0a npoBepky JOMEHHOTO TTapoJis,
KOH(UTryparus Bcex JOCTYIHbIX MEPEMEHHbIX, J00aBieHne qoMeHHbIX 1 NetBIOS-umeH npu ucrnonb30BaHUM HECKOIBKUX

LDAP-cepsepos.

e B Identity Provider (IDP) no6aBieHa mojaaepikka yrnporieHHoro Metosia ayreHrudukaruu mno cranaapry OAuth 2.0 (Implicit
Flow).

¢ JloGaBieHa BO3MOKHOCTh PETUCTPAIlK HECKONIbKUX ayTeHTHHKaTopoB Secured TOTP Ha pa3HBIX yCTPOWCTBAX JUIsl OTHOTO

I10JI30BAaTCJIA.

e VcnpasieHa jioruka npu 3aBepuieHuu ceccun B Management Console: mmociie NoBTOpHO# ayTEeHTH(HKALIMK [T0JIb30BaTEIh

BO3BPAILIACTCS HA MMOCIICIHIO MOCCIICHHYIO CTPAHHMILY.
o JlobOaBneHa BO3MOKHOCTh aBTOMATHYECKOM BbIIaYM TIEPBUYHBIX MPAB aIMUHHUCTPATOPA.

L4 ,Z[063BJ'ICHI)I 3HAYCHU 11O YMOTYAaHUIO IS I/I,Z[eHTI/I(l)I/IKaTOPOB TOJIB30BATECJIA U I'PYIIIILI B (1)8,171.]'[6 TMCPEMEHHBIX OKPYIKCHUS.

9.2.1

¢ JloGaBieHa BO3MOKHOCTh OrpaHUYMBATh 10cTyr B Phone Management Server jiist rpyIin moJjib30Baresneii.
¢ B xoudurypanuonaom daiine yrunuts! Bammpanuu Passcode 1006aBIeHb! HACTPOHKH IO YMOITYAHUIO.
e Jlo0aBieHa HAaCTpoIika, Mo3BoJLtOIIas ycremHo 3anycTuTh FreeRADIUS, nae eciu onus u3 LDAP-cepBepoB HEJOCTYIIEH.

e YcrpaneHns! omubku nipu padore Log Server ¢ 6a3oii Microsoft SQL.

517



9.2

PeanmzoBana nogmepxka Linux OS s cepBepHbIX KoMIoHeHTOB Indeed AM.

Jlo6aBnen HOBBIN Momynb unterpauu — FreeRADIUS Extension, anstepaaruBa NPS RADIUS Extension 111 ycTaHOBKH

Ha cepBepe nox yrnpasinenuem Linux OS.

JlobaBineHa nmojiepkKa CIeAyoIMX MOIYJICH HHTErpaliuK Ha cepBepe moj yrpasienuem Linux OS: Indeed ADFS

Extension, Indeed RDP Windows Logon, Indeed Windows Logon u Indeed Identity Provider.
OntuMu3npoBaHa padoTa ¢ HECKOJIBKUMH KaTaJoTaMHt TI0JTb30BaTelIeH.
Cosnana yTuiuTa s Murpaiun 6a3 qanaeix u3 Microsoft SQL B PostgreSQL.

JloGaBiensl HOBbIE BO3MOKHOCTH Management Console: HacTpoiika opmaTra 0TOOpaxeHHss UMEHH I10JIb30BaTesl, IOUCK I10
aJIpecy 3JICKTPOHHOM TIOUTHI, CMHBIN (hopMaT BpeMeHHU u aathl s okaneit RU u EN, yMeHbIlleH HHTepBal MOUCKa

COOBITHIT TO MUHYTHI.

BonbmmHCTBO HaCTpOEK MpoBaiiiepoB ayreHTH(HKauu nepeHecensl B Management Console.

Peanu3oBaHa BO3MOXKHOCTb OTKJIOUEHHUS CEPBUCA OCBOOOKICHUS JTHLICH3NH.

JloGaBnieHa BO3MOKHOCTh HACTPAaUBaTh CPOK JICHCTBUSI TOKEHA TP JIOCTYIIC B MOy M HHTErpaiuu yepe3 API.

I[o6aBneHa BO3MOXXHOCTbD 3aIIpCTUTh WJIN PA3PCHINTD I10JIb30BATC/ISIM, KOTOPHIC HE BKIIFOUCHBI HA B OAHY IMOJIMTUKY AOCTYIIa

Indeed AM, ayrenruduimpoarbes B User Console.
JloGaBineHbl cOOBITHS BBIXO/A MTOb30BaTens u3 Management Console u User Console.

Anpeca KIHEHTCKUX pabounx cTaHIuMi Terephb nepenatotcs yepe3 User Console m Management Console Ha cepep Indeed

Core Server, a Tak)ke 0TOOPaKAIOTCSI B 3ar0JI0OBKAX 3alPOCOB K CEPBEPY.

PeanuszoBana 3amura qoctyna Kk API ¢ moMoLbio KIMEHTCKOTO cepTuduKara.

OcyiuectiieHa MUTpalyst OCHOBHBIX komoHeHTOB Indeed AM B Gonee aktyanbhbiid GpeiimBopk — ASP.NET Core.
JloGaBneHa BO3MOKHOCTh KacToMu3aruu uHtepderica Management Console u User Console.

B API noGaBneH HOBBII METO, TO3BOJISIOIIMI MOTYYHTh TIOAPOOHYIO HH(OPMALIKIO O TapaMeTpax MCIOIb3yEMbIX METO/IOB

ayTCHTU(HUKALINH.
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CrpaBo4YHUK

Kypuan cobbrTuii

Crcok coosituit Indeed Core Server u Indeed Key Server

()
868 Pomm

INpaBa K0CTyIa aIMIHUCTPATOPA, OIIEPaTopa M MHCIIEKTOpa

= Kouduryparponssie paiiist

Pacnonoxenne koH(GUrypanuoHHsix Qaiiinos Access Manager
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KypHait coobITHI

Jannblil pazaen copepxut crucku cooOwituii Indeed Core Server u Indeed Key Server.

CoOritug Indeed Core Server

B Indeed AM BeneTcst yueT cOOBITHI CIEIYIONIMX TUITOB:

e uHpopmaius (MHPOPMAIIHOHHOE COOOIIECHHE, HET TIPOOJIEM HITH OIIHOOK),

e omuOKa (mpolseMbl Win OMUOKU, KOTOpble TPeOYyIOT BMEIIATEILCTBA [0Ib30BATENs),

e mpenynpexaeHue (BO3MOXKHbI IPOOIEMbI WU OLIHOKH).

Nudopmarys

Kon

1000

1001

1002

1003

1004

1005

1006

1007

TexcT cooOmeHus

ITonp3oBaTens ObLT ayTEHTU(HUITMPOBAH T10

NPpEeaAOCTAaBIICHHOMY ayTeHTI/I(bI/IKaTOpy.

Cepgep Indeed-Id Obw1 3amymieH.

Cepgep Indeed-Id Obu1 OCcTaHOBIIECH.

ITonb30BaTens ObUT HASHTU(UINPOBAH 10
MIPEI0CTABICHHOMY CIIOCO0Y

AyTeHTU(HUKALIH.

AyTeHTH(HUKATOP JUTS IIETEBOTO
10JIb30BaTeNs OB 3apETUCTPUPOBAH

aJIMIHUCTPATOPOM.

Hacrpoiika '"MakcumanbHOE KOTHYECTBO
AyTEHTU(HUKATOPOB' IS LIEJIEBOTO
TI0JTb30BATENS ObllIa N3MEHEHA

aIMHHUCTPATOPOM.

Hacrpoiixa 'TIpaBo Ha perucTpaunuto
ayTeHTH(HUKATOpa' IS IIETIEBOTO
HoITb30BaTeNs OblIa H3MEHEHa

aJIMIHUCTPATOPOM.

Hactpoiika TIpaBo Ha n3MeHeHne
ayTeHTH(HUKATOpa' IS LIEJIEBOTO
OJIb30BATENsI ObllIa N3MEHEeHA

aJMUHHCTPATOPOM.

ATpuOyThI COOBITUS

Monysb nnterparun, Maunuarop, Kommnbiorep, Criocoo

ayreHTudukauy, Kommentapuii ayrentudukaropa, [Ipunoxenue.

Kommsrotep.

Kowmmrsrotep.

[Mprnoxenne, Uannuarop, Kommsiorep, Crioco6 ayreHTH(UKAIIN.

[Ipunoxenue, Llenesoii mons3oBarens, Mannuatop, Kommerorep,

Crioco6 ayrentudukanuy, Kommenrtapuii ayrentudukaropa.

Wuunumarop, Kommnetorep, LleneBoii monas3osarens, Ctapoe 3HaYEHHE,

Hogoe 3Hauenue.

Wuunnmarop, Kommeiorep, Llenesoit mons3oBarens, CTapoe 3HaUCHHE,

Hosoe 3nauecHue.

Wuunuarop, Komneiotep, LleneBoii moab3oBarens, CTapoe 3HaueHUE,

HoBoe 3naucHme.
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Kon

1008

1009

1010

1011

1012

1014

1015

1016

1017

1018

Texkct cooOeHus

Hacrpoiika 'TlpaBo Ha ynanenne
ayTeHTH(HKATOpa' IS LIEJIEBOTO
I0JIb30BAaTENs ObllIa N3MEHEeHa

aJIMMHHCTPATOPOM.

Hacrpoiika 'TIpaBo Ha u3mMeHeHUE
KOMMEHTApHsI ayTeHTH()UKATOpa MpH
perucTpanuu’ AJs 1eIeBOro Noab30BaTelsl

ObLIa M3MEHEHA AIMHUHHUCTPATOPOM.

Hacrpoiixa 'TIpaBo Ha u3MeHeHUE
KOMMEHTapusl ayTeHTU(hHUKATOpa' IS
LIEJIEBOTO 10JIb30BaTelIs Oblla U3MEHEHA

aJIMIHUCTPATOPOM

Hacrpotika 'KommpoBanue qaHHBIX HAYMHAS
C' JUTst LIeJIEBOTO TOJIb30BaTels ObLIa

HM3MEHEeHAa a/IMUHUCTPATOPOM.

Hacrpotika 'KammpoBanre qaHHBIX BILUIOTH
JI0' JUIsl LIEJIEBOTO M0JIb30BATENs OblIa

W3MEHEeHa a/IMUHUCTPATOPOM.

Hactpoiika 'KamupoBanue TaHHBIX B IIEpHOT
JULSL LIEJIEBOTO MOJIb30BaTeNs OblIa U3MEHEHa

AIMHUHHUCTPATOPOM.

Hactpoiika 'HauanbHas nara 3amMenieHus
MOJIB30BaTEs' IS 1IEJIEBOTO MOJIH30BATE]Is

ObllIa U3MCHECHA AAMUHHUCTPATOPOM.

Hactpoiika 'KoHeunas gara 3aMenieHus
IOJTb30BATENS TSI LIEJIEBOTO TTOJIB30BATEIS

ObLTa M3MEHEHA aIMIHHICTPATOPOM.

Hactpoiika 'Criucok 3amectureneit' 1uis
LIEJIEBOTO TI0JIb30BAaTEIls ObLIa H3MCHEHA

aJIMHHUCTPATOPOM.

Hacrpoiika 'Pa3pemuTs KomupoBanue' s
I[eTIEBOTO TTOJIh30BAaTEIIs ObLIa M3MCHEHA

aJIMMHHCTPATOPOM.

ATpuOyTBI COOBITHS

Wuunmarop, Komneiotep, Llenesoii nonab3oBarens, CTapoe 3HaUeHUE,

HoBoe 3Hauenue.

I/IHI/IIII/IaTOp, KOMHLIOTep, HeneBoﬁ II0JIB30BAaTCIIb, CTapoe 3HA4YCHUC,

Hogoe 3HaueHue.

Wuunnmarop, Komneiorep, Llenesoit nons3oBaress, Ctapoe 3HaUCHHE,

Hosoe 3naucHue.

I/IHI/IIII/IaTOP, KOMHLK)Tep, I_IeneBoﬁ I10JIL30BAaT€CIIb, CTapoe 3HA4YCHUC,

HoBoe 3naueHue.

I/IHI/IL[I/IB.TOp, KOMHLIOTep, HeHeBOfI I10JI30BAaT€CJIb, CTapoe 3HA4YCHUC,

Hogoe 3Hauenue.

Wnunuarop, Kommnetorep, LleneBoii nmonabs3osarens, Ctapoe 3HaYEHUE,

Hogoe 3Hauenue.

Anmunucrparop, Ununuarop, Kommetorep, LleneBoii noab3oBaressb,

Crapoe 3nauenne, HoBoe 3Hauenne.

Anmunucrparop, Ununmarop, Kommnetotep, LleneBoii nmonab3oBaressb,

CTapoe 3HA4YCHUC, HogBoe 3Hauenue.

Wunnmarop, Komnerorep, Llenesoit nonbs3oBaresns, Ctapoe 3HaUCHUE,

HoBoe 3naucHne.

Wuunnmarop, Komneiorep, Llenesoit nons3oBaresns, Ctapoe 3HaYCHHE,

HoBoe 3naucHue.
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Konx

1019

1020

1021

1022

1023

1024

1025

1026

1027

1028

1029

1030

1031

1032

TexcT cooOmeHus

Hacrpoiika 'Pa3permmts 3amemnienue’ st
[IEJICBOTO MOJK30BaTEIs ObljIa H3MEHEHA

AAMUHHUCTPATOPOM.

JIunensus Oblia BblIaHA 1LIEJIEBOMY OOBEKTY

KaTajora aMMHUCTPATOPOM.

JInnensus Obuta noOaBieHa

JluneH3us OblIa yaaneHa

Jluniensus 11e51eBoro 00beKTa Karaiora obiia

yIajeHa aJIMUHICTPATOPOM.

AyTeHTI/I(I)I/IKaTOP OCJIEBOr0 IIOJIb30BaTCIIsA

ObLT U3MEHEH aJIMUHUCTPATOPOM.

KommenTapuii ayTeHTH()HUKATOpA IIETIEBOTO
10JIb30BaTENs ObLIT H3MEHEH

aJIMIHUCTPATOPOM.

AyTeHTH(HKATOP LIEIEBOTO MOIB30BATEIS

OBLT YAQJICH aAMUHUCTPATOPOM.

JlunieHsust 11e51eBOTO MOJIb30BaTeNIs ObLTa

yZIaJIcHa CEPBEPOM.

AHMI/IHI/ICTpaTOp Ha3HA4YUJI pOJib LCICBOMY

00BEKTY Karajiora

AJIMMHUCTPATOp yAaJIUI POJIb Y 1IEJIEBOTO

00BbEKTa Karajaora

YerpolcTBo 06110 100aBICHO

ITOJIB30BATCIIEM.

YeTpolcTBO OBIIO y/IaJIeHO MOJIb30BATEIEM.

Crioco6 ayTeHTU(HUKALNAN JUIs LIEIEBOTO
I0JIB30BATENIS OBLT 3aMPEIICH

aIMHHUCTPATOPOM.

ATpHOYTBI COOBITHS

Wnunuarop, Kommnetorep, LeneBoii monas3osarens, Ctapoe 3HaYEHUE,

Hogoe 3Hauenue.

Kommnerorep, Muummarop, Mnenrudukarop nprioxkenus, LieaeBoit

00BEKT KaTaora.

Unentuduxarop auieHsuu, Jlata Hauana, Jlara OkoHYaHuS,

KommuectBo, Onucanune, Unnnmarop, Kommeiorep

Wnentuduxarop aunensuu, Jlara Hauana, /lara okoH4aHus,

KonmmuectBo, Onmcanne, Manmnuarop, Kommsrotep.

Wnentnduxarop munensun, Kommsiotep, Maummarop,
Wnentuduxarop npunoxenus, LleneBoii o0bekT Katanora, Tur

JIMOCH3WH.

[Ipunoxenue, Llenesoii mons3oBarens, Manmnuatop, Kommerorep,

Crnoco6 ayrentudukanun, KoMMmeHTapwuii ayTeHTHQHUKATOPA.

[Ipunoxenue, Llenesoii mons3oBarens, Muunuatop, Kommneiorep,
Crioco6 ayrentudukanmu, CTapblii KOMMEHTapuil ayTeHTUHUKATOpa,

HoBblit kKOMMeHTapHii ayTeHTH(PHUKATOPA.

[Ipunoxenue, Llenesoii mons3oBarens, Mannuatop, Kommerorep,

Croco6 ayrentudukanuy, Kommenrtapuii ayreHTudUKaTopa.

Wnentuduxarop muuensuu, Vinenruduxarop npunoxenus, Llenesoit

I10JIb30BATCIIb.

[Tpunoxenue, Maunumarop, Komnsrorep, LleneBoe npuiioxenue,

[leneroii 00beKT Karajora, [lonutuka, Ponb, O6macTh 1eHCTBUS.

[Ipunoxenue, Unnunarop, Kommneiorep, LleneBoe nmpunoxenue,

Ienesoii 00bexT Karajnora, [lonuruka, Ponb, O61acTs aeicTBHS.

IMpunoxenue, Muunuarop, Komnstorep, Yerpoiicrso, KommenTapuii,

CepuliHbIi HOMED.

[Ipunoxenne, Unnmarop, Kommeiorep, YerpoiictBo, Kommenrtapuii,

Cepuiinblii HoMep, MnenTudukarop ycTpoicTaa.

[Ipunoxenue, Ununmarop, Kommneiorep, LleneBoit monas3oBaress,

Cnoco0 ayTeHTH(HKAIIH.
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Kon

1033

1034

1035

1036

1037

1038

1039

1040

1041

1042

1043

1044

1045

1046

Texkct cooOeHus

Crioco6 ayTeHTU(HUKAIIAN JUISI LIETIEBOTO
HOJIb30BaTENs ObLT pa3pelieH

AIMHUHHUCTPATOPOM.

AyTeHTI/I(l)I/IKaTOP CJIEBOr0 1OJIb30BaTCIsA

OBbLT 320JJOKUPOBAH aJIMUHUCTPATOPOM.

AyTeHTH(HUKATOP 1IETEBOTO MOTb30BATEIS

OBLI paS6J’IOKI/Ip0BaH AAMHUHUCTPATOPOM.

Crioco6 ayTeHTU(HUKALINY TT0JIE30BATEIS
3a0JIOKMPOBAH M3-3a MPEBBILICHUS YHCIIA

IIOIIBITOK ayTeHTI/I(l)I/IKaI_II/II/I

Crioco6 ayTeHTUHUKALNHT JUIs LIEJIEBOTO
0JIb30BaTeNs ObLIT Pa30IOKUPOBAH

aJIMHHUCTPATOPOM.

SMS-coo011eHrE OTIPABICHO MOJIL30BATEITIO

Email-cooOrienue oTmpaBieHo

110JIB30BaTCIIO

YacTh KaTajoron CepBCpa HEAOCTYIIHA.

AyTteHTu(UKaTOp OBLI U3MEHEH

TI0JIB30BATCIICM.

AyTeHTrdukarop OblI 3apETUCTPUPOBAH

IMOJIb30BAaTCJIEM.

KommenTtapwuii ayteHTH()HUKAaTOpa OBLIT

HU3MCHCH I10JIb30BaTCIICM.

AyTteHTr(HUKaTOp OBLT yAaIeH

I10JIb30BAaTCIICM.

AyTeHTI/I(I)I/IKaTOp CJIEBOI0 110JIb30BaTCIsL

OBUT OTKIIIOYEH aJMUHHCTPATOPOM.

AyTeHTH(HUKATOP LIEIEBOTO MOIb30BATENS

OBLIT BKJIFOUCH AIMUHHUCTPATOPOM.

ATpuOyTBI COOBITHS

IMpunoxenue, Muunuarop, Komnstorep, LleneBoii monbs3oBareis,

Crioco0 ayTeHTUDUKALINH.

[Ipunoxenue, Maunumarop, Komnsrorep, Llenesoii monb3oBarens,

Crioco6 ayrentudukanuu, KommenTapuii ayreHTH(GUKaTOPA.

[Ipunoxenue, Ununmarop, Kommneiorep, Llenesoit monas3oBaress,

Cnoco0 ayrentudukanun, KommenTapuii ayreHTH(HKaTOpA.

[Mpunoxenue, Maunuarop, Kommnprorep, Criocod ayTeHTH)HUKALINH.

[Ipunoxenue, Ununumarop, Kommneiorep, Llenesoit monas3oBaresb,

Cnoco0 ayTeHTH(HKAIIH.

Monyns nnterpanuu, Munnunarop, Komnsiorep, Crioco6
ayreHtudukannu, Tenepon, Ucrounuk tenedona, Bpems ornpaski,

ITapameTps! otnpaBku, Vnentuduxarop coodmenus, [Ipunoxkenue.

Monyns nnterpanun, Mununarop, Komnsiorep, Crioco6

ayteHtudukanuu, Email, [Ipunoxenue.

Kommnerotep, Onucanue omuOKH.

IMpunoxenue, Muunuarop, Komnstorep, Criocod ayreHTUGHUKALMH,

KommenTtapuii ayreHTH(PHUKATOPA.

[Mpunoxenue, Maunuarop, Kommnsrorep, Criocod ayTeHTH()HUKALINH,

Kommenrapuii ayreHTH(UKATOpA.

IMpunoxenue, Maunmarop, Komnsiorep, Criocod ayreHTHhHUKALNH,
Crapblit koMMeHTapuii ayreHTH(rKaTopa, HOBBII KOMMEHTapHii

ayTeHTU(UKATOpa.

IMpunoxenne, Maunuarop, Komnsiorep, Criocod ayTeHTHHUKALIH,

KoMmmeHnTapuii ayreHTH(HKATOpA.

[Ipunoxenue, Maunuarop, Komnstorep, Llenesoii monb3oBarens,

Crnioco6 ayrentudukanun, KoMMmeHTapHii ayTeHTHHUKATOPA.

[Ipunoxenune, Unnnmarop, Kommeiorep, LleneBoit momas3oBareb,

Croco6 ayrentudukanuy, KommenTtapuii ayreHTH(GUKATOPA.
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Kon

1047

1048

1049

1050

1051

1052

1053

1054

1055

1056

1057

1058

1059

Texkct cooOeHus

.HI/IHGHBI/HI OECIEBOro 00beKTa Karajora ObLIa

yAajeHa aIMUHUCTPATOPOM.

JInuensus Oblna goOaBIeHa

JInuen3us Oblna yaaneHa

JIntieH3us 1eneBoro moas30BaTes Oblia

yZaJICHa CEePBEPOM.

ITonmuTtuka ycmentHo co3maHa.

Tlonutuka yAajicHa.

ITonutnka n3MeHeHa.

Haponb TOJIL30BaTEeIIsT OBLIT YCIICIIHO

CUHXPOHM3UPOBaH.

Wuntmatop, Kommerorep, Ms mons3oBarens,

Kommnsrotep.

TTonp3oBarenb YCIICUIHO BBIMTOJIHUII BXO/ 11O

KOIIUPOBAHHOMY ayTEeHTHU()UKATOPY.

ITonb3oBarenb YCIICHIHO BBIIIOJIHHWI BXO/ I1O

MPEAOCTABICHHOMY ayTeHTU(UKATOPY.

ITonp3oBaTens yOpa yCTpOMCTBO BXOJA.

Ceccus 3aBeplIeHa.

TTonb30oBaTenb BBIMIET U3 CUCTEMBI.

ATpuOyTBI COOBITHS

Kowmrmstotep, Mannmarop, Mnentudukarop npunoxenus, Lenesoit

00BEKT KaTajora.

Wnentudukarop auieH3uu, Jlata Hauana, J/lara okoH4YaHus,
KonunuectBo, Onucanue, Unnnuarop, Kommnetorep, Unentuduxarop

TIPUJTIOKCHUA.

Unentuduxarop auieHsuu, Jlata Hauana, Jlara OkoHYaHuS,
Konmuectso, Onucanue, Mannumarop, Kommnetorep, Unentuduxarop

TIPUIIOKCHUA.

Wnentuduxarop nprioxenus, LlerxeBoif mombp3oBaTels.

Unentuduxarop, Ums, Onucanue, [Tpuopurer, HoBbie 00beKTHI
karanora, Hosere mpmnoxxenws, [Ipunoxxenne, Unummarop,

Kommrsrotep.

Unentuduxarop, Ums, Onucanue, [puopurert, YnaneHHbIe 00BEKThHI
KaTajora, YaaieHsble npuioxenus, [Ilpunoxenue, Maunuarop,

Kommrbrotep.

Wnentuduxarop, Ums, Onucanue, [Tpuopurer, HoBbie 00beKTHI
Karasora, HoBble mpuiioykeHus, YiajieHHbIe O0BEKThI KaTaora,
Vnanennsie npunoxenns, [Ipunoxenne, Muunmarop, Kommnsiotep,

I[OCTyHHLIe JIMIOCH3WH.

Wunnmarop, Aapec knuenta, Vims nons3oBarens, Kommbrorep.

Wuntmarop, Kommetorep, KnmuenTckuit monp3osarens, KnuenTekuit

KOMIIBIOTED.

Wuunmarop, Croco6 Bxoxa, KommenTapuii ayreHTHUKaTOpa,

Anpec xnuenra, Mms monp3oBarens, Kommberorep.

Wunmmarop, Crnoco6 Bxona, KommenTapuii ayreHTH(HKaTOpA,

Anpec xnuenra, Mms nons3osaress, Kommbrorep.

Wuunmarop, KomMenTapuii ayreHTHMKAaTOpa, Alpec KiueHTa, ms

II0JIB30BAaTCIIA, KOMHLIOTep.

Wuunuarop, Kommenrapuit ayrentudukaropa, Aapec kiuenra, Mms

nonp3oBarensi, KommbroTep.
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Kon

1060

1061

1062

1063

1064

1065

1066

1067

1068

1069

1070

1073

1076

1077

Texkct cooOeHus

ITonb3oBaTens yopan ycTpoilcTBO BXOIA.

KommnsioTep 3a010KHpOBaH.

ITonb30BaTens 3a0IOKMPOBATT KOMITBIOTED.

Tlonb3oBarenb pa36J'IOKI/Ip0BaJ'I KOMITBIOTEP

110 TIPEIOCTABICHHOMY MapoJIo.

ITomp30BaTeNns pa3oIOKHPOBAT KOMIIBIOTED

110 KSIIUPOBAaHHOMY ayTeHTI/I(l)I/IKaTopy.

ITonb30Barens pa3dIOKHPOBall KOMITBIOTED

10 TIPEIOCTABICHHOMY ayTeHTH()HUKATODY.

Ilonb3oBarenb cHOBA TMMOAKIIFOYHIICSA K CBOEMY

TEPMHUHAJILHOMY CEaHCY.

Ilonp30BaTenb OTKIFOUUIICS OT

TCPMHUHAJIBHOTO C€aHCa.

Haponb TOJIH30BaTEIISI ObLIT YCIICIHO CMCHCH

ABTOMATHYCCKH.

[Taponb monp30Baresst ObLT yCHENTHO CMEHEH.

[Tapone monb30Baresnss paCCUHXPOHNU3UPOBAH.

IMonp30BaTens OBLT Ay TEHTH(GUITMPOBAH IS

LECJICBOTO IPUIIOKCHU .

M3menenne HacTpoek MeToaa

ayTCHTH(HKAIIAH:

HacTpoliku 10CTynHbBIX AEHCTBUN
[10/1b30BaTENICH Hajl CBOUMU

ayTeHTH(HUKATOPaMH OBLTH H3MCHEHEI

Co3yiana y4eTHas 3anmch

ATpuOyTBI COOBITHS

Wunnmarop, Komvenrtapuit ayrenTudukaropa, Kommsrorep, Mms

I10JIb30BATECJIA, KOMl'lbI-OTep.

Wuunmarop, KomMenTapuii ayreHTudukaropa, Anpec kiueHnra, Ums

I10JIB30BaTCIIA, KOMHLIOTep.

Wnunmarop, Anpec kinuenta, Mms nons3osarens, Komnbrorep.

Wuunmarop, Crioco6 Bxoxa, KommenTapuii ayreHTudukaropa,

Anpec xinenTa, Mimst none3osarens, Kommnbrorep.

Wuunmarop, Croco6 Bxoxa, KomMmenTapuii ayreHTHUKaTOpa,

A,HpeC KIIMCHTA, Nms I10JIb30BaTECIIA, KOMHI)IOTCp.

Wunmarop, Kommentapuit ayrentudukaropa, Aapec kimenra, Mms

none3oBarensi, Kommnbrorep.

Wuunmarop, KomMenTapuii ayreHTHHKAaTOpa, Allpec KiueHTa, ms

II0JIB30BAaTCIIA, KOMHLIOTep.

Wnunnmarop, Anpec kiuenta, Mms nons3osarens, Komnbrorep.

Wnnnmarop, Aapec knuenta, Vims nons3oBarens, Kommbrorep.

Wnuntmarop, Anpec knuenta, ms nons3oBarens, Kommerotep.

Monynb unterpanuu, [punoxenne, Ununuarop, Kommsiotep,

[leneBoii mosib30BaTENb.

[Ipunoxenune, Unnmmarop, Kommetorep, [Iposaiinep, Hactpoiiku.

[Tonuruka, [Tons3oBarens, O0yuenue, [lepeobyuenue, Ynanenue,
V3MeHeHrne KOMMEHTApHs! TOJIBKO TIpH 00y4eHnH, MI3MeHeHue

KOMMCHTapus, HpI/IJ'IO)KeHI/Ie, I/IHI/IHI/IHTOp, KOMHLIOTep.

[Monurtuka, LleneBoii monbp3oBaresns, CBsi3aHHas y4yeTHAs 3aIHCh,
[punoxenune, Ums, [lapons 3anan, [Tapons cnyuaiineiii, YaetHas
3aIUCh BBIKJIIOYEHA, TpeOoBaTh ayTeHTU(UKAIMIO ITPU BXOJIE,
Hcnone3oBare yuetHsie ganHbie OC, opmar nmpeodpa3oBaHus

umenu, Onucanue, [Ipunoxenne, Mnunuarop, Kommerorep.
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Kon

1078

1079

1082

1085

1086

1087

1088

1089

1090

1091

1092

1093

1094

TexkcT cooOeHUs

VnaneHa y4etHas 3ammich

M3MeHeHbl HaCTPOWKHU YYETHOH 3aIllich

HN3menenne HaCTpOCK METOAA

ayTEHTI/I(I)I/IKaHI/II/I JJIS TIOJIB30BATCIIA:

M3menenne HaCTpoeK MeToaa

ayTeHTI/I(l)I/IKaI_[I/II/I JUISL IPUIJTOKEHU A

Hactpoliku Ka1mmpoBaHUs TaHHBIX

II0JIb30BAaTEIIsT OBLIH YCIIEIHO N3MECHCHBI:

HacTtpoiiku K3mmpoBaHus JaHHBIX
M0JIb30BATEIS B IOJIUTUKE OBLIIM YCIIEIIHO

U3MCHCHBI:

TereoHHBII HOMEP YCIEIIHO

3aperuCTPUPOBAH.

TenedoHHBII HOMEP YCIIEIIHO U3MEHEH.

TenedoHHBIN HOMEp YCIICHIHO yIalleH.

[Taponb monmp30Barestst ObLT yCHENTHO CMEHEH

aBTOMAaTUYCCKHU.

Haponb OJIb30BaTEeIIsl OBLIT YCIICIIHO CMCHCH.

M3MmeneHne noJuTuku METOJa

ayTeHTU(UKALHH:

CepBHC 0T3bIBA JHUIICH3UH 3aBEPIINIT PabOTy

ATpuOyTBI COOBITHS

[Momuruka, LleneBoit monb3oBatens, CBs3aHHAS ydeTHAs 3aIHCh,
[Ipunoxxenue, NUms, [lapons 3anan, [lapons ciyyaiinelii, YueTHas
3aIlUCh BBIKJIIOYEHA, TpeOoBaTh ayTeHTU(UKAIIMIO ITPU BXOJIEC,
Hcnonb3oBare yyerHsie ganubie OC, @opmar npeoOpa3oBaHus

nmenu, Ommcanne, [punoxenne, Manmmarop, Kommberotep.

[Tonuruka, LleneBoii monp3oBaresnb, CBs3aHHAas yueTHas 3aIHCh,
[punoxenue, Ums, [apons 3agan, [Tapons cnyuaiiusiii, YueTHas
3aIKCh BBIKIIIOUeHA, TpeGoBaTh ayTeHTH(OUKALIUIO [TPU BXOJIE,
Hcnonb3oBarh yuetHsie Janubie OC, @opmar npeodpa3zoBaHus

umenu, Onucanue, [Ipunoxenne, Ununuarop, Kommnerorep.

Lenesoii none3oBarens, IIposaiinep, [Ipunoxenue, Mannuarop,

Kommerorep, Hactpoiiku.

Monysb, [Tpoaiinep, [Tomuruka, Id monuruku, [punoxenue,

Wnunumarop, Kommeiorep, Hactpoiiku.

[eneBoe npunoxenue, LleneBoit nmomp3osarens, Crapble 3HAUCHHUS,

Hogsie 3nauenns, [Ipunoxenne, Manmuarop, Kommsrotep.

Lenesoe npunoxenue, [lonutuka, Crapsie 3Ha4eHus, Hopbie

3uadenus, [Ipunoxenne, Ununumarop, Kommnsrorep.

[Tonw3oBarens, Maunmarop, [Tonszosarens API, Tenedon.

[Tonw3oBarens, Maunmarop, [Tonszosarens API, TenedoH.

[Tonb3oBarens, Mannuarop, [lons3oBatens API.

Lenesoii nonb3oBarens, [punoxenne, Muunuarop, Kommerorep.

[enesoii nonp3oBarens, [Ipunoxenue, Munnnarop, Kommnerorep.

IMposaiinep, [Tonutuka, Id nonuruky, punoxenne, Muumuarop,

Kommrerorep, Hactpotikm.

3aBepmeH OT3BIB JIULIEH3UN B CBSI3H C yaajaeHUuEM MMOJIb30BaTelIsd,

TIOJIMTHKH, TTPUITOKCHHUS TTOJIUTHKH WJIN UCKITIOYCHHUEM I10JIB30BaTCIIA

U3 IOJIUMTUKH B KOTOpOfI ObLIa BbIJlaHa JIMIICH3U, Ot03BaHO

nunensuit, He ynanoce oTo3Barh.
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Kon

1095

1096

1097

1098

1099

1100

1101

1102

1103

1104

1105

1106

1107

Texkct cooOeHus

JIMnieH3 s IeNeBoro MoIb30BaTeNs Oblia
yAaJeHa CEpPBEPOM B CBSI3H C IIPEBBIICHUEM

nepruoaa HEAKTUBHOCTH I1OJIb30BATCIIA.

Cepsuc 0T3bIBa JIMICH3MIT 3aBepIINII pabOTy

ESSO Agent ycnemno nHALIMATH3UPOBATICS

1 HauaJl pabory

ESSO Agent 3aBepiiaer padoty

[punoxenue ObIIO MPUHYIUTEIEHO

3aBEPIICHO

Dopma NpUIOKEHUS ObLIa IPUHYIUTEIHEHO

3aKpbITa

Ionb3oBarens ayreHTuduIUpoBaics B ESSO

ITonb30BaTenb peayTeHTUPUIUPOBAIICS B
ESSO

TTonp30Baresnb BLITIOJIHUIT BXO B

TIPUIIOKEHHE.

Hapom, TOJIH30BATEIISI OBLT YCIICIITHO CMCHCH.

H06aBJICHO CCTCBOC MOAKIOYCHUE JIJIA

none3oBarens ESSO

VYnajeHo ceTeBoe MOAKIIOUCHUE IS

nojib3oBareast ESSO

Omnbka pu yaaaeHUuH CETEBOIO

MOJKIIFOUEHUs JIJIs mojib3oBaTeast ESSO

ATpuOyTBI COOBITHS

Wnentuduxarop npunoxenus, LleaeBoii moabp3oBarens.

3aBepmeH OT3BIB JIMIIEH3UN B CBSI3U C HEAKTUBHOCTHIO

nosib3oBateneit, Oto3sano nauneHs3uil, He ynamocs oTo3Bars.

Wuunmarop, Anpec kianenTa, Maentudukarop mporecca,

Kommsrorep.

Wuunmarop, Anpec kiauenTa, aentudukarop nporecca,

Kommerotep.

NHWnummarop, Aapec knuenta, [Ipunoxenwne, [1yts ncnomasemoro

¢aiina npunoxenus, Komneiorep, Komananas crpoxka.

Wnunnmarop, Anpec kiauenta, [Ipunoxenue, [yt ucronnsemoro

¢aiina npunoxenusi, Tun Gopmel, Komnbrorep, Komananast cTpoka.

Wnunmarop, Anpec kinuenta, Mmst nons3osatens, Kommnbrorep.

Wnunmarop, Anpec kinuenta, Mms nons3osarens, Komnbrorep.

Wnunnmarop, Aapec knuenta, [punoxenne, [yt ncrnomusemoro
¢aiina npunoxenusi, ims nonws3oBarens, MiMs ydeTHOM 3anucu
ToJIb30BaTels B mpuinoxennu, Kommeiorep, Onucanne y4eTHOM

3armucu ESSO, Komannas crpoka.

Wuunuarop, Anpec xnuenra, [Tpunoxenue, [yTh ncrnoaHsemMoro
¢aiina npunoxenusi, ims monp3oparens, Ms ydeTHOW 3amucu
[10J1b30BaTeNs B IpuiokeHur, Komnbrorep, OnucaHue yueTHoN

3armmucu ESSO, Komannnas ctpoxka.

Wuutmarop, Kommetorep, UMst monms3oBarens, Jluck moakiroueHust,

[Tyte nonkiouenus, Kommnsrorep.

Wuunnmarop, Kommnerorep, Ms monp3oBarens, /uck nogkiroueHust,

Komnbrotep.

I/IHI/IL[I/IaTOp, KOMHLIOTep, Nwms 110JIb30BaTECJIA, III/ICK NOAKJIOYCHM,

Kommrerotep.
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Kon TexkcT cooOeHUs ATpuOyTBI COOBITHS

Wuunmarop, Aapec knuenra, [punoxenne, [IyTs ncrmomasemoro

1108 ITonp30BaTenb ycrenHo pa3oaoKupoBal ¢aiina npunoxenusi, ims mons3zoBarens, MiMs ydeTHOM 3anucu
MIPUIIOKEHHE. MOJIE30BaTeNs B IpHiIokeHnH, KoMmnbrorep, Onrcanne yaeTHO!
3armucu ESSO, Komannas ctpoka.
e 3ameniaronnii mojb30Bareib Wuunmarop, Kommetorep, iMs mosib3oBareis, 3aMenaronuii
ayreHTuduuuposaics B ESSO oJp30BaTesb, Kommbrorep.
16 3aMenaonui mojap30BaTelb Wnnnwmarop, Kommeiorep, MMs nosb3oBaresis, 3amenarommit
peayrenTuduuupoaics B ESSO noJsib3oBatens, Kommbrotep.

Wnunnmarop, Aapec knuenta, [punoxenne, [lyts ncromusemoro

" ITaponb nonb3oBaresis ObL1 yCHELTHO ¢aitna nprnoxenus, MMs mone3oBarens, Vims ydeTHoit 3anmcn
CI€HEPUPOBAH U CMEHEH aBTOMATUYECKH. 10J1b30BaTeNs B IpunokeHuu, Komnsrorep, Onucanue yueTHon

3armucu ESSO, Komannas crpoka.

Ha3zsanue npunoxenus, Onucanue, Moayns uHTErpaunu, Momysib,
1112 JloGaBiieHO HOBOE MPHUIIOKEHHE.
Wuunnmarop, Kommerorep.

HasBanne npunoxenwust, Onucanue, Momynb naTerpamwu, Moayis,
1113 IlpunoxeHue ynajueHo.
Wnunnmarop, Kommerorep.

Hazpanue npunoxenns, Onucanue, Cicox u3MeHeHud, Moyiib,
1114  TlapameTpbl NPUIOKEHUS U3MEHEHBI.
Wuunmarop, Kommsrorep.

1115 Coobmenne Telegram oTmpasieHo Mopynb unrerpauuy, Muunuarop, Komnstorep, Crioco6
TI0JIb30BATENIO. ayrenTuuKaumy, [Tpunoxenue.
Konrakt Telegram ycrnenrHo
1116 [Tonw3oBarens, Maunmarop, TenedoH.
3apErUCTPUPOBAH.
117 ITonb3oBarens ObUT Ay TEHTU(GULMPOBAH B Kirou nposepku II91I1, ims 6usnec-nipunoxenus, Maentudukarop
nensx Gpopmuponanus [1911. ycTpoiictBa, [lons3oBarens API, [Tonb30BaTens.
OtnpaBka COOOIICHHUH TTOJIb30BATEIISIM
1118 Kommerotep, Crioco6 ayTeHTH(HKAIINH.
BO300HOBJICHA.
IMpenbsiBnennslit unentuduxarop, Kirou onepaunu, Mms dusnec-
ITonp3oBaTens ObLT ayTeHTU(HHUIIMPOBAH Ha .
1119 npuioxenust, entudukarop ycrpoiicrsa, Meton

YCTpPOICTBE.
ayTeHTuukanuu, [Toap3osarens API.

[penpsBiennsii uneHTudukarop, Kitou nposepku 1911, Mms
ITonp3oBatens ObLT ayTEHTU(UITMPOBAH JISI
1120 omsHec-npmioxenus, Mnenrtudukarop 1, Meron ayreHTH(UKAIAH,
noamnucanus DJI.
[Tonb3oBarens API.
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Kon

1121

1122

1123

1124

1125

1126

1127

1128

1129

1130

1131

1132

1133

1134

1135

1136

Texkct cooOeHus

MuunuupoBaH mporecc perucTpannu

ayTeHTU(UKATOpa.

WuannunpoBaHa ayTeHTH(OUKALUS

110JIb30BaTCJIA.

Ilonb3oBarenb YCIICIIHO BbIBCII MOOUIBHOE

yCTpOWCTBO U3 KapaHTuHa Exchange.

ITonp30BaTens BhINIET U3 ICJICBOIO

TIPUIIOKCHUS

AJIMUHHCTPATOP IepeBell ayTeHTH(GUKATOp

ILICJICBOTO ITOJIB30BATEIIA B CTATyC ToroB

AJIMUHHCTPATOP TepeBeIT ay TeHTH()UKATOP

LECJICBOTO IOJIB30BATEIISA B CTAaTyC He roros

AJIMUHHCTPATOP IepeBelt ayTeHTH(GUKATOp

IICJICBOT'O IOJIL30BATECJIA B CTATYC Ombxa

CHUCTEMHOC U3MCHCHHE HACTPOCK METOAa

AyTEHTHU(HUKALIIH:

3anpoc Ha ayTeHTU(HUKAIMIO TIOJIb30BaTEIIs

OTIIPABJICH

3anpoc Ha perucTpanuio nojab30BaTeis

OTIIPABJICH

O0paboTaH OTBET MOJB30BATEINS HA 3AIIPOC

ayTeHTI/I(l)I/IKaL[I/II/I

3anpoc Ha yCTaHOBKY cepTudukara

OTIIPABJICH MTOJIE30BATECIIO

TTonb3oBarenb YCIICHIHO 3aperucTpupoOBaH

ITonw3oBarenn YCIICUIHO YAAJICH

Coo0menue Express ornpasieHo

TI0JIB30BATCIIIO

KontakT Express ycrnemHo 3apeructpupoBan

ATpuOyTBI COOBITHS

[Mprnoxenue, Mannuarop, Komnsiorep, Crioco6 ayrenTuduKanym.

Monynb nnTerpamuu, Maunuarop, Komnsiorep, Criocoo

ayreHTH(UKAMY, [Ipnnoxenue.

Wnunmarop, Mnentudukarop ycrpoiicTsa.

Monynb unterparuu, [punoxenne, Ununuarop, Kommnsrorep.

[Ipunoxxenue, Mnnnnmarop, Kommneiorep, Llenesoii nmoias3oBares,

Crioco6 ayrentudukanun, KommeHTapuii ayTeHTHHUKATOPA.

[Ipunoxenune, Mantmarop, Kommetorep, LleneBoit moms3oBaresb,

Crioco6 aytentudukanuy, Kommentapuii ayreHTH(GUKaTOPA.

[Ipunoxenue, Ununmarop, Kommneiorep, Llenesoit monas3oBaresn,

Crioco6 ayrentudukanuu, KommeHnTapuii ayTeHTHGHUKATOPA.

IIposaiinep, Hactpoiiku.

[Tonb3oBarens, [lpunoxenne

[Tonb3oBatens, [Ipunoxenue

[Tonw3oBarens, [Tpunoxenue, Pesynsrar, CoobieHne

[Tome3oBarens, [Ipunoxenne

[Tone3oBarens, [lpunoxenne

IHonw3oBarens, [Ipunoxenue

Mopynb unrerpauuu, Muununarop, Komnstorep, Crioco6

ayreHTHUKAIH, [Iprnoxkenue

[Monw3oBatens, Maunumarop, Email
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OmnmoOxka

Kon

2000

2001

2002

2003

2004

TexeT cooOmeHus

OmmbKa mpu MOMbITKE
ayTCHTH(HUIPOBATH
HOJIB30BATEIIS 110
MIPEI0CTABICHHOMY CIIOCO0Y

AyTCHTU(HUKALINH.

OmmbKa mpu MOMbITKE

3amyctuth cepsep Indeed-I1d

OumbKa mpu MOMbITKE

ocraHoBUTh cepsep Indeed-1d

OmmbKa mpu MOMBITKE
UICHTU(GULUPOBATH
I0JTb30BATENS IO
MPEAOCTABICHHOMY CIIOCO0Y

ayTeHTU(DUKALHH.

OmnOKa IIpu MOMbITKE
aMAHHCTPATOpa
3aperucTpUpPOBaTh
ayTeHTH(HUKATOP TS IEICBOTO

IMOJIb30BaTECJIA.

ATpuOyTHI COOBITHS

Monynb nnTerpamum,
Wunnumarop, Kommerotep,
Crnioco0 ayTeHTH(HUKALUH,
Onucanue OmmoOKH,

IIpunoxenue.

Kommbrotep, Onmcanne

OIINOKH.

Kommbrotep, Onmcanne

OIINOKH.

IIpunoxenue, Komnsrorep,
Crioco6 ayTeHTU(DHUKALINH,

Omnuca”ue ONMoOKH.

IIpunoxenue, LleneBoit
10JIb30BaTeNb, MHuImarop,
Kommsrotep, Crioco6
ayTeHTU(HUKALINY,
Kommenrtapuit
ayTeHTu(uKaropa, Onucanue

OIITMOKHU.
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HpI/ILII/IHI:I BO3HUKHOBCHUA

Hesepuslii ayrentudukarop. AyreHTuGUKaTOp
CUMTAeTCS HEBEPHBIM, eCli: AyTeHTH(HHKATOP
YKa3aHHOI'O TUIIA HE 00yU4eH ISl [10JIb30BATEIL.
AyTteHTH(UKATOP HE HAW/ICH B CIHCKE
ayTeHTU(HUKATOPOB IOJIB30BaTEIIs. XPaHUINIIE

JaHHBIX ITOBPEKACHO.

Heycremnas monbiTka 3amycka Indeed Core
Server BpyuHy10. Bo3MOXHbIE IPHUIHHBL:
Ommbka B KOHGUTYpaIMOHHOM (haiiie
cepBepa. Cepaep yxe 3amymieH. [IoBpexaeHo

xpanunuine gaHHbix. Omumoka I1S.

Heycnemnas nonbitka ocranoBku Indeed Core
Server BpyuHy0. Bo3MOXHbIE TPUIHHBL:
Henocraro4Ho npas [Jisl BBITOTHEHHUS
onepauuu. Indeed Core Server yxe

OCTaHOBJICH.

HeycriemHast monbITka HICHTHOUKAAH
MOJIH30BATEJIs IO BEIOPAHHOMY CIIOCOOY
ayTeHTH(HUKAINH. BO3MOXKHBIC TIPHINHEL:
ITonp30BaTEIO OTKITFOYEH/3a0JI0KMPOBAH
BBIOPAHHBII CII0CO0 ayTEeHTH()UKAIHN.
AyTeHTH(UKATOp HE HAW/ICH B CIHCKE
ayTeHTU(HUKATOPOB I0JIb30BaTEIIs. XPaHWINIIE

JaHHBIX ITOBPEKACHO.

Heycnemnas monsiTka perucrpanuu
ayTeHTU(HUKATOPa aAMHHUCTPATOPOM.
Bosmoxunslie npuunnsl: [Iposaiinep
ayTeHTH(HKaTopa ynaneH. [ToBpexkaeHo
XpaHWIMILE NaHHbIX. HeT npaB Ha ynpasineHue

AyTCHTU(PUKATOPAMHU.



Kon

2005

2006

2007

2008

2009

2010

TexeT cooOmeHus

OmnbKa pu MOMbITKE
aJMAHHUCTPATOPA H3MEHHUTH
ayTeHTU(HUKATOP LEJIEBOTO

I10JIB30BATCIIA.

OumbKa IpH MOIBITKE
aJIMHHUCTPATOPA YAATUTh
AyTEHTHU(HUKATOP IEJIEBOTO

IMOJIb30BaTEJIA.

OmmbKa mpu MOMbITKE
aJIMHHHCTPATOPA BBIIATH
JIMIEH3HIO JUTS LIEJICBOTO

00beKTa Karajora.

OmnOKa Ipu MOMBITKE
aJIMAHHACTPATOPA YAATHTD
JIMLEH3HUIO 1IEIEBOr0 00bEKTa

Karajora.

Omn6Ka pu MOMBITKE YIAIUTh

JINIICH3HIO.

OmmbKa mpu NOMBITKE I00aBUTh

JINIICH3HIO.

ATpuOyTBHI COOBITHS

IIpunoxenue, LleneBoit
M0JIb30BaTeNb, MHumarop,
Kommsrotep, Crioco6
ayreHTuuKayu, Ctapblit
KOMMEHTapHI
ayTeHTu(ukatopa, Hobii
KOMMEHTapui
ayTeHTU(uKaropa, Onucanue

OIIIHOKH.

IIpunoxenue, Llenesoit
MoJIb30BaTeNb, MHunmatop,
Kowmmsrorep, Criocob
ayTCHTU(HUKALINH,
KommenTapuit
ayTeHTU(uKaTopa, Onucanue

OIINOKH.

Kommnsrotep, Uaummarop,
WaenTuhukaTop IpriIoKeHus,
IleneBoif 00BEKT KaTajora,

OmnucaHue ONIMOKH.

Komnerotep, Mnunuarop,
WnertuduxaTop NpHIOKEHHS,
IleneBoit 00bEeKT Karasora,

Onmcanue OmnuoOKH.

W nerTHUKaTOp TNUIICH3HH,
Muunuarop, Kommnerorep,

Omnwrcanue OmuOKH.

WnenTtuukarop JTUIECH3UH,
Muunwmatop, Kommnerorep,

OmnucaHue ONuoKH.
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HpI/I‘II/IHLI BO3HUKHOBCHHUA

Heycriemnast monsITka H3MEHEHUS
ayTeHTU(HUKATOPA aIMUHUCTPATOPOM.
Bosmoxusie nmpuunaet: [posaiinep
ayTeHTU(UKaTopa ynaieH. [loBpexaeHo
XpaHWINIIE JaHHBIX. HeT mpaB Ha n3MeHeHHne

ayTeHTU(HKaTOpa.

HeycrieniHas MONbITKA aIMUHUCTPATOPA
cuctems! Indeed AM ynamuts ayTeHTH(UKATOP
HOJIb30BaTeNs. BO3MOXKHBIC IPUYHHBL:
AyteHTH(HUKATOP yXKe ynaneH. [ToBpexaeHo

XPpaHWINIIC JaHHBIX.

HeycriemHast omnbITKa a IMUHHCTPATOpa
cucteMbl Indeed AM BbIIATh JTUIEH3UIO IS
IeJIEBOT0 00BEKTa KaTajora. Bo3amMoxHbIe
npuarHbl: Ommoka B (aiine nurensun. Cepsep
Indeed AM neaktuBeH. IToBpexxaeHo

XPpaHWINIIC JaHHBIX.

HeycriemHast monpITKa a JMIHHCTpATOpa
cucremsbl Indeed AM ynanuTh JHLIEH3UIO
eNIeBOro 00beKTa Karajora. Bo3MoyxHbIe
npuunHbl: JInnensus yxe yaanena. Cepsep
Indeed AM HeaktuseH. [ToBpexkaeHO

XpaHWINIIEC TaHHBIX.

Heycnenrnas moneiTka mojib30BaTessi CUCTEMBI
Indeed AM ynanuts nuneH3u0. Bo3MoxHbIC
NMpuuuHbL: JINIeH3us yxe yaaieHa.
Henocrarouno npas. Cepsep Indeed AM

HCAKTHUBCH. HOBpC)K,HGHO XpaHUIUIIEC TaHHBIX.

Heycnemnas nonsITKa Moab30BaTeNs CHCTEMBI
Indeed AM nobaButh nuneH3uto. BosmoxkHbIe
npuduHbl: Ommbka B (aiisie JTUIeH3Hn.
Henocrarouno npas. Cepsep Indeed AM

HCAKTHUBCH. HOBpe)KZ[eHO XpaHUIUIIEC TaHHBIX.



Konx

2011

2012

2013

2014

2015

2016

TexkcT cooOmeHus

OmmbKa npu MOMBITKE cepBepa
YAAINTH JHUIEH3UIO [IEIEBOTO

IMOJIb30BATEIIA.

OmnOKa Ipu MOMbITKE
aJIMMHUCTPATOPa U3MEHUTD
HacTpoiiky 'MakcumanbHOe
KOJIMYECTBO ayTeHTH()UKATOPOB'

JJI TEJIEBOIO I10JIb30BaTCIIA.

OmmbKa py MOTIBITKE
aJIMMHUCTPATOpa U3MEHUTD

Hactpoiiky 'TIpaBo Ha

perucrpaiiio ayreHTudukaropa’

JJI EJICBOIO IIOJIB30BaTCIIA.

OumoKa mpu MOMbITKE
aJIMHHUCTPATOPA U3MEHUTD
Hactpoiiky 'IIpaBo Ha
M3MEHEeHHe ayTeHTH(uKaTopa'

JJIA TEJICBOIO IOJIB30BaTCIIA.

OmnOKa pu MOMBITKE
aJMAHHACTPATOPA H3MEHHUTH

HacTpoiiky 'TIpaBo Ha ynaneHue

ayTeHTU(HUKaTOpa' IS LIEJIEBOTO

IMOJIb30BATEJIA.

OmmbKa mpy MOMbITKE
aJIMHHUCTPATOPA U3MEHUTD
Hactpoiiky 'IlpaBo Ha
M3MEHEHHUE KOMMEHTapHs
ayTeHTHU(PHUKATOPA IPU
perucTpanuu' AJs 1ejIeBoro

T10JIB30BATCIIA.

ATpuOyTHI COOBITHS

WnenTnduxarop JIUIEH3UH,
Wnentudukarop npuiiokeHus,
LeneBoit monp3oBaTeb,

Onwrcanue OmMuOKH.

Muunuarop, Kommnsrorep,
LleneBoii moap30BaTENb,
Crapoe 3nauenue, Hosoe

3HaueHne, Onrcanye OnnoOKu.

Muunuarop, Kommnsrorep,
IleneBoii mop30BaTEIb,
Crapoe 31auenue, Hosoe

3Hauenne, Onucanme OMMOKH.

Muunuarop, Kommnerorep,
IleneBoii monb30BaTeb,
Crapoe 3nauenne, HoBoe

3HaueHne, OnrcaHne OMMOKH.

Nunnwmatop, Kommerorep,
IeneBoii moabp30BaTEb,
Crapoe 3nauenue, HoBoe

3Ha4YCHUC, Ornurcanue OMIMOKH.

Muunuarop, Kommnsrorep,
LleneBoii moap30BaTENb,
Crapoe 31auenue, Hosoe

3HaueHue, Onucanye onnoOKu.
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HpI/I‘II/IHLI BO3HUMKHOBCHUA

HeycnemHas{ IOIIBITKAa C€PBEpaA yNAIUTh
JIMIICH3UIO ICJICBOT'O IIOJIB30BATCIIA.
Bo3moxxHbIe IIPAYXHBI: Jlunensust yxe

ynanena. [loBpexaeHo XpaHUINIIE JaHHBIX.

Heycnemnas monsITka cMEHbI TapaMeTpa
"MaxkcuManbHOE KOJIHYECTBO
ayTeHTU(PHUKATOPOB" IS TIOJIb30BATEIIS
aJIMUHUCTPATOPOM CHUCTEMbI. BO3MOXHBIE
npuunnbl: Henocrarouno mpas. Cepsep Indeed
AM HeaktuBeH. [T0BpexIeHO XpaHUITUILE

JIAaHHBIX.

HeycnermHas momsITKa CMEHBI TapamMeTpa
"ITpaBo Ha perucTpaluio ayreHTuduxaropa”
JUTS IONTB30BATEINs AIMHHUCTPATOPOM
cucTeMbl. BO3MOXXHBIE TPUYNHBL:
Henocrarouno mpas. Cepsep Indeed AM

HCAKTHUBCH. HOBpe)KZ[eHO XpaHWUIMIIEC JaHHBIX.

HeycnemnrHast moneiTka CMEHBI TapameTpa
"IMpaBo Ha M3MeHeHHe ayTeHTH(GUKaropa" st
TI0JIb30BATEIIs QJIMUHICTPATOPOM CHCTEMBI.
Bosmorknbie npuunHbl: HegocTaTtouHo mpas.
Cepgep Indeed AM HeaktuBeH. [ToBpexaeHO

XpaHUJIUIIC JaHHBIX.

HeycriemHast monsITKa CMEHBI TapaMeTpa
"[IpaBo Ha ynaneHue ayTeHTUHUKAaTOpa" IS
10JIH30BATENsl aIMUHUCTPATOPOM CHCTEMBI.
Bo3smoxubie npuunnbl: HenoctarouHo mpas.
Cepgep Indeed AM nHeaktuseH. [loBpexneHo

XPpaHUINIIC JaHHBIX.

Heycrniemnast monsITka CMEHBI TapaMeTpa
"[IpaBo Ha U3MEHEHHE KOMMEHTapUs
AyTCHTU(PHUKATOPA IPU PETUCTPAILH" JUIsT
0JIH30BaTENs aIMUHUCTPATOPOM CHCTEMBI.
Bo3moxknsie npuunnel: Hemocrarouno mpas.
Cepgep Indeed AM neakrtuseH. [ToBpexaeHo

XPpaHWINIIC JaHHBIX.



Kon

2017

2018

2019

2020

2021

2022

TexeT cooOmeHus

OmnOKa pu MOMbITKE
aIMAHHCTPATOPA H3MEHHUTh
HacTpoiiky 'TIpaBo Ha

HU3MCHCHHUC KOMMCHTApUsA

ayTeHTH(HUKATOPa' IS IIEIEBOTO

I10JIB30BATCIIA.

OmnOKa pu MOMbITKE
aJIMMHUCTPATOpPa U3MEHUTD
HacTpoiiky 'KamupoBanue
JAHHBIX HAUYUHas C' A7

LECJIEBOT'O MMOJIL30BATECIIA.

OmrOKa mpy MOTBITKE
aJIMUHUCTPATOPa U3MEHHUTh
HacTpoiky 'KammpoBanue
JIAaHHBIX BILJIOTH J0' IS

OEJIEBOro MOJIb30BaTCIIA.

OumbKa mpu MONbITKE
aJIMHHUCTPATOPA H3MEHUTD

HacTpoliky 'KammpoBanue

JAHHBIX B HepI/IO,JI' JUIA OEJIEBOI0

I1OJIB30BaTCIIA.

OmnbKa pu MOMbITKE
aJIMMHUCTPATOPa U3MEHUTD
HacTpoiiky 'HauanbHast nata
3aMELCHUS 0Nb30BaTeNs’ s

LEJIEBOIO MMOJIB30BaTECIIA.

OumoKa mpu MOMbITKE
aJIMHHUCTPATOPA U3MEHUTD
HacTporiky 'Koneunas mgara
3aMEIICHHUS OJIB30BaTeNs' JUIS

ICJICBOIO IMOJIB30BATCIIA.

ATpuOyTBHI COOBITHS

Muunumatop, Kommerorep,
LleneBoli moap30BaTEb,

Crapoe 3nauenne, HoBoe

3HaueHKe, ONMUCaHNe OMINOKH.

Muunwmarop, Kommnerorep,
IleneBoii mosnbp30BaTeb,

Crapoe 3nauenue, HoBoe

3HaueHue, Onucanye OnnoOKu.

Munnmarop, Kommnsrorep,
LleneBoii mop30BaTEINb,

Crapoe 3Hauenue, Hosoe

3Hauenne, Onrcanne OmMnOKH.

HNunnmarop, Kommerorep,
IleneBoii nmonb30BaTelb,

Crapoe 3nauenne, HoBoe

3HaueHne, ONrcaHue OMINOKH.

Muunuarop, Kommnsrorep,
LleneBoii monp30BaTEIb,

Crapoe 3nauenue, Hosoe

3HA4YCHUC, Ornrcanue OMIHOKH.

WMuunuarop, Kommnerorep,
IleneBoii monp30BaTeb,

Crapoe 3nauenue, Hosoe

3Hauenne, Onucanne OMMnOKH.

533

HpI/I‘II/IHLI BO3HUKHOBCHHUA

Heycnemnas nonsiTka cMeHbI TapaMeTpa
"ITpaBo Ha U3MEHEHNE KOMMEHTAPUS
ayTeHTU(HUKATOpa" ISl IOJIb30BaTEIIS
aIMUHHCTPATOPOM CHCTEMBI. Bo3aMokHBIE
nprunHel: Hemocrarouno mpas. Cepsep Indeed
AM neaktuseH. [loBpexkaeHO XpaHUIHIIE

JaHHBIX.

Heycriemnast moneITka CMEHbI TapaMeTpa
"KoamupoBanue nanHbIX HAYUHAS ¢ 715
10JIb30BATENsl aIMUHUCTPATOPOM CHCTEMBI.
Bo3moxkubie npuunnbel: Heoctarouno mpas.
Cepgep Indeed AM neaktuBeH. [ToBpexieHO

XPpaHUINIIC JaHHBIX.

HeycnemnrHast momeITka CMEHBI TapamMeTpa
"KsmmpoBaHue JaHHBIX BIUIOTH 10" IJIs
MOJIH30BATENIS AIMUHUCTPATOPOM CHCTEMBI.
Bosmoxuble mpuunnbl: HeocraTtouHo npas.
Cepgep Indeed AM HeakTuBeH. [ToBpexaeHO

XpaHUJIUIIC JaHHBIX.

HeycnemnrHast momneiTka CMEHBI TapameTpa
"KomupoBanue TaHHBIX B TIEPUOA" IJIs
MOJIH30BATENS aIMUHUCTPATOPOM CHCTEMBI.
Bo3moxkubie mpuunael: HemoctarouHo mpas.
Cepgep Indeed AM HeaktuBeH. [ToBpexaeHO

XPAHUITUIIE JAHHBIX.

Heycriemnast moneITka CMEHbI TapaMeTpa
"HauanpHas nara 3ameleH s mojibp3oBareis”
JUTSL TIOJTB30BATEIS aIMHHUCTPATOPOM
cucteMbl. Bo3aMo)KHBIE IIPpUYHHBI:
Henocrarouno npas. Cepsep Indeed AM

HCAKTHUBCH. HOBpG)KHeHO XpaHUIUIIEC TaHHBIX.

HeycneurHast moneiTka CMEHBI apameTpa
"KoneuHas JjaTa 3aMeIleHus Mojas30BaTes"
JUISL TIOJTB30BATEISI aIMUHUCTPATOPOM
cUCTEMBbI. BO3MOXHBIE TPUYHHBIL:
Henocrarouno npas. Cepsep Indeed AM

HCAKTHBCH. HOBpe)K,HeHO XpaHUINIIEC TaHHBIX.



Kon

2023

2024

2025

2026

2027

2028

TexeT cooOmeHus

OmnmoKa py MOTBITKE
aIMAHHCTPATOPA H3MEHHUTh
HacTpoiiky 'Crucok
3aMECTUTENEH' [UIS LIeJIEBOIO

T10JIB30BATEJIA.

OmmbKa mpu MOMbITKE
aIMPHHUCTPATOPa H3MECHHUTh
HacTpolKy 'PazpemunTs
K3LIMPOBaHUE' IJIsl LIEIEBOTO

T10JIB30BATCIIA.

OmnOKa pu MOMbITKE
aIMAHHCTPATOPA H3MEHHUTh
HacTpoiKy 'Pa3perurs
3aMeleHue’ A7l LEeIeBOro

I1OJIB30BATCJIA.

OmnOKa Ipu MOMbITKE
aJIMHHUCTPATOpa HA3HAYUTD

POJIb LIENEBOMY OOBEKTY

OmnmbKa py MOTBITKE
aJIMAHHUCTpaTOpa yAaJIUTh POJIb

Yy IeJieBoro o0BbeKTa Karaiora

OumbKa npy MONbITKE
OJTb30BAaTENsI TOOABUTH

YCTPOKCTBO.

ATpuOyTBHI COOBITHS

Muunuarop, Kommnsrorep,
LleneBoii monp30BaTEIb,
Crapoe 3Hauenue, Hosoe

3HA4YCHUC, Ornrcanue OIIHOKH.

Wuunuarop, Kommerorep,
IleneBoii monp30BaTeb,
Crapoe 3nauenue, Hosoe

3Hauenne, Onucanne OmnOKH.

MNunnmatop, Kommerorep,
IeneBoii mosabp30BaTEb,
Crapoe 3nauenne, HoBoe

3HaueHne, Onrucanye OMIMOKu.

[punoxenune, Unummarop,
Komnsrotep, LleneBoe
npuiokeHue, [leneBoit 00bekT
karanora, [lonuruka, Ponb,
Ob6nacTs neiicteus, Onucanne

OIINOKH.

IIpunoxenune, Maununarop,
Kommsrotep, LleneBoe
npuiokeHue, LleneBoit 00bekT
karajora, [TonmuTtuka, Posb,
Oo6unactsb nerictBus, Onrcanue

OIIIMOKH.

[Ipunoxenue, Munuuarop,
Kommsrotep, YerpoticTso,
Kommenrapuii, Cepuiinbiit

HoMmep, OnrcaHue OmMOKH.
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HpI/I‘II/IHLI BO3HUKHOBCHHUA

HeycreriHas morsITKa CMEHBI apamerpa
"Cnucok 3aMecTuTesnen" Uis MoIb30BaTels
aIMHHHCTPATOPOM CUCTEMBbL. BO3MOXKHBIE
npuansbl: Henocrarouno mpas. Cepsep Indeed
AM HeakrtuBeH. [10BpeXICHO XPAHIIIHIIE

JaHHBIX.

Heycnemnas nonsITka cMEHbI TapaMeTpa
"Pa3pemuth KammpoBaHue" JUIs OJIb30BaTEIs
AJIMUHUCTPATOPOM CHUCTEMBI. Bo3MoxHbIE
npuuansbl: Henocrarouno npas. Cepsep Indeed
AM mneakrtuseH. [loBpexxieHo XpaHuiIHIe

JaHHBIX.

HeycremHast onbITKa CMEHbI TapaMeTpa
"PazpemuTs 3amernienue" Ui Moab30BaTeNs
aJIMUHUCTPATOPOM CHUCTEMbI. BO3MOXKHBIE
npuunnbl: Henocrarouno mpas. Cepsep Indeed
AM HeaktuBeH. [T0BpexIeHO XpaHUITUILE

JTaHHBIX.

Heycriemnast monbITka 100aBISHUS [IEIEBOTO
00BEKTa KaTajlora B IpyIIy A0CTyIa s
ETIeBOTO MPHUIIOKEHNUS. BO3MOXKHBIE IPHYHHBIL:
Henocrarouno npas. Cepsep Indeed AM

HCAKTHUBCH. HOBpe)KHeHO XpaHWUINIIEC TaHHBIX.

HeycnieniHas moIbITKa y/aJeHus LeleBoro
00BEKTa KaTajora u3 rpyIIs! JOCTyNa I
LEJICBOTO TIPUIIOKEHHUSI. BO3MOXKHBIE TIPUUHHBIL:
Henocrarouno npas. Cepsep Indeed AM

HCAKTHUBCH. HOBpe)K,HeHO XpaHUIUIIEC TaHHBIX.

Heycriemnast monpITka npu 100aBIeHUH
YCTPOMCTBA I10b30BATEIICM CHCTEMBI.
Bo3smorkHbIe iprurHbL: HemocTaTouHo mpas.
Cepgep Indeed AM HeakTuBeH. [ToBpexaeHO

XpaHUJIUIIEC JaHHBIX.



Kon

2029

2030

2031

2032

2033

2034

TexeT cooOmeHus

OmmbKa mpu MOMBITKE
HOJIb30BATEIS YIAIUTh

YCTPOKUCTBO.

OmnOKa 1pu MOMbITKE
aJMUHHCTPATOPa 3aMPeTUTh
CrIoco0 ayTeHTH(OUKAIIAH IS

LCJICBOIO IMOJIB30BATCIIA.

OmmbKa mpu MOMBITKE
aJIMHHHCTPATOPA Pa3pelInTh
croco0 ayTeHTH()UKAITIH JJIsT

HEJICBOT'O MMOJIL30BATEIIA.

OumbKa mpu MONbITKE

aJIMHHUCTpaToOpa

3a0JIOKMPOBATh ayTCHTUPHUKATOP

LEJIEBOIO MMOJIB30BaTECIIA.

OmmoKa mpy MOMbITKE
aJIMHHUCTPATOpa
pa3bIoKupoBaTh
ayTEHTU(HUKATOP LIEIEBOTO

ITOJIB30BATECIIA.

OmrrOKa 1mpy MOTBITKe

3a0JIOKMPOBATH CIIOCOO

ayTeHTU(HUKAINN TTOJIH30BATEITIO

ATpuOyTBHI COOBITHS

[Ipunoxenne, Mannmarop,
Kommnsrotep, YerpoiicTso,
Kommentapuii, Cepuilublit
HoMep, U nenTtudukarop
ycrpoiicTa, Onucanue

OIIIHOKHU.

IIpunoxenue, Uuuuuarop,
Komnsrotep, Llenesoi
rmone30BaTes, Crrocod
ayTeHTUuKannu, Onucanue

OIITMOKHU.

IIpunoxenune, Mauunarop,
Kommrsrotep, Lenesoii
oJIb30BaTeb, Crocod
ayTeHTHHKau, OnrcaHue

OIITHOKH.

IIpunoxenne, Manumarop,
Kommerotep, LleneBoii 00bekT
karasiora, Crioco0
ayTeHTU(UKALIH,
Kommenrapuit
ayTeHTU(uKaropa, Onucanue

OIIMOKH.

IIpunoxenue, Uunmarop,
Kommnbrotep, Llenesoii
oJb30Barels, Crrocod
ayTeHTU(HUKALINH,
KommenTapuit
ayTeHTU(uKaropa, Onucanue

OIINOKH.

[punoxenune, Unumumarop,
Kommsrotep, Criocob
ayreHTUUKay, Onucanue

OIINOKH.
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HpI/I‘II/IHLI BO3HUKHOBCHHUA

Heycnemnas nonsiTka npy ynajieHuu
YCTPOMCTBA I0JIL30BATENIEM CUCTEMBI.
Bo3MoxxHbIE TPUYMHBL: YCTPOUCTBO YK€
ynaneHo. Hegocrarouno npas. Cepsep Indeed
AM neaxruseH. [I0BpexICHO XpaHUIIUILE

JaHHBIX.

Heycrnemnast monsITKa pu 3amnpere crnocoda
ayTeHTU(HUKAIIH JUIS [IETIEBOTO ITOJIh30BATEIS
aJIMUHUCTPATOPOM cucTeMbl. Bo3mMokHbIE
npUYUHBL: JIaHHBIN CIIOCO0 yrKe 3alperieH.
Henocrarouno npas. Cepsep Indeed AM

HCAKTHUBCH. HOBpe)KHeHO XpaHWUIMIIEC JaHHBIX.

HeycrenHast OMbITKA MPU pa3peIieHuN
croco0a ayTeHTH(MUKAIMH 151 [IETICBOTO
MOJTE30BATEINS AIMUHUCTPATOPOM CHCTEMBL.
Bo3moxknbie mpuamabl: Hemocrarouno mpas.
Cepgep Indeed AM neaktuseH. [ToBpexaeHO

XPAHUITUIIE JAHHBIX.

HeycnermHas momsITKa IpH OITOKHPOBKE
ayTeHTH(HUKATOPa LIEIEBOTO MOIB30BaTENs
aIMAHHCTPATOPOM CHCTEMBI. Bo3MOKHEIE
MPUYUHBL AyTeHTU(HHKATOP YKe
3abmoxuposan. Henocrarouno mpas. Cepsep
Indeed AM neaktusen. IToBpexxaeHo

XpaHUJIUIIEC JaHHBIX.

Heycnemnas momsITKa pH pa30IOKHPOBKE
ayTeHTH(HUKATOPa LIeIEBOTO MOIB30BATENs
aJIMUHUCTPATOPOM CUCTEMBIL. Bo3MoxHbIE
HOPUYHUHBL: AYyTEeHTH(UKATOP yiKe
3abnokuposan. Henocrarouno mpas. Cepsep
Indeed AM neaktuBeH. [ToBpexxaeHo

XpaHUJIMIIC JaHHBIX.

HeycrerHas omsITKa IpH OJIOKHPOBKE
croco0a ayTeHTU(UKAIMH TI0JIb30BaTEIICM.
Bosmorknble npuunsel: Coco6
AyTCHTU(HUKALINH YKe 3a0JIOKUPOBAH.
Henocrarouno npas. Cepsep Indeed AM

HCAKTHUBCH. Hospemneﬂo XpaHUIUIIEC TaHHBIX.



Kon

2035

2036

2037

2038

2039

2040

2041

TexeT coobmeHus

OmnOKa pu MOMbITKE
aJMAHHUCTPATOPa
Pa30IOKHPOBATh CIIOCOO
ayTeHTH(HUKAINH AT IIeIeBOTO

110JIb30BaTCJIA.

OmmobKa Ipy MOMBITKE

oTnpaBuTh SMS-coobuieHue.

OmmbKa mpu MOMbITKE

ornpasuts Email-coobmienne

XpaHwiuiie cepBepa

HEJOCTYTIHO.

Karanoru cepBepa HeqOCTyIHBI.

CepBep He ObUI 3aITyIIIEH.

OmnOKa pu MOMBITKE
TIOJTB30BATENS H3MEHHUTh

ayTeHTU(HUKATOP.

ATpuOyTBI COOBITHS

IIpunoxenune, Maununarop,
Kommbrotep, Llenesoi
moJk3oBareis, Crocod
ayreHTH(HUKanmy, Onucanue

OIINOKH.

Monyns nnTerpamnum,
Wunnumarop, Kommerorep,
Crnioco6 ayTeHTHpUKALINY,
Tenedon, Mcrounuk
tenedona, Onucanue ommoOKH,
Bpewms ornpasku, [1apamerpst
otnpaskH, Mnentudukarop

coobuienus, [Ipunoxenue.

Moyib HHTEeTpamuy,
Munnmatop, Kommerorep,
Cnoco0 ayTeHTH(UKAIHH,

Email, [Tpunoxenue.

Komnslotep, Onucanue

OIIIMOKH.

Kommnslotep, Onucanue

OIITMOKH.

Kowmmerorep, Onncanue

OIINOKH.

IIpunoxenue, Maunumarop,
Kommerotep, Crioco6
ayreHTH(UKAINH, CTapblii
KOMMEHTapHI
ayreHTH(HUKaTopa, HoBbIH
KOMMEHTapHi
ayTreHTH(HKaTopa, Onucanue

OIITHOKHU.
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HpI/I‘II/IHLI BO3HUKHOBCHUA

HeycriemHast monbITKa pu pa30oI0KUPOBKE
criocoba ayTeHTH(HUKAIINH TTOJIb30BATEIICM.
Bosmoxubie npuyrnbl: Ciocod
ayTeHTU(HUKAIIN Y)Ke Pa30IOKUPOBaH.
Henocrarouno npas. Cepsep Indeed AM

HCAKTHUBCH. HOBpe)K}ICHO XpaHUIUIIEC JaHHBIX.

Heycnemrnas noneitka npu ornpaBke SMS.
Bosmorknbie npuunnb: Omrbka nmpu
noxakiroueHn kK SMPP cepsepy. He 3anan

HOMep TenedoHa.

Heycnemnas momsITka mpu ornpaske Email-
cooOmieHus. Bosmoxnbie mpuynHbl: Ommoka
npu noaxmouenun kK SMTP cepsepy. He 3anan

email monp30Bares.

HeycrerHas mombITKa IPpU COSTUHCHUH C
cepeepoM Indeed. Bo3amoxkHbBIE TPUYHHBL:
Cepgep Indeed AM neaktuseH. [ToBpexaeHO

XpaHUJIMIIC JaHHBIX.

HeycrienrHast mombITKa IMpH 3aIrycke cepeepa
indeed. Bosmoxubie npuunnsl: Cepsep Indeed
AM yxe 3amynieH. Omuoka B
KoH(purypaunonnom ¢aiine. [loppexneno

XpaHUJINIIC JaHHBIX.

HeycriemHast monsITKa pu N3MEHEHUH
ayTeHTU(HUKATOPA MOIb30BaTEIeM. BO3MOXKHBIE
npuunHbl: Henocrarouno mpas. Cepsep Indeed
AM neaktuseH. [loBpexkaeHO XpaHUIHIIE

JTaHHBIX.



Kon

2042

2043

2044

2045

2046

2047

2048

TexeT cooOmeHus

OmnOKa Ipu MOMBITKE
10J1b30BaTENs
3aperuCTpUpPOBaTh

ayTeHTH(HKATOP.

OmnOKa Ipu MOMbITKE
TIONTB30BATENS YAATATD

ayTeHTU(HUKATOP.

OmrrOKa 1mpy MOTBITKe
aJIMIHHUCTPATOpa OTKIIIOUUTD
ayTeHTU(HUKATOP LEJIEBOTO

ITOJIB30BATCIIA.

OmnOKa pu MOMbITKE
aIMAHHACTPATOPA BKIFOYNTD
ayTCHTH(HUKATOP IIEIEBOTO

I10JIB30BATECIIA.

OmmbKa mpu NOMBITKE T00aBUTh

JIMIICH3UIO

OmnbKa npy MONBITKE yIAJIUTh

JINIICH3HUIO

OmmbKa mpu NOMBITKE cepBepa
YAQIUTB JMICH3HIO IIEJICBOTO

I10JIb30BATCIIA.

ATpuOyTBHI COOBITHS

IIpunoxxenue, Muuuuarop,
Kommerotep, Criocob
ayTeHTU(UKALH,
Kommenrapuii
ayTreHTU(uKaTopa, Onucanue

OIITHOKHU.

IIpunoxenune, Munuumarop,
Komnerorep, Criocob
ayTeHTU(HUKALINH,
KommenTapuit
ayTeHTU(uKaropa, Onucanue

OIIINOKH.

[Ipunoxenue, Munuuarop,
Kommerotep, IeneBoit 00beKT
karanora, Crioco0
ayTeHTU(HUKALINH,
Kommenrapuit
ayTeHTU(uKaropa, Onucanue

OIINOKH.

IIpunoxenune, Maununarop,
Kommbrotep, LleneBoit
oJIb30BaTelNb, Criocod
ayTeHTU(HUKALIH,
Kommenrapuii
ayTeHTHu(uKaTopa, Onucanue

OIINOKH.

W neHTrdukaTop JIUICH3UH,
MNunnnmarop, Kommnsrorep,
Wnentudukarop npuiioKeHus,

OmnucaHue ONIMOKH.

W nerTHUKaTOp TNUICH3HH,
Muunuarop, Kommnsrorep,
WnertuduxaTop NpHIOKEHHS,

Omnucanue ONnuoKH.

W neHTuduKaTop mpuioKeHus,
LleneBoli moab30BaTeIb,

Onmcanue OmnuOKH.
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HpI/I‘II/IHLI BO3HUKHOBCHHUA

HeycremHast OmnbITKa MPH PErUCTPALIUH
ayTeHTU(HUKaTOpa MoIb30BaTe’IeM. Bo3MoxHbIe
npuunnbl: Henocrarouno npas. Cepsep Indeed
AM mneakrtusen. [loBpexxeHo XxpaHuinie

JaHHBIX.

Heycriemnast monbITKa pH yaleHAN
ayTeHTU(HUKATOPA MOJIb30BaTEIeM. BO3MOXKHBIE
NPUYUHBL AyTEHTH(DHKATOP YKe yIaJeH.
Henocrarouno npas. Cepsep Indeed AM

HCAKTHUBCH. HOBpe)KHeHO XPpaHUIWIIC JaHHBIX.

HCyCl'ICLHHaS[ IIOIIBITKA IMPHU OTKIIFOUYCHUU
ayTeHTH(HKATOPA [IEICBOTO MOJIB30BATEIIS
AJIMIHHCTPATOPOM CHCTEMbI. BO3MOXKHBIC
OPUYHHBL: AYyTCHTH(HHUKATOD YIKE OTKITFOUCH.
Henocrarouno npas. Cepsep Indeed AM

HCAKTHUBCH. HOBpe)K,HeHO XpaHUJIUIIEC JaHHBIX.

HeycrerHast mombITKa MPH BKITFOYCHUN
ayTEHTU(HUKATOPA [IETICBOTO TOJIH30BATEIIS
aIMIHHCTPATOPOM CHCTEMbI. BO3MOKHBIE
MPUYUHBL: AyTEHTU(PHUKATOP YK BKIFOUYCH.
Henocrarouno mpas. Cepsep Indeed AM

HCAKTHUBCH. HOBpe)KHeHO XpaHUIUIIEC TaHHBIX.

HeycrerHas momsITKa pu 100aBICHUN
JIMLIEH3HH TTOJIb30BaTeneM. Bo3aMoKHbIe
npuunHbl: Hemocrarouno npas. Cepsep Indeed
AM HeaktuBeH. [T0BpexIeHO XpaHWITUILE

nmaHHbIX. Onmoka B (haiiie JIMIeH3HH.

HeycrerHas mompITKa IpH yIaICHUH
JIMLEH3HUH MOJIb30BaTeneM. Bo3aMoKHbIe
npuunnbl: Henocrarouno mpas. Cepsep Indeed
AM HeakTuBeH. [T0BpexIeHO XpaHUITUILE

JTaHHBIX.

HeycnemHas{ IIOTIBITKA ITPpU yAaJICHUH

JIMIEH3UU CEPBEPOM.



Kon

2049

2050

2051

2052

2053

2054

TexeT cooOmeHus

Omrrbka mpu co3naHuu

ITOJIMTHUKH.

Oumbka mpu yiajaeHuu

IOJIMTHUKH.

OmmbKa npyu U3MEHEHUH

IIOJIUTUKH.

Cepgep Indeed-1d He Haiinen.

He yAaaoCh CMEHUTH ITapoJjib

I1OJIB30BATECIIA.

He ymanocs cmennTts mapons

110JIB30BaTEC/Isd aBTOMAaTH4YCCKU.

ATpuOyTBHI COOBITHS

Wnentuduxarop, Nwms,
Onucanue, [Ipuopurer,
HoBrble 00BEKTHI KaTasora,
Hogsle npunoxenusi, Ommoka,
IIpunoxenue, Maunumarop,

Kommnbrotep.

Wnentuduxarop, Nms,
Onmucanue, [Tpuopurer,
VYnanennsie 00bEKTHI
Karajiora, YiajieHHbIe
npuiokeHus, Oumoka,
[Ipunoxenue, Munuuarop,

Kommbrotep.

Wnentuduxarop, Nms,
Onucanue, [TpuopuTer,
HoBrle 00BEKTHI KaTajora,
HoBble npuioKeHus,
VnaneHusie 00bEKTHI
KaTajora, YiaJCHHbIC
npuiokeHus, Ommnoka,
IIpunoxenune, Maununarop,

Kommbrotep.

Komnstotep, Onucanue

ormoku, Koa ommokm.

Wunnmarop, Anpec KIneHTa,
WM nonp3oBaress,
Kommnsrotep, Onucanue
omm6ku, Ko ommoxw,
Wnentuduxarop coObITHS,

Hcxomnas ommoOKa.

Wunnmarop, Anpec kineHTa,
Wwmst monb3oBaTes,
Kowmmrerorep, Onncanue
omrOku, Koa ommokw,
Wnentuduxarop coObiTus,

Hcxonnas ommoka.
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HpI/I‘II/IHLI BO3HUKHOBCHHUA

HCYCHCHIHOC CO3J1aHUEC ITIOJIUTUKH.

HCYCHCHIHOC YAaJICHUE NMOJINTHUKHA.

HeycnemHoe HU3MCHCHHUC IIOJIMTUKH.

OmrOKa Ipy MOTBITKE MOAKIIOYEHHS K
cepepy Indeed AM. Vka3zan HeBepHbiii URL.
IIpobnema B DNS.

HGYCHCIIIHaﬂ CMEHa NapoJIsi I0JIb30BaTCIIA.

Heycnemnrnast cmena napoJist nojib30BaTess

aBTOMAaTU4CCKHU.



Kon

2055

2058

2061

2062

TexeT cooOmeHus

He ymanocs cuHXpoHU3NpOBaTH

apoJib MOJIB30BaTCIIA.

M3menenne HaCTpOCK METOAa

ay TCHTH(HKAIIAH:

OmnOKa Ipu MOMBITKE
HW3MEHHUTH HACTPONKH
JIOCTYIHBIX IeHCTBUMN
MOJIL30BaTEICH HaJl CBOUMH

ayTeHTU(PHUKATOPAMHU

OmunbKa pu MOMBITKE CO3/1aTh

YUETHYIO 3alUCh

ATpuOyTBHI COOBITHS

Wuunmarop, Kommnerorep, Mms
nosip3oBarensi, Kommsiorep,
Ommcanne ommnbkn, Koz
ommbxu, Mnentudukarop

co0bITHs, McxomHas ommoKa.

IIpunoxenne, Mannnarop,
Kommnsrotep, I[IpoBaiinep,
Hacrpoiiku, Onucanue

OIITHOKHU.

ITonmutuka, ITonp3oBarens,
O0yuenue, [lepeoOydenue,
Vnanenwne, I3smenenue
KOMMEHTapUS TOIBKO TPH
o0y4enuu, M3meHenune
KomMMeHTapusi, [Ipunoxenue,
Munnmatop, Kommerorep,

Ommnoxa.

TTonutuka, Llenesoi
oJIb30BaTeb, CBA3aHHAS
ydeTHas 3anuch, [Ipuioxkenne,
WNwst, [apons 3anan, [Tapons
CIy4aiHbIi, YUyeTHas 3arnuch
BBIKITIOUeHa, TpeboBaTh
AyTCHTU(HKALIUIO TIPH BXOJIE,
Hcmonb30BaTh yaeTHBIE
nannsle OC, @opmar
peoOpa3oBaHus UMEHH,
Onucanue, [Ipunoxenue,
MNunnmarop, Kommerorep,

Omoxa.
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HpI/I‘II/IHLI BO3HUKHOBCHHUA

OmmbKa CHHXPOHHU3ALUN JOMEHHOTO TapOJIst
HOJIb30BaTENs C aposeM B xpanunuiie Indeed.
Bosmorkubie npuunse: Cepsep Indeed
HezocTymeH. [10BpexkIeHO XpaHUITHIIE

JaHHBIX.

HeycrerHoe H3MEHEHHEe HACTPOCK METOIA

Ay TCHTH( UK.

Heycnemnoe u3MeHeHe HaCTpOiKY IpaB

ayTeHTH(HUKATOPA.

Heycnemnoe coznanne HacTpOMKH y4eTHOR

3armnucu



Kon

2063

2064

2067

2070

TexeT cooOmeHus

OmrbKa Mpy MOMBITKE YIAIUTD

YYETHYIO 3alliCh

OummbKa mpy MOMbITKE
U3MEHUTh HACTPOMKHU Y4EeTHOU

3aItucu

M3menenne HacTpoeK MeToaa
AyTeHTHU(UKALUY JUIS

TI0JIB30BATCIIA:

OumbKa mpu MOMbITKE
M3MEHUTD HACTPOUKH METONA
ayTeHTH(HKAIIAH IS

TIPUIIOKCHUSA

ATpHOYTBI COOBITHS [IprurHbI BO3HUKHOBEHUS

ITonuTuka, Llenesoit
MoJib30BaTesb, CBs3aHHAs
yudeTHas 3anuch, [Ipunoxenue,
Nwms, [apons 3anan, [lapons
CiTydaiiHbIi, YueTHas 3anuch
BBIKJIOYEHA, TpeboBaTh
ayTEHTU(HUKAIIIO TIPH BXOJE,
Hcnonb30BaTh yueTHbIE
naunaeie OC, ®opmar
npeo0pa3oBaHus UMEHH,
Onucanue, [Ipunoxenue,
Muunuarop, Kommnsrorep,

Omubxa.

Ilonutuka, Llenesoit
MoJIb30BaTe/b, CBA3aHHAS
y4deTHas 3anuch, [Ipuioxkenne,
WNwms, [apons 3agan, [Tapons
CllydaliHbli, Y4eTHas 3anuch
BBIKJIFOYEHA, TpeboBaTh
ayTEHTU(HUKALIUIO TIPH BXOJIE,
Hcnonb3o0Bath yueTHbie
nannble OC, @opmar
npeoOpa3oBaHus UMCHH,
Onucaunue, [Ipunoxenue,
Wnunmmarop, Kommeiorep,

Ommnoxa.

IleneBoii monb30BaTelb,

IIpogaiinep, [Ipunoxenue,

HeycnemHoe HU3MCHCHUEC HACTPOCK METOAA

Muunuarop, Kommnsrorep,
. ayTeHTH(HUKAIINH AT TTOJIb30BaTes.
Hacrpoiixu, Onucanue

OIINOKH.

Monyns, [Iposaiinep,

Tlomuruka, Id monurukw,

HCYCHCHIHOC HU3MCHCHUEC HACTPOCK METOMAA

IIpunoxenue, Maunnarop,
. ayTeHTH(HUKAINH I MOTYIIs
Komnsrorep, Hactpoliky,

Omnuca”ue oNnuoKH.
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Kon

2071

2072

2073

2074

2075

2076

TexeT coobmeHus

OmnOKa pu MOMbITKE
W3MEHUTH HACTPONKHN
K3IIMPOBAHUS JaHHBIX

TI0JIB30BATCIIA:

Omumbka IpH MOTBITKE
U3MEHUTD HACTPOMKH
KOUIMPOBaHMS JAHHBIX

I1OJIB30BATECJIA B ITOJIMTUKE!

Ombka perucTpanuu

TeneOHHOTO HoMepa.

OmnbKa N3MEHEHUS

Tene(pOHHOTO HoMepa.

Omnbka ynaneHus

Tene(OHHOTO HOMepa.

He ynanocs cMeHuTH Iaposib

I10JIB30BATCJIA aBTOMATUYCCKHU.

ATpuOyTBI COOBITHS

IleneBoe mpunoxenue,
LleneBoii nmonb30BaTelb,
Crapsie 3nauenus1, HoBbie
3HadeHus, [Ipunoxenue,
Hunnmarop, Kommerorep,

OmnucaHue ONIMOKH.

IleneBoe npunoxxenue,
ITonutuka, Crapele 3HaueHuU,
HoBblie 3HaueHus,
IIpunoxenue, Maunumarop,
Kommnslotep, Onucanue

OIIIMOKHU.

ITomp3oBarens, Uaumnmarop,
TTonw3oBarens API, Onucanue
omuOku, HUIIHATOP OIINOKH,

Tenedon.

ITonwp3oBarens, Maunuarop,
ITonp3oBarens API, Onucanue
omnOku, MHUAIIHATOP OIINOKH,

Tenedon.

Ilonb3oBarens, Maumnuarop,
ITonp3oBarens API, Onucanue

omnOku, MTHUIATOp OIIMOKH.

LleneBoii monb30BaTeb,
IIpunoxenue, Muuunarop,
Kommnslotep, Onucanue

OIINOKH.
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HpI/I‘II/IHLI BO3HUKHOBCHUA

HeycnemHaﬂ IIONBITKA U3BMCHUTDH HaCTpOfIKI/I
KOIIUPOBAHUSA JAaHHBIX ITOJIE30BATEIIA.
Bo3moxxHbIe IIPAYXHBI: Henocrarouno npas
JUIA BBITTIOJIHCHUS OII€paIliuu. HOBpe)K,Z[eHO

XpaHUJINIIC JaHHBIX.

Heycnenrnas moneiTka N3MEHUTH HACTPONKH
K3IIMPOBAHUS JAHHBIX M10JIb30BATENIS B
NONUTHKE. BO3MOXHBIE TPUYHMHBL:
Henocrarouno npas yist BBITOJHEHUS

onepauuu. [ToBpexeHO XpaHUITHUILE TaHHbIX.

HeycnenrHast momeITka perucTpanuu
Tene)OHHOTo HoMepa. Bo3MoXKHbIE TPUUMHBL
Henocrarouno npas [uist BBITOJHEHUS
onepanuu. He 10CTyneH KOMIIOHEHT
EAPhoneServer. Yka3aH HeCyIIeCTBYIOIIHI
M0JIb30BaTeNb. [10BpEKACHO XpaHHUINIIIE

JaHHBIX.

HeycrniemHast monbITKa M3MEHEHHSI
TeneOHHOro HoMepa. BO3MOXKHBIC IPUYHHBL:
Henocraro4Ho npas sl BEITOJTHEHHUS
omneparuu. He 10cTyneH KOMIIOHEHT
EAPhoneServer. Yka3aH HeCcyIieCTBYOIIHN
HOJTb30BaTENb. [IOBPEKICHO XPAHUITHIIIE

JaHHBIX.

Heycnenrnast momneiTka ynaneHus tene(oHHOTO
HoMmepa. Bo3moxnsie npranasl: Hemocratouno
IIpaB JiJIs BBITOJIHEHUS onepanuu. He
nocrtyrneH komnoneHT EAPhoneServer. Ykazau
HECYIIECTBYIOINN OJIb30BaTENb.

TToBpexieHO XpaHNUIHIIE TaHHBIX.

HeycrermHas momsITKa CMEHBI Mapoiist Ha
ciydaiiHblii. Bo3MOKHBIE IPUYHHBL:
HenocrarouHo npas Al BBIIOTHEHUS
onepauuu. [Topexaena nHeramsinust Indeed-
Id Server. 3anpoc Ha cMeHy mapoIst

0JIOKMPOBAH MOMUTHKAMU OC30MACHOCTH.



Konx

2077

2078

2079

2080

2081

2082

2083

TexkcT cooOmeHus

He ynamocs cMmeHuTh TapoIib

IMOJIb30BATEIIA.

Omrbka U3MEHEHUS TIOJIMTHKHI

MEeTOoZa ayTeHTH(UKALNY:

OmmbKa mpy COXpaHECHUH
HapoJist IIOoJIb30BaTelis B 0ase

nanaeix ESSO

OmnOka mpu 3arpy3Ke JaHHBIX
ESSO ms
ay TeHTH(HUIPOBABIICTOCS

110JIB30BaTECIIsA

Oo6Hapysxen cooit B ESSO Agent

Omrnbka rmpu 100aBIeHUH
CETEBOTO MOAKIIFOUYCHUS JUIs

110JIB30BaTECIsA

Ommbxa npu 100aBICHUN

HOBOTI'O IIPHUIOXKCHUS.

ATpuOyTHI COOBITHS

LleneBoii monb30BaTelb,
IIpunoxenne, Manumatop,
Komnslotep, Onucanue

OIIIMOKH.

IMposaiinep, [lonutuka, Id
nonuTuky, [punoxenne,

Wununarop, Kommerotep,

Hacrpoiixu, Onucanue

OIINOKH.

Muunuarop, Kommnsrorep,
Onucanue npuioxenus, [1yTs
UcToyHsieMoro (aia
nputokeHust, Mmst
nosb3oBarens, ms yueTHol
3aIlMCH TOJIb30BATENS B
npuinoxennu, Kommnsrorep,
Ommcanne ommnbkn, Ko

omnOku, Komananas crpoka.

Muunuarop, Anpec kimeHTa,
Wwms none3osarens,
Kommnslotep, Onucanue

ormmoku, Koy ommokm.

Muunmarop, Anpec KiMeHTa,
Kommnbrotep, Onucanne

omrOku, Ko ommokw.

Wuunuarop, Komnstorep, Mms
rosib3oBarens, Jluck
nojkitouenus, Iyt
nofkirouenus, Kommerotep,
Onwucanue omunoku, Kox

OIITMOKH.

HasBanue npunoxenus,
Onucanue, Mozyib
uHTeTrpanuu, Momys,
Muunuarop, Kommnsrorep,

Onmcanue OmnuOKH.
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HpI/I‘II/IHLI BO3HUMKHOBCHUA

HeycrienHast mombITKa CMEHBI TAPOJIS
MOJTE30BATENIEM BPYUHYIO (IIPH MIEPBOM BXOJIE,
B okHe «be3onacuocts Windowsy mociie
Haxkatus: kKomOuHanuu kiaasuin [Ctrl]+[Alt]+
[Del]).

HeycnemHoe HU3MCHCHUC IIOJIMTUKKU METOZa

ayTeHTU(UKALHIH.

OrtcyTeTByeT CBs3b ¢ cepBepoM Indeed mm

KOHTPOJIJIEPOM JJOMEHA.

IToBpexnensl nanuble nons3osarens Indeed
Enterprise Single Sign-On B Active Directory.
He ynanoch npuHyauTenbHO 3aBepIInTb HOpMy

IIPUIIOKCHUS.

He ynanoch 3aBepILINTh MPOLECC TIPHUIOKEHUSL.

CereBoii auck 3anonHed. OTCyTCTBYET CBSI3b C

cepeepom Indeed.

Heycnenrnast momneiTka 100aBI€HUS HOBOTO
npunoxenus: Henocrarouno npas aiis
BBINOJIHEHUS ornepanui. OTCyTCTBYET CBA3b C

cepeepom Indeed AM.



Konx

2084

2085

2086

2087

2088

2089

2090

TexkcT cooOmeHus

Oumbka nmpu yiajaeHuu

TMPUITOXKCHUSA.

Omrbka mpu H3MEHEHHN

MapaMeTPOB MPUIOKEHHS.

He ynanocs nocraButh
COO0OIIICHNE Ha TICHTPATIBHBII

J0T-CcepBep.

OmmobKa py MOTBITKE
OTIPaBUTh COOOIIECHNE

Telegram.

Ombxa perucTpanuu KOHTaKTa

Telegram.

OmrrbKa Mmpy MOTbITKe
ayTeHTHU(HUIIUPOBATH
MOJTb30BATENS B IIEIISAX

(dhopmupoanus [1211.

OOHapyxeHa IoTeHIHaIbHAS

crnam-araka. OTrnpaBka

COOOIICHUH TPHUOCTAHOBJICHA.

ATpuOyTHI COOBITHS

Hazpanue npuioxeHus,
Onucanue, Moaynb
uHTerpanuu, Moayis,
Munnumatop, Kommnerorep,

Onucanue OmnuOKH.

Hazpanue npuioxeHus,
Omnucanue, Ciucok
n3MeHeHul, Moayins,
MNunnmarop, Kommerorep,

OmnucaHue ONIMOKH.

IIpunoxenune, Muuuunarop,
Kowmmrerorep, Tun, Kareropwusi,

ID coobmienus, Onucanue.

Moynib MHTETpaluH,
Wuunuarop, Kommerotep,
Crnoco6 ayTeHTU(HUKALIH,
Ornucanue OMMOKH,

IIpunoxenue.

ITonb3oBarens, Muummarop,
Onucanue OmMoOKH,
Muunuarop ommoku,

Tenedon.

Onucanue omuoku, Mmst
OHM3HEC-TIPUIIOKEHHS,
ITonws3oBarens API,

Wnentudukarop ycTponucTsa.

Komnbrotep, Criocoo
ayrentuduxanuu, Hagano
BPEMEHHOI'O UHTEpPBAIa,
Koner BpemeHHOTO
nHTepBana, Kom-Bo oTmpasox,
Kon-Bo ycnemHsIx BXO0B,

IIporneHT ycnemHsIx BXOI0B.
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HpI/I‘II/IHLI BO3HUMKHOBCHUA

HeycrenHast OMbITKa YIaICHUS TPUTOKCHHS:
Hemocrarouno mpaB sl BHITOJTHEHUS
omneparuu. OTCYTCTBYET CBsI3b C CEPBEPOM
Indeed AM.

HeycHCLHHa?I TOTIBITKa UBMCHEHUSA ITapaMETPOB
MIPUITIOKCHUSA HG,HOCTaTO‘IHO npaB i
BBIIIOJIHCHUSA OIl€palluu. OTCyTCTByCT CBA3b C

cepsepom Indeed AM.

Heycneurnast morneiTka OTHpaBKy COOOIIECHHS
Ha IIeHTpaIbHBIN JoT-cepBep: OTCYTCTBYET

cBs3b ¢ Jor cepsepom Indeed AM.

IIponzomnuia oHa UM HECKOIBKO OLIMOOK.
IIpousomnuia omubKa pu OTIPABKE 3aIpoca:
HET JocTyma / CBsizu ¢ cepBepa AM core 110

api.telegram.org.

Joctyn 3anpernien. [lonp3oBaTens HE MOXKET
OBITH aBTOpU30BaH. [Ipon3onuia ogHa Win
HECKOJIBKO OIIMOOK. Y MOIb30BaTENsI HET
cienyronmx npas: ReadUserAuthenticators
Juis npuiioskernst Authenticator Management:
cepucHas Y3 Telegram He no0aBiieHa B
ro0asbHbIe aIMUHUCTPATOphl Management

Console.

IIpousonuia omubKka ayTeHTUHUKALIH
HOITh30BaTeINs PU (GOPMHUPOBAHUHU MPOCTOH

3JIEKTPOHHON MOATHCH.

Heycnemnas nonbITka OTIIPAaBKU COOOIIECHUS
U3-32 OOHAPYKEHUsI O03PUTENIBLHOM
AKTHBHOCTH IIPH JAHHOM CIIoco0e

Ay TCHTH( UK.



Konx

2091

2092

2093

2094

2095

2096

2097

2098

TexkcT cooOmeHus

OmnOKa pu MOMBITKE
ayTeHTH(HUIIUPOBATH

IMOJIb30BATCJIA HA YCTpoﬁCTBC.

OmnOKa Ipu MOMBITKE
ayTeHTH(HUIIPOBATH
0JIB30BATEINS IS OAIUCAHUS

S

TTonp3oBarens BBen OTP, nnuna
KOTOPOT'O HE COBIIAJACT C
HaCcTpOWKaMu IIpoBaiiepa

ayTeHTU(UKALIH.

ITepuon oonoBnenus OTP B
ayTeHTH(HUKATOPE MOTB30BATEIS
HE COBIAJAeT C HACTPOUKaMH

npoBaiiiepa ayTeHTHOUKALUH.

Anroputm OTP B
ayTeHTH(HUKATOPE MONb30BATEN
HE COBIAJAET C HACTPOUKaMHU

npoBaiijiepa ayTeHTU(UKAIIUH.

He ymanocs BeiBecTH
MOOMIJIBHOE YCTPOHCTBO M3

kapanTiHa Exchange.

He ynanock 3a0510KMpoBaTh
MOOHMIIBHOE YCTPOHCTBO Ha

cepsepe Exchange.

Bxon B TIPUJIOKCHHUEC 3aIlIPCUICH

TIOJINTUKON JOCTYTIA.

ATpuOyTHI COOBITHS

Onucanue OMMOKH,
IIpenssBneHHbIN
uneHtudukarop, Kiroa
omnepauuu, ms Guznec-
npuitoxeHus, Mnentudukarop
ycTpoiicTBa, MeTtox
ayTeHTU(DUKALIH,

ITonp3oBarens API.

Omnmcanue ommuoKH,
[IpenbsBieHHbII
uneHtudukarop, Kirou
nposepku 1911, ims 6usnec-
npuiokenus, nentudukarop
3/1, Meron ayTeHTHUKAINH,

ITons3oBarenn API.

Crioco6 ayTeHTU(HUKALINH,
LleneBoii monb30BaTelb,
3Ha4ueHHEe PU PETUCTPAIIHH,

Teky1ee 3HaueHHe.

Crnoco0 ayTeHTH(HUKALIH,
LleneBoii monp30BaTeb,
3HayeHUe NpHU PEruCTpaLuy,

TeKymee 3HA4YCHUC.

Cnoco0 ayTeHTH(]UKAIHH,
IleneBoii monbp30BaTENb,
3HaveHUE IPH PETHCTPALH,

Texymiee 3HaUeHHE.

Wuunmarop, Unenrudukarop

YCTpOMCTBa.

Wunnmarop, Unentudukarop

YCTpOMCTBA.

IIpunoxenue, Moaynb
uHTerpanuu, Muumuarop,

Kommprotep.
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HpI/I‘II/IHLI BO3HUMKHOBCHUA

Heycnemrneiii BBOx Kofja Ha yCTPOMCTBE.

Heycnemnas nonsitka Bxoga. BosmoxxHbie
npuyuHbl: Hesepuslil torun. HeBepHblil

apoiib.

HecoorBercTBre (pakTHUECKON IMHBL
BeesieHHoro OTP u 3anannoii nnunsr OTP

poBaiijepa.

HecootBercTBue (hakTHUECKOTO Meproaa
obnoenenuss OTP ¢ 3agaHHBIM IEpHOIOM

OOHOBIICHHS.

Heycnenrnas nomneiTka BEIBECTH YCTPOUCTBO U3

KapaHTHUHaA.

HecootBercTBre (akTHIeCcKOro anropurma

OTP ¢ 3a1aHHBIM aJITOPUTMOM.

HeycnemHaﬂ IIONBITKA 3a6J'IOKI/Ip0BaTI)

MOOWIILHOE YCTPOHCTBO.

Heycneurnas nonsitka Bxoga B RADIUS, ecnu

I1OJIb30BaTECJIb HE ,I[O6aBJ'IeH B IIOJIUTHUKY.



Kon

2099

2100

2101

2102

TexeT cooOmeHus

OmmbKa mpy MOMbITKE
MePEeBECTH ayTEHTU(PHUKATOP
LIEJICBOTO MOJIb30BATEIIS B

craryc 1 0ToB.

OmmoKa mpu MOMBITKE
MEepPEeBECTH ayTeHTU(PHUKATOP
LEJIEBOTO MOJIH30BATEIIS B

craryc He roros.

OmmobKa IpH MOTBITKE
IepeBECTH ayTCHTU(PUKATOP
I[eJIEBOTO MOTb30BATEIS B

craryc Omuoka.

OmmbKa mpu MOMbITKE
CHCTEMHOTO N3MEHEHUS
HACTPOEK METOo/ia

ayTeHTU(UKALIHU:

ATpuOyTBHI COOBITHS

IIpunoxenne, Manuunarop,
Kommnsrotep, Llenesoit
oNb30BaTelb, Crrocod
ayTeHTU(HUKALINH,
Kommenrtapuit
ayTeHTU(uKaropa, Onucanue

OIIMOKHU

IIpunoxenue, Uuunuarop,
Kommnsrotep, Llenesoii
ronp30Barelns, Criocod
ayTeHTU(HUKALINH,
KommenTapuit
ayTeHTU(uKaropa, Onucanue

OIINOKHU

[Ipunoxenune, Mununarop,
Kommbrotep, LleneBoit
mojb3oBarens, Crocod
ayTeHTU(HUKALINH,
KommenTapuit
ayTeHTH(uKaTopa, Onucanue

OIINOKHU

[Iposaiinep, HacTtpoiiku,

Onmcanue omnuoOKu

545

HpI/I‘II/IHLI BO3HUKHOBCHHUA

HeycriemHast monbITka OOHOBJIEHHS CTaTyca
AyTCHTU(PHUKATOPA B XPAHWIHUIIE JAHHBIX.
Bo3moxHbIe MpuuwHEL: Y yYEeTHOM 3amucH,
HCIIONIE3yeMOH /1715 moakItoueHust Kk b1,
OTCYTCTBYIOT HEOOXOIMMBIE TIpaBa Ha
M3MEHEHUE 3amceil. X paHUIuIle JaHHbBIX

TMOBPEKACHO.

Heycnemnas momsITka 0OHOBJIGHHS CTaTyca
ayTeHTU(HUKATOPa B XPAHWUIUIIE TaHHBIX.
Bo3MoxxHbIE TPUYMHEL: Y Yy4ETHOM 3aIMCH,
HCIIONIB3yeMOH 1715t moakmoueHust Kk b1,
OTCYTCTBYIOT HCOOXOMMBIC IIpaBa Ha
HU3MEHEHHe 3anuceil. XpaHUInIle JaHHbIX

HOBPEXICHO.

Heycnemnas nonsiTka 0OHOBIEHUS CTaTyca
ayTeHTU(HUKATOpa B XPAHIIIHIIE JaHHbIX.
Bo3MoxxHbIE TPUYMHEL: Y Yy4ETHOU 3aIlMCH,
HCIIONB3yeMOH /1715t moaKmoueHus K b1,
OTCYTCTBYIOT HCOOXOMMBIC IIpaBa Ha
M3MEHEHHE 3amceil. X paHuIuIIe JaHHBIX

HOBPEXICHO.

Heycnemnas nonsiTka 0OHOBIEHHS HACTPOEK
MeToza ayTeHTH(UKannu. Bo3moxHbIe
MPUYMHBL Y Yy4EeTHOH 3allMCH, UCTIONb3yEMOU
1utst mopkmouenns K b1, orcyTcTByror
HEOOXOMMBbIE ITPaBa Ha U3MEHEHHUE 3aINCEeii.

XpaHWuIre JTaHHBIX TTOBPEXKIEHO.



Konx

2103

2104

2105

2106

2107

2108

TexkcT cooOmeHus

OmuOKa pu MOMbITKE
oTnpaBuTh push-yBenomieHue
Indeed Key.

Ommbka pu OTIpaBKe 3armpoca
Ha ayTeHTU(UKALHIO

110JIB30BaTCJIA.

OumbKa mpu OTIPaBKe 3arpoca

Ha perucTpanuio nojib30BaTeIs.

OmmbKa mpu OTIpaBKe 3armpoca
Ha yCTaHOBKY cepTu(duKara

110JIB30BaTCIIO

Omubka pu perucTpanuu

I1OJIB30BATEIIA.

Omnbka npu yaaneHuu

TI0JIB30BATCIIA.

ATpuOyTHI COOBITHS

Monayns nnTerpanum,
Muunuarop, Kommerorep,
Crioco6 ayTeHTHpHUKALNH,
Ornucanue omuoOKH,

IIpunoxenune

[Tone3oBarens, [Ipunoxenne,

Ommnbka

ITonb3oBarens, [lpunoxenne,

Ommnbka

[lone3oBarens, [Ipunoxenne,

Ommnbka

ITonb3oBarens, [Ipunoxenne,

Omnbka

[lone3oBarens, [Ipunoxenne,

Ommnbka
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HpI/I‘II/IHLI BO3HUMKHOBCHUA

Heycriemnast momnbITka oTIIpaBky push-
YBEJIOMJICHUS 110JIb30BaTEN0. Bo3MoXKHbBIE
npuunHel: [{eneBoil moap30BaTess ele He
3apErUCTPUPOBAIT ayTeHTH(UKATOD , THOO ISt
npoBaiiiepa cpaboTana aBTOMaTHIECKast
3amura ot ciama. Cepsep Indeed Key (IKS)
HenocTyneH. B kondurypanum ykazaxn
HEBaJMIHBIN WM HEpa3pelnMBblii afpec
noaxtoueHus k IKS. Ionp3oBarens He
3apEerHCTPUPOBAT Ay TEHTU(DUKATOD.
Paznuuaercs 3nauenne Trusted Id B
koH(uryparyu npoBaiigepa Indeed Key u B
koHpuryparmu IKS. B IKS mis ctpoku
noakiroueHus K bJl yka3aHbl HeBepHBIE JTOTHH

WM apoJib.

Heycnennas nonsITka OTIPaBKYU 3apoca Ha
ayTeHTH(HUKAINIO Ha YCTPOICTBO
HoJb30BaTeNs. Bo3MOXKHbIE IPUUUHBIL:
YdeTHas 3amKCh N0JIb30BATENS OTCYTCTBYET B
6a3e naHHBIX. IIOBpEXXAEHO XpaHUINIIE

JTaHHBIX.

HeycreriHas momsITKa OTIPAaBKHU 3ampoca Ha
PETUCTpALMIO MONB30BaTeN 1. Bo3MOXHBIE
npuurHbl: OTCYTCTBYET CETeBast CBSI3HOCTD
Mmexay cepsepom Indeed Key u cepBepom 6a3zbr

JTaHHBIX.

Heycnemnas nonsiTka OTIpaBKYU 3apoca Ha
YCTAQHOBKY CepTU(UKATa Ha YCTPOUCTBO

IIOJIB30BAaTECIIA.

HeycneniHoe 3aBepiieHune npouecca
perucTparyy noab3oB8arels. Bosmoxkubie
npu4arHEL: [Top30BaTeNIh CAMOCTOSTEIIBHO
OTKJIOHHJI 3aIIPOC Ha PETUCTPALHIO B
MoomTsHOM nproxkeHnn Indeed Key mocie

ckanupoBanusi QR-koza.

Heycnemnas monsITKa yaaneHus
noJb3oBaress. Bo3Mo)KHbIE IPUYNHBL:
I1esieBoii ONB30BaTENb OTCYTCTBYET B 0a3e

JaHHBIX. HOBpe)K)IeHO XpaHUIMIIEC JaHHBIX.



ATpuOyTBHI COOBITHS

®daiin, Ommoka

®daiin, Ommoka

Monyns naTerpanumy,

Muunuarop, Kommnsrorep,

Crioco6 ayTeHTH(HUKALINH,

Onucanue onmMoOKH,

IIpunoxenne

Kon Texkct cooOLeHUs
Omnbka oTKpbITUS (haiina 6a3bl
2109
JTAHHBIX.
Omnbka coxpanenus aitna
2110
0asbl JaHHBIX.
OmnOKa Ipu MOMBITKE
2111
OTIpaBUTh coolIeHue Express.
OmmbKa perucTpannuy KOHTaKTa
2112
Express.
[Tpenynpexnenne
Kon Tekcr cooOLeHus
OxHo cpaBHenus OTP B
ayTeHTU(HUKATOPE MOTH30BATENS HE
3000 . .
COBIIQIACT C HACTPOHKAMH IIpOBaiiiepa
ayTCHTHU(HUKALINH.
Oxkno cuaxponnzanuu OTP B
Sl ayTeHTU(HUKATOPE MOTH30BATENS HE
COBIAJAET C HACTPOHKAMU MpoBaiiaepa
ayTeHTU(UKAIHH.
ITonb3oBarens 3a010KUPOBAT
3002  MoOuIbHOE YCTPOUCTBO Ha CEpBEpE

Exchange.

ITonb3oBarens, Muumnuarop,

Ommcanne ommnbku, Email

ATpHUOYTBI COOBITHS

Crioco6 ayrenrudukanuu, l{eneBoit
TI0JTb30BAaTENb, 3HAYCHHE TIPH

peructpanyu, Texyiiee 3HauYCHHE.

HpI/I‘II/IHLI BO3HUKHOBCHHUA

HeycriemHast monbITKa MOIYYIUATH JOCTYII K
JIOKaJIbHOMY (paiimy 0a3bl JAHHBIX Kell-
cepBepa. BoaMoxxHbIe puarHb: OTCYTCTBYIOT

MpaBa JIOCTyIa Ha YTeHue (haiina 6a3bl TaHHBIX.

Heycnemnas nonsITka OOHOBUTH WITH 3aIHCaTh
JIAHHBIC B JIOKAJIBHBIN (haiin 0a3bl TaHHBIX Kelll-
cepBepa. Bo3mokHbie npuunHbl: Daiin 6a3b
JTAaHHBIX 3a0JIOKMPOBAH Ha 3aIlUCh.

OTCyTCTBYIOT TIpaBa Ha U3MEHEHHE (aiina.

HeycnemHas{ TMONBITKA OTIIPABKH C006HI€HI/I${
MOJIb30BaTe0. BO3MOXKHBIS IPUYHHBI:
HeKOppeKTHBIe napaMeTpbl HOAKIIIOYCHHUS B

KOH(UTypaIuu npoBanaepa.

Heycnemnas nonsiTka perucTpaluy KOHTaKTa.
Bosmorknble npuunsel: Onmrdka IpoBepKU
HOIMHHOCTHU U JOBEPUS MEXKIY

KOMIIOHCHTaMMU.

HpI/ILII/IHLI BO3HUKHOBCHHUSA

HecootBercTBre (hakTHUECKOTO
okHa cpaBaenuss OTP ¢ 3amanHBIM

OKHOM CpaBHCHUA.

HecootBercTBHE (haKTHUECKOTO

Cnoco0 ayrenrudukanun, Liexeoit

oxHa cuHxpoHu3zanuu OTP ¢

IIOJIB30BATECIIb, 3HaueHue npu

3a/IaHHbIM OKHOM

perucrpanuu, Tekyliee 3HaUCHUE.

Wnunmarop, Unentudukarop

YCTpOICTBA.
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CHUHXPOHU3AIINHN.

VenenrHas momnsiTKa

3a0JI0KHPOBATH YCTPOKICTBO.



CoObrtus Indeed Key Server

() HMHOOPMALUS

[IpocmoTp xypHana coObITHII BO3MOXKEeH Yepe3 pocMmotp EventLog Windows (mipu ucnons3oBannu xpanuiuina Windows)

WIN CTOPOHHUMU cpencTBaMu uepe3 SQL (mpu ucnons3zoBaHuu xpanunuma SQL).

Kon

1000

1001

1002

1003

1004

1005

2000

2001

2002

2003

2004

Kareropus

Wudopmarus

Hudopmarus

Wndopmarys

Wudopmaryst

Wudopmarus

Wndopmarys

Ommbka

Ommoka

Omuoka

Ommbka

Omunbdka

Cepauc

Indeed
Key

Indeed
Key

Indeed
Key

Indeed
Key

Indeed
Key

Indeed
Key

Indeed
Key

Indeed
Key

Indeed
Key

Indeed
Key

Indeed
Key

TexkcT cooOIEeHHs

3ampoc Ha ayTeHTH(HKANUIO Homb3oBaTens {userLogin} ormpasnen. [Ipuioxenne:
{appld}

3arnpoc Ha perucrpanuio nonb3oBarens {userLogin} ornpasien. [Ipunoxenue: {appld}

O0paboran orBeT nonb3oBarens {userLogin} Ha 3ampoc ayTeHTUDUKALMIH.

Ipunoxenue: {appld}. Pesynbrar: {state}. Coobmienue: {message}

3anpoc Ha ycTaHOBKY cepTu(rKara moip30oBareito {userLogin} oTmpasieH.

[punoxenue: {appld}

Perucrpanus nonw3osarens {userLogin} ycnemiHo 3aBepiieHa. [Tpuinoxenue: {appld}

VYnanenue nons3osarens {userLogin} ycnemHo 3aBepuero. Ipunoxenue: {appld}

OummbKa mpu OTHpaBKe 3arpoca Ha ayTeHTHUUKALIUIO TToJib30oBarels {userLogin}.

Ipunoxenne: {appld}. Ommoka:

Omnbka pu OTIIPaBKe 3alpoca Ha pEerUcTpaluio nosub3osarens {userLogin}.

Ipunoxenue: {appld}. Ommoka:

Omrbka mpu OTIIpaBKe 3ampoca Ha YCTaHOBKY CepTU(HKATA TOJIb30BATEIII0

{userLogin}. [Tpunoxenue: {appld}. Omnodka:

Ommbxka npu peructpanuu noias3oparens {userLogin}. [Mpunoxenue: {appld}.

Ommbxa:

Ommbka npu ynaneHuu nosb3oparens {userLogin}. [Tpunoxenue: {appld}. Ommuoka:
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Pomu

JIaHHBII pa3elt CONePKUT TaOIUIIEI POJIeH U IpaB CICAYIOMINX IT0Ib30BaTeNeH:

e AIIMMHHUCTPATOpP — IOJIHBIM JOCTYI KO BCeM (DYHKIMSAM U HACTPOHKAM CUCTEMBI,
¢ OmepaTtop — mpaBa TOJIBKO Ha M3MEHEHHE HACTPOECK ITOJIb30BaTeNIel H YCTPOUCTB ayTeHTH(DUKAIIHH,

L4 HHCHeKTOp — JIOCTYII HA YTCHUEC BCCX TAHHBIX U HACTPOCK CUCTCMBI.

[Tomtrku
Onepanust Anmunuctparop  Omeparop  HMucnekrop

IIpocmoTp monutuku v v v
Co3naHne MOTUTHKH
‘VnaneHue noJuTHKH

PeZ[aKTI/IpOBaHI/Ie IOJIMTUKH

v
v
v
v

X X X X
X X X X

KOHI/IpOBaHI/Ie NOJIMTUKH

Wndopmarys

<

Hoctyn k pasneny Uudopmarus

<
<
<

ITpocmotp uH(OpMALMK O TOJUTUKE

<
<
<

IIpocMoTp KOIMUYECTBA IPUITOKEHUN

IIpunoxenus

Hoctyn k pasneny [Ipunoxenus

IIpocmoTp Beex mpuitoskeHui

Jlo0OaBiieHue MpuioKeHus

NN
X X < «
X X < £

Vnanenue TPUITTOKCHU A

anaBneHHe MPUJTIOKCHUEM B ITOJIUTUKE

<
<
<

IIpocMmoTp MHGOPMAIIHT O TIPHIOKEHHT
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Ornepanmst Anvunuctpatop  Omnepatop  HMucnexTop

W3mMeHenne nHGOpMAIUU O TIPUIIOKECHUU v/ v/ X
JloGaBneHne TPUIIOKECHUS v X X
Vnanenue npuIoKeHUs v’ X X

VYnpasieHue KemupoBaHUEM IPUIIOKECHUS

IIpocmoTp HacTpoOeK KemupoBaHUS v’ v v
BrtroueHue/BhIKITFOYCHNAE KEITHPOBAHUS v v
M3MeHeHne HaCTpOeK KeIMpPOBaHUs X

VYnpasneHue MeTogaMu ayTeHTU(HUKALN TPHIOKEHUS
TIpocMOTp JOCTYITHBIX METOIOB ay TCHTU(UKAIINN v v v
W3MeHeHne TOCTYIMHBIX METOI0B ay TeHTH(OUKALIUH v v X

O0nacTh neicTBus

Hocryn k paszaeny O0nacTh neiicTBUS v/ v v
Jlo0aBjieHHe MOJIb30BaTENIs v

Vnanenue mnoyib3oBaTesis v

AIMUHUCTPATOPHI

Hoctyn k pazneny AAMUHHACTPATOPHI v X v
JloGaBneHne aIMUHHCTPATOPA v X X
Vnanenue agMuHUCTpATOPA v/ X X
Jlunensuun

Hoctyn k pazneny Jlunensuu v X v
IIpocMoTp HUCTONB3yEeMbIX JTUIIEH3UI X
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Ornepanmst Anvunuctpatop  Omnepatop  HMucnexTop
M3menenne KoamdecTBa JOCTYIMHBIX JTUICH3UI v X X
VYipasieHue NpruOPUTETOM TOTUTHKH

IIpocmoTp mpropuTeTa MOJIUTHKI v/ v v

H3menenne IIPUOPUTETA IMOJIUTHKH x x
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KonduryparmoHHsie (hanbl

B criemyromeii Tabnuie yka3aHO pacroiokeHne KOH(OUTYPAIMOHHBIX (haiiloB KOMITOHEHTOB Access Manager.

/\  BAXKHO

He m3MeHsiiTe 3Ha9eHUs KOH(DUTYPALMOHHBIX (ailiioB 6e3 HeobxoanmocTH. HenpaBuibHas KOHGHUIYpanus MOXeT IPHBECTH

K HEpaboTOCTIOCOOHOCTH KOMITOHEHTA.

KommoneHT KoHn(urypanuonssrit dain

OcHoBHas KOHGUTypaLus

am/ls/app-settings.json

Konguryparnust xpanunuina Log Server
am/ls/clientApps.config

Log Server
XpaHunuie coObITHIH

am/Is/targets/DbTarget 0.config (Ha3BaHUE TI0 YMOIYAHUIO)

Xpanunuiie coowituit B SysLog

am/ls/targets/TargetSyslog 0.config (Ha3BaHNE 10 YMOIYaHUIO)

OcHoBHast KOHGUTYpaLys

am/core/app-settings.json

Hactpotiku ayTeHTH()UKAIIUH 110 JOMECHHOMY MapOIT0
Core Server o o
am/core/initial-settings.json

Wmuranus peectpa Windows

am/core/server-registry.json
Management Console am/mc/app-settings.json
User Console am/uc/app-settings.json
Key Server am/indeed-key/app-settings.json
Identity Provider (IDP) am/idp/app-settings.json

ITepemennsle okpysxkenust FreeRADIUS
freeradius/.env

FreeRADIUS Extension
Kouguryparust RADIUS-kiuenToB

freeradius/clients.conf
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Komnonent

LDAP Proxy

SMS Proxy

Telegram Provider

Express Provider

ITepemennblie okpyxeHus Access

Manager

Mobile Device Provisioning

Windows Authentication Reverse
Proxy (WARP)

Kon(urypanuonHslit daiin

am/ldap-proxy/app-settings.json

am/sms-proxy/app-settings.json

am/telegram-service/app-settings.json

Kon¢urypanns Express Service

am/express-service/app-settings.json

Kongurypanus Express Bot

am/express-bot/app-settings.json

am/.env

C:\inetpub\wwwroot\am\mdp\app-settings.json

C:\Program Files\Indeed-Id\Indeed-1d WARP\app-settings.json
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