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o Cpok gencreus

JInueHsusa Ha AAPM

e HasHaudeHue n ocsoboxaeHune

o Cpok gencrteus

NuEeH3nst Ha NPOW3BOSIbHbLIE PECYPChI
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o OcBoboxaeHve

o Cpok gencrteus

O6wwmin NnaH BHeagpeHUs

e [logroToBka MH(ppaCTpyKTypbI
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o NFS-xpaHunuwie
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¢ 3anyck macTtepa

o CueHapui

o Cxema xocToB
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e basbl gaHHbIX

o XpaHunuuie gaHHbIX

o KaTtanoru nonb3oBarenemn
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o Cekums ldentitySettings
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o [lonutnkn 6esonacHoCTN cepBepa AocTyna
e Hactponkn 6e3onacHocTn cepBepa gocryna
¢ CwmeHa kniova wugposaHusa 6 PAM
PesepBHble y4eTHble 3anucu



LLndpposaHmne naponen n cekpeTos
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o CHATME WwungposaHus
e WndgpposaHune
dunsrpauusa npoueccos n C
e 3anpert 3anycka npoLeccos
e 3awuTa KpUTUYHbIX hansios
LLndpposaHmne maTepunarnos ceccumn
Monuntnkmn 6esonacHoOCTM cepBepa JocTyna
e HasHadeHue npae nonb3oBaTens
o [lapameTtpbl 6e3onacHoCcTH
e Y4yeTHble 3anucu
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o CeteBas 6e30nacHoOCTb
o 3aBepLueHue paboTbl
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KypHan cobbiTnin

CuncrtemHble cnyxosbl

dannosas cucrema

» %SystemRoot%\System32\config
¢ %SystemRoot%\System32\config\RegBack

Peectp

e MACHINE\SOFTWARE

e MACHINE\SYSTEM

o MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg
KoHdurypaumnsa paclumpeHHoOn nonnTukn ayauta

o Bxop yyeTHoun 3anucu
e YrnpasneHve y4eTHbIMW 3anucsamm

e Bxopn / Beixog



HocTtyn kK o6bekTam
VI3MeHeHne nonmnTuku

Mcnonb3oBaHue npuBunerin

Cucrema

o AOMUHUCTPAaTUBHbIE LLIABMOHBI

o [logknoveHus

¢ [lepeHanpaBrneHne yCTPOMUCTB N pecypcoB
o Cpepna yoaneHHbIX CeaHCoB

e be3onacHocCTb

e OrpaHu4eHne ceaHCOoB MO BPEMEHN

¢ BpemeHHble nanku

Mopsgok nmnopTa NonnTUK

HacTponkun 6esonacHoCT cepBepa gocTtyna

MprMeHeHe HacTPOEK C MOMOLLbIO YTUNUTI
MpoBepka ycnewHoro NpMMEHEHNs HAacTpoek 6e3onacHOCTM cepBepa AoCTyna

MprMeHeHe HacTPOEK BPYYHYHO

CwmeHa kntova wudgposaHusa b PAM

CepBucHble onepaunm

CepsucHble onepauun ans pecypcos Windows
e HacTtponka JOMEHHOM YYETHOW 3anncu B Ka4eCcTBe CEPBUCHOMN
e HacTtponka nokanbHOW y4eTHOW 3arnucu B Ka4ecTBe CEPBUCHOMN
e Hactponka Indeed PAM Core onsi BbINONMHEHUS CEPBUCHbIX Ornepaunini 0T UMEHU NoKasibHbIX YY4ETHbIX
3anucen pecypca
o Hactpowka TrustedHosts
CepBucHble onepaumm B cny>de katanoros
e HacTtponka cepBMUCHOM y4ETHOWN 3anucu
CepBucHble onepaunm ansa pecypcos Linux
o Co3gaHune 1 HacTpoKrka CepPBUCHOM YYETHOM 3anmcu
e HacTponka rpynnbl NpUBUIIErMPOBaHHbIX YYETHbIX 3anncen
KoHconb agmuHucTpaTopa
MepBbIn 3anyck
HacTtponka nonutuk
HacTtpoika nogkntoueHms nonb3oBarenen no SSH-knwo4vam
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Pabota c PostgreSQL Proxy

KoHconb agMmnHucTpaTopa

Pernctpauus ayteHTupmkatopa



e Bxop
o CwmeHa napons
e Bbixoa
MepBbIN 3anyck
o [lo6aBneHune TekyLero JomeHa
e HacTtpownka Tekywero gomeHa
¢ [loGaBneHune 1 B3ATUE NOS KOHTPOSIb YYETHbBIX 3anucen
o [loGaBneHne He JOMEHHbIX PECYPCOB
HacTtponka nonntuk
e YnpaBneHue nonnutukamm
¢ [loGaBneHne HOBOW NOSIUTUKM
o O6wasa nHdopmauus
e Pasgenbl NONUTUKU
e OOnacTb gencTeunsa
o Co3gaHue Konum NONUTUKN
e YganeHue nonuTukn
¢ 13meHeHune npuopuTeTa NoNNTUKN
o Paspenbl nonntunk

e YyeTHble 3anucu

Mokas YYE€THbIX OaHHbIX

3apaHue YYETHbIX AaHHbIX

lMpoBepka 1 CMeHa y4eTHbIX AaHHbIX

TpeboBaHus K reHepaTopy naponen

TpeboBaHus K naposo Ans py4yHoro BBoAa
Ceccum

e OOLee
o ApTedakThl

» OTnpaBka TEKCTOBOrO fora no syslog

Gateway n SSH Proxy
e RDP
e SSH
 [loBbllWeHe NnpuBmUnNernm
o PaspelueHHble 1 3anpeLleHHble KoMaHabl
e [lepenaya gaHHbIX
HacTponka nogkntoyeHus nonb3oBarenen no SSH-knwoyam
e [lpeaBapuTernbHble TpeboBaHUSA
¢ [lony4eHne n gobaBneHne Knoyen
¢ [lonb3oBatenu



[pynnbl nonb3oBaTenen
Pecypcbl
Cnyx6bl

lpynnbl pecypcoB
YyeTHble 3anncu
[omeHbl
CtpykTypa
PaspelueHus
3anpochkl ceccum
AKTMBHbIE ceccumn
Bce ceccuu
CobbiTua
YBegomrneHunsa
KoHdourypaumsa
Ponu

MpunoxeHns

Nonb3oBatenu

Hantn nonb3osatens

CospgaTb BHYTpPEHHero nosb3oBaTers
Mpodunb nonb3oBatens
PenaktupoBaTb AaHHbIE B Npodurie
Bbibpatb nonuTuky

HactpouTb ayTeHTUdMKaTop

e [lo6aBntb SSH-knto4

o 3apgaTtb ayTeHTUMKaTOp
[obaBuTb paspelueHne

[o6aBuTb 1 yaanuTb U3 rpynnbl
3apgatb, COpOCUTb UK 3anNpocuTb Naporsb
3abnokupoBaTtb 1 pa3dbnokmpoBaTb
Yoanutb nonb3oBarens

lpynnbl nonb3oBaTenen

Cospgatb rpynny nonb3osatenen PAM

CosgaTb rpynny nonb3oBaTternen n3 crnyobl kKaTanoros
Mpodpune rpynnbl

[oGaBuTb Nonb3oBaTenen B rpynny

Hob6aBuTb paspeLleHns

CrHXPOHM3MpPOBaTh rpynmbl NoNb30BaTeNen ¢ Katanorom
BbibpaTb nonutuky



e Ypanutb
Pecypcbl
e [louck
¢ BbICTpbIN NoncK
¢ PaclmpeHHbI nonck
¢ [Mpodunb pecypca
¢ [loGaBuTb pecypc B rpynny
o [lo6aButb cnyxoy
¢ BbibpaTb nonutmky
[obasneHune pecypcos
o [loGaBneHue pecypca Bpy4HYO
o [loGaBneHune pecypcoB 13 canna
¢ HacTtpownka nonb3oBaTenbCKoro NogKMIOYEHUS
e Hactponka RDP-nogkntoyeHns
e Hactponka SSH-nogkntoyeHus
e HacTpoWnka KIMeHTCKOro NOAKNo4EeHNS
e Hactponka Beb-ceccun
o Hactponka nogkntoyenus Kk CYB[
HacTponka cepBUCHOIo NOAKIYEHNA A5 pecypcoB
o [loGaBneHune y4yeTHbIX 3anucemn
e Hactponka cepsucHoro nogkntodenms ansa OC Windows
e Hactpownka cepBucHoro nogkntodeHust anst OC *nix
e HacTtpoika cepucHoro nogknioveHmsa ans CYb MS SQL Server
e Hactpowka cepBucHoro nogkntodenus ans CYbB[ OracleDB
e HacTtponka cepBucHoro nogkntodeHnsa ans CYB[ PostgreSQL nnn PostgreSQL Pro
¢ HacTtpomnka cepBucHoro nogkniodeHna ans CYb MySQL
e HacTtponka cepBucHoro nogkntodeHnsa ans Cisco I0S
¢ HacTtpomnka cepBucHoro nogkntodeHnsa ans Inspur BMC
Onepauun Hag pecypcamu
* PepaktnpoBaHue pecypca

[obGaBneHve n yoaneHue Teros

YnaneHue cBsi3aHHbIX CYLLIHOCTEN

[lo6aBneHne nonb3oBaTeNbCKOro NOAKNHYEHUS

[ob6aBneHne y4yeTHOM 3anncu
e [laponb 1 SSH-kntoy

e Hactpowka napons

e Hactpownka SSH-kntoua

MpoBepka CoOeAMHEHUS C PECYPCOM



o CUHXpOHM3aums
o bnokuposka
e YpnaneHue/BoccTaHOBMNEHUE pecypca
e YpnaneHue pecypca
¢ BoccraHoBneHue pecypca
MaccoBble onepauun Hag pecypcamm
¢ HacTponka cepBMCHOIO NOAKNIOYEHNS

MpoBepka coeanHeH s C pecypcom

YnaneHve pecypcoB

YcTtaHoBKa NOMUTUKA

YcTaHoBKa nogpasgeneHna

[lobaBneHue Teros
MpoBepka oTnevaTkoB krntoden SSH-cepeepa
o [penBaputenbHble TpeboBaHUs

Pexxnmbl 3anonHeHnst otnevyaTkoB

Bbi6op pecypcoB ans AoGaerneHns oTnevaTkoB

[lo6aBneHne oTneyaTkoB

o [loGaBneHne oTne4yaTkoB BPY4YHYHO

o [loGaBneHue oTnevyaTkoB aBTOMaTUYECKN

o [lo6aBneHune otrnevyaTKoB rpynnoBoKn onepauunen

[ononHuTtenbHas nHgopmaumsa o padorte otnedatkoB SSH-kntouen
Cnyx6bl
 [MpenBapuTenbHble TpeboBaHMs
o [loGaBneHwue cnyx6
o PepaktupoBaHue cnyx6
¢ CmeHa naponen cnyxo
e YcTaHOBKa napons B crnyxbe
 [epesanyck cnyx6
o [lonck cnyx6
e BbicTpbInt Nnounck
e PaclumpeHHbIn nonck
o [louck yganeHHbIx crnyxo6
¢ cnpaeneHue owmnbok B paboTte cryx6
* YaoaneHue cnyx6
Mpynnbl pecypcoB
e Hantn rpynny
e [lo6aBuTtb rpynny
¢ [Mpocounb rpynnbl



e [1o6aBuTb paspeLueHne
e Ypanutb rpynny
YyeTHble 3anucu
e [louck
e BbICTpbIN Nouck
e PaclmnpeHHbIn nonck
¢ [1pocunb y4eTHOM 3anmcu
o [lo6aButb cnyxoy
¢ BbibpaTb nonutmky
[ob6aBneHne y4yeTHOM 3anucu
e [laponb 1 SSH-kntoy
e HacTtponka napons
e Hactponka SSH-kntova
Onepauun Hag y4eTHbIMU 3annCAMU
e PepaktupoBaHve y4eTHOW 3anucu
o [logTBepxaeHne y4yeTHOM 3anuncum
e BoccrtaHoBneHue napons nnu SSH-knwoya
o [lpoBepka napons nnn SSH-knto4va
o CwmeHa napons
o CmeHa napons rno pacnucaHuio
¢ CmeHa SSH-kntova
e YpaneHue Heynpaenaembix SSH-knoyen
o CUHXpOHM3aums
o brnioknposka
e WrHopupoBaHue
e Y[paneHue y4yeTHOM 3anucum
o BoccTtaHoBneHue yyeTHOW 3anmncu
MaccoBble onepauumn Hag y4eTHbIMW 3anncsamm
e [logTBepxaeHne
o [lpoBepka napons nnn SSH-knto4va
e brnoknposka
¢ WrHopupoBaHue
e YnaneHue
[omeHbI
e Hantn gpomeH
e [lo6aBnTb JOMEH
e [lpocounb gomeHa
¢ HacTpouTb cepBUCHOE NOAKNIOYEHUS OS5 LOMEHOB



e [106aBuTb y4eTHYIO 3anncb

e [lpoBepuTb coeguHEHNe ¢ JOMEHOM
o [106aBUTb KOHTEWHEP ANSA pecypcoB
o [loGaBuTb rpynny 6esonacHoCcTu

¢ CUHHXPOHU3UpoOBaTb

e mnopTtmpoBatb pecypchl

¢ BblbpaTb nonuTuky

e YpanuTtb JOMEeH

e BoccTtaHoBUTb JOMEH

CtpykTypa

e Buabl nogpasgeneHumn

¢ JlokanbHbIN agMUHUCTPATOP

¢ BknoyeHne paboTbl ¢ nogpasgeneHnsamm
o CosgaHuve paspelueHun

e [louck paspeLueHui

o Onepauuun Hag paspeLleHnsIMm

+ MaccoBble onepauun Hag paspeLleHns Mun
CosgaHuve paspelueHun

e [logpasneneHue

¢ [lonb3oBarernb

e Pecypc

¢ Y4yeTHad 3anncb

¢ OrpaHuyeHnss BpemMeHu

¢ [lapameTpbl paspeLueHuns

Mouck paspeLueHuni

e bBbiCcTpbIN Nonck

e PaclumpeHHbIn nonck

Onepauuun Hag paspeLLeHnamMm

o KonuposaHue

e OT3bIB

e [lpuocraHoBka

o BosobHoBneHue

Maccosble onepauuu Hag paspeLlueHusaIMu
e OT3bIB

¢ [lpnocraHoBka

o BosobHoBneHne

3anpochbl ceccui

¢ [louck 3anpocos



e BbicTpbInt Nnonck
e PaclmpeHHbIn nounck
e DyHKUMKM 3anpocoB
o [loaTBepxaeHue 3anpoca
o OTKNOHEeHMe 3anpoca
¢ [Mpodunb 3anpoca
AKTUBHbIE Ceccun
Bce ceccun
e Hantu ceccuto
o CkavaTb XypHan ceccum
¢ [lpepBaTb ceccuio
¢ OBHOBUTL ceccuto
e [lpocMOTpeTb 1 cKkavaTb form ceccum
CobbITusA
e [lonck cobbiTui
¢ BbICTpbIN NoncK
e PaclmpeHHbI nonck
¢ Bbirpyska cobbitun B chann
YBegomneHus
¢ [lpegBaputenbHasa HacTpourka
e HacTtpownka yBegomneHun
e YpaneHuve rpynn nonyyarenen unm paccbiriok
KoHdurypaums
¢ CuUCTEMHblE HAaCTPOWKN
¢ 3agaum no pacnmcaHuio
e Bupeo
o Ceccun
o [logkntoyeHus k Gateway
o RDP Proxy
o PostgreSQLProxy
o Hactponku SSH-nogkno4eHnn
¢ Syslog
e AyTeHTudukauus nonb3oBarenemn
« Bbnokuposka nonb3oBaTenen
o TpeboBaHus K NaponsiM BHyTPEHHUX NOfb30BaTeNemn
o AyTeHTudukauuna no SSH-knovam
¢ [lonb3oBarernbckoe NoaknioveHne

e [loGaBneHmne cobCTBEHHbIX TUMOB NOMb30BaTENbCKNUX NOAKITHOYEHUIN



o CepBUCHOE NOAKMNHYEHNE
o [lo6aBneHne cobCTBEHHbLIX TUMOB CEPBUCHLIX NOAKMHOYEHN
e [logroToBka (pansioB KOHHEKTOPOB
¢ PepaktnpoBaHMe COBCTBEHHLIX TUMOB CEPBUCHBIX MOAKMHOYEHUI
e [TpocMOTp KOOa CKpunTa KOHHEKTOpa
e YpaaneHune cobCTBEHHbIX TUMOB CEPBUCHbLIX MOAKMHOYEHNI
o 3arpyska wabnoHa SSH-koHHeKTOpa
o CeTeBble pacnonioXxeHns
o Tern
e MOHUTOPWHI
e JlnueHsuu
¢ [lony4eHwne
e [lo6aBneHue
e YaaneHue
YkasaHve onntenbHOCTU cermeHTa Buaeo npu 3anucn RDP-ceccun
Pa6bota ¢ Connector Creation Tool
e [lpeaBapuTernbHble TpeboBaHUSA
¢ [logroToBka
e OTnagka
¢ YnakoBka
o CTpyKkTypa
¢ CnpaBOYHMK KOMaH[,
e new
e pack
e hash
e run
Ponu

¢ [lpegBaputenbHaa HacTpourka

[MpenycTtaHoOBEHHbIE PO

Co3gaHune HOBbIX pornen

[ob6aBneHne nonb3oBaTenen B cCOCTaB pPonu

YnaneHue ponen

MpunoxeHna

Beirpyska naponen

¢ PepakTpoBaHue KoHurypaunoHHoro gavna
e 3anyck yTunuTbl

Pabota c PostgreSQL Proxy

e Hactpownka knnenta CYB[



BsaumopencTteue yepes SSL

YkasaHue agpeca PostgreSQL Proxy B PAM
OTkpbiTHe ceccun Yepes PostgreSQL Proxy
MpocMoTp TekcToBbIX Nnoros SQL-ceccumn
OrpaHunyeHus

KoHconb nonb3oBarens

MopkntoyeHue K pecypcy

JononHutenbHble YTUNNTDI

AyTteHTudukaums B SSH Proxy no SSH-kntouy

KoHcornb nonb3oBaTend

3apernctpmpoBaTb ayTeHTUdMKaTOP
BoiTtn B KOHTpOnb

CMeHnTb Nnaponb

Onepaunv Haa pecypcamu

JInyHble nanku

Mounck

Onepaummn Hag y4eTHbIMMK 3anmMcsimMm

Mownck

MpocmoTp napons n SSH-kno4a
CwmeHa napons n SSH-knto4a
RDP, SSH n SQL nogknto4eHne
SCP u SFTP nogknto4yeHune

RDP, SSH n SQL nogknto4eHne

MopgkntoyeHne k pecypcy no RDP
MogknoyeHne K W3y goctyna
MoakntoveHne k SSH Proxy
MoakntoveHne k pecypcy no SSH
MoakntoveHne k pecypcy Yepes PostgreSQL Proxy
MogkntoyeHre K Npon3BOIbHOMY pecypcy
3agaHve napons npy NOAKMYEHUN
3aBepLueHne ceccum

KomaHaHas cTpoka

WinSCP

FileZilla

KomaHgHas CTpOKa

ScP
SFTP
PSCP



e PSFTP
WinSCP
o [logkntoyeHue yepes W3 gocTtyna
o [logkntoveHne HanpsiMyto K pecypcy
FileZilla
o SFTP nogknioveHune K pecypcy
¢ Wcnonb3oBaHne PamSu
e Paborta ¢ AAPM Console Tool
¢ Indeed PAM Desktop Console
Wcnonb3oBaHne PamSu
Pabota c AAPM Console Tool
e HacTponka KOHCOMNbHOW YTUIUTI
¢ lcnonb3oBaHne KOHCOMbHOW YTUMNUTBI
Indeed PAM Desktop Console
AyteHTndukauusa B SSH Proxy no SSH-kntouy
¢ Knto4 B TekCTOBOM (hopmate
e [eHepauus kntoya ytunuton ssh-keygen
e [eHepauusa kroya ytunuton PuTTYgen
o Ceptudumkar X.509
¢ [lpobnemsl c cepTudrkaTom
e Jlorn
o TexHnyeckasi nogaepxka
Mpobnembl ¢ cepTudunKaTom
o KopHeBow ceptudukar YL
o Ceptudumkar cepBepa
o Ceptudmkart cepepa goctyna RDS
o COop noroB cepBepHbIX KOMMNOHEHTOB
o C60op NOroB KNMMEHTCKUX KOMMOHEHTOB
e COop NporpamMMHbIX JIOroB
C6op noroB cepBepHbIX KOMMNOHEHTOB
e YpOBHM NOrMpoBaHus
o CO6op noros ckpunTa yCTaHOBKM
e C6op noros Indeed PAM Core
e CO6op noros Indeed PAM IDP
¢ C6op noros Indeed PAM Management Console
e Co6op noroe Indeed PAM User Console
o C6op noros Indeed PAM Log Server
o C6op noros Indeed PAM Gateway Service



C6op noros Indeed ProxyApp

C6op noros Indeed PAM SSH Proxy

C6op noros Indeed PAM PostgreSQL Proxy
C6op noros Indeed PAM RDP Proxy

COop noroB KNUEHTCKNX KOMMOHEHTOB

e Co6op noroe Indeed PAM PamSU

o C6op noros Indeed Desktop Console

C6op nporpaMMHbIX NOros
¢ Indeed-ld GetlLog
o [logkntoyeHune K KoMnbrTepy
e OcHOBHbIE AENCTBUSA
e [lononHuTenbHbIE HACTPONKK
o C6op noros 13 6paysepa
TexHnuyeckasa nogaepxka
o CobbiTns
o [MpuBuneruu
o CootBeTtcTBMe aTpmnbyTOB KaTanora nonb3oBartenen n1 PAM
CobbITus
¢ VHdopmaums
e Owwnbka
¢ [MpenynpexgeHue
MpuBunernn
CootBeTcTBME aTpmnbyToB KaTanora nonb3osatenen n PAM
¢ Active Directory, Samba DC n RED ADM
e ALD PRO u FreelPA
e OpenLDAP
NcTopusa Bepcun
e 3.2
e 3.1
e 3.0
e« 2.10
29
2.8



O npoaykre

O HoBOCTb

HocTynHa HoBas Bepcusa npoaykta — Indeed Privilege Access Manager 3.3.

Cewnyvac Bbl NpocmaTpmBaeTe AOKyMeHTaumo ans sepcum 3.2.

I'Iepexo,qvlTe NO CCbIIKE, YTOObI YnTaTb aKTyalibHYyO JOKYMEHTaUuIo.

MporpammHbin Komnrieke Indeed Privileged Access Manager (Indeed PAM) — npogykT Ans ynpasneHus
AOCTYMNOM MPUBUIErMpoBaHHbIX Nonb3osaTtenen kK T-cuctemam KoMnaHuw.

EaonHas Touka AOCTyna npusmniermpoBaHHbIX nonb3oBaTesien K LeneBbim pecypcam.
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TepMUHDI

O HoBOCTb

HocTtynHa HoBasa Bepcusa npoaykta — Indeed Privilege Access Manager 3.3.

Cewnyvac Bbl NpocmaTpmBaeTe AOKyMeHTaumo ans sepcum 3.2.

I'Iepexo,qvlTe NO CCbIIKE, YTOObI YnTaTb aKTyalibHYyO JOKYMEHTaUMuUIO.

KaTanor nonn3oBarteneu

O6nacTb goMeHa cnyxbbl kaTtanoros, n3 kotopon Indeed PAM nonyyaeT gaHHble 0 cOTpyaHUKax. Bo3amoxHa
paboTta C HECKOMNbKMMM JOMEHaMU CNy>Obl KaTanoros.

(D NPUMEYAHUE

MoopepxuBatoTcs cnegyowme cnyxbbl KaTanoros:

¢ Active Directory;

e FreelPA4.12.1 n Huxe;

o OpenLDAP 2.6 n Huxe,;

e ALD Pro 3.0 1 Huxe;

e« RED ADM 2.0.1 n Huxe;
e Samba DC 4.23 n Huxe.

B Indeed PAM Bepcuu 3.2 1 Bbilwe JocTynHa paboTa ¢ BHyTPEHHUMN nonb3oBaTensmn 6e3
NOAKMOYEHNS Crybbl KaTarnoros.

Nonb3oBaTtenu

CoTpygHUKK, YbM NUYHBIE YYETHBIE 3anuUcy BXoaAT B kKatanor nonb3oaTtenen. B Indeed PAM Bepcun 3.2 n
BblLLE eCTb ABa BMAa Nonb3oBaTenen:

e MOJ1b30OBaTe N N3 CJ'Iy)K6bI Katanora,


http://localhost:3000/privileged-access-manager/3.3/intro/
http://localhost:3000/privileged-access-manager/3.3/intro/

e BHYTPEHHME NOoNb30oBaTesn.

B Indeed PAM Bepcuu 3.1 1 HUxXe Nnoaaep>KMBartoTCs TONbKO Nofb3oBaTenu nua cryxobl katanora.

Y4yeTHbIE 3anucu

INokarnbHble y4eTHble 3anncu pasnnyHbIX CUCTEM U OMEHHbIE YYETHbIE 3anucy criybbl kKatanoros, OT
koTtopbix Indeed PAM nonyyun napone.

Pecypchbl

PasnuyHble cuctemsl, K KOTOPbIM Tpe6yeTc;| nony4ynTb OCTYN OT UMEHU YHETHbIX 3anunceun.

[oMeHbI

[lomeHbl NpeaHa3HayeHbl Ans nonyvYeHnsa n asTomartmnyeckoro gobaenenuns B Indeed PAM goMeHHbIX
KOMMbIOTEPOB N JOMEHHbIX YYETHbIX 3anunucen.

NMNoppaspeneHue

OpraHnsaumnoHHas eguHuua, Heobxogumas ans oobeguHeHus B Indeed PAM no dhopmanbHbIM NpuaHakam
nonb3oBaTenen, pecypcoB, YYETHbIX 3anMcen, paspeLleHnin gng ocTyna K 3almwaemMbiM obbektam u T.4.
lMoapasnenenus npeagHasHayeHbl Ans pasgeneHnsa nonHomounin agMmmHuctpatopos Indeed PAM, yto
NO3BOMSET BbINOMNHATL paboThl TONMBLKO B paMKax KOHKPETHOro nogpasaneneHust 6e3 BO3MOXXHOCTU
BMeLllaTbCa B paboTty apyrux agmuHuctpatopoB Indeed PAM.

XpaHunuuie gaHHbIX

[MpocTpaHCcTBO ANA XpaHeHus AaHHbIX U parnoB. B kavyecTtBe xpaHunuwy Indeed PAM mncnonbaytoTes:

o basa gaHHbix (CYB[) — ans 3anucu noros, y4eTHbIX U CEPBUCHbBIX LaHHbIX.

° MenmaxpaHmnmu.l,e — A4 XpaHeHunA BMaeosanncen, CHUMKOB 3KpaHa n Q)aVIHOB.



CepBuUCHOe nogkno4veHne

MoakntoueHne PAM 0o pecypca unm oMeHa Ans BbINONHEHUsi CepBUCHbIX onepauunii. CepBUCHbIe
NOAKIMHOYEHNS NO3BOMAT aBTOMaTUYECKM NPoBEPUTL Naporib SSH-kMYa U CUHXPOHN3UPOBAaTb YYETHbIE
3anucu 1 KomnbloTepsbl B cry6e katanoros. MoakntoyeHe BbINOMHAETCA C NOMOLLbIO CEPBUCHOW YYETHOM
3anucuy, KoTopas ykasaHa Ans pecypca unv aoMexa.

Takke gocTtynHo gobaBneHne coOOCTBEHHbLIX TUMOB CEPBUCHbBIX MOAKITHOYEHNNA.

NMonb3oBaTenbLCKoe nogkrnyeHue

dyHKLMOHaNbHass BO3MOXHOCTb pecypca, No3BosisioLLLas OTKpbiBaTb ceccum no npotokonam RDP, SSH,
Telnet, PostgreSQL, a Takke Web/Desktop-ceccun (RemoteApp 4yepes RDS). C nomoLLbto

nonb30BaTESIbCKOro nogkrnio4eHna MoXXHO yaarneHHO coBepLuaTb OencTBus Ha pecypce.

Pecypc MOXET nogaepXuBaTb OAVH UM HECKONBbKO TUMOB TakKMX NOAKIOYEHUN, BKITOHas COOCTBEHHbIE

TUNbI NONb30BAaTENbCKUX MNOAKMIOYEHUN.

Pa3pelweHus

MpaBo gocTtyna, NnpeaocTaBnsemMoe CoTpyaHUKY Ans paboTbl ¢ pecypcoMm. bes paspelueHus nonb3oBaTesnb

HE MOXEeT OTKPbITb CECCUIO.

NMonuntTukm

Ha6op onumit 1 orpaHUYeHunin, NPUMEHSIEMbIX K pa3nMyYHbiM OBGbeKTaM: Nonb3oBaTensiM, y4eTHbIM 3anuncsam,
pecypcamM unv JomMmeHam.

Hanpumep, ¢ NOMOLLbI0 HACTPOEHHbIX MOMUTUK MOXHO 3a4aTh Ans nonb3oBaTtens 3anpeleHHble SSH-
KOMaHAbl, 3anpalunBaTh NPUYMHBI ANS OTKPbITUS CECCUM UK OrpaHnynTbL paboTty Gydepa obmeHa mexay

paboymmM MECTOM U pecypcom.

[ns kaxgoro 0b6bekTa MOXXHO Has3Ha4YUTb TOMbKO OOHY NMOJIUTUKY.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#adding-new-connection-types-usr
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#adding-new-connection-types-usr

KOMMNOHEeHTbI

O HoBOCTb

HocTynHa HoBas Bepcusa npoaykta — Indeed Privilege Access Manager 3.3.

Cewnyvac Bbl NpocmaTpmBaeTe AOKyMeHTaumo ans sepcum 3.2.

I'Iepexo,qvlTe NO CCbIIKE, YTOObI YnTaTb aKTyalibHYyO JOKYMEHTaUuIo.

CepBep ynpaBneHus

Indeed PAM Core

LleHTpanbHbIN KOMMNOHEHT, peanu3yloLwumn noruky komnnekca Indeed PAM.
Cpepna BbINOMNHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (I1S)
e OC Linux — Docker — Web-cepsep Nginx

Cocras:
o Web-npunoxeHne — core
3apauu:

° YHpaBneHwe nonb3oBartendamu, npnBuUermpoBaHHbIM y4€THbIMU 3anncAamMmn, OOCTYNoM, NaposidMu.

Indeed PAM IdP

LleHTp ngeHtndukaumm nonb3osarenen n komnoHeHToB Indeed PAM.
Cpepna BbINOMHeHWS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (I1S)

e OC Linux — Docker — Web-cepep — Nginx
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Cocras:
o Web-npunoxexHne — idp
3apauu:

¢ YnpaBneHwe ayTeHTUdUKaUMeN Nonb3oBaTeNen, Bolaadya 1 nposepka AByXdakTOpHON

ayTeHTuduMKaunmn, npoeepka NoaANMHHOCTN KomnoHeHToB Indeed PAM.

Indeed PAM Management Console
AOMUHUCTpaTUBHBIN MHTepdenc ansa ynpaenexHns Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (11S)
e OC Linux — Docker — Web-cepsep Nginx

CocrTasB:
o Web-npunoxeHne — mc
3apauu:

o Cnu1cok 3agay cM. B pasgene pykoBOACTBO agMUHMCTpaTopa.

Indeed PAM User Console

Monb3oBaTenbCkuin MHTEpdENC Ana AocTyna K 3awmwaembiM odbektam Indeed PAM.
Cpepna BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (IIS)
e OC Linux — Docker — Web-cepsep Nginx

Cocras:
o Web-npunoxeHue — uc

3apauu:


http://localhost:3000/privileged-access-manager/3.2/administration/

o Cnncok 3agad cM. B pasaerne pykoBOACTBO Mosib30BaTens.

Indeed Log Server
EnuHas nnatdopma gna pabotbl ¢ cobbiTnamm Indeed PAM.
Cpena BbINONHEHUS:

e OC Windows Server 2016 — 2022 — Web-cepsep Internet Information Services (IIS)
e OC Linux — Docker — Web-cepsep Nginx

CocrTas:
o Web-npunoxeHue — Is
3apauu:

o COop, xpaHeHune 1 Bblgaya cobbITUNA.

Indeed PAM EventlLog

HononHuTtensHbln Mmogynb Ans Indeed Log Server.
Cpena BbINONHEHUS:

e OC Windows Server 2016 — 2022
Cocras:

o dannbl n 6ubnuotekun gns Indeed Log Server
3apauu:

o Peanusyet 3anucb cobbituin B Windows Event Log

CepBep pgoctyna

Indeed PAM Gateway


http://localhost:3000/privileged-access-manager/3.2/user-manual/

Habop KoMNoHEHTOB peanuaylowmnx GyHKLUUK jJump server'a, CPeacTB ayguTa CECCUN N MEXAaHU3MOB

3aLWmThl.
Cpena BbINONHEHUS:

e OC Windows Server 2016 — 2022
Cocras:

o [MpunoxeHne — ProxyApp.exe

o [lpanBep onga pabotbl ¢ dannoson cuctemon — Pam.FsFilter
o Cnyx6a B3anmopgencteusa ¢ Pam.FsFilter — Pam.Service

o MoaunduumpoBaHHbIn SSH-knneHT — Putty.exe

o Pacwupenune ana mstsc.exe

e Habop ytunut n 6ubnuotek — FFmpeg

o Moayrnb KOHTpons 3anycka npoueccoB — Pam.Proxy.ProcessCreateHook
3apauu:

o [lpenoctaBnenune gocrtyna no npotokonam RDP/SSH/Telnet n npounm B pexume RemoteApp yepes
RDS.

o BepeHue 3anncu BUOEO 1 CHUMKOB 3KpaHa, NepexsaTta TEKCTa M Nepexsarta nepeaaBaemMbix anmnos.
o O6paboTka n coxpaHeHne aptTedakToB CECCUN.
e [lpoBepka COCTOSAHUS KITMEHTCKMX KOMMOHEHTOB.

o KoHTponb 3anycka npoueccoB 1 JOCTyna K hannoBon CUCTEME.

Indeed PAM SSH Proxy

Mpokcu-cepeep ans SSH-ceccun.
Cpena BbINONHEHUS:
e OC Linux — Docker
Cocras:
¢ [lpunoxeHne — Pam.SshProxy.Service (OC Linux)

3apauu:



o [lpegoctaBneHune goctyna no npotokonam SSH\SCP\SFTP.
o BepneHue nepexsaTa TekcTa M nepexsaTa nepegaBaembix annos.

o Ob6paboTka n coxpaHeHne apTedakToB CECCUN.

Indeed PAM PostgreSQL Proxy

Mpokcu-cepeep ona PostgreSQL-ceccun.
Cpefa BbINOMHEeHUsI:
e OC Linux — Docker
Cocras:
e [lpunoxeHne — Pam.PostgreSQLProxy.Service (OC Linux)
3apauu:

o BepeHne nepexesara TeKCTa SQL-SaI'IpOCOB, 3anyCckaeMblIX MNnosib3oBaTerieMm.

Indeed PAM RDP Proxy

Mpokcun-cepsep ans RDP-ceccun.
Cpepna BbINOMHeHus:
e OC Linux — Docker
Cocras:
e [lpunoxeHne — Pam.RdpProxy.Service (OC Linux)
3apauu:

o [lpepocTaBneHue goctyna no npotokony RDP.
o BepneHue nepexeaTa TekcTa, BUAEO, CKPUHLLOTOB M NepexsaTa nepegaBaembix hannos.

o Ob6paboTka n coxpaHeHne aptTedakToB CECCUM.

Indeed ESSO Agent u Indeed Admin Pack



Habop komnoHeHTOB ona peanu3aumm SSO-gocTyna.
Cpena BbINOMHEeHUs:

e OC Windows Server 2016 — 2022
Cocras:

o Habop npunoxeHun, crnyxb n HCTPYMEHTOB 4S5 B3aMMOAENCTBMSA ¢ hopMaMm ayTeHTMUKaLUN 1

komnoHeHTamu Indeed PAM.

o Pacwupenna gns 6paysepos: Internet Explorer; Google Chrome; EDGE.
3apauu:

o [lepexBaT u 3anonHeHue opm ayteHTudukaumm Web n HacTONbHbIX NPUNOXEHU.

Pecypcbl Windows

Indeed PAM Agent

KomMnoHeHT ansa Tekctosoro fioruposaHus RDP-ceccui.
Cpena BbINONHEHUS:

e OC Windows Server 2012R2 — 2022/Windows XP SP3 X64 — 11
Cocras:

e [NpunoxeHne Pam.Proxy.WindowsAgent

o Cnyx6a Pam.Proxy.WindowsAgentService
3apauu:

o dukcaumss CMeHbl aKTUBHbIX OKOH, 3anycka npoueccoB 1 KiiaBnaTypHOro seoa.

() UH®OPMALUSA




KomnoHeHT Indeed PAM Agent aBnsietca HeobsasaTtenbHbiM, Tak kKak Indeed PAM nonHocTbi0

©esareHTckoe peLeHne. OTOT KOMMOHEHT n0Tpe6yeTc;| TOJbKO MPW UCMOoJ1b30BaHNN TEKCTOBOIO

JIOrTMpoBaHUA.

Pecypchbl Linux

Indeed PamSU

KomnoHeHT PamSu nossonset none3oBatensam PAM 3anyckatb KomaHabl ¢ npasamu root. BMecTo sudo

MCNOJ1Ib3yEeTCA KOMaHOa pamsu.
|-|pl/l TaKOM MOAKIMHOYEHUN 3aripallnBaeTCd naporsib y‘-IeTH017I 3anucu PAM, a He nokanbHOro nonb3oBaTens,

OT MMEHM KOTOPOro OTKPbITa CEeCCUS.
Cpepna BbINONHEHUS:
e OC Linux
Cocras:
e deb nnu rpm naket
3apauu:
¢ BbinonHeHne komaHA € NOBbILLEHWEM NPUBUMIETrUA OT MMeHU nosib3osaTtens PAM

() UH®OPMALIUSA

KomnoHeHT Indeed PamSU gaBngeTca Heobsa3aTenbHbIM, Tak Kak Indeed PAM nonHocTbio 6e3areHTckoe

peweHune. ,D,OI'IOJ'IHVITeﬂbeIe KOMMOHEHTbI NCMNOJ1b3YKTCA TOJNMbKO ANA pelleHnd crneynaribHbIX 3agad.

v Ouctpudytmneel OC Linux, nogaepxmeatowme PamSU

KomnoHeHT PamSU 3anyckaetca Ha OC Linux cneayowmx Bepcuii:

e CentOS 7 v BblLLE;
e Oracle Linux 7.9 v BblLuE;

¢ Rocky Linux 8.8 u BblLwe;




e Debian 10 u BblLE;

e Ubuntu 18 LTS u BbILLE;

o Astra Linux Special Edition 1.7 u Bblwwe;

e Astra Linux Common Edition 2.12 v BbiLe;
e RedOS 7.3 n BbiLLeE;

e ALT Linux 8 u BblLUE;

e Red Hat Enterprise Linux (RHEL) 6 v Bbiwe.

Pabouyee mecTto nonb3oBaTtensa Indeed PAM

Indeed PAM Desktop Console

[OonoNHUTENbHLI MHCTPYMEHT ANd Nony4YeHns AoCTyna K 3awuwaemblM obbektam Indeed PAM.
Cocras:

o MoanduumpoBaHHbin mMRemoteNG.exe
3apauu:

e Cnucok 3agay cM. B pasaerne pyKoBOCTBO Morb3oBaTens.
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[nsa o3HakomneHus ¢ Indeed PAM

i YnpouweHHas Ha Linux
=

[ns o3HakomneHus ¢ Indeed PAM

@? OcHoBHas

Ons BHeOpeHnaA 1 3Kkcnnyataumn B I'IpOMbILLIJ'IGHHOVI cpene

% OTtkasoycTonumBas

[ns BHeApeHus 1 aKcnnyaTauum B NPOMBILLIIEHHON cpeae (C AybnupoBaHMem cepBepoB)
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YnpoweHHada Ha Windows

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTcsa Ha fBa cepBepa. PekoMmeHayeTcs Ans 03HaKOMMAEHNS n
TECTUPOBaHWUA.

KOMNOHEeHTbI

CepBep ynpaBneHusi/Cepsep goctyna (RDP/RemoteApp)

e Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

¢ Indeed Log Server

¢ Indeed PAM EventLog

¢ Indeed PAM Gateway

e Indeed ESSO Admin Pack

¢ Indeed ESSO Agent

CepBep poctyna (SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy
e Indeed PAM PostgreSQL Proxy

CueHapuun padboTbl

NMonb3oBaTenbCKUn



MSSQL/PGSQL
(1,3, 5)

CepBep ynpaBneHus
CepBep pocTyna
(RDP\RemoteAPP)

HTTPS/ s _— \ RDP/SSH
(1) / S HTTPS 1 T.4.
RDP

// (2) \S(M)B @ \
5
Paboyee mecTo \n

cCoTpyAHWKa MegwnaxpaHunuiie Pecypcbl
HTTPS
(3)

e e &
\ SMB/’

SSH/SCP/SFTP 5)
(2) |~ 7 SSH/SCP/SFTP

I /"”

CepBep goctyna
(RDP\SSH\SCP\SFTP)

1. MNogkntoyeHne kK NIn4HoOMy KabunHeTy nonb3oBaTens Yepes 6paysep mnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTUdMKaLNA 1 pernctpauna/npegoctaBneHme BToporo aktopa. lNposepka
nons3osatensa B b IdP. NonyyeHue cnucka pecypcos n3 b Core. NonyyeHne RDP-anna ans

NOAKIMKOYEHUA K PECYPCY.



2. MNopakntoyeHne k cepeepy goctyna (RDP\RemoteApp) npy nomowm RDP-ganna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP\SSH\SCP\SFTP) npu nomowm RDP-canna unu
otaenbHoro SSH-knmneHTa.

3. lomeHHasa ayTeHTUdMKaUNA 1 NnpegoctasreHme BToporo aktopa. lNposepka nonb3osartens B I1dP.
MpoBepka paspelleHuns Ha goctyn B B[] Core. N3BneveHne ns CYB/[ normHa v naponsa cepBuUcHOM
yyeTHou 3anucu anga pabotbl ¢ MegmaxpaHmnuwem. N3enederHne ns CYB[ nornHa n napons
NPMBUNErMPOBAHHON YYETHOWN 3anucu A NOAKITHOYEHUS K pecypcy.

4. MNopgkno4veHune K pecypcy.

5. CoxpaHeHne BUAEO U CKPUHLIOTOB B MeauaxpaHunuuie. CoxpaHeHune tekctoBoro nora B b Core.

AOMUHUCTPATUBHDbIN



MSSQL/PGSQL
(1, 2)

CepBep ynpasnieHus

Pabouyee mecTO CepBep gocTtyna
afAMUHUCTpaTopa (RDP\RemoteAPP) Pecypchil
.i' HTTPS — CepBuCHble ==
==t e o — onepauym —>  [o| 3 |o)
[ o] (M ° (2) E
SMB
(2)
%
MegunaxpaHunuiie

=

1. MNogkntoyeHne K kKabnHeTy agMnHucTpaTtopa. [lomeHHas ayTeHTUmkauunsa n permctpauus/

npegocTasneHne BToporo goaktopa. lNpoeepka nonb3osatensa B b IdP.

2. MNony4yeHne, nobaBneHne N pegakTMpoBaHme 06bLEKTOB CUCTEMbI. BbiNONHEHME CEPBUCHBLIX OnepaLni.



YnpouweHHas Ha Linux

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTcsa Ha fBa cepBepa. PekoMmeHayeTcs Ans 03HaKOMMAEHNS n
TECTUPOBaHWUA.

KOMNOHEeHTbI

CepBep ynpaBneHus/Cepsep aoctyna (RDP/SSH/SCP/SFTP)

» Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

¢ Indeed Log Server

e Indeed PAM SSH Proxy

¢ Indeed PAM RDP Proxy

e Indeed PAM PostgreSQL Proxy

CepBep poctyna (RDP/RemoteApp)

¢ Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

CueHapuu padoTbl

NMonb3oBaTenbCKUn



MSSQL/PGSQL
(1,3, 5)

CepBep ynpaBneHus
CepBep gocTyna
(RDP\SSH\SCP\SFTP)

HTTPS/ s _— \ RDP/SSH
(1) / S HTTPS 1 T.4.
RDP

// (2) \S(M)B @ \
5
Paboyee mecTo \n

cCoTpyAHWKa MegwnaxpaHunuiie Pecypcbl
HTTPS
(3)

e e &
\ SMB/’

SSH/SCP/SFTP 5)
(2) |~ 7 SSH/SCP/SFTP

I /"”

CepBep pocTyna
(RDP\RemoteAPP)

1. MNogkntoyeHne kK NIn4HoOMy KabunHeTy nonb3oBaTens Yepes 6paysep mnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTUdMKaLNA 1 pernctpauna/npegoctaBneHme BToporo aktopa. lNposepka
nons3osatensa B b IdP. NonyyeHue cnucka pecypcos n3 b Core. NonyyeHne RDP-anna ans

NOAKIMKOYEHUA K PECYPCY.



2. MopakntoyeHne k cepeepy goctyna (RDP/RemoteApp) npy nomowm RDP-ganna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP/SSH/SCP/SFTP) npu nomowwm RDP-canna unu
otaenbHoro SSH-knmneHTa.

3. lomeHHasa ayTeHTUdMKaUNA 1 NnpegoctasreHme BToporo aktopa. lNposepka nonb3osartens B I1dP.
MpoBepka paspelleHuns Ha goctyn B B[] Core. N3BneveHne ns CYB/[ normHa v naponsa cepBuUcHOM
yyeTHou 3anucu anga pabotbl ¢ MegmaxpaHmnuwem. N3enederHne ns CYB[ nornHa n napons
NPMBUNErMPOBAHHON YYETHOWN 3anucu A NOAKITHOYEHUS K pecypcy.

4. MNopgkno4veHune K pecypcy.

5. CoxpaHeHne BUAEO U CKPUHLIOTOB B MeauaxpaHunuuie. CoxpaHeHune tekctoBoro nora B b Core.

AOMUHUCTPATUBHDbIN



MSSQL/PGSQL
(1, 2)

CepBep ynpasneHuns

Pabouyee mecTO CepBep gocTyna
agMUHUCTpPaTopa (RDP\SSH\SCP\SFTP) Pecypchl
.i' HTTPS — CepBuCHble ==
[o] " e, TR E-E-E
SMB
(2)
%
MegunaxpaHunuwe

=

1. MNogkntoyeHne K kKabnHeTy agMnHucTpaTtopa. [lomeHHas ayTeHTUmkauunsa n permctpauus/

npegocTasneHne BToporo goaktopa. lNpoeepka nonb3osatensa B b IdP.

2. MNony4yeHne, nobaBneHne N pegakTMpoBaHme 06bLEKTOB CUCTEMbI. BbiNONHEHME CEPBUCHBLIX OnepaLni.



OcHoOBHas

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCca Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MO3BONSAET OTAENUTb
NOrMKY CUCTEMbI OT KOMMNOHEHTOB NPeaoCTaBNALWMX A0CTYN. PekomeHayeTca Ana BHeOPEHNA U

KCcnnyartaunn B I'IpOMbILIJJ'IGHHOVI cpene.

KOMNOHEeHTbI

CepBep ynpaBrneHus

e Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

* Indeed Log Server

¢ Indeed PAM EventLog

CepBep poctyna (RDP/RemoteApp)

e Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

Cepsep poctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy
e Indeed PAM PostgreSQL Proxy

CueHapumn padoTbl

NMonb3oBaTenbCKUn



Cepeep pocTtyna

(RDP\RemoteAPP)
RDP. N
2) T =3
HTTPS E@
l (3) RDP/SSH
| HTTPS nT.4.
SMB
'5) (4)
Pabouee mecTo Cepsep
COTpy4HMKA ynpasneHus Cyb[ MegunaxpaHunuiie Pecypchl
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(5) SSH/SCP/SFTP
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HTTPS
(3)
SSH/SCP/SFTP -
(2) > | &8

Cepsep pgoctyna
(RDP\SSH\SCP\SFTP)

1. MNogkntoyeHne K NnnyHoMy KabuHeTy nonb3oBaTenst Yepes 6paysep unum 3anyck Indeed PAM Desktop

Console. [lomeHHas ayTeHTMdMKaUna n permctpauna/npeaoctaBneHme Btoporo gakropa. MNposepka

noneb3oBatens B b IdP. NonyyeHune cnucka pecypcos n3 b Core. NonyyeHne RDP-anna ansa

NOAKITHOYEHNS K pecypcy.

2. MNopakntoyeHne k cepaepy goctyna (RDP\RemoteApp) npy nomowm RDP-ganna, Indeed PAM Desktop

Console unu nogkntoveHne k cepsepy goctyna (RDP\SSH\SCP\SFTP) npu nomowwm RDP-canna unu

otaernbHoro SSH-knuneHTa.

3. lomeHHasa ayTeHTUMKaUNA 1 NnpegocTasneHme BToporo gakropa. lNposepka nonb3osartens 8 b IdP.

MpoBepka paspeleHus Ha goctyn B Bl Core. N3BneveHne ns CYB[ normHa v naponsa cepBuUcHoOm
yyeTHou 3anucu anga pabotsl ¢ MegmaxpaHunueM. N3enederHne ns CYB[ nornHa n napons
NPUBUNErMPOBAHHOW YYETHOW 3anucy st NOLKMAYEHUS K pecypcy.

4. [NogkntoveHne K pecypcy.

5. CoxpaHeHne BUAEO U CKPUHLLOTOB B MeauaxpaHunuuie. CoxpaHeHune tekctoBoro nora B b Core.

AOMWHUCTPATUBHLIN



MSSQL/PGSQL
(1, 2)
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1. lNoakntoyeHune K Ka6I/IHeTy aaMUHUCTpPaTopa. I}:',OMeHHaFl ayTeHTVId.)I/IKaLI,I/IFl n peFI/ICTpaLl,I/IFI/

npegocTasneHne BToporo gakropa. lNposepka nonb3osatensa B b IdP.

2. MNony4yeHne, nobaBneHne N pegakTMpoBaHme 06bLEKTOB CUCTEMbI. BbiNONHEHME CEPBUCHBLIX Onepauni.



OTKka3zoycTonumBas

KomnoHeHThl INndeed PAM ycTaHaBnuBaloTCa Ha pasHble CepBepbI, KaXabl cepBep aybnupyerca ans
opraHu3aLmu 0TKa3oyCTon4MBoCTU. PekomeHayeTcsa ncnonb3oBaTh AN BHEAPEHUS U 3KChnyaTauum B

NPOMBbILLUIIEHHON cpeae.

KOMNOHEeHTbI

CepBep ynpaBrneHus

e Indeed PAM Core

e Indeed PAM IdP

¢ Indeed PAM Management Console
e Indeed PAM User Console

e Indeed Log Server

¢ Indeed PAM EventLog

CepBep poctyna (RDP/RemoteApp)

e Indeed PAM Gateway
e Indeed ESSO Admin Pack
¢ Indeed ESSO Agent

Cepsep poctyna (RDP/SSH/SCP/SFTP)

e Indeed PAM SSH Proxy
¢ Indeed PAM RDP Proxy
e Indeed PAM PostgreSQL Proxy

CueHapumn padoTbl

NMonb3oBaTenbCKUn



Pabouee mecTo

CYb[ coTpygHuUKa
CepBep gocTyna
- Ty (RDP\RemoteAPP)
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CepBepbl 4OCTyNa
(RDP\SSH\SCP\SFTP)

. MogkntoveHne K nnyHoMy KabuHeTy nonb3oBatesns Yepes 6paysep nnm 3anyck Indeed PAM Desktop
Console. [lomeHHas ayTeHTMdMKaUna n permctpaumnsa/npeaoctaBneHme Btoporo gakropa. lNposepka
nonb3oBatens B B[] IdP. NonyyeHne cnuncka pecypcos n3 b Core. MNonyyeHne RDP-anna ans
NOAKMIOYEHNS K pecypcy.

. MogxkntoveHmne k cepsepy aoctyna (RDP/RemoteApp) npu nomowm RDP-canna, Indeed PAM Desktop
Console unu nogkntoveHne k cepsepy goctyna (RDP/SSH/SCP/SFTP) npu nomowwm RDP-canna unu

otaenbHoro SSH-knmneHTa.

. JloMeHHaa ayTeHTUdUKaLmMsa 1 npegocTasneHne BToporo ¢gakropa. [Nposepka nonb3osarensa 8 b IdP.
MpoBepka paspeleHuns Ha goctyn B Bl Core. N3BneveHne ns CYB[ normHa v naponsa cepBuUcHoOm
yyeTHou 3anucu anga pabotsl ¢ MegmaxpaHmnuweM. N3enederHne ns CYB[ nornHa n napons
NPUBUMIErMpoBaHHOM YY4ETHOW 3anucuy Ang NOAKIYEHUs K pecypcy.

. MopkntoyeHne Kk pecypcy.



5. CoxpaHeHune B1uaeo n CKpUHLLOTOB B MegmaxpaHunuue. CoxpaHeHue TekctoBoro fiora B B/l Core.

AOMUWHUCTPATUBHBLIN
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1. MNoakntoyeHune K kabnHeTy agMuHucTpartopa. [JomeHHas ayTeHTUuukaums n permctpaums/

npenocTaBreHne BTOporo gakropa.

2. I'Ionyqume, nobasnexHune n penakTnpoBaHune 006bekToB cucTeMbI. BbinonHeHne CepBUCHbIX onepauun.



== [ins OC Windows

AnnapartHble 1 nporpammHble TpeboBaHua ans yctaHosku Indeed PAM Ha OC Windows

== [ins OC Linux

AnnapatHble 1 nporpaMmHble TpeboBaHus Ans yctaHoBku Indeed PAM Ha OC Linux

@ K CYBQ

AnnapatHble TpeboBaHua k CYB[



http://localhost:3000/privileged-access-manager/3.2/system-requirements/windows-environment/
http://localhost:3000/privileged-access-manager/3.2/system-requirements/linux-environment/
http://localhost:3000/privileged-access-manager/3.2/system-requirements/dbms-environment/

Oona OC Windows

CepBep ynpaBneHus

AnnapaTHble TpeboBaHusA

MapameTpbl 50 ceccmm 100 ceccum 200 ceccun
CPU 8 Cores 16 Cores 32 Cores
RAM 8 GB 16 GB 32 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb/s 1 Gb/s 1 Gb/s

lNMporpamMmHble TpeboBaHUA
OnepauunoHHas cuctema:

e Windows Server 2016 — 2022
[omeH:

» B coctaBe gomeHa Microsoft Active Directory
Beb-cepBep:

« Internet Information Services 8.5 —10.0

Moaynu ons Beb-cepsepa Internet Information Services:

O6bi4yHas npoBepka nognmHHocTu (Basic Authentication)

MpoBepka nognuHHoctn Windows (Windows Authentication)

Cratnyeckoe cogepxumoe (Static Content)

MepeHanpasneHne HTTP (HTTP Redirection)



ASP.NET Core Runtime
Pacwupenus ISAPI (ISAPI Extensions)

Pacwupsaemoctb .NET (.NET Extensibility)
®dunetpbl ISAPI (ISAPI Filters)

KoHconb ynpaenenus cnyx6amm 1I1S (IIS Management Console)
[lononHuTenbHble KOMNOHEeHTbI Microsoft:

e Microsoft NET Core 8
¢ URL Rewrite

CeTeBoe B3aumopeucrTeme

Bxopsiwiue Ucxopswmne

Mpotokon [opT OnucaHue

TCP 443 PaboTta ¢ nuyHbIMK kKabuHeTtamu, API n IdP

CepBep aoctyna (RDP)

AnnapaTHble TpeboBaHusA

MapameTpbl 10 RDP vunn SSH-ceccun 50 RDP nnu SSH-ceccum

CPU 8 Cores 16 Cores
RAM 12 GB 32 GB
160 GB + 5 GB Ha 320 GB + 5 GB Ha
HDD/SSD Kakaoro nonb3oBaTens Kakgoro nonb3oBaTens
PAM PAM

100 RDP unn SSH-

ceccumn

32 Cores

64 GB

520 GB + 5 GB Ha

KaXXaoro rnosib3oBarens
PAM



100 RDP uvnu SSH-

MapameTpsbl 10 RDP vunn SSH-ceccnun 50 RDP unu SSH-ceccun .
ceccumn

Network
1 Gb/s 1 Gb/s 1 Gb/s
adapter

A NMPEOYNPEXAOEHUE

TpeboBaHus paccunTaHbl ANs BblAENEeHHOro r3nyeckoro cepeepa. TeCTMpoBaHME BbINOMHANOCH As
ceccunt RDP n SSH.

[ns nopaepxaHuns 3asBNEHHOro KonM4yecTBa OAHOBPEMEHHbIX CECCU HEOBXOAMM NpoLEeccop C
nogaepxkon Simultaneous multithreading (AMD) unun Hyper-Threading (Intel).

3asABneHHOe KONM4ecTBo OAHOBPEMEHHbIX ceccun nogaepXxmBaeTca npn ycrnoBun 3axearta BUaeo C
OAHOro MOHNTOPa B pa3peLleHnn HD. Pa3peu.|eHV|e BUOEO orpenendaeTcd HaCTpOVIKaMM MOHUTOPAa Ha
CTOPOHE KITneHTa. I'Ip|/| YBEJIMYEHUN pa3peLleHna unn Kkonmyectsa MOHMTOPOB MakCMMalibHOe

3adABJIEHHOE KOJIN4YECTBO OAHOBPEMEHHbIX CECCUN CHU3NTCS.

Mcnonb3oBaHue KNMEHTCKUX NPUoXeHuK, 3anyckaeMblx ¢ cepsepa Indeed PAM B pexume
RemoteApp 4yepe3 RDS, cHmxaeT makcMmarnbHOe KONMYecTBO OQHOBPEMEHHbIX ceccuii. BnuaHue
KaXK4oro npunoXXeHns Ha MakcuMarnbHOEe KONMYEeCTBO OQHOBPEMEHHbIX CECCUN MHANBUAYANbHO U

onpenensieTcs nNpu TeCTMpoBaHUN.

Ecnn pasBepTbiBaHWE BbIMOMHAETCH B KOHKYPEHTHOW BUPTYanbHOW cpeae, TO KONM4eCcTBO
OOHOBPEMEHHbIX CECCUIA MOXET ObITb MeHbLUe. [INa noaaepXku 3asBNeHHOro KonmyecTsa

O HOBPEMEHHbIX CECCUM BUPTYarbHbIA cepBep OOMKeH UMeTb 3ape3epBupoBaHHble MHz n RAM
3KBUBANeEHTHble PU3NYECKOMY CEPBEPY.

MporpamMHble TpeboBaHUA
OnepaunoHHas cuctema:

e Windows Server 2016 — 2022
[JomeH:

e B coctaBe gomeHa Microsoft Active Directory



J[lononHuTenbHble KoMMNoHeHTbl Microsoft:

o Microsoft .NET Desktop Runtime x64 Bepcus 8
¢ Microsoft C++ 2015 — 2019 Redistributable

Bpaysep:

e Google Chrome

e Microsoft EDGE
Pornn Remote Desktop Services:

+ Remote Desktop Services Broker (RDCB)
¢ Remote Desktop Services Host (RDSH)
+ Remote Desktop Web Access (RDWA)

CeTeBoOe B3anmoagencreme

Bxogsawue Ucxopawme

Mpotokon T[lopT OnucaHue
TCP 3389  TlogknoyeHue K cepBepy JocTyna
TCP 5443 MpocmoTp cTpuma ceccum

Opyrne TpeboBaHusA

Yy COTPYyAOHUKOB C AOCTYNOM K KOHCOJTM aAMUHUCTPAaTopa Uit KOHCOJT/ Norib3oBaTesia pa3peLlleHumne

MOHUTOpPA MO WNPUHE AOMKHO BbITb HEe MeHee 1280 nukcenen, nHaye anemeHTbl MHTepdenca KoHconemn
OyayT oTobpakaTbCsi HEKOPPEKTHO.


https://dotnet.microsoft.com/en-us/download/dotnet/8.0
http://localhost:3000/privileged-access-manager/3.2/administration/management-console/
http://localhost:3000/privileged-access-manager/3.2/user-manual/user-console/

onsa OC Linux

CepBep ynpaBneHus

AnnapaTHble TpeboBaHusA

MapameTpbl 50 ceccmm 100 ceccum 200 ceccun
CPU 2 Cores 2 Cores 2 Cores
RAM 4 GB 4 GB 4 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb/s 1 Gb/s 1 Gb/s

lNMporpamMmHble TpeboBaHUA
OI'IepaLl,VIOHHaH cucrtema:

e OC Linux
KoHTenHepusaums:

e Docker 18.09 n BblLLE;

o Docker Compose 1.29.2 n Bbiwle.
[ononHuTenbHble KOMMNOHEHTbI:

 iptables 1.4 u BbIWwe;
e python 3.5 1 BbIWwe;

e openssh-server (Bepcus 3aBMCUT OT gMcTpubyTmea Linux).

/\ NPEQYNPEXAEHUE

Docker gornxeH 6biTb YyCTaHOBMNEH U3 peno3uTopust auctpubytusa OC Linux.



Ecnu Ha cepBepe ycTaHoBneHa ytunuta nftables, To ynanute ee n yctaHosute iptables.

OnckoBoe NpPOCTPaHCTBO

Cxema pasMeTK/ ONCKOBOro NPOCTPaHCTBa:

» KopHeBas ¢annosasa cuctema (/) — pasgen ¢ harinamm npunoXxXeHnn n onepaumoHHON CUCTEMBI.
PekomeHngyetcs Boigenntb 10—-20 I'b B 3aBMcuMOCTH OT ycTaHoBreHHoro [10.

e /home — pasgen Ans XpaHeHUs NofNb30BaTENbCKNX AaHHbIX. Takke UCNONb3yeTca A5 XpaHeHUs
BpeMeHHbIX ¢harnnos n docker-obpasoB Bo Bpems yctaHoBku PAM. Heobxogmmo
BblaennTb He meHee 10 'b cBobogHOro npocTpaHcTea.

e /var — pasgen onsi XxpaHeHus BpeMeHHbIX harinos, noros, 6a3 gaHHbIX, Kewen. PekomeHngyeTcs
Bblaenutb 20 ' n 6onee.

e /tmp — pas3gen ¢ BpeMeHHbIMK hannammn. O6bem pasgena gomKeH bbiTb 4OCTATOYHbLIM A1
BPEMEHHbIX Onepauun, HanpMMep pacnakoBkn harnoB U XpaHeHus Kewen. PekomeHgyercsa
Bblaenutb 10 'b n 6onee.

e /boot — pasgen, cogepXalunin 3arpysdmk n aapo. PekomeHayetcs Bblgenutb 1 I'b ¢ yuetom byayuimx
pacLuMpeHnin 1 OOHOBNEHWUI.
e Swap — pasfgern UCnornb3yeTcs Kak BUpTyanbHasa namatb. PekomeHayeTcs BbiAeNUTb 06beM, paBHbIi

pasmepy onepaTtuvBHON NamMATK.

o /var/lib/docker — pasgen ana Docker root directory, cogepkawmi docker-obpasbl, TOMa 1 BpeMEHHbIE
cdannbl. MNMpn Bo3pacTaHMm KONUMYECTBA NOMNb30BaTENbCKNX ceccuin TpebyeTcs yBennunTb 0b6bem
pasgena. Pekomenagyetcs Boligenutb 100 'b n Gonee.

o /etc/indeed — pasgen ons gaHHblx PAM: KoHurypaummn, ceptudunkaTos, Kntoven, noros. B pasgen
COXPaHATCA BpeMeHHbIE AaHHble, OXuaarLme OTnpaBku B yaaneHHoe MeanaxpaHunumLe.
Pekomengyetcs Boigenutb 40 'b n 6onee.

v [pumep pasmeTkun amcka

Mpumep pa3meTkn ansa cepeepa ¢ o6bemom ancka 240 'b 1 32 'b onepaTtuBHOM NamsTL.

Pasgen O6bem, B % ot obOwero o6bLema gucka

KopHeBas pavinosas cuctema (/) 20 8,33




Pasoen O6bem, B % ot obwero o6bLema gucka
/home 10 417
/var 20 8,33
/tmp 10 4,17
/boot 1 0,42
swap 32 13,33
/var/lib/docker 100 41,67
/etc/indeed 47 19,58

CeTeBoOe B3anmogencremue

Bxoaswue Ucxopawme

Mpotokon T[lopT OnucaHue

TCP 443 Pabota ¢ nu4HbiMn kabuHetamun, APl n IdP

CepBep poctyna SSH

AnnapaTHble TpeboBaHusA

MapameTpbl 50 SSH-ceccun 100 SSH-ceccun 200 SSH-ceccumn
CPU 2 Cores 2 Cores 2 Cores

RAM 2GB 2GB 4 GB



MapameTpbl 50 SSH-ceccun 100 SSH-ceccun 200 SSH-ceccumn
HDD/SSD 120 GB 120 GB 120 GB

Network adapter 1 Gb/s 1 Gb/s 1 Gb/s

MporpamMHble TpeboBaHUA
OnepaunoHHas cuctema:

e OC Linux
KoHTenHepusauus:

e Docker 18.09 n BbliLLE;

e Docker Compose 1.29.2 u Bbiwe.
[ononHuTenbHble KOMMOHEHTbI:

 iptables 1.4 u BbiWwe;
e python 3.5 u BbIWwe;

¢ openssh-server (Bepcusi 3aBUCUT OT AncTpmubyTtunea Linux).

A NMPEOYNPEXOEHUE

Docker pomxeH 6biTb ycTaHOBMAEH M3 peno3utopus auctpmbytmea OC Linux.

Ecnu Ha cepBepe ycTaHoBrneHa ytunuta nftables, To ynanute ee u yctaHosute iptables.

CeTeBoOe B3anmogencremue

Bxoasiwue Ucxopalme

Mpotokon [opT OnucaHue

TCP 2222 [MoaknoyeHne K cepBepy gocTtyna



CepBep poctyna RDP

AnnapaTtHblie TpeboBaHusA

MapameTpbl 10 RDP ceccun 50 RDP ceccun 100 RDP ceccun

CPU 4 Cores 12 Cores 16 Cores
RAM 4 GB 12 GB 40 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb/s 1 Gb/s 1 Gb/s

NMporpamMHble TpeboBaHUSA
OI'IepaLl,VIOHHaFl cucremMa:

e OC Linux
KoHTenHepusaums:

e Docker 18.09 u BbiLLE;

e Docker Compose 1.29.2 u Bbiwe.
[ononHuTenbHbIE KOMMOHEHTbI:

 iptables 1.4 u BbIWwe;
e python 3.5 1 BbIWwe;

e openssh-server (Bepcusi 3aBUCUT OT AUCTpUBYTMBa Linux).

/\ NPEQYNPEXAEHUE

Docker gomxeH 6bITb ycTaHoBreH U3 penosutopus anctpmbytnea OC Linux.

Ecnn Ha cepBepe ycTaHoBneHa ytunuta nftables, To yganute ee n ycraHosute iptables.



CeTeBoOe B3anmogeuncreme

Bxopsiwiue Ucxopswne

Mpotokon [lopT OnucaHue
TCP 3390 [MoakntoveHne K cepBepy gocTyna
TCP 8443 MpocmoTp cTpuma ceccum

CepBep noctyna PostgreSQL
AnnapaTtHble TpeboBaHuUA

MapameTpbl 50 SQL ceccnn 100 SQL ceccun 200 SQL ceccum

CPU 2 Cores 2 Cores 2 Cores
RAM 2GB 2GB 4 GB
HDD/SSD 120 GB 120 GB 120 GB
Network adapter 1 Gb/s 1 Gb/s 1 Gb/s

lNMporpamMmmHble TpeboBaHuA
OnepaunoHHas cuctema:

e OC Linux
KoHTenHepusaums:

e Docker 18.09 n BblILLE;

o Docker Compose 1.29.2 n Bbiwwe.



,D,OI'IOJ'IHVITeJ'IbeIe KOMIMOHEHTbI.

e iptables 1.4 v Bblwe;
e python 3.5 1 BblIWwe;

¢ openssh-server (Bepcus 3aBUCUT OT AncTpmbyTtuea Linux).

A NMPEOYNPEXOEHUE

Docker pomxeH 6bITb ycTaHOBMAEH M3 peno3utopusa auctpmbytmea OC Linux.

Ecnu Ha cepBepe ycTaHoBrneHa ytunuTa nftables, To ynanute ee n yctaHosute iptables.

CeTeBoOe B3anmogencreue

Bxoasiwiue Ucxopalme

Mpotokon [opT OnucaHue

TCP 5432  TlogkntodeHue K cepeepy JocTyna

Hactpouku 6e3onacHoctu CIS Benchmark

Ha cepBepax PAM Tpebyetcs npumeHuTb HacTporku 6esonacHocTn CIS Benchmark, onucaHHble B PDF-

danne. Mony4ntb ann MOXHO OAHUM U3 CNOCOOOB:

e CKa4daTtb pann 3gechb

e NonNyuYnTb hann Ha ouumnansHOM cante cisecurity

Opyrue TpeboBaHusA

Y COTpYAHUKOB C AOCTYMNOM K KOHCOMM agMUHUCTpaTopa UM KOHCOMM NMoMb30BaTterns paspeLleHme
MOHUTOPA MO LUMPUHE AOSMKHO ObITb HE MeHee 1280 nukcenen, nHa4ye anemMeHTbl MHTepdenca KOHCoNen

OyaoyT oTobpaXkaTbCs HEKOPPEKTHO.


http://localhost:3000/privileged-access-manager/assets/CIS_Docker_Benchmark_v1.7.pdf
https://www.cisecurity.org/benchmark/docker
http://localhost:3000/privileged-access-manager/3.2/administration/management-console/
http://localhost:3000/privileged-access-manager/3.2/user-manual/user-console/

KCYb

NopnpepxuBaemblie CYB

* Microsoft SQL Server 2012SP2 — 2022 ¢ nogaepxkon Full-Text and Semantic Extractions for Search
PostgreSQL 12 — 18

Postgres Pro Standard 12 — 17

Postgres Pro Enterprise 12 — 17
Jatoba 4 — 6

/\ NPEQYNPEXAEHUE

Mpw ncnonb3oBaHun Microsoft SQL Server o6s13aTenbHO AOMKEH ObiTh YCTAHOBMEH AONOMHUTENbHbIN

MOAYNb — MOMHOTEKCTOBbIN U ceMaHTnyeckuit nonck (Full-Text and Semantic Extractions for Search).

AnnapaTHble TpeboBaHuA

MapameTpsbl 50 ceccun 100 ceccun 200 ceccumn
CPU 2 Cores 2 Cores 2 Cores
RAM 2GB 4 GB 4 GB
HDD 1TB 1TB 1TB
Network adapter 1 Gb/s 1 Gb/s 1 Gb/s

NMporpamMmmublie TpeboBaHUA

B cooTteeTcTBUM C ObmLManbHON JOKYMEHTaUmMen Npon3BoaUTENS.

CeTeBoe B3anMmoaencrTeue



B cooTteetcTBUM C ObMLManbHON JOKYMEHTaumMen Npon3BoaUTENS.



JIlnueHsnpoBaHue

B Indeed PAM ecTb ABE CXEMbI NMNLEH3NPOBAHUS:

e 10 NMONb30BATENSAM U pecypcam;

e MO ceccusiM (O4HOBPEMEHHbLIM MOAKMOYEHNSIM).

/\ NPEQYNPEXAEHUE

Bbl MOXeTe BblbpaTb TOMBKO OfHY CXEMY NULEH3MPOBAHUS B paMKax ogHou nHctannsaumm Indeed PAM.

OTaenbHo, BHE cxeM JIMUueH3npoBaHnA, MOXXHO I'IpVIO6peCTVI JIMUEeH3n Ha oTAerbHble q)yHKLI,VIOHaJ'IbeIe
mMmoaynu. Takue nmueH3nmn He BIINAKT Ha BO3MOXHOCTb MOfb3oBaTenen YCTaHOBUTb CECCUK0 Yepes PAM wnnun
Ha BO3MOXHOCTb aAMUHNCTpPATOpa BblAaTb pa3peLueHune. JInueHsnn Ha (byHKLI,I/IOHaJ'IbeIe mMoaynn
orpaHn4ymBaroT BO3SMOXHOCTb NCMOJSIb30BaHUA OOMOJTHUTESbHbIX beHKLlMﬂ. K Taknm nmueH3nsm oTHOCATCS:

o AAPM;
* NPOW3BOMbHbIE PECYPChI;

o SQL Proxy.

JluueHsmpoBaHuMe No nonb3oBaTensM u
pecypcam

KonuyecTtso nonb3oBartenen n pecypcos B Bawen nHctannaumm Indeed PAM orpaHnyeHo Konm4yecTsom
NpMOBpPETEHHbIX NMUUEH3UI Crnegyowmnx TUNoB:

e [lonb3oBartenbckas — onpenensieT KoNMYecTBo Nosib3oBaTenemn, Kotopble MOTyT NCNOJ1b30BaTb Indeed
PAM.

JTueH3nn MOXXHO NepepacnpenenvTb: 0CBOOOANTb NMNLEH3UN Y OOHUX COTPYOHUKOB U HA3Ha4YUTb
Apyrum.
o PecypcHas — onpeaensieT Konm4ecTBO PeCypCcoB, KOTOpble MOXHO A006aBuTb B Indeed PAM.

PecprHbIe NULEH3UN MOXHO 0CBOOOAUTL M HA3HAYNUTL Ha apyrmne pecypcobl.

KonunuyectBo 0AHOBPEMEHHO OTKPbITLIX CECCUI HE OrPaHNYEHo.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/applications/
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-the-postgresql-proxy

(D NPUMEYAHUE

JTtoOble NMUEH3UN MOXHO OOKYMUTb.

Ha3sHauyeHue

Monb3oBaTenbcKaa NULUEH3UsA

UTtoObl 3aHATL NoJb30BaTES1bCKYHO JTIMLIEH3UIO, AobaBbTe Nonb3oBaTento Xxota 6bl 0AHO akKTUBHOE
pa3peLueHmne. Ecnu Bce nonb3oBaTenbCckme NUUEH3NN ncyepnaHsbl, nobasunTb paspelieHne HoBomy

Nnob30BaTESO HEJb34.

PecypcHas nuueH3una

UToObl 3aHATL pecypCHYy0 Nn1LEeH3no, co3ganTte nnu socctaHosute pecypc B Indeed PAM. Ecnn Bce

pecypcCHble NMMUEH3NN NcHepnaHbl, CO34aTb HOBbIN pecypcC Hemnb3A.

OcBoboxageHue

NMonb3oBaTenbcKas NUUEH3UuA

Monb3oBaTenbckasi NMMUEH3nUsi 0CBOOOXAAETCS B pe3ynbTaTe TakMx AENCTBUN C pa3peLLeHNsiMU, Kak:

e OT3bIB;
e MPUOCTaHOBKA;

* NCTEeYeHne CpokKa.

PecprHaﬂ JNIMU4eH3unA

PecypcHasi nuueHsuns ocBoboxaaeTcsa Npu yaaneHumn pecypca.

Cpok aencreus
Mo cpoky AencTeus nuueHsnn boiBatoT:

e He OrpaHn4YeHHbIEe NO BPEMEHMU;

e OrpaHuMYeHHble KOHKPETHOM KaneHgapHoOW 4aToN:
o MNpoBHbIN Nepuog;

o noanncka.



[Mocne nctedeHnsa cpoka AencTBUS NULEH3NUN HENb3S:

e no6aBuTb pecypc;
e [06aBuTb Nonb3oBaTens;

e OTKPbITb CECCUIOD.

IlnueH3anpoBaHue no ceccusim

KonunyectBo ogHOBpeMeHHO OTKpbITbIX ceccun B Indeed PAM orpaHnM4eHO KonnM4ecTBOM NprMobpeTeHHbIX
NULEH3MI, KONNYECTBO NOMb3oBaTenen N pecypcoB — He OrpaHUYeHo.

Ha3HayeHue u ocBObOOXOeHue

CecCcuoHHas N1UEH3Na cYNTAETCH 3aHATOM B MOMEHT OTKpPbITNA ceccumn mn ocBoboXaaeTcs B MOMEHT

3aBepPLUEHNA CECCUN, NPUYHNHA 3aBeEPLUEHNA HE BaXHaA.

Cpok aencreus
Mo cpoky AencTeus nuueH3nn boiBatoT:

e HEe OrpaHn4YeHHble NOo BPEMEHMU;

e OrpaHUYeHHbIe KOHKPETHOW KaneHgapHoOW aaTon:
o MNpobHbIN Nepuog;

o noanucka.
Mocne ucteyeHns cpoka AeNCTBUS NULEH3UMN MOXKHO:

e penaKkTUpOBaTb paspeLleHus:;
e pedaKkTMpoBaTb CO3AaHHbIE PECYPCHI;

°* pPEefaKTUpoBaTb y4€THbIE 3arnuncu.

lMocne ucteyeHnsa CpoOKa OEeNCTBUSA NULEH3NN HESb3s OTKpbIBaTb CECCUN.

JNlnueH3ns Ha AAPM

JTnueHsna Ha AAPM nosBosnsieT Ucnorb3oBaTh CLEHApUKN NONyYeHUs CEKPETOB YYeTHbIX 3anucen n3 Indeed

PAM CTOPOHHUMU MPUNOXKEHUSAMN.



KonnyecTBo y4YeTHbIX 3anucemn, KOTOpbIM MOXHO AaTb pa3peLleHns npu noMmowm mexaHmsma AAPM,
OrpaHNYeHo KONM4eCcTBOM NPUOBPETEHHBLIX NULEH3NN. KonnyecTBo paspeLleHnin, NPpUNoXeHnn n nx

nosib3oBaTenemn He orpaHNYeHo.

(D NPUMEYAHUE

JTuuenaunsa Ha AAPM He 3aBUCUT OT BbIGPaHHOW CXeMbl TMLIEH3MPOBAHMS.

JTnueHsno Ha AAPM MOXHO OOKYNUTb Uy yaanuTb B Jl060M MOMEHT.

Ha3HayeHue u ocBOOOXOeHue

JNnuenaunsa Ha AAPM cuntaetcs 3aHATON B MOMEHT Jo6aBneHus Y4eTHOM 3annucu NnepBoro paspeLleHnsa ans

NPUITOXKEHNUA.

JNnuenauna Ha AAPM ocsoboxaaeTcsi B MOMEHT OT3biBa BCEX Pa3pELUEHN Y YYETHOM 3anncu.

/\ NPEAYNPEXAEHUE

MprocTaHoBKa paspeLlueHnin He ocBoboXaaeT nuueH3nto Ha AAPM.

Cpok aencreus
Mocne ucteyeHnsa cpoka AENCTBUSA NULEH3UN HEMNbB3S:

e no6aBuUTb HOBbIE pa3peLleHna Ha NpunoXxXeHun4,

e MCMONb30BaTh CLUEHapUKN NosyyYeHnst CeKpeToB yYeTHbIX 3anucen n3 Indeed PAM cTOpOHHMMHU

NPUNOXEHNAMMU.
Mo cpoky aencTeust NMLEH3MK ObIBaKOT:

e He OorpaHn4yeHHble No BPpEMEHMU;

e OrpaHuWYeHHble KOHKPETHOM KaneHaapHOW SaTou:
o Npo6HbIN Nnepuog;

o noanucka.
[Mocne nctedeHns cpoka AencTBUS NULEH3UN HENb3S:

e no6aBuTb HOBbIE pa3peLleHna Ha NpunoXxXeHun4d,



e MCMOMb30BaTh CLUEHapUKN NoryYeHnst CeKpeToB yYeTHbIX 3anucen n3 Indeed PAM cTOpOHHMMU

NPUNTOXKEHUAMMN.

JlnueH3usa Ha Npon3BOSibHbIe pecypcChbl

NLEeH3Ns NO3BONAET NOAKIOYATLCS K NPOU3BONbHBIM pecypcam. JINLEH3Ns He orpaHMYMBaET KONMYECTBO
paspeLLeHnin N oaHOBPEMEHHO OTKPbITbIX CECCUIA Ha NMPOWN3BOSIbHLIE PECYPCHI.

(D NPUMEYAHUE

JInueHsunsa Ha NPOn3BOJIbHbIE PECYPChbl HE 3aBUCUT OT Bbl6paHHOVI CXeMbl NnMUeH3npoBaHUA.

JInueHsno Ha NPon3BOJIbHbIE PECYPCbl MOXHO AOOKYMNUTb UK yOalnnTb B noOon MOMEHT.

Cpok aencreus
Mo cpoky AencTeus nuueH3nn boiBatoT:

e He OorpaHn4yeHHbIe NO BPEMEHMU;

e OrpaHuMYeHHble KOHKPETHOM KaneHaapHoOW LaTON:
o MNpoBHbIN Nepunog;

o noanncka.

Korga cpok oencTeus niMueH3nn NCTEYET, paHee CO3laHHble paspeLLeHns nepenayT B COCTOSHuE
HeakmueHo, a Takke CTaHyT HeQOCTYMHbI onepauunu:

e no6aBuTb NN BO30OHOBUTL pa3peLleHna Ha nogkro4YeHne K npon3BosibHbIM pecypcamMm,

e OTKPbITb CECCUIO HA NPOW3BOSIbHbIN pecypc.

JNInueHsua Ha SQL Proxy

JNnuenaunsa Ha SQL Proxy no3songaeT noakntoyatbes Kk pecypcam ¢ Tunom PostgreSQL. B aton nuueH3sum
onpeaensieTcst KonM4ecTBO akTUBHbIX pa3peLLeHnii Ha pecypcbl ¢ Tunom PostgreSQL.

(D NPUMEYAHUE

JTnueHnaunsa Ha SQL Proxy He 3aBUCUT OT BbIGPaHHOWN CXeMbl NMNLLEH3MPOBAHKS.



JTnuenaunio Ha SQL Proxy MOXXHO AOKYNUTb UK yaanuTb B 060 MOMEHT.

Ha3sHauyeHue

YTto6bl 3aHATb nuueHsnto SQL Proxy, nobaBbTe nonb3oBaTtento Xota O6bl 04HO aKTUBHOE paspeLleHne Ha
pecypc ¢ Tunom PostgreSQL. Ecnu Bce nuueH3un SQL Proxy ncyepnaHbl, o6aBUTb paspeLLeHne HOBOMY
nonb3oBaTento Ha pecypc ¢ TunomM PostgreSQL Henb3as.

OcBoboxpgeHue

JInuensuna SQL Proxy ocBoboxgaercs B pesynbrate Takux 4ENCTBUI C pa3peLleHnsMm Ha Pecypc C TUMoMm
PostgreSQL, kak:

e OT3bIB;
e NMPUOCTAHOBKA;

°* CTe4YeHune CpoKa.

Cpok aencreus
Mo cpoky aencTeust NMLEH3MK ObIBaKOT:

e HEe OorpaHn4yeHHbIE Mo BPEMEHMU;

e OrpaHuWYeHHble KOHKPETHOM KaneHgapHoOW LaTou:
o Npo6HbIN Nepuog;

o noanucka.
[Mocne ncteveHnsa cpoka AencTBUS NULEH3UN HENb3S:

e [06aBWTb UNM BO30GHOBUTL paspeLLeHmnst Ha NoakIoYeHre Kk pecypcam ¢ Tunom PostgreSQL;

e nobaBuTb Nonb3oBaTenen B rpynny nonb3oBaTenem, A KOTOPOW eCTb aKTUBHOE paspeLLeHne Ha
pecypc ¢ Tunom PostgreSQL;

e 006aBUTL pecypcbl B rpynny pecypcoB, A1s KOTOPOW eCTb akTUBHOE pa3peLLeHne Ha pecypc ¢ TUMOM
PostgreSQL;

e BblOpaTb TN PostgreSQL npu peaakTMpoBaHuM Nonb30BaTENbCKOro NOAKMYeHNs pecypca, ans
KOTOPOro €CTb akTMBHOE pa3peLLeHue;

e OTKPbITb CECCUIO Ha pecypc ¢ Tunom PostgreSQL.



OOwunKn nnaH BHeOpeHUs

MoaroroBka MHPACTPYKTYPLI

1. ﬂpeﬂ,OCTaBbTe cepBepPHbIE N KITMEHTCKNE KOMIMOHEHTbI B COOTBETCTBUN C UX CUCTEMHO-annapartHbiIMn

TpeboBaHUsIMMN.
2. YctaHoBuTe 1 HacTpomnTe Cnyx0by yaaneHHbix paboymx ctonoB (Remote Desktop Services).

3. YcTaHoBUWTE JONONHUTENBHBbIE KOMMOHEHTLI Microsoft ons KoppekTHOM paboTbl CEPBEPHbLIX

komnoHeHToB Indeed PAM.

4. HactponTe ceTeBoe B3auMOOENCTBUE CEPBEPHBIX U KIMMEHTCKMX KOMMOHEHTOB B COOTBETCTBUM C

TpeboBaHMsaMN.

5. HacTtponTte xpaHunuie gaHHbix Indeed PAM:
MpenocTasbre goctyn K ak3emnnapy Microsoft SQL, PostgreSQL, PostgreSQL Pro unu Jatoba.

o

[¢]

Cospavite 6asy gaHHbIX.

o

HacTpoiiTe cepBUCHYHO YYETHYHO 3anncb UM NpegocTaBbTe AOCTYN K MMELLENCSA YY4ETHOWN 3anmcu.

o

CospaiiTe 1 HacTpoTe MeamaxpaHunuile Ans XpaHeHns BUaeo3anuncen, CHUMKOB aKpaHa u

dannos.

6. Onpegenute LDAP-nyTn KOHTEMHEPOB 1 NOAPa3aeneHniA, B KOTOPbIX Oy4eT pacrnonoXeH katanor
nonb3oBaTtenen Indeed PAM B nepapxmm cny»x6bl KaTanoros.

7. CosganTe U HaCTpPOMTE CEPBUCHYIO YHETHYIO 3anncb Ans paboTebl ¢ KaTanorom none3osartenen Indeed

PAM vnu npegoctaBbTe JOCTYM K UMEKLENCS YYETHOW 3anucu.

8. CospganTe 1 HacTponTe CEPBUCHYH YHETHYIO 3annch Af9 CEPBUCHBLIX onepauuni B cnyxbe katanoros

nnun npegoctaBbre OOCTYM K nMmetroLencs yquHoﬁ 3arincu.

YcTaHOBKa U HacTpoukKa cepBepPHbIX KOMMOHEHTOB
Indeed PAM

Windows

1. Cepsep ynpasneHus (Windows)
2. Cepeep goctyna (RDP\RemoteApp)
3. Cepsep pgoctyna (SSH Proxy)


http://localhost:3000/privileged-access-manager/3.2/system-requirements/
http://localhost:3000/privileged-access-manager/3.2/system-requirements/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/servers/
http://localhost:3000/privileged-access-manager/3.2/system-requirements/windows-environment/#software-requirements-m
http://localhost:3000/privileged-access-manager/3.2/system-requirements/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/databases/#database-creation
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/databases/#creating-a-service-account-to-work-with-data-storage
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/media-storage/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/active-directory-accounts/

Linux

1. CepBep ynpasneHus (Linux)
2. Cepsep goctyna (RDP)

3. Cepsep goctyna (SSH Proxy)
4. Cepsep goctyna (SQL Proxy)

YcTaHOBKa U HaCTPOUKa KIUEHTCKUX KOMIMOHEHTOB
Indeed PAM

1. YctaHoBuTe 1 Hactponte PamSu
2. YctaHoBuTte n HactpouTe Indeed PAM Agent

3. YcraHosuTe u HacTpouTe Indeed PAM Desktop Console

TecTtoBbIn 3anyck Indeed PAM

1. NpoBepbTe paboTy cepBEPHbIX U KITMEHTCKMX KOMMOHEHTOB.
2. YcTpaHuTe owmnbKu.

3. [NpoBepbTe CLeHapun 3akas4vunka:
o HactponTe cepBucHble onepaumm ansa pecypcoB ¢ OC Windows.

o HactponTe cepBucHble onepaumm ans pecypcos ¢ OC Linux.
o HactponTe cepBUCHble onepaLmmu B Cnybe KaTanoros.

o HaCTpOIZTe Nnornb3oBaTeribCkne TuMbl CePBUCHbIX NOAKITHOYEHUN.

3aBepLiaroLwmm atan

1. NpooemoHcTpupynTe dyHKLMOHAanN.
2. O6byunte pabote c PAM.

3. Beegute PAM B akcnnyaTtauuio.


http://localhost:3000/privileged-access-manager/3.2/setup/additional-components-setup/#pamsu
http://localhost:3000/privileged-access-manager/3.2/setup/additional-components-setup/#indeed-pam-agent
http://localhost:3000/privileged-access-manager/3.2/setup/additional-components-setup/#indeed-pam-desktop-console
http://localhost:3000/privileged-access-manager/3.2/service-operations/#service-operations-for-windows-resources
http://localhost:3000/privileged-access-manager/3.2/service-operations/#service-operations-for-nix-resources
http://localhost:3000/privileged-access-manager/3.2/service-operations/#service-operations-in-active-directory
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#adding-new-connection-types-srv

Ii% Y4yeTHble 3anucu Katanora nosib3oBartenemn

CospaiiTe yyeTHble 3anucu s paboThbl ¢ KaTanorom nonb3oBaTenen u Ansi CePBUCHbIX onepauuii

@ Ceptudukartbl

MogroToBbTe cepTndukaTel nepen ycraHoskow Indeed PAM

@ Ba3bl AaHHbIX

CospainTte 6asbl AaHHbIX U y4yeTHble 3anucu ongd pa60TbI C XpaHunuiiem gaHHbIX

@ Mep,uaxpaHMnMu.l,e

KonuyectBo rnas: 3

=1 CepBepbl

o

il

[o6asste RDS ponb (ans Windows) nnu yctaHoBute Heobxoanmble KOMMOHEHTbI (A5 Linux)



http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/certificates/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/media-storage/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/servers/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/accounts-for-wizard/

@@E‘ YyeTHble 3anucu gna yctaHoBkn PAM yepe3 mactep

MpocMoTpUTE CMMCOK YHETHBIX 3anucei, koTopble TpebyroTcs ans paboTbl C MacTepom



http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/accounts-for-wizard/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/accounts-for-wizard/

Y4yeTHbIE 3anNUcu Karanora
nonb3oBaTteneu

Baaumopgencteue Indeed PAM ¢ KOHEYHbIMM MOMb30BaTENSIMU BbIMOMHAETCS 3@ CHET YYETHOWN 3anuncu,
KoTopas byaeTt nony4atb CAMCOK Nofnb3oBaTtenen n ux atpnbyThbl.

YyeTHada 3anucb Onsa padboTbl C KaTasorom
nonb3oBaTenen

Active Directory FreelPA ALD Pro OpenLDAP RED ADM Samba DC

1. 3anyctute ocHacTtky Active Directory — nonb3oBaTtenu n komnbrotepbl (Active Directory Users and
Computers).

2. BbI30BUTE KOHTEKCTHOE MEHIO KOHTENHEpa Unu nogpasnenexHuns.
3. Buibepute nyHkT Co3paTtb (Create) — MNonb3oBaTtenb (User).
4. Ykaxute nus, Hanpumep, IPAMADReadOps.

5. 3anonHute obasarternbHble NONA U 3aBepLUMTE CO34aHME YYETHOW 3anucu.

YyeTHas 3anucb AN CepBUCHLIX onepauumn

Active Directory FreelPA ALD Pro OpenLDAP RED ADM Samba DC

1. 3anyctute ocHacTtky Active Directory — nonb3oBartenu n komnbrotepbl(Active Directory Users and
Computers).

. OTKpOMTE KOHTEKCTHOE MEHIO KOHTENHEpPa Unu nogpasaeneHus.

. Boibepute nyHkT Co3aatb(Create) — Nonb3oBatenb (User).

. YkaxuTte nvs, Hanpumep, IPAMADServiceOps.

. 3anonHuTe oba3artenbHble NoNg U 3aBepLUMTe co3gaHne y4eTHOW 3anucu.

. OTKponTE KOHTEKCTHOE MEHIO KOHTENHEpPA, NoapasaeneHnsa unm KopHs AoOMeHa.

~N OO o A WODN

. Beibepute nyHkt CBomncTBa (Properties).



14.
15.

. Nepengute Ha Bknagky BesonacHocTb (Security).
. Haxxmute flo6aBuTb (Add).

10.
1.
12.
13.

Bbibepute yyeTHyto 3anmcb IPAMADServiceOps 1 Haxxmute OK.
Haxmute JononHutenbHo (Advanced).
Bbibepute yyetHyto 3anmce IPAMADServiceOps 1 HaxxmmuTe UsmeHnTb(Edit).

YctaHosute ansa nonga MpumeHseTtca k:(Applies to:) 3HayeHne [loyepHue 06bEKTbI:
NMonb3oBaTtenb (Descendant User objects).

B pasgene PaspeweHus: (Permissions:) otmetsTe Copoc napons (Reset password).

COXpaHVITe BHECEHHbIE NSMEHEHUA.



CepTudukarsbl

MogrotoBbTe cepTudukaTthl nepeq yctaHoBkor Indeed PAM. Y Bcex cepTudmkatoB gormkeH 6biTb OANH 1 TOT

e naporb.

A NMPEOYNPEXOEHUE

Bce cepTudumkathbl, Kpome cepTudmKaTa yaoCTOBEPSAIOLLEro LEHTPaA, AOMKHbI ObiTb B (hopmate . pfx .

CepTudukat yaoCToBEPSAOLLEro LeHTpa A0MKeEH ObiTb B hopmate .crt.

TpeboBaHusA K cepTuchukaTam

o CepTudmkatbl JOMKHbI ObITb 4ENCTBYHOLLMMMN.
o MuHunmanbHaa annHa RSA-kno4va: 2048.
e 3agaHbl HACTPOWKN:
o [ns pacwwupenus Enhanced Key Usage (EKU) ykasaHo Server Authentication.
HacTpowika no3sonsieT ncnonb3oBaTb cepTudmkart Ans ayTeHTudukaLmm cepaepa.
o [nsa pacwwupenusn Key Usage ykasaHo Digital Signature n Key Encipherment.
HacTtpownka onpegenseT kpuntorpadguyeckne onepauum: No3BosseT KIody co3gasatb LMdpoBble
no4nNucu 1 paspeLuaet WrdpoBaTb CUMMETPUYHBIE KIOYN CECCUMN.
¢ B ceptudukate ykaszaHol Common Name (CN) n Subject Alternative Names (SAN).

Monsa cogepxaT gOMeHHble MMeHa xocTa B popmate FQDN.

v Cxema 3anonHeHus CN n SAN

Mpn bopmupoBaHum ceptudumkata nonss CN n SAN 3anonHATCA B 3aBUCUMOCTI OT POSN U
NnpUHaLNeXHOCTM XO0CTa OTKa3oycTomymBomy knactepy (Keepalived), a Takke OT HanMuus

BGanaHcMpoBLUMKA.




XocTt — XocTt

Hanuuyune KoHdurypauus
6anaHCcUpoOBLUUK B coBmMeLjaeT

GanaHcupoBLUMKa . ceptucpmkara
knacrtepe Keepalived cepBep gocTtyna

Mone Subject:

CN — ums xocTa
Mone SAN:

DNS — MMsi XocTa

Het - -

Mone Subject:

CN — mnmMs xocTa
[a Ia - Mone SAN:

DNS — MMs XocTa

DNS — FQDN PAM

Mone Subject:

CN — nms xocTa
[a Het [a Mone SAN:

DNS — mMsi XocTa

DNS — FQDN PAM

Mone Subject:
CN — mnms xocTa
Mone SAN:

DNS — M4 XocTa

Ja Het Het

NepeyeHb cepTudpmnkKkaToB

MHcTannauua 6e3s OTtkasoycTtonymBas OTkasoycTom4mBasi MUHCTaNNSALMA Co

6anaHcupoBKK uHctannaumsa ¢ HAProxy CTOPOHHUM 6anaHCUpPOBLLUMKOM

Bam noHapobsTca cneayowme ceptndukarhbl:

o CepTtudukat ygoctoBepsioLLero LeHTpa 6e3 npusaTHoro knoya B popmate PEM (Base64) ¢

paclupeHunem .crt.



o Ceptudukatr Ha FQDN PAM c npuaTtHbIM KNo4oM B oopmaTe .pfx.

o CepTtudumkatbl Ha Bce cepBepbl goctyna RDP, RDS n PostgreSQL ¢ npuBaTtHbIM Kito4om B hopmaTte

.pfx. Kpome cny4yasd, Korga cepsep goctyna yCtaHOBJIEH HA OQHOM XOCTE C CepBEPOM YyrnpaBleHUA.

() MHOOPMALIMSA

[ocTtynHo ucnonb3oBaHue wildcard-ceptudukata. B atom cnyyae ceptudumkaT 4OrmKeH ObiTb BbiMyLLEH
Ha BECb JOMEH UIM UMEThb B anbTepHaTUBHbLIX MMeHax agpeca Bcex xoctoB PAM.

Ansa koppekTHon pabotbl LDAPS nomecTtuTe ceptudpmkaT ygocToBeEpPSIOLWErO LIEHTPa B
IndeedPAM_3.2_RU\indeed-pam\state\target\ca-certificates nepep, 3anyckom mactepa.



Bba3bl AaHHbIX

[na xpaHeHuna gaHHbIX Indeed PAM ncnonb3yer:

o Core — B[] komnoHeHTa Indeed PAM Core, ncnonb3dyerca ans XxpaHeHns AaHHbIX NPUBUNENMPOBAHHbIX

YYETHbIX 3anncen, pecypcoB, paspeLleHnin 1 apyrnx cepBuUCHbIX AaHHbIX Indeed PAM.
¢ CoreJobs — B[] komnoHeHTa Indeed PAM Core, ncnone3syetcs Ans XxpaHeHUa 3agay no pacrnucaHuio.

¢ ldp — B[] komnoHeHTa Indeed PAM IdP, ncnonbayetcsa ona xpaHeHUst ayTeHTUPUKaATOpOB

nons3oBaTenen n agmuHuctparopos Indeed PAM.
¢ IdpJobs — B[] komnoHeHTa Indeed PAM IdP, ncnone3syetca ans XxpaHeHus 3agad no pacrnmcaHuio.

¢ ILS — B/l komnoHeHTa Indeed Log Server, ncnonbsyetcs Ans xpaHeHnsa cobblituii Indeed PAM.

Co3paHue 6a3 gaHHbIX
MSSQL PostgreSQL Jatoba

1. 3anyctute Microsoft SQL Management Studio (SSMS) n BbINONHUTE NOAKIIOYEHME K 9K3EMNIISPY
Microsoft SQL Server.

2. OTKponTe KOHTEKCTHOE MeHI0 NyHKTa Ba3sbl gaHHbIx (Databases).
3. Bolbepute nyHkT HoBas 6a3a gaHHbIx (New Database).
4. YkaxunTte nma 6asbl AaHHbIX, Hanpumep: Core, CoreJobs, Idp, IdpJobs, ILS.

5. Haxxmute OK.

Co3pgaHue U Ha3Ha4YeHue y4eTHOM 3anucu Ans
paboThbl C XpaHUNULLEM AaHHbIX

MSSQL PostgreSQL Jatoba

1. 3anyctute Microsoft SQL Management Studio (SSMS) 1 BbINONHUTE NOAKITIOYEHUE K 9K3EMMNNAPY
Microsoft SQL Server.

2. PackpowTte nyHKT BesonacHocTb (Security).
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. OTKpounTe KOHTEeKCTHOe MeHto nyHkTa UmeHa ans Bxoaa (Logins).
. Beibepute nyHkT Co3aatb umsa ansa sxopa (Create login).
. YkaxuTte nms, Hanpumep, IPAMSQLServiceOps.

. Beibepute T1n NMpoBepka noanuHHocTn SQL Server (SQL Server authentication) n 3anonHute

HeobxoauMble nons.

. Mepengute B nyHKT ConocTtaBrneHue nonb3oBatenen (User Mapping).
. OtmeTbTe B1 Core, CoreJobs, Idp, IdpJobs, ILS.

9.
10.

OtmetbTe npaBa db_owner, db_datareader n db_datawriter.

Haxmute OK.

(D NPUMEYAHUE

MpaBa db_owner ons Microsoft SQL Server Tpebytotca Tonbko Ang nepsoro obpawenns k B.

Onsa pabotel PAM TpebyeTcs BbINOMHUTL YCTAHOBKY cepTudumkara ans nHeraHca MSSQL.



@ SMB-xpaHunuwie

Cospaite n HacTponTte SMB-xpaHunue

:[‘::\ NFS-xpaHunuiie

Cospanite n HacTponTe NFS-xpaHunuiie

@ S3-xpaHunuwe

HacTtponte S3-xpaHunuiye Ha 6ase MinlO



http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/media-storage/smb/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/media-storage/nfs/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/media-storage/s3/

SMB-xpaHunuwe

Indeed PAM nopaepxuvBaeT paboTy hannoBoro xpaHunmiia Ha OCHOBE CETEBOrO MPOTOKOMa AoCcTyna
SMB (Server Message Block). SMB-xpaHunuuie aBnseTcs CTaHgapTHbIM CETEBbLIM XPaHUMULLEM A5
OC Windows.

YT06bI CO3aaTb 1 HACTPOUTL XPaHWUIULLE:

1. BbinonHuTe BX0A Ha cepBep, KOTopbI ByaeT BbiCTynaTb B posiv hainfioBOro XxpaHunumuia.

N

. Cospgante katanor, Hanpuwvep, IPAMStorage.

3. Bbi3oBMTE KOHTEKCTHOE MEHIO 1 BbiGepuTe NyHKTbI MpeagocTtaBuTb goctyn K (Give access to)
n OTgenbHble noam (Specific people).
. BBegute nmsa yyetHon 3anucu, Hanpumep, IPAMStorageQOps.
. Haxxmnte lo6aButb (Add).

4

5

6. Boibepute IPAMStorageOps 3 cnucka aobaBneHHbIX.

7. 'ameHuTe YpoBeHb pa3peweHun (Permission level) Ha YTeHne u 3anuck (Read/Write).
8

. Haxxmute NMopenutbea (Share).

¥ CUCTEMHbIE Tpe6OBaHVIﬂ

() UH®OPMALUSA

CuncTtemHble TpebOoBaHMS K XpaHUIMLLY paccymMTaHbl Ha npuMmepe nHctannaumm PAM
¢ 700 ogHOBpEeMEHHbLIMWN CECCUAMN C BUOEONOrMpoBaHNEM.

PekomeHayemble cucteMHble TpeboBaHus:

o KonunyectBo sigep npoueccopa: 6 agep.

o TaktoBas YacTtoTa npoueccopa: 2.8 [Ty n 6onee.

o [lopgoeprkka TEXHONMOMMKU rMNEPNOTOMHOCTU, Hanpumep, Hyper-threading.
o O6bem onepartmBHon namaTtu: 16 INb.

¢ [lponyckHasa cnocobHocTb KaHana: 1 'éut/c.

o [uckoBas cuctema: RAID-maccus ¢ yepegoBaHmem (Hanpumep, RAID 0) unn SSD-HakonuTernb B
KayecTBe Kella Ans MaccuBa OUCKOB.




NFS-xpaHunuuwe

Indeed PAM nopaepxuvBaeT paboTy hannoBoro xpaHunmiia Ha OCHOBE CETEBOrO MPOTOKOMa AoCcTyna
NFS (Network File System).

NMNoarotoBKa xpaHunuwa Ha Linux
RPM DEB

1. YcTaHoBUTE NaKkeThbl:
sudo dnf install nfs-utils
2. 3anyctute cnyx6bl NFS-cepepa:

sudo systemctl start nfs-server.service
sudo systemctl enable nfs-server.service
sudo systemctl status nfs-server.service

3. Cosgante dhannoBbie CUCTEMbI ANst 9KcnopTa unu oobmeHa Ha cepepe NFS v 3agante Bnagensua u
rpynny:

sudo mkdir -p /mnt/data_storage/
sudo chown -R 23041:23041 /mnt/data_storage/

4. BKcnopTupynTe dhannosble cuctemsl B oann koHdurypauum cepsepa NFS — /etc/exports, 4TobbI
onpeaenuTb NokarnbHble uandeckme gannoBble CUCTEMbI, JOCTYMNHble Ans KnMeHToB NFS:

LWa6noH nytm

/mnt/data_storage/ <IP-agpec_knueHTa/ceTb/Macka/*>
(rw,sync,all squash,anonuid=23041,anongid=23041)



Mpumep nyTtn

/mnt/data_storage/ 192.168.131.0/24(rw,sync,all_squash,anonuid=23041,anongid=23041)
5. lNMocne BHeCEHNSI UIBMEHEHMI, YTOObI OHN BCTYNWUIIN B CUIY, BbINOMHUTE KOMaHAY
sudo exportfs -arv

6. O6xo[ BCTPOEHHbIX yTUIUT 6e30MacHOCTU:

B guctpnbytmeax Ha ocHoBe RPM (Hanpumep, CentOS, RHEL, Fedora) ytunuta 6e3onacHocTu
SELinux moxeT 6nokupoBaTtb goctyn k NFS, ecnu oH He HacTpoeH LOMKHbIM 00pa3om.

o YTtobbl BpeMEHHO oTKNHUNTL SELINUX ans tectupoBaHus:
sudo setenforce 0
o YT106bI HacTponTb SELinux gna pabotel ¢ NFS:

sudo setsebool -P nfs_export_all rw 1
sudo setsebool -P nfs_export all ro 1

Takke ybegutecsh, uto firewall He GnoknpyeT nopTel, Heobxoanmble ana pabotel NFS. OTkponTe mx:

sudo firewall-cmd --permanent --add-service=nfs

sudo firewall-cmd --permanent --add-service=rpc-bind
sudo firewall-cmd --permanent --add-service=mountd
sudo firewall-cmd --reload

HacTtponka PAM ana pa6otbl ¢ NFS

HacTponka xpaHunuuia BbINonHAeTcA nocre yctaHosku Indeed PAM.

Linux Windows



1. CosganTe nanky ans MOHTUPOBaAHUA MeauaxpaHunma Ha cepeepe. Takke MOXeTe MCNOoNb30BaTb
roToBYlO Narky, Hanpumep, /etc/indeed/indeed-pam/media-temp.

sudo mkdir -p /mnt/pamstorage/

2. YctaHoBUTE KNUEHT Anst MoHTMpoBaHus NFS:

o RPM:

sudo yum install nfs-utils

o DEB:

sudo apt install nfs-common

3. BbINONHMUTE MOHTUPOBaHME XpaHUnMLLa:

LLIa6noH KkoMaHAabl

sudo mount -t nfs <fqdn_or_ip nfs_server>:/nyTb/no/mMeguxpaHunuwa /nyTb/no/nanku/
MOHTUPOBAHMUA

Mpumep KoMaHAbI

sudo mount -t nfs 192.168.131.200:/mnt/data_storage/ /mnt/pamstorage/

4. [lo6aBbTe MOHTUPOBaHNE XpaHUNULLLA B aBTO3anycK:

UTtobbl aBTOMaTnyeckn MoHTupoBatbe NFS npu ctapte cuctemsbl, gfobaBbTe 3anuck B doann /etc/fstab:

LLlabnoH komaHAabI

<fgdn_or_ip_ nfs_server>:/nyTb/po/mMeguxpannnavua /nyTb/A0/nanku/MOHTMpOBaHUA nfs
defaults 0 ©



Mpumep KOMaHAbI

192.168.131.200:/mnt/data_storage/ /mnt/pamstorage/ nfs defaults 0 ©

[1ns NnpoBepKM MOHTUPOBAHUS BbINOMHUTE:

sudo mount

5. BHecuTe nameHeHus B cekummn volumes B docker-compose hannax ans Core n Gateway-Service:

o Core — nyTb 0 (hpanna Ha cepBepe ynpasneHus: /etc/indeed/indeed-pam/docker-
compose.management-server.yml

o Gateway-Service — nyTb 4o danna Ha cepBepe gocrtyna: /etc/indeed/indeed-pam/docker-
compose.access-server.yml

B cekumtio volumes TpebyeTcs 4O6aBUTb MyTb K MOHTUPOBAHHOMY XPaHUIULLY:

- /nyTb/Ao/nanku/MoHTMpoBaHuA: /mnt/storage:rw,z

Mpumep ansa Core

core:
image: nexus.indeed-id.hq:5050/pam/indeed-pam-core:${TAG}
container_name: pam-core
extends:
file: docker-compose.common-services.yml
service: base
pids_ limit: 5000
depends_on:
- ca-certificates
- pgsql
environment:
- COMPlus_EnableDiagnostics=0
user: root
read _only: false
security opt:
- apparmor=pam-management
volumes:
- ./core/events:/var/lib/indeed/indeed-pam/events:rw,Z



- ./core/appsettings.json:/app/appsettings.json:ro,z
- ./keys/shared/protector:/etc/indeed/indeed-pam/keys/shared/protector:ro,z
- ./keys/core:/etc/indeed/indeed-pam/keys/core:ro,Z
- ./logs/core:/app/logs:rw,Z
/mnt/pamstorage:/mnt/storage:rw,z # [lpumep moHmupoBaHua NFS
- pam-core-temp-data:/var/lib/indeed/indeed-pam:rw
- pam-ca-cert-store:${CERT_STORE}:ro
tmpfs:
- /tmp
networks:

- pam-core-network
- pam-1ls-network

6. BHecuTe nameHeHus B cekumm Storage KoHdUrypaumoHHbix dannos Core n Gateway-Service:

o Core — nyTb 40 KOH(purypaumoHHoro danna Ha cepeepe ynpasneHus: /etc/indeed/indeed-
pam/core/appsettings.json

o Gateway-Service — nyTb 4O KOH(pUIypaLMOHHOIO hanna Ha cepBepe gocrtyna: /etc/indeed/indeed-

pam/gateway-service/appsettings.json

B obounx dannax TpebyeTcsa ykasatb NyTb 4O MOHTUPOBAHHOIO XpaHUIumLLA:

"Storage": {
"Type": "FileSystem",
"Settings": {
"Root": "/mnt/storage"

7. lNepesarpy3nTte KOHTENHEPHI:

sudo bash /etc/indeed/indeed-pam/scripts/run-pam.sh



S3-xpaHunuiie

O6bekTHbIE XpaHunuMwa Ha ocHoBe npoTtokorna S3 (Simple Storage Service) No3BoNAT XpaHUTL hannbl
nobbIx TMMNOB. [na rpynnnpoBKN 1 XpaHeHns hanioB UCNONb3YTCS cneumanbHble KOHTEeNHepbl —
baketbl (bucket).

Indeed PAM nopaepxusaet paboty S3-xpaHunuwa MinlO.

UTtoObl co3gatbh M HACTPOUTb XPaHUIULLE:
1. BbinonHWUTE BXOA Ha cepBep, KOTOpbIN ByaeT BbICTynaTb B ponn hansioBoro XxpaHunuiia.
2. MNMepenante B pa3gen Buckets Ha nesBon naHenu.
3. Haxmute Create bucket.
4. 3anonHute none Bucket Name.
5. Haxxmute Create bucket.
6. Y6eauteco, 4to B pasgene Buckets nosBmnocb co3gaHHoOe XpaHUnuLe.
7. Nepenaunte B pa3gen Access Keys Ha neson naHenu.
8. Haxxmute Create Access Key.
9. 3anonHute nons Access Key 1 Secret Key.

() UH®OPMALIUSA

Krtoun HyxHbl Indeed PAM Gateway Service onga goctyna K xpaHunuiy. Ykaxute Access Key u
Secret Key B macTepe npu HaCTponke XpaHunuiia gaHHbIX.

10. OTKpOVITe KOMaHAHYO CTPOKY OT UMEeHU aAMUHUCTPAaTopa 1 npoeepbre AO0CTYNMHOCTb XpaHUnLia:

rclone lsjson \

--s3-endpoint <hostname> \

--s3-provider Other \

--s3-access-key-id <access-key-id> \
--s3-secret-access-key <secret-access-key> \



--s3-acl public-read-write \
:s3:<bucket_name>

o hostname — IP-agpec nnn DNS-umsa cepBepa ¢ xpaHunuiiem.
Mpumep: "http://127.0.0.1:9000"

o access-key-id — Access key (Kntoy goctyna).
o secret-access-key — Secret key (CekpeTHbIN Knto4y 4oCcTyna).

o bucket_name — Ha3BaHue xpaHunuuia.

Ecnu megmaxpaHunuile 4OCTYNHO N He CoAepXnUT pannoB, KOMaHAa BEPHET NMyCTOW CrUCOK: [] .



CepBepbl

Windows Linux

Ansa yctaHoBku komnoHeHToB PAM cepBepbl Ha OC Windows JOMmKHbI:

o oObpawatbca k ogHomy DNS-cepepy;
e HaxoOuTbCHA B OOHOM JJOMEHE U CeTU;
e UMETb 3anyLieHHyto cnyxoy WinRM;

* NMETb UMSA XOCTa, coBnagaruee ¢ DNS-nmeHem cepBepa, B HUxxHeEM pernctpe un gopmarte FQDN.
Mpumep: pam.my-company.local.

AnnapaTtHbie 1 NporpamMmmMHble TpeboBaHNSA, a TakKe CeTeBoe B3aMMOAENCTBME A CEPBEPOB CMOTPUTE B
pasgene CuctemMHble TpeboBaHUs.

3anyck cnyx6b1 WinRM
[1ns BbINONHEHUA CEePBUCHbIX onepaLmi Ha cepBepax ynpasneHnsa n goctyna sanyctute cnyxéy WinRM.
YT06bI 3anycTUTbL CNyx0y:

1. 3anyctute PowerShell ot nmeHn agmumHucTpartopa.

2. BbinonHute Komangy:

Enable-PSRemoting -Force

KomaHga 3agaet ctaHaapTHble HacTponku WInRM, meHsieT Tvn 3anycka cnyx6bl Ha aBTOMaTU4eckuii

paspeLuaeT BXoasdLme ceTeBble NoakntoveHus Yyepes bpaHamayap Windows k noptam 5985 n 5986.
HacTtpouka cepBepa goctyna RDS

Monb3osatenu PAM moryT oTkpbiBaTb Web/Desktop-ceccumn yepes cepsep goctyna RDS. NogkntoyeHne
peanu3oBaHo ¢ nomoLbio Remote Desktop Services Microsoft (Cnyx6bl yganeHHbIX paboynx CTonos).
Korga nonb3oBaTenb noakntovaeTcs Kk cepsepy goctyna RDS, 3anyckaetca npunoxeHne Indeed PAM.
[MpunoxeHne NnpoBepsieT NpaBa Nornb3oBaTens, ayTeHTUMULNPYET ero 1 BegeT NormpoBaHue ceccum.
3anyck npunoXxeHun ocyulectensercs B pexume RemoteApp.


http://localhost:3000/privileged-access-manager/3.2/system-requirements/windows-environment/

YTto6bl NnogrotoBuTh cepaep K pabote, Bkntounte cnyx6y WinRM, passepHute ponb RDS n HacTpowTe
OpaHamayap.

Mepen Tem Kak pa3BepHyTb cepsep ¢ ponbto RDS ybeantecs, yTo:

e K HEMY He NPUMEHAKTCA rpynnoBbi€ NMNOJIMTUKN, CBA3AHHbIE C yOalleHHbIM JOCTYINOM;

e Ha HEM OTCYTCTBYIOT Ntobble n3 komnoHeHToB ponn RDS (RDCB, RDG, RDL, RDSH, RDVH, RDWA).

PasBepTbiBaHue ponn Remote Desktop Services

1. OtkponTte Server Manager (ducnetyep cepsepoB) 1 B MeHio Manage (YnpasneHue) Bbibepute
Add Roles and Features ([Jo6aBuTb ponv 1 KOMNOHEHTbI).

2. Beibepute tnn yctaHoBkn Remote Desktop Services Installation (YcTtaHoBka cnyx6 yganeHHbIx

paboumnx ctonos) n Haxkmute Next.

3. Bblbepute T1n passepTtbiBaHus Standard deployment (CtaHaapTHOe pa3BepTbiBaHUE) U HAXMUTE
Next.

4. BolbepuTte cueHapui passepTbiBaHNa Session-based desktop deployment (PassepTbiBaHne pabounx
CTOSIOB Ha OCHOBe ceaHCcoB) U HaxmuTe Next.

5. Mponyctute war Role Services (Ponu cepsepoB) n Haxmute Next.

6. Boibepute nmsa Tekywiero cepsepa Ha warax RD Connection Broker ([MocpegHuk nogknoyeHui K
yaaneHHbiM paboudnm ctonam), RD Web Access (Be6-gocTyn k yganeHHbim paboymm ctonam),

RD Session Host (Y3en ceaHcoB yaaneHHbix pabodnx ctonos) n Haxxmute Next.

7. Bknounte onumio Restart the destination server automatically if required (ABTomatnyecku
nepesanyckaTb KOHEYHbIN cepBep, ecnun 3To noTpebyetcs) n HaxxmuTe Deploy (Pa3BepHyTb).

8. MNocne nepesarpysku otkponTe Server Manager ([ucnetyep cepBepoB) 1 AOXKANTECH 3aBEPLLEHUS
npowecca.

HacTpowka npaBuna 6paHgmayapa

1. Nepenante Ha Bknagky Local server (JlokanbHbI cepBep) 1 HAXXMUTE Ha 3HaYeHne napameTpa
Windows Defender Firewall (Epangmayap Microsoft Defender).

2. MNepenanTte B okHO Firewall & network protection (bpaHgmayap 1 6e3onacHOCTb CETU) N HAXMUTE
Advanced settings (JononHuTenbHble NapamMeTpsbl).

3. Mepenante B okHo Windows Defender Firewall with Advanced Security (MoHuTOpuHr 6paHgmayapa
3awmtHnka Windows) n otkponTte Bknagky Inbound Rules ([Mpasuna aons Bxoasiwmx NnogKIOYEHUNR).

4. Haxxmute New Rule (Co3gatb npaBuno) 1 3aganTte HaCTPOWUKMK:

i. Boibepute Tvn npasuna Port ([nsa nopta) n Haxmute Next.

ii. Ykaxxnte nopt B none Specific local ports (OnpegeneHHble nokansHble nopTa):



s 5985 — anga nogkrnodeHun no npotokony HTTP

» 5986 — ansa nogkntoydeHun no npotokony HTTPS
iii. Boibepute Allow the connection (PaspelumnTtb nogkntodeHune) n Haxxmmute Next.
iv. BoibepuTe Bce npodunu n Haxmute Next.

v. BBegute HasBaHue npasuna B none Name (Mmsa) n Haxmute Finish (FToTtoBo).



YyeTHble 3anucu anga yctaHoBkun PAM
yepes macrtep

Mepen nepexogom K pasgeny YcraHoBka ybeguTtech, YTO Bbl MOATOTOBUIIN BCE OMMCAHHBIE HUXKE YYETHbIE
3anucu n ux naponu. bes aTux yyeTHbix 3anncen yctaHoska Indeed PAM HeBo3MOXHa.

¢ Y4yeTHble 3anmcm XoCToB (OT,D,eJ'IbeIe unu obuas AOMeHHas ydyeTHan 3aI'IVICb).

v [logpobHee

QT yyeTHble 3anucy OyayT NPUMEHATLCS ANS YCTAHOBKM KOMNOHEHTOB PAM Ha XOCTbl.

Ansa xoctoB nog ynpasnennem Windows gomkHa 6biTb BO3MOXHOCTb noakntodeHnsa no WinRM, a
y4yeTHas 3anucb AOMMKHA UMETbL NpaBa NoKanbHOro agMmuHucTpartopa. [Ansa Linux gormkHa ObiTb
BO3MOXHOCTb nofknoyeHns no SSH, a ydeTHas 3anucb oMmkHa MMeTb npasa root.

Y4yeTHble AaHHble 3TUX 3anucen OyayT COXpaHeHbl B pe3epBHOM KoMK Mmactepa ans
NCNONb30BaHUSA Npu NocneayrLmx onepaunsx ¢ MacTepoMm, Takux Kak UaMeHeHne KoHdurypaumm
unu odbHoereHue Indeed PAM.

e Y4yeTHble 3anucu 6anaHCMpOBLUMKOB, €CNN NNAaHNPYETCH OTKa30yCTOMYMBAA UHCTaNNALMS.
e YyetHagq 3anucs CYB[ (Hanpumep, IPAMSQLServiceOps).

e Y4yeTHasd 3anucb Ans AOCTyNa K MeanaxpaHunuLly, ecnv BblibpaH tnn xpaHunuwia SMB.

e YyeTHad 3anucb Ans YTeHus katanora nonb3oatenen (Hanpumep, IPAMADReadOps).

e Y4yeTHad 3anucb agMUHUCTpaTopa ponen — nonb3oBartens, KoTopoMy 6yayT BblAaHbl NpaBa Ha
ynpasnenune ponsmn PAM. OTOT nonb3oBaTtenb CMOXET BblAaTb NpaBa Ha AOCTYN K KOHCONU
ynpasrneHna PAM gpyrum nonb3oBaTesnsm.

¢ YyeTHadq 3anucb ons ayteHTudukauyum Ha SMTP-cepBepe, ecnu nnaHupyetcs Bolbpate Email B
KayecTBe BTOPOro paktopa.


http://localhost:3000/privileged-access-manager/3.2/installation/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/databases/#creating-a-service-account-to-work-with-data-storage
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/active-directory-accounts/#account-for-user-directory

ad | .
% OcHoBHasa Ha Windows

YctaHoBuTe Indeed PAM B COOTBETCTBMM C OCHOBHOW CXEMOW pa3BepTbiBaHWsi 6e3 6anaHCUPOBKM C CEPBEPOM
ynpaeneHus Ha Windows

lf’! OcHoBHas Ha Linux

YctaHoBuTe Indeed PAM B COOTBETCTBMM C OCHOBHOW CXEMOW pa3BepThiBaHWs 6e3 GanaHCUPOBKM C CEPBEPOM

ynpasneHus Ha Linux

(ag | . i
G_ém,i OTtkasoycTtonumBasa Ha Windows

YctanosuTe Indeed PAM B COOTBETCTBMM C OTKA30yCTONYMBOM CXEMOW pasBepTbIBaHWUSA C CEepBEPOM yrnpaBrneHns Ha

Windows

| . :
] OTtkasoycTtonumBas Ha Linux

YctaHosuTe Indeed PAM B COOTBETCTBMM C OTKa30yCTONYMBOWN CXEMOW pa3BepThiBaHWS C CEPBEPOM YrpaBrieHns Ha
Linux



http://localhost:3000/privileged-access-manager/3.2/installation/basic-windows/
http://localhost:3000/privileged-access-manager/3.2/installation/basic-linux/
http://localhost:3000/privileged-access-manager/3.2/installation/fault-tolerant-windows/
http://localhost:3000/privileged-access-manager/3.2/installation/fault-tolerant-linux/

OcHoBHasa Ha Windows

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCca Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MO3BONSAET OTAENUTb
NOrMKY CUCTEMbI OT KOMMNOHEHTOB, NpeaocTaBNALWmMX AocTyn. [NoaxoanT ona BHeLPEHUA 1 aKcnnyatauun B

npomsbllneHHon cpege. Cxema pasBepTbiBaHUs 6€3 6anaHCMpOBKN.

I'Iepep, Ha4vasrioM yCTaHOBKU BbINOJMTHUTE MNOATOTOBKY OKPYXEHUA.

3anyckK macrtepa

MacTtep — 370 BeO-NpUNoXeHne, KOTOpoe NO3BONSET YCTAHOBUTL, OOHOBUTL BEPCUIO NN U3MEHNUTD
KoHpurypaumto Indeed PAM. MacTtep noctaBnsetcs B coctaBe guctpubytmsa PAM. YTobbl ncnonb3oBaTtb
mMacTep, notpebyetca 3anyctutb ero B Docker-koHTenHepe ¢ MOMOLLbIO creumanbHOro ckpunra.

1. 3arpysute n pacnakynte guctpmdytns PAM Ha Linux-maLumHy.

2. NomecTute ceptudmkat yaoctoBepstoLlero ueHtpa B IndeedPAM_3.2_RU\indeed-pam\state\target\ca-
certificates. 31o TpebyeTcsa anga koppekTHon paboTtbl LDAPS. NMponyck aTtoro wara npuseget K owmnbke

paboTbl MacTepa.

3. 3anyctute mactep KOMaHOOM:
sudo bash run-wizard.sh

4. loxxanTech BbINOMHEHUSA CKpUNTa.
5. MNocne BbinonHeHus ckpunta nepengute no URL, ykazaHHOMY B KOHCONM.

6. B none Koa poctyna BeBeante AutenticationCode, yKa3aHHbIN B KOHCOMY NOCIE BbINOMHEHMWS
cKkpunTa.
MNpumep kopa: vVHy TVRyKX5pxUKM6e1ZgCWENOdXFdOy .

() MHPOPMALIMSA

Mo ymonyaHuio kog ByaeT 3anpolleH CHOBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEeMS HY>KHO YCNeTb

BbIMNMOJIHATbL BCIO pa60Ty.



http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/

7. Haxxmnte Bontun n nepexogmre k pabote ¢ MmacTepom.

CueHapun

1. Bbibepute HoBas nHcrannsauua PAM.

2. Haxmute [lanee ans nepexoga k criegyowemy Lwary macrepa.

¥ [MNogpobHee o cueHapusx

MacTtep NCNoJib3yeTCcd AnA BbIMNOJNIHEHNA OOHOro U3 Tpex CueHapueB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6HoBneHne PAM — o6HoBrneHue Bcex komnoHeHToB Indeed PAM go Hosou Bepcun. Hanpumep,
¢ 2.10 go 3.0. Bo Bpemsi o6HoBneHns PAM Bynet HegocTyneH. Bce Tekywme ceccum byayT
npepBaHbl.

¢ N3meHeHue koHdpurypaumm PAM — BHeCceHne n3aMeHeHu B TeKyLLYI0 HcTannsaumio PAM.
Hanpumep, nsmeHeHune coctasa xoctoB. Bepcusa PAM octaHeTcs Tom xe. Bo Bpemst o6HOBReHMs
PAM 6ynet HegocTyneH. Bce Tekywime ceccum ByayT npepBaHbl.

Cxema xocToOB

Mo xocTom noHMMaeTcA (*)I/ISW-IGCKI/IVI nnn BMpTyaJ'IbeIIZ cepBep, Ha KOTOPOM pacnoJiaraloTcAa KOMMNOHEHTDI
PAM.

1. Ha ware Cxema xocToB BBeAUTe NofHoe JOMeHHoe UM cepBepa yrpasrneHus B nonie FQDN PAM.

Mpumep: pam.my-company.local.

2. lobaBbTe cepBep ynpasrneHus, a Takke cepepbl goctyna RDS (4nsa nogkntoyeHns B pexume
RemoteApp), SSH 1 PostgreSQL. YuntbiBante, 4To Henb3a A06aBUTb HECKOMBKO XOCTOB C
OOVHaKOBbIM a4pPeCOM.

v CepBep ynpaeneHus

i. Haxxmnte lo6aBUTBL XOCT.




ii. Ansa nepekntodyatena OnepaunoHHasa cuctema xocta Bbibepute Windows.
iii. BkntounTte onuuio CepBep ynpaBneHus.

iv. Beegute IP-agpec unu DNS-umsa B none Agpec xocra.
YuuTbiBanTe, YTO HEMb3s 40OaBUTbL HECKONBbKO XOCTOB C OAMHAKOBbLIM aapecoM.
v. Ykaxute nopt B nose MNMoprt.
vi. Bbibepute Tnn ydeTHOM 3anucu gnga xocta: O6wan aomeHHasa Y3 unv OtaenbHasa Y3 ansa
3TOro XocTa.
vii. 3anonHute nons JNlornd B opmate UPN nnu SAM n Maponb aAns ykazaHHOW y4eTHOM

3arnncu.

viii. Haxxmute [lo6aBUThb.

v Cepsep goctyna RDS

/\ NPEQYNPEXAEHUE

Mpw nobaeneHun cepeepa goctyna RDS yuntbiBanTe, 4To Ha nocneaytowem ware Katanorm
nonb3oBaTenen ob6a3arensHo Ao6aBuTb kaTanor. MpogomKNUTL TONMLKO C BHYTPEHHUMM

nosrb30oBaTeENIAMUN HEJ1b3A.

i. Haxxmmute lo6aBUTL XOCT.
ii. Ansa nepekntodyatens OnepaunoHHasa cuctema xocta Bbibepute Windows.
iii. Bkntounte onumio CepBep goctyna RDS.

iv. Beegute IP-agpec unn DNS-umsa B none Agpec xocra.

YuntbiBanTe, YTO HEMb3s 406aBUTbL HECKOSTbKO XOCTOB C OAMHAKOBLIM apeCOM.
v. Ykaxunte nopt B nosne Mopr.
vi. Bbibepute TmMn yyetTHom 3anucu ons xocta: Obwass aomeHHas Y3 nnu OtaenbHasa Y3 ans
3TOro XocTa.
vii. 3anonHute nons JNlornd B dopmate UPN nnu SAM n MNMaponb aAns ykazaHHOW y4eTHOM
3anucu.

viii. Haxkmute [lo6aBUTh.

v Cepsep gocryna SSH

i. Haxxmute 1o06aBUTL XOCT.



ii. Ana nepekntoyatens OnepaunoHHasa cuctema xocrta Bbibepute Linux.
iii. Bkntounte onuuto CepBep goctyna SSH.

iv. Beegute IP-agpec unu DNS-umsa B none Agpec xocra.
YuuTbiBanTe, YTO HEMb3s 40OaBUTbL HECKONBbKO XOCTOB C OAMHAKOBbLIM aapecoM.

v. Ykaxute nopt B nose MNMoprt.

vi. Bbibepute cnocob ayteHTUMKaLMM Y4ETHOM 3anncuK Ha XOCTe:
= [1pu BbIGOpe Mo naponto 3anonHuTte nons JlornH n NMaponsb.

= [1pn BbiGope Mo SSH-kntouvy 3anonHuTe nons JloruH, Maponb sudo, MaponbHas
c¢dpasa n 3arpysmte SSH-knrou.

vii. Haxxmute lo6aBUTL.

v Cepsep goctyna PostgreSQL

i. Haxxmnte [lobaBUTBL XOCT.
ii. ns nepekntoyatens OnepaunoHHas cuctema xocta Bbibepute Linux.
iii. Bkntounte onunto CepBep goctyna PostgreSQL.

iv. BBeaute IP-agpec unn DNS-umsa B none Agpec xocrta.

YuuTbiBanTe, YTO Hemnb3s 400aBUTb HECKOMBbKO XOCTOB C O4MHAKOBbLIM aApecoM.
v. Ykaxute nopt B nose lMopr.

vi. Beibepute cnocob ayteHTUdMKaumMm y4eTHOM 3anmcu Ha XocTe:
= [1pn BbiGOpe Mo naponto 3anonHute nons Jlornn v NMaponsb.

» [1pu BbiGope Mo SSH-knrouvy 3anonHuTe nons JloruH, Maponb sudo, MaponbHas

c¢dpasa n 3arpysmte SSH-knrou.

vii. Haxxmnte [lo6aBUTh.

() VH®OPMALUSA

CepBgep ynpasneHusi u cepeep goctyna RDS moryT pacnonaratbcsi Ha OgHOM XOCTe.

Cepsepsbl goctyna RDP, SSH n PostgreSQL moryT pacnonaratbcsl Ha O4HOM XOCTe.

3. MpocmoTpuTe Tabnmuy XOCTOB ¥ NpoBepbLTe NPaBUIIbHOCTL 3anofHEHHbIX AaHHbIX. Ecnn TpebyeTcs

oTpenakTnpoBaTb AaHHbIE XOCTA, HAXXMUTE Ha CTPOKY C 3TUM XOCTOM, BHECUTE USMEHEHUA U HAXMUTE

——

OXPaHUTb. ECInnN TPEDBYETCA yOalInTb XOCT, HAXKMUTE A00M C 3TUM XOCTOM.
c o pe6 Il



4. Ina nepekntovatena BanaHcupoBLwumk BbIGepuTe 3HavyeHe He ucnonb3oBaTth.

5. Haxwmute [lanee ansi nepexoda k criegytollemy Lary Macrepa.

MopThl

(D NPUMEYAHUE

MopTbl kKOMNOHeHTOB PAM AomxHb! 6biTb YHUKaNbHLIMU.

1. Ykaxkute noptbl A4 KomnoHeHToB PAM B COOTBETCTBUM C Ballen CETEBON apXUTEKTYPOWN UNN OCTaBbTe
3Ha4YeHUs No YMOMNYaHMIo.

KomMnoHeHT MopT no ymonyaHuto
SSH Proxy 2222
RDP Proxy 3390
PostgreSQL Proxy 5432
MC/UC HTTP 80
MC/UC HTTPS 443
Gateway Service 8443

2. Haxmute [lanee ans nepexopda k criegytoLemy Liary macrepa.

Ceptudumkartol

Ha atom Liare TpebyeTcs 3arpy3anTb 3apaHee NoAroToBMNeHHble cepTUdMKaThI.

1. 3arpy3uTe cepTudmkart ygoctoBepsitoLero LeHTpa 6e3 npueatHoro kntoya B opmate PEM (Base64) c
paclmpeHmem .crt.

2. 3arpysuTe cepTuduKaTbl 4 XOCTOB C pacwumpeHnem . pfx nnmn wildcard-ceptudukat n ykaxute
napornb.


http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/certificates/

3. Haxxmute Janee ana nepexona K cnegyrollemy Lwary macrepa.

Ba3bl AaHHbIX

1. Bbibepute Tun cepBepa Microsoft SQL.

2. Beegute Apgpec cepBepa 1 Umsa nicraica MSSQL.

3. Bkntounte onumto besonacHoe nogkntoydyeHne kK CYB/.

4. BBeguTe 1Msi Nonb3oBaTens 1 napornb y4eTHOM 3anucy ans paboTtbl ¢ 6azaMu faHHbIX.

5. Ina nepekntoyvatens Kntoun wudgpoBaHus Bobibeprte 3HavyeHne CreHepupoBaTh HOBbIW.

6. BBeguTte HasBaHus 6a3 AaHHbIX, KOTOpbl€ Bbl CO34alin Ha wWware noarotoBkn K yCTaHOBKE!

o B[l ana npuBmMnerMpoBaHHbIX Y3

o B[ onsa ayteHTMdukaTopoB nonb3osatenen PAM
o B[ ansa cobbitn PAM

o B[] ansa 3agady no pacnucanuto Core

o B[] ana 3agady no pacnucaxuio Idp

7. Haxvute Janee onsa nepexoana K crieayowemMy Lwary macrepa.

v Bbibop 6a3bl gaHHbIX PostgreSQL

1. Bbibepute Tun cepBepa PostgreSQL.

2. Beegute Appec cepBepa.

3. Bkntounte onunto besaonacHoe nogkntoveHune kK CYB[.

4. Beegute nms nonb3oBaTens U Naposb YY4eTHOM 3anucy ansa paboTbl ¢ 6a3zamu JaHHbIX.

5. Ina nepekntoyatens Knoun wudcgpoBaHus Bbibepnte 3HavyeHne CreHepMpoBaTb HOBBIW.

6. BBeguTte HasBaHusa 6a3 AaHHbIX, KOTOpbl€ Bbl CO34alin Ha wWware noarotoBkn K yCTaHOBKE:

o B[ ana npuBmMnernpoBaHHbIX Y3

o B[ ansa ayteHTMduKaTopoB nons3osatenen PAM
o B[] pnsa cobbiTun PAM

o B[] ansa 3agad no pacnucanuto Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmute [anee ansa nepexona K cnegyrollemy Lwary macrepa.



http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/databases/

() MHPOPMALIMSA

basa gaHHbIx Jatoba nogaepxumeaetcs B PAM. [Ins HacTporku obpaTtutecb B TEXHUYECKYHO NOOLAEPXKKY.

XpaHunuuie gaHHbIX

1. Boibepute Tun xpanunuwa dannosasa cucrema.
2. Ecnn TpebyeTcsa namenute 3HadeHve B norne KopHeBas AMpeKkTopusa XpaHunuiia.

3. Haxxmute Janee ana nepexona K cnegyrowlemy Lwary macrepa.

(D NPUMEYAHUE

Mocne yctaHoBkn PAM HacTpoute dhannosoe xpaHunuiie (NFS).

v [pyrue Tunbl XpaHUnuLy

Mpn BbIGOPEe SMB 3anonHuTe nons:

o CeTeBom NyTb
e [lomeH
¢ ma nonb3oBartens

e [lapornb

Mpwn BbIOOpPE S3 3anonHuTe nons:

o CeteBoun agpec S3 cepBepa

e [lyTb 4O KOPHEBOW AUPEKTOPUM XpaHunuLla Ha S3-cepBepe
* NpeHTndpumkatop kntova goctyna (access key id)

o CekpeTHbIN KNtoY gocTtyna (secret access key)

¢ PernoH (HeobsasaTenbHoe none)

o OrpaHuyeHne nokaumm (Heoba3aTensHoe none)

KaTanorv nonb3oBaTeneu


http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/media-storage/nfs/

[lo6aBbTe 0AMH MNK HECKONbKO KaTanoros nonb3oBartenen, unn Haxmute Janee, 4To6bl ncnonb3osats PAM
TOSbKO C BHYTPEHHUMM MOMb30BaTENSMU.

A NMPEOYNPEXOEHUE

Ecnu Ha ware Cxema xocTtoB fo6asneH cepeep goctyna RDS, To o6s3aTenbHo fobaBeTe KaTarnor.

HDOLI,OJ'I)KMTI: TOJIbKO C BHYTPEHHUMMU NOJSIb30BaATENIAMU HEJIb3A.

¥ Bbibop katanora Active Directory

1. Haxxmute lo6aBUTL KaTanor.
2. B none Cnyx6a katanoroB Bbibepute 3HavyeHne Active Directory.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynmpymnTe 310 3Ha4eHne camocTosiTeNibHo. OHO
MOXET COCTOATb M3 NTaTUHCKNX ByKB 1 Lundp, MakcumanbHas anuHa — 32 cumeona. Ecnm

nnaHMpyeTe UCNonb30BaTh HECKOMNbKO KaTanoros, TO Ux ID gormkHbl 6bITb pasHbiMu.
. BBeante 3HayeHune B none DNS gomeHa.
. BBegute 3HaveHune B none DN KoHTenHepa nosnb3oBaTenen.
. BBeante nmsa nonb3oBarens u naposib y4eTHON 3anmncu.

. BkntouuTte onumio Ucnonb3oBatb LDAPS.

0 N oo o b

. Ecnu TpebyeTcs, nameHuTe cooTBETCTBME aTpMByTOB Nonb3oBaTenel u/mnn atpubyTos rpynn

norib3oBaTenen.

©

. Haxxmute lo6aBuTh.

10. Haxxmute Qanee onga nepexoaa K cnegyrowemy wary macrepa.

v Bbibop katanora ALD PRO, FreelPA, OpenLDAP

1. Haxxmute lo6aBUTL KaTanor.
2. B none Cnyx6a katanoroB Bbibepute ogHo nu3 3HadeHunn: ALD PRO, FreelPA, OpenLDAP.

3. Beegute 3HaveHue B none ID kaTtanora. CcopmynmpymnTte aTo 3Ha4eHne camoctosTesibHo. OHO
MOXET COCTOATb M3 NTaTUHCKNX BykB 1 undp, MakcumanbHasa anuHa — 32 cumeona. Ecnn

niaHMpyeTe UCNosb30BaTh HECKOMNBbKO KaTanoros, TO ux ID gomkHbl 6bITb pasHbiMu.
4. BBegute 3HavyeHue B none DNS gomeHa.

5. BBeaute 3Ha4yeHue B nosie DN KOHTeMHepa nonb3oBaTenen.
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6. BBeante nmsa nonb3osartens B popmarte DN (npumep:
'uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company') 1 naposib y4eTHOWN 3anuncu.
7. Bknounte onumio Ucnonb3oBaTtbk LDAPS.

8. Ecnu BbiGpanun ALD PRO nnu FreelPA, To Bbibepute ®opmaTt ngeHtucukaropa

nonb3oBatenen u rpynn — SID nnun GUID.

9. Ecnu TpebyeTcsi, usMeHuTe COOTBETCTBUE aTpnbyTOB Nonb3oBatenei u/vnu atpubyToB rpynn

nonb3oBaTernen.
10. Haxxmute [lobaBuUTh.

11. Haxxmute Janee ansa nepexoa K criegyowemMy wary macrepa.

v Bbibop katanora RED ADM, Samba DC

/\ NPEAYNPEXAEHUE

Mpu BbIGOPE KaTanoroB RED ADM unu Samba DC Bepcuun 4.20.8 n Huxe pobasste B

KOH(UrypaLMOHHbIN banin B cekumio [global] CTPOKY: ldap server require strong auth

allow _sasl over tls

KoHprrypaumoHHbIn dann Hy>XHO OTPeAaKkTMPOBaTb HA BCEX KOHTposiepax A0OMeHa Unm Ha
KOHTpornnepe, KoTopbin Byaet ncnone3osatbca PAM ons nonyyeHns goctyna K cnyxoe

KaTanoros.
KoHdurypaumnoHHble pannbl HaXOA4ATCS Mo NyTU:

e Samba DC: /etc/samba/smb.conf

 RED ADM: /opt/reddc/etc/smb.conf

1. Haxkmute lo6aBuUTbL KaTanor.
2. B none Cnyx6a katanoroB Bbibepute: RED ADM nnn Samba DC.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynunpymnTe 3TO 3Ha4eHne camocTosiTeribHo. OHO
MOXET COCTOATb M3 NTaTUHCKNX ByKB 1 undp, MakcumanbHas annHa — 32 cumeona. Ecnn

nnaHMpyeTe UCNonb30BaTb HECKONBbKO KaTanoros, To nx ID gomkHbl ObiTb pasHbIMM.
4. BeBegute 3HavyeHue B none DNS gomeHa.
5. BBeaute 3HayeHue B nosie DN KOHTeMHepa nonb3oBaTenen.

6. BBeante nms nonb3osartens B popmare UPN (npumep: pamadmin@my.company) u naponb

YYETHOW 3anucu.
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7. Bknounte onumio Ucnonb3oBaTtb LDAPS.

8. Ecnun TpebyeTtcs, nsmeHnTe cooTBeTCTBME aTpnbyTOB Nonb3oBartenen n/unu atpnbyTos rpynn

norb3oBaTenen.

9. Haxxmute lo6aBUTL.

10. HaxmuTe Oanee ons nepexoda K criegyolemMy wary macrepa.

AQoMUHUCTpaATOpPLI poren

() UH®OPMALUSA

B macTtepe MoXxHO YKa3aTb TOJIbKO OQHOIro agMnUHUCTpaTopa ponewu.

B kauecTBe agMunHMCTpaTopa pornen MOXHO BblbpaTh Kak Nonb3oBaTens n3 katanora, Tak U BHyTPEHHETO.
BbiGpaHHOMy nonb3oBatento 6yayT BelgaHbl NpaBa Ha ynpaeneHune ponsmu PAM. 3ToT nonb3oBaTtenb

CMOXET BblAaTb MNMpaBa Ha OOCTYN K KOHCOIK yrnpaBlieHnA PAM OPYrMMm noJib3oBaTeNAM.

U3 kaTtanora BHyTpeHHUN

1. BbibepuTe 13 katanora y4eTHyto 3anuchb.

2. Haxmute [lanee ans nepexopga k criegytolemy Lwary macrepa.

AyTeHTU(pUMKaUMA nornb3oBaTeneu

Ha atom ware Tpebyetcsa 3agatb MeXaHU3M ayTeHTUUKaLMM 1 HACTPOMKUN OBYXEAKTOPHOM
ayTeHTUrKaumm.

MexaHu3m ayTeHTUdMKaLmn

1. Boibepute noaxogawmn BapuaHT: LDAP, RADIUS nnn Windows.

/\ NPEQYNPEXOEHUE

Ecnu Ha npeabiaywem ware AGMUHUCTpPaTOpPbI poren BbibpaH BHYTPEHHUI NOMNb30oBaTesb, TO
Bbl6op mexaHmnama Windows HegocTyneH. Takaga KOMBUHaUMS HacTpPoeK ABNSETCH HEKOPPEKTHOM
KOoH(urypaumen PAM, T.K. adMUHUCTPATOP HE MOXET ayTEHTUPULMPOBATLCA B CUCTEME.
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Ecnn B kauecTBe nepBoro agMmHncTpaTopa BbibpaH nonb3oBaTenb U3 Katanora, To BeldpaTtb
mexaHn3am Windows MoxHo. Npu Takon KoHurypaumm pabota ¢ BHYTPEHHUMM MOSib30BaTENSIMN

He noaaepXxuBaercs.

2. MNpwu BbIGope RADIUS pobasste cepeep RADIUS n BBeante HeobxoauMble AaHHbIE.

v AyteHTudukaums no RADIUS

/\ MPEOYNPEXOEHUE

[ns BHYTpeHHMX nonb3oBaTtenen HegocTynHa ayteHTudumkaumnsa Yepes RADIUS. 3agaHHble 3aech

HaCTPOWKM AENCTBYIOT TOMbKO Ha Nnornb3oBaTtenen n3 karanora.

Mpwn Boibope RADIUS B kayecTBe MexaHu3Ma ayTeHTUdukaumm tpebyetca ykasatb AaHHble RADIUS-

cepsepa.

1. Haxxmute [lo6aButb cepBep RADIUS.

2. Bbibepute cxemy ayteHTUduKauun. BoamoxHbele 3HaveHus: PAP, CHAP, MSCHAPV2. He
pekomeHayeTcs Bblbupatb cxemy PAP, T.k. OHa aBnsieTcst Hebe3onacHoM, MOTOMY YTO Naposib

nepegaeTcs B OTKPbITOM BUAe.

3. Ykaxute Agpec cepBepa, Mopt n Cekper.

4. OctaBbte BkNtoveHHoM onuuio NMpoBepaTb atpubyT Message-Authenticator. 3tot atpubyT
ncnonb3yeTcsa Ans obecnevyeHns LenoCTHOCTU NAKETOB M 3aWwmnTbl X OoT nogaenku. OctaBnATb

ONUMIO BbIKITHOYEHHOW AOMYCTMMO TOMbKO B TOM Criydae, ecrvm UcnosibdyeMoe nporpaMmmHoe
obecneyeHne He nogaepxmBaeT paboTy ¢ aTUM aTpnbyToM.

5. Bbibepute ®PopmaTt nMeHu ansa ayteHTudmkaumu. BoibrpanTte 3HaveHne Uma 6e3 nomeHa ans
ayTeHTUurkaumm Bo FreeRadius. Beibupante Umsa B chopmate SAM vnu Umsa B hpopmate UPN

ansa ayteHtudpumkauun B NPS RADIUS.

MoxxHO yka3aTb Heckonbko cepBepoB RADIUS, 4yToGbl 06ecneunTb 0TKa3oyCTOMYMBOCTb CUCTEMBI. B
atom cnyyae PAM nochkinaet 3anpoc cepsepam RADIUS nocnegoBaTtensHO, B NOpsiAKe yKasaHUs
cepBepoB. To eCcTb ecnu He yaanochk noaknoymtbes Kk nepsomy cepsepy RADIUS, To PAM nonbiTaetca

NOAKIMKOYNTBLCA K crieayroemy.

HacTtpounka 2FA



/\ NPEAYNPEXAEHUE

Mpu BbIGOPE MexaHn3ma ayTeHTudukauum RADIUS nonb3oBaTtenu u3 katanora ayTeHTUuumnpyoTcs
yepe3 RADIUS, a ykasaHHble HMXe HAaCTPOMKM AENCTBYHOT TONbKO HA BHYTPEHHUX MNOfb30BaTemnen.

1. Bknounte onuumio Bknountb AByx¢akTOpHYI0 ayTeHTUUKaLmio ans Bcex nonb3oBartesnien no

YMOJT4aHUIO.
2. Ansa nepekntodatens Tun BToporo dakropa Bbibepute nogxoasuiee 3HadeHune: TOTP nnu Email.

3. OTMeTbTE KOMMOHEHTHI, ANSA KOTOPbIX TpebyeTcsa BKMOUYNTD KEeLUMPOBaHME BTOPOro dpaktopa:
o Management Console

User Console

o

[e]

Desktop Console
SSH Proxy
RDP Proxy
RDS Proxy

[¢]

o

o

4. Ecnu TpebyeTcs, oTpeaakTupyinTe 3HadeHne B nore Bpems kewumpoBaHus.

5. Haxxmute Janee ansa nepexona K crieaytowemMy Liary macrepa.

v Bropoun dakTop ayteHTudurkauumn no Email

Mpwn BIBOpe Email B kayecTBe BTOPOro haktopa 3anonHuTe creaytolime nons:

SMTP-cepBep

e Aapec noyTbl OTNpaBUTENS — afpec, C KOTOPOro OTNpaBnsieTcs MMCbMO

MopT

Mmsa nonb3oBatenss — norvH gng aBTOpM3aLnn Ha cepBepe

Mapornb

CepBep pgoctyna

1. Ecnu TpebyeTcs, nameHute 3HadeHusi nonen MakcumanbHoe Bpemsi otBeTa areHTa 1 MHTepBan
healthcheck areHra.

2. Haxmute [lanee ans nepexopda k criegytollemy Lwary macrepa.



IlormpoBaHue

1. Ecnu TpebyeTcs, nsmeHnTe YpoBeHb NTIOrMPOBaHUSA, MakcMmarbHOe KOnM4ecTBO Nor-gainos cepeepa

ynpaBneHnsa n MakcumaribHOe KOnM4ecTBO nor-pannos cepBepa AocTyna.

2. Haxxmute [lanee Ans nepexoda K crniegyowemy wary macrepa.

CoObIiTuA

1. Ecnu TpebyeTca, nobasbte Syslog-cepsep.

v Syslog-cepsep

Syslog-cepBep ncnonbayetca onga nHrerpauumn ¢ SIEM-cuctemon. CobbiTvsi U TEKCTOBLIE F10TN
3anucbiBaloTca Ha Syslog-cepBep B peXxnme peanbHOro BPEMEHU, TO €CTb B MPOLECCE aKTUBHOMO
yAaneHHoro noaksitoyeHust, a He nocne ero 3aBepLUeHnsi. ATO NO3BONAET MaKCMMarbHO ObICTPO
BbISABMNSATb UHLNOEHTBI U1 aHOManum, CBsi3aHHbIe C AENCTBUSMIN NPUBUIIErMPOBAHHbIX

nosib3oBaTenen.

Mpn pobasneHun Syslog-cepBepa NoTpebyeTca 3anoNHUTL criegyroLme nosns:
- Agpec cepBepa

- Cetesowu npotokon (TCP unn UDP)

- MNopT

- ®opmart cobbitui (CEF unu LEEF)

- Bepcus Syslog (RFC3164 nnn RFC5424)

2. Haxmute [Oanee aonsg nepexoda K criegyollemMy wary macrepa.

Pe3epBHasa Konus

PesepBHas konua mactepa — 3T0 3almngpoBaHHbI hann, KOTOpbIA NCNONb3yeTcsa M5 BOCCTaHOBNEHUS
COCTOsIHMA MacTepa. OTOT dann notpedyerca Bam B Byayuiem ansa obHosneHns PAM Ha HOBYO BEpPCUIO Unn

AN N3MEeHeHUs KOHurypauum tekyien sepcumn PAM.

A NMPEOYNPEXOEHUE



CoxpaHuTe gann pe3epBHOM KONMMM MacTepa 1 3anoMHUTE Naporb.

Bes aToro dhaiina n naponsi kK HeMy Bbl HE CMOXeTe B ByayLemM N3MEHUTb KOH(UIypaLuio BaLLei

nHctannaumum PAM nnmn obHoBute PAM 00O HOBOWM BEPCUKN Yepel3 MmacTep.

1. 3apganTe naponb AN pes3epBHOM KONUK MacTtepa.
2. HaxmuTte CKayaTb pe3epBHYHO KOMUIO.

3. Haxxmute danee onsa nepexoaa K crieayowemMy Lary macrepa.

YctaHoBka PAM

1. Ons nepekntovatens Cnocob yctaHoBKU BbibepuTe 3HayeHne U3 macTtepa.

2. Haxxmute YectaHoButb PAM.

3. OTcnexwuBaliTe NpoLecc YCTaHOBKM C MOMOLLbIO Nporpecc-6apa. [oxantech 3aBepLUeHnst yCTaHOBKM.

(D NPUMEYAHUE
dannbl ¢ noramMmmn yCTaHOBKM HaxoaaTcsa no cnegytowemy nytn: IndeedPAM_3.2_RU/indeed-

pam/logs/.

B cnyyae BO3HWKHOBEHMS! OLLUMOKN YCTAHOBKM NPOCMOTPUTE 3TN (haiinbl U Npyu HEOGX0ANMOCTH

O6paTI/ITer 3a NOMOLLIbIO MO UcrnpaBneHnto OLUMOKM B TEXHUYECKYIO noaaepXxky.

4. OTKponTe B HOBOW BKNagke KOHCOMb ynpaBneHus, 4tobbl HacTpouTb Indeed PAM. Mpoxogute
ayTeHTUMKALNIO B KOHCOMY C TEMU YYETHLIMU JAaHHbLIMU, KOTOPbIe YKa3anu Ha ware AQMUHUCTpaTopsb!

ponen. MNMogpobHyo MHPOpMaLMO O NepBOHa4YaribHON HAaCTPONKe CMOTpPUTE Ha cTpaHuue NepBbin

3anyck.

5. HaxxmnTte 3aBepunTb paboTy MacTepa unu BbiNoOMHUTE CrieayoLLyo KOMaHay B TepMUHane:

sudo bash stop-wizard.sh
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OcHoBHas Ha Linux

KomnoHeHTbl Indeed PAM ycTaHaBnuBatoTCca Ha Tpu cepBepa. ATOT TUN YCTAHOBKM MO3BONSAET OTAENUTb
NOrMKY CUCTEMbI OT KOMMNOHEHTOB, NpeaocTaBNALWmMX AocTyn. [NoaxoanT ona BHeLPEHUA 1 aKcnnyatauun B

npomsbllneHHon cpege. Cxema pasBepTbiBaHUs 6€3 6anaHCMpOBKN.

I'Iepep, Ha4vasrioM yCTaHOBKU BbINOJMTHUTE MNOATOTOBKY OKPYXEHUA.

3anyckK macrtepa

MacTtep — 370 BeO-NpUNoXeHne, KOTOpoe NO3BONSET YCTAHOBUTL, OOHOBUTL BEPCUIO NN U3MEHNUTD
KoHpurypaumto Indeed PAM. MacTtep noctaBnsetcs B coctaBe guctpubytmsa PAM. YTobbl ncnonb3oBaTtb
mMacTep, notpebyetca 3anyctutb ero B Docker-koHTenHepe ¢ MOMOLLbIO creumanbHOro ckpunra.

1. 3arpysute n pacnakynte guctpmdytns PAM Ha Linux-maLumHy.

2. NomecTute ceptudmkat yaoctoBepstoLlero ueHtpa B IndeedPAM_3.2_RU\indeed-pam\state\target\ca-
certificates. 31o TpebyeTcsa anga koppekTHon paboTtbl LDAPS. NMponyck aTtoro wara npuseget K owmnbke

paboTbl MacTepa.

3. 3anyctute mactep KOMaHOOM:
sudo bash run-wizard.sh

4. loxxanTech BbINOMHEHUSA CKpUNTa.
5. MNocne BbinonHeHus ckpunta nepengute no URL, ykazaHHOMY B KOHCONM.

6. B none Koa poctyna BeBeante AutenticationCode, yKa3aHHbIN B KOHCOMY NOCIE BbINOMHEHMWS
cKkpunTa.
MNpumep kopa: vVHy TVRyKX5pxUKM6e1ZgCWENOdXFdOy .

() MHPOPMALIMSA

Mo ymonyaHuio kog ByaeT 3anpolleH CHOBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEeMS HY>KHO YCNeTb

BbIMNMOJIHATbL BCIO pa60Ty.
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7. Haxxmnte Bontun n nepexogmre k pabote ¢ MacTepom.

CueHapun

1. Bbibepute HoBas nHctannsauua PAM.

2. Haxmute Oanee ons nepexoda K criegyowemy wary macrepa.

v [MNogpobHee o cueHapusx

MacTtep NCNOoJ1b3yeTCAd ANnA BbINMOJNIHEHNA OOHOro U3 Tpex CueHapueB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6HoBneHue PAM — o6HoBrneHue Bcex komnoHeHToB Indeed PAM go Hosou Bepcun. Hanpumep,
¢ 2.10 pgo 3.0. Bo Bpems o6HoBneHns PAM Gynet HegocTyneH. Bece Tekywme ceccum byayT
npepBaHbl.

e N3meHeHue koHdpurypauum PAM — BHeceHne n3aMeHeHu B TeKyLLYIO MHcTannsaumio PAM.
Hanpumep, nsmeHeHune coctasa xoctoB. Bepcusa PAM octaHeTcs Ton xe. Bo Bpemsi o6HOBReHMs
PAM 6ynet HegocTyneH. Bce Tekywime ceccum ByayT npepBaHbl.

Cxema xocToB

Mo xocTom noHMMaeTcA (*)I/ISW-IGCKI/IVI nnn BMpTyaJ'IbeIIZ cepBep, Ha KOTOPOM pacnoJiaraloTcA KOMMNOHEHTDI
PAM.

1. Ha ware Cxema xocToB BBeAUTe NofHoe JOMeHHoe UM cepBepa yrnpasrneHus B nonie FQDN PAM.

Mpumep: pam.my-company.local.

2. [lobaBbTe cepBep ynpasneHusi, a Takke cepepbl goctyna RDP, SSH, PostgreSQL n RDS (ans
noaknoyeHnsa B pexxume RemoteApp). YunteiBanTe, 4TO Hemnb3s 406aBUTb HECKOMBbKO XOCTOB C
OOMHaKOBbIM apecomMm.

v CepBep ynpaeneHus

i. Haxxmnte [lo6aBUTBL XOCT.




ii. Ana nepekntoyatens OnepaunoHHasa cuctema xocrta Bbibepute Linux.
iii. BkntounTte onuuio CepBep ynpaBneHus.

iv. Beegute IP-agpec unu DNS-umsa B none Agpec xocra.
YuuTbiBanTe, YTO HEMb3s 40OaBUTbL HECKONBbKO XOCTOB C OAMHAKOBbLIM aapecoM.

v. Ykaxute nopt B nose MNMoprt.

vi. Bbibepute cnocob ayteHTUMKaLMM Y4ETHOM 3anncuK Ha XOCTe:
= [1pu BbIGOpe Mo naponto 3anonHuTte nons JlornH n NMaponsb.

= [1pn BbiGope Mo SSH-kntouvy 3anonHuTe nons JloruH, Maponb sudo, MaponbHas
c¢dpasa n 3arpysmte SSH-knrou.

vii. Haxxmute lo6aBUTL.

v Cepsep goctyna RDP

i. Haxxmnte [lobaBUTBL XOCT.
ii. ns nepekntoyatens OnepaunoHHas cuctema xocta Bbibepute Linux.
iii. Bkntounte onumio Cepep goctyna RDP.

iv. BBeaute IP-agpec unn DNS-umsa B none Agpec xocrta.

YuuTbiBanTe, YTO Hemnb3s 400aBUTb HECKOMBbKO XOCTOB C O4MHAKOBbLIM aApecoM.
v. Ykaxute nopt B nose lMopr.

vi. Beibepute cnocob ayteHTUdMKaumMm y4eTHOM 3anmcu Ha XocTe:
= [1pn BbiGOpe Mo naponto 3anonHute nons Jlornn v NMaponsb.

» [1pu BbiGope Mo SSH-knrouvy 3anonHuTe nons JloruH, Maponb sudo, MaponbHas

c¢dpasa n 3arpysmte SSH-knrou.

vii. Haxxmnte [lo6aBUTh.

v Cepsep goctyna SSH

i. Haxkmnte [lo6aBUTL XOCT.
ii. Ansa nepekntoyatena OnepaunoHHasa cuctema xocrta Bbibepute Linux.
iii. BkntounTe onumio CepBep goctyna SSH.

iv. Beegute IP-agpec unu DNS-ums B none Agpec xocTa.

YuuTbiBanTe, YTO HEMNbL3S 406ABUTL HECKOSTbKO XOCTOB C OAMHAKOBbLIM agpecom.

v. Ykaxute nopt B nose Moprt.



vi. Bbibepute cnocob ayteHTUMKaLMM Y4ETHOM 3anncuK Ha XOCTe:
= [1pu BbIGOpe Mo naponto 3anonHuTe nons JlornH n NMaponsb.

= [1pu BbIGoOpe Mo SSH-knto4y 3anonHuTe nong JloruH, Maponb sudo, MNaponbHas

c¢pasa n 3arpysmte SSH-knrou.

vii. Haxxmute [lo6aBUTh.

v Cepsep goctyna PostgreSQL

i. Haxxmnte [1o06aBUTBL XOCT.
ii. Ansa nepekntoyatens OnepaunoHHasa cuctema xocrta Bblbepute Linux.
iii. BkntounTe onumio CepBep aoctyna PostgreSQL.

iv. BBeaute IP-agpec unn DNS-umsa B none Agpec xocra.
YuuTbiBanTe, YTO HEmMb3s 400aBUTb HECKONBbKO XOCTOB C O4MHAKOBbLIM aapecoM.

v. Ykaxute nopt B nose MNoprt.

vi. Beibepute cnocob ayteHTUdMKaumMm y4eTHOM 3anmcu Ha XocTe:
= [1pn BbIGope Mo naponto 3anonHute nons Jlornn v NMaponsb.

= [1pn BbiGope Mo SSH-knrouvy 3anonHuTe nons JloruH, Maponb sudo, MaponbHas

c¢dpasa n 3arpysmte SSH-kntou.

vii. Haxxmute lo6aBUTh.

v Cepsep goctyna RDS

i. Haxkmnte [lo6aBUTL XOCT.
ii. Qnsa nepekntodatens OnepaunoHHasa cuctema xocta Bbibepute Windows.
iii. Bkntounte onumio Cepsep goctyna RDS.

iv. Beegute IP-agpec unu DNS-ums B none Agpec xocTa.

YunTtbiBanTe, YTO HENb3s 40O6aBUTbL HECKOSbKO XOCTOB C OAMHAKOBbLIM agpecom.

v. YkaxunTte nopt B nosne lMopr.

vi. Boibepute T1n yuetHom 3anucm gnsa xocta: Obwan npomeHHasa Y3 unn OtpenbHasa Y3 ans

3TOro XocrTa.
vii. 3anonHute nons JNlornn B dopmate UPN nnn SAM n Maponb aAns ykazaHHOW y4eTHOM
3anucu.

viii. Haxxmute [106aBUTD.




() MHOOPMALIMSA

Cepsep ynpaeneHus, a Takke cepsepbl goctyna RDP, SSH n PostgreSQL moryT pacnonaratbcs
Ha 0QHOM XOCTe.

3. MpocmoTpuTe Tabnuuy XOCTOB M NPOBEPLTE NPaBUIbHOCTL 3aMOSIHEHHbIX AaHHbIX. Ecnin TpebyeTtcs

oTpedakTnpoBaTb AaHHble XOCTa, HaXMUTE Ha CTPOKY C 3TUM XOCTOM, BHECUTE USMEHEHUNA N HAXMUTE

—

CoxpaHuTtb. Ecnn TpebyeTcsa yganuTb XOCT, HAXMUTE [I] pPSOOM C 9TUM XOCTOM.
4. Ina nepekntovatena BanaHcupoBLwumk BbibepuTe 3HavyeHe He ucnonb3oBaTth.

5. Haxwmute Janee ans nepexoda K criegytollemy Lary Macrepa.

MopThl

(D NPUMEYAHUE

MopTbl kKoMNoHeHTOB PAM AomxHb! 6biTb YHUKaNbHLIMU.

1. Ykaxkute noptbl A4ns KomnoHeHToB PAM B COOTBETCTBUM C Ballen CETEBON apXUTEKTYPOWN UM OCTaBbTe
3Ha4YeHUs No YMOMNYaHMIo.

KomMnoHeHT MopT no ymonyaHuto
SSH Proxy 2222
RDP Proxy 3390
PostgreSQL Proxy 5432
MC/UC HTTP 80
MC/UC HTTPS 443
Gateway Service 8443

2. Haxxmute [lanee ans nepexoga k criegyowemy Lwary macrepa.



Ceptundukarbi

Ha atom ware Tpe6yeTc;| 3arpy3nTb 3apaHee noaroTtoBJieHHbIE cepTudukathbl.

1. 3arpysuTte ceptTudmkar yaocToBepstoLero ueHTpa 6e3 npmsatHoro knova B opmate PEM (Base64) ¢
pacwmpeHnem .crt.

2. 3arpysuTe cepTuukaTbl 4 XOCTOB C pacwumpeHnem . pfx nnmn wildcard-ceptudukart n ykaxute

naporib.

3. Haxxmute Janee ana nepexofa K cnegyrollemy Lary macrepa.

Ba3bl AaHHbIX

1. Bbibepute Tun cepBepa PostgreSQL.

2. Beegute Appec cepBepa.

3. Bkntounte onumto Be3sonacHoe nogkntoyeHne kK CYB/.

4. Beegute nms Nonb3oBaTenst U Naposb yY4eTHOM 3anucy anga paboTbl ¢ 6a3zamun JaHHbIX.

5. Ina nepekntoyatens Knoum wudgpoBaHus Bbibepnte 3HavyeHne CreHepupoBaTh HOBbIW.

6. BeBeguTte Ha3BaHus 6a3 gaHHbIX, KOTOpbl€ Bbl CO34alin Ha wWware noarotoBkn K yCTaHOBKE:

o B[l onsa npuBMnernpoBaHHbIX Y3

o B[ onsa ayteHTMdmkaTopoB nonb3osaTtenen PAM
o Bl onsa cobbitn PAM

o B[] ansa 3agady no pacnucanunio Core

o B[l ona 3agay no pacnucaHuto ldp

7. Haxvute Janee ona nepexona K crieayowemMy Liary macrepa.

v Bbi6op 6a3bl gaHHbIX Microsoft SQL

1. Boibepute Tun cepBepa Microsoft SQL.

2. Beegute Apgpec cepBepa 1 Umsa nictaica MSSQL.

3. Bkntounte onumto BesonacHoe nogknioveHue kK CYB/.

4. BBeguTe nMsi Nnonb3oBaTens 1 naponb y4eTHOM 3anmcy anst paboTbl ¢ 6azamMu gaHHbIX.

5. Ina nepekntoyatens Knwoun wudgpoBaHus Bbibepute 3HavyeHne CreHepupoBaThb HOBbIW.

6. BBeguTte Ha3BaHusa 6a3 AaHHbIX, KOTOpbl€ Bbl CO34alsin Ha wware noarotoBkn K yCTaHOBKE:

o B[l ons npuBUNernpoBaHHbix Y3
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o B[ ansa ayteHTMdukaTopos nons3osatenen PAM
o B[] pnsa cobbiTun PAM

o B[] ansa 3agad no pacnucanuto Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmute [anee ansa nepexona K cnegyrollemy Lary macrepa.

() VH®OPMALIUSA

basa gaHHbIx Jatoba nogaepxusaetca B PAM. [Ins HacTporikm o6paTtutecb B TEXHUYECKYHO MNOAAEPXKKY.

XpaHunuuie gaHHbIX

1. BoiGepute Tun xpanunuwa darinosas cucrema.

2. Haxxmute [lanee Ans nepexoda K criegyowemy Lwary macrepa.

(D NPUMEYAHUE

Mocne yctaHoBkn PAM HacTpouTe dhannosoe xpanunuiie (NFS).

v [pyriue Tunbl XpaHUnuLy

Mpu BbIGOPEe SMB 3anonHuTe nons:

CeteBoM nyTb

JomeH

Nma nonb3oBartens

Mapornb

Mpwn BbIOOpPE S3 3anonHuTe nons:

CeteBori agpec S3 cepBepa

[MyTb 0O KOPHEBOW AMPEKTOPUN XpaHUnuwia Ha S3-cepBepe

NaeHTudukatop kntova goctyna (access key id)

CekpeTHbIM KoY gocTtyna (secret access key)

PernoH (HeobszaTensHoe none)
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o OrpaHu4deHune nokaumm (HeobsizatenbHoe none)

KaTanorv nonb3oBaTeneu

[lo6aBbTE 0OQMH UMK HECKOMNbLKO KaTanoros nonb3oBarenen, unn Haxxmute fanee, 4tobbl ncnonb3osatb PAM

TOJ1IbKO C BHYTPEHHUMMU MOJ1b30BaATESIAMMU.

¥ Bbibop katanora ALD PRO, FreelPA, OpenLDAP

1. Haxxmute [lo6aBuUThL KaTanor.
2. B none Cnyx6a katanoroB Bblbepute ogHo 13 3HadeHun: ALD PRO, FreelPA, OpenLDAP.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynunpynTte 31O 3Ha4eHne camoctosiTeribHo. OHO
MOXET COCTOSATb U3 NTAaTUHCKMX BYKB 1 undp, MakcumanoHasa anvHa — 32 cumeona. Ecnn
nnaHMpyeTe NCNonb30BaTb HECKOMBKO KaTanoros, To nx ID gomkHbl 6biTb pasHbIMMU.

4. Beegute 3Ha4yeHune B norie DNS npomeHa.
5. Beeagute 3HayeHue B nore DN KOHTeMHepa nonb3oBaTenen.

6. BBeante nms nonb3osartens B popmate DN (npumep:

uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company') n naposnb y4eTHOW 3anncu.
7. Bkntounte onumio Ucnonb3oBatb LDAPS.

8. Ecnu BbiGpann ALD PRO nnu FreelPA, To Bbibepute ®opmat ngeHtucukaropa

nonb3oBatenen u rpynn — SID nnu GUID.

9. Ecnu TpebyeTcs, nsmeHuTe COOTBETCTBUE aTpUBYTOB Nosib3oBarenen u/vnm atpnbyTos rpynn

nonb3oBaTernen.
10. Haxxmute lobaBuUTh.

11. Haxxmute Janee ans nepexoa K criegytoLlemMy Liary macTepa.

¥ Bbibop katanora RED ADM, Samba DC

/\ NPEQYNPEXAEHUE

Mpu BbIGOPE kaTanoroB RED ADM mnnu Samba DC Bepcumn 4.20.8 n Huxe nobasbTte B
KOHMUrypaLMOHHbIN banin B cekumio [global] CTPOKY: ldap server require strong auth =

allow_sasl over tls
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KoHdurypaumnoHHbIn hann Hy>KHO OTpedakTUpoBaTh Ha BCEX KOHTpOSsiepax JOMeHa unv Ha
KOHTpornepe, KoTopbln BygeTt ncnone3osatbca PAM ons nonyyeHns goctyna K cryxbe

KaTanoros.
KoHdurypaumnmoHHbsle ansbl HaXoOsaTCA Mo NyTu:

e Samba DC: /etc/samba/smb.conf

o RED ADM: /opt/reddc/etc/smb.conf

1. Haxxmute lo6aBUTL KaTanor.
2. B none Cnyx6a katanoros Bbibepute: RED ADM nnn Samba DC.

3. Beegute 3HaveHue B none ID kaTtanora. CcopmynmpymnTte 310 3Ha4eHne camoctosTesibHo. OHO
MOXET COCTOATb M3 NTAaTUHCKNX BykB 1 undp, MakcumanbHasa anuHa — 32 cumeona. Ecnn
nnaHnpyeTe UCnonb3oBaTb HECKOSBKO KaTanoros, To nx ID AomkHbl 6biTb pasHbIMMU.

4. BBegute 3HavyeHue B none DNS gomeHa.
5. BBeaute 3HauyeHue B nosnie DN KOHTeMHepa nonb3oBaTenen.

6. Beegute nmsa nonb3osatens B popmate UPN (npumep: pamadmin@my.company) 1 napornb
y4eTHOW 3anucu.

7. Bknounte onumio Ucnonb3oBaTb LDAPS.

8. Ecnu TpebyeTcs, nameHnTe COOTBETCTBUE aTpPUBYTOB Nosib3oBartenen u/mnm atpnbyTos rpynn

nonb3oBaTernen.
9. Haxxmute 106aBUTL.

10. Haxxmute Nanee onga nepexoaa K cnegyrowemy wary macrepa.

¥ Bbibop katanora Active Directory

1. Haxxmute lo6aBUTL KaTanor.
2. B none Cnyx6a katanoroB Bbibepute 3HavyeHne Active Directory.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynunpymnTte 310 3Ha4eHne camocTosTesibHo. OHO
MOXET COCTOATb M3 NTaTUHCKNX BykB 1 Lundp, MakcumanbHas annHa — 32 cumeona. Ecnm

nnaHMpyeTe UCnonb30BaTb HECKOMNBbKO KaTanoros, To nx ID gomkHbl ObiTb pasHbIMMU.
. BBeante 3HayeHune B none DNS gomeHa.
. BBeante 3HayeHue B none DN KoHTeMHepa nonb3oBaTenen.

. BBeante nmsa nonb3oBarens u naposib y4eTHON 3anmncu.

~N O o b

. BkntouuTte onumio Ucnonb3oBatb LDAPS.
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8. Ecnun TpebyeTtcs, nsmeHnte CooTBeTCTBME aTpnbyTOB Nnonb3oBartenen n/unu atpnbyTos rpynn

rnonb3oBaTenen.
9. Haxmute [lo6aBUTH.

10. HaxmuTe Oanee ons nepexoda K criegyolemMy wary macrtepa.

AOMUHUCTpPATOPLI pornew

() VH®OPMALUSA

B MacTepe MOXHO YKa3aTb TOJIbKO O4HOIro agMMHUCTPAaTopa ponel7|.

B kayecTBe agMuHUCTpaTopa poriert MoOXHO BblbpaTh Kak Nonb3oBaTens 13 katanora, Tak U BHyTPEHHETO.
Bbi6paHHoMy nonb3oBatento 6yayT BelaaHbl NpaBa Ha ynpaeneHune ponsmu PAM. 3ToT nonb3oBaTenb
CMOXET BblAaTb NpaBa Ha A0CTYN K KoHconu ynpasnexnvs PAM gpyrium nonb3oBaTensim.

U3 kaTtanora BHyTpeHHUN

1. BbibepuTe 13 katanora y4eTHyto 3anuchb.

2. Haxmute [lanee ans nepexoga k credyowemy Lwary macrepa.

AyTeHTU(pUMKaUma norb3oBaTeneu

Ha atom ware TpebyeTcsa 3agatb MEXaHU3M ayTEHTUUKALMN 1 HACTPOMKUN OBYXEAKTOPHOM
ayTeHTUrKaumm.

MexaHn3am ayTeHTUMKaLum

1. Boibepute noaxogswmn BapuanT: LDAP nnn RADIUS.
2. Mpwn BbiGope RADIUS gobasste cepsep RADIUS 1 BBeguTe Heobxoanmble AaHHbIE.

v AyteHTudumkauymsa no RADIUS

/\ MPEOYNPEXOEHUE



http://localhost:3000/privileged-access-manager/3.2/appendix/attributes-mapping/

[nsa BHYTpeHHMX nonb3oBaTtenen HegocTynHa ayTeHTudgmkaums yepes RADIUS. 3agaHHble 3aech
HaCTPOWMKM AENCTBYIOT TOMbKO Ha Nornb3oBaTtenen n3 karanora.

Mpu BbIGOpe RADIUS B kadyecTBe MexaHM3Ma ayTeHTudukauum tpebyetca ykasatb gaHHble RADIUS-

cepBepa.

1. Haxxmute lo6aButb cepBep RADIUS.

2. Bbibepute cxemy ayteHTMduKauun. BoamoxHble 3HaveHms: PAP, CHAP, MSCHAPV2. He
pekomeHayeTcs Bblbupatb cxemy PAP, T.k. oHa aBnsieTcst Hebe3onacHOoM, MOTOMY YTO Naposib
nepegaetcs B OTKPbITOM BuAe.

3. Ykaxunte Agpec cepBepa, lNMopt n Cekper.

4. OcTtaBbTe BKkoyeHHoM onumio NMpoBepaTb atpubyT Message-Authenticator. 3tot atpubyT
ncnonb3dyetcsa anga obecnedeHnsa LenocTHOCTU NAKeTOB M 3aLlmThbl X OT nogaenkn. OctaBnsaTb
ONUMIO BbIKITHOYEHHOW JOMYCTUMO TOMbKO B TOM Criydae, ecrnv UCnosibdyeMoe nporpaMmmHoe
obecneyeHne He nogaepXmnBaet paboTy ¢ aTUM aTpubyTOM.

5. Boibepute ®opmaTt uMmeHu ansa ayteHTudunkaummn. Bolbupante sHavyeHne Uma 6e3 nomeHa ans
ayTeHTuprkaumm Bo FreeRadius. Beibupante Umsa B hopmate SAM nnn Umsa B hpopmate UPN

ansa ayteHtudpumkauun B NPS RADIUS.

MoxHo ykasaTb Heckonbko cepepoB RADIUS, ytobbl 06ecneunTb 0Tka3oyCcTONYNBOCTb CUCTEMBI. B
atom cnyyae PAM nockinaet 3anpoc cepeepam RADIUS nocnegoBaTtenbHO, B NOPSAKE yKasaHUs
cepBepoB. To eCTb €Cnu He yaanock nogknoumtbes k nepsomy cepsepy RADIUS, To PAM nonbiTaetca

NOAKMIOYNTBLCA K crieayroLiemy.

HacTtponka 2FA

A NMPEOYNPEXOEHUE

Mpun BbIGOPE MexaHn3ma ayTeHTudukaumm RADIUS nonb3oBartenu ua katanora ayTeHTumumpyotcs
yepe3 RADIUS, a ykasaHHble H/Xe HaCTPOVKN OENCTBYHOT TOMbKO Ha BHYTPEHHUX MoNb3oBaTernen.

1. BkntounTte onumio BknounTb ABYyXhaKTOpHY ayTeHTU(UKaLUIo Ana Bcex nonb3oBaTesien no

YMOI4YaHuI0.
2. [insa nepekntodatens Tun BTroporo dakropa Bbibepute nogxoasuiee sHadeHune: TOTP nnu Email.

3. OTMeTbTE KOMMOHEHTBI, AN KOTOPbIX TpebyeTcs BKMOYMTL KeLlMpoBaHWe BTOPOro dakTtopa:
o Management Console

o User Console



o Desktop Console
o SSH Proxy
o RDP Proxy
o RDS Proxy
4. Ecnu TpebyeTcs, oTpegakTupymnTe 3HadeHne B none Bpems kewmpoBaHums.

5. Haxvmute lanee aonsa nepexoda K criegyollemy Lary macrepa.

w Btopou caktop ayteHTUdMKauymm no Email

Mpun BbIGOPEe Email B kayecTBe BTOpOro haktopa 3anofiH1Te cnegyrowme nons:

SMTP-cepBep

e Aapec nouyTbl OTNpaBUTENS — afpec, C KOTOPOro OTnNpaBnsieTcs NMMCbMO

Mopt

Mms nonb3oBartenss — norvH ans aBTOpuM3aunn Ha cepBepe

Maponb

CepBep pgoctyna

1. Ecnn TpebyeTca, nameHute 3HadeHnsa nonen MakcumanbHoe Bpems oTBeTa areHTa n UHTepBan
healthcheck areHTa.

2. Haxmute Oanee ons nepexoda K criegyowemy wary macrepa.

JIlornposaHue

1. Ecnu TpebyeTcs, usmeHnTe YpoBeHb NOrMpoBaHuUs, MakcMMaribHOe KonmM4ecTBo for-cpainnoe cepeepa

ynpasneHna n MmakCcnmaribHoe Kornm4ecTBo J'IOF-(*)&VIJ'IOB cepBepa goctyna.

2. Haxmute Oanee ons nepexoda K criegyollemMy wary macrepa.

CoObIiTuA

1. Ecnun TpebyeTca, nobasbre Syslog-cepsep.



v Syslog-cepsep

Syslog-cepsep vcnonbayetcst ans uHterpaummn ¢ SIEM-cuctemoin. CobbITUSI U TEKCTOBbIE 10T
3anucbiBaloTcs Ha Syslog-cepBep B pexumMe pearnbHOro BpeMeHU, To eCTb B MPOLIECCE aKTUBHOIO
yOaneHHOro NoAKMHYEHUs!, @ He NOce ero 3aBepLUeHust. ATO NO3BONSET MaKCMMarbHO BbICTPO
BbISIBMATb MHLUMOEHTLI 1 aHOManuu, cBsi3aHHble C ENCTBUAMU NPUBUIErMPOBaHHbIX

rnorib3oBaTenen.

Mpu gobasneHunn Syslog-cepBepa NoTpebyeTcsa 3anonNHUTL cneayroLmne nons:
- Agpec cepBepa

- CeteBou npotokon (TCP nnu UDP)

- MNopT

- ®opmart cobbitun (CEF unu LEEF)

- Bepcus Syslog (RFC3164 nnn RFC5424)

2. Haxmute [lanee ans nepexoga k criegytolemy Lwary macrepa.

Pe3epBHas konus

Pes3epBHas konusi Mactepa — 3T0 3aimMpoBaHHbIN ¢oaisi, KOTOPbIN UCNONb3yeTcs A1l BOCCTAHOBNEHUS
COCTOSIHMA MacTepa. JToT hann notpebyerca Bam B byayliem ana obHosneHns PAM Ha HOBYHO BEPCUIO UK

A8 UBMEHEHUA KOHuUrypaumm tekywen sepcum PAM.
/\ NPEAYNPEXAEHUE
CoxpaHuTte dansn pesepBHON KONMM MacTepa 1 3anoMHUTEe Naporib.

bes aTtoro hanna v napons K HeMy Bbl HE CMOXeTe B ByayLieM N3mMeHUTb KOHUrypaumo Ballemn
nHctannaumm PAM vnmn obHoBuTb PAM 0 HOBOM BEpPCUM Yepe3 MacTep.

1. 3agariTe naponb Ans pe3epBHOM KON MacTtepa.

2. Haxxmnte CkavaTb pe3epBHYIO KOMUIO.

3. Haxxmute Janee ansa nepexofa K cnegyrollemy Lwary macrepa.

YctaHoBka PAM



1. Ons nepekntovatens Cnocob yctaHoBKU BbibepuTe 3HavyeHne U3 macTtepa.
2. Haxxmute YectaHoButb PAM.
3. OTcnexvBanTe nNpoLecc yCTaHOBKM C MOMOLLbIO nporpecc-6apa. [loxantech 3aBepLUeHUs YCTaHOBKM.

(D NPUMEYAHUE

dannbl Cc noramMmmn yCTaHoBKM HaxoaaTcs no cnegyrowemy nytn: IndeedPAM_3.2_RU/indeed-

pam/logs/.

B clny4yae BO3HMKHOBEHUA oLwmnbKn YCTaHOBKU NMPOCMOTPUTE 3TU doannbl 1 Npu HeobxoaumMocTun

O6paTI/ITer 3a NOMOLLIbIO MO UcrnpaBieHnto OLUMOKM B TEXHUYECKYIO noaaepXxky.

4. OTKponTe B HOBOW BKNagke KOHCOMb ynpaBneHusd, 4todbl HacTpouTb Indeed PAM. NMpoxogute
ayTeHTUMKALNIO B KOHCOMU C TeMU YYETHLIMU JAaHHBLIMU, KOTOPbIE YKasanu Ha ware AQMUHUCTpaTopsb!
ponen. NogpobHyto MHGOpMaLMo O NepBOHaYanNbHON HAaCTPOMKE CMOTPUTE Ha CTpaHuue NepBbliit

3anyck.

5. HaxxmnTte 3aBepuntb paboTy MacTepa unv BbiNoMHUTE CrieayoLLyo KOMaHay B TepMUHane:

sudo bash stop-wizard.sh
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OTka3oyctonumBasa Ha Windows

KomnoHeHTbl Indeed PAM ycTaHaBnuBaroTcsa Ha YeTbipe cepBepa 6e3 yueta 6anaHCMpPOBLLMKOB Harpy3Kku.
CepBepbl ynpasneHus un goctyna aybnupytotcsa onga obecneveHnsa otkasoyctonympoctn. Cxema

pa3BepTbiBaHNA C 6aJ'IaHCVIpOBKOl7I noaxoaouT And BHeEOAPEeHUd 1 akcniyarauun B I'IpOMbILLIJ'IGHHOVI cpene.

I'Iepep, Ha4vasrioM yCTaHOBKU BbINOJMTHUTE MNOATOTOBKY OKPYXEHUA.

3anyckK macrtepa

MacTtep — 370 BeO-NpUNoXeHne, KOTOpoe NO3BONSET YCTAHOBUTL, OOHOBUTL BEPCUIO NN U3MEHNUTD
KoHpurypaumto Indeed PAM. MacTtep noctaBnsetcs B coctaBe guctpubytmsa PAM. YTobbl ncnonb3oBaTtb
mMacTep, notpebyetca 3anyctutb ero B Docker-koHTenHepe ¢ MOMOLLbIO creumanbHOro ckpunra.

1. 3arpysute n pacnakynte guctpmdytns PAM Ha Linux-maLumHy.

2. NomecTute ceptudmkat yaoctoBepstoLlero ueHtpa B IndeedPAM_3.2_RU\indeed-pam\state\target\ca-
certificates. 31o TpebyeTcsa anga koppekTHon paboTtbl LDAPS. NMponyck aTtoro wara npuseget K owmnbke

paboTbl MacTepa.

3. 3anyctute mactep KOMaHOOM:
sudo bash run-wizard.sh

4. loxxanTech BbINOMHEHUSA CKpUNTa.
5. MNocne BbinonHeHus ckpunta nepengute no URL, ykazaHHOMY B KOHCONM.

6. B none Koa poctyna BeBeante AutenticationCode, yKa3aHHbIN B KOHCOMY NOCIE BbINOMHEHMWS
cKkpunTa.
MNpumep kopa: vVHy TVRyKX5pxUKM6e1ZgCWENOdXFdOy .

() MHPOPMALIMSA

Mo ymonyaHuio kog ByaeT 3anpolleH CHOBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEeMS HY>KHO YCNeTb

BbIMNMOJIHATbL BCIO pa60Ty.
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7. Haxxmnte Bontun n nepexogmre k pabote ¢ MmacTepom.

CueHapun

1. Bbibepute HoBas nHcrannsauua PAM.

2. Haxmute [lanee ans nepexoga k criegyowemy Lwary macrepa.

¥ [MNogpobHee o cueHapusx

MacTtep NCNoJib3yeTCcd AnA BbIMNOJNIHEHNA OOHOro U3 Tpex CueHapueB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6HoBneHne PAM — o6HoBrneHue Bcex komnoHeHToB Indeed PAM go Hosou Bepcun. Hanpumep,
¢ 2.10 go 3.0. Bo Bpemsi o6HoBneHns PAM Bynet HegocTyneH. Bce Tekywme ceccum byayT
npepBaHbl.

¢ N3meHeHue koHdpurypaumm PAM — BHeCceHne n3aMeHeHW B TEKyLLYIO HcTannsaumio PAM.
Hanpumep, nsmeHeHune coctasa xoctoB. Bepcusa PAM octaHeTcs Tom xe. Bo Bpemst o6HOBReHMs
PAM 6ynet HegocTyneH. Bce Tekywime ceccum ByayT npepBaHbl.

Cxema xocToOB

Mo xocTom noHMMaeTcA (*)I/ISW-IGCKI/IVI nnn BMpTyaJ'IbeIIZ cepBep, Ha KOTOPOM pacnoJiaraloTcAa KOMMNOHEHTDI
PAM.

1. Ha ware Cxema xoctoB B norie FQDN PAM ykaxunte obuiee nonHoe gomeHHoe nvsa (FQDN), kotopoe
HanpasneHo Ha IP-agpec 6anaHCnpOBLLUKOB Harpysku.
Mpumep: pam.my-company.local.

2. [lobaBbTe cepBep ynpaBneHus, a Takke cepeepbl goctyna RDS (anga nogknodeHns B pexnve
RemoteApp), SSH n PostgreSQL. YuntbiBante, 4To Henb3a A06aBUTbL HECKOMBKO XOCTOB C
OOMHaKOBbIM apecomMm.

v CepBep ynpaBneHus



i. Haxxmute lo6aBUTL XOCT.
ii. Ansa nepekntodyatens OnepaunoHHasa cuctema xocta Bblbepute Windows.
iii. BkntounTe onumio CepBep ynpaBreHus.
iv. BBeaute IP-agpec unn DNS-umsa B none Agpec xocra.
YuuTbiBanTe, YTO HEmMb3s 400aBUTb HECKONBbKO XOCTOB C O4MHAKOBbLIM aapecoM.
v. Ykaxute nopt B nose MNoprt.
vi. Beibepute Tnn ydeTHOM 3anucu gnga xocta: Obwan aomeHHasa Y3 unv OtaenbHaa Y3 ansa
3TOro XocTa.
vii. 3anonHute nonga JloruH B popmate UPN nnn SAM n MNMaponb Ang ykazaHHOW YY4EeTHOM
3anucu.

viii. Haxxmute [lo6aBUThb.

v Cepsep goctyna RDS

/\ NPEQYNPEXAEHUE

Mpn pobasneHuun cepepa aoctyna RDS yunTbiBanTe, 4to Ha nocnegyrowem ware Katanoru
nonb3oBaTenen ob6a3arensHo Ao6aBuTb kaTanor. NpogomKNUTL TONMLKO C BHYTPEHHUMM

norib3oBaTendaMmn Herb34.

i. Haxxmute lo6aBUTL XOCT.
ii. Ansa nepekntodyatens OnepaunoHHasa cuctema xocta Bbibepute Windows.
iii. Bkntounte onuuto Cepsep goctyna RDS.

iv. BBeaute IP-agpec unn DNS-umsa B none Agpec xocra.
YuuTbiBanTe, YTO HEMNMb3s 40OaBUTb HECKONBbKO XOCTOB C OAMHAKOBbLIM aapecoM.
v. Ykaxute nopt B nose MNoprt.
vi. Bbibepute Tnn ydyeTHOM 3anucu gnga xocta: O6wan aomeHHasa Y3 unv OtaenbHasa Y3 ansa
3TOro XocTa.
vii. 3anonHute nons JNlornd B opmate UPN nnu SAM n MNMaponb ans ykazaHHOW y4eTHOM
3anucu.

viii. Haxxmute [lo6aBUThb.

v Cepsep gocryna SSH



i. Haxxmute lo6aBUTL XOCT.
ii. Ansa nepekntoyatens OnepaunoHHasa cuctema xocta Bblbepute Linux.
iii. BkntounTe onumio Cepep goctyna SSH.

iv. BBeaute IP-agpec unn DNS-umsa B none Agpec xocra.

YuntbiBante, 4To HeNb3sA A06aBUTbL HECKOMBKO XOCTOB C OOUHAKOBbLIM afpecomM.
v. Ykaxute nopt B nose MNoprt.

vi. Beibepute cnocob ayteHTUdurKaumm y4eTHOM 3anmcu Ha XocTe:

= [1pn BbiGope Mo naponto 3anonHute nons Jlornd v NMaponsb.

» [1pn BbiGope Mo SSH-knrouvy 3anonHuTe nons JloruH, Maponb sudo, MaponbHas

c¢dpasa n 3arpysmte SSH-knrou.

vii. Haxxmute lo6baBuUThb.

v Cepsep goctyna PostgreSQL

i. Haxxmnte lo6baBUTL XOCT.
ii. Ansa nepekntodatens OnepauMoHHasa cMctemMma xocTta Bbibepute Linux.
iii. Bkntounte onunto CepBep goctyna PostgreSQL.

iv. BBegute IP-agpec unu DNS-ums B none Agpec xocTta.
YuntblBanTe, 4TO Hemnb3sa 406aBUTb HECKOIbKO XOCTOB C OAMHAKOBLIM agpecoM.

v. Ykaxunte nopt B none lMopr.

vi. Bbibepute cnocob ayteHTUMKaLMM YYETHOM 3anNncK Ha XOCTE:
= [1pn BbiGOpe Mo naponto 3anonHute nons Jflorud v Maponsb.

= [1pu BbIGOpe Mo SSH-knto4y 3anonHuTe nong JloruH, Maponb sudo, MNaponbHas
cdpasa n 3arpysmte SSH-knou.

vii. Haxxmute [lo6aBUTh.

() MHOOPMALIMSA

Cepsep ynpasrneHus n cepeep goctyna RDS moryT pacnonaratbcsi Ha O4HOM XOCTe.
Cepgepbl goctyna RDP, SSH n PostgreSQL moryT pacnonaratbCsi Ha OQHOM XOCTE.

3. MpocmoTpuTe Ta6J'IVILl,y XOCTOB 1 NPOBEpPbLTE NPaBUNbHOCTb 3anoSfIHEHHbIX AaHHbIX. Ecnn Tpe6yeTC$|

oTpenakTnpoBaTb AaHHbIE XOCTa, HAXMUTE Ha CTPOKY C 3TUM XOCTOM, BHECUTE USMEHEHUA N HAXMUTE



—

CoxpaHuTtb. Ecnn TpebyeTtcs yganuTb XOCT, HaXXMUTE [I] PSILOM C 3TMM XOCTOM.

4. Ina nepekntoyatena banaHcupoBlmk Bbibepute 3HavyeHne HAProxy. 31o 6anaHcMpoBLLMK,
nocrtaensieMblt B coctaBe PAM, KOTOpbIM YCTaHaBNMBAETCH N HacTpanBaeTcs B npouecce
passepTbiBaHns PAM. MoXHO ykasaTb Makcumym 2 6anaHcuposLumka HAProxy.

(D NPUMEYAHUE

I'IpM NCrofib30BaHMN CTOPOHHETO 6aJ'IaHCVIpOBLLl,VIKa y‘-lVITbIBaVITe, 4YTO I'IOTpe6yeTCFI HaCTpoOuUTb ero

camocTosATensbHo. Ybéeautech, Yto PAM goctyneH no agpecy, ykazaHHomMmy B none FQDN PAM.

5. lo6aBbTe GanaHCUPOBLLMK. YUNTbIBANTE, YTO HEMb3SA 100aBUTb HECKOMNBKO GanaHCUPOBLLMKOB C
O[IMHAKOBbLIM aApPEeCOM.

v BbanaHcupoBLUNK

i. Ansa nepekntoyatens bBanaHcuposBLuk Bolbepute HAProxy.

ii. Haxxmnte lo6aBuTL 6aNaHCUPOBLLMUK.
iii. BBegute IP-agpec unn DNS-umsa B none Agpec 6anaHcMpoBLUMKa.
iv. Ykaxkunte nopt B nose MNoprt.

v. BeibepuTte cnocob ayteHTudmkauum y4eTHoOn 3anmcm Ha XocTe:
= [1pn BbiGope Mo naponto 3anonHute nons JlornH v NMaponsb.

» [1pn BbiGope Mo SSH-kntouvy 3anonHuTe nons JloruH, Maponb sudo, MaponbHas
cdpa3sa u 3arpysute SSH-knrou.

vi. Haxxmnte [lo6aBUThb.

6. HaxmuTe [lanee ons nepexofa K cnegyroLemy Luary macrepa.

MopThl

() NPUMEYAHVUE

MopTbl kKOMAOHEHTOB PAM fomkHbI 6b1Tb YHUKaNbHbIMU. [TopTbl HAProxy gomkHbl 6bITb YHUKANIbHBIMMU.



1. Ykaxkute noptbl Anst KOMnoHeHToB PAM B COOTBETCTBUM C Ballen CETEBON apXUTEKTYPOWN UM OCTaBbTe
3Ha4YeHUs NO YMOMYaHMIO.

KomnoHeHT MopT no ymonyaHuo
SSH Proxy 2222
RDP Proxy 3390
PostgreSQL Proxy 5432
MC/UC HTTP 80
MC/UC HTTPS 443
Gateway Service 8443

2. Ykaxute noptbl Ansg HAProxy B COOTBETCTBUM C Ballen CETEBOW apXUTEKTYPOWN UIM OCTaBbTE 3HaYEeHUs
Mo YMOSNYaHUIO.

HAProxy MopT no ymonyaHuto
HAProxy SSH 2222
HAProxy RDP 3390
HAProxy PostgreSQL 5432
HAProxy HTTP 80
HAProxy HTTPS 443

3. Haxxmute Janee ana nepexona K cnegyrowlemy Lwary macrepa.

Ceptudumkarnbi

Ha atom ware TpebyeTcs 3arpy3vTb 3apaHee NOAroTOBMNEHHbIE CepTUdUKaThI.


http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/certificates/

1. 3arpy3uTe cepTudumkart ygoctoBepsitoLero LeHTpa 6e3 npueatHoro kntoya B opmate PEM (Base64) c
paclMpeHNEM .crt.

2. 3arpyauTe cepTudukaTtbl 4nNs XOCTOB C paclumpeHnemM .pfx unu wildcard-ceptudumkart n ykaxmte
napornb.

3. Haxxmute Janee ana nepexona K cnegyrowlemy Lwary macrepa.

Ba3bl aHHbIX

1. Boibepute Tun cepBepa Microsoft SQL.

2. Beegnte Agpec cepBepa 1 Mmsa nHctaHca MSSQL.

3. Bkntounte onuuio BesonacHoe nogkntoveHue kK CYBA.

4. Beegnte nms nonb3oBartens U Naposib y4eTHOW 3annucu ans padotsbl ¢ 6azamu gaHHbIX.

5. na nepekntovatens Knwoum wudpoBaHus BuidbepuTe 3HadeHne CreHepupoBaTb HOBbIW.

6. BBeante Ha3BaHusa 6a3 AaHHbIX, KOTOPbIE Bbl CO34anu Ha Lware noAroToBKU K yCTaHOBKE:
o B[l ana npuBmnerMpoBaHHbIX Y3

o B[ ansa ayteHTudukaTopoB nons3osatenen PAM
o B[] ana cobbiTun PAM

o B[l onsa 3agay no pacnucaHuno Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmute Janee ana nepexofa K cnegyrowlemy Lwary macrepa.

v Bbibop 6a3bl gaHHbIX PostgreSQL

1. Boibepute Tun cepBepa PostgreSQL.

2. Beegute Agpec cepBepa.

3. Bkntouute onuuto BesonacHoe noagknioveHue kK CYB.

4. Beegnte nms nonb3oBaTtens U naposib y4eTHOW 3annucu ans pabotsl ¢ 6a3ammn JaHHbIX.

5. na nepekntovatens Knwouum wudpoBaHus BbidbepuTe 3HadeHne CreHepupoBaTb HOBbIWN.

6. BBeante Ha3BaHMsa 6a3 AaHHbIX, KOTOPbIE Bbl CO34anu Ha Lware noAroToBKU K yCTaHOBKE:!
o B[l ana npuBmnernpoBaHHbIX Y3

o B[l onga ayteHTUduMkaTtopoB nonb3osatenen PAM

o B[] anga cobbiTun PAM

o B[l onsa 3agay no pacnucaHunio Core


http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/databases/

o B[l ona 3agay no pacnucaHuto ldp

7. Haxxmute Janee ans nepexoda K criegytollemy Lary Mmacrepa.

() UH®OPMALUSA

Basa gaHHbIx Jatoba nopgaepxmBaetcs B PAM. [Ins HAacTporku obpaTtutecb B TEXHUYECKYHO NOALEPXKKY.

XpaHunuuwe gaHHbIX

1. Boibepute Tun xpanunuwa dannosas cucrema.
2. Ecnn TpebyeTca nameHnte 3HadeHve B norne KopHeBas AMpeKTOpUsa XpaHunuiya.

3. Haxxmute Oanee ansa nepexofa K cnegyrollemy Liary macrepa.

(D NPUMEYAHMUE

Mocne yctaHoBkn PAM HacTponte dhannosoe xpaHunuiie (NFS).

v [pyriue Tunbl XpaHunuLy

Mpun BbIGOpe SMB 3anonHuTe nons:

CeteBor nyTb

[lomeH

Nma nonb3oBartens

Maponb

Mpn BbIGOPE S3 3anonHuTe Nons:

o CeteBou agpec S3 cepBepa

e [lyTb 4O KOPHEBOW ANPEKTOPUN XpaHunuwa Ha S3-cepBepe
» VpeHTudumkatop kntoya goctyna (access key id)

o CekpeTHbIn KN4 gocTtyna (secret access key)

» PernoH (Heobsa3aTenbHOE norne)

o OrpaHudeHue nokaunm (HeobszatenbHoe none)



http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/media-storage/nfs/

KaTanorv nonb3oBaTeneu

[lobaBbTE OAMH UMK HECKOMNbLKO KaTanoros nonb3oBarenen, unn Haxxmute fanee, 4tobbl ncnonb3osatb PAM

TOJ1IbKO C BHYTPEHHNMM MOJ1b30BaTENIAMU.

/\ NPEAYNPEXAEHUE

Ecnu Ha ware Cxema xocToB fobasneH cepeep aoctyna RDS, To obasaTensHo AobaBbTe KaTtarnor.

npOﬂ,OJ'I)KVITb TOJIbKO C BHYTPEHHUMM MOJ1b30BATENIAMU HENb3A.

v Bobibop katanora Active Directory

1. Haxxmute [lo6aBuUThL KaTanor.
2. B none Cnyx6a katanoroB BbibepuTe 3HavyeHne Active Directory.

3. Beegute 3HaveHue B none ID kaTtanora. CcopmynmnpynTte 310 3Ha4eHne camoctosTenibHo. OHO
MOXET COCTOSATb U3 NTAaTUHCKMX BYKB 1 undp, MakcumanbHaa anvHa — 32 cumeona. Ecnin
nnaHMpyeTe UCnonb30BaTb HECKOSBKO KaTanoros, To nx ID gomkHbl 6biTb pasHbIMM.

. BBeaute 3HauyeHne B none DNS gomeHa.
. BBeante 3HauyeHune B nonie DN KOHTeMHepa nonb3oBaTenen.
. BBeante nmsa nonb3oBartens u naposib Y4eTHON 3anuncu.

. BkntouuTte onumio Ucnonb3oBatb LDAPS.

0 N oo o b

. Ecnn Tpebyetca, nameHnte cootBeTcTBMe atpmbyToB nonb3oBartenen n/mnu atpubyTos rpynn

norib3oBaTenen.

©

. Haxxmute lo6aBuUTH.

10. HaxxmuTte Janee Ana nepexoaa K criedytowemMy Liary macrepa.

¥ Bbibop katanora ALD PRO, FreelPA, OpenLDAP

1. Haxxmute lo6aBuUThL KaTanor.
2. B none Cnyx6a katanoroB Bbibepute ogHo 13 3HadeHunn: ALD PRO, FreelPA, OpenLDAP.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynmnpynTe 3TO 3Ha4eHne camocTosTesribHo. OHO
MOXET COCTOATb M3 NTaTUHCKNX BYKB 1 Lundp, MakcumanbHas annHa — 32 cumeona. Ecnn

nnaHnpyeTe UCrnoJib3oBaTb HECKOJIbKO KaTarioros, TO NX ID oomxkHbl ObITh Pa3HbIMW.



http://localhost:3000/privileged-access-manager/3.2/appendix/attributes-mapping/

4. Beegute 3HaveHue B nornie DNS gomeHa.
5. Beeagute 3HayeHue B nore DN KOHTeMHepa nonb3oBaTenen.

6. Beegute nmsa nonb3oBatens B popmate DN (npumep:
'uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company') 1 naposib y4eTHOWN 3anuncu.

7. Bknounte onumio Ucnonb3oBaTb LDAPS.

8. Ecnu Bbibpann ALD PRO wnnu FreelPA, To Bbibepute ®opmat ngeHtucpmukaropa
nonb3oBatenen u rpynn — SID nnu GUID.

9. Ecnu TpebyeTcs, nameHnTe COOTBETCTBUE aTpMbyTOB Nonb3oBaTtenen n/munmn atpmbyTos rpynn

nornb3oBaTenen.
10. Haxxmute [lo6aBUThb.

11. Haxmute flanee onga nepexofa K creayowemy Lary macrepa.

¥ Bbibop katanora RED ADM, Samba DC

/\ MPEQYNPEXOEHUE

Mpu BbIGOPE kaTanoroB RED ADM mnnu Samba DC Bepcumn 4.20.8 n Huxe nobasbTe B
KOH(UrypaumoHHbiv bann B cekumio [global] cTpoky: ldap server require strong auth =

allow_sasl over tls

KoHUrypaumoHHbIn hans Hy>KHO OTpegakTUpoBaTh Ha BCEX KOHTPOSiepax JOMeHa unv Ha
KOHTponnepe, KoTopbin OyaeT ncnonb3oatbcss PAM ans nonyveHns goctyna K cnyxoe

KaTanoros.
KoHdurypaumoHHble hansibl HAXOAATCA MO NyTw:

e Samba DC: /etc/samba/smb.conf

o RED ADM: /opt/reddc/etc/smb.conf

1. Haxxmute [lo6aBuUTbL KaTanor.
2. B none Cnyx6a katanoroB Bbibepute: RED ADM unu Samba DC.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynupynTe 310 3Ha4eHne camoctosiTeribHo. OHO
MOXET COCTOSATb U3 JTAaTUHCKMX BYKB 1 undp, MakcumanoHasa anvHa — 32 cumeona. Ecnn
nnaHMpyeTe NCnonb30BaTbh HECKONBKO KaTanoros, To nx ID gomkHbl 6biTb pasHbIMMU.

4. Beegute 3Ha4vyeHue B none DNS gomeHa.

5. Beeagute 3HayeHue B norie DN KOHTeMHepa nonb3oBaTenen.


http://localhost:3000/privileged-access-manager/3.2/appendix/attributes-mapping/

6. BBeante nms nonb3osatens B popmare UPN (npumep: pamadmin@my.company) un naponb
YYETHOW 3anucu.

7. Bknounte onumio Ucnonb3oBaTtbk LDAPS.

8. Ecnun TpebyeTcs, nameHnTe COOTBETCTBME aTpnbyTOB Nonb3oBartenen n/unu atpnbyTos rpynn
nonb3oBaTeneun.

9. Haxxmunte [lobaBUTh.

10. HaxxmuTe [Oanee ons nepexoda K criegyolemMy wary macrtepa.

ApoMUHUCTpPaATOpPLI poren

() MHPOPMALIMSA

B MacTepe MOXHO YKa3aTb TOJIbKO O4HOIro agMMHUCTPaTopa pone17|.

B kayecTBe agMuHUCTpaTOpa poriern MOXHO BbIOpaTh Kak Nonb3oBaTtensa u3 karanora, Tak U BHyTPEHHero.
BboibpaHHOMy nonb3oBatento 6yayT BblAaHbl NpaBa Ha ynpasneHune ponsmy PAM. 3ToT nonb3oBaTenb

CMOXET BblaTb MNMpaBa Ha AO0CTYN K KOHCOK ynpasJieHUA PAM OPYyrmM nonb3oBaTesisAaM.

U3 kaTanora BHyTpeHHUN

1. BbiGepute 13 katanora y4eTHyH 3anucb.

2. Haxmute [Oanee aonsg nepexoda K criegyollemMy wary macrepa.

AyTeHTU(pMKauma norib3oBaTteneu

Ha atom ware Tpebyetcsa 3agatb MexaHn3m ayTeHTUMMKALUN U HACTPOMKM ABYXZAKTOPHON

ayTeHTudmKaunn.
MexaHn3m ayTeHTUMKaLum

1. Buibepute nogxogawmn sapnaHT: LDAP, RADIUS nnn Windows.

A NPEOYNPEXOEHUE


mailto:pamadmin@my.company
http://localhost:3000/privileged-access-manager/3.2/appendix/attributes-mapping/

Ecnu Ha npegbiayliem ware AGQMUHUCTPATOPbI porier BbiOpaH BHYTPEHHWUIA NoMb30oBaTerb, TO
Bblbop MexaHuama Windows HegocTyneH. Takas KoOMOMHaLUMA HAaCTPOEK SIBNSETCA HEKOPPEKTHOM

KOH(urypaumen PAM, T.K. alMUHUCTPATOP HE MOXET ayTEHTUPULMPOBATLCSA B CUCTEME.

Ecnn B kauecTBe nepBoro agMmHncTpaTopa BblibpaH nonb3oBaTenb U3 Katanora, To BeldpaTtb
mexaHn3am Windows MoxHo. Npu Takon KoHUrypaumm pabota ¢ BHYTPEHHUMM MOSb30BaTENSIMN

He nognepxmBaetcd.

2. Mpwn Bbibope RADIUS pgobasbte cepeep RADIUS n BBeauTe Heobxoanmble gaHHbIE.

v AyteHTudukaums no RADIUS

/\ NPEQYNPEXAEHUE

[ns BHYTpeHHMX nonb3oBaTtenen HegocTynHa ayTeHTugukaumnsa Yepes RADIUS. 3agaHHble 3aech

HaCTPOMKM AENCTBYIOT TOSbKO Ha Nonb3oBaTenen U3 kartanora.

Mpwn Boibope RADIUS B kayecTBe MexaHu3Ma ayTeHTUduKkaumm Tpebyetca ykasatb AaHHble RADIUS-

cepsepa.

1. HaxxmuTte [lo6aButb cepBep RADIUS.

2. Buibepute cxemy ayteHTUdUKauun. BoamoxHele 3HaveHus: PAP, CHAP, MSCHAPV2. He
pekomeHayeTcs Bblbupatb cxemy PAP, T.k. OHa aBnsieTcs Hebe3onacHOM, MOTOMY YTO Naposib
nepegaeTcs B OTKPbITOM BUAe.

3. YkaxuTte Agpec cepBepa, lMopTt n Cekper.

4. OctaBbTe BkNtoveHHoM onuuio NMpoBepaTb atpubyT Message-Authenticator. 3tot aTpudyT
ncnonb3yeTcsa Ans obecnevyeHns LenoCTHOCTU NAKETOB U 3awmnTbl X OT nogaenku. OctaBnATb
ONUUIO BbIKITKOYEHHOMW AOMYCTUMO TOMbKO B TOM Clly4dae, ecriv UCMorib3yemoe nporpaMmmHoe
obecneyeHne He nogaepxmBaeT paboTy ¢ aTUM aTpnbyToM.

5. Belbepute ®PopmaTt uMeHu ansa ayteHTUudukaummn. BoibrpanTte 3HaveHne Umsa 6e3 pomeHa ans
ayTeHTUpurkaumm Bo FreeRadius. Beibupante Umsa B hopmate SAM vnn Umsa B popmate UPN

ansa ayteHtudpumkauun B NPS RADIUS.

MoxxHO yka3aTb Heckonbko cepBepoB RADIUS, 4yTo6bl 06ecneunTb 0TKa3oyCTOMYMBOCTb CUCTEMBI. B
aTom cnyyae PAM nochkinaet 3anpoc cepsepam RADIUS nocnegoBaTtensHO, B NOpsSiAKe yKasaHUs



cepBepoB. To eCTb ecnun He yganock NnogkniounTbes K nepsomy cepeepy RADIUS, To PAM nonbiTaeTcs

NOAKIMKOYNTBLCA K crieayroLemy.

Hactponka 2FA

/\ NPEAYNPEXAEHUE

Mpu BbIGOPE MexaHmn3ma ayTeHTudukauun RADIUS nonb3oBatenu u3 katanora ayTeHTUuumnpyoTcs

yepe3 RADIUS, a ykasaHHble H/Xe HaCTPOMKN OEeNCTBYIOT TOMbKO HAa BHYTPEHHUX Monb3oBaTeren.

1. Bkntounte onuuio Bknountb AByx(akTOpHYI0 ayTeHTUUKaLuuio ans Bcex nonb3oBartesnien no

yMon4yaHuio.

2. [Insa nepekntodatens Tun BToporo dakropa Bbibepute nogxoasuiee 3HadeHne: TOTP nnu Email.

3. OTMeTbTE KOMMOHEHTHI, AN KOTOPbIX TPeOyeTcs BKMOUYNTL KeLIMpPOBaHNE BTOPOro dpakTopa:

[e]

(o]

Management Console
User Console
Desktop Console
SSH Proxy

RDP Proxy

RDS Proxy

4. Ecnn TpebyeTca, oTpengakTupyiite 3HadeHue B none Bpems KewumpoBaHus.

5. Haxxmute Janee ansa nepexofa K cnegyrollemy Lwary macrepa.

w Btopoun gakTop ayteHTudurkauumn no Email

Mpwn BIBOpe Email B kayecTBe BTOPOro haktopa 3anonHuTe creaytolime nons:

SMTP-cepBep

ALpec noyTbl OTNpaBUTENA — agpec, C KOTOPOro OTApaBnseTcsi MMCbMO
MopT

Mmsa nonb3oBaTtensa — NorvH Ans aBTopmsaunm Ha cepeepe

Maponb




CepBep pgoctyna

1. Ecnn TpebyeTcs, nameHute 3HadeHusi nonen MakcumanbHoe Bpemsi oTBeTa areHTa 1 MHTepBan
healthcheck areHTa.

2. Haxxmute [lanee ans nepexoda K crniegyowemy Lwary macrepa.

IlormpoBaHue

1. Ecnu TpebyeTcs, nsmeHnTe YpoBeHb NTIOrMPOBaHUSA, MakcMmarbHOe KOnM4ecTBO Nor-gainos cepeepa

ynpaBneHnsa n MakcumarbHOe KONM4ecTBO nor-pannos cepBepa AocTyna.

2. Haxxmute [lanee ansi nepexoda K crniegyowemy Lwary macrepa.

CoObiTunA

1. Ecnun TpebyeTcq, nobasbte Syslog-cepsep.

v Syslog-cepsep

Syslog-cepBep ncnonbayerca onga nHrerpauumn ¢ SIEM-cuctemon. CobbiTvsi 1 TEKCTOBLIE F10TN
3anucbiBaloTca Ha Syslog-cepBep B peXxnme peanbHOro BPEMEHU, TO €CTb B MPOLECCE aKTUBHOTO
yAaneHHoro noaksitoyeHust, a He nocne ero 3aBepLUeHnsi. ATO NO3BONAET MaKCMMarbHO ObICTPO
BbISABMNSATb UHLUNOEHTBI U1 aHOManum, CBsi3aHHbIe C AENCTBUSMIN NPUBUIErMPOBAHHbIX

nosib3oBaTenen.

Mpn pobasneHun Syslog-cepBepa NoTpebyeTca 3anonNHUTL CriegyroLme nosns:
- Agpec cepBepa

- Cetesou npotokon (TCP unn UDP)

- MNopt

- ®opmart cobbitu (CEF unu LEEF)

- Bepcus Syslog (RFC3164 nnn RFC5424)

2. Haxmute [Qanee aonsg nepexoda K criegyowemMy wary macrepa.

Pe3epBHasa Kkonus



PesepBHas konust mactepa — 3T0 3awMpoBaHHbIN doaisi, KOTOPbIN CNONb3yeTcs A1 BOCCTAaHOBNEHNS
COCTOSIHUA MacTepa. JToT hann notpebyerca Bam B byayiem ana obHosneHns PAM Ha HOBYHO BEPCUIO NNK

ON18 UBMEHEHUA KOHuUrypaumm tekywen sepcum PAM.
/\ NPEAYNPEXAEHUE
CoxpaHuTte dann pesepBHON KoMK MacTepa 1 3anoMHUTe Naporb.

bes atoro anna n napons kK HEMY Bbl HE CMOXETE B 6y/:|,yu.leM N3MEHUTb KOH(*)VIpraLI,I/IIO Balleun

nHctannaumm PAM vnn obHoBuTe PAM 0 HOBOM BEpPCUM Yepe3 MacTep.

1. 3aganTe naponb ANsa pe3epBHOM KONUK MacTepa.
2. Haxmute CkayaTb pe3epBHYHO KOMUIO.

3. Haxxmute Janee ansa nepexofa K cnegyrollemy Lary macrepa.

YctaHoBka PAM

1. Ons nepekntovatens Cnocob yctaHoBKU BbibepuTe 3HavyeHne U3 macTtepa.

2. Haxmunte YectaHoButb PAM.

3. OTcnexuBanTe NpoLecc YCTaHOBKM C NOMOLLbIO nporpecc-6apa. [oXxanTech 3aBepLUeHNs YCTaHOBKM.

(D NPUMEYAHUE

daninbl ¢ norammn yctaHoBKM HaxodaTcs no cnegytowemy nytn: IndeedPAM_3.2_RU/indeed-
pam/logs/.

B cnyyae BO3HWKHOBEHMUS OLLUMOKN YCTAHOBKM MPOCMOTPUTE 3TU (pansibl U Npu HEOOXOANMOCTH

O6paTVITer 3a NOMOLLbIO MO UcrnpaBieHnto OLUMOKM B TEXHUYECKYIO noaaepPXxKy.

4. OTKponTe B HOBOW BKNagke KOHCOMb ynpasneHusd, 4tobbl HacTpouTb Indeed PAM. NMpoxogute
ayTeHTUMKaLMIO B KOHCONWU C TEMU YYETHBIMU AaHHBIMU, KOTOPbIE YKa3anu Ha ware AAMUHUCTPAaTOpbI
ponen. NogpobHyto MHGOpMaLmMo O NepBOHavYanNbHON HAaCTPOMKE CMOTPUTE Ha CTpaHuue epBbliit

3anyck.

5. HaxxmuTe 3aBepwntb paboTy mactepa v BbIMOMHUTE CreayoLLyo KOMaHay B TepMuHane:


http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.2/administration/first-launch/
http://localhost:3000/privileged-access-manager/3.2/administration/first-launch/

sudo bash stop-wizard.sh



OTka3oyctonumBas Ha Linux

KomnoHeHTbl Indeed PAM ycTaHaBnuBaroTcsa Ha YeTbipe cepBepa 6e3 yueta 6anaHCMpPOBLLMKOB Harpy3Kku.
CepBepbl ynpasneHus un goctyna aybnupytotcsa onga obecneveHnsa otkasoyctonympoctn. Cxema

pa3BepTbiBaHNA C 6aJ'IaHCVIpOBKOl7I noaxoaouT And BHeEOAPEeHUd 1 akcniyarauun B I'IpOMbILLIJ'IGHHOVI cpene.

I'Iepep, Ha4vasrioM yCTaHOBKU BbINOJMTHUTE MNOATOTOBKY OKPYXEHUA.

3anyckK macrtepa

MacTtep — 370 BeO-NpUNoXeHne, KOTOpoe NO3BONSET YCTAHOBUTL, OOHOBUTL BEPCUIO NN U3MEHNUTD
KoHpurypaumto Indeed PAM. MacTtep noctaBnsetcs B coctaBe guctpubytmsa PAM. YTobbl ncnonb3oBaTtb
mMacTep, notpebyetca 3anyctutb ero B Docker-koHTenHepe ¢ MOMOLLbIO creumanbHOro ckpunra.

1. 3arpysute n pacnakynte guctpmdytns PAM Ha Linux-maLumHy.

2. NomecTute ceptudmkat yaoctoBepstoLlero ueHtpa B IndeedPAM_3.2_RU\indeed-pam\state\target\ca-
certificates. 31o TpebyeTcsa anga koppekTHon paboTtbl LDAPS. NMponyck aTtoro wara npuseget K owmnbke

paboTbl MacTepa.

3. 3anyctute mactep KOMaHOOM:
sudo bash run-wizard.sh

4. loxxanTech BbINOMHEHUSA CKpUNTa.
5. MNocne BbinonHeHus ckpunta nepengute no URL, ykazaHHOMY B KOHCONM.

6. B none Koa poctyna BeBeante AutenticationCode, yKa3aHHbIN B KOHCOMY NOCIE BbINOMHEHMWS
cKkpunTa.
MNpumep kopa: vVHy TVRyKX5pxUKM6e1ZgCWENOdXFdOy .

() MHPOPMALIMSA

Mo ymonyaHuio kog ByaeT 3anpolleH CHOBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEeMS HY>KHO YCNeTb

BbIMNMOJIHATbL BCIO pa60Ty.



http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/

7. Haxxmnte Bontun n nepexogmre k pabote ¢ MmacTepom.

CueHapun

1. Bbibepute HoBas nHcrannsauua PAM.

2. Haxmute [lanee ans nepexoga k criegyowemy Lwary macrepa.

¥ [MNogpobHee o cueHapusx

MacTtep NCNoJib3yeTCcd AnA BbIMNOJNIHEHNA OOHOro U3 Tpex CueHapueB:

e HoBasa nHctannauma PAM — yctaHoBka Indeed PAM.

o O6HoBneHne PAM — o6HoBrneHue Bcex komnoHeHToB Indeed PAM go Hosou Bepcun. Hanpumep,
¢ 2.10 go 3.0. Bo Bpemsi o6HoBneHns PAM Bynet HegocTyneH. Bce Tekywme ceccum byayT
npepBaHbl.

e N3meHeHue koHdpurypaumm PAM — BHeCceHne n3aMeHeHu B TeKyLLYIO MHcTannsaumio PAM.
Hanpumep, nsmeHeHune coctasa xoctoB. Bepcusa PAM octaHeTcs Tom xe. Bo Bpemst o6HOBReHMs
PAM 6ynet HegocTyneH. Bce Tekywime ceccum ByayT npepBaHbl.

Cxema xocToOB

Mo xocTom noHMMaeTcA (*)I/ISW-IGCKI/IVI nnn BMpTyaJ'IbeIIZ cepBep, Ha KOTOPOM pacnoJiaraloTcAa KOMMNOHEHTDI
PAM.

1. Ha ware Cxema xoctoB B norie FQDN PAM ykaxunte obuiee nonHoe gomeHHoe nvsa (FQDN), kotopoe
HanpasneHo Ha IP-agpec 6anaHCnpOBLLUKOB Harpysku.
Mpumep: pam.my-company.local.

2. [lobaBbTe cepBep ynpaeneHusi, a Takke cepeepbl goctyna RDP, SSH, PostgreSQL 1 RDS (ans
noaknoyeHns B pexxume RemoteApp). YunTteiBanTe, 4TO Hemnb3st 406aBUTb HECKOMBLKO XOCTOB C
OOMHaKOBbIM apecomM.

v CepBep ynpaBneHus



i. Haxxmnte [lo6aBUTBL XOCT.
ii. Ansa nepekntoyatens OnepaunoHHasa cuctema xocta Bblbepute Linux.
iii. BkntounTe onumio CepBep ynpaBreHus.

iv. BBeaute IP-agpec unn DNS-umsa B none Agpec xocra.

YuntbiBante, 4To HeNb3sA A06aBUTbL HECKOMBKO XOCTOB C OOUHAKOBbLIM afpecomM.
v. Ykaxute nopt B nose MNoprt.

vi. Beibepute cnocob ayteHTUdurKaumm y4eTHOM 3anmcu Ha XocTe:

= [1pn BbiGope Mo naponto 3anonHute nons Jlornd v NMaponsb.

» [1pn BbiGope Mo SSH-knrouvy 3anonHuTe nons JloruH, Maponb sudo, MaponbHas

c¢dpasa n 3arpysmte SSH-knrou.

vii. Haxxmute lo6baBuUThb.

v Cepsep goctyna RDP

i. Haxkmnte [lo6aBUTL XOCT.
ii. Ansa nepekntodatens OnepauMoHHasa cMctemMma xocTta Bbibepute Linux.
iii. Bkntounte onumio Cepep goctyna RDP.

iv. BBegute IP-agpec unu DNS-ums B none Agpec xocTta.
YuntbiBante, 4TO Henb3sa A06aBUTbL HECKOMNBKO XOCTOB C OOUHAKOBbLIM afpecomM.

v. Ykaxunte nopt B none lMopr.

vi. Bbibepute cnocob ayteHTUMKaLMM YYETHOM 3anNncK Ha XOCTE:
= [1pn BbiGOpe Mo naponto 3anonHute nons Jflorud v Maponsb.

= [1pu BbIGOpe Mo SSH-knto4y 3anonHuTe nong JloruH, Maponb sudo, MNaponbHas

cdpasa n 3arpysmte SSH-knou.

vii. Haxxmute [lo6aBUTh.

v Cepsep goctyna SSH

i. Haxxmnte lo6aBUTHL XOCT.
ii. Ansa nepekntoyatens OnepaunoHHasa cuctema xocrta Bbibepute Linux.

iii. BkntounTe onumio CepBep goctyna SSH.



iv. Beegute IP-agpec unu DNS-ums B none Agpec xocTa.
YuntbiBanTe, 4TO Hemnb3s 406aBUTb HECKOIbKO XOCTOB C OAMHAKOBLIM agpecoM.
v. YkaxunTte nopt B nosne lMopr.

vi. Bbibepute cnocob ayteHTUMKaLMM Y4ETHOM 3anNncK Ha XOCTE:

= [1pn BbiGOpe Mo naponto 3anonHute nons Jflorud v NMaponsb.

= [1pu BbIGOpe Mo SSH-knto4y 3anonHuTe nong JloruH, Maponb sudo, MNaponbHas

cdpasa n 3arpysmte SSH-knou.

vii. Haxxmute [lo6aBUTh.

v Cepsep goctyna PostgreSQL

i. Haxxmnte [1lo6aBUTBL XOCT.
ii. Ansa nepekntoyatens OnepaunoHHasa cuctema xocrta Bbibepute Linux.
iii. BkntounTe onumio CepBep aoctyna PostgreSQL.

iv. Beegute IP-agpec unn DNS-umsa B none Agpec xocra.
YuuTbiBanTe, YTO HENMb3s 40OaBUTbL HECKONBbKO XOCTOB C OAMHAKOBbLIM aapecoM.

v. Ykaxute nopt B nose MNoprt.

vi. Bbibepute cnocob ayteHTUPMKaLMM Y4ETHOM 3anncuK Ha XOCTe:
= [1pu BbIGOpe Mo naponto 3anonHuTte nons JlornH n NMaponsb.

= [1pn BbiGope Mo SSH-kntouvy 3anonHuTe nons JloruH, Maponb sudo, MaponbHas
c¢pasa n 3arpysmte SSH-knrou.

vii. Haxxmute lo6aBUTL.

v Cepsep goctyna RDS

i. Haxxmnte [lobaBUTBL XOCT.
ii. Ansa nepekntodyatens OnepaunoHHasa cuctema xocta Bbibepute Windows.
iii. Bkntounte onumio Cepep agoctyna RDS.

iv. BBeaute IP-agpec unn DNS-umsa B none Agpec xocrta.

YuuTbiBanTe, YTO Hemnb3s 400aBUTb HECKOMBbKO XOCTOB C O4MHAKOBbIM aapecoM.
V. YkaxuTte nopt B nosne Mopr.

vi. Beibepute Tvn ydeTHOM 3anucun onga xocta: Obwas aomeHHas Y3 unv OtaenbHaa Y3 ans

3TOro xocCTa.



vii. 3anonHuTte nons JNlornH B dopmate UPN nnn SAM n MNMaponb ans ykazaHHOW y4eTHOM

3armncu.

viii. Haxxmute [lo6aBUThb.

() MHOOPMALIMSA

Cepaep ynpasneHus, a Takke cepepbl goctyna RDP, SSH n PostgreSQL moryT pacnonaratbcs
Ha OOHOM XOCTe.

3. MpocmoTpuTe Tabnuuy XOCTOB M NPOBEPLTE NPaBUbHOCTL 3aMOSIHEHHbIX AaHHbIX. Ecnin TpebyeTtcs
OTPEAaKTUPOBATb AaHHbIE XOCTa, HAXXMUTE HA CTPOKY C 3TUM XOCTOM, BHECUTE U3MEHEHMS N HAXMUTE

—

CoxpaHuTtb. Ecnn TpebyeTtcst yaanuTb XOCT, HaXXMUTE [I] PSILOM C 3TMM XOCTOM.

4. nga nepekntovatensa bBanaHncupoBwmk Bbibepute 3HadyeHne HAProxy. OT1o 6anaHcMpoBLLUKK,
noctaensieMbin B coctaBe PAM, KOTOpbIM yCTaHABNUBAETCH M HacTpamMBaeTcs B npouecce

pa3BepTbiBaHMs PAM. MoxHo ykasaTb Makcumym 2 6anaHcuposLumka HAProxy.

(D NPUMEYAHUE

Mpw ncnonb3oBaHNK CTOPOHHEro BanaHCMpoBLUMKA y4nTbiBanTe, YTo NoTpebyercsi HaCTPOUTL ero
camocTosATenbHo. Ybeautech, 4to PAM goctyneH no agpecy, ykaszaHHomMy B none FQDN PAM.

5. lobaBbTe 6aﬂaHCI/1pOBLIJ,I/IK. YuuTbiBanTe, YTO HEmNb3sa 400aBUTb HECKOSLKO 6aﬂaHCVIpOBLL|,I/1KOB C

OAVNHaAKOBbIM aApeECOM.

v BanaHcuMpoBLUK

i. Ans nepekniovyatens banaHcuposBwmk Bbibepte HAProxy.
ii. Haxxmute [lobaBUTbL 6anaHCUpPOBLUMK.
iii. Beegute IP-agpec nnn DNS-ums B none Agpec 6anaHcupoBLyMKa.
iv. Ykaxknte nopt B nose Moprt.
v. Bbibepute cnocob ayTeHTMdUKauumn y4eTHOM 3anmncu Ha XocTe:
= [1pu BbIGOpe Mo naponto 3anonHuTe nong JlormH n Maponb.

= [1pu BbIGOpe Mo SSH-knto4y 3anonHuTe nong Jloruw, Maponb sudo, MNaponbHas
c¢dpasa n 3arpysmte SSH-kntou.




vi. Haxxmute 106aBUTDL.

6. Haxxmute [lanee ans nepexoda k criegyolemy Lwary macrepa.

MopThl

(D NPUMEYAHUE

MopTbl kOMNOHeHTOB PAM fosrmkHbl 6bITb YHUKaNbHbIMU. [opTel HAProxy aomxHbl 6biTb YHUKANbHLIMM.

1. Ykaxute nopTbl AnA KOMMNOHEHTOB PAM B COOTBETCTBUM C BalLLEN CETEBOW apXMTeKTypOVI NI OCTaBbTE
3Ha4YeHnd rno yMmosi4aHuto.

KomnoHeHT MopT no ymonyaHuto
SSH Proxy 2222
RDP Proxy 3390
PostgreSQL Proxy 5432
MC/UC HTTP 80
MC/UC HTTPS 443
Gateway Service 8443

2. Ykaxute noptbl Anst HAProxy B COOTBETCTBUM C BaLlen CETEBON apXUTEKTYPOWN UIM OCTaBbTE 3HAYEHUS

no ymorsri4yaHuto.

HAProxy MopT no ymonyaHuio

HAProxy SSH 2222

HAProxy RDP 3390



HAProxy MopT no ymonyaHuto

HAProxy PostgreSQL 5432
HAProxy HTTP 80
HAProxy HTTPS 443

3. Haxxmute Oanee ansa nepexona K cnegyollemy Lwary macrepa.

Ceptudumkarnbi

Ha aTtom wware TpeGyeTcs 3arpy3uTb 3apaHee NoAroToBMNeHHble cepTUdUKaTLI.

1. 3arpysuTe cepTudumkaTt ygoctoepsitoLero LeHTpa 6e3 npusatHoro kntoya B opmate PEM (Base64) ¢

paclumpeHnem .crt.

2. 3arpysuTe cepTuukaTbl 4 XOCTOB C pacumpeHnem . pfx nnmn wildcard-ceptudukar n ykaxute

napornb.

3. Haxvute danee ans nepexoaa K criegytowemMy Liary macrepa.

Ba3bl AaHHbIX

1. Boibepute Tun cepBepa PostgreSQL.

2. Beegute Agpec cepBepa.

3. Bknounte onumio BesonacHoe nogkntodeHue kK CYB/A.

4. Beegnte nms nonb3oBaTtens U naposib y4eTHOW 3annucu ans paboTsl ¢ 6azammn JaHHbIX.

5. Ina nepekntoyatens Knoum wudgpoBaHus Bbibepnte 3HavyeHne CreHepMpoBaTb HOBbIW.

6. BeeguTte Ha3BaHus 6a3 gaHHbIX, KOTOpbI€ Bbl CO30alM Ha Ware noarotoBkM K YCTaHOBKE!

[e]

Bl ona npuBmnnernpoBaHHbIX Y3

o

B[ ans ayteHTudukaTopos nons3osarenen PAM

B onsa cobbitnin PAM

o

[¢]

b ans 3agad no pacnucanuo Core
o B[l ona 3agay no pacnucaHuto ldp

7. Haxxmnte [lanee ans nepexofa K criegyowemMy wary macrepa.


http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/certificates/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/databases/

v Bbi6op 6a3bl gaHHbIX Microsoft SQL

1. Boibepute Tun cepBepa Microsoft SQL.

2. Beegute Appec cepBepa 1 Umsa nictaica MSSQL.

3. Bkntounte onumto besonacHoe nogknioveHue kK CYB/.

4. Beegute nms nNonb3oBaTens U Naponb YY4eTHOM 3anucy ansa paboTbl ¢ 6a3zamu OaHHbIX.

5. Ina nepekntoyatens Knoun wudcgpoBaHus Bbibepnte 3HavyeHne CreHepMpoBaTb HOBLIW.

6. BBeguTte HasBaHusa 6a3 AaHHbIX, KOTOpbl€ Bbl CO34alin Ha wWware noarotoBkn K yCTaHOBKE:

o B[ ana npmBmMnerMpoBaHHbIX Y3

o B[ ansa ayteHTMduKaTopoB nonb3osatenen PAM
o Bl ansa cobbitn PAM

o B[ ans 3agad no pacnucanuto Core

o B[l onsa 3agay no pacnucaHuto ldp

7. Haxmute Janee ansa nepexofa K cnegyrollemy Lwary macrepa.

() VH®OPMALUSA

basa gaHHbIx Jatoba nogaepxusaetca B PAM. [Ins HacTporikm o6paTtutecb B TEXHUYECKYHO MNOLAAEPXKKY.

XpaHunuuie gaHHbIX

1. BoiGepute Tun xpanunuwa darinosas cucrema.

2. Haxmute Oanee aons nepexoda K criegyollemMy wary macrepa.

(D NPUMEYAHUE

Mocne yctaHoBkn PAM HacTpouTe dhannosoe xpaHunuiie (NFS).

v [pyrue TUnbl XpaHUnuLy

Mpw BbIGOPEe SMB 3anonHuTe nons:

o CeteBou nyTb



http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/databases/
http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/media-storage/nfs/

o [lomeH
e /IMsa nonb3oBaTtens

e [lapornb

Mpu BbIGOpPE S3 3anonHuTEe Nons:

o CeteBoun agpec S3 cepBepa

e [MyTb 0O KOPHEBOW ONPEKTOPUM XpaHUnNuLa Ha S3-cepepe
* NpeHTndpukatop kntova goctyna (access key id)

o CekpeTHbIN KN4 gocTtyna (secret access key)

o PervnoH (HeobszaTenbHoe none)

o OrpaHuyeHne nokaumm (HeobasaTensHoe none)

KaTanorv nonb3oBaTeneu

[lo6aBbTE OQMH UMW HECKOMNbLKO KaTanoros nonb3oBarenen, unn Haxxmute fanee, 4tobbl ncnonb3osatb PAM

TOJ1IbKO C BHYTPEHHNMMU MOJ1b30BaTENIAMMU.

¥ Bbibop katanora ALD PRO, FreelPA, OpenLDAP

1. Haxxmute [lo6aBuUThL KaTanor.
2. B none Cnyx6a kaTtanoroB Bblbepute ogHo 13 3HadeHun: ALD PRO, FreelPA, OpenLDAP.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynunpynTe 31O 3Ha4eHne camoctosiTesibHo. OHO
MOXET COCTOSATb U3 NTAaTUHCKMX BYKB 1 undp, MakcumanoHasa anvHa — 32 cumeona. Ecnin

nnaHnpyeTe UCnonb3oBaTb HECKOSNBKO KaTanoros, To nx ID gomkHbl 6bITb pasHbIMU.
4. Beegute 3Ha4yeHune B norie DNS pomeHa.
5. Beeagute 3HayeHue B nore DN KOHTeMHepa nonb3oBaTenen.

6. BBeante nmsa nonb3osartens B popmate DN (npumep:
'uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company') n naposib y4eTHOWN 3anuncu.

7. Bkntounte onumio Ucnonb3oBatb LDAPS.

8. Ecnu BbiGpanun ALD PRO nnu FreelPA, To Bbibepute ®opmat ngeHtucukaropa

nonb3oBatenen u rpynn — SID nnu GUID.

9. Ecnu TpebyeTcs, nsmeHuTe COOTBETCTBUE aTpUBYTOB Nosb3oBartenen u/vnm atpnbyTos rpynn

norib3oBaTenen.



http://localhost:3000/privileged-access-manager/3.2/appendix/attributes-mapping/

10. Haxxmute [lobaBuUTh.

11. Haxxmute [anee ansa nepexoa K criegylowemMy wary macrepa.

v Bbibop katanora RED ADM, Samba DC

/\ NPEAYNPEXAEHUE

Mpu BbIGOpE KaTanoroB RED ADM unu Samba DC Bepcuun 4.20.8 n Huxe pobasste B
KOHMUrypaLMOHHbIN banin B cekumio [global] CTPOKY: ldap server require strong auth =

allow _sasl over tls

KoHrrypaumoHHbIn dann Hy>XHO OTPeAaKTMPOBaTb Ha BCEX KOHTposiepax A0MeHa Unm Ha
KOHTpoOrnnepe, KoTopbin Byaet ncnone3osatbca PAM ons nonyyeHns goctyna kK cnyxoe

KaTanoros.
KoHdurypaunoHHble pannbl HaXO4ATCS Mo NyTU:

e Samba DC: /etc/samba/smb.conf
 RED ADM: /opt/reddc/etc/smb.conf

1. Haxkmute lo6aBuUTbL KaTanor.
2. B none Cnyx6a katanoroB Bblibepute: RED ADM nnn Samba DC.

3. Beegute 3HaveHue B none ID kaTanora. CchopmynunpymnTte 3TO 3Ha4eHne camocTosiTesibHo. OHO
MOXET COCTOATb M3 NTaTUHCKNX BykB 1 Lundp, MakcumanbHas anunHa — 32 cumeona. Ecnm
nnaHMpyeTe NCNonb30BaTh HECKOMNbKO KaTanoros, TO Ux ID gomkHbl 6bITb pasHbiMu.

4. BBegute 3HavyeHue B norne DNS gomeHa.
5. BeBeaute 3HayeHue B nosie DN KOHTeMHepa nonb3oBaTenen.

6. BBeante nms nonb3osartens B popmate UPN (npumep: pamadmin@my.company) un naponb

YYETHOW 3anucu.
7. Bknrounte onumio Ucnonb3oBaTtbk LDAPS.

8. Ecnun TpebyeTcs, nameHnTe COOTBETCTBME aTpnbyTOB Nonb3oBartenen n/unu atpnbyTos rpynn

nonb3oBaTenen.
9. Haxxmunte [lobaBUTH.

10. HaxxmuTe [lanee ons nepexoda K criegyolemMy wary macrtepa.



mailto:pamadmin@my.company
http://localhost:3000/privileged-access-manager/3.2/appendix/attributes-mapping/

¥ Bbibop katanora Active Directory

1. Haxxmute [lo6aBuUThL KaTanor.
2. B none Cnyx6a kaTtanoroB Bblbepute 3HavyeHue Active Directory.

3. Beegute 3HaveHue B none ID kaTanora. CcoopmynupynTte 31O 3Ha4eHne camocTosTeribHo. OHO
MOXET COCTOSATb 13 NTAaTUHCKMX BYKB 1 undp, MakcumanbHasa anvHa — 32 cumeona. Ecnin
nnaHMpyeTe UCNonb30BaTh HECKOMBbKO KaTanoros, TO Ux ID gormkHbl 6bITb pasHbiMU.

. BBeaute 3HayeHne B none DNS gomeHa.
. BBeante 3HauyeHune B none DN KOHTeMHepa nonb3oBaTenemn.
. BBegute nms nonb3oBatensa u naposnb y4eTHOM 3arnuncu.

. BkntouuTte onumio Ucnonb3oBatb LDAPS.

0o N oo o &

. Ecnu Tpe6yeTc;|, M3MEeHNTE COOTBETCTBUE anM6yTOB nons3oBatenen n/unm anVI6yTOB rpynn

norib3oBaTenen.

©

. Haxxmute lobaBuThb.

10. Haxxmute flanee onga nepexoaa K cnegyrowemy wary macrepa.

AOMUHUCTpPaTOpPbLI ponewn

() MHOOPMALIMSA

B MacTepe MOXHO yKa3aTb TOMbKO O4HOro afiMUHUCTpATopa ponen.

B kavecTBe agMmunHucTpaTopa poren MoXHO BbiIbpaTh Kak nonb3oBaTens u3 katanora, Tak U BHyTPEHHErO.
BbibpaHHOMy nonb3oBaTtento OyayT BblAaHbl NpaBa Ha ynpasneHue ponsamu PAM. 3ToT nonb3oBaTtens
CMOXET BblAaTb NpaBa Ha AOCTyn K KoHconu ynpasneHns PAM apyrum nonb3osBatensm.

M3 kaTtanora BHyTpeHHUM

1. BbiGepute 13 katanora y4eTHyH 3anuch.

2. Haxxmute [lanee Ans nepexoda K criegyowemy wary macrepa.

AyTeHTUdmMKauma nonb3oBaTereu


http://localhost:3000/privileged-access-manager/3.2/appendix/attributes-mapping/

Ha atom ware Tpebyetcsa 3agatb MeXaHU3M ayTeHTUMUKALMN 1 HACTPOMKUN OBYXEAKTOPHOM

ayTeHTudumKaLmn.
MexaHu3m ayTeHTUdMKaLumn

1. Boibepute nogxogawmn BapuanT: LDAP nnn RADIUS.
2. Mpwn BoiGope RADIUS gobasste cepsep RADIUS 1 BBeguTe Heobxoanmble AaHHbIE.

v AyteHTudumkauymnsa no RADIUS

/\ NPEAYNPEXAEHUE

[nsa BHYTpeHHMX nonb3oBaTtenen HegocTynHa ayTeHTudumkaums yepes RADIUS. 3agaHHble 3aech
HaCTPOWKM AENCTBYIOT TOMbKO Ha Nornb3oBaTtenen n3 katanora.

Mpwn Boibope RADIUS B kauecTBe MexaHn3mMa ayTeHTudunkaumm tpedyertca ykasatb AgaHHble RADIUS-

cepBepa.

1. Haxxmute lo6aButb cepBep RADIUS.
2. Bbibepute cxemy ayteHTMdUKauun. BoamoxHbele 3HaveHus: PAP, CHAP, MSCHAPV2. He
pekomeHayeTcs Bblbupatb cxemy PAP, T.k. oHa aBnsieTcst Hebe3onacHOM, MOTOMY YTO Naposib

nepegaeTcs B OTKPbITOM BUAE.
3. Ykaxunte Agpec cepBepa, lNMopt n Cekper.

4. OcTtaBbte BkNtoveHHoM onuuio MpoBepaTb atpubyT Message-Authenticator. 3tot atpubyT
ncnonb3yeTcs Ans obecneyveHnst LENOCTHOCTM NaKeToB M 3aLnUThl UX OT nogaenku. OctaBnsaTb
OMUMIO BbIKITHOYEHHOW A0NYCTUMO TOMbKO B TOM Cly4ae, eCcriv UCNosb3yemMoe NporpaMMHoe

obecrneyeHne He NogaepxmBaeT paboTy ¢ 3TUM aTpubyToMm.

5. Boibepute ®opmaTt uMeHu ans ayteHTudukaummn. Bolbupante sHavyeHne Uma 6e3 nomeHa ans
ayTeHTupumkaumm Bo FreeRadius. Beibupante Umsa B hopmate SAM nnn Umsa B popmate UPN
ansa ayteHtudpumkauumn B NPS RADIUS.

MoxHo ykasaTb Heckonbko cepepoB RADIUS, 4tobbl 06ecneunTb 0TKa3oyCcTONYNBOCTb CUCTEMBI. B
atom cnyyae PAM nochkinaet 3anpoc cepeepam RADIUS nocnegoBaTtenbHO, B NOPsSAKE yKa3aHUA
cepBepoB. To eCTb eCnu He yaanock nogknoumtbes k nepsomy cepsepy RADIUS, To PAM nonbiTaetca

NOAKMIOYNTLCA K creayroLemy.

Hactponka 2FA



/\ NPEAYNPEXAEHUE

Mpu BbIGOPE MexaHn3ma ayTeHTudukauum RADIUS nonb3oBaTtenu u3 katanora ayTeHTUuumnpyoTcs
yepe3 RADIUS, a ykasaHHble HMXe HAaCTPOMKM AENCTBYHOT TONbKO HA BHYTPEHHUX MNOfb30BaTemnen.

1. Bknounte onuumio Bknountb AByx¢akTOpHYI0 ayTeHTUUKaLmio ans Bcex nonb3oBartesnien no

YMOJT4aHUIO.
2. Ansa nepekntodatens Tun BToporo dakropa Bbibepute nogxoasuiee 3HadeHune: TOTP nnu Email.

3. OTMeTbTE KOMMOHEHTHI, ANSA KOTOPbIX TpebyeTcsa BKMOUYNTD KEeLUMPOBaHME BTOPOro dpaktopa:
o Management Console

User Console

[e]

[e]

Desktop Console
SSH Proxy
RDP Proxy
RDS Proxy

[¢]

o

o

4. Ecnu TpebyeTcs, oTpeaakTupyinTe 3HadeHne B nore Bpems kewumpoBaHus.

5. Haxxmute Janee ansa nepexona K crieaytowemMy Liary macrepa.

v Bropoun dakTop ayteHTudurkauumn no Email

Mpwn BIBOpe Email B kayecTBe BTOPOro haktopa 3anonHuTe creaytolime nons:

SMTP-cepBep

e AZpec noyTbl OTNpaBUTENS — afpec, C KOTOPOro OTNpaBnsieTcs MMCbMO

MopT

Mmsa nonb3oBatenss — norvH gng aBTOpM3aLnn Ha cepBepe

Mapornb

CepBep pgoctyna

1. Ecnu TpebyeTcs, nameHute 3HadeHusi nonen MakcumanbHoe Bpemsi otBeTa areHTa 1 MHTepBan
healthcheck areHra.

2. Haxmute [lanee ans nepexopda k criegytollemy Lwary macrepa.



IlormpoBaHue

1. Ecnu TpebyeTcsa, nameHnTe YpoBeHb NTIOrMPOBaHUSA, MakcMMarbHOe KONM4ecTBO for-gpainos cepeepa

ynpaBneHnsa n MakcumarbHOe KONnM4yecTBO nor-pannos cepsepa AocTyna.

2. Haxxmute [lanee ans nepexoda K crniegyowemy Lwary macrepa.

CoObIiTuA

1. Ecnun TpebyeTca, nobasbte Syslog-cepsep.

v Syslog-cepsep

Syslog-cepBep ncnonbayerca ona nHrerpauumn ¢ SIEM-cuctemon. CobbiTvsi U TEKCTOBLIE F10TN
3anucbiBaloTca Ha Syslog-cepBep B peXxnme peanbHOro BPEMEHU, TO €CTb B MPOLECCE aKTUBHOTO
yAaneHHOoro NoaKntYeHns, a He Nocne ero 3aBepLlleHns. 3To NO3BONAET MakCMMarnbHO ObICTPO
BbISABMNSATb UHLUNOEHTBI U1 aHOManum, CBsi3aHHbIe C AENCTBUSMIN NPUBUIIErMPOBAHHbIX

rnosib3oBaTenen.

Mpn pobasneHun Syslog-cepBepa NoTpebyeTca 3anonHUTL crieayroLme nosns:
- Agpec cepBepa

- Ceteowu npotokon (TCP unn UDP)

- MNopt

- ®opmart cobbitui (CEF unu LEEF)

- Bepcus Syslog (RFC3164 nnn RFC5424)

2. Haxmute [Oanee aonsg nepexoda K criegyolemMy wary macrepa.

Pe3epBHasa Konus

PesepBHas konua mactepa — 3T0 3alngpoBaHHbI hann, KOTOpbIA NCNONb3yeTcsa M5 BOCCTaHOBNEHUS
COCTOsIHMA MacTepa. OTOT dann notpebyerca Bam B Byayuiem ans obHosneHns PAM Ha HOBYO BEpPCUIO Unn

AN N3MEeHeHUs KOHurypauum tekyien sepcum PAM.

A NMPEOYNPEXOEHUNE



CoxpaHuTe dann pe3epBHOM KONMMM MacTepa 1 3anoMHUTE Naporb.

Bes aToro dhaiina n naponsi kK HeMy Bbl HE CMOXeTe B ByayLemM N3MEHUTb KOH(UIypaLuio BaLLei

nHctannaumum PAM nnmn obHoBute PAM 00O HOBOWM BEpCUKM Yepel3 macTep.

1. 3aganTe naponb AN pes3epBHOM KONUK MacTepa.
2. HaxmuTte CKa4yaTb pe3epBHYHO KOMUIO.

3. Haxxmute danee onsa nepexoaa K crieayowemMy Lwary macrepa.

YctaHoBka PAM

1. Ons nepekntovatens Cnocob yctaHoBKU BbibepuTe 3HayeHne U3 macTtepa.

2. Haxxmute YectaHoButb PAM.

3. OTcnexuBanTte npouecc yCtTaHOBKM C MOMOLLbIO nporpecc—6apa. [loxanTtechb 3aBepLleHns YCTaHOBKMW.

(D NPUMEYAHUE
dannbl ¢ noramMmmn yCTaHOBKM HaxoaaTcs no cnegytowemy nytn: IndeedPAM_3.2_RU/indeed-

pam/logs/.

B cly4yae BO3HMKHOBEHUA owmnbKn YCTaHOBKU NMPOCMOTPUTE 3TU doannbl 1 npu HeobxoaumMocTun

O6paTI/ITer 3a NOMOLLIbIO MO UcrnpaBieHnto OLUMOKM B TEXHUYECKYIO noaaepXxky.

4. OTKponTe B HOBOW BKNagke KOHCOMb ynpaBneHus, 4tobbl HacTpouTb Indeed PAM. Mpoxogute
ayTeHTUMKALNIO B KOHCOMY C TEMU YYETHLIMU JAaHHbLIMUW, KOTOPbIE YKa3anu Ha ware AQMUHUCTpaTopsbI

ponen. NMogpobHyo MHPOpMaLMo O NepBOHa4YaribHON HAaCTPOWKe CMOTPUTE Ha cTpaHuue NepBbin

3anyck.

5. HaxxmnTte 3aBepunTb paboTy MacTepa unv BbiNoOMHUTE CrieayoLLyo KOMaHay B TepMUHane:

sudo bash stop-wizard.sh


http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.2/administration/first-launch/
http://localhost:3000/privileged-access-manager/3.2/administration/first-launch/

%% HacTtpouka IS

[HobaBbte 3anuch B peecTp 1 HacTponTe IS (ans Windows)

03 | YcTaHOBKaA M HAaCTPOMKa KNNMEHTCKNX KOMMOHEHTOB

YctaHoBuTe 1 HacTporTe PamSu, PAM Agent n PAM Desktop Console

% HacTpoiika RADIUS

OTtpepaktunpyite chann koHdpurypaumm appsettings.json

‘ §0p i HacTtpounka nognucu RDP-cdhanna

OTpepakTtupynTe chann koHpurypaumm appsettings.json

HacTpouka ogHopa3oBoro naponsi no Email

Otpepaktunpyite hann koHdurypaumm appsettings.json (onunoHanbHO)



http://localhost:3000/privileged-access-manager/3.2/setup/iis-setup/
http://localhost:3000/privileged-access-manager/3.2/setup/additional-components-setup/
http://localhost:3000/privileged-access-manager/3.2/setup/radius-configuring/
http://localhost:3000/privileged-access-manager/3.2/setup/rdp-file-signature-configuring/
http://localhost:3000/privileged-access-manager/3.2/setup/totp-second-factor-via-email-setup/
http://localhost:3000/privileged-access-manager/3.2/setup/appendix/

:[1:\ MpunoxeHue A. KoHdurypaumoHHslie cpannbl

O3HakoMbTECh C pacrnonoXeHNeM KOHMUrypaumoHHbix dannos PAM



http://localhost:3000/privileged-access-manager/3.2/setup/appendix/
http://localhost:3000/privileged-access-manager/3.2/setup/appendix/

HacTtpouka IIS

Mpwn paseepTbiBaHUN cepBepa ynpasneHna Ha Windows Server u |IS BbINoNHUTE cnegyoLwime eNCTBUS:

1. JobGaBbTe criegyowme 3anucm peectpa:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\HTTP\Parameters]
"MaxFieldLength"=dword:8000 (hex)
"MaxRequestBytes"=dword:8000 (hex)

2. 3anyctute |IS Ha cepBepe ynpaBneHus.
3. Nepengute B pasgen Default Web Site\core.

4. B pasgene YnpasneHue (aHrn. — Manage) oTkponte PegakTtop KOHcpUrypaumm (aHrn. —
Configuration Editor).

5. PackponTe Bbinagatowmi cnucok Pasaen: (aHrn. — Section:) n Bbibepute

system.webServer\serverRuntime.
6. YctaHoBuTe ans napameTtpa uploadReadAheadSize 3HayeHne 1048576.
7. B pasgene OeunctBus (aHrn. — Actions) Haxmute MpumeHnnTb (aHrm. — Apply).

8. lNMepesarpys3nte cepsep.



YcTaHOBKa M HacTpouKa KIIMeHTCKUX
KOMMNOHEHTOB

PamSu

KomnoHeHT PamSu nossonset nonb3oBartensam Indeed PAM 3anyckatb KoMaHAbl C NpaBamu root,
Ncnonb3ysi Naposnb CBOen COOCTBEHHOWN Y4ETHON 3anncu Nonb3oBaTens Cnyobbl kKaTanoros.

YcTaHoBKa BbIMNOMHAETCA BPYYHYO Ha Linux-pecypcax, rae Tpebyercs 3anyckaTb KOMaH4bl C npaBaMu root.

YctaHoBka PamSu

KomnoHeHTbl pacnonoxeHbl B nanke: IndeedPAM_3.2_RU\indeed-pam-tools\pamsul\.

(D NPUMEYAHUE

YctaHoBka ytunutel PamSu BeinonHseTcsa Ha pecypcbl OC Linux.

3arpy3V|Te yCTaHOBO‘-IHbIﬁ nakeT Ha pecypcC U BbIMOJTHUTE KOMaHAY:

YctaHoBKa Ha Debian-based OC

$ sudo dpkg -i Indeed.PAM.PamSu*.deb
YctaHoBKa Ha RedHat-based OC

$ sudo rpm -i Indeed.PAM.PamSu*.rpm

Hactponka PamSu

Ha pecypce TpebyeTcs HacTpouTb aoBepue ceptudmkaTy Beb-cepepa core u idp. [Npoeputs
KOPPEKTHOCTb paboTbl C cepTumnkaTtamm MOXXHO BbIMOMHUB KOMaHAY:



$ curl https://pam.indeed-id.local

OTtkponte dann /etc/pamsu.conf B ntobomM pegakTope ¢ npaBamMu NOKanbHOro agMUHUCTPATopa, yKaxuTte

HaCTPOWKM idp_url, api_url, log _path v log level:

idp_url — agpec idp

e core_url — agpec core

log_path — nyTb K KaTanory ¢ pannamm noros

log level — ypOBeHb fiorupoBaHusi, MoxeT npuHumatb 3HadeHusa INFO, WARN, ERROR, FATAL

Set idp url https://pam.indeed-id.local/idp
Set core_url https://pam.indeed-id.local/core
Set log path /var/log

Set log level INFO

Ha HekoTopbIx cuctemax ssh server He paspeLuaeT No yMONYaHUo NepeMeHHbIe OKpY»KeHust LC_* . [ins
KoppekTHon paboTbl npunoxeHus crniegyeT B channe /etc/ssh/sshd_config no6aButb CTPpOKy AcceptEnv
LC_PAM_USER LC_PAM_SESSION_ID, Nnubo mackou LC_*.

(D NPUMEYAHUE

[nsa paspelleHns BbINOMHEHMS KOMaHabl pamsu TpebyeTcsa BKMYUTbL B nonutuke, B pasagene SSH

onuwuto Pa3p6LLIVITb BbIMNOJIHATb pamsu.

Indeed PAM Agent

YctaHoBute Indeed PAM Agent Ha pecypc, 4Tobbl BKNIOYMTL TEKCTOBOE NormpoBaHme RDP-ceccun.

Ecnu Ha pecypce ogHOBpeMEHHO OTKPbITO Heckonbko RDP-ceccuin, 4ONOMHUTENBHO YCTaHOBUTE CIyX0y
Pam.Proxy.WindowsAgentService. Cnyx6a BKto4aeTca aBToMaTn4eCckn Npy NOAKNIOYEHUN K peCcypcy 1

npeaoTBpaLLaeT NOBbILEHHY Harpy3Ky Ha Npoueccop.
UTo6bl yCTAHOBUTL areHT 1 crnyxoy:

1. Nepengute B nanky [Jucmpubymue PAM)\indeed-pam-tools\agent


http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#ssh
http://localhost:3000/privileged-access-manager/3.2/components/#indeed-pam-agent

2. CkonupyuTe ycTaHOBOYHbIe nakeTbl areHTa Pam.Proxy.WindowsAgent n crnyx6bl
Pam.Proxy.WindowsAgentService Ha pecypc.

3. YcTtaHoBuTe areHT 1 cny0y Ha pecypc.

4. lNepesarpysnTte pecypc.

/\ NMPEOYNPEXOEHUE

Mpun OTCYTCTBUUN areHTa Ha pecypce 1 BKIMKO4EHUN Onunmn CoxXpaHeHnd TEKCTOBbIX JTOroB B MNonutuke

NOAKMHOYEHUI NOfb30BaTeNbCKas ceccus 3aBEPLUNTCA aBTOMATUYECKN Yepe3 MUHYTY.

Indeed PAM Desktop Console

/\ NPEQYNPEXAEHUE

[nsa pabotel Indeed PAM Desktop Console Ha KINMEHTCKOM KOMMbloTEPE AOMMKEH OblTb YCTaHOBIEH
Microsoft .NET Framework Bepcuu 4.6.2 1 BbiLLe.

C nHdopmaLmel No yCTaHOBKE MOXHO 03HAKOMUTBLCS B AoKyMeHTauun Microsoft.

HacTtponka Indeed Pam Desktop Console ons AOMeHHbIX MaLUUH

1. CkonupymnTte cogepxnmoe nanku indeed-pam-tools\desktop-console\PolicyDefinitions Ha KOHTpornep

AomeHa B katanor C:\Windows\sysvol\domain\policies\PolicyDefinitions.

2. Ha koHTponnepe AoMeHa 3anycTuTe ocHacTKy YnpaBneHue rpynnosow nonutukon (Group Policy
Management Console).

3. Bblbepute HeobxoanmbIn 06BLEKT rpynnoBOM NONUTUKK, NeperanTe B pasgen Computer
Configuration\Policies\Administrative Templates\Indeed PAM\General\ (KoHdurypauus
komnbtoTepa\lrlonutukm\AgMmmHmcTpaTtueHble wabnoHb\Indeed PAM\OGLyme).

4. Bkntounte n Hactponte PAM connection settings (HacTtporiku nogkntoueHms ¢ PAM). Ykaxute
cnegyowme URL: https://<Baw_FQDN>/core u https://<Baw_FQDN>/idp.

5. O6HOBUTE rPyNMNOBbIE NOMUTMKN HA KITMEHTCKOM KOMMbIOTEPE.

HaCTpOVIKa AnA MaWWH, K KOTOPbIM He NTPUMEeHAKTCA AOMEeHHbIe NOJINTUKU

1. CkonupyiTte cogepxnmoe nanku indeed-pam-tools\desktop-console\PolicyDefinitions B
katanor C:\Windows\PolicyDefinitions.

2. 3anyctute pefakTop NnokanbHOM rpynnoBom NonuTukK gpedit.msc.


http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#sessions
https://learn.microsoft.com/en-us/dotnet/framework/install/

3. Mepenante B pasgen Computer Configuration\Policies\Administrative Templates\Indeed
PAM\General\ (KoHurypaums komnetotepa\llonutnkn\AgMmmHncTpaTusBHble WwabnoHbi\Indeed
PAM\OOGwme).

4. Bkntounte n Hactponte PAM connection settings (HacTtporiku nogkntoueHms ¢ PAM). Ykaxute
cnegyowme URL: https://<Baw_FQDN>/core v https://<Baw_FQDN>/idp.

HacTpounka 3anucu cobbitn B Syslog

Windows Linux

1. Nepenante B katanor C:\inetpub\wwwroot\Is\targetConfigs, coszgante konuio danna
sampleSyslog.config n nepeumeHynTe ee B Pam.Syslog.config, 3aTem oTpefaktupynte <Settings> ..

</Settings> B COOTBETCTBMM C HACTPOMKaMN HUXE:

o HostName — mnms Syslog-cepsepa

o Port — nopt Syslog-cepBepa

o Protocol — Tun nogknoyeHns k Syslog-cepeepy: TCPoverTLS, TCP, UDP
o Format — ¢popmart noros: Plain, CEF, LEEF

o SyslogVersion — cneuudukauusa npotokona: RFC3164, RFC5424

C:\inetpub\wwwroot\is\targetConfigs

<Settings HostName="localhost" Port="5081" Protocol="TCP" Format="CEF"
SyslogVersion="RFC3164" />

2. B gpanne C:\inetpub\wwwroot\Is\clientApps.config oTpeoakTupymnte cekumo pam Ans paboTtbl ¢ dpansiom
Pam.Syslog.config — nobasbTe HOBbIM TargetId ANA WriteTarget:

C:\inetpub\wwwroot\is\clientApps.config

<Application Id="pam" SchemaId="Pam.Schema">
<ReadTargetId>Pam.TargetDb</ReadTargetId>
<WriteTargets>
<TargetId>Pam.TargetDb</TargetId>
<TargetId>Pam.Syslog</TargetId>
</WriteTargets>



<AccessControl>
<I--<CertificateAccessControl CertificateThumbprint="6001122...AA11"
Rights="Read" />-->
</AccessControl>
</Application>

3. [lanee B aTOM e anne B cekunn Targets [0OaBbTE HOBbIV ANEMEHT:

C:\inetpub\wwwroot\is\clientApps.config

<Targets>

<Target Id="Pam.TargetDb" Type="mssql"/>
4 <Target Id="Pam.Syslog" Type="syslog"/>
</Targets>

B Target Id="Pam.TargetDb" nponuwute Type B 3aBUCMMOCTU OT ucnosbdyemon bLl: mssql mnu

pgsql.



Hactpouka RADIUS

A NMPEOYNPEXOEHUE

Bce URL ykasbiBaoTCA B HUXKHEM PErNCTpeE.

®opmat JSON He gonyckaeT Hanuuna KOMMeHTapueB B channe, NnoaToMy TpebyeTcs yaanuTb CTPOKM,
Ha4ymMHawLmecsa ¢ cumsornos "//".

/\ NPEAYNPEXAEHUE

[Mocne BHeceHWst UaMeHeHUn B hann KoHdurypauumn TpebyeTtca nepesarpysuTb nyn npunoxexHui |dP B
[IS Manager.

Mepengute B katanor C:\inetpub\wwwroot\idp n oTpegakTupynte dann appsettings.json.

Cekuus ldentitySettings

e DirectoryMechanism — mexaHu3am paboTbl ayTeHTUdMKALNN.

e Authentication — napameTp ykasbiBaeT NoCTaBLUMKOB ayTeHTudukaumm B IDP.

Cekuus IdentitySettings B koHcburypaumoHHom channe appsettings.json

"IdentitySettings": {

"DirectoryMechanism": "Radius",
"Authentication": "Local",

Cekuusa Radius
e Timeout — Bpems oxmaaHusa otBeTa ot cepepa RADIUS.
RemoteEndpoints:

e Address — agpec cepBepa RADIUS ansa nogkniodeHus.



e Port — agpec cepBepa RADIUS gns nogkntoyeHus (no ymonyaHuo 1812).
e Secret — CeKpeT Ans AOMOSHUTENBHON ayTEHTUMMKALMM KOMMNOHEHTA.

e AuthenticationScheme — cxema ayteHTuduKaumm B RADIUS. Bo3amoxHbie
3HauveHus: 'PAP', 'CHAP', 'MSCHAPV2'. Cxema PAP siBnaetca HebeszonacHOW, NOTOMY YTO Naporsb
nepegaeTcs B OTKPbITOM BUAeE.

e AuthenticationUserName — dpopmaT UMeHU Ans ayTeHTUdmkaumm. Bo3amMoXxHble 3Ha4YeHUs:
o NameWithoutDomain — mnmsa 6e3 gomeHa (ons ayteHTudmkaumm B FreeRadius).

o SamCompatibleName — ums B popmarte INDEED\user.
o PrincipalName — ums B popmate user@indeed.domain.

e CheckMessageAuthenticator — napameTp BkNtoYaeT UNn BbIKNOYaeT NpoBepKy atpubyta Message-

Authenticator B IDP. OTkntoyaTb HE pekoMeHOYETCA T.K. 3TO NOHWXKAeT 6€30MacHOCTb.

Cekuusa Radius B koHcurypaunmoHHom channe appsettings.json (oauH cepsep RADIUS)

"Radius": {
"Timeout": 60,
"RemoteEndpoints”: [

{
"Address": "PAM_RADIUS_SERVER_ADDRESS",

"Port": 1812,

“Secret": "PAM_RADIUS_SERVER_SECRET",
"AuthenticationScheme": "“MSCHAPV2",
"AuthenticationUserName": "PrincipalName",
"CheckMessageAuthenticator": true

]
}s

MoxHo ykasaTb Heckonbko cepBepoB RADIUS, ytobbl 06ecneunTb 0Tkas3oyCcTONYNBOCTbL CUCTEMBI. B 3TOM
cny4yae PAM nocbinaet 3anpoc cepsepam RADIUS nocnegoBatensHo, B NOpsiAKe yKaszaHUs cepBepoB B
KOH(purypaumoHHoMm danne. To eCTb ecnn He yaanochb NogkniounTeca K nepsomy cepsepy RADIUS, To PAM

nonbiTaeTCcAd NoOAKNIYNTBCA K creayroLlemy.

Cekuusa Radius B koHturypaumoHHom channe appsettings.json (aBa cepsepa RADIUS)

"Radius": {
"Timeout": 10,
"RemoteEndpoints™: [

{


mailto:user@indeed.domain

5 "Address": "10.11.4.28",

6 "Port": 1812,

7 "Secret": "123",

8 "AuthenticationScheme": "MSCHAPV2",

9 "AuthenticationUserName": "PrincipalName",
10 "CheckMessageAuthenticator": true
11 }s
12 {

13 "Address": "10.11.4.128",
14 "Port": 1812,
15 "Secret": "123",

16 "AuthenticationScheme": "MSCHAPV2",
17 "AuthenticationUserName": "PrincipalName",
18 "CheckMessageAuthenticator": true

19 }
20 ]

21},



Hactpounka nognucu RDP-thanna

Hactpownka nognucn RDP-channa nponcxoant Ha cepeepe yrnpasBrneHnsa ¢ yCTaHOBNEHHbIM KOMMOHEHTOM

Core.

[nsa BkntodeHnsa nognucu Tpebyetca PFX-cepTudumkar, BblgaHHbIM YAOCTOBEPAIOLLNM LIEHTPOM

cepTudmkaumnun.

Windows Linux

HacTtpownka cepTtucukara c otnevyaTkom
1. 3anyctute PowerShell ot nmeHn agmuHucTpartopa.

2. OtkpounTte ocHacTky Certificates ¢ nomoLybto KOMaHabI:
certlm.msc

3. JobaBbTe cepTudmKaTt B IMYHOE XPaHUIMLLIE KOMMbOTEPA.

4. HaxxmuTe npaBou KHOMKOM Mbiwn Ha ceptudumkat u Bbibepute All Tasks (Bce 3agaun) — YnpaBneHue

3aKkpbITbiMU Kitodamu (Manage Private Keys).



Issued lo

@ gtw28.vdd.com
?.J gtwl8.vdd.com
@ idp.vdd.com

% str1.vdd.cogg

Open
All Tasks

Cut

Copy
Delete

Properties

Help

5. Haxxmute Add (JoGaButs).

Issued By Expiration Date
vdd-ADC-CA 4/12/2025
gtw28.vdd.com 4/13/2024
idp.vdd.com 4/7/2024

dd-ADC-CA 4/12/2025

> Open

Request Certificate with New Key...
Renew Certificate with New Key...

Manage Private Keys...
Advanced Operations >

Export...

6. B oTkpbiBLLUEMCS OKHE HaxxmuTe Locations (Pa3melleHune), BbiGepuTe nokanbHbIN KOMMNBIOTEP U

Haxmute OK.

7. B TekctoBOM none Beegute nmsa IIS_IUSRS, Haxmute OK n nanee Apply.

Select Users or Groups

Select this object type:

|L|sers. Groups, or Builtin securty principals

Fram this location:

|GTWEE

Enter the object names to select (examples):

GTWaauIS IUSRS

Advanced...

>
| Object Types...
| Locations...
Check Names
Cancel

8. [IBaxabl HAXXMUTE Ha cepTudukaT u nepenante Ha Bknagky Details (Mogpo6bHo).

9. B cnucke Hangute none Thumbprint (OTne4aTtok) 1 HaxxmuTe Ha Hero.



10. CkonupynTe 3Ha4yeHue oTnevaTka ceptudukaTta 6e3 npobenos.

PepaktupoBaHue KoHdurypaumoHHoro danna

1. OTKponTe B pefakTope KOHurypaumoHHbln doann appsettings.json komnoHeHTa Core, KOTopbIn

HaxoguTc4d no nyTu:

C:\inetpub\wwwroot\core\appsettings.json

{

"Rdp": {
"UseRemoteApp": false,
"SignRdpFile": true,
"Certificate": "16c214ba7dec702a7ce5e4ac727502b0c0d448e2",
"Password": ™"

}

}

2. OTpegakTupymTe CeKkuuno RDP :

o [lns knioya SignRdpFile 3agjanTe 3HayeHue true (BKModeHue nognucn RDP-ganna).

o [Onsa kntova Certificate ykaxuTe oTneyaTok cepTudomkara.

3. CoxpaHnTe N3MEHEHHbIE 3HaYeHNs.

MNepe3anyck komnoHeHTa Core

Mocne pegakTnpoBaHus darna KoHurypaumm Tpebyercsa nepesanyctutb komnoHeHT Indeed PAM Core.
1. 3anyctute PowerShell ot uMmeHn agmuHucTparopa.

2. MepesanycTtuTe rpynny npunoxeHus Core:

C:\Windows\System32\inetsrv\appcmd.exe recycle apppool Indeed.PAM.Core



HacTtpouka ogHopa3oBoOro napons no
Email

[aHHas yHKUMA NO3BONSIET Nony4vaTb BTOpon hakTop Yyepes nouTy. MNouta 6epeTcsa us AaHHbIX y4ETHON

3anncun B cny>|<6e KaTtalioros.

Ha Windows-cepBepe — nepengute B katanor C:\inetpub\wwwroot\idp n oTpegaktupymte

dann appsettings.json.

Ha Linux-cepBepe — nepengute B katanor /etc/indeed/indeed-pam/idp v oTpegaktupymnte cann

appsettings.json.

NMomeHsinTe TOTP Ha EMAIL .

Cekuus IdentitySettings

"IdentitySettings": {

"SecondFaType": "TOTP",

Cekuunsa Smtp

"Smtp": {
"Address": "PAM_SMTP_ADDRESS",
"Port": 587,
"SenderAddress": "PAM_SMTP_SENDER_ADDRESS",
"Username": "PAM_SMTP_USERNAME",
"Password": "",
"EncryptionMethod": "TLS"

"AllowedSs1Protocols": "T1s12,T1s13"

e Address — agpec SMTP cepsepa.
e Port — nopt SMTP cepsepa.

e SenderAddress — agpec, C KOTOPOro 6y/:|,eT oTrnpaBJyiEHO NMNCbMO.



Username — JIOrMH AN aBTOpMU3aL N Ha cepBepe.
Password — naporb A5 aBTopu3auunmn Ha cepBepe(LumndpyeTcs).
EncryptionMethod — meTopf WndpoBaHus, nogaepxmneaetcs Tonbko TLS.

AllowedSslProtocols — nogaepxuBaemble Bepcun TLS.



NMpunoxeHune A. KoHduUrypaumoHHble

dannbli

Pasgen cogepXunt nHopmMaumio o pacrnonoXeHnn KOHPUrypaumoHHbelx gannos PAM.

[Mocne pepakTMpoBaHUst KOHPUIypaUMoOHHOro danna obs3aTenbHO Nnepe3anycTuTe KOMMNOHEHT.

Windows Linux

YTobbl nepes3anyCctntb KOMMNOHEHT:

1. 3anyctute PowerShell ot nmeHn agmuHucTpartopa.

2. 3anyctute IIS Manager:

start inetmgr

3. HaxxmnTe Ha HyXHbI cepBep Ha NeBOu NnaHesnu.

4. Haxxmute Restart ([lepe3anyctntb) Ha npaBow naHenu.

KomnoHeHT

IDP

Core

Management Console

(mc)

User Console (uc)

ProxyApp

MyTb K channy

C:\inetpub\wwwroot\idp\appsettings.json

C:\inetpub\wwwroot\core\appsettings.json

C:\inetpub\wwwroot\mc\assets\config\config.prod.json

C:\inetpub\wwwroot\uc\assets\config\config.prod.json

C:\Program Files\Indeed\Indeed PAM\Gateway\ProxyApp\appsettings.json



KomnoHeHT

Gateway Service

Log Server (ls)

MyTb K channy

C:\Program Files\Indeed\Indeed
PAM\Gateway\Pam.Gateway.Service\appsettings.json

C:\inetpub\wwwroot\Is\appsettings.json

C:\inetpub\wwwroot\Is\clientApps.config



N3meHeHUe KoHdurypaumm PAM

M3meHeHue KoHdurypaumm Tekyen nHetannsaumm PAM BeINONHAETCA € NOMOLLbO MacTepa. [Ans
N3MeHeHNs KoHdUrypauum Bam noHagobutcs dann pe3epBHOM KoMK, KOTOPLIN Oblf CreHepupoBaH BO

BpeMA NMpoLUsioro ncnoJjib3oBaHN4A Mmactepa.

/\ NPEAYNPEXOEHUE

Bo Bpemsa nsmeHeHus koHdurypaumm PAM 6yaet HegocTyneH. Bee Tekywue ceccumn 6yayT npepBaHb.

3anyckK macrtepa

MacTep — 310 Beb-npunoxeHue, KOTopoe No3BoNAeT YyCTaHOBUTb, OOHOBUTbL BEPCUIO NN U3MEHUTL
KoHurypaumto Indeed PAM. MacTtep noctaensieTca B coctaBe anctpmbytnea PAM. YTobbl ucnons3oBaTtb

macTep, notpebyetcsa 3anyctutb ero B Docker-koHTenHepe ¢ NOMOLLBIO CrieumnansHOro ckpunra.
1. 3arpysute n pacnakymte guctpmdytns PAM Ha Linux-maLumHy.

2. NomecTute ceptudumkat yaoctosepsatoLlero ueHtpa B IndeedPAM_3.2_RU\indeed-pam\state\target\ca-
certificates. 31o TpebyeTcsa anga koppekTHon paboTtbl LDAPS. NMponyck aTtoro wara npuseget K ounbke

paboTkl MacTepa.

3. 3anyctute mactep KOMaHOOoM:
sudo bash run-wizard.sh

4. [loxxauTech BbINOMHEHUS CKpUMTA.
5. MNMocne BbinonHeHus ckpunTa nepengnte no URL, ykazaHHOMY B KOHCOIMMW.

6. B none Koa poctyna BeBeante AutenticationCode, yKa3aHHbIN B KOHCOMY NOCIE BbINOMHEHMUSA
ckpunTa.
Mpumep koga: vVHyTVRYKX5pxUKM6el1ZgCWENOdXFdOy .

() MHOOPMALIMSA



Mo ymonyaHuio kog ByaeT 3anpolleH CHOBa Yepes 2 Yaca, TO eCTb 3a 3TO BPEMS HY>KHO YCNeTb
BbIMOMHUTL BClO paboTy.

7. Haxxmnte BonTtun n nepexogumre k paboTte ¢ MacTepom.

CueHapun

1. Boibepute U3meHeHue koHpurypaumm PAM.

2. Haxmute Odanee.

¥ [MNogpobHee O cueHapusx

MacTtep NCNoNb3yeTCd AnA BbIMNOJNIHEHNA OOHOro U3 Tpex CueHapueB:

e HoBas uHctannauma PAM — yctaHoBka Indeed PAM.

o O6bHoBneHne PAM — o6HoBrneHue Bcex komnoHeHToB Indeed PAM go HoBou Bepcun. Hanpumep,
¢ 2.10 go 3.0. Bo Bpems obHoBneHus PAM Gyaet HegocTyneH. Bece Tekywmne ceccum ByayT
npepBaHbl.

¢ N3meHeHue koHdurypaumm PAM — BHeceHne n3aMeHeHu B TeKyLLYIO HcTannsaumio PAM.
Hanpumep, nameHeHune coctasa xoctoB. Bepcusa PAM octaHeTcs Ton xe. Bo Bpemst o6HoBReHMs
PAM 6ynet HegocTyneH. Bce Tekywime ceccum ByayT npepBaHbl.

3arpy3ka panna pe3epBHOU KON

1. MNpunoxuTe dann pesepBHON KONUU 1 BBEAUTE Naporb.
2. Haxxmute NMpoBepuUTb pe3epBHYHO KOMUIO.

3. lNMocne yCnewHOoro 3aBepLieHna npoBepPKN HaXMnUTe Danee.

U3meHeHMe npen3anoriHeHHbIX 3HA4YeHUN
MacTtepa

Bnarogaps danny pesepBHOM KOMUW, KOTOPLIN Bbl 3arpy3nnn Ha npegbiayLLem ware, B mactepe
npeasanosfiHeHbl Nons ¢ HacTponkamu Bawwen nHetannsaumm Indeed PAM. MameHnTe Heobxoanmblie



napameTpbl U/MnNn cocTaB XOCTOB N NepexoauTe K criegyowemMy atany obHosneHms PAM.
YuuTbiBanTe pag orpaHUYeHunn:

e YganeHue PAM c xocToB, KOTOpble Oblfn UCKMOYEHbI N3 CMMCKa XOCTOB, HE peanv3oBaHO B MacTepe.
YnaneHne PAM c xOCTOB BbINOSHAETCS BPy4YHYt0, 6€3 ncnonb3oBaHusa macrtepa.

o [1pn pobaBneHun katanora nonb3oBaTtenen MoXxeT NoTpedoBaTbCca cepTUdmMKaT YA0CTOBEPAIOLLENO
LeHTpa.

v [logpobHee

[MpoBepbTe, KakMM yooCcToBepSOLWUM LieHTpoM BbinyLeH LDAPS-cepTudmkaT ansa atoro katanora.

Windows

Ecnu ceptudmkar atoro YL, oTCcyTCTBYET B XpaHuUnvLLe OBEPEHHbIX LIEHTPOB cepTUdMKaL MM Ha
cepBepax ynpasneHuss PAM, To gobasbre aToT cepTudmkat YL B cnmcok AoBepeHHbIX KOPHEBbLIX
LEHTPOB cepTuUdumKkaumm 1 nepesanyctute KOMMOHEHTLI cepBepa yrnpasneHus B 11S.

Linux

Ecnu ceptudpmkar atoro YL, otcytcrByert B /etc/indeed/indeed-pam/ca-certificates/ Ha cepBepax
ynpasrneHna PAM, To BbINOnHUTE criegyoline 4eNcTBUSA:

i. JobasbTe ceptudukat atoro YL B /etc/indeed/indeed-pam/ca-certificates/.

ii. NMepengute B nanky PAM:

cd /etc/indeed/indeed-pam/

iii. YcTaHoBWTe NpaBa Ha cepTudukar:

sudo bash scripts/set-permissions.sh

iv. MepesanycTuTe KOMMNOHEHTLI CepBepa yrnpaseHuUs:

sudo bash scripts/restart-pam.sh




e [laponu, BOCCTaHOBMNEHHbIE U3 dharna pe3epBHON KoMK, HEBO3MOXXHO NMOCMOTPETb. 3aMEHUTb Ha

apyrme MmoxHo.

CoxpaHeHue panna pesepBHON KONUMU

Ha atom ware Bam notpebyeTcs ckadaTb HOBbIN hanin pe3epBHOM KONUK, KOTOPbIN NOTpebyeTcst Bam npu
cneayouwem obHosrneHnn PAM Ha HOBYIO BEPCUIO MW A51S U3MEHEHUS KOHUrypauumn TeKyLLen Bepcum
PAM.

1. 3agavite naponb AnNs pe3epBHOM KON MacTtepa.
2. HaxmuTte CkayaTb pe3epBHYHO KOMUIO.

3. Haxxwmute Janee ansi nepexoda K criegytoliemy Liary Mmacrepa.

U3ameHeHne KoHurypauum PAM

A MPEOYNPEXOEHUE

Bo Bpems npumeHeHusa nameHeHnn PAM Byaet HegocTyneH. Bece Tekylime ceccum ByayT npepBaHbl.

1. lna napameTtpa Cnocob nameHeHus kKoHdurypaumm BbiGepuTe 3HayeHne U3 macTepa.

2. Haxxmute NMPUMEeHNUTb N3MEeHEeHuSA.
OTcnexnBanTe npouecc ¢ NnoMoLbio nporpecc-6apa.

() VH®OPMALIMSA
Ecnu BO BpemMA NnpuMmeHeHuns M3MEHEHUN BO3HUKIN OLIJI/I6KI/1, HaxxmuTe CKkayaTb NMOMHbLIW NOr.
npOCMOTpI/ITe CKa4yeHHbIle Iorn n npu HeO6XO,EI,VIMOCTI/I O6paTI/ITer 3a NMOMOLLIbHO B TEXHNYECKYHO

NOAAEPXKKY.
dannbl ¢ noramun Haxoasatca no nyTu: IndeedPAM_3.2_RU/indeed-pam/logs/.

3. Mocne 3aBepLUEHNs NPUMEHEHMSA N3MEHEHWUI HAXXMUTE 3aBepLUUTbL PaboTy MacTepa Unn BbINONHUTE

KOMaHAay B TepMunHane:

sudo bash stop-wizard.sh


http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/

@ PGSGpBHbIe Y4eTHble 3anucun

Bbigenute pesepBHY0 YYETHYIO 3anvch AJ1S KaX4oro pecypca

l LLndpoBaHMe naponeun u cekpeTos

3awndpynte darnnbl KOHUrypaLm Nocrne OKOHYaHUs HaCTPOMKM UHCTanAsaLMm

SU| ®dunsrpaums npoueccos n ®C

[ob6aBbTe paspelleHHble Ang 3anycka npouecchl B hann KoHdurypauum processprotection.settings.json (onunoHansHO)

‘ §0p i LLncdpoBaHme maTepuanoB ceccum

O3sHakomMbTeCh € MHPopMaLmer o WdpoBaHNM MaTepranoB ceccum

=v; MonuTnku 6es3onacHoOCTU cepBepa gocTyna

MmnopTtupynTe Habop pekoMeHAyeMbIX NOMUTUK Ha cepBep AoCTyna



http://localhost:3000/privileged-access-manager/3.2/security-recommendations/backup-accounts/
http://localhost:3000/privileged-access-manager/3.2/security-recommendations/security-of-passwords-and-secret-keys/
http://localhost:3000/privileged-access-manager/3.2/security-recommendations/process-filtering-and-file-security/
http://localhost:3000/privileged-access-manager/3.2/security-recommendations/session-logs-encryption/
http://localhost:3000/privileged-access-manager/3.2/security-recommendations/access-server-security-policy/
http://localhost:3000/privileged-access-manager/3.2/security-recommendations/access-server-security-settings/

'_—°_°'..| -
%‘ HacTponkn 6e3onacHocTu cepBepa gocTyna

MpumMeHnTe HeobxoanMble HACTPOKKM 6e30NacHOCTM Ha cepBepe AoCTyna

‘i CmeHa knova wucpposaHua b PAM

CmeHuTe KoY LLIVId)pOBaHVIﬂ B Cly4ae ero komnpomMmertauum



http://localhost:3000/privileged-access-manager/3.2/security-recommendations/access-server-security-settings/
http://localhost:3000/privileged-access-manager/3.2/security-recommendations/access-server-security-settings/
http://localhost:3000/privileged-access-manager/3.2/security-recommendations/db-encryption-key-changing/

Pe3epBHble y4YeTHbIe 3anucu

Basa gaHHbix 1 cepsuc Indeed PAM Core — 310 Kputnyeckue anemeHThbl. lNoepexaeHne 6asbl AaHHbIX UK
OoTKa3 cepBuca NpUBEOET K NOTepe JOCTyNa K pecypcaM, Tak Kak napornuv y4eTHbIX 3anncen HeU3BeCTHbI

KOHEYHbIM norib3oBaTtendm n agMMHUCTpaTopam.

MoaToMy pekomeHayeTcsa ANs Kaaoro pecypca BblAENUTb PE3EPBHYIO YYETHYIO 3annCb C NpaBamm
nokanbHoro agMmnHuctpatopa (OC Windows) unu ¢ npaBamu Ha BbinofniHeHne komangbl SUDO (OC *nix).
HasHaybTe ynonHOMOYEeHHOro COTpyAHMKa, KOTOPbIN ByAeT oTBevaTb 3a COXPAHHOCTb PE3EPBHbIX YYETHbIX

3anucen n naponemn.

OTa Mepa no3BOJINT BOCCTaHOBUTbL AOCTYN K peCypCaM B Cly4vae Bbixoda U3 CTpPOA 0asbl AaHHbIX Unn

cepsuca.



LLUndpoBaHue napornen n cekpetoB

Mo ymonyaHuio BoO BpeMsi YCTaAHOBKM KOMMOHEHTOB NPOUCXOANT aBTOMaTn4eckoe WwngposaHve annos
KOH(puUrypaumm ans AononHUTENbHOW 3awmTbl cuctemMsl. LndpoBaHme koHUrypaunoHHbIX hannos
(KpuTHYHBIX cbarnos) Indeed PAM BbinonHseTcs npu noMoLLmM Krntoda wundgposaHua AES-256,
creHepupoBaHHoro Data Protection API. Kntou coxpaHsieTca Ha cepsepe Indeed PAM 1 gononHUTeneHO
wndpyetca Windows Data Protection API.

LndpposaHmio noanexar KoHUrypaumoHHble ansibl KOMMNOHEHTOB:

o Core

e IdP

e Log Server

e ProxyApp

e RDP Proxy

e SSH Proxy

o PostgreSQL Proxy

o Gateway Service
PacnonoxeHue kntoya:

e OC Windows Server — %ProgramData%\Indeed\Indeed PAM\Keys
¢ OC Linux — /etc/indeed/indeed-pam/keys/shared/protector

[MpaBo Ha ncnonb3oBaHME ANPEKTOPUN NPEeaOCTaBAETCA ToNbKO NpunoxeHusam Indeed PAM.

Bo Bpemsi paboTbl ¢ cuctemon MoxeT noTpeboBaTbCsa pefakTMpoBaHue annoB KOHUrypawumm.
PepaktmnpoBaTb MOXHO TONbKO paclwmndpoBaHHble dannbl. [locne BHeceHnst BcexX HEOBXOANMbIX NPaBOK
TpebyeTcs cHoBa 3alumcpoBaTb hansbl KOHUrypaumm. ATo MOXHO caenaTb C MOMOLLBK YTUIUTLI Ha
Windows vnu ckpunta Ha Linux.

YTunuta Ha Windows

CHATHMe wmndpoBaHus



1. Nepengnte B katanor ¢ auctpmbytneom PAM no nytn %PAM_HOME%\indeed-pam-tools\configuration-
protector\.

2. 3anyctute PowerShell oT umeHn agMuHucTparopa.
3. BbinonHuTte ogHy U3 KoMaHa Anst CHATUA LWNPPOBaHUSI.

o CHATUe WndpoBaHMs COo Bcex hansioB KOHUrypaumm, pacnosnioXXeHHbIX B CTaHAAPTHbIX
ANPEKTOPUAX:

.\Pam.Tools.Configuration.Protector.exe unprotect

() VH®OPMALIMSA

CranpapTHOW ANpEKTOpUEN hansioB KOHUIrypaunmn SBnaeTca Anpektopus
C:\inetpub\wwwroot\umsi_komrnoHeHma\appsettings.json.

o CHsiTUe WundpoBaHus ¢ ainnoB KoHUrypaunm otTaenbHbIX KOMIOHEHTOB:

.\Pam.Tools.Configuration.Protector.exe unprotect --component WmA_KOMMNOHeHTa

Hanpumep:

.\Pam.Tools.Configuration.Protector.exe unprotect --component core

o CHATue wudpoBaHus ¢ panna, pacnosioKEHHOro BHe CTaH4APTHOW ANPEKTOPUN:

.\Pam.Tools.Configuration.Protector.exe unprotect --component WUma_komnoHeHTa --
file "nyTb_k_danny"

Hanpumep:

.\Pam.Tools.Configuration.Protector.exe unprotect --component Core --file
"C:\inetpub\wwwroot\core\appsettings.json"

() MHDOPMALIMSA



[lonyckaeTtca ykasaTb NyTb 6€3 kaBbl4YeK, eCrv OH HE COAEePXXUT Npobenos.

LUndppoBaHune

1. Nepengute B katanor ¢ guctpmbytmeom PAM no nytu IndeedPAM_3.2_RU\indeed-pam-
tools\configuration-protector\.

2. 3anyctute PowerShell oT umeHn agMuHucTparopa.
3. BbinonHuTe ogHy U3 KoMaHa ons wudpoBaHus.

o LUundppoBaHme Bcex pannoB KOHUrypaLumm, pacnosrioXXeHHbIX B CTaHOAAPTHLIX ANPEKTOPUNX:

.\Pam.Tools.Configuration.Protector.exe protect

() UH®OPMALIUSA

CranpapTHOW OANpEKTOpUEN (hansioB KOHUIrypauumn SBnaeTca aupekTopus
C:\inetpub\wwwroot\umsi_komrnoHeHma\appsettings.json.

o WndposaHne dannos koHPUrypauunmn otaenbHbIX KOMMOHEHTOB:

.\Pam.Tools.Configuration.Protector.exe protect --component WmA_komMnoHeHTa

Hanpumep:

.\Pam.Tools.Configuration.Protector.exe protect --component core

o LUndpoBaHue daiina, pacrnonoXeHHOro BHe CTaHAaPTHOW AMPEKTOPUN:

.\Pam.Tools.Configuration.Protector.exe protect --component WUma_komnoHeHTa --
file "nyTb_k_danny"

Hanpumep:



.\Pam.Tools.Configuration.Protector.exe protect --component Core --file
"C:\inetpub\wwwroot\core\appsettings.json"

() VH®OPMALSA

D.OI'IyCKaeTCFI YKa3aTtb NyTb 0e3 kaBblYeK, ECIN OH HEe COOEPXKUT npo6en08.

CkpunTt Ha Linux

CHATHMe wmndpoBaHusA

1. Mepenante B ANPEKTOPUIO C hansiom npoTekTopa:
cd /etc/indeed/indeed-pam/tools

2. BbInonHuTte ofHy U3 KoMaHa Ans CHATUA LWNPOBaHUSI.

o CHsiTUe WindpoBaHUsi co Bcex hainnoB KOHUrypaLmm, pacnonoXeHHbIX B CTaHOapPTHbIX
[IMPEKTOPUAX:

bash protector.sh unprotect
o CHaTMe wuncpoBaHus ¢ hannos KOHUrypaumm otaenbHbIX KOMMNOHEHTOB:
bash protector.sh unprotect -component Wmsa_KomnoHeHTa
Hanpumep:

bash protector.sh unprotect -component core

LUndpoBaHune

1. Mepenante B AnpekTopmto ¢ hannom npoTekrTopa:



cd /etc/indeed/indeed-pam/tools

2. BbInonHuTte oaHy U3 KoMaHg Ans WudpoBaHus.

o WndposaHne Bcex hannos KOHMUrypauum, pacnofioXXeHHbIX B CTaHOAPTHLIX ANPEKTOPUSX:

bash protector.sh protect

o WndposaHne dannos koHPUrypauunmn otaenbHbIX KOMMNOHEHTOB:

bash protector.sh protect -component Wma_KomMnoHeHTa

Hanpumep:

bash protector.sh protect -component core



Punesrpaumnsa npoueccoB n PC

3an peT 3anyCKa npoueccoB

Ans PAM Gateway peanu3oBaH MexaHn3M 3anpeTa 3anycka NpoLEeCCOB MOofb30BaTENSAMM.

|-|pl/1 KaXXOoM 3anycke rnpouecca BbIMONMHAETCA pAd NpoBEpPOK. 3anyC|< npouecca pa3peLlleH, ecrim XoTsd Obl

ofHa 13 NpoBEepPOK NnponaeHa:

o Ecnu nonb3oBatenb ato LOCAL_SYSTEM, LOCAL_SERVICE wnn NETWORK_SERVICE.
» Ecnu nonb3oBarens sBnseTcs agMMHUCTpaTtopoM Ha cepsepe RDS.

o Ecnun pogutenbckum npoueccom siBNAeTCa O4MH U3 N3BECTHbIX CUCTEMHbIX (svchost.exe, Winlogon.exe,

userinit.exe, rdpinit.exe).

o CTapT npouecca paspelleH B KOHurypaumoHHom danne processprotection.settings.json.
Ecnu H1 ogHa 13 npoBepok He npongeHa, TO 3anyck Npouecca 3anpeLLeH.

KoHdurypauma paspeLueHHbIX NpoLeccoB HacTpamBaeTcs B dhanne:
C:\Program Files\Indeed\Indeed PAM\Gateway\ProcessCreateHook\processprotection.settings.json

Mpumep channa processprotection.settings.json

"BlackListRules": [
{

“"Comment": "Common, iexplore from shortcut”,

"ParentProcessPaths": [
"C:\\Windows\\System32\\svchost.exe"

1,

"ApplicationPaths": [
"C:\\Program Files\\Internet Explorer\\IEXPLORE.EXE",
"C:\\Program Files (x86)\\Internet Explorer\\IEXPLORE.EXE"

¥
Is

"WhiteListRules": [
{

"Comment": "Common, record video",
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"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"
])
"ApplicationPaths": [
"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",
"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe"

]
}s
{

"Comment": "Common, UserInit process"”,

"ParentProcessPaths": [
"C:\\Windows\\System32\\userinit.exe"

1,

"ApplicationPaths": [
"C:\\Windows\\system32\\rdpinit.exe",
"C:\\Program Files\\Indeed\\Indeed

PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

]
}s
{

“"Comment": "Common, RdpInit process",

"ParentProcessPaths": [
"C:\\Windows\\system32\\rdpinit.exe"

])

"ApplicationPaths": [
"C:\\Windows\\system32\\rdpshell.exe",
"C:\\Program Files\\Indeed\\Indeed

PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

]
}s
{

"Comment": "Common, start WebView for authentication on IDP",
"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Microsoft.WebView2.FixedVersionRuntime\\msedgewebview?2.exe"
1,
"ApplicationPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Microsoft.WebView2.FixedVersionRuntime\\msedgewebview2.exe"

]
}s

{
"Comment": "RDP",



"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

1,
"ApplicationPaths": [

"C:\\Windows\\system32\\mstsc.exe",
"C:\\Windows\\SysWOW64\\mstsc.exe"

]
}s

{
"Comment": "SSH",

"ParentProcessPaths": [
"C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

1,
"ApplicationPaths": [

"C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\SshClient\\Pam.Putty.exe"

e BlackListRules — npaBuna gns 3anpeLieHHbIX NpoLecCcos.

e WhitelListRules — npasBuna gnsg paspeLleHHbIX NpoLeccoB.
MapameTpbl Npasun:

e Comment — KOMMEHTapwUn Ans npasuna.
e ApplicationPaths — nyTW 4O UCNOMHAEMbIX hansioB, KOTOPbIE MOXHO 3arnycKaTb.

e ParentProcessPaths — nyTu 0o ncnonHsembix annos, NPOLLECChI KOTOPbIX MOryT 3anyckaTtb

npunoxeHunsa n3 ApplicationPaths.

3alwmTa KpUTUYHbIX ¢pannoB

Ona PAM Gateway peanvu3oBaH MexaHu3M pasrpaHuyeHus npae Ansa goctyna K pannam Ha ypoBHe

npoueccos.

lMonb3oBaTenu nokaneHOW rpynnbl aAMUHUCTPATOPOB MMEKOT LOCTYN K MobbiM dparnnam 13 nobbix
npoueccoB. OcTanbHble NONb30BaTENN MOIYT OTKPbIBATh ftobble dhannbl U3 NobbIX MPOLIECCOB, KPOME
ys13BUMbIX pannoB. [1nsa ya3BuMbIX (painoB BbINOMHSETCA NPOBEpPKa npoLecca: ecriv NpoLecc HaxoauTes B

CnnckKe paspelleHHbIX, TO AOCTYN pa3pellaeTcd, MHa4ye — 3anpellaeTca.



KoHdurypaumsa 3awmtel yassBumbIX oannoB HacTpavsBaeTcs B panne:
C:\Program Files\Indeed\Indeed PAM\Gateway\Service\filesprotection.settings.json

Mo ymonyaHuio B KOHUrypaumMoHHbI hann gobasneHbl ya3sumMble hannsl PAM, gononHuTtensHas
HacTpovika He TpebyeTcs.

Mpumep canna filesprotection.settings.json

1 {

2 "VulnerableFiles": [

3 {

4 "Path™: "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\appsettings.json",

5 "AllowedProcesses": [

6 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe"

]

s
{
10 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\SessionTemp\\RDP",
11 "AllowedProcesses": [
12 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
13 "C:\\Windows\\System32\\mstsc.exe",
14 "C:\\Windows\\SysWOW64\\mstsc.exe"
15 ]
16 ¥
17 {
18 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\SessionTemp\\SSH",
19 "AllowedProcesses": [
20 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
21 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\SshClient\\Pam.Putty.exe"
22 ]
23 ¥
24 {
25 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\SessionTemp\\Video",
26 "AllowedProcesses": [
27 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
28 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",
29 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe"
30 ]

31 1



32 {

33 "Path": "C:\\ProgramData\\Indeed\\Indeed PAM\\PamStorage",
34 “"AllowedProcesses": [
35 "C:\\Program Files\\Indeed\\Indeed
PAM\\Gateway\\ProxyApp\\Pam.Proxy.App.exe",
36 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffmpeg.exe",
37 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\ProxyApp\\ffprobe.exe",
38 "C:\\Program Files\\Indeed\\Indeed PAM\\Gateway\\SshClient\\Pam.Putty.exe"
39 ]
40 }
41 ]
42 }
[MapameTpsbl:

e VulnerableFiles — CNMCOK yS3BMMbIX (pansioB.
e Path — nyTb K ysa3BMMomy panny. MOXHO yKa3blBaTb Kak KOHKPETHbIN hans, Tak N SUPEKTOPUIO.

e AllowedProcesses — CMNMCOK NPOLECCOB, KOTOPbIM pa3peLleH A0CTyn K daiiny. YkasblBatoTcs

KOHKpPEeTHbI€ UCMOJTHAEeMblEe MOAYIN.

Mocne nameHeHus KOHUrypaumoHHoro canna Tpebyetcs nepesanyck cnykobl Pam.Service.



LLincdhpoBaHMe maTtepumanoB ceccum

lMpepocTaBneHue OocTyna K 3awmuiaeMbiM NPUBUIErMPOBaHHbIM YYETHBIM 3anncam ABISETCS He
egmHcTBeHHOM 3aaadven Indeed PAM. [1ns makcumanbHoro obecneveHnsa 6e30nacHOCTM y4ETHOM 3anmcu u
npouecca paboTbl NPUMEHSAIOTCHA CPEACTBa NPOTOKONMpoBaHuA. B npouecce paboTbl BbINOMHAETCA
dukcaumnsa oencTBMi NpyM NOMOLLM BUAEO M CHUMKOB 3KpaHa. OTCHATbIE MaTepuanbl ABAATCA KPUTUYHLIMA
C TOYKM 3peHNs MHPOPMaLIMOHHON BEe30NacHOCTN, TaK Kak UCMOMb3YTCA AN9 UcCnegoBaHNa UHUMAEHTOB U

4aCTO HOCAT KOH(PbMAEeHLUManbHbIA XapakTep.

[na obecneyeHns 6e3onacHOCTN OTCHATLIX MaTtepmanos B Indeed PAM peanu3oBaH MexaHn3m
LN pOBaHMA NO3BONAOLLMIA BE30MACHO XPaHMUTb U UCMNONb30BaThb B pamkax peleHus. LLndposaHue
BbINOMHAETCA Npu nomowm anroputma AES256, cam kntod yHUKaneH onga Kaxxaon oTaenbHOW Ceccumn.



NMonutnkn 6e3onacHoOCTU cepBepa
pocTyna

Habop ctaHgapTHbIX rpynnoBbIX NONnTUK gomeHa Active Directory, pekomeHayembIX K NPUMEHEHMIO Ha
cepBep, KOTopbIN BbINOMHAET porb Indeed PAM Gateway, ans obecneyeHus 6e3onacHoOCTu.

Ha3Ha4yeHue npaB NnoJsib3oBaTernA

MyTb: KoHdurypaums komnbiotepa — Monutukm — KoHdurypauma Windows — lNMapameTtphbl

6e3onacHocTu — JlokanbHbie NONUTUKM — HasHayeHuWe npaB nonb3oBaTens

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Local Policies —

User Rights Assignment)

= | Group Policy M
File Action View Help
e« 7E X

4 il Computer Configuration ~

4 | Policies
- [ | Software Settings
a [ Windows Settings
B [ | Mame Resolution Policy
| Scripts (Startup/Shutdown)
A i"—'l Security Settings
[+ EE] Account Policies
A _:ﬂ Local Policies
b3 Audit Policy

q User Rights Assignment
= Security Options

b i EventLog

t- [ Restricted Groups

b & Systemn Services

v OnucaHue NonuTuK

Monutuka OnucaHue 3HauyeHus

Access Credential OTOT NapameTp Ucnornb3yeTcs He onpeneneHo

Manager as a trusted [MCMNETYEPOM YYETHbIX AaHHbIX B X0A€e




Monutuka

caller (JocTtyn k
ANCNETYEPY YYETHbIX
AaHHbIX OT UMEHMU
AOBEPEHHOIO
BbI3bIBAOLLENO)

Act as part of the
operating system
(Pabota B pexunme
ornepawmoHHON

CUCTEMbI)

OnucaHue

apxvBauun 1N BOCCTaAHOBMNEHUA. JTa
NpuBUNEr1a He AOMKHa
NPeAOCTaBNATLCA YHYETHBIM 3aMUCaMm,
MOCKOMbKY OHa NPeaoCTaBseTCHa TONbKO
Winlogon. CoxpaHeHHble
nonb3oBaTeNsMN y4eTHbIE AaHHbIE MOTYT
ObITb CKOMNPOMETUPOBAHbI, ECNN 3Ta
NpUBUIErMsa NPeaoCTaBnaeTca Apyrum
cybbekTam.

OT0 NpaBo Nonb3oBaTeNnsd NO3BoNsET
npoueccy onuueTBopsATbL Nodoro
nonb3oBaTensi 6e3 NnpoBepku
noanmMHHocTw. MNMpouecc, Taknm obpasom,
MOXET Moriy4aTb AOCTYN K TEM Xe
nokarnbHbIM pecypcam, 4To n
nonb3oBaTtensb. [pouecchl, 4Na KOTOPbIX
TpebyeTca Takas npuBMNerns, OOMKHbI
NCMOoNb30BaTh YXXe CoAepKaLlyo aTy
NPUBUIETNIO YYETHYIO 3an1cb
LocalSystem, a He OTAEeNbHYO YYETHYIO
3anncb Nosib3oBaTesisi C 3Ton
npusunerven. Ecnu B opraHnsaumm
NCMOSb3YOTCSH TONBbKO CepBepbI C
onepaumoHHbIMU CUCTEMaMKN CEMENCTBA
Windows Server 2003, HeT
HeobX0AMMOCTUN Ha3HavaTb 3Ty
npuBunernto nonb3dosarenam. OgHako
€Cnv B OpraHmn3aumm Ncnonb3yrTcs
cepBepbl Mo ynpasneHnem
onepaumoHHbix cuctem Windows 2000
nnn Windows NT 4.0, Ha3Ha4yeHne 3Ton
npuBmunNerMn Moxet notpedoBaTbcs 4N4
NCNONb30BaHUS NPUNOXEHNNA,
oBbMeHmnBaoLLMXCS NaponsiMn B 06bIYHOM
TEKCTOBOM (popmaTte. BHumaHume!

3HauyeHus

He onpeneneHo



Monutuka

Adjust memory quotas
for a process
(Hactpownka kBOT
namaTv ang

npouecca)

Allow log on locally
(JTokanbHbIN BXOA B
cucTemy)

Allow log on through
Remote Desktop
Services (PaspewaTtb
BXO[ B CUCTEMY Yepes
CnyX6bl yaaneHHbIX

paboymnx CTonoB)

Back up files and
directories
(ApxuBauusa cannos
N KaTanoroB)

OnucaHue

HasHauyeHue aToro npasa nonb3oBaTento
MOXET NPeAcTaBnaTb yrpo3sy
6esonacHocTu. HasHayanTe Takue npasa
TOMbKO JOBEPEHHbIM MOMb30BaTENSM.

OTa npuBunerns onpegensiet, KTo MoxeT
N3MEHATb MakCcMMarnbHbI 06beM
namATn, UCNOMb3yeMbI NPOLECCOM. JTO
npaBo nornb3oBaTens onpegeneHo B
o6bekTe rpynnoson nonutunkm (GPO)
KOHTporfepa AOMeHa Mo YMOM4YaHuo 1 B
nokarbHOW nonutmke 6e3onacHoOCTU
paboynx CTaHuM U CepBepOB.
[MpumeyaHne. 3Ta npmBunierns nonesHa
NpwY HAacCTPOMKe CUCTEMbI, HO €ro
MCNOoNb30BaHWE MOXET HAaHECTU Bpep,
HanpuMMep, B Crlydae atak Tuna «oTkas B

oBCcnyXMBaHUNY.

OTOT NapameTp onpegensiet
nonb3oBaTenemn, KoTopble MOryT BXOAUTb
B CUCTEMY Ha KOMMbIOTEPE.

OT0T NapameTp GesonacHoCcTH
onpeaensieT, y Kakux nonb3oBaTenemn unm
rpynn ecTb paspeLleHne Ha BXod B
CUCTEMY B Ka4yeCTBe KIMeHTa Ccnyxo6
yAaneHHbIX paboynx cTonos.

OT0 NpaBo Nonb3oBaTens onpeaenser,
Kakue nonb3oBaTenn MoryT
UrHopMpoBaTb paspeLleHnsa anga gannos,
KaTtanoros, peecTtpa v Apyrmx
MOCTOSIHHbIX OOBEKTOB C LIENbHO
apxmBaunmm cuctemsbl. B yactHocTu, aTo

3HaueHus

NT
AUTHORITY\NETWORK
SERVICE, NT
AUTHORITY\LOCAL
SERVICE,
BUILTIN\Administrators

BUILTIN\Administrators

BUILTIN\Administrators,
rpynna nonb3osaTteren
PAM

BUILTIN\Administrators



Monutuka

Bypass traverse
checking (O6xopg
nepeKkpecTHoOmn

NPOBEPKM)

Change the system
time (M3meHeHne

CUCTEMHOIO BPEMEHN)

OnucaHue

npaBo nonb3oBartens nogobHo
NpeaoCTaBnNeHno crieayoLwmx
paspeLLeHnin Nonb3oBaTenNto Unu rpynne
ANns BCeX Nanok un pannos B CUCTEME:
O630p nanok/BbinonHeHne gannos
Copepxnmoe nanku/YteHne gaHHbIX
YTteHune aTpnbyToB YteHne
paclWmpeHHbIX aTpnbyToB YTeHne
paspelweHnn BHnmaHune! HasHayeHne
9TOro npasa Nonb30BaTeNto MOXeT

npeacTaBnaTb yrpody 6e3onacHoCcTu.

|_|OCKOJ'Ibe HEBO3MOXHO TOYHO 3HaTb, YTO

MMEHHO Monb3oBaTenb AenaeT ¢
[AaHHBIMU — CO3[aeT apXvB, KpaaeT unu
KOMUPYET C Lienbio pacnpocTpaHeHnsa —
Ha3HavalTe 310 NPaBo TOMbKO
[OBEPEHHBLIM MOMNb30BaTENSAM.

370 NpaBo Nonb3oBaTens onpeaenser,
Kakve Monb3oBaTenm MoryT NPOM3BOAUTb
0630p AepeBbeB KaTarora, jaxe ecnv y
3TWX Nnornb3oBaTenei oTCyTCTBYIOT
paspeLleHns Ha kaTtanor. JTa
NpUBUNErns He No3BonseT
norb3oBaTensim NpocMaTpuBaTh
codepXunMoe Karariora, a No3BossieT

TOJMbKO BbIMNOJIHATb O630p.

OT0 NpaBo norb3oBaTens onpeaenser,
Kakue nons3oBaTtenu n rpynrbsl MOryT
N3MEHATb BPEMS 1 ATy BHYTPEHHUX
Yacos KomnbloTepa. [Nonb3oBartenu ¢
[AaHHbIM MPaBOM MOTyT BMNUATL Ha BUA
XypHanoB cobbITuin. Ecnu cuctemHoe
Bpems 6bIro M3MeHeHO, 3anvcu

OTCIEXEHHbIX COObITUIN OTPa3AT HOBOE

3HaueHus

BUILTIN\Administrators, NT
AUTHORITY\Authenticated
Users, NT
AUTHORITY\LOCAL
SERVICE, NT
AUTHORITY\ANETWORK
SERVICE

BUILTIN\Administrators, NT
AUTHORITY\LOCAL
SERVICE



Monutuka

Change the time zone
(N3meHeHne YacoBoro
nosca)

Create a token object
(CospaHue

MapKepHOro oobekTa)

OnucaHue

BPEMS, a He AeNCTBUTENbHOE BpeEMS

COBEepLUEHUSI COBBITUN.

OT0 nonb3oBaTenbLCKoe NpaBo
onpegernseT, kKakMe nonb3oBaTeny u
rpynnbl MOTYT M3MEHSITb YaCOBOMW MOSIC,
MCMONb3yeMbI KOMMNBLIOTEPOM A1
oTOBpaXkeHst MECTHOIO BPEMEHMN,
KOTOpOEe NpeacTaBnsieT cobon cymmy
CUCTEMHOrO BPEMEHM KOMMbIOTEPA U
cMeLleHus Yacooro nosica. Camo no
cebe cMcTeMHOEe BpeMs ABMsSieTCA
abCoNIOTHLIM N HE 3MEHSIETCA NP

M3MeHeHnn 4aCcoBOro nodca.

Q70T napameTtp 6e3onacHoCTH
onpeaensieT, Kakme yYeTHble 3anmcu
MOryT ObITb MCMOMb30BaHbI NpoLeccamm
ANSA co3faHnsi MapKepoB, KOTopble 3aTem
MOryT ObITb MCMOMb30BaHbI AN
nony4yeHns JocTtyna K fobbiM
noKanbHbIM pecypcam, ecnu ans
co3faHusa Mapkepa gocTyna npouecc
Ncnonb3yeT BHYTPEHHUI HTepdenc
(API). JaHHOe npaBo MCMonb3yeTcs
ornepaumMoHHON CUCTEMON Ans
BHYTPEHHUX uenen. Ecnu Het
HeobxoaMMOCTH, He NpefoCcTaBNAnTe 3TO
NpaBO HWUKAKMM MOSb30BaTeNsaM, rpynnam
UNKn nNpoeccamM Kpome nonb3oBaTtens
«JlokanbHas cuctemar». BHumaHue!
HasHayeHune aToro npaBa nonb3oBaTento
MOXeT NnpeacTaBnATb yrposy
6esonacHocTn. He Ha3HayalnTe 3TO NpaBo
nonb3oBaTento, rpynne unm npoueccy,

3HaueHus

BUILTIN\Administrators, NT
AUTHORITY\LOCAL
SERVICE

He onpeneneHo



Monutuka

Create global objects
(CospaHune
rnobanbHbIX
00bEKTOB)

Create permanent
shared objects
(CospaHune
MOCTOSAHHbIX 0BLLMX
06beKkToB)

Create symbolic links
(CospaHue

OnucaHue

KOTOPbIM HEXeraTesiIbHO NO3BOJIATb

ynpaensiTb CUCTEMOIA.

OT0T Nnapametp 6e3onacHoOCTU
onpeaensieT, MoryT fiv NoNb30BaTenm
co3aaBaTh rnobanbHble 00BLEKTHI,
AOCTYMHbIE OS5 BCEX CeaHCOB.
Monb3oBaTenun No-NpexxHemy mMoryT
co3gaBaTb OTAeNbHble 0ObEKTLI ANA UX
CeaHCcoB, He MMes JaHHOro npaea.
CospgaHue rnobarnbHbiX 0ObLEKTOB MOXET
BNUATb Ha NPOLECChI, BbIMOMHAEMbIE B
ceaHcax gpyrux nonb3oBaTenen, Beas K
owmbKamMm NPUNOXKEHNN U NOBPEXOAEHNIO
JaHHbIX. BHMMaHue! HasHayeHme atoro
npaBa Nonb3oBaTens MOXeT
npeacTaBnaTb yrpo3y 6e3onacHoCTu.
HasHavyaunTe ero TonbKO JOBEPEHHbLIM

noJsib3oBaTtesnsam.

370 NpaBo Nosnb3o0BaTens ONpeaenser,
Kakue y4eTHble 3anmcu MoryT
MCMnonb3oBaTbCs NpoLueccamu Ans
co3faHusl obbekTa kaTanora npu
nomoLLm aucnetyepa ob6bEKTOB. ATO
npaBo Mosb30BaTENs UCMONb3yeTCs
BHYTPW OMNepaLnoHHON CUCTEMBI U
NONe3Ho ANs KOMMNOHEHTOB B peXuve
a4pa, pacLumMpsIoLLNX NPOCTPaHCTBO

MMeH o6bekTa. MockorbKy 3TO NpaBo yXe

Ha3Ha4YeHO KOMIMOHEHTaM,
BbIMOJTHAKLNMCA B pEXUME Apa, ero He

HY>KHO creuunaribHO Ha3Ha4aTb.

OTa npuBuUnerna onpenendet and
nornb3oBaTesnid BO3MOXHOCTb CO3aBaTb

3HaueHus

BUILTIN\Administrators, NT
AUTHORITY\SERVICE

He onpeneneHo

BUILTIN\Administrators



Monutuka

CUMBOJTNYECKNX

CCbINOK)

Debug programs
(Otnagka nporpamm)

Deny access to this
computer from the
network (OTkasatb B
AOCTyne K 9TOMy
KOMMNbIOTEPY U3 CETK)

Deny log on as a
batch job (OTkasaTb

OnucaHue

CUMBOJTbHbIE CCbINIKM C KOMMblOTEPA, Ha
KOTOpbIN OH Bowen. BHumaHune! 31y
npuBUNEruio cnegyet NpefocTaBnATb
TONMbKO AOBEPEHHbIM NOMb30BaTeNsiM.
CnmBonnyeckue cCblfiku MOryT OBHaxuTb
ysi3BUMblE MECTa B NPUMOXEHUSIX,
KOTOpble HEe pacCcYMTaHbl Ha KX

06paboTky.

OT0 NpaBo Nonb3oBaTend onpeaenser,
Kakume nonb3oBaTenu MoryT nogknioyvaTb
oTnag4vvk K Niobomy npoueccy nunum sapy.
OTO NpaBo He HY)XHO Ha3Ha4yaTb
pa3paboTymkam, BbINOMHALWMM OTraaKy
cobCTBEHHbIX NpunoxeHun. OHo
notpebyetca paspaboTumkam ons
OTNagKyM HOBbIX CUCTEMHbIX
KOMMOHEHTOB. JTO NpaBO Nofb3oBaTens
obecrne4vvBaeT NOMHbIN AOCTYM K BaXXHbIM
KOMMOHEHTaM OnepaunoHHOW CUCTEMBI.
BHumaHune! HasHayeHune aToro npaea
nonb3oBaTensd MOXET NpeacTaBnaTh
yrpo3y 6esonacHocTtn. HazHavanTe ero
TONMbKO JOBEPEHHbLIM NOfb30BaTENSAM.

OTOT napameTp 6e3onacHocTu
onpenensieT, Kakum nosnb3oBaTensam
OygeTt oTkazaHo B 4OCTYMNe K KOMMbOTEPY
N3 cetTn. OTOT NapameTp 3aMeHsIeT
napameTp NonuTukn «PaspelmnTb AOCTynN
K KOMMbIOTEPY U3 CETUY», ECMN K YYETHOM
3anucm nonb3oBaTens NnpumMeHsaTcs obe

NOJINTUKW.

OTOT napameTp 6e3onacHoCcTn

onpenensdet, KakKMMm y4eTHbIM 3anncam

3HaueHus

BUILTIN\Administrators

BUILTIN\Guests

BUILTIN\Guests



Monutuka

BO BXOO€E B Ka4eCTBe
NakeTHOoro Saﬂ,aHVIFI)

Deny log on as a
service (OTkasaTtb BO
BXOJe B KayecTBe

cnyx6bl)

Deny log on locally
(Banpetutb

nokarbHbIN BX0[,)

Deny log on through
Terminal Services
(3anpetntb BXOA B

OnucaHue

Oyoert oTkasaHo BO BXoAe B CUCTEMY B
BMAE NAKeTHOro 3aganus. [JJaHHbIn
napameTp 3ameLllaeT napameTp
«PaspelumTb BXog B CUCTEMY KakK
NaKeTHOMY 3aaHWNIO», ECINN K YY4ETHOM
3anucm nonb3oBaTensd NpUMeHsaTCs 0ba
napamertpa.

Q10T napameTtp 6e3onacHoCcTn
onpeaensieT, KakuM y4EeTHbIM 3an1csam
cnyx6 GyaeT oTkasaHO B permctpauum
npouecca Kak cry>bbl. ATOT napameTp
NOMUTUKN 3aMeHSET napameTp
«Pa3pelwntb BXo4 B cUCTEMY Kak
cnyx6e», ecnu K y4eTHOM 3anncu
npuMeHsoTca 06 NONUTUKK.
MpumeyaHne. STOT napameTp
6e30nacHOCTM He NPUMEHSIETCS K
yyYeTHbIM 3anucam «Cuctemay,
«JlokanbHasa cnyxba» unm «CeteBas
cnyxbay.

OT0T NapameTp 6esonacHoCTH
onpegensieT, KakuM rnosib3oBaTernsam
ByoeT oTka3aHO BO BXOAE B CUCTEMY.
OTOT NnapameTp MofMTUKN 3aMeHSIET
napameTp «PaspelwnTb nokarnbHbIN BXOS,
B CUCTEMY», €CINN K Y4EeTHOWN 3anucu
NPUMeEHsIoTCA 06e NonnTUkK. BHUMaHwe!
Ecnu aTtoT napameTp 6e3onacHocTn
npUMeHsieTcs K rpynne «Bce», HUKTO He

CMOXET BOUTU B CUCTEMY JTOKalibHO.

OT0T NapameTp 6e3onacHoCcTH
onpenenseT, Kaknum Nonb3oBaTensiM 1
rpynnam 6yaeT 3anpeLueHo BXOAUTb B

3HaueHus

BUILTIN\Guests

BUILTIN\Guests

BUILTIN\Guests



Monutuka

cuctemy yepes
Cnyx0y yaaneHHbIX

paboymx CTonoB)

Enable computer and
user accounts to be
trusted for delegation
(PaspelueHue
A0BEPUS K YYETHBIM
3anucam
KOMMbIOTEPOB U
nonb3oBaTenemn npu
AenermpoBaHunn)

OnucaHue

CUCTEMY KaK KNUEHTY cny>0 yaaneHHbIX
pabo4ynx CTOmMOoB.

Q10T NnapameTp 6e3onacHocTn
onpegenseT, Kakme nonb3osarenu MoryT
yCTaHaBnueaTb napameTp
«[enernposaHue paspeLleHo» ang
nonb3oBaTens unn obbekTa-KomnbroTepa.
Monb3oBaTenb NN 06bLEKT, NONyYMBLLUME
3Ty NPUBUIEINIO, JOMKHbI UMETb AOCTYN
Ha 3anucb K ynpasnsowmnm dpnaram
YYETHOM 3anucum nonb3oBaTtens nunm
obbekTa-komnbioTepa. CepBeEPHbLIN
MpOoLECC, BbIMOMHAEMbIN Ha KOMMbIOTEPE
(Mnn B NonNb3oBaTENbCKOM KOHTEKCTE),
KOTOPOMY pa3peLleHO AenermpoBaHue,
MOXET MONy4nTb AOCTYN K pecypcam
ApYyroro KomnbtoTepa, Ncnonb3ys
AenerMpoBaHHbIe YYeTHble JaHHble
KNueHTa, Noka B y4eTHOW 3anucu
KnueHTa He OyaeT ycTaHOBMNEH
ynpaensowmin pnar «Y4yetHas 3anucb He
MOXeT ObITb AenernpoBaHay. 3To NpaBo
nonb3oBaTens onpegeneHo B oobekTe
rpynnoson nonutukn (GPO)
KOHTpoOrnepa AOMeHa Mo YMOMYaHuio 1 B
rnokanbHoOW nonuTnke 6e3onacHoOCTu
paboynx CTaHuM 1 CEPBEPOB.
BHumaHwne! HenpasunsHoe npumeHeHue
3TOro npasa norb3oBaTens unu
napametpa «[enermpoBaHue
paspeLLeHO» MOXEeT caenarb CeTb
YysI3BUMOW K N30LLPEHHBIM atakam C
MOMOLLIbIO BPEAOHOCHBIX MporpaMm Tuna

« TPOSAHCKUI KOHb», KOTOPbIE UMUTUPYIOT

3HaueHus

BUILTIN\Administrators



Monutuka OnucaHue 3HauyeHus

BXOOALLUX KITMEHTOB N UCMOJIb3YHOT UX
yyeTHble AaHHbIe OJ14 NMoJly4YeHUA

[0CTyNa K CETEBLIM pecypcam.

OTOT napameTp 6e3onacHoCcTu
onpenensieT, Kakum nosnb3oBaTensam
paspeLleHo yaaneHHoe 3aBepLueHme

paboTbl KOMNbloTepa. HenpasunbHoe
Force shutdown from
NPYMEHEHMEe 3TOro nNpasa nofb3oBaTens
a remote system .
MOXEeT CTaTb MPUYMHON OTKa3a B o
(MpuHyguTensHoe BUILTIN\Administrators
obcnyxmBaHun. ITo NpaBo
yoaneHHoe
nonb3oBaTens onpegeneHo B oobekTe
3aBepLueHne paboTbl) .
rpynnoson nonutuku (GPO)

KOHTPOJINIEPOB JOMEHA MO YMOSYaHUIO U
B roKanbHOW NonuTuke 6e3onacHoCTuU

paboyrx CTaHUMI 1 CepBeEpPOB.

Generate security OT0T NapameTp 6e3onacHoCTH NT AUTHORITY\LOCAL
audits (CosgaHwue onpegernsieTt, Kakne y4YeTHble 3anmcu SERVICE, NT

ayamToB MOTyT ObITb MCNONb30BaHbI NPOLECCOM AUTHORITY\ANETWORK
BGesonacHocCTH) Ans gobaeneHns 3anucen B XXypHan SERVICE

6e3onacHocTn. XXypHan 6e3onacHocTn
NCNonb3yeTcs A51s OTCNEeXNBaHWUS
HECaHKLMOHMPOBAHHOIO 4OCTyMNa B
cuctemy. HenpaBunbHoe NpUMeEHeHne
9TOro nNpasa Norb30BaTeNst MOXET CTaTb
NPUYMHON (POPMUPOBAHUA MHOXECTBA
coObITUI ayguTa, KOTOpble MOTYT CKPbITb
CBUAETENbCTBA aTakn Unun Bbl3BaTb OTKa3
B 0BCNyXnBaHUN, eCrin BKINIOYEH
napametp 6e3onacHoCT «AyauT:
HeMeaneHHo 3aBepLunTb paboTy
CUCTEMbI MPU HEBO3MOXXHOCTM
NPOTOKONMPOBaHUA ayanTa
6e3onacHoCcTM». [lononHUTENbHbIE

cBefleHNs CM. B pasgene «AyauT:



Monutuka

Impersonate a client
after authentication
(MMuTaums knneHTa
nocrne nNpoBepKn
NoAJSIMHHOCTN)

OnucaHue

HemeaIeHHO 3aBepLunTb paboTty
CUCTEMbI NMPU HEBO3MOXHOCTM
NPOTOKONMPOBaHWSA ayanTa
BGesonacHocTn»

Bblgaya nonb3oBartento 3Ton npusunerum
No3BONSET NporpaMmmam, BbINOSTHAEMbIM
OT UMEHWM 3TOro Nonb3oBaTens,
ONMLETBOPATL KnneHTa. TpeboBaHme
3TOro npaea gnsa nogobHoro
ONMLIETBOPEHUS HE NO3BONAET
HeaBTOPM30BaHHOMY NOJSIb30BaTESNHO
y6eanTb KnueHTa NnogkounTbCs
(Hanpumep, Yepes BbI30B yOaneHHON
npoueaypsl (RPC) nnn nmeHoBaHHble
KaHarbl) K Co3gaHHOM UM cnyxbe, a
3aTeM ONMLIETBOPUTL KITMEHTA, YTO AacT
BO3MOXXHOCTb MOBbICUTb €ro NOSIHOMOYUSA
A0 aAMUHUCTPATUBHOIO UM CUCTEMHOIO
ypoBHs. BHnmaHue! HaszHaveHune atoro
npaea norb30BaTesito MOXeT
npeacTaenaTb yrpo3y 6e3onacHoCTM.
HasHa4anTe Takme npasa TOSIbKO
AOBEPEHHbBIM NONb30BaTENSM.
MpumedvaHwne. Mo ymonyaHuio K TokeHam
AocTtyna cnyx6, 3anyLeHHbIX
ANCNETYEPOM ynpaBneHus crnyxbéamu,
AobaBnaeTcsa BCTPOEHHas rpynna
«Cnyx6a». BctpoeHHas rpynna
«Cnyxba» Takke gobasnsercs K
TokeHam goctyna COM-cepBepoB,
3anyLeHHbix COM-uHppacTpyKTypon n
HaCTPOEHHbIX Ha BbIMOMHEHWE NOA
onpenerneHHon y4eTHOM 3annchbio.
lMoaTomMy AaHHbIe CNyXObl NONYyYakoT 3TO
nonb3oBaTeNbCKOe NpaBo Npu 3anycke.

3HaueHus

BUILTIN\Administrators, NT
AUTHORITY\SERVICE



Monutuka OnucaHue 3HaueHus

Kpome TOro, nonb3oBaTternb MOXeT
ONUUETBOPATbL TOKEH AoCcTyna u npu
BbINOSIHEHMM MOOOro M3 CreayrLnX
ycnosuin. OnuueTBopaembli TOKEH
A0CTyna Ha3HayeH JaHHOMY
nonb3osaTento. B naHHOM ceaHce Bxoaa
nonb3oBaTenb co3fan TOKeH JoCTyna,
SIBHO YKa3aB Y4YeTHble JaHHble npu
BXxoAe. 3anpoLUeHHbI YPOBEHb HUXE,
yeM «OnNuueTBOpPSATLY,
Hanpumep: « AHOHUMHbIN» UMK
«MgeHTuduumposatby. lNoatomy
nonb3oBaTensiMm obbl4HO He TpebyeTcsa
3TO NoNnb30BaTeNbCKoe Npaso.
[lononHuTenbHble CBEAEHUS MOXHO
HanTh nouckoM SelmpersonatePrivilege B
Microsoft Platform SDK. BHumaHue!
BkritoueHune aTtoro napameTrpa Moxet
NpUBECTU K NOTepe NpuBUernmn
«OnnueTBopATbLY NporpammMmamu,
MMeLLUNM 3Ty NPUBUNETNIO, U

3a0rokMpoBaThb UX BbINOSIHEHNE.

3T0T NapameTp 6e3onacHOCTM
onpeaenseT, Kaknue y4eTHbIe 3anmcu
MOTYT UCMOMb30BaTh NMPOLIECC, UMEIOLLINIA

) npaBo AocTtyna «3anucb CBONCTBa» AN
Increase scheduling
o Apyroro npouecca, A4 NOBbILEeHUs
priority (YBenuyenue o
npuopuUTETa BbINOMHEHNSA, HA3HAYE€HHOIo BUILTIN\Administrators
npuoputeTa
Apyromy npodeccy. [Nonb3oBaTtens,
BbINOSTHEHWS) .
UMEIOLLIMA OAHHYI0 NPUBUNETNIO, MOXET

N3MEHATb NPUOPUTET BbINOSNTHEHUS
npouecca 4Yepes norb3oBaTenbCKUm
MHTepdenc gucnetTyepa 3agau.



Monutuka

Load and unload
device drivers
(Barpyska u BbIrpy3ka
ApansepoB
YyCTPOWCTB)

Lock pages in memory
(BnokmpoBka cTpaHuLy

B MaMsATK)

Log on as a batch job
(Bxopg B kayecTBe
NakeTHOro 3agaHuns)

OnucaHue

OT0 NpaBo Nonb3oBaTeNns onpeaenser,
Kakune nonb3oBaTenn MoryT AUHaMn4eckn
3arpyxarb 1 BbIrpyXaTb gpansepbl
YCTPOWCTB U OPYrov KOA B pexnme
sapa. OTo npaBo Nofnb3oBaTens He
NpUMeEHsieTCA K ApariBepamM yCTPOMUCTB
Plug and Play. He pekomeHayeTcs
Ha3Ha4aTb 3Ty NPUBUNErUIO OPYrnM
nonb3oBartensm. BHumaHune! HasHayeHne
3TOro npaea nosb3oBaTesto MOXeT
npeacTaBnaTb yrpody 6esonacHocTu. He
Ha3Ha4YanTe 3TO NPaBo Mofb30BaTenNto,
rpynne nnm npoueccy, KoTopbiM
HeXxenaTernbHO NO3BONATb YyNPaBNATb

CUCTEMOMWN.

OT0T NapameTp 6e3onacHoCcTH
onpenenseT, Kakne y4eTHble 3anucu
MOTyT MCMONb30BaTb NPOLIECCHI AN
COXpaHeHusi faHHbIX B pU3n4ecKom
namsiTu Ans npegoTepalleHnst copoca
3TUX JaHHbIX B BUPTyasnbHY NamMsATb Ha
ancke. NprMeHeHne 3Ton NpMBUNErm
MOXET CYLLECTBEHHO NOBMMATb Ha
NPON3BOAUTENBHOCTb CUCTEMbI, CHUXKAS
06beM JOCTYMHOM OnepaTMBHON NamATH
(RAM).

OT0T NapameTp 6e30nacHOCTM NO3BONSET
Nonb30BaTENO0 BXOAUTb B CUCTEMY MpU
MOMOLLM CPeACTBA, UCMOMb3YHLLErO
ovepenb NakeTHbIX 3adaHni,
NpeaoCTaBnsAeTCs TONbKO ANd
COBMECTMMOCTM C NpeabiayLLnmm
Bepcuamm Windows. Hanpumep, ecnun
nonb3oBaTenb NnepeaaeT 3agaHue npu

3HaueHus

BUILTIN\Administrators

He onpeneneHo

BUILTIN\Administrators



Monutuka OnucaHue 3HaueHus

MOMOLLM NSIaHNPOBLLMKA 3a4aHuUN,
NOCNEeAHWNI PerncTpupyeT 3Toro
nonb3oBaTensi B CUCTEME Kak
nonb3oBaTens C NakeTHbIM BXOAOM, @ He
Kak MHTEPaKTMBHOIO Nonb3oBaTersi.

OTOT napameTp 6e3onacHoCcTu
onpeaensieT, Kakme nonb3oBatenn MoryT
yKasblBaTb NapameTpbl ayauTa gocTyna K
obGbekTamM Anga OTAeNbHbIX PECYPCOB,
Takux Kak cbannbl, 06bekTbl Active
Directory n pasgenel peectpa. [aHHbIn
napameTp 6e30nacHOCTU He pa3peluaeT
Nonb30BaTeNto BKNIOYNTL ayanT JocTyna
» K dpavinam n obbektam B Lenom. [ng
Manage auditing and

_ BKIMIOYEHWNS TaKoro ayamTta HYXHO
security log

HacCTpPOWUTb NapameTp A0CTyna K 06bekTy o
(YnpaBnaTe ayagutom BUILTIN\Administrators
«Ayant» B nytTn «KoHdurypaums
N XXypHanom
komnbtoTepa\llapameTpsbl
6esonacHocTK) .
Windows\lNapameTpsbl
6e3onacHocTu\JTokanbHble
nonuTtukm\MonuTtukm ayguta». Cobbltns
ayguTa MOXHO NPOCMOTPETL B XXypHane
BGe3onacHOCTM cpeacTBa NpocmoTpa
cobbiTui. MNonb3oBaTtens ¢ AaHHOM
NpyBUIIErMeNn MOXET TaKxKe
npocmaTpmBaTh M OYMLLATL XypHan

©e3onacHoOCTH.

Modify an object label OTa npmBunerns onpegensier, Kakum He onpeneneHo
(M3meHeHne meTkn YYETHbIM 3anMcam nosib3oBarenemn
obbekTa) paspeLlaeTca N3MEHATb METKN

LleNOCTHOCTN 0B6BLEKTOB, TaKMX Kak

drannbl, pasgensl peecTpa unm

npoleccsl, BriagernbyamMmu KOTOpbIX

ABINAKOTCA ApYyrne nosib3oBaTesin.



Monutuka

Modify firmware
environment values
(N3meHeHne
napameTpoB cpegpbl

N3roToBUTENS)

OnucaHue

Mpouecchl, BbINOMHALWMWECS NoA4
YYETHOW 3anuncblo nonb3oBaTtens, 6e3
STOW MPUBWIErMN MOTYT MOHWXATb
YPOBEHb METKMN 06bekTa, BragernbLem
KOTOPOro SIBNSAETCS AaHHbIN

nonb3oBaTersib.

OT0T NapameTp 6e3onacHoCcTH
onpegensieT, KTo MOXeT U3MEHSATb
3Ha4YeHUsa NapamMeTpPOoB annapaTHoM
cpeapbl. lNepemeHHble annapaTHOW cpeabl
- 9TO NapaMeTpbl, COXpaHseMbIEe B
3HeproHe3aBNCMMOKN NaMSATH
KOMMNbIOTEPOB, apXUTEKTYPa KOTOPbIX
oTnnyHa ot x86. [Jencteme napamerpa
3aBUCUT OT npoueccopa. Ha
KOMMNbIOTEPAX apXUTEKTYPbI X86
€0WHCTBEHHOE 3Ha4YeHue annapaTtHon
cpeabl, KOTOPOEe MOXHO U3MEHUTb
Has3Ha4YeHneM AaHHOro npasa
nonb3oBaTens, - 3T0 NapameTp
«lMocnenHsas yaadyHast KoHdUrypauusy,
KOTOPbIN AOIMKEH U3MEHATHCA TONbKO
cuctemon. B komnbloTepax Ha 6ase
npoueccopos Itanium 3arpy3oyHble
AaHHble XPaHATCH B 9HEProHe3aBMCUMOM
namaTn. [laHHoe npaBo nornb3oBaTens
AOSMKHO HasHavaTbCs Nofb30BaTeNsm
AN BbINOSTHEHNS NPOrpamMmbl
bootcfg.exe n nameHeHus napameTpa
«OnepaunoHHasa cuctema no
YMOS4aHUI0» KOMMOHeHTa «3arpyska u
BOCCTAHOBIIEHNE» ONANOroBOro OKHa
CBOWMCTB cucTeMbl. Ha Bcex KomnbloTepax
9TO NpaBo nosib3oBatens TpedyeTca ang
ycTaHoBKKN 1 o6HoBneHus Windows.

3HaueHus

BUILTIN\Administrators



Monutuka

Perform volume
maintenance tasks
(BbinonHeHwne 3apa4
no o6cnyxnBaHuo

TOMOB)

Profile single process
(MpodunuposaHmne
OfHOro rnpotecca)

Profile system
performance

OnucaHue

MpumevaHne. ITOT napameTp
6Ge3onacHOCTM He BNUSIET Ha
nonb3oBaTenen, KOTopble MoryT
N3MEHSATb CUCTEMHbIE U
nonb30BaTeNbCKME NEPEMEHHbBIE CPEAbI,
oToGpakaemble Ha BKNaake
«[]ononHUTENbHO» ANanNoroBoro okHa
CBOMUCTB cuctembl. CBeaeHnst 0 ToM, Kak
N3MEHSATb 3TU NEPEMEHHbIE, CM. B
pasgene «[JobaBneHne nnu naMeHeHune

3HAYEeHNs NEPEMEHHbIX CPeabl».

OT0T NapameTp Ge3onacHoCTH
onpegensieT nonb3oBaTenemn u rpynnol,
KOTOPblE MOTYT BbINOMHATb 3ag4a4um no
oBcnyXMBaHMO TOMOB, Hanpumep,
yoaneHHy gedparmeHtauuio. MNpu
Has3Ha4YeHuM 3TOro Npasa nonb3oBaTens
cnepyet cobnogartb OCTOPOXHOCTb.
lMonb3oBaTenu, nmetoLmMe gaHHoe Npaso,
MOryT NPOCMaTpuBaTh AUCKUN U
[o6aenATb ansbl B NaMsiTb, 3aHATYHO
APYTMMU OaHHbIMK. Tocne oTKpbITUS
AOMNONMHNTENbHbIX (hannoB Nosfib3oBaTeNb
MOXET YMTaTb U3MEHATb 3anpPOLLEHHbIE

JaHHblE.

Q70T napameTtp 6e3onacHoCTH
onpeaensieT nonb3oBaTenemn, KOTopble
MOryT MCMONb30BaThb CpeacTea
MOHUTOPWHIra NPON3BOAUTENBHOCTM ANS
OTCIEXMBaHWS NPOU3BOAUTENBHOCTU

HECUCTEMHBbIX MPOLIECCOB.

OTOT napameTp 6e3onacHoCcTu
onpenensieT nonb3oBaTteneun, KoTopble

3HaueHus
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Monutuka

(MpodhunuposaHme
NPON3BOAUTENBHOCTM

CUCTEMbI)

Replace a process
level token (3ameHa
MapKepOB YPOBHS
npouecca)

Restore files and
directories
(BoccTaHoBneHue
dannoB 1 KaTanoros)

OnucaHue 3HaueHus

MOTYyT UCNoJib30BaTb CpeacTea
MOHUTOPWHIra Npon3BoanTESIbHOCTU A5A
oTCcnexmnBaHmAa Npon3BoanTESIbHOCTU

CUCTEMHBbIX MNMpoLeccoB.

OT0T NapameTp 6esonacHoCTH
onpenensieT y4eTHble 3anucu
nonb3oBaTenemn, KOTopble MOryT

BbI3bIBaTb npouenypy APl-uHtepdenca

NT AUTHORITY\LOCAL
CreateProcessAsUser() ans Toro, 4to0bl
5 SERVICE, NT
ogHa cnyxba morna 3anyckatb ApYryto.
Y . y Py AUTHORITY\NETWORK
lMnaHnpoBLLMK 3agaHni - 3T0 NpUMep
SERVICE
npouecca, UCNonb3yoLero AaHHoe
npaso nonb3oBaTtens. CBegeHns o
NNaHNpPOBLLUKE 3adaHni cM. B o63ope
«MnaHnpoBLLKMK 3aa4aHNNY.
OT0T NapameTp 6e3onacHoCTH BUILTIN\Administrators

onpegensieT nonb3oBarenen, KOTopble
MOryT 060MTU paspeLleHns Ha dannbl,
KaTtanoru, peecTtp 1 Apyrue nocTosiHHbIE
0ObEKTbI MPY BOCCTAHOBNEHNN apXMBHbIX
Konuun ¢bansioB 1 KaTarnoros, a Takxke
nonb3oBaTenen, KoTopble MoryT
Ha3Ha4nTb NBOro 4eNcTBUTENBHOMO
cybbekTa 6esonacHocTu BnagensLem
obbekTa. B wactHocTH, 3TO NpaBo
nonb3oBaTens NogobHo
NpefocTaBneHnIo CrieayoLmnx
paspeLleHnin Nonb3oBaTento Unu rpynne
ANsi BCEX nanok 1 hannos B CUCTEME:
O630p nanok/BbinonHeHne gannos
3anncb BHumaHne! HasHayeHue atoro
npasa nornb3oBaTens MoOXeT
npeacTaenaTb yrpody 6esonacHocTu. Tak

KaK OHO faeT BO3MOXHOCTb



Monutuka

Shut down the system
(BaBepLueHne paboTbl

CUCTEMBDI)

Take ownership of
files or other objects
(CmeHna BnagenbLes
dannos v apyrmx

00bekToB)

OnucaHue

nepesanucbiBaTb NapaMeTpbl peecTpa,
CKpbIBaTb AaHHbIE N NOonyYaTb BO
BlaJjeHMe CUCTEMHbIE OOBbEKTHI,
Ha3Ha4aTb ero crnegyet TONbKO
AOBEPEHHbBIM MOMb30BaTENSM.

OTOT napameTp 6e3onacHoCcTu
onpeaensieT nonb3oBaTtenemn, KOTopble
nocrne nokanbHOro Bxoga B cucteMy
MOryT 3aBepLUNTb paboTy onepaunoHHON
cUcTeMbIl MPY MOMOLLN KOMaHAb!
«3aBepwnTb paboTy». HenpaBunbHoe
npMMeHeHne 3TOro Npaea Nnosib3oBaTesns
MOXET CTaTb MPUYNHON OTKa3a B
obcnyxmBaHUu.

Q10T NnapameTp 6e3onacHocTn
onpenensieT nonb3oBareneun, KoTopble
MOryT cTaTb Bnagensuem noboro
3awmuaemMoro obbekTa CUCTEMbI, B TOM
yncne: obbektoB Active Directory,
drannoB n Nanok, NPMHTEPOB, pa3ferios
peecTpa, NpoLEeCcCOoB 1 MOTOKOB.
BHumaHme! HasHaueHune atoro npaea
nonb3oBaTens MOXeT NpeacTaBnsTh
yrpo3y 6esonacHocTu. Tak kak 06bekTbl
MOMHOCTBI KOHTPOMMPYIOTCS UX
BrnagenbuamMmu, Ha3Ha4yaTb AaHHOEe NpaBo
cnegyeTt TONMbKO JOBEPEHHbBIM
nonb3oBaTensim.

3HauyeHus

BUILTIN\Administrators

BUILTIN\Administrators

MapameTpbl be3onacHoCTU



[MyTb: KoHdurypaumsa komnbiotepa — MNonutukm — KoHdpurypaumsa Windows — lNMapameTtphbl
6e3onacHocTn — JlokanbHble nonUTUKN — MNapameTpbl 6e3onacHocTH

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Local Policies —
Security Options)

£ Group Policy M
File Action View Help

e« HE X

4 i Computer Configuration ~
4 | Policies
[ [ | Software Settings
4[] Windows Settings
i [ | Mame Resolution Policy
|| Scripts (Startup/Shutdown)
4 T Security Settings
[+ _:j::] Account Policies
A _:ﬂ Local Policies
B 2f Audit Policy
E =_ﬁ Lser Rights Assignment
b2 Security Options
[- 5 Eventlog
t- [ Restricted Groups
t- [ System Services

YyeTHble 3anucu

(aHrn. — Accounts)

v OnucaHue NonuTuk

MonuTtuka OnucaHue 3Ha4yeHue
Accounts: 10T NnapameTp 6e3onacHOCTM onpeaenseT, BKoYeEHa Enabled
Administrator account UIK OTKITKOYEHa yYeTHas 3anunchb JIOKanbHOro (BkntoueH)
status (Y4eTHble agMuHucTparopa. lNMpumeyanuns MNpu HECOOTBETCTBUM
3anucu: CoctosiHue naponsi TeKyLlero agMmmHncTparopa TpeboBaHmaM K
YyYEeTHOW 3anucu Naporo NOBTOPHO BKIOYUTb YHETHYHO 3amnnchb
'AgMuUHUCTpaTop') agMUHUCTpaTopa, eCrv paHee OHa Oblna OTKMYEHa,

Oynet Henb3d. B aTom cnyvae, naponb y4eTHOW 3anucu
agMuHVCTpaTopa OOSMKeH ObiTb COPOLLEH APYTMM YIIEHOM
rpynnbl agMnHUCTpaTopoB. CBeaeHNst O TOM, Kak




Monutuka

Accounts: Guest
account status
(YyeTHble 3anucu:
CocTosHue y4yeTHom

3anucu 'TocTb')

Accounts: Limit local
account use of blank
passwords to console
logon only (Y4eTHble
3anucu: paspeLlunTb
ncnonb3oBaHmne
nycTbIX Naponewn
TONbKO Npu

KOHCOMbHbIM BXOA€)

OnucaHue 3HaueHue

cbpocuTb naponb, cM. B pasgene «Cbpoc naponsay.
OTKnNoYEHME YYETHOW 3anncn agMUHUCTpaTopa npu
HEKOTOPbIX 0OCTOATENLCTBAX MOXET 3aTPYAHUTL
obcnyxumeanue. Mpu nepesarpyske B 6e3onacHom
peXnMe OTKMIOYEHHYHO YYETHYHO 3anMcb agMUHUCTpaTopa
MOXHO BKMOYUTb TOMNbKO B TOM Cryvae, ecriv KOMMbTep
He NPUCOEAMHEH K OMEHY U OTCYTCTBYIOT Apyrue
aKTMBHbIE YYETHbIE 3aMNMCK NOKabHOIo
agMuHUCTpaTtopa. Ecnu komnbloTep NpUcoeanHeH K
AOMEHY, OTKIMOYEHHas yvyeTHas 3anucb agMmHUcTpaTopa

He MOXET ObITb BKMOYEHA.

OTOT napameTtp 6e30nacHOCTU onpeaensieT, BKItYeHa
UNn OTKIMKOYEHA yYeTHas 3anuck rocTs. MNpumevaxme.
Ecnu yyeTHas 3anucb rocts oTknoYeHa, a ans

napametpa 6e3onacHocTn «CeTeBor 4OCTYN: Mogenb _
Disabled

o6uero goctyna n 6e3onacHoOCTV ANg nokanbHbIX
(OTkntoveHr)

YYETHbIX 3anMcen» yCTaHOBMNEHO 3HavyeHue « TornbKo
roCTu», NOMbITKA BXO4A B CETb, BbIMOTHAEMbIE,
Hanpumep, cepeepoM ceten Mankpocodt (cnyxb6a SMB),
3aBepLuaTcs HeyaayHo.

Enabled
(BkritoueH)

OT0T NapameTp 6e3onacHOCTU onpeaenseT, MOryT nu
nokarsibHble y4YeTHble 3anucu, He 3aluLLEeHHbIe NaposieMm,
NCcnonb3oBaTbCA AN BXo4a B CUCTEMY U3
MECTOMOMOXEHUN, OTNINYHbIX OT PU3NYECKON KOHCOMMN
KoMnbloTepa. Ecnv napameTp BKIIOYEH, TO AN4d
noKasbHbIX YYETHbIX 3aMUCEN, HE 3aLUULLEHHbIX
naponem, BXo4 B CUCTEMY BO3MOXEH TOSMbKO C
KnaBuaTypbl KOMMbloTepa. BHumaHue! K komnbtotepam,
HaxoasaLWnMCEs B OU3NYECKM HE3ALLMULLEHHBIX MECTaX,
BCerga AoSMKHbl NPUHYANTESNbHO NPUMEHATHLCS
napameTpbl HAAEXHbIX Naponen Ansa BCEX NOKarnbHbIX
y4YeTHbIX 3anucen nonb3osarternen. B npotusHom cny4vae
nobon nonb3oBaresib, UMELWNn PU3NYECKUIN OCTYN K

KOMMbIOTEPY, MOXET BOWTU B cuncrtemy npu nomoLun



MonuTtuka OnucaHue 3Ha4yeHue
Nnornb30BaTeNbCKOM YYETHOW 3arnucu, He MMetoLLEN
naponsi. 3To 0COBEHHO BaXKHO A1151 NOPTATUBHbIX
KomnboTepoB. Ecnu aToT napameTp 6e3onacHocTn
npuMeHsieTcs K rpynne «Bce», HUKTO He CMOXET BOMUTU B
cuctemMy Yepes cry>kbbl yaaneHHbIX pabo4vmx CcTornoB.
MpymevaHns [JaHHbIM napaMeTp He OKa3blBaeT BIIUSHUS,
ecnu rnpu Bxoge B CUCTEMY UCMNOMb3YIOTCSH YYeTHble
3anuncu gomeHa. lNpunoxeHus, ncnonbayowime
yAaneHHbIN UHTEPAKTUBHbIV BXOL, B CUCTEMY, MOTYT
06oNTKN 3TOT NapameTp.
Ayaut
(aHrn. — Audit)
¥ OnucaHue NonuTuK
MonuTtuka OnucaHue 3Ha4yeHue
Audit: Audit the use of OT0T NapameTp GesonacHoCTn onpeaensiet, byaeTt nu Enabled
Backup and Restore BbIMOMHATLCA ayANT UCMOSb30BaHNA BCEX NPUBUIIEri (BkntoyeH)

privilege (Ayaur:
ayauT UCronb30oBaHUA
NpyBUErMm Ha
apxvBauuio n
BOCCTaHOBIIEHME)

nonb3oBaTtens, B TOM YACe Ha apxmMBaLnio 1
BOCCTaHOBIIEHME, €CNN AENCTBYET NonNuTuka «BbinonHATb
aygouT ucnonb3oBaHua npusunerniny. Ecnv ata nonutuka
AENCTBYET, BKIOYEHME AAaHHOMO napameTpa co3gaeT
cobbiTe ayguTa ons Kaxgoro arvina, ¢ KoTopbim

BbIMOJTHAKTCA onepaunn apxmeaunn Ui BOCCTaHOBIEHUA.

Ecnuv ata nonutunka oTknodeHa, ayauT UCnosnb30BaHNA
NpUBUNErMn Ha apxmBaLnio U BOCCTAHOBIMEHNE He
BbINOSIHAETCS JaXe NpU BKINOYEHHOM napameTpe
«BbINONHATL ayanT UCMNONb30BaHUA NPUBUNETNINY.
MpumeyvaHwne. B Bepcusax Windows, npegLuecTByoLLMX
Vista, nsmeHeHuns B pesynbsrate HaCTPOMKN 3TOro

napameTtpa 6e30nacHOCTM BCTYNAT B CUIY TOMbKO nocne



Monutuka OnucaHune 3HavyeHue
nepesarpyskn Windows. BkntoyeHue atoro napamerpa
MOXET Bbl3BaTb O4EHb MHOIO COObLITUI (MHOrAA HECKOMBbKO
COT B CEKyHAY) BO BpEMSI apxmBauuu.
YcTponucrtBa

(aHrn. — Devices)

v OnuncaHne nonuTuk

Monutuka

Devices: Allowed to
format and eject
removable media
(Yctponctsa:
paspeLmTb
dopmatmpoBaHue 1
N3BMNEYEHNE CbEMHbIX

HocuTenewn)

Devices: Prevent users
from installing printer
drivers (YcTtponcraa:
3anpeTuTb
nonb3oBaTensam
yCTaHOBKY ApaliBepoB

npuHTEpA)

OnucaHue

OT0T NapameTp 6e3onacHOCTM onpeaenser,
KOMY paspeLLeHo popmaTupoBaHue u
n3snedyeHue cbeMHbix NTFS-HocuTenen.

YT06bI NOKanNbHbLIN KOMMNbLIOTEP MOT
MCNONb30BaTb OOLLMIA MPUHTEP, HA HEM OOSMKEH
ObITb YCTAHOBIEH ApanBep 3Toro obLuero
npuHTepa. ATOT NnapameTp 6e3onacHocTH
onpeaensieT, KOMy pas3peLLeHo ycTaHaBNMBaTb
ApanBep npuHTepa npu gobasneHmMm obLero
npuHTepa. Ecnu aToT napameTp BKMNOYEH, Npu
nobasneHun obLuero npuHTEpa apansep
nNpyvHTEPa MOryT YCTaHaBMMBATb TOMbKO
agMuUHUCTpaTopbl. Ecrniv napameTp OTKITHYEH,
yCTaHaBNuBaTb ApaniBep NpuHTepa npu
nobaBneHun odLLero npuHTEpPa MoOXeT Nnbon
nonb3oBaTenb. [pnmeyaHnsa AToT napamMeTp He

3HayeHue

Administrators

(AAMuHUCTpaTopbI)

Enabled (BkntoyeH)



Monutuka

Devices: Restrict CD-
ROM access to locally
logged-on user only
(YctpowcTaa:
paspeLumnTb 4OCTYN K
ANCKOBOOAM KOMMaKT-
ANCKOB TOSNbKO
nokanbHbIM

norn b3OBaTeJ'IFIM)

Devices: Restrict floppy
access to locally logged-
on user only
(YcTtponcTsa:
paspeLnTb AOCTYN K
AnckoBogaM rmbkmnx
ANCKOB TONbKO
nokarnbHbIM

nonb3oBaTensam)

OnucaHue

BNUSIET HA BO3MOXHOCTb 106aBneHus
nokanbHoro npuHTepa. MapameTp He

3aTparneBaeT agMUHUCTPATOPOB.

OTOT NnapameTp 6e30MacHOCTU onpeaenser,
OyoeT N ANCcKoBoA KOMMAKT-AMCKOB AOCTYMNEH
OLHOBPEMEHHO W JNTIOKasnbHbIM, U YOaneHHbIM
nonb3oBatenam. Ecnu gaHHbIM napameTp
BKIMIOYEH, AOCTYMN K KOMMNAKT-ANCKaM paspeLueH
TOIMbKO Nosb3oBaTensaMm, BoweanmM B CUCTEMY
WHTEepPaKTUBHO. Ecnn gaHHbIM NapameTp
BKIMIOYEH, HO HUKTO HE BOLUEN B CUCTEMY
WHTEPaKTUBHO, ANCKOBOL KOMMAKT-ANCKOB

6y,qu OOCTYNeH 4Yepea3 CeTb.

OT10T NnapameTtp 6e30nacHOCTM onpeaenseT,
Oyoer N CbEMHbIV ANCKOBOL, TMOKUX ANCKOB
AOCTYNeH OgHOBPEMEHHO W JIOKarnbHbIM, U
yAaneHHbIM nonb3oBatensam. Ecnu gaHHbIn
napamMeTp BKIKOYEH, 4OCTYMN K CbeMHbIM
ANCKOBOAAM MMOKUX ANCKOB pa3peLUeH TONbKO
nonb3oBaTensiM, BOLWEALLMM B CUCTEMY
NHTEpaKTUBHO. Ecnun gaHHbI napameTp
BKITHOYEH, HO HMKTO HE BOLLEN B CUCTEMY
WHTEPaKTUBHO, ANCKOBOL, rMbOKMX gmckoB byaet

OOCTYNeH 4Yepes3 CeTb.

3HaueHue

Enabled (BkntoueH)

Enabled (BkntoueH)

MHTepakTMBHbIN BXO4 B cUCTEMY

(aHrn. — Interactive Logon)

¥ OnucaHue NonuTuK




Monutuka

Interactive logon: Do not
display last user name
(MHTepakTMBHbIV BXO[, B
CUCTEMY: He
oTobpaxartb nocnegHee
NMS Nonb3oBaTens npu
BXO/le B CUCTEMY
NHTepakTMBHLIN BXO B
CUCTEMY: He
oTobpaxaTb y4YeTHble
AaHHble nocregHero

nonb3oBaTens)

Interactive logon: Do not
require
CTRL+ALT+DEL
(MHTepaKkTMBHbIN BXOZ, B
cucTtemy: He TpeboBaTb
HaxaTns
CTRL+ALT+DEL)

Interactive logon:
Number of previous
logons to cache (in case
domain controller is not
available)
(MHTepakTMBHbIV BXO[, B

CUCTEMY: KOJTn4eCTBO

OnucaHue

OT0T NnapameTp 6esonacHOCTU onpeaenseT, OyaeT nu
Ha akpaHe Bxoga B Windows oTobpaxatbcs uMmsi
nocrneaHero Nonb3oBaTens, BbINOSIHMBLLUETO BXOA Ha
3TOM KOMMbloTEpe. Ecnun aTa nonuTtrka BKNOYEHa, umMs

norib3oBartesnd He 6y,qu OTO6pa)KaTbC$I.

OT10T napameTtp 6e3onacHOCTU onpeaensiet, Tpebyerca
nn Haxatue knasuw CTRL+ALT+DEL nepen Bxogom B
cuctemy. Ecnun ata nonuTtuka BKoYeHa, Haxartme
knaemw CTRL+ALT+DEL nepen BXxogom B CUCTEMY He
Tpebyetca. OTcyTCTBME HEOBXOAMMOCTU HaXNMaTb
knasuwmn CTRL+ALT+DEL nepen Bxoqom B cuctemy
Aenaet nonb3oBaTtenen ya3sMMbIMU And atak ¢
NnonbITKOW nepexeaTa naponen. ObssartensHoe
HaxkaTue knasmw CTRL+ALT+DEL nepen Bxogom B
CUCTEMY rapaHTUpyeT nepegadvy gaHHbIX Mo
JOBEPEHHOMY KaHary npu BBoAe naporemn
nonb3oBaTtenamu. Ecnu ata nonutuka oTknoveHa,
HaxaTue knasuw CTRL+ALT+DEL obsizatenbHo ans
noboro nonb3osatens neped sxogom B Windows.

CBefeHusa 0 BXxoae B CUCTEMY KaXKAOro YHUKanbHOro
nonb30BaTensi K3LLMPYTCS NoKanbHO, YTOObI
obecnevnTb BO3MOXHOCTb BXO4a B CUCTEMY B Criyyae
OTCYTCTBMS AOCTYyNa K KOHTpOnnepy AOMeHa BO Bpemsi
nocneayLmx NonbITOK BXoAda. XpaHsTcs
K3LWIMPOBaHHbIE CBEAEHUS O BXOAE B CUCTEMY U3
npeablayLlero ceaHca. Ecnv goctyn kK KOHTponnepy

3HayeHue

Enabled

(BkntoveH)

Disabled

(OTktOYER)

0 logons (0
BXOJOB B
cucTemy)



Monutuka

npeablayLmx
NOAOKMYEHNN K KLy (B
criyyae oTCyTCTBUSA
AOCTYyNa K KOHTponnepy
AoMeHa))

Interactive logon:
Require Domain
Controller authentication
to unlock workstation
(MHTepakTMBHbIV BXOL, B
cuctemy: TpeboBaTtb
NpOBEPKM Ha
KOHTponrepe goMeHa
AN1s1 OTMEHDI
BnoknpoBkm

KomnbtoTepa)

OnucaHue

AOMeHa OTCYTCTBYET, a CBeJjeHUs O BXO4e B CUCTEMY
ANS 4aHHOro Nnorb3oBaTernsi He K3LWMPOBaHbI,
BbIBOOMTCA coobuieHne: B HacTosiLee BpemMsi HET
AOCTYNHbIX CEPBEPOB BXOAa ANsi 06CnyKMBaHUA
3anpoca Bxofa B cuctemy. B atom napametpe
NOSIUTUKN 3HaYeHne O OTKIYaET KILLMpoBaHMe Bxoha
B cuctemy. [Npu ntobom 3HavyeHum Bbiwe 50 KampyeTcs
Tonbko 50 nonbITok Bxoada B cuctemy. Windows
nogaepxmsaet He bonee 50 3anucen kawa, Npu 3ToM
4yncno notTpebnsembix 3anMcen Ha nonb3oBaTens
3aBUCUT OT YYETHbIX AaHHbIX. Hanpumep, B cucteme
Windows moxeT 6bI1Tb KalwmpoBaHo 40 50 yHUKanbHbIX
YYETHbIX 3anucen Nonb3oBaTens ¢ NaposisiMmn, HO He
bonee 25 yyeTHbIX 3anncen nNonb3oBaTtens Co cMapT-
KapToW, TaK Kak COXpPaHsIloTCA CBEAEHUS Kak O napore,
Tak 1 0 cmapT-KapTte. [1pn NOBTOPHOM BXOAE B CUCTEMY
Nnosib3oBaTenNs C KALWMPOBAHHBLIMW CBEAEHUSAMN O BXOAE

cBedeHnA JaHHOIo noJyib3oBaTeNld B K3LLE 3aMEHAOTCA.

[nsa pas3bnoknpoBkn GNOKMPOBAHHOIO KOMMbIOTEPA
TpebyeTcsa npeocTaBuTb AaHHble BxoAa. [Ons y4eTHbIX
3anvcer AOMEHOB 3TOT NapameTp 6e30nacHOCTH
onpenensert, TpebyeTca N yCTaHOBUTb CBA3b C
KOHTPOMfepoM AOMeHa AN pa3brokMpoBKn
KomnbloTepa. Ecnu aToT napameTp OTKMOYEH,
nonb3oBaTenb MOXET pa3brnoknpoBaTb KOMMNbIOTEP C
MOMOLLIbIO KSLLIMPOBAHHbIX YY4ETHbIX AaHHbIX. Ecnn aToT
napameTp BKIOYEH, Ucnonb3yemas ans
pa3broKMpPOBKM KOMMNbIOTEPA YYETHASA 3anMCb AOMEHA
AOMmKHa BbITb NpoBEpeHa KOHTPOSEPOM AOMEHA Ha
NOAIMHHOCTb.

3HauyeHue

Enabled
(BkntoveH)

KnueHT cetn Microsoft

(aHrn. — Microsoft Network Client)



v OnucaHue NonuTuk

MonuTtuka OnucaHue 3HayeHue

Ecnu ator napamMeTp ©€e30MacHOCTU BKITHOYEH,

. . nepeHanpasuTesnto 6noka coobLeHnn cepeepa
Microsoft network client: Send
) (SMB) paspelLueHo oTnpaBnsaTb Naponu
unencrypted password to third-
OTKPbITbIM TEKCTOM Ha cepBepbl SMB, He )
party SMB servers (Knnent . Disabled
_ npuHagnexaiwme MankpocodT, KOTopble He
cetn Microsoft: oTnpaenaTb . (OTKntOYEH)
5 noaaepXuBatoT WndpoBaHe naponen Bo
He3alMpPOoBaHHbLIN Naposib
BpeMs NpoBepku nogsiMHHocTu. OTnpaska
cTopoHHM SMB-cepBepam) 5
He3almngpoBaHHbIX Napornen npeacraBnaeT

puck ans 6e3onacHoCTu.

HocTtyn k cetu / CeteBOM AocTyn

(aHrn. — Network Access)

v OnucaHue NonuTukK

MonuTtuka OnucaHue 3Ha4yeHue
Network access: OTOT NnapameTp NOMUTUKK ONPeaenseT, MOXET Nnn Disabled
Allow anonymous AHOHUMHBbIN NONb3oBaTenNb 3anpalumBaTtb aTpubyThbl (OTkntOYER)

SID/Name translation  ngeHTudukaTopa 6esonacHoctn (SID) gpyroro

(JocTyn k ceTun: nonb3osatend. Ecnn ata nonuTtuka BKIOYEHa, TO
paspeLwmnTb aHOHMMHBIN NoNb3oBaTeNb MOXET 3anpoCUTb
TpaHCnAaumo noeHTndukaTop 6esonacHocTun noboro Apyroro
aHoHumHoro SID B nons3osatend. Hanpumep, aHOHUMHBbIN

nms) nonb3oBaTenb, 3HaLWNA naeHTUdUKaTop

6e30nacHOCTM aiMMHUCTPaTOpa, MOXEeT
NOAKMIYUTBLCA K KOMMbIOTEPY, HA KOTOPOM BKIHOYEHa
aTa nonuTuKa, 1 Nony4YnTb UMS agMUHUCTPaTOpPA.

[aHHbIN NnapameTp BNUSET Kak Ha npeobpa3oBaHue




Monutuka

Network access: Do
not allow anonymous
enumeration of SAM
accounts (CeteBomn
AOCTYnN: He
paspeLlaTtb
nepeyncneHve
y4YeTHbIX 3anucen
SAM aHOHUMHbIMMK

I'IOJ'IbSOBaTeJ'IFIMVI.)

Network access: Do
not allow anonymous
enumeration of SAM
accounts and shares
(CeteBon goctyn: He
paspeLiaTtb
nepeyncneHue
YYETHbIX 3anucen
SAM 1 obuwmx

OnucaHue

naoeHTnrkatopa 6e30nacHOCTM B UMS, TaK 1 Ha
obpatHoe npeobpasoBaHue (MMSA B aeHTUUKaTop
6e3onacHocTn). Ecnn 3TOT napameTp NonnTUKK
OTKIMIOYEH, aHOHUMHBIV MOSIb30BaTeNb HE MOXET
3anpawmeaTtb ngeHTngukatop 6esonacHocTm

[pYroro nonb3oBaTtens.

OT0T NapameTp 6Ge3onacHOCTN onpeaensier, Kakme
AOMNONHUTENbHbIE paspeLueHns ByayT AaHbl
AHOHUMHbIM NOAKIOYEHUAM K 3TOMY KOMMbIOTEPY.
Windows paspeluaeT aHOHUMHbIM MOfb30BaTENSAM
coBepLUaThb onpegeneHHble 4eNCTBUSA, TakMe Kak
nepevncrieHne UMeH y4eTHbIX 3anucen JOMeHa 1
obLmx ceTeBbIX pecypcoB. ATO yA06HO, Hanpumep,
Korga agMuHUCTpaTtopy TpebyeTtcs npegocTaBuTb
AO0CTYyN Nonb3oBaTensam B JOBEPEHHOM JOMEHE, He
NOAAEPKMBAKOLLEM B3aMMHOE AoBepue. ATOT
napameTp 6e30nacHOCTM NO3BONSET HaKNaabiBaTbh
AOMNOMNHUTENbHbIE OrPaHNYEHNS] HA aHOHUMHbIE
NOAKMYEeHNs. BknoyeH: He paspellatb
nepeyncrneHune y4yeTHoix 3anmcen SAM. 3ToT
napameTp 3ameHsieT napameTp «Bce» Ha napameTp
«lMpoweaLme npoBepKy» B paspeLLeHmsax
6e3onacHocTn ansa pecypcoB. OTKIOYEH: HET
OOMNOMNHUTENbHBIX OrpaHuYeHnn. Vicnonbaytotcs

paspeLlueHnd no yMmosiHaHuio.

JT1OT NnapameTp 6e3onacHOCTM onpeaenser,
paspeLleHo N NepedncrieHne y4eTHbIX 3anucen
SAM 1 obLwnx pecypcoB aHOHUMHbLIMMN
nones3oBatenamn. Windows paspeluaet aHOHUMHbIM
nonb30BaTeNsiM CoBepLUATh HEKOTOPbIE AENCTBUS
(Hanpumep, NepevmcneHme NMeH y4eTHbIX 3anucen
AoMeHa n obLwmx nanok). 3To yaobHo B cny4yae,
€eCnv agMUHUCTPATOP XOYET NpefoCcTaBUTb AOCTYN

nonb3oBartendamMm B JOBEpeHHOM JOMeHe, He

3HauyeHue

Enabled
(BkntoyeH)

Enabled
(BkntoyeH)



Monutuka

pecypcoB
AHOHUMHbIMU

nonb3oBaTensiMmm)

Network access: Do
not allow storage of
passwords and
credentials for
network
authentication
(CeteBown goctyn: He
paspeLlatb
XpaHeHue naporeu
NN YYETHBIX AaHHbIX
Onsi CETEBOM
NpoBEpPKK

NOANNHHOCTN)

Network access: Let
Everyone
permissions apply to
anonymous users
(CeteBown goctyn:
paspeLlatb
npUMeHeHne
paspeLieHnn «ns
BCEX» K aHOHUMHbIM

nonb3oBaTensam)

OnucaHue

noaaepXxuBatoiemM B3aMmHoe gosepume. Ytobbl
3anpeTuTb NepeyncneHmne yyeTHolx 3anmcen SAM un
06LWKnX pecypcoB aHOHMMHbBIMU MOSb30BATENSMMU,
BKMNIOYMTE ITOT NapameTp.

OT0T NapameTp 6e3onacHOCTK onpeaenser,
COXPaHSTCSA NN ANCNIETYEPOM YYETHbIX AaHHbIX
Naponu 1 y4eTHble AaHHble NPy NPOBEpPKE

NoANMHHOCTM AOMEHOM (ONns nocreayoLLero

ncnonb3oBaHnd). ECnu gaHHbI napameTp BKIOYEH,

TO COXpaHeHME Naporen N yY4eTHbIX LaHHbIX
ANCNeTYEPOM YHETHbIX AaHHbIX HA AaHHOM
KOMMbloTEpPE He npomnsBoauTcd. Ecnu aaHHbIN
napamMeTp NOMIUTUKN BbIKIOYEH NN 3HAYeHne ons
Hero He 3agaHo, TO ANCNETYEP YYETHBIX JAHHbIX
Oy4eT coxpaHaTb Naponn U yYeTHble JaHHble Ha
3TOM KOMMblOTEPE (A9 UCNONb30BaHNS B ByayLiem
npw NpPoOBEPKE MNOANTMHHOCT AOMEHOM).
MpumevaHne. NameHeHns B KOHUrypaumm aToro
napameTpa 6e30nacHOCTN BCTYNSAT B CUIY TOMbKO
nocne nepesarpysku Windows.

Q10T NnapameTp 6e30MacHOCTN ONpeaenseT, kKakue
AONOSHUTENbHbIE paspellennsa OyayT aaHbl
@HOHMMHbIM NOAKITOYEHUAM K KOMMbOTEPY.
Windows paspeluaeT aHOHUMHbIM MOfb30BaTENSAM
COBepLUaTb HEKOTOPbIE AENCTBUSA (Hanpumep,
nepevncrieHne UMeH y4YeTHbIX 3annucen JOMeHa 1
o6wux nanok). ATo yaobHo B crny4vae, ecnu
aAMWHUCTPATOP XOYET NPEAOCTaBUTb AOCTYN
nonb3oBaTensm B JOBEPEHHOM JOMEHe, He
noggepxueatoLiem B3anmHoe gosepme. o
yMonyaHuio ngeHTtndumkatop 6esonacHoctn «ns
BCEX» yaansieTcsa u3 ToOKeHa, co3gaHHOoro ans
AHOHUMHbIX COeaMHEHUN. Taknm obpasom,

paspeLueHns rpynnbl «[4ns Bcex» He 3aTparmBatot

3HauyeHue

Enabled

(BkntoveH)

Disabled
(OTKNtOYER)



Monutuka

Network access:
Named Pipes that
can be accessed
anonymously
(CeteBown goctyn:
paspeLlatb
AHOHWMHBIV JOCTYN K
NMEHOBaHHbIM

KaHanam)

Network access:
Remotely accessible
registry paths
(CeteBown goctyn:
yganeHHo
AOCTYMHbIE MYTK
peecTtpa)

Network access:
Remotely accessible
registry paths and
sub-paths (CeteBon
AOCTYyN: yaaneHHo
AOCTYMHbIE MYTU 1
BIOXEHHbIE NyTn
peecTpa.)

OnucaHue

aHOHUMHBIX nonb3oBartenen. Ecnu aToT napameTp
YyCTaHOBSEH, aHOHMMHbIE MOMb30BaTENN NMELOT
OOCTYN TOMbKO K TeEM pecypcam, AOCTYN K KOTOPbIM
UM paspeLueH ABHbIM obpa3om. Ecnn aToT napameTp
BKIOYEH, naeHtudukaTop 6esonacHoctn «ns
BCex» 4o0b6aBnNseTCs K TOKEeHY, CO34aHHOMY Ans
aHOHMMHBIX coeauHeHun. B aTom cnyyae
AHOHUMHbIE NOb30BaTENM UMEIOT AOCTYN K Ntobomy
pecypcy, paspeLLueHHoOMY Ans rpynnbl «[na Bcex».

JT0T NnapameTp 6e3onacHOCTU onpeaenseT, Kakne
ceaHcbl CBA3W (KaHanbl) ByayT umetb atpubyThl 1
paspeLueHuns, gatoLmne NpaBo aHOHUMHOIO AocTyna.

JTO0T NapameTp 6e30MNacHOCTU OnpeaenseT, Kakve
MyTV peectpa MoryT GbiTb AOCTYMHbLI YEPE3 CETb BHE
3aBUCMMOCTM OT Morb30oBaTenen unm rpynn
norb3oBaTenen, ykasaHHbIX B CUCKE yrnpaBreHns

poctynom (ACL) pasgena peecTtpa winreg.

OTOT NnapameTp 6e30MacHOCTN ONpeaenseT, Kakue
MyTW N BIIOXEHHbIE MyTN peecTpa MoryT ObITb
AOCTYMNHbI Yepe3 CETb BHE 3aBUCMMOCTM OT
nonb3oBaTenen unu rpynn nonb3oBaTenen,
yKa3aHHbIX B cnuncke ynpasneHusa goctynom (ACL)
pasgena peectpa winreg.

3HauyeHue

He onpeneneHo

He onpeaeneHo

He onpeneneHo



Monutuka

Network access:
Restrict anonymous
access to Named
Pipes and Shares
(CeteBown goctyn:
3anpeTuTb
AHOHWMHBIV AOCTYN K
NMEHOBAHHbIM
KaHanam 1 ooLum
pecypcam)

Network access:
Shares that can be
accessed
anonymously
(CeteBown goctyn:
paspeLuatb
AHOHMMHbIA AOCTYN K
obwum pecypcam)

Network access:
Sharing and security
model for local
accounts (CeteBowm
AOCTYN: Mofgernb
obuero goctyna u
6e3onacHocT ons
NOoKanbHbIX YY4ETHbIX

3anucen.)

OnucaHue

Ecnn aToT napameTp 6€30nacHOCTU BKIKOYEH, OH
OrpaHMyMBaeT aHOHUMHbIN SOCTYMN K 00LWmMMm
pecypcamMm N UMEeHOBaHHbIM KaHasiamMm B COOTBETCTBUM
CO 3Ha4YeHMsIMK criegytowmx napameTpoB: CeTeBoM
AOCTYN: paspeLlartb aHOHMMHbIA JOCTYN K
MMeHOBaHHbLIM KaHanam CeTteBon JOCTyn:
paspellaTtb aHOHMMHBbIV JOCTYN K 06LWKUM pecypcam

OTO0T NapameTp 6Ge3onacHOCTM onpeaenseT, K Kakum
o6LWKMM pecypcam MOryT nonyyatb A0CTyn

AdHOHMMHBbIE MNOJIb30BaTes1Nn.

Q10T NnapameTp 6e30MacHOCTN ONpeaernseT, Kakum
obpa3om npoBepsieTcs NOASIMHHOCTL NpY BXOAE B
CeTb C UCNOMNb30BaHNEM NOKarbHbIX YYETHbIX
3anucen. Ecnn gaHHbIM NnapamMeTp NMeeT 3HavyeHne
«OObIyHasny, Npu BXo4e B CETb C Y4ETHLIMU
AaHHbIMW NIOKanbHOM YYETHOW 3anncu BbIMOSTHAETCA
npoBepkKa NOAMMHHOCTY MO 3TUM YYETHbIM JAaHHbIM.
O0ObIyHasa moaernb no3sondeT bonee rMbko
ynpaBnATb 4OCTYNOM K pecypcam. C ee NoMOLLbIO
MOXHO NPeAoCTaBUTb PasHbIM NOMb30BaTENAM
pasHble TUMbl 4OCTYNa K OAHOMY U TOMY e pecypcy.
Ecnu aToT napameTp umeeT 3Ha4veHune «lfocteBasy,
onepauun Bxoaa B CETb C YYETHbIMU LAHHbIMU
NOKanbHbIX YY4ETHbIX 3anucen aBToMaTuyecku
COMOCTaBNATCA C YY4ETHON 3annckto rocTs. MNpu
NCMosib30BaHUN rOCTEBOWN MOLENU MeXay

3HauyeHue

Enabled
(BkntoveH)

He onpeneneHo

Classic - local
users authenticate
as themselves
(O6blyHag -
nokarnbHble
nonb3oBaTenu
YOOCTOBEPSIOTCS

Kak OHW camu)



Monutuka

OnucaHue

nonb3oBaTensaMu HeT pasnuyuun. Bce nonb3oBaTtenu
NPOXOASAT NPOBEPKY MNOASIMHHOCTY C Yy4ETHOMN
3annCbIo rOCTS M NOMNyYatoT O4MHAKOBbIN YPOBEHb
AoCTyna K AaHHOMY pecypcy — « TOMbKO YTeHue»
nnu «MN3ameHeHne». No ymonyaHuo Ha KOMMNbOTEPax
pomeHa: O6bivHag. Mo ymonyaHuio Ha aBTOHOMHbIX
KomnbtoTepax: [octeBas. BHumaHune! Ecnu
MCnonb3yeTcs rocteBas Mogens, nobon
nonb3oBaTenb, UMEKLWMIA OCTYN K KOMMbOTEPY MO
CeTU (BKIHOYAasi aHOHUMHbIX NONb3oBaTeNemn
MHTepHeTa), MOXET Nosny4nTb AOCTYN K 06LLMM
pecypcam. [Insa 3awmTtbl KOMMNbOTEPA OT
HeCaHKLUMOHMPOBAHHOIO JOCTyna Tpebyerca
ncnonb3oBatb 6paHamayap Windows munn gpyryto
aHanoru4yHyo nporpammy. Kpome toro, npm
MCNonNb30BaHUM OBbIYHOWM ModeNn nokanbHble
y4YeTHble 3annucu JOSMKHbI ObITb 3aLUULLEHbI
naponem, 4tobbl X HEBO3MOXHO ObIfo
MCNonb30BaTh A58 4OCTYNa K o6LWwum pecypcam
cuctemsl. [pumeyaHme ISTOT napamMeTp He BNuseT
Ha onepauum MHTEPAKTMBHOIO BXO4a B CUCTEMY,
KOTOPbIE BbINOMHSTCA Y4ANEHHO C NOMOLLbIO TaKux
cnyx6, kak Telnet nnu cnyx6 yganeHHbIx pabo4mx

CTOJIOB.

3HauyeHue

CeTeBas 6e3onacHoOCTb

(anrm. — Network Security)

¥ OnucaHue NonuTuK




Monutuka

Network security: Do
not store LAN
Manager hash value
on next password
change (CeteBas
Ge3onacHoCTb: He
XPaHUTb X3LU-
3HaveHuna LAN
Manager npu
crnegyoLlen cmeHe
napons)

Network security:
Force logoff when
logon hours expire
(CeteBas
6e3onacHOCTb:
MpuHYANTENBHLIN
BbIBO[, U3 CeaHca o
ncTeveHnn
AOMYCTUMbIX YacoB
paboTbl)

OnucaHue

OTOT NnapameTp 6e30MacHOCTU onpeaernsier, HY>XHO Nn
npw cneagyroLwen CMeHe napons COXpaHsTb X3Lu-
3HadeHune gucnetyepa LAN (LM) ons HoBoro naponsi.
Xaw LM aBnsieTcs 0THOCUTENbHO CcriabbiM U
ysI3BUMbIM 7151 aTak Mo cpaBHEHuto ¢ bonee
kpuntoctonkum xawem Windows NT. NockornbKy xaLu
LM xpaHutca B 6a3e aaHHbIx 6e30nacHOCTM Ha
nokanbHOM KOMMbIOTEPE, B Cryvae aTaku Ha b6asy
AaHHbIX 6e30MacHOCTN Naponu MoryT 6bITb
pacLumndpoBaHbl.

JT1OT napameTp 6e3onacHOCTN onpedensert, dyayT nu
OTKMOYaTbCA NOMNb30BaTENN NPU NOAKMYEHUN K
NoKarbHOMY KOMMbIOTEPY BHE BPEMEHU BXOAA,
3a[laHHOro ANs X y4eTHOM 3anucu. ATOT napameTp
BMUSAET Ha KOMMOHEHT Gnoka coobLyeHnn cepBepa
(SMB). Ecnn ata nonuTtuka BKIlOMEHa, nocre
NCTeYeHNsa BpeMeHN BXo4a KNMeHTa CeaHcCbl KnneHTa
¢ cepsepoM SMB npuHyguTeNbHO paspbiBalOTCA.
Ecnu ata nonutnka oTknioveHa, nocrne UcTedeHus
BPEeMeHN BXOo4a KrNMeHTa ero ceaHc CoOXpaHseTcs.
MpumeyaHne. 3ToT napameTp 6esonacHoOCTU
NMPUMEHSIETCA TaK Xe, KakK NONMUTMKA YY4ETHOM 3anncu.
[Ansa y4eTHbIX 3anMcen JoOMeHa MOXET CyLecTBOBaTb
TOMNbKO OAHA MONMMTUKA YYeTHbIX 3anucen. MonuTtuka
y4YeTHOW 3anucun JormkHa ObiTb onpeaeneHa B
nonuTuKe SOMeHa No yMOnYaHuo; OHa NpUMeHseTcs
KOHTponnepamMmu faHHoro gomeHa. KoHtponnep
AOMeHa Bcerga nosny4yaet nofiIMTUKy y4eTHON 3anmncu
13 obbekTa rpynnoson nonutuku (GPO) nonutukm
AOMeHa Mo YMONYaHuIo, JaXe ecnn cylecTByeT
Apyrasi NonNnT1Ka y4eTHon 3anucu, kKotopas
NPUMEHSETCA K NoapasgeneHunio, cogepxallemy aTot
KOHTpornnep gomeHa. o ymonyaHuo paboune

3HauyeHue

Enabled

(BkntoyeH)

Enabled
(BkntoyeH)



Monutuka

Network security:
LAN Manager
authentication level
(CeteBas
6esonacHoCTb:
YPOBEHb MPOBEPKMU
nognuHHoctn LAN
Manager)

OnucaHue 3HaueHue

CcTaHuuMn 1 cepeepbl, BXoAsLwme B JOMEH, NosyyatoT
Ty Xe NONUTUKY YY4ETHOW 3anucu ans CBomx
nokarnbHbIX y4eTHbIX 3anucen. OgHaKo NONUTUKN
noKarbHbIX YY4ETHbIX 3arnMcen Taknx KOMMbTEPOB
MOTYT OTNNYaTLCA OT NONIMTUKM YHETHOW 3anucu
AOMeHa, ecrnuv onpeaeneHa nonuTnka y4eTHom
3anucu ons nogpasgeneHus, B KOTOpoe BXOASAT 3TU
kKomnbtoTepbl. NapameTpbl Kerberos He npuMeHsoTcs
K TaKum KOMMNbOTEPAM.

OTOT NnapameTp 6e3o0nacHOCTU onpeaenser, kakue Send NTLMv2
NPOTOKOMbI MPOBEPKM NOASIMHHOCTU C 3anNpocoM U response only.
OTBETOM UCNONb3YKTCS ANA CETEBOro BXxoaa B Refuse LM &
cuctemMy. 3HayeHne 3Toro napameTpa BrMseT Ha NTLM

YPOBEHb NPOTOKOAa NPOBEPKM MOANMMHHOCTN, (OTnpaBnaTb
KOTOPbIN UCNOSIb3YIOT KITMEHTHLI, HA YPOBEHb Tonbko NTLMv2-
corrnacoBaHHoN 6e30MacHOCTM ceaHca, a Takke Ha OTBET.

YPOBEHb NPOBEPKM MOASIMHHOCTU, NPUHUMAaEMOK OTtkasbiBatb LM
cepBepamu, cnegyowmm obpasom. OTnpaenaTb n NTLM)

otBeTbl LM 1 NTLM: KnneHTbl UCNonb3yroT NpoBEPKY
nognunHHocT LM n NTLM v Hukorga He ncnonb3yoT
ceaHcoByto 6e3onacHocTb NTLMv2; koHTponneps!
AOMeHa NPMHUMAIOT NPOBEPKY NOANMMHHOCTU LM,
NTLM n NTLMv2. Otnpasnate LM n NTLM -
ncnonb3oBaTtb ceaHcoByto 6e3onacHocTb NTLMv2
NpW COrnacoBaHUN: KNUEHTbI MCNOMb3YHOT NPOBEPKY
nognmHHocTn LM n NTLM, a Takke ceaHcoByto
B6esonacHocTb NTLMv2, ecnu cepsep ee
NOAAEPKNBAET; KOHTPONIEPbLI JOMEHA NPUHUMAIOT
nposepky nognvHHocTn LM, NTLM n NTLMv2.
Otnpaenatb Tonbko NTLM-OTBET: KNNEHTHI
NCorb3yOT TONbKO NpoBepky nognnHHoctn NTLM, a
Takke ceaHcoByto 6e3onacHocTe NTLMv2, ecnu
cepBep ee nogaepXunBaeT; KOHTponepbl JOMeHa
NPUHMMALOT NpoBepKy noasiMHHocTn LM, NTLM n
NTLMv2. Otnpasnatb Tonbko NTLMv2-oTBeT:



Monutuka

Network security:
Minimum session
security for NTLM
SSP based (including
secure RPC) clients
(CeteBas
6e3onacHOCTb:
MUHUMarnbHas
ceaHcoBas
©e3onacHocTb Ang
KNneHToB Ha 6ase
NTLM SSP (Bkntoyas
6esonacHbin RPC).)

Network security:

Minimum session

OnucaHue 3HaueHue

KIWEHTbI UCMOMb3YIT TONMBbKO NPOBEPKY NOAMHHOCTU
NTLMv2, a Takke ceaHcoBYy0 6e30MacHOCTb
NTLMv2, ecnu cepBep ee NogaepXMBaET;
KOHTpOMSiepbl JOMEHa NMPUHUMatOT NPOBEPKY
nognunHHocTn LM, NTLM 1 NTLMv2. OTnpaBnaTtb
Tonbko NTLMv2-oTBeT 1 oTkasbiBaTb LM: KnneHTbl
NCMOMnb3YOT TONbKO NPoBEPKY NnoginHHoCcTU NTLMv2,
a Takke ceaHcoByto 6esonacHocTtb NTLMv2, ecnn
cepBep ee NoanepKMBaET; KOHTPOSINepbl AoMeHa
OTKIOHSAT LM (NpuHMMas TOnbKO NPOBEPKY
noganuHHocT NTLM n NTLMv2). OTnpaBnsaTb TONbKO
NTLMv2-otBeT 1 oTkasbiBatb LM 1 NTLM: knneHTsI
NCNOMb3YIOT TOMBKO NPoBepKy nognuHHocT NTLMv2,
a Takke ceaHcoByto 6e3onacHocTb NTLMv2, ecnu
cepBep ee NoAaEePKMBAET; KOHTPOSINEPLI AOMEHA
OTKNoHAT LM 1 NTLM (npvHMMasi ToNbKO NPoOBEpPKY
nognmHHocTn NTLMv2).

Require NTLMv2

session security:
OT0T NnapameTp 6e30MacHOCTM NO3BOMSAET KITMEHTY .

Enabled Require
TpeboBaTb cornacoBaHus 128-pa3pssgHoro

128-bit
LWwndpoBaHus 1 (Mnn) ceaHcoBor BesonacHoCTH .

encryption:
NTLMv2. 31K 3Ha4YeHnsa 3aBUCAT OT 3HAYEHUS

Enabled
napameTpa 6e3onacHOCT «YpPOBEHb NPOBEPKM

(TpeboBaTtb
nognuHHoctn LAN Manager». [JocTynHbl cnegyrowme

CeaHCoBYHO
BapuaHTbl. TpeboBaTb ceaHCcoBY 6e30NacHOCTb

©e30nacHoOCTb
NTLMvZ2. Ecnu npotokon NTLMvZ2 He cornacoBaH,

NTLMv2:
noaknyeHne He ByaeT yctaHoBneHo. TpeboBaTb

BkritoueH

128-paspsagHoe wudgposaHue. Ecnu ctomkoe (128-

TpeboBatb 128-
paspsaHoe) WudpoBaHMe He CorracoBaHo,

BuTHOE
noaknoyeHne He OyaeT yCTaHOBIMEHO.

LunMcppoBaHme:

BkritoueH)

OT0T NnapameTp 6e30MacHOCTM NO3BOSISIET CEPBEPY Require NTLMv2

TpeboBaTb cornacoBaHusa 128-pa3psiaHoro session security:



Monutuka

security for NTLM
SSP based (including
secure RPC) servers
(CeteBas
6e3onacHoCTb:
MUHUMarbHas
ceaHcoBas
©e3onacHocTb Ang
cepBepoB Ha 6ase
NTLM SSP (Bkntoyas

OnucaHue

LWndpoBaHMS 1 (Unn) ceaHcoBow B6e3onacHoCTH
NTLMv2. 3T 3Ha4YeHns1 3aBUCAT OT 3HAYEHUS
napameTpa 6e3onacHOCT «YpPOBEHb NPOBEPKM
nognuHHoctn LAN Manager». [JocTynHbl cnegyrowme
BapuaHTbl. TpeboBaTb ceaHCcoBY 6e30NacHOCTb
NTLMv2. Ecnun uenocTHOCTb COOBLLIEHNIN HE
corrnacoBaHa, NnogknoyeHne He ByaeT yCTaHOBMNEHO.
Tpebosatb 128-6uTHOE WndpoBaHme. Ecnn cTonkoe
(128-paspsgHoe) WwndpoBaHne He cornacoBaHo,
NoaKnYeHne He OyaeT yCTaHOBMEHO.

3HaueHue

Enabled Require
128-bit
encryption:
Enabled
(TpeboBaTtb
CeaHCoBYI0
BesonacHoCTb
NTLMv2:
BkntoyeH
TpeboBaTb 128-

6esonacHein RPC).) ouTHOE
LUNppOBaHME:
BkntoyeH)
3aBeplueHue paboTbl
(anrmn. — Shutdown)
v OnucaHue NonNuTuK
Monutuka OnucaHue 3Ha4yeHue

Shutdown: Allow
system to be shut
down without
having to log on
(BaBepLueHne
paboThbl:
paspeLuTb
3aBepLUeHne
paboTbl CUCTEMBI
6e3 BbINONHEHUS
BX0OJa B CUCTEMY.)

JT0T NnapameTp 6e30nacHOCTM onpeaenser, MOXHO Ni

3aBepLNTb paboTy KOMMbIOTEPA, HE BbIMNOMHAS BXO B

cuctemy Windows. Ecnu ata nonutuka BkntoYeHa, KOmaHay

«3aBepLueHne paboTbi» MOXHO BblIOpaTb Ha aKpaHe Bxoaa B

Windows. Ecnu ata nonuTtuka oTKNo4YeHa, KomaHaa

«3aBepLueHne paboTbl» He OTODpaxxaeTcsa Ha aKpaHe Bxoda

B Windows. B atom cny4ae, 4tobbl 3aBepunTb paboTty

CUCTEeMbl, Nonb3oBaTersnto Tpe6yeTc;| yCrneLwHO BbIMOJIHUTb
BXO4 B CUCTEMY U OH OOJKEeH MMETb NpaBo Ha 3aBeplueHne

pa6OTbI CUCTEMBbI.

Disabled
(OTKnNOYEH)



Monutuka OnucaHue 3HauyeHue

OT0T NapameTp GesonacHoCTn onpeaenseT, OyaeTt nu
BbINOMHATLCS O4MCTKa dhbalna nogkayvkm BUPTYyarbHOW
namsaT Npuy 3aBepLUeHnn paboTtbl cuctemsbl. MNogaepxka
BMPTyanbHOW NaMsiTU UCMONb3yeT hain NoaKadku CUCTEMbI
ANS BbIrPY3KM CTPaHUL, NaMsiTU Ha AWCK, Korga OHU He
ncnonb3aytoTcs. Bo Bpemsi paboTbl cucteMbl haiin noakadku

Shutdown: Clear OTKPbIT OnepaLmMoOHHON CUCTEMON B MOHOMOSTIbHOM PEXUME U

virtual memory Xopowo 3awmieH. OgHako ecnv cuctema HacTpoeHa Tak,

pagefile YTO AOMYyCKAET 3arpy3Ky APYrMx onepaLmoHHbIX CUCTEM,

(3aBepLueHve TpebyeTcsa ybeanTbca, 4TO Npu 3aBepLueHun paboTsl Enabled
paboTbl: o4McTKa CUCTEMbI BbIMNOMHSETCSA O4nCTKa ee harna nogkavku. IT1o (BkntoueH)
danna nogkaykm rapaHTUpYyeT, YTO YA3BMMblE CBEAEHUS U3 NaMSTU

BMPTYyanbHON NpoLEeCcCcoB, KOTOpble MOTMM NONacTb B doainn nogkayku, He

namsaTn) CTaHyT AOCTYMHbI MNOSb30BATENAM, MNOMYYNBLLMM MPSMON

HeCaHKLMOHNPOBaHHbIM OOCTYN K aToMy hanny. Ecnu aTa
NONUTUKa BKITKOYEHA, NPU KOPPEKTHOM 3aBepLueHnmn paboThl
CUCTEMbI BbIMNOMHAETCA O4MCTKa dhanna nogkadkm CUCTEMBI.
Ecnn aToT napameTp 6€30nacHOCTU BKIOYEH, TaKKe
BbINONHAETCS 06HYyNeHne danna pexunma rubepHaumnm

(hiberfil.sys), korga aTOT pPeXMUM OTKITHOYEH.

MapameTpbl cucTembl

(aHrn. — System Settings)

v OnucaHue NonuTuK




Monutuka

System settings:
Optional subsystems
(MapameTpbl cUCTEMBI:
Heobsi3aTenbHbIe
NoACUCTEMbI)

System settings: Use
Certificate Rules on
Windows Executables
for Software Restriction
Policies (MapameTpbl
CUCTEMBI:
ncnonb3oBaTtb npasuna
cepTudmkaToB ons
NCrorHsaeMbIX pannos
Windows ans nonuTtuk
OrpaHNYeHHOoro
NCNonb30BaHUS

nporpamm)

OnucaHue

OTOT NnapameTp 6Ge30nacHOCTU ONpeaenseT, Kakue
AOMONHUTENbHbIE NOACUCTEMbBI MOTYT ObITb 3anyLEeHbI
ANs noaaep»Xku npunoxeHun. C noMoLLbio 3TOro
napameTpa MOXHO ykasaTb BCE NOACUCTEMbI, KOTOPbIE
HeobXoaMMbIl ANS NOAAEPXKKN MPUITOXKEHUI B

COOTBETCTBUUN C Tpe6OBaHI/19|MVI cpeabl.

OT0T NapameTp 6e3onacHOCTM onpeaenser,
BbINOSIHAETCA N1 06paboTka umpoBbIX cepTUdUKaTOB,
Korga nonb3oBartesb U NpoLecc NbiTaeTcs 3anyCcTutb
nporpaMmmy ¢ paclumpeHmem nmeHn anna EXE. OH
NO3BOSMSAET BKOYMTb UMW OTKITOYUTL NpaBunia
cepTnumKaTtoB — TUN NPaBUIT NOSIUTUK OrPaHUYEHHOrO
ncnonb3oBaHust nporpamm. C NOMOLLIbIO TaKMX NOSUTUK
Bbl MOXeTe co3gaTb NpaBuro cepTudmrkaToB, KOTOpoe
paspeLlaeT unun 3anpeLlaet 3anyck NporpaMmmbl,
nognucaHHou ¢ nomoLubio Authenticode, B
3aBMCUMMOCTU OT TOro, Kakon LMpoBON cepTudmKaT en
COOTBETCTBYET. YTOOLI NPUMEHNTL NpaBuna
ceptucmkaToB, TpebyeTcs BKIIOUYNTb AaHHbIN NapamMeTp
©es3onacHocTu. Ecnn npaBuna ceptndukaToB
BKIOYEHbI, MOSIMTUKN OFPaHUYEHHOIO UCNONb30BaHNSA
nporpaMm NPoBEPSIOT CNNCOK OT3blBa CEPTUGDUKATOB
(CRL), ytobbl y6eantbcs, 4To ceptndmKkaT n NOANUCH
nporpamMmmbl ENCTBUTENbHbI. OTO MOXET NPUBECTU K
CHWXEHMIO NPON3BOAMTENBHOCTY NMpK 3anycke
NoAnuCaHHbIX NporpamMmMm. Bbl MOXeTe OTKMYUTb 3Ty
dyHKLMIO. B OKHE CBOMCTB 4OBEPEHHOIO U3gaTesns
CHUMUTE BbIGOP € NyHKTOB «W/3partenb» n «OTmeTka
BpemMeHu». [lononHuTeNbHbIE CBEAEHUS CM. B pasaene

«3apaHue napamMeTpoB OOBEPEHHOIo n3gartenar».

3HaueHue

He

onpeneneHo

Enabled
(BkntoyeH)

KoHTponb y4YeTHbIX 3anucemn



(anrmn. — User Account Control)

v OnucaHue NonNuUTKK

Monutuka OnucaHue 3HayeHue

OTOT NapameTp NOnUTUKK onpeaensieT
User Account Control:
_ XapaKTepUCTUKN pexmnma ogodpeHns
Admin Approval Mode

for the Built-in

Administrator account

aAMUHUCTPATOPOM N9 BCTPOEHHOW YY4ETHOWN 3anunucu
agMunHucTpatopa. BoaMmoxHble 3HavyeHna BknoveHo.

[1ns BCTPOEHHOW y4eTHOW 3anucu agMuHucTpaTopa
(KoHTporb y4eTHbIX

. NCNONb3YeTCsa PEXNM 0000BpPEeHNA aaMUHUCTPATOPOM. Enabled
3anuncen: pexnm
Mo ymonuaHuto nobas onepaums, TpedyroLas (BkntoveH)
opobpeHus .
NOBbILLIEHMSA NPUBUMENAA, NpeanaraeT NonNb30BaTesnto
agMVHUCTPaTOPOM

5 noaTeepaAnTb onepaumto. OTKMYeHo (no
AN BCTPOEHHOM
. yMon4aHuto). BcTpoeHHasi ydeTHas 3anuch
y4eTHOW 3anuncu
agMVHUCTpaTopa BbINOSHAET BCE NPUMOXEHNUS C

agMuHucTparopa)

NOMHbLIMY NPUBUNENMAMN agMUHUCTpaTopa.
User Account Control: OTOT napameTp NONUTUKN onpeaensieT, MoryT fnn Disabled
Allow UlAccess UlAccess-npunoxeHnus (UIA-nporpammel) (OTKNtOYEH)

applications to prompt aBTOMaTU4eCKM OTKIoYaTh 6e3onacHbii paboymni

for elevation without CTON 4115 3arnpoCoB Ha NOBbILLEHWE, UCNOMNb3YyEeMbIX
using the secure 00bIYHbIM Nonb3oBartenem. BkrntoyeHo. UIA-
desktop (KoHTpornb nporpamMmmsl, B TOM Yucre yaaneHHbI NOMOLLHUK
YYETHbIX 3anucen: Windows, aBTomMaTn4eckn oTkno4aroT 6e3onacHbIn
paspewwatb UlAccess- pabo4ynin CTon Ansa 3anpocoB Ha MOBbLILIEHNE NpPaB.
NPUNOXeHNAM Ecnn He oTkntoveH napameTp NonuTUKN «KOHTpornb
3anpaluvBsaTtb YyYeTHbIX 3anucen: nepeknoyeHne kK 6esonacHomy
NnoBbILLEHME NpaB, He paboyemMy cTOny nNpu BbINOMHEHWM 3anpoca Ha
NCNonb3ys NOBbILLIEHME NPaBy», NpUrnalleHme NoSBUTCS Ha
6e3onacHbIn pabo4uni WHTEpPaKTUBHOM paboyem cTore nonb3oBartens, a He
cTon.) Ha 6e3onacHom pabo4vem ctone. OTkNOYEHO (MO

ymon4yaHuto). besonacHbin paboynii CTon MoXeT BbITb
OTKMIOYEH TOMbKO MoNb3oBaTeneM MHTEPaKTUBHOIO
paboyero cTona unu NyTem OTKIOYEHUsI napamMeTpa

nonnTukn « KoHTponb YYETHbIX 3anucemn:




Monutuka

User Account Control:
Behavior of the
elevation prompt for
administrators in
Admin Approval Mode
(KOHTpOnb y4eTHbIX
3anncen: noBegeHne
3anpoca Ha
NnoBbILLEHWE NpaB ans
aAMWUHUCTPATOpPOB B
pexnme ogobpeHuns
aZlMUHUCTPATOPOM)

OnucaHue

nepeknoyeHne k 6esonacHomy pabovemy cTony npu
BbIMOSIHEHUM 3anpoca Ha NOBLILLIEHWNE NPaBy.

OTOT napameTp NONUTUKM onpeaensieT noBegeHne
3anpoca Ha MNOoBbILWEHME NPUBUNETNA AN
aAMUHMCTPATOPOB. Bo3MOXHbIE 3Ha4YeHUA
[MoBbiWweHne 6e3 3anpoca. No3sonser
NPUBUNENMPOBAHHBbIM YYETHBIM 3aMUCAM BbINOMHUTD
onepauuto, TpebytoLLyto NOBLILLEHWS NpUBMUNeErni, 6e3
NOATBEPXKAEHUSA COrnacus UM BBOA4A YYETHbIX
AaHHbIX. [puMeyaHune. STOT BapuaHT OOSMKEH
MCNONb30BaTbCS TOMbKO B CpeAax ¢ MakCumarbHbIMU
orpaHmyeHuaMn. 3anpoc y4eTHbIX JaHHbIX Ha
B6esonacHom paboyem ctone. [Ans nodon onepauyuu,
TpebytoLwen NoBbILLEHWS NPUBUIErMiA, Ha 6esonacHom
paboyem cTone BbIBOAUTCS NpUrnalleHne BBECTU UMS
1 Naporb NPMBUIIErMPOBAHHOIO Nonb3oBaTens. Ecnu
BBOAATCS NPMBUIENMPOBaHHbIE YYETHbIE AaHHbIE,
onepauus NpoaoINKaeTCa NPOLOIMKEHA C
MaKkCMManbHbIMWU OOCTYMNHbIMU MPUBUAENAMU
nonb3oBaTens. 3anpoc cornacusa Ha 6esonacHomM
paboyem ctone. [ina nobon onepaunu, TpedytoLlen
NOBbILLEHMSA NPUBUIEriA, Ha 6esonacHom paboyem
CTore BbIBOOAMTCSA NpurnalleHne BbiopaThb:
«Paspewmntb» unu «3anpetntb». Ecnn nonb3oBaTtenb
BblOMpaeT «PaspelumnTby, onepaums NPoaoKaeTcsl C
MaKCMMarbHbIMW SOCTYMNHBIMWU NPUBUIIETNAMMU
nonb3oBaTens. 3anpoc y4YeTHbIX AaHHbIX. [ns nobo
onepauun, TpebytoLer NOBbILLEHNS MPUBUETNNA,
BbIBOOMTCS NpuUrfialleHne BBECTU NMS NOSb3oBaTess
M Naporib YY4ETHOW 3anncu agMuHucTpaTopa. Ecnu
BBOOSATCH AONYCTUMbIE YYETHbIE JAaHHbIE, Onepaumst
NPOAOIMKAETCA C COOTBETCTBYHOLUMM NPUBUNETNSMNA.
3anpoc cornacus. [insa nobon onepaunn, TpedyroLLen
MOBbILLEHMS NPUBUIETNIA, NONb30BATESNO
npeanaraetcs Bblbpath: «PaspelwmnTtby unm

3HaueHue

Prompt for
consent for
non-Windows
binaries
(8anpoc
cornacuvs ans
NCMOJSTHSAEMBbIX
dannos,
OTIIUYHBIX OT
Windows)



Monutuka

User Account Control:
Behavior of the
elevation prompt for
standard users
(KOHTpOnb y4eTHbIX
3anucen: nosegeHne
3anpoca Ha
NnoBbILLEeHWe Npae ang
OObIYHbIX
nonb3oBaTenemn)

OnucaHue

«3anpetntby. Ecnn nonb3osaTternb Bbibnpaet
«Paspewntby», onepauns npogomkaeTcs ¢
MaKCMMarbHbIMU SOCTYMNHBIMW NPUBUIIETNAMU
nonb3oBaTens. 3anpoc cornacus Ansi CTOPOHHUX
ABOVYHbIX (hannos (He Windows) (no ymonyaHuio).
Korga onepauus ons npunoXxeHns CTOPOHHErO (He
MawnkpocodT) nponssoautensa Tpebyet NoBbILLEHUS
npuBunernn, Ha 6esonacHom paboyem crone
BbIBOAUTCSA npurnawleHve Bblbpatb: «Paspewmntby
nnun «3anpetntby. Ecnn nonb3oBartens BoiGMpaeT
«Paspewntby», onepaumsi NpogomKaeTcs C
MaKCUMarnbHbIMU SOCTYMNHBIMW MPUBUITIEMMAMU

nonb3oBaTtens.

OTOT napameTp NONUTUKN onpenensieT noBeaeHme
3anpoca Ha NoBblWeHWEe NpUBUNErniA Anst 06bIYHbIX
nonb3oBatenen. BoaMmoxHble 3Ha4YeHnsa 3anpoc
y4YeTHbIX AaHHbIX (N0 ymonyaHuio). Koraa onepauus
TpebyeT NoBbILLEHNS NPUBUNETNIA, BbIBOAUTCS
npurnaweHne BBECTU UMS NOMb30oBaTeNs 1 Naposb
YYETHOW 3annucu Nonb3oBaTensi ¢ NPUBMIErnaMu
agMuHucTparopa. Ecnm nonb3oBartens BBOAUT
AENCTBUTENbHbIE YYETHbIE AaHHble, onepaums

npoaoJNKaeTcd C COOTBETCTBYHOLLUMMU NPUBUTIETUAMMN.

ABTOMAaTM4YECKOE OTKIIOHEHNE 3anpoCoB Ha
noBblleHne npusunernii. Korga onepauns tpebyet
MOBbILLEHWS NPUBUIIErMiA, oToOpaxkaeTcsa cooblueHne
00 owmnbke oTkasa B goctyne. OpraHusaumum,
HaCTOsbHbIE KOMMbBKTEPbLI KOTOPbLIX MCMOMb3YHTCA
00blYHbIMM NONb30BaTENSAMWU, MOTYT BblOpaTh 3TOT
napameTp NONUTUKM ANSA YMEHbLUEHUS Yymcna
obpaLleHnin B cnyxby noaaepxku. 3anpoc y4eTHbIX
AaHHbIX Ha ©6e3onacHom paboyem cTtone. Korga
onepaunsa TpebyeT NOBbILWEHWS NPUBUNETN, Ha
6e3onacHoM paboyem cTorne BbiIBOAUTCA
npurnaweHne BBECTU UMS U NApOnb APYroro

3HaueHue

Prompt for
credentials on
the secure
desktop
(3anpoc
YYETHbIX
AaHHbIX Ha
6e3onacHom
paboyem
ctone)



Monutuka

User Account Control:
Only elevate UlAccess
applications that are
installed in secure
locations (KoHTporb
YYEeTHbIX 3anucemn:
noBbILATbL NpaBa Ans
UlAccess-
NPUITOXEHNI, TONBKO
npw ycTaHoBKe B

Be3onacHbIX MecTax)

User Account Control:
Run all administrators
in Admin Approval
Mode (KoHTposb
y4YeTHbIX 3anucen: Bce
agMUHUCTpATOpbI

paboTaloT B pexunme

OnucaHue

nonb3oBaTens. Ecnu nonb3oBaTtens BBOAUT
Aonyctnvble y4eTHble JaHHble, ornepauna

npoaoJNKaeTCd C COOTBETCTBYHOLLUMMU NPUBUTIETUAMMN.

KOHTpOnb y4eTHbIX 3anucen: NoBbiwaTh NpaBa TONbKO
ans UIAccess-npunoXxeHnn, yCTaHOBIEHHbIX B
©e30nacHOM MEeCTOMONOXEHUN DTOT NapameTp
NONUTUKN YyNPaBnsieT TEM, AOIMKHbI NN NPUMOXKEHUS,
3anpalunBatoLlne BbINOfIHEHNE Ha YPOBHE
uenoctHocTn UlAccess, HaxoguTbcs B 6e3onacHom
nanke gpannosoun cuctemMmbl. besonacHbiMu cunTaroTcA
TOnbKO cnegyrowme nanku: ...\Program Files),
BKNtovasi BrioxxeHHble nanku ...\Windows\system32\
...\Program Files (x86)\, Bknto4asi BIOXXeHHbIE Narnku
ansa 64-paspsgHeix Bepcun Windows NprumevaHue.
Windows npuvHyauTenbHO NpoBoanT 06sa3aTeribHyo
npoeepky noganucen PKI gns noboro nHTepakTMBHOIO
NPUNOXEHNS, 3anpaLLMBalOLLEro BbIMOMHEHNE Ha
ypoBHe uenoctHocTn UlAccess, BHE 3aBUCMMOCTM OT
COCTOSIHMS JaHHOro napameTtpa 6e30nacHoOCTM.
Bo3aMoOXHble 3Ha4YeHus. BknoyeHo (No ymMon4yaHuio).
MpunoxeHne ByaeT 3anyckaTbCsi C ypOBHEM
uenoctHocTn UlAccess Tonbko B TOM criydae, ecrnv
OHO HaxoauTcs B 6esonacHou nanke dannoBom
cuctembl. OTkNoYeHo. MNMpunoxeHne byoet
3anyckatbca ¢ ypoBHeM LenocTtHocTn UlAccess,
AaXke ecnu OHO He HaxoauTcs B 6esonacHom narke
¢annoBon CUCTEMBI.

OTOT NnapameTp NonUTUKM onpegenset
XapaKTePUCTUKN BCEX MOSTUTUK KOHTPOSIS YYETHbIX
3anucen ons komnoetotepa. [pu nsmeHeHumn sToro
napameTpa nonuTukn TpebyeTtcs nepesarpysntb
KomnbloTep. Bo3amoxHble 3Ha4yeHusa BkntoyeHo (no
ymMonyaHuto). Pexxum ogobpeHus agMmMHUCTpaTopoMm

BKIMOYEH. YTOObI pa3peLumTb BCTPOEHHON YYETHOM

3HaueHue

Enabled

(BkntoyeH)

Enabled

(BkntoveH)



Monutuka

onobpenus
agMUHUCTPATOPOM)

User Account Control:
Switch to the secure
desktop when
prompting for elevation
(KOHTpOnb y4eTHbIX
3anucen:
nepeknyeHne K
BesonacHomy
paboyemy cTony npu
BbIMOMHEHMN 3anpoca

Ha MoBbILLEHWE NpaB)

User Account Control:
Virtualize file and
registry write failures
to per-user locations
(KoHTporb y4eTHbIX
3anucen: npu cbosax

3anucu B thann unu

OnucaHue

3anncu agMMHUCTpaTopa 1 BCEM OCTallbHbIM
nonb3oBaTensMm, ABMSIOWUMCS Y4acTHUKaMM rpynnbl
«AgMUHUCTpaTopbl», paboTaTtb B pexmnme ogobpeHus
aAMWHUCTPATOPOM, 3Ta NONUTUKA AOMKHA BbITb
BKIIOYEHA, a BCe CBA3aHHbIE NOMUTUKM YrpaBneHns
YYETHbIMU 3anNUCsMU TakKe OOSMKHbI ObITb
YyCTaHOBIEHbl COOTBETCTBYOLLMM 0Bpa3oM.
OTkrntodeHo. Pexxum ogobpeHus agMmMHUCTPaTopoMm U
BCEe COOTBETCTBYIOLLME NapameTpbl NOMNTUKM
KOHTPOMSA yYeTHbIX 3anucen byayT OTKMOYEHDI.
MpumevaHne. Ecnn aToT NapameTp NONUTUKK
OTKIIOYEH, LeHTp obecneyeHnss 6esonacHoCTu
Bbl4acT yBefoOMIeHNe, 4To obuias 6esonacHoCTb
onepaunoHHOM CUCTEMbI CHU3UNACh.

OTOT NnapameTp NonuUTUKK onpegenseT, byayT nu
3anpockbl Ha MoBbILLEHNE NpaB BbIBOAUTLCH Ha
NHTEPaKTUBHbIN pabo4unii CTON NoNb3oBaTens Unm Ha
Be3onacHbI pabouni cTon. Bo3aMOXHbIE 3HAYEHUA.
BkntoyeHo (no ymonyaHuto). Bce 3anpochkl Ha

MOBbILLEHME NPaB BbIBOAATCA Ha 6e3onacHbIN
Enabled

pabouni cTon He3aBUCKMMO OT NAapaMETPOB MOSNUTHKN
(BkritoyeH)

noBeAeHNsa NpurnalleHnsa ans agMMHUCTPaTopoB U
06bI4HbIX Nonb3oBatenen. OTKNKYEHO: BCe 3anpochl
Ha NOBbILLEHME NpaB BbIBOAATCHA HA MHTEPAKTUBHbIN
pabouunn cton nonb3oBatens. Mcnonb3ytoTcs

napamMeTpbl NONUTUKN NOBEAEHNSA NpUrNaLLeHns ans

AOMUWHUNCTPAaTOpPOB U 0ObIYHbIX NONb30BaTENEN.

Enabled

(BkntrodeH)

OTOT NapameTp NONUTUKN ynpaBnseT
nepeHanpasneHnemM cboesB 3anucu NPpUNOXeHUn B
onpeaerneHHble pacrnofnoXeHns B peecTtpe n
dannoBon cucteme. STOT NapameTp NONNTUKK
NO3BOJISET YMEHbLUUTL ONACHOCTb MPUNOXEHUN,
KOTOpPbI€ BbINOMHAITCA OT UMEHU agMUHUCTpaTopa u

BO BpeMA BbINOJTHEHNA 3aNMUCbIBAOT AaHHbIE B Narky

3HaueHue



NonuTtuka OnucaHue 3HayeHue
peecTtp %ProgramFiles%, %Windir%; %Windir%\system32
BUpTYyanusauus B nnn HKLM\Software... Bo3aMoXHble 3Ha4eHus.
pasmMeLleHne BkntoyeHo (no ymonuyaHuto). Céoum 3anucu
nonb3oBaTens) NPUNOXEHN NepeHanpaBnsaTCa BO BpeMS
BbINOSIHEHWS B ONpeAerieHHble Norb3oBaTenem
pacrnoroxeHnsa B oannoBon CUCTEME U peecTpe.
OTkntodeHOo. BbinonHeHe NpunoxeHun,
3anucbiBaloWmnX AaHHble B 6e3onacHble
pacnonoXeHusi, 3aKkaH4YMBaeTCs OLLINOKON.
Mpouwne
(anrn. — Other)
v OnucaHue NonuTuK
Monutuka OnucaHue 3Ha4yeHue

Accounts: Block
Microsoft accounts
(YyeTHble 3anucu:
BGnoknposaTtb
yYeTHbIEe 3anmcu

Mawnkpocodr)

OTOT NapameTp NOIMTUKN He NO3BOMSET NoSb3oBaTeNsmM
no6aBnATb HOBbIE YYeTHble 3anncu MankpocodT Ha
AaHHOM KoMmnbloTepe. Ecnn BbibpaTb BapmnaHT
«lMonb3oBaTtenu He MoryT Ao6aBnATb y4ETHbIE 3anucK
MawnkpocodT», nofib3oBaTeniM He CMOryT co3faBaTb
HOBble y4eTHble 3anmucn MankpocodT Ha 3ToM
KomnbloTepe, NpeobpasoBbiBaTh JIOKasNbHbIE YHYETHbIE
3anucu B ydeTHble 3anucn MankpocodrT, a Takke
NnoAKnyaTb y4eTHble 3annucu JoOMeHa K Y4eTHbIM
3anncam Mankpocot. 3TOT BapmaHT NpeanovTUTENEH,
ecnu TpebyeTcsa orpaHMyYnTb YUCIO UCMOMNb3yeMbIX
y4eTHbIX 3anucen MankpocodT B opraHusaumn. Ecnu
BblOpaTh BapuaHT «[lonb3oBartenu He MoryT 4ob6aBnATb
y4eTHble 3anucy MankpocodT 1 ncnonb3oBaTb UX ANs
BX04a», CyLLeCTBYIOLLME NONb30BaTENN yY4ETHbIX 3anncen
MawnkpocodT He cmoryT BonTu B cuctemy Windows.

Users can't add
Microsoft
accounts
(Monb3oBaTtenu
He MoryT
nobaBnaTb
y4YeTHble
3anucu

MankpocodrT)



Monutuka

Audit: Force audit
policy subcategory
settings (Windows
Vista or later) to
override audit
policy category
settings (AyguT:
NPUHYAUTENBHO
nepeonpegenset
napameTpbl
KaTeropum
NONUTUKM ayanTa
napameTpamm
nogKaTeropumm
NONUTUKM ayanTa
(OC Windows
Vista nnu 6onee

nosgHue Bepcun).)

Domain member:
Disable machine
account password
changes (YneH
AOMeHa:
OTKITOUUTD
N3MeHeHne
napornsi y4eTHbIX
3anucen

KoMmnbloTepa)

OnucaHue

BbiGop aToro napameTtpa MoXeT caenaTb BXOf4 B CUCTEMY
1 ynpaBneHue et HegoCTYMNHbIM ANS CYLLECTBYIOLLENO
aAMVHMCTpaTopa Ha aHHOM KomnbioTepe. Ecnu aTa
NONMUTUKa OTKIKYEHA UMW HE HAcTpoeHa
(pekomeHayeTcst), Monb3oBaTeNy CMOryT UCNOMb30BaTh

y4yeTHble 3anucu MawnkpocodT B Windows.

OC Windows Vista n 6onee nosgHue sepcun Windows
NO3BONAKT TOYHEE YyNpaBnsaTb NOMUTUKON ayguTa npu
NOMOLLM NoAKaTeropun NONUTUKN ayamTa. YCTaHoBKa
NOMUTUKN ayauTa Ha ypoBHE KaTeropun nepeonpenenut
HOBYIO (DYHKLMIO NONUTUKM ayauTa nogkareropmn. Ytobbl
obecneynTb ynpasrneHne nonnTuKon aygmra npyv NnoMoLLm
nogkareropuin 6e3 HeobxoaAMMOCTN N3MEHEHNS
rpynnoson nonutuku, B Windows Vista n 6onee nosgHmnx
BEPCUSIX NPefyCMOTPEHO HOBOE 3Ha4YeHne peecTpa
(SCENoApplyLegacyAuditPolicy), 3anpeLyatoiee
NPUMEHEHVE NONUTUKN ayanTa YPOBHA KaTteropmum m3
rpynnoBOW NOMUTUKN U U3 CpeacTBa agMUHUCTPUPOBAHMS
«JlokanbHasa nonutnka 6esonacHocTuy. Ecnu
yCTaHOBMEHHas 34eCb NoNUTUKa ayanta ypoBHS
KaTeropum He cornacyercsa ¢ hopmMupyemMbiMm
COBbITMAMM, TO NPUYMHA MOXET BbITb B TOM, YTO

yCTaHOBIEH 3TOT pasaen peecTpa.

OnpepgenseT, Npon3BoaNTCSA NN Nepuoanyeckoe
N3MeHeHne Naposis y4eTHOM 3anncu KoMnbroTepa YneHa
AomeHa. [Npu BKAYEHMM 3TOr0 NapameTpa YneH JoOMeHa
He MblTaeTcs UI3MEHUTb NapOsib YYETHON 3anncu
KomnbloTepa. Ecnu aToT napameTp OTKMYeEH, YneH
AOMeHa MbITaeTca U3MEHUTL Naporib Y4ETHOM 3anucu
KOMMblOTEpPA COrflacHoO 3Ha4YeHnto napametpa «4neH
AOMeHa: MakCcMMaribHbIN CPOK AENCTBUSA Naposis y4eTHON
3anucu KomnbroTepay, UMerLLEro No yMonyaHuo

3HaveHune «kaxable 30 gHenx». 1o ymonyaHuio:

3HauyeHue

Enabled

(BkntoyeH)

Disabled

(OTKNIOYEH)



Monutuka

Domain member:
Maximum machine
account password
age (YneH
AOMeHa:
MaKkcuMarbHbIN
CPOK OenNCTBUS
napons y4eTHbIX
3anucen

KOMMbloTepa)

Domain member:
Require strong
(Windows 2000 or
later) session key
(Ynen gomeHa:
TpeboBaTb
CTOVIKUI
CeaHCOBbIN KIHoY
(Windows 2000

NN BbILLE))

OnucaHue

OrtknitoveHo. MNpumeyvaHna He cnegyet BknoyaTb 3TOT
napameTp 6esonacHocTu. [aponu y4yeTHbIX 3anucen
NCNonb3yTCA ANSA yCTaHOBMEHUA 6e30nacHbIX KaHanoB
CBA3M MeXAy YrieHamMu AOMEeHa U KOHTpornepamm
AOMeHa, a TakKe Mexay CaMMMM KOHTposiepamMmu BHyTpuU
AomeHa. Nocne yctaHoBNeHus cBA3n 6Ge3onacHbI kKaHan
ncnonb3yeTcs Ansa nepegadv KoHpuaeHumanbHbIX
AaHHbIX, HEOOXOANMbIX OS5 BbINOMIHEHUS NPOBEPKMU
NoASIMHHOCTU U aBTOpM3aunn. STOT NapameTp He
cnegyeT ucnonb3oBaTh ANS Nog4EPXKM cLueHapueB
ABOWHOWM 3arpy3Kn, NCNOSb3YHOLLNX OOHY U TY Xe YYETHYHO
3anucb kKoMmnbtoTepa. [ns 4BOWHOM 3arpysku ABYyX
YCTaHOBOK, 06beaMHEHHbIX B OAHOM AOMEHE, NMPUCBONTE
3TUM YCTaHOBKaM pa3sHble MMEeHa KOMMbIOTEPOB.

JT0T NapameTp 6e30MacHOCTM onpeaenserT, Kak 4acTo
yreH gomeHa ByaeT NbiTaTbCA U3MEHUTL NapPonb YYETHON

3arncum KomMnbroTepa.

OT0T NnapameTp 6e3onacHoOCTM onpeaenseT, TpebyeTcs
Ny Ans 3awmdpoBaHHbIX JaHHbIX 6e3onacHoro kaHana
128-paspagHbin koM. [Npu npucoeanHeHnn KoMnbroTepa
K IOMEHY CO34aeTcs y4eTHasi 3anMcb KOMMbloTepa.
MNMocne aToro npw 3anycke cuctembl ANsi CO34aHUs
6Ge3onacHOro kaHana ¢ KOHTponIepom JOMeHa
MCrnonb3yeTcs Naposib YY4ETHOW 3anncu KOMMnboTepa.
OTOT Ge3onacHbIN KaHan UCnonb3yeTcs ANsi COBEPLUEHWS
TaKMx onepaumm, Kak CKBO3Hasi NpoBepka NoAIMHHOCTU

NTLM, nonck umenn nnun UL 6esonacHoctn LSAnT. a. B

3HauyeHue

30 gHen

Enabled

(BkntoyeH)



Monutuka OnucaHue 3HauyeHue

3asucumocTtn ot Bepcun Windows, ncrnonb3dyemon Ha
KOHTponsnepe AoOMeHa, C KOTOPbIM OCYLLIECTBNSETCA
CoeNHeHne, a TaKkKe OT 3Ha4YeHUn NapameTpoB: YneH
AoMmeHa: Bcerga Tpebyetcs umdposBasi nognuchb nnm
LndppoBaHme gaHHbIX 6e3onacHoro kaHana Ynex
AOMeHa: WndpoBaTh AaHHble 6e30nacHoro kaHana,
Korga aTo BO3MOXHO byayT 3awwmdpoBaHbl Bce nnu
HEeKOTopble AaHHble, NepedaBaemMble No 6e3onacHoMy
KaHany. QTOT napaMeTp NOMUTUKM ONpPeaenseT,
TpebyeTca nun Ansa 3awmdpoBaHHbIX AaHHbIX
6esonacHoro kaHana 128-pa3psaHbiv kY. Ecnv atoT
napameTp BKItOYeH, 6be3onacHoe coeanHeHue dyaet
YCTaHOBIEHO TOSMbKO B TOM Crlydae, ecriv BO3MOXHO 128-
paspsagHoe wudpoBaHune. Ecnun aToT napameTp
OTKJTHOMEH, CTOMKOCTb KIlo4a COorflacyeTcs ¢

KOHTpOJJ1epoM AOMEHA.

Interactive logon: OT0T NnapameTp onpegensiet, OyayT nu Takme User display
Display user AONONHUTENbHbIE CBEAEHUS, KaK aapec 3NeKTPOHHOM name only
information when NoYThbl UM AOMEH/MMS NoNb3oBaTens, oTobpaxaTbCs (Tonbko nms
the session is BMeCTe C MMEHeM MNoNb30BaTeNs Ha aKkpaHe BXoaa B nonb3oBaTens)
locked cuctemy. Y knneHtos, ucnonsayowwmx Windows 10

(MHTepakTMBHbIV Bepcunt 1511 n 1507 (RTM), atoT napameTp paboTaeT Tak

BXO[ B CUCTEMY: Xe, Kak n B npeablaywmx sepcuax Windows. Beungy

oTobpaxaTtb AobaBneHns HOBOro napameTpa KOHMAeHUManbsHOCTU B

CcBeaeHus o Windows 10 Bepcun 1607 3TOT napameTp NPUMEHSIETCA K

nonb3osarerne, TakuMm KnneHTam uHade. NameneHmnsa B Windows 10

€CIim ceaHc Bepcun 1607 HaumHaa ¢ sBepcum 1607 B Windows 10

3a6noKNpOBaH.) nmeetca HoBas (PyHKLMOHANbHAA BO3MOXHOCTb,

BGnarogaps KOTOPON MOXHO MO YMOSYaHUIO CKPbIBaTb
Takne cBefleHns nornb3oBaTens, Kak agpec areKTPOHHON
NoYTbl, U UIBMEHSATb CTaHAAPTHbIE HACTPOWKMK, YTOObLI 3TK
cBefeHns otobpaxanucb. HacTpoutb gaHHyo
PYHKLMOHANBbHYIO BO3MOXHOCTb MOXHO C NMOMOLLbIO
HOBOrO NapameTpa KOH(pMAEeHUNansHOCTU B pasaene
«MapameTpbl» > «Y4yeTHble 3anucu» > «lapameTpsbl



Monutuka

OnucaHue

Bxoga». 1o ymonyaHuo napameTp
KOH(PMAEHUMAaNbHOCTUN BbIKMOYEH, @ AOMNOMHUTENbHbIE
cBefeHus nornb3oBarterns CKpbIThbl. [JaHHbI napameTp
rPynnoBON NOMUTUKN ONpPeaensieT 3Ty xe
PYHKLMOHANbHYIO BO3MOXHOCTb. [laHHOMY napameTpy
MOXHO NpucBavBaTh CrneayrLine 3HadyeHns: BoiBognmoe
UMS Nonb3oBaTens, MUMeHa AOMeHa W1 Nornb3oBaTens: B
Crny4ae OCyLLEeCTBMNEHMS NTOKaNbHOro Bxoga
oTobpaxaeTcs NofnHoe nvd nornb3oBatens. Ecnn
nonb3oBaTenb BXOAUT Yepes YHETHYIO 3annchb
MankpocodT, oTobpakaeTcs agpec aNEKTPOHHON NOYThI
nonb3oBatens. B cnyyae Bxoda B JOMeH oTobpaxaeTcs
AOMeH/ums_nonb3oBaTtensd. ToNbKo MMS Nonb3oBaTens:
oTobpaxkaeTcs NofnHoe UM norb3oBaTens,
3abnoknpoBasLLEero ceaHc. He otobpaxaTb cBefeHus o
nonb3oBaTene: HUKakne nMeHa He oTobpakaroTcs,
oaHako Bo Bcex Bepcusax Windows ctapwe Windows 10
Ha 3KpaHe CMeHbI Nonb3oBarens OyayT oTobpakaTbes
nosiHble MMeHa nonbs3oBaTtenen. HauymHasa ¢ Bepcum 1607
Windows 10, ata doyHKUMA He nogaepxusaeTtcs. Ecnu
BblOpaHO JaHHOe 3Ha4YeHune, Ha akpaHe Byaet
oTobpaxaTrbCs NofHOoe MMS Monb3oBaTens,
3abnoknpoBasLLero ceaHc. [laHHoe uameHeHune
obecneymBaeT COOTBETCTBME 3TOr0 NapameTpa HOBOMY
napameTpy KoHuaeHunanbHoCTU. YTobbl Ha akpaHe He
oToBpaxanocb HNKAKoON MHOpMaLUK O nonb3oBarene,
BKIMOMUTE NapaMeTp rpynmnoBon NOANTUKM
«MHTEepakTnBHbLIN BXoA»: He oTobpaaTb AaHHble
nonb3oBaTens, NocCneaHM BXOAUBLUUM B CUCTEMY.
MycTo: cTaHaapTHoe 3HadveHue. O3HavaeTt «He
onpeaeneHo», ogHaKo Ha akpaHe byaeT otobpaxaTbcH
NMOMHOE MM NONb30BaTeNs TOYHO TaK Xe, Kak 1 npu
Bbl6ope 3HavyeHust « TONbKO MMS NOMb30BaTenNs».
Wcnpaenenune ona Windows 10 Bepcum 1607 B cny4yae
ncrnons3doBaHna Windows 10 Bepcumn 1607 gaHHble

nosib3oBartesnd He 6y,qu OTO6pa>KaTbCFI Ha 3KpaHe BXoAda

3HauyeHue



Monutuka

OnucaHue

B CUCTEMY, Aaxe ecrnu BblIbpaHo 3HaveHne «BbiBognmoe
UMs1 NONb30BaTerns, MMeHa JOMEHa U Nosb3oBaTensay,
MOCKOJSTbKY OTKITHOMEH napamMeTp KOHPUAEHUNANTbHOCTH.
Ecnu BkNoYMTb 3TOT NapameTp, AaHHble MOSIBATCA Ha
3KpaHe. 'pynnoBoe n3MeHeHne HacTpoeK napameTpa
KOH(pnaeHUMansHOCTU HEBO3MOXHO. BmecTo aToro
MOXHO npumeHnTb KB4013429 k knueHtam ¢ Windows
10 Bepcun 1607, 4TobbI CMCTEMA AeNcTBOBanNa
aHanorn4yHo npegblaywmm sepcuam Windows.
B3anmogencremne ¢ komaHaom «3anpetunTb
nonb3oBaTento oTobpaxaTb AaHHbIE YYETHOM 3anncu Ha
akpaHe Bxoga» Bo Bcex Bepcusax Windows 10 no
YMOM4YaHUo oTobpaxaeTcs TOMNbKO UMS NOnb3oBaTens.
Ecnn 3agaHo 3HaveHne «3anpeTuTb NoNb3oBaTento
oTobpaxaTb JaHHbIE YYETHOW 3anucy Ha 3KpaHe Bxoday,
Ha aKpaHe Bxoda byaet oTobpaxkaTbCH TOSMbKO
BbIBOAMMOE UMS MOrb30oBaTens He3aBUCUMO OT HAaCTPOEK
rpynnoson nonutuku. lNons3osaTtenun He cMoryT
BbIBOAMTb Ha 9KpaH CBOW cBeaeHus. Ecnu 3HaveHne
«3anpeTuTb Nonb3oBaTento OTobpaXkaTb AaHHbIE YYETHON
3anncm Ha aKpaHe Bxoda» He 3a4aHo, MOXHO 3adaTh A4
napameTpa «IHTepakTUBHbIN BXO B CUCTEMY:
oTobpaxaTb CBeeHUs O Nonb3oBaTene, ecriv ceaHe
3abrnokmpoBaH» 3Ha4YeHne «BbiBoagumoe nus
nonb3oBaTens, MMeHa AOMeHa 1 Nonb3oBaTens », YToobl
Ha 9KpaHe BXxo4a B CMCTEMY OToOpaxanucb Takue
AOMONHUTENbHbIE CBEAEHMUS NONb30BaTenNs, Kak
AomMeH\Mms nonb3oBaTtens. B aTom crnyyae Ha KITMEHTCKMX
komnbtoTepax ¢ Windows 10 Bepcum 1607 Tpebyetca
npumeHnTb KB4013429. lNonb3oBaTtenu He cMoryT
CKPbITb JOMNOSTHUTESNbHbIE CBeAeHUs. PekomeHaauum
BO3MOXHOCTV NPUMEHEHUST 3TOW MOMNTUKU 3aBUCAT OT
BaLLMX TpeboBaHnn 6e30MacHOCTN B OTHOLLEHUM
oTobpaxkaeMblX YYETHbIX AaHHbIX AN Bxoga. Ecnu Bbl
paboTaeTe C KOMMNbOTEPAMU, HA KOTOPbIX XPaHUTCSA

KOHpmaeHUManbHas nHopmaumsi, a8 MOHUTOPbI

3HauyeHue



Monutuka

Interactive logon:
Machine account
lockout threshold
(MHTepakTMBHbIN
BXO[ B CUCTEMY:
NMOPOroBO€e YUCro
HeyaaqHbIX
MOMbITOK BX0OAa)

Microsoft network
server: Amount of
idle time required
before suspending
session (CepBep
cetn Microsoft:

Bpems

OnucaHue 3HauyeHue

HaxXO4ATCA B HE3ALULEHHbIX MecTax, NMbo ecnu K
BaLLMM KOMMbIOTEPAM C KOH(pMaEHLUManbHOM
NHopMaLmMen MeeTcs yaarneHHbl 4oCTyn, TO
oTobpakeHne NOMHbIX UMEH BOLLeALINX B CUCTEMY
nonb3oBaTenen UM MMeH y4eTHOW 3anucm JoMeHa
MOXET NMPOTUBOPEYUTL Ballen obLuer nonuTunke
6esonacHocTu. C yyeToM Ballen NoAnTUKM 6e3onacHoCTu
MOXeET ObITb LienecoobpasHbiM yCTaHOBMNEHMNE 3HAYEHUS
«VMIHTepaKTnBHbIA BXO4 B CUCTEMY: HE oTODOpaxaTb
yYeTHble JaHHble NoCcnegHero nonb3oBaTensy.

JTOT napameTp 6e3onacHOCTN onpeaernser KorM4ecTBO
HeyAa4HbIX NOMbITOK BXOA4A B CUCTEMY, NOCIe KOTOPOro
KoMmnbloTep nepesarpyxaetcd. KomnboTepbl, Ha KOTOPbIX
ansa sawmutel TomoB OC BknoyeHa yHKUms Bitlocker,
OyayT 3abnokupoBaHsbl. [1ns cHATUSA 6IOKMPOBKM
TpebyeTca ykasaTb B KOHCOMM KIT04 BOCCTAHOBIIEHUS. _ )
5 invalid logon
Y6eautecs, Y4TO BKMOYEHBI COOTBETCTBYHOLLME NOMUTUKN

attempts (5 go
BOCCTaHOBMEHNs goctyna. Konnyectso HeyaayHbIX

BnoknpoBkm
NOMbITOK AOCTYyNa MOXeT BbITb 3a4aHo YMcnom oT 1 o .
y4YeTHoM
999. Ecnu ycTaHOBUTb 3TO 3Ha4yeHue paBHbiM 0,
3anuncu
KOMMblOTEp HMKoraa He ByaeT 6noknpoBaTbcs. 3HaYEHNS
KOMMbloTepa)
oT 1 oo 3 6yayT nHTepnpeTnpoBaHbl kKak 4. HeyaayHble
nonbITKM BBOAA Naposien Ha paboymx CTaHUMsX Unu
PSAOBLIX cepBepax, 3abnoKMpOBaHHbIX C MOMOLLbIO
knasuw CTRL+ALT+DEL mnnm ¢ nomMoLbto 3alMLLEHHbIX
napornem 3acTaBoK, CHUTAKTCA HEeyAaYHbIMU NOMbITKaMK
BXOJa B CUCTEMY.
Q10T NnapameTtp 6e3onacHoCTU onpegenser 15 MUHYT

NPOLOIMKUTENBHOCTL OTpe3ka BpemeHn SMB-ceaHca o
ero NPUOCTaHOBKU MO NPUYNHE HEAKTUBHOCTM.
AOMUHUCTpaTOPbl MOTYT UCMNOMNb30BaTh 3TOT NapameTp
ANS ynpaBreHns BpEMEHEM NPUOCTAHOBKN HEAKTUBHOIO
SMB-ceaHca komnbtoTepoM. Ecnn knueHTckas

aKTUBHOCTb BO30OHOBMNAETCH, CeaHC aBTOMaTU4YeCKu



Monutuka

Oes3nencTema 0o
NMPMOCTaHOBKM

ceaHca)

Microsoft network
server: Attempt
S4U2Self to obtain
claim information
(CeteBom cepBep
(MawnkpocodT):
nonbiTka S4U2Self
nonyyYnTb
nHdopmauumio 0o
yTBEpPXOeHUN)

OnucaHue 3HaueHue

yCTaHaBnMBaeTCcs 3aHOBO. [1ns1 3TOro napametpa
3Ha4yeHune «0» o3Ha4YaeT OTCoeaNHEHNE ceaHca cpaay,
KaK TONbKO 3TO NPEACTaBUTCS BO3MOXHbIM.
MakcumanbsHoe 3HadeHue - 99999, yto coctaensiet 208
AHEeN; B 0EACTBUTENbHOCTM TaKOe 3HAYeHMe OTKITo4aeT
3TOT NnapameTp. Mo ymonyaHuio: napameTp He
OnpeaeneH; 3To 03Ha4YaeT, YTO CUcCTemMa paccmaTpuBaeT
napamMeTp Kak UMetoLLnin 3Ha4yeHne «15» ans cepBepoB u
HeonpegeneHHoe 3HadeHne gnsa paboymx cTaHUmN.

OT0T NnapameTp 6e3onacHOCTM NpeaHasHayYeH angd Disabled
noaaepXkn KNMEHTOB C CUCTEMaMMU, BbINyLEHHbIMU 40 (OTKNHOYEHO)
Windows 8, koTopble NbITaloTCA NoMy4YnUTb JOCTYN K
obuemy dannoBomy pecypcy, Tpebytolemy 3asaBKy
nonb3oBatens. OH onpegenseTt, Byaet N nokanbHbIN
dhannoBbIn cepBep MNbITaTbCA UCMONb30BaTh (PYHKLMIO
Kerberos Service-For-User-To-Self (S4U2Self) ans
nony4yeHus 3asBoK cybbekTa KnmeHTa cetn n3 JomeHa
YYETHOM 3anucu KnueHTa. OToT napameTp TpebyeTcs
BKINIOYATb TOMbKO B TOM Crydae, ecrnv (pannosbin cepep
ncnonb3yeT 3asiBKM Nonb3oBaTenen Ans ynpasneHns
AOCTYrNnoM K dpannam u ecnm oH ByaeT nogaepueatb
CyObeKTbl KNMMEHTOB, YYETHbIE 3arMnUCK KOTOPbIX
Haxo4saTCH B JIOMEHE C KITMEHTCKMMWN KOMMbIOTEPAMM U
KOHTpoOnsiepamMmun JOMeHa nog ynpasreHnem
onepaLmoHHON cucTeMsbl, BbinyweHHon o Windows 8.
[na aToro napameTpa HY>XHO 3aaTb 3Ha4YeHune
«ABTOMATUYECKNY» (MCNOSb3YETCS NO YMOMYaHMIO), YTOObI
drannoBbI cepBeEP MOr aBTOMaTUYECKN onpeaensThb,
TpebyeTca nu Ansa nonb3oBartend 3asiBka. [ns atoro
napamMeTpa HY>XHO SIBHO 3afaBaTb 3Ha4YeHue
«BkroyeHo» TONbLKO B TOM cryyae, ecrnmn ecTb NoSIUTUKK
AocTyna K nokanbHbIM hannam, BKkoYaroLme 3asBku
nonb3oBaTenen Ha JocTyn. Ecnu aToT napameTtp
6Ge3onacHOCTM BKItodeH, dhannosbii cepsep Windows
Oyoet aHanM3npoBaTb Mapkep AocTyna cybbekTa



Monutuka

Microsoft network
server: Disconnect
clients when logon
hours expire
(CepBep ceTu
Microsoft:
OTKIHo4aTb
KITMEHTOB NO
NcTEe4YEeHNN
paspeLUeHHbIX
YyacoB Bxo4a)

Microsoft network
server: Server
SPN target name
validation level
(CeteBown cepBep
(MawkpocodT):
YPOBEHb MPOBEPKMU
CEepBEPOM UMEHMN

yyYacTHUKa-

OnucaHue

CETEBOrO KNNEHTa, NPOoLUEeALLEero NpoBEPKY NOANMHHOCTH,
n onpenensaTb, MPUCYTCTBYET NN MHPOPMaLINA O 3asiBKe.
Ecnu 3aaBok HeT, hannosbivi cepep byaet
ncnonb3oBatb pyHkUmo Kerberos S4U2Self ansa ceasm ¢
KoHTponnepom gomeHa Windows Server 2012 B gomeHe
YYETHOW 3anucu KnveHTa n nonyvyeHms Mapkepa gocryna,
noaaepXxmBatoLLero 3asBkn, ons cybbekTta KnmeHTa.
Mapkep, nogaepXuBaroLLnin 3as8BKU Ha JOCTYN, MOXET
notpeboBatbCs ANsa 4OCTyna K pannam 1 nankam, K
KOTOPbIM NPUMEHEHA NONMUTUKA YNpaBreHnst 4OCTYNOM
Ha OCHOBe 3asBOK. Ecnv aTOT napameTp OTKNIOYEH,
dannosbin cepsep Windows He ByaeT nbiTatbca
nony4nTb Mapkep JOCTyNa Ha OCHOBE 3asiBOK ANs
cyObeKTa KnmneHTa.

OT0T NapameTp 6esonacHoCTV onpeaensdeT, OyayT nv
OTKMOYaTbCA NOSIb30BaTeNN, NOAKITHOYEHHbIE K
nokanbHOMY KOMMbIOTEPY, MO UCTEYEHUN Pa3pPELLUEHHOro
BpeMeHU BXo4a, 3aaHHOro Angd ux y4eTHoun 3anucu.
OTOT NapameTp BAUAET Ha KOMMNOHEHT npoTokona SMB.
Ecnn aTOT NnapameTp BKMOYEH, MO UCTEYEHUM
pas3peLLeHHOro BpeEMEHU BXo4a KIimneHTa CeaHcCbl KIMeHTa
co cnyx6on SMB npuvHyauTensHo paspbiBatoTcs. Ecniv
3TOT NapameTp OTKITHOYEH, N0 UCTEYEHNN Pa3pPELLEHHOIO
BPEMEHM BXOAA KNNEHTa ero ceaHC COXpaHAETCA.

OTOT NapameTp NOANTUKN YNpaBrsieT ypOBHEM MPOBEPKM,
BbINOSIHAEMOW KOMMbIOTEPOM C OOLLMMM Nankamu nnm
npuHTEPamMmn (CepBEPOM) Hag UMEHEM CyObeKTa-CInyX0bl,
npegocTaBs ieMbIM KITMEHTCKAM KOMMbIOTEPOM Mpu
yCTaHOBMEHUN NOCNegHUM ceaHca C NOMOLLbIO
npotokona SMB. NpoTtokon SMB npegoctaBnaeT OCHOBY
AJ19 COBMECTHOro AocTyna K dpannam v npuHtepam, a
TaKke Ans Opyrnx ceTeBbiX onepaunin, Hanpumep ans

yaaneHHoro agMmuHuctpupoaHusa Windows. NMpoTtokon

3HauyeHue

Enabled

(BkntoyeH)

Off (OTkn.)



Monutuka

CnyX6bl KOHEYHOTO
obbekTa)

Recovery console:
Allow automatic
administrative
logon (KoHconb
BOCCTaHOBIIEHMS:
paspeLmnTb
aBTOMaTU4YECKUM
BXO[,
afMUHUCTpaTopa)

OnucaHue

SMB nopaepxunsaeTt NpoBepKy MMeHU CcybbekTa-crnyxobl
SMB-cepBepa B 60nbLLOM BONYHOM 0ObEKTE,
npegoctasnsemom SMB-knneHTom, ans
npegoTBpaLleHuns knacca atak npotns SMB-cepBepoB,
Ha3blBaeMbIX atakaMu ¢ nepexsatamun. ATOT NapameTp
BnunsaeT Ha SMB1 1 SMB2. 3T1oT napamertp 6e3onacHocTu
onpenensieT ypoBeHb NpoBepKM, BbinonHsemon SMB-
CepBepPOM Hag UMeHeM CyObeKTa-Ccryxobl,
npegoctasnsemMbiM SMB-KNMeHTOM Npu yCTaHOBEHUN
nocnegHum ceaHca ¢ SMB-cepepom. [NapameTpbl:
OTkn. - umsa cybbekTa-cnyx6bl SMB-knueHTa He
TpebyeTcs (He npoBepseTca) SMB-cepsepom.
MpuHMUMaTL, ecnyn NpeaocTaBneHo KnmeHTom - SMB-
cepBep NPUHMMAET U NpoBepsaeT UMs cybbekTa-cnyxobsl,
npegoctasnsiemoe SMB-KNMeHTOM, U paspeLlaeT ceaHc,
€Cny OHO COBMagaeT Co CMUCKOM MMEH CyOBbEeKTOB-CIyX6
SMB-cepBepa. Ecnn nms HE coBnagaer, To ceaHc ans
SMB-knueHTta oTknoHsaeTcsa. TpeboBaTb OT KNMEHTA -
SMB-knneHT JOJTKEH otnpasuTtb umMs cybbekTa-
cny>0bl NPY HACTPOWKE ceaHca, a ykazaHHOe UMS
OOJTKHO coenagate ¢ SMB-cepBepoM, Ha KOTOPbIN
OTNpaBrieH 3anpoc Ha noaknwyeHne. Ecnv nms
cybbekTa-cnyxbbl He YKa3zaHO KITMEHTOM UNN OHO He

coBMagaeT, ceaHC OTKITOHAETCA.

OTOT NnapameTp 6e30MacHOCTN ONpeaernseT, HYXKHO nn
yKasblBaTb Maposib YY4ETHOW 3anncn « ADMUHUCTPATOP»
ANs nonyveHus Aoctyna k cucteme. Ecnu atoT napametp
BKJ1HOYEH, KOHCOSb BOCCTAHOBMEHUSI HE TpebyeT BBOAA
napons, No3Bosssi BbINOMHATL BXOA B CUCTEMY

aBTOMaTUYECKN.

3HauyeHue

Disabled
(OTkntOYEH)



Monutuka

Recovery console:

Allow floppy copy
and access to all
drives and all
folders (KoHconb
BOCCTaHOBIEHUS:
paspeLwmnTb
KonvpoBaHve
ANCKET 1 JOCTyn
KO BCEM guckam u

narkam.)

OnucaHue 3HauyeHue

Mpwn BKMAOYEHMM ITOrO NapameTpa 6e3onacHoOCTU
CTaHOBMUTCA AOCTYNHON KoMaHaa SET KoHconm
BOCCTaHOBIIEHMS, KOTOpas NO3BOSAET 3a4aTtb
cnegyoLime nepemMeHHble cpeabl KOHCOMu
BoccTaHoBrneHus. AllowWildCards: no3sonsiet

NCcnonb3oBaTb NOACTAHOBOYHbIE 3HAKM OS151 HEKOTOPbIX _
Disabled

KomaHz (Hanpumep, onga komangbel DEL). AllowAllPaths:
(OTKNtOYEH)

paspeLuaeT 4ocTyn K nodbiM hannam n nankam
komnbtoTepa. AllowRemovableMedia: nossongaer
KonnpoBaTtb ansibl HA CbEeMHbIE HOCUTENW, Hanpumep
Ha guckeTbl. NoCopyPrompt: oTMeHs€eT Bbigady
npegynpexageHns npu nepesanncu CyLLecTBYOLLNX
drannos.

XypHan cobobiTum

MyTb: KoHdurypaums komnbsiotepa — NMonutukm — KoHdpurypaumsa Windows — lNMapameTtphbl

6e3onacHocTu — XXypHan coobITun

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Event Log)
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MonuTtuka

Maximum
application log size
(MakcumanbHbIn
pasmep XypHana

NPUITOXEHNIN)

OnucaHue

OTOT napameTtp 6e3onacHOCTU onpeaenser
MaKCMMarnbHbIN pasmep XypHarna cobbiTun
npunoxeHunn (He 6onee 4 I'b). Ha npakTuke
ncnonb3yetcsa 6onee HM3koe orpaHnveHne (MPUMeEpPHO,
300 MB). NpumevaHua Pasmepbl hannos xXypHana
OOIMKHbI ObITb KpaTHbl 64 KB. Ecnu BBeAeHO 3Ha4YeHne
He kpaTHoe 64 Kb, cpeactBo npocmoTpa cobbIThin
yCTaHOBUT pa3smep harnna xxypHana, kpaTHbin 64 Kb.
OTOT napameTp OTCYTCTBYET B OOBbEKTE NOKarbHON
NoNUTUKKN KomnbloTepa. Pasmep darna n cnocob
nepesanucu cobbiTui B XXypHarne Tpebyetcs
yKa3sblBaTb B COOTBETCTBUU C Bu3Hec-TpeboBaHMAMM 1
TpeboBaHMsMK 6e30nacHOCTH, onpeaerieHHbIMU Npu
pa3paboTke nnaHa 6e3onacHOCTN NPeAnpUATUS.
MoXHO peanu3oBaTtb 3TW NapameTpbl XypHarna
cobbITMI Ha YPOBHE canTa, AOMEeHa Nnu

3HaueHue

100032 Kb



Monutuka

Maximum security
log size
(MakcumanbHbIn
pasmep XypHana
6esonacHocTK)

Maximum system
log size
(MakcumanbHbIn
pasmep
CUCTEMHOIo

XypHana)

Prevent local
guests group from
accessing
application log
(Banpetntb goctyn
nokaribHoOW rpynnobl
rocTem K XXypHany

NPUNOXEHNN)

Prevent local
guests group from
accessing security
log (3anpeTtutb
AOCTYN FIoKanbHON
rpynmnbl rocTen K
XypHany

BGesonacHoCTH)

Prevent local

guests group from

OnucaHue

nogpasaeneHnsl, YTobbl UCMonb30BaTh NPEUMYLLECTBA
napaMeTpOB rpynnoBoOi NOMUTUKN.

OT10T napametp 6e3onacHoCTU onpeaenser
MaKCMMarnbHbIN pasmep XXypHarna cobbiTun
6esonacHocTn (He 6onee 4 I'b). Ha npakTuke
ncnonb3yetca bonee HM3Koe orpaHn4eHne (MpPUMepHoO,
300 MB).

OT0T NapameTp GesonacHoOCTM onpeaenser
MaKCMMarnbHbIN pa3mep XypHarna cobbiTUI CUCTEMBI
(He 6onee 4 I'b). Ha npakTuke ncnonb3dyetcsa donee
HU3Koe orpaHuyeHune (npumepHo, 300 MB).

3T0T NapameTp 6e30nacHOCTU onpeaensieT, 3anpeLleH
NN FOCTAAM AOCTYN K XXypHarny cobbITUiA NPUMOXEHWUN.
MpyMevaHnst ATOT NapameTp OTCYTCTBYET B 0ObEKTE

nokarnbHOW NOMUTUKN KOMMblOTEPA.

OTOT napameTp 6e30nacHOCTW onpeaenseT, 3anpeLleH
NN TOCTAIM AOCTYN K XXypHarny cobbiTuii 6e3onacHocTu.
MpumeyaHnss OTOT NnapameTp OTCYTCTBYET B OObEKTE

nokanbHOW NOMUTUKK KOMMNbIOTEP

OTOT napameTp 6e3o0nacHOCTM onpeaensieT, 3anpeLleH

NN TOCTSIM AOCTYN K XKypHany coobITUA CUCTEMBI.

3HauyeHue

100032 Kb

100032 Kb

Enabled

(BkntoyeH)

Enabled

(BkntoyeH)

Enabled

(BkntoyeH)



Monutuka

accessing system
log (3anpeTtutb
AOCTYnN NOKanbHOW
rpynnbl rocTen K
XypHany cucTembl)

Retention method
for application log
(MeTon
COXpaHeHus
cobbITun B
XypHane
NPUITOXEHNIN)

OnucaHue

MpumeyaHnst OTOT NapamMeTp OTCYTCTBYET B OObEKTE
rnokarbHOW NONMUTKKN KOMMboTEPA.

OTOT NnapameTp 6e3onacHoOCTM onpeaenseT cnocod
nepesanncu XxypHarna npunoxeHuin. Ecnu
apXxMBMpOBaHMWeE XXypHana NpunoXeHum He
BbIMNOSHAETCS, BKIOYMTE B ANANIOrOBOM OKHE
«CBoncTBa» aTon nonuTukKn onumto «OnpegennTb aToT
napamMeTp NosiMTUKNY», a 3aTeM BblbepuTe 3Ha4YeHne
«MepenuceiBatb COOLITUSA NpU HeobBxoanMocTM». Ecnn
apXxmBMpoOBaHuWe XXypHana BbIMOIHAETCS Yyepes
3a[laHHble MPOMEXYTKN BPEMEHM, BKIIOUMTE B
AnanoroBomM okHe « CBoMCTBa» 3TOW MOSANTUKA OMNLNIO
«OnpenennTb 3TOT NapamMeTp NOMUTUKNY, a 3aTeM
BblbepuTe 3HayYeHne «3aTtnpatb cTapble cobbITUSA NO
OHAM» U YKaXKUTE HY>KHOE YMCO AHEN C NOMOLLbHO
napametpa «CoxpaHeHne cobbITui B XXypHane
NpUnoXxeHnny. Yéeantecb B TOM, YTO MakCUMarbHbIN
pasmep XypHarna npunoXeHnn JOCTaTOMHO BENUK,
4YTOObI OH HEe ObIfT AOCTUTHYT B TEYEHNE ITOrO
npomMexyTka BpeMeHn. Ecnn Tpebyetcsa coxpaHaTb B
XypHane Bce coObITUSA, BKITOYUTE B UANIOFOBOM OKHE
«CBonctBa» aton nonuTukm onuuto «Onpenenntb 3TOT
napameTp NoONUTUKM», a 3aTeM BblbepuTe 3Ha4YeHne
«He nepenuncbiBaTb COBLITUA (OYNCTUTL XKYpHAan
BPY4HY0)». Mpn BbIGOpE 3TOr0 BapmaHTta XypHan
TpebyeTca ounaTtb Bpy4Hyto. B aTom cniyyae nocne
OOCTMXKEHNA MakCUMarnbHOro pasMmepa XxypHana
HOBble COObITMS OTKIOHSATCA. MpmeyvaHme. IToT
napamMeTp OTCYTCTBYET B OObeKTe SIoKarnbHOM

NOJNMMTUKN KOMMbIOTEPA.

3HauyeHue

As needed
(3aTupatb
cTapble coObITKSA
no
HeobxoamMmocTn)



Monutuka

Retention method
for security log
(MeTog
COXpaHeHus
cobbiTun B
XypHane

GesonacHocTn)

Retention method
for system log
(MeTog
COXpaHeHve
cobbiTun B
CUCTEMHOM

XypHane)

OnucaHue

OT0T NnapameTp GesonacHoOCTM onpeaensieT cnocob
nepesanucu xxypHana 6esonacHocTu. MpumevaHus.
OTOT NnapameTp OTCYTCTBYET B 0OBbEKTE NOKarbHON
MONMUTUKM KOMMbloTepa. YToObl MONyYnTb OOCTYN K
XypHany 6e3onacHocTu, Nonb3oBaTenb OOMKEH
obnagatb npaBoM «YnpaBneHue ayauToM 1 XKypHarnom

©e3onacHoOCTUY.

OT0T NapameTp GesonacHOCTM onpeaensietT cnocob
nepesanuncu xypHana cuctemsl. lNpumedarHune. 3ToT
napamMeTp OTCYTCTBYET B 0ObeKkTe SiokanbHOM

MOJINTUKNA KOMMbHOTEPA.

3HauyeHue

As needed
(8atupatb
cTapble cobbITUS
no
HeobXxoaMMoCTK)

As needed
(3aTupatb
cTapble cobbITUSA
no
HeobxoamMmocTn)

CuncrtemHble CnyXObil

MyTb: KoHdurypaums komnbiotepa — MNMonutukm — KoHdurypauma Windows — lNMapameTtphbl
6e3onacHocTU — CUCTEMHbIE CRYXObl

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — System Services)



1=} Group Policy M:
File Action View Help

e« HE X2 HE

5[ Indeed PAM RDS Server [DC.INDEED-ID.LOCAL] Policy s
4 il Computer Configuration
4 | Policies
B[] Software Settings
a [ Windows Settings
[ | Mame Resolution Policy
| Scripts (Startup/Shutdown)
A i-' Security Settings
[+ EI::I Account Policies
4 _:ﬂ Local Policies
b Audit Policy
b | UserRights Assignment
| Security Options
4 EventLog

o Restricted Groups
I ‘a4 Systermn Services
[- g hegistry
i~ g File System

v OnucaHue NonuTuk

Uma cnyx6bl (Pexxum 3anycka cnyxobl)

Routing and Remote Access (Startup Mode: Disabled)
MapwpyTusauus n yganeHHbsln goctyn (Pexum 3anycka:
3anpeLyeH)

Special Administration Console Helper (Startup Mode: Disabled)

Moaynb NogAepXKkn cneLlmanbHON KOHCONYM agMUHUCTPUPOBaHUS

(Pexxum 3anycka: 3anpeLleH)

SNMP Trap (Startup Mode: Disabled) Jlosywika SNMP (Pexwum
3anycka: 3anpeLleH)

Telephony (Startup Mode: Disabled) TenedoHus (Pexnm
3anycka: 3anpeLyeH)

Windows Error Reporting Service (Startup Mode: Disabled)
Cnyx6a permnctpaumm owmndok Windows (Pexxum 3anycka:

Pas3pelweHusn

He

onpeaeneHsbl

He
onpenerneHsbi

He
onpenerneHsbi

He

onpeaeneHsbl

He
onpegerneHsbl

Ayant

He

onpenenex

He
onpeneneH

He
onpeneneH

He

onpeaeneH

He
onpegeneH



Umsa cnyx6bl (Pexxnm 3anycka cnyxobl) PaspeweHusn Ayaunt

3anpeLueH)

WinHTTP Web Proxy Auto-Discovery Service (Startup Mode:

Disabled) Cny6a aBTomaTtnyeckoro obHapyxeHnsa Beb-npokcu

He He

_ onpeneneHbl onpeneneH
WIinHTTP (Pexum 3anycka: 3anpeLleH)

dannoBas cucrema

MyTb: KoHdurypaumsa komnbrotepa — MNMonutnkn — Kondurypauma Windows — lNMapameTpbl

6e3onacHocTun — PannoBasa cucrtema

(anrmn. — Computer Configuration — Policies — Windows Settings — Security Settings — File System)

= Pena KTOD YMNpaBAEeHWA TPYNnoebIMK MOAMTHUEZ MK

®ain  fJedcteme  Buwg Cnpaeka

e« HE X

_EJ' Monvwtika PAM GPO [PAM.INDEED-I1D.LOCAL] ra obbekTa “
4l Kondurypauua komnerTepa _'gLI,EHTpaJ'lmu:uEaHHan NoAWTHER 40CTyNa
4 [ MNoautue | %:5ystemRoot %6\ System 32\ config
B[] Kondwrypauma nporpamm
| Kondpurypaums Windows
B[] MoauTuka pazpelueHna nmen

|£] Cuenapun (zanyck/3aeeplueHme]
4 i"—'l Mapamerpel BezonacHoCTH

[ EE] MoAnTUEN YYETHBIX 3aNKMceR

b [lokaneHEE NOAMTHKK
] KypHan cobermwii
‘4 Tpynnel © orpaHMYeHHBIM A0CTYNOM
4 CucTemHble cnyxBel

o Peectp

[

4 (Qaiinoean cuctema
‘4 LleHTpanusoeaHHan NoANTHKE A0CTYNE
[+ _f__,.j MoawnTukn npoeogHoi cetr ([EEE B02.3)
B [ Bpanamaysp Windows B peskune NoBBILLEHHC

%SystemRoot%\System32\config

¥ OnucaHue HacTpoek



Configure this file or folder then: Propagate inheritable permissions to all subfolders and files
(HacTtpouTb paspelueHus onsa aToro carnna unu nanku, a 3atem: PacnpoctpaHuTb HacnegyemMble

paspeLlueHnsa Ha Bce nognanku n annb)

Permissions (Pa3pelweHus)

Applies To
Type (Tun) 3HayeHue Access (docTyn)
(MpumeHseTca K)

This folder, subfolders
ALL APPLICATION PACKAGES Read and i .
Allow and files (dns aton
(BCE MAKETHI Execute (UTteHne

(PaspewunTnb) .
NPUTOXEHNWN) W BbINOSTHEHNWE)

nanku, BITOXKEeHHbIX

nanok n cannos)

Subfolders and files only

Allow CREATOR OWNER Full Control
5 (Tonbko ANSA BIIOXEHHbIX

(PaspeluunTnb) (CO3OATEJIb-BITAOENEL) (MonHbIM gocTyn) 5

nanok n pannos)

This folder, subfolders
Allow NT AUTHORITY\SYSTEM Full Control and files (dns aTon
(PaspewnTnb) (CUCTEMA) (MonHeIn gocTyn) nanku, BIIOXXEHHbIX

nanok u annos)

This folder, subfolders
Allow BUILTIN\Administrators Full Control and files (dns aton
(PaspeluunTsb) (Builtin\AgmuHucTpaTopbl) (MonHbI gocTyn) nanku, BMOXeHHbIX

narnok u gannos)

Inheritance disabled (HacnepoBaHue oTkMOYEHO)

Auditing (AyauT)

Type Principal Applies To
Access (docTtyn)
(Twvn) (CybbekT) (MpumeHseTca K)
Fail Everyone Traverse Folder/Execute File, List folder / Read This folder,

(Otkas) (Bce) data, Read attributes, Read extended attributes subfolders and files



Type Principal Applies To
5 i Access (docTtyn) i

(Twvn) (Cy6bekT) (MpumeHseTca K)
(O630op nanok/BbinonHeHne dannos, (4nsa aTon nankw,
CopepxaHue nanku / YteHne gaHHbIx, YteHne BIIOXKEHHbIX Marok n
aTpunbyToB, YUTeHne JONONHUTENbHbIX dannos)
aTpubyToB)

Create files / Write data, Create folders / Append
data, Write attributes, Write extended attributes,

Delete subfolders and files, Delete, Change This folder,
permissions, Take ownership (Co3gaHue subfolders and files
All Everyone . .
(Bce) (Bce) dannos / 3anuck gaHHbIx, Co3gaHne nanok / (Onsa aTon nankw,
ce ce
[osanuce gaHHbIX, 3anuck atpmbyToB, 3anuch BNOXXEHHbIX Narnok n
AOMNONHUTENbHbIX aTpubyToB, YaaneHue dannos)

BMNOXEHHbIX Nanok n dannos, YaaneHne, CmeHa
paspeLeHnin, CmeHa BnagernbLa)

Inheritance enabled (HacnegoBaHue BKMAOYEHO)

%SystemRoot%\System32\config\RegBack

v OnucaHue HacTpoek

Configure this file or folder then: Propagate inheritable permissions to all subfolders and files
(HacTtpouTb paspelueHus a4na aToro panna nunu nanku, a 3atem: PacnpocTpaHuTb Hacnegyemble
paspeLleHnsa Ha Bce nognanku u dannbl)

Permissions (Pa3pelweHus)




Type (Tun)

Allow

(PaspewunTnb)

Allow
(PaspewunTnb)

Allow
(PaspewunTnb)

Allow
(Paspeluuntsb)

L Applies To
Principal (Cy6bekT) Access (docTtyn)
(MpumeHseTcA K)

This folder, subfolders
and files (dns aton

ALL APPLICATION PACKAGES Read and

(BCE MNAKETbI Execute (UteHne
. nanku, BMOXeHHbIX
MPUNTOXXEHWU) N BbIMOMHEHNE) .
nanok n gpannos)
Subfolders and files only
CREATOR OWNER Full Control
5 (Tonbko ANSA BOXEHHbIX
(COSLOATEJIb-BITAOENELL) (MonHeIM gocTyn) 5
nanok u ¢annos)
Subfolders and files only
NT AUTHORITY\SYSTEM Full Control
5 (Tonbko ANSA BNOXEHHbIX
(CUCTEMA) (MonHbI gocTyn) .
nanok v ¢annos)
o Subfolders and files only
BUILTIN\Administrators Full Control
- . (Tonbko ANSA BIIOXEHHbIX
(Builtin\AgmuHucTpaTopbl) (MonHbI gocTyn)

nanok n annos)

Inheritance disabled (HacnegosaHue oTKIOYEHO)

Auditing (AyauT)

Type Principal Applies To

Access (docTtyn)

(Twvn) (CybbekT) (MpumeHseTca K)

Traverse Folder/Execute File, List folder / Read
This folder,

data, Read attributes, Read extended attributes
subfolders and files

Fail Everyone (O63op nanok/BbinonHeHne gannos,

(Otkas) (Bce)

(dnsa aTomn nankw,
CogepxaHue nanku / YteHne gaHHbIX, YTeHne

BNOXXEHHbIX Narnok n
aTpubyToB, YTeHrne AONONHUTENbHbIX

dannos)
aTpnbyToB)
All Everyone Create files / Write data, Create folders / Append  This folder,
(Bce) (Bce) data, Write attributes, Write extended attributes, subfolders and files
Delete subfolders and files, Delete, Change (8nsa aTon nankw,

permissions, Take ownership (CosaaHue



Type Principal
(Twvn) (CybbexT)

Access (docTtyn)

dannos / 3anuck gaHHblx, Co3gaHne nanok /
[osanuck gaHHbIX, 3anuck atpnbyTos, 3anmch
AOMNONMHUTENbHbBIX aTpUbyTOB, YaaneHue
BMNOXEHHbIX Nanok n dannos, YaaneHune, CmeHa

paspeweHuin, CmeHa BnagensLa)

Inheritance enabled (HacnegoBaHue BKMOYEHO)

Applies To
(MpumeHseTcs K)

BIMOXEHHbIX NanokK n

drannos)

PeecTp

[MyTb: KoHdurypaumsa komnbiotepa — MNonutukm — KoHdpurypauma Windows — lNMapameTtphbl

6e3onacHocTn — PeecTp

(aHrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Registry)

File Action View Help

o« nE X

=] Indeed PAM RDS Server [DC.INDEED-ID.LOCAL] Policy
4 i Computer Configuration
4 || Policies
B[] Software Settings
4 [ Windows Settings
[ | Mame Resolution Policy
|=| Scripts (Startup/Shutdown)
4 T Security Settings
3 _:j::] Account Policies
3 53 Local Policies
[ ﬁ Event Log
t- g Restricted Groups

o, Systern Services
I |4 Registry |
8

I Zof Wired Metwork (IEEE 802.3) Policies

MACHINE\SOFTWARE

v OnucaHue HacTpoek



Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb 3TOT pasaen:

PacnpocTtpaHuTtb Hacnegyemble pa3pelleHna Ha BCe I'IO,D,pa3Ll,eJ'IbI)

Permissions (Pa3pelweHus)

Type (Tun)

Allow

(PaspewunTnb)

Allow

(PaspeluunTsb)

Allow

(PaspewnTnb)

Allow
(PaspewunTnb)

Allow
(PaspewunTnb)

Principal (CyobekT)

BUILTIN\Administrators
(Builtin\AgmuHucTpaTopbl)

CREATOR OWNER
(CO3IATENb-BNALENEL)

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Users
(Builtin\Nonb3oBatenu)

ALL APPLICATION PACKAGES
(BCE MAKETbI MPUNOXEHWNI)

Inheritance disabled (HacnegoBaHue oTKO4YEHO)

Auditing (AyauT)

Type
(Tun)

All (Bce)

Access
(RocTyn)

Full Control
(MonHbIN

AocTyn)

Full Control
(MonHbIn
AocTyn)

Full Control
(MonHbI
AocTyn)

Read
(YTteHne)

Read
(Ytenue)

Principal
Access (docTtyn)
(CybbekT)
Everyone Create Subkey, Create Link, Delete, Read
(Bce) permissions, Change permissions

Applies To

(MpumeHseTcs K)

This key and subkeys
(3TOT pasgen u ero

nogpasgensbl)

Subkeys only (Tonbko
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3T1OT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensbl)

Applies To
(MpumeHseTcs K)

This key and subkeys

(3TOT pasgen u ero



Type
(Tun)

Success
(Ycnex)

Principal
Access (docTtyn)
(CybbekT)
(Cospganve nogpasagena, CosgaHune cBA3m,
YnaneHue, YteHue paspeweHnin, CMeHa
paspeLueHnin)
Everyone
Set Value (3agaHue 3Ha4yeHns)
(Bce)

Inheritance enabled (HacnegoBaHue BKMOYEHO)

Applies To
(MpumeHseTcA K)

nogpasgensl)

This key and subkeys
(3T1OT pasgen u ero
nogpasgensl)

MACHINE\SYSTEM

v OnucaHue HacTpoek

Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb aTOT pasaen:

PacnpocTpaHuTb HacnegyeMble paspeLleHns Ha Bce nogpasaenbl)

Permissions (Pa3pelweHus)

Type (Tun)

Allow
(PaspewnTnb)

Allow
(PaspewunTnb)

Allow

(PaspewunTnb)

o Access
Principal (Cy6bekT)
(RocTyn)
Full Control
BUILTIN\Administrators .
o (MonHbI
(Builtin\AgmuHucTpaTopbl)
AocTyn)
Full Control
CREATOR OWNER 5
(MonHbIA
(CO3OATENb-BNAAENELL)
aoctyn)
Full Control
NT AUTHORITY\SYSTEM 5
(MonHbIN
(CUCTEMA)
AocTyn)

Applies To
(MprumeHseTca K)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Subkeys only (Tonbko
nogpasgensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasaensl)



Access Applies To

Type (Tun) Principal (CyobekT)
(AocTtyn) (MpumeHseTcs K)

This key and subkeys

Allow BUILTIN\Users Read
- (3TOT pasgen u ero

(PaspewunTnb) (Builtin\Nonb3oBatenu) (YteHne)

nogpasgensbl)

This key and subkeys
Allow ALL APPLICATION PACKAGES Read

. (3TOT pasgen u ero
(PaspeLwumThb) (BCE MAKETbBI MPUTTOXKEHNW) (Ytenue)
nogpasgensbl)

Inheritance disabled (HacnegosaHue oTKIOYEHO)

Auditing (AyaumT)

Type Principal Applies To
Access (docTtyn)
(Twn) (Cyo6bekT) (MpumeHseTca K)

Create Subkey, Create Link, Delete, Read

Everyone permissions, Change permissions This key and subkeys
All (Bce) (CospaHve nogpasgena, CosnaHune cBA3u, (3T1OT pasgen u ero
(Boe) YnaneHwue, YteHune paspelieHun, CmeHa nogpasgensl)
paspeLLeHnin)
This key and subkeys
Success Everyone

Set Value (3agaHve 3HavyeHus) (3TOT pasgen u ero
(Ycnex) (Bce)
nogpasgensbl)

Inheritance enabled (HacneposaHue BkMOYEHO)

MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg

v OnucaHue HaCTpoeK

Configure this key then: Propagate inheritable permissions to all subkeys (HactpouTb 3TOT pasgen:
PacnpocTpaHuTb Hacnegyemble pa3peLleHns Ha Bce nogpasaernbl)




Type (Tun)

Allow

(PaspewunTnb)

Allow
(PaspewunTnb)

Allow
(Paspewumntsb)

Allow
(PaspeLuuntsb)

Allow
(PaspewunTnb)

Auditing (Ayaur)

Permissions (Pa3pelweHus)

Principal (CyobekT)

BUILTIN\Administrators
(Builtin\AgmuHucTpaTopsbl)

CREATOR OWNER
(CO3IATENb-BNALENEL])

NT AUTHORITY\SYSTEM
(CUCTEMA)

BUILTIN\Users
(Builtin\Nonb3oBaTtenu)

ALL APPLICATION PACKAGES
(BCE MAKETbI MPUNOXEHWI)

Inheritance disabled (HacnegoBaHue oTKIOYEHO)

No auditing specified (He 3agaH)

Access

(RocTyn)

Full Control
(MonHbIA

AocTyn)

Full Control
(MonHbIN

AocTyn)

Full Control
(MonHbIn
AocTyn)

Read
(Ytenue)

Read
(YTteHne)

Applies To

(MpumeHsneTca K)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

Subkeys only (Toneko
nogpasgensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensbl)

This key and subkeys
(3TOT pasgen u ero
nogpasgensl)

This key and subkeys
(3TOT pasgen u ero

nogpasgensl)

KoHdurypauusa pacwumpeHHON NONNTUKN ayanTa

[MyTb: KoHdurypaumsa komnbiotepa — MNonutukm — KoHdurypaumsa Windows — lNMapameTtphbl

6e3onacHocTu — KoHdurypaumsa paclumpeHHON NOIMTUKM ayauTa



(anrn. — Computer Configuration — Policies — Windows Settings — Security Settings — Advanced Audit
Configuration)

File Action View Help
& 5| 7]
B[] Public Key Policies ~
B | Software Restriction Policies
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Bxopf y4yeTHOM 3anucu

(aHrn. — Account Logon)

v OnucaHue NonuTuK

MonuTtuka OnucaHue 3HauyeHue

70T napamMeTp NosIMTUKU Nno3BOSIAE€T BECTU ayauUT cobbITnn,

BO3HMKaAKOLLMX MPU NpoBEPKE YHETHbIX AaHHbIX A4 BXO4a

Audit Credential yyeTHow 3anuncu nonb3osarens. CobbITuA 3ToM noakaTeropum =
Validation (AyaMT  BO3HMKAIOT TOMbKO Ha KOMMbIOTEPAX, 3aCMyXMBaOLLIMX Fu::cess,
npoBepku A0Bepus AN 3TUX YYETHbIX AaHHbIX. [N y4ETHbIX AaHHbIX ;I Hre
Y4€THbIX [IOMeHa COOTBETCTBYIOLLMMU NMONHOMOYNAMIN obnagaet E)cnex,
AGHHbIX) KOHTpOMmnep AomeHa. [Ins NokanbHbIX yYeTHbIX 3annceil Tas)

COOTBETCTBYOLLMMWN MOSTHOMOYMSMY 0OnagaeT NnokanbHbI
KOMMbtoTEP.




Hee. IameHeHne Tuna rpynnbl pacnpocTtpaHeHus.

MonuTtuka OnucaHwue 3Ha4yeHune
Audit Other .
Apyrne cobbITns Bxoga y4eTHbIX 3anucer OTOT napameTp
Account Logon . Success,
MOMUTMKN NO3BONSET BECTU ayaUT COObITUN, BO3HUKAIOLLINX )
Events (Ayout . Failure
5 npv NOsTlyYeHUn OTBETOB Ha 3anpochbl O BXOAE YYETHOW 3anmcu
Apyrmx cobbiTum (Ycnex,
nonb3oBaTens B CUCTEMY, HE OTHOCHLLMECS K NPOBEpKe
BXOAa YYETHbIX Otkas)
5 y4YeTHbIX AaHHbIX U He aBnsowmecs bunetamu Kerberos.
3anucen)
YnpaBneHue y4eTHbIMU 3annUcAMmn
(aHrn. — Account Management)
v OnucaHue NonuTuK
NMonutuka OnucaHue 3Ha4yeHue
Audit Application OTOT napameTp NOMMTUKN NO3BOMSET BECTU ayAnUT COBbITUN, s
uccess,
Group Management BO3HUKAOLLMX NPY BbINOMHEHWUM CNeAYLWNX NU3MEHEHUN Eai
ailure
(AyouT ynpasneHus rpynn npunoxeHunn: CosgaHune, USMeHeHne unu yaaneHue v
cnex,
rpynnamm rpynnbl npunoxeHun. [JobasneHve unv yaaneHue yneHa B o )
TKa3
NPUITOXEHNI) rpynne nNpurioXeHun.
Audit Computer
Account OTOT napameTp NONMMTUKN NO3BONSET BECTU ayanuT cobbiTnii,  Success,
Management (Ayout BO3HMKAIOLLNX NPU U3MEHEHUN YYETHbLIX 3anucem Failure
yrnpasneHusi KOMMbIOTEPOB, HanNpumep, Npu Ux co3gaHnn, N3MeHeHun (Ycnex,
yYeTHbIMU 3anucsamm N yganexuu. OTkas)
KOMMbIOTEPOB)
Audit Distribution OTOT napameTp NONUTUKM NO3BONSIET BECTU ayanUT COObITUMN, Success,
Group Management BO3HMKAOLLNX NPU BbINOSIHEHUWN CNeayLWnX U3MEHEHUN Failure
(AyauT ynpasneHus rpynn pacnpoctpaHeHus: Co3gaHue, u3mMeHeHne nnm (Ycnex,
rpynnamu yAaneHue rpynnbl pacnpocTpaHeHus. [JobasneHune OTka3)
pacnpocTpaHeHus) y4YyacTHUMKa B rpynny pacnpoCTpaHEeHUs Unu yganeHue m3



Monutuka

Audit Other Account
Management Events
(Ayout opyrux
cobbITUN
ynpasneHus
YYETHBIMN

3anucsimm)

Audit Security Group
Management (Ayaut
yrnpasneHusi
rpynnamu
6esonacHocTK)

Audit User Account
Management (Ayaut

ynpaBneHud

OnucaHue

MpumeyaHne. CobbITUA 3TOM nogKaTeropun
PErNCTPUPYIOTCA TOSbKO Ha KOHTponepax JOMeHa.

OTOT NapameTp NONUTUKN NO3BOMSAET BECTM ayanT cobbiTui,
BO3HUKAIOLLMX MPY BbINOMHEHUN OPYIUX N3MEHEHUIA
YUYETHbIX 3anvcen nonb3oBaTens, He yka3aHHbIX B 3TON
kateropuu: OBpaLleHme K XaLy napons Ans y4eTHOn
3anuncu nonb3osBarens. 3ta onepaunst 06bIYHO
BbIMOSTHAETCS NpY MUrpaLmm naporen ¢ UCnonb30BaHNEM
cpeactsa ynpasrneHus Active Directory. Beizos API
NPOBEPKM MONMUTUKM napornen. Bbi3oB aTon pyHKUUM MOXET
BbIMOSHATLCS MPU aTakax B Tex criydasix, Korga
BPEe4OHOCHOE NPUIIoXeHne NpoBepsieT NOMNTUKY, YTOObI
YMEHbLUMTb YUCIO NOMbITOK BO BPEMSI CITOBApPHOWN aTaku.
M3meHeHusa rpynnoBon NOSIMTUKU OMEHA NO YMONYaHMIo No
cnegylowmm NyTam rpynnoBon nonutukun: KoHdurypaums
komnbtoTepa\llapametpbl Windows\lNapameTpsbl
6e3onacHOCTU\IONUTUKM yYeTHbIX 3anucen\onmuTmkm
naponen KoHdurypaums komnetotepa\llapameTpbl
Windows\lNapameTtpbl 6e3onacHocTm\lNapameTpbl y4ETHbIX
3anucen\lNonutnka GNOKMPOBKN YYETHBIX 3anncemn
MpumeyaHne. CobbiTne ayanta 6e3onacHoCcTH
PErmcTpmpyeTca B Criydyae npMMeHeHust napameTpa
nonuTukn. Bo Bpemsa nameHeHnsi napameTpoB cobbITUSA He

PerncTpupyrTCs.

OTOT NapameTp NONUTUKN NO3BOSMAET BECTM ayanT cobbiTui,
BO3HUKAOLLMX NPU BbINOMHEHWUM CNEAYIOLLNX NU3MEHEHWUN
rpynn 6e3onacHocTtu: Co3gaHue, u3MeHeHne nnn yganeHue
rpynnel 6e3onacHocTu. [lobaBneHne yyacTHUKa B rpynny
BesonacHocTu unu yaganeHue 3 Hee. IameHeHne Tuna

rpynnbi.

OTOT NapameTp NONUTUKN NO3BOMSAET BECTM ayanT
N3MEHEHNI, BHOCUMbIX B YY4ETHbIE 3anucu nonb3oBaTenen.
OTtcnexumBatotca crnegytowime cobbitus: CosgaHue,

3HauyeHue

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,

OTkas)

Success,
Failure



MonuTtuka OnucaHue 3HayeHue
YyYETHbIMU 3annucsamm N3MEeHeHWe, yaaneHne, nepeMMeHoBaHme, OTKIIYEHME, (Ycnex,
nonb3oBaTenen) BKNtoYeHne, Br1oOKMpOBKa N CHATUE BITOKMPOBKUN YYETHbIX OTka3)

3anuncen. YcTaHOBKa U U3MEHeHWe Napons y4eTHOn
3anucu nonb3oBaTtend. [lobaBneHne naeHTngukatTopa
6esonacHocTtn (SID) Kk xxypHany SID yyeTHOM 3anncu
nonb3oBaTens. YCTaHOBKa Napons Ans pexuma
BOCCTaHOBIreHUs cnyx6 katanoros. iameHeHve
paspeLleHnin Ans y4eTHbIX 3anMcen agMUHNUCTPaTopOB.
ApxmBaLmsa UM BOCCTaHOBMEHWE YYETHbIX AaHHbIX
ancnetyepa yyYeTHbIX JaHHbIX.
Bxop / Bbixop,
(aHrn. — Logon / Logoff)
¥ OnucaHue NonuTuK
MonuTtuka OnucaHue 3HayeHue
OTOT NnapameTp MOMIMTUKN NO3BOMSET BbINONHATbL ayauT
CcOBbITUI, CO30aHHbIX NPU HEYAA4YHOW MONbITKE BXOAA B
Audit Account BGNOKMPOBaHHYO YYETHYIO 3anucb. Ecnun aToT napameTp s
uccess,
Lockout (Ayaut NOMUTUKN HACTPOEH, TO B Cry4ae, Koraa BXOA B KOMMbIOTEP C Eail
ailure
BnoknpoBkm YYETHOW 3anncbio HEBO3MOXEH N3-3a OITOKMPOBKM 3TON YYETHOM i
cnex,
YYETHbIX 3anucu, cosgaetcd cobbiTre ayanta. YcnelwHble U HeyaadHble o )
TKa3
3anucen) cobbITnA ayanTa perMcTpmpyroTcsl B COOTBETCTBYIOLLMX 3aMMUCSIX.
CobbITMa BXoda B CUCTEMY BaXKHbI OS5 NOHUMaHUSA AeACTBUI
nonb3oBaTens U 0bHapyXeHusi BO3MOXHbIX aTak.
Audit Logoff OTOT napameTp NONUTUKN NO3BONSET BECTU ayanUT COObITUMN, Success,
(AyguT BbIXxoga BO3HMKAOLLMX NPU 3aKpbITUX ceaHca BXoda B cUCTeMyY. OTH Failure
N3 CUCTEMbI) COBbITUS BO3HUKAIOT HA KOMMbIOTEPE, K KOTOPOMY (Ycnex,
ocylecTBnancsa goctyn. [pn MHTepakTMBHOM BbIXO4E U3 OTka3)

cucTeMbl CObbITUE ayauTa 6€30nacHOCTM BO3HUKAET Ha




Monutuka

Audit Logon
(AyouT Bxoga B
cucTemy)

Audit Network
Policy Server
(AyouT cepBepa

MONUTUKM CETN)

OnucaHue

KOMMNbIOTEPE, HA KOTOPbLIN BbIMNOSIHEH BXOZ4 C UCMOSb30BaHNEM
y4YeTHOI 3anuncu nonb3oBaTens. Ecnv aToT napameTp NonuTuKu
HacTPOeH, cobbiTe ayanTa BO3HUKAET Npu 3aKpbITUM ceaHca
BX0Aa B cUCTeMy. YCneLUHble U HeYAa4yHble NOMbITKM 3aKpbITUS
CeaHCOB PerncTpupyloTcs B COOTBETCTBYIOLMNX 3anucsx. Ecnn
3TOT NapameTp MOSIUTUKN HE HACTPOEH, NPW 3aKpbITUM ceaHca
BXOJa B CUCTEMY HUKaKMe CoObITUSA ayauTa He BO3HUKAIOT.

OTOT napameTp NOMMUTUKM NO3BOMSIET BECTU ayaUT COObITUMN,
BO3HMKAOLLMX MpY MOMbITKE BXOA4A B CUCTEMY C
MCNoNb30BaHMEM y4eTHON 3anucu nornb3oBaTens. CobbITust 3ToN
nogKaTeropmm cBsi3aHbl C CO34aHNEM CeaHCOB BXOA4a B CUCTEMY
N BO3HUKAKOT HA KOMMNbIOTEPE, K KOTOPOMY OCYLLECTBMSIETCA
poctyn. [Npu MHTEepakTMBHOM BXOAE B CUCTEMY COObITME ayanTa
6e30nacHOCTM BO3HWKAET Ha KOMMbIOTEPE, HA KOTOPOM
BbIMOTHEH BXO[, C UCNOSb30BaHNEM y4eTHOM 3anucu. Mpu Bxoae
B CeTb, Hanpmumep npu obpalleHnn k obLLen nanke B CETH,
cobbiTne aygmta 6e30nacHOCTN BO3HMKAET Ha KOMMbOTEPE, Ha
KOTOpOM pa3melaercs pecypc. OTcnexmBaroTcs cnegyoLuime
cobbITUA: YcnewHble NonbITKM BXoA4a B cucTeMy. HeyaayHble
NonNbITKN BXxoAa B cuctemy. NonbiTkn BXoga B CUCTEMY C
NCNONb30BaAHNEM ABHO YKa3aHHbIX YYETHbIX JaHHbIX. OTO
coObITME BO3HUKAET NpU NOMbITKE BXOAA NPOLIECCa B YYETHYHO
3anncb C ABHbIM YKa3aHMeM COOTBETCTBYHOLLMX YHETHbIX
AaHHbIX. OBbIYHO 3TO COObLITUE BO3HUKAET B KOHGUrypaLmsax
MakeTHOro BXxoda B CUCTEMY, HanpuMep Npwv BbIMONTHEHWM
3annaHnpoBaHHbIx 3agad unu komaHg RUNAS. 3anpet Ha BxoA
B CUCTEMY B pesynbrate punsTpaumm naeHTnukaTopos
6esonacHocTtu (SID).

OTOT napameTp NONUTUKN NO3BONSET BECTU ayanUT COObITUMN,
BO3HUKAOLLMX NPY BbINOMHEHMM 3aNpOCOB Ha AOCTYnN
nonb3oBatenen no npotokonam RADIUS (IAS) 1 3awmThbl
poctyna k cetn (NAP). OTcnexumBaroTca 3anpochl Ha
npegocTaBneHne, 0Tkas, OT3bIB, NOMELLEHNE B KapaHTWH,

BGNoKknpoBKy 1 pa3brnokMpoBKy. Ecrnv aTOT napameTp NONUTUKK

3HaueHue

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTkas)



Monutuka

Audit Other
Logon/Logoff
Events (Aygut
Apyrmux cobbITui
BXo4a u

BbIxoaa)

Audit Special
Logon (Aygut
cneunanbHOro
BX0Aa)

OnucaHue

HacTpoeH, cobbiTue ayamMTa BO3HUKaET ANs KaXaoro 3anpoca Ha
AocTyn nonb3oBatenen no npotokony IAS nnn NAP. YcnelwHble
N HeydayHble 3anpockl HAa JOCTYM Nnonb3oBaTeren
pPEerncTpupyroTCs B COOTBETCTBYIOLLNX 3anuUcaXx.

OTOT NnapameTp NoNUTUKM NO3BOMSIET BECTU ayauT APYrnx
cobbITU BXoAa W BbiIxoda, KOTOpble He perynupyroTcs
napameTpoM nonuTukn «Bxoa/Bbixogy», Hanpumep: 3aBepLueHue
ceaHcoB cnyx6 TepmunHanoB. Co3aaHne HOBbIX CeaHCOB Cryx6
TepMuHanoB. bnoknposka 1 oTmeHa 6nMokMpoBKK paboyen
cTaHuuu. Bbi3oB 3actaBku. OTKMAOYEHNE 3aCTaBKu.
O6HapyxeHue atakm Kerberos ¢ noBTopeHMeM NakeToB, Npu
KOoTopoun ABaxabl oTnpasnseTcs 3anpoc Kerberos ¢
OOWHaKOBbIMU AaHHbIMU. OTO COCTOSIHNE MOXET OblTb CBSA3aHO C
HenpaBWUNbHbIMU HacTponkamu cetu. [NpegocTasneHne gocTyna
K 6ecnpoBOAHOM CETU YYETHOW 3anucuy nonb3oBaTtens unu
komnbtoTepa. lNpepoctaBneHne 4ocTyna K NpoBOgHOM CETU
802.1x y4eTHOM 3anmncu Nosib3oBaTesns UM KOMnbTepa.

OTOT NapameTp NONUTUKN NO3BOSMIAET BECTM ayanT cobbiTui,
BO3HMKAIOLLMX NPW BbINOMTHEHUN TaKMX onepaunin cneumanbHoro
BXOAa, Kak crnegyowme: Ncnonb3oBaHne cneynansHoro Bxoaa,
TO eCTb BXOAa B CUCTEMY C MpaBamu, aHaNorM4yHbLIMM NpaBam
aAMUHUCTPATopa, KOTOPbIA MOXET MCMONb30BaTbLCS AnNs
MOBbILLEHMS YPOBHS npouecca. Bxog B cMctemy yyacTHuKa
cneymanbHon rpynnsbl. [Mpy ncnonb3oBaHMKM cneLmanbHbIX rpynmn
obecneuymBaeTcsa BO3HMKHOBEHME CODbLITUIN ayauTa Npy BXO4E B
CeTb Y4acCTHMKA KOHKPETHOW rpynnbl. B peectpe MOXHO
HaCTPOWUTb CMMCOK naeHTudunkatopos 6esonacHocTu (SID)
rpynnbl. CobbiTMe permctTpupyercs B TOM Crlydae, eCrnin K TOKEHY
AobasneH oauH 13 3agaHHbIX ngeHtTndgukatopos SID un
BKMNtOYEHA 3Ta NogKkaTeropusi.

3HaueHue

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTkas)

OocTtyn K o6bekTam



(aHrn. — Object Access)

v OnucaHue NonuTuK

Monutuka

Audit Application
Generated (Ayant
coObITUN,
co3gaBaeMbIX

NPUNOXEHNSIMW)

Audit Certification
Services (Ayaut
cnyx6
cepTudmkaLmnm)

OnucaHue

OTOT NnapameTp NonuMTUKM obecnednBaeT ayanT NPUNOXEHWHN,
KOTOpPbI€ BbI3bIBAOT COObLITUS C NCNONb30BaHMEM
nporpaMmmHbIX MHTepgencos ayauta Windows. OTa
nogkaTteropusi UCNonb3yeTcs Anst perncrpaumm codbITum

ayauTa, KoTopble CBsA3aHbl C paboToN NPUNOXKEHWIA,

NCMonb3yLLMX NporpaMmHble UHTepdencel ayanta Windows.

OTcnexuBatoTcs cnegytolmne cobbITa 3Ton NnogkaTeropun:
Co3sgaHune KOHTEKCTa KINMeHTa NpUnoXeHus. YaaneHue
KOHTEKCTa KIMeHTa NpUnoXeHuns. MHMumnanmsaums KoOHTekcTa
KnueHTa npunoxenus. [pyrne onepauum npunoXxXeHnn c
NCcNonb3oBaHNEM NPOrpamMMHbIX MHTepdEeNncoB aygmTta
Windows.

OTOT NapameTp NonMTUKM obecneymnBaeT ayauT onepaumn
cnyx6 ceptudukaumm Active Directory (AD CS). K
onepauuam AD CS oTHocaTca cneaytowme: 3anyck,
3aBepLUeHne paboTbl, pe3epBHOE KONUPOBaHME U
BoccTaHoBrneHue cny6 AD CS. MlameHeHne cnncka oT3biBa
ceptncmkatoB (CRL). 3anpockl HOBbIX CEPTUMKATOB.
Bblgava ceptudukata. OT3biB cepTudmkaTa. MiameHeHne
napameTpoB gucnetyepa ceptudumkaros ansa cnyxo6 AD CS.
N3meHeHune koHdurypaumm cnyx6 AD CS. NameHeHne
wabnoHa cnyx6 ceptudukauuun. Mimnopt ceptudukara.
[My6nukaums ceptudukata LeHTpa ceptudmkaunm B
AoMeHHbIx cnyx6ax Active Directory. NlameHeHne
paspeLueHnin 6esonacHocTn ans cnyx6 AD CS. Apxueauus
kntoya. Mmnopt kntoya. N3eneveHune knoda. 3anyck crnyxobl
otBeToB OCSP. OcTtaHoBka cnyx06bl otBeToB OCSP.

3HayeHue

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
Otka3)



Monutuka

Audit Detailed File
Share (Aygut
cBegeHun od

obuwiem dannosom
pecypce)

Audit File Share
(AyauTt obuero
dhannoBoro
pecypca)

Audit File System
(AyouT dbanrnoson

CUCTEMBI)

OnucaHue

OTOT napameTp MOMUTUKN NO3BOMSET BECTU ayaUT MOMbITOK
AocTtyna K pbannam n nankam B obwmx nankax. Napametp
NO3BONSAET NPOTOKONUPOBATh COBLITUS NPU NOON NOMNbITKE
obpalleHnsa Kk doanny unm narnke, B TO BpEMSA Kak napameTrp
«Ob6Lwwue nankny 3anucbiBaeT TONbKO OAHO cobbITME Ans
noBOoro NOAKIYEHUS!, YCTAHOBAEHHOIO MEXAY KITIMEHTOM U
obwien nankon. B cobbITvs ayanta aToro napameTpa
BKIMOYAKOTCHA NOAPOOHbIE CBEAEHMS O pa3peLLeHUsaxX unm
APYrMX KpUTEpUax NnpeocTaBneHns nnu 3anpeta goctyna.
Ecnu aToT napameTp HacTpoeH, Npu NonbITke o6paLleHns K
danny unum nanke B obLen nanke BO3HUKAET COObITUE
ayguTta. AODMUHUCTPATOP MOXET BKITHOYUTL BbINOSIHEHNE
ayguTa ans ycrnewHoro BbIMNOSTHEHUS, OTKasa Unun Toro 1
apyroro. MNpumedarue: [nsa obwmx nanok He NpegyCMOTPEHbI
CUCTEMHbIE cnucku ynpasnenunsa goctynom (SACL). Ecnu atot
napamMeTp NOSIMTUKN BKITKOYEH, BbIMOMHAETCS ayauT JocTyna

Ko BceM o6Lmm darinam 1 nankam CUCTEMBbI.

OTOT NapameTp NOINTUKN NO3BOMSET BECTU ayaAnUT NOMbITOK
AocTyna K obwmm nankam. Ecnu aToT napameTp HaCTPOEH,
npv NonbITKE A0CTyNa K obLLen nanke BO3HMKaeT cobbITne
ayouta. Ecnv aToT napameTtp 3agaH, agMUHUCTPAToOP MOXET
yKa3blBaTb BbINOSIHEHWE ayauTa TOMNbKO YCMNELHbIX
BbIMOMHEHW, OTKA30B 1Unn Toro u apyroro. MNpumedanne. Ons
00X Nanok He NpeagyCMOTPEHbI CUCTEMHbBIE CMUCKM
ynpasneHuna goctynom (SACL). Ecnu aToT napameTp
NOMUTUKN BKIIOYEH, OCYLLIECTBMNSAETCH ayanT JOCTyNna KO BCEM

obLKMM nankam B CUCTEME.

OTOT NnapameTp nonuTukn obecnedynBaeT ayanT MonbITOK
AocTyna Kk obbekTam hannoBon CUCTEMbI CO CTOPOHBbI
nonb3oBatenen. CobbITna ayamta 6e30nacHOCTN BO3HUKAOT
TONbKO ANSA TeX 0ObEKTOB, A4S KOTOPbIX 3agaHbl CUCTEMHbIE
cnucku ynpasneHus goctynom (SACL), n Tonbko B TOM
cny4vae, ecnu 3anpalwmBaeTcsa TUM 4oCTyna Ha 3anuchb,

YyTeHune nnm naMeHeHne 1 3anpallinBariad y4eTHad 3arnmcb

3HaueHue

Failure
(OT1ka3)

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTka3)



Monutuka

Audit Kernel
Object (Ayant
00bekToB gapa)

Audit Registry
(AyouT peectpa)

Audit Removable
Storage (Ayaut
CbEMHOr0

HoCUTEns)

Audit SAM (Ayagut
avcnetyepa
YYETHbIX 3anucen

BGesonacHocCTH)

OnucaHue

COOTBETCTBYET NapameTpam, yCTaHOBMEHHbIM B CMNCKE
SACL. MpnmevaHue. Ytobbl 3agaTtb cnucok SACL ans
obbekTa hannoBon cUCTEMbI, BOCMONb3YNTECH BKNAAKOM
«besonacHocTb» ananoroBoro okHa «CBoncTBa» obbekTa.

OTOT NapameTp NonUTUKM obecneynBaeT ayauT NonbITOK

AocCTyna K 44py C NCnosfib3oBaHMEM MbIOTEKCOB U cemacbopoa.

CobbITus aygmta 6€30nacHOCTU BO3HMKAKOT TONbKO ANs
00BLEKTOB gpa C COOTBETCTBYHOLLUMM CUCTEMHBIM CMMCKOM
ynpasnenus goctynom (SACL). Npumevanuve. Ayout:
yCTaHOBIEHHble o ymonyaHuo cnnckn SACL ans o6bektos
A4pa ynpasnalTca napaMmeTpoM ayauTa gocTyna

rnobarnbHbIX CUCTEMHbIX OObEKTOB.

OTOT NnapameTp nonuTUKM obecnedmBaeT ayanT MOMNbITOK
aoctyna Kk obbektam peectpa. CobbiTus ayauta
6e30MacHOCTM BO3HMKAIOT TOMNbKO A5l TeX OObEKTOB, AN
KOTOPbIX 3agaHbl CUCTEMHbIE CMIUCKU YNpaBneHusi 4OCTYNOM
(SACL), n Tonbko B TOM criydae, ecrnv 3anpalumBaercs Tun
AOCTYyMna Ha YTeHue, 3annucb NN N3MEHEHNE U
3anpaluvBaroLLias y4eTHasi 3anncb COOTBETCTBYET
napameTpam, yctaHosrieHHbIM B cnncke SACL. MNpumedvaHune.
UTtobbl 3agaTtb cnncok SACL onga obbekTta peectpa,
BOCMOMb3yNTECH ANANOroBbIM OKHOM «Pa3speLueHns».

OTOT NapameTp NOINTUKN NO3BOMSET NPOBOAUTL ayauT
MOMbITOK AOCTyNa nornb3oBaTtenen K 06bektaMm annosomn
CUCTEMbl HA CbeMHOM 3arnomMuHatowem yctponctee. CobbiTne
ayguTa cucteMbl 6€30MacHOCTU reHepupyeTca TONbKO Ans
BCeX 0O6BEKTOB M BCEX 3anpOLUEHHbIX TUMOB AOCTYyNa.

OTOT NapameTp NoNUTUKN obecneyunBaeT ayant cobbiTun,
BO3HMKAOLLMX NPU NONbITKE JOCTYNa K 0ObekTam gucneryepa
y4yeTHbIx 3anucen 6esonacHocTn (SAM). K o6bektam SAM
oTHocsaTcd cneaytowme: SAM_ALIAS - nokaneHas rpynna.
SAM_GROUP - rpynna, He SBnAOWascs nokanbHOMN.

3HaueHue

Success,
Failure
(Ycnex,
OTka3)

Success,
Failure
(Ycnex,
OTka3)

Success
(Ycnex)

Success,
Failure
(Ycnex,

OTka3)



Monutuka OnucaHue 3HaueHue

SAM_USER - y4eTHas 3anuck nonb3osatens. SAM_DOMAIN
— pomeH. SAM_SERVER - yyeTHaga 3anucb komnbtoTepa.
MpymevaHne. I3MeHATb MOXHO TOSbKO CUCTEMHbIN CMINCOK

ynpasnenusa goctyrnom (SACL) ansa obbekta SAM_SERVER.

MN3meHeHMe nonnTuku

(anrn. — Policy Change)

v OnucaHue NonuTuK

Monutuka OnucaHue 3HayeHue

OTOT NnapameTp NOMUTUKN NO3BONSAET BECTU ayaAUT N3MEHEHUI
napamMeTpoB NONMUTUKN ayauTa 6€30NacHOCTU, TaKMX Kak
cneayolmne: YCTaHOBKa pa3peLLeHU U NnapamMeTpoB ayauTa
Anst obbekTa NoNUTUKKN ayguTa. MIameHeHnsa B nonuTuke ayauta
cucTembl. Permctpaumsa MCTOYHMKOB COObITUIA 6e30NacHOCTM.
OTmeHa permcrtpaunm MCTOMHUKOB COObITMIA 6e30MacHOCTM.
M3meHeHns napaMeTpoB ayauTa Ans OTAeNbHbIX

Audit Audit 5
_ nonb3oBaTenen. ameHeHnsa 3HadeHnss napameTpa

Policy Change o Success,
CrashOnAuditFail. ameHeHnsa cucteMHoro cnucka ynpaeneHus _

(Ayant . . Failure
AocTtyrnom ansa obbekTta annoBon CMCTEMbI UK peecTpa.

M3MEeHeHUs (Ycnex,
M3meHeHusa cnvcka cneunanbHbix rpynn. Npumeyvanve. Ayout

NONUTUKN . OTkas)
N3MEHEHN B CUCTEMHOM CrMUCKE yrpaBneHnsa AoCTyrnoM

ayguTa)

(SACL) BbinonHsaeTca npu nameHeHun cnucka SACL ons
oObekTa, ecnv npu aToM BKIKOYEHA KaTeropus nsMeHeHum
NONUTUKN. AyOuUT U3MEHEHN B CNUCKe ynpaBrieHns JOCTYNOM
Ha ypoBHe nonb3oBartenen (DACL) n nsmeHeHumn BnageHns
OCYLLIECTBIISIETCA B TOM Crydae, eCnu BKIAKYEH ayanT AocTyna K
obbektam n anga cnucka SACL o6bekTa HacTpoeH ayauT

nameHeHum cnucka DACL vnu BnageHus.




Monutuka

Audit
Authentication
Policy Change
(Ayout
N3MeHeHUs
NONMUTUKM
NPOBEpPKU
NoASIMHHOCTN)

Audit
Authorization
Policy Change
(Ayput
N3MeHeHns
NONMUTUKM
aBTopu3auun)

Audit Filtering
Platform Policy
Change (Aygut

OnucaHue

OTOT NapameTp NONUTUKN NO3BOSMSET BECTM ayanT cobbITui,
BO3HMKAOLLMX NPU BbINONHEHUN U3MEHEHWIA TPYNN
BGesonacHoCTK, Takmx Kak cneaytowme: Co3gaHne OTHOLLEHWI
[oBepusa ons neca unm goMmeHa. IameHeHme OTHOLIEHUN
[oBepus ong neca unu gomMmeHa. YaaneHme oTHOLWEHUIN
[oBepua ons neca unn goMmeHa. IameHeHus nosmTukm
Kerberos no crnegytowemy nytn: KoHdurypauus
komnbtoTepa\lapametpbl Windows\lNapameTpbl

6esonacHocTM\lNMonnTukn yy4eTHblx 3anncen\lNonutuka Kerberos.

[MpepocTtaBneHve Nonb3oBaTeso UNK rpynne cnegywmnx npas:
[ocTyn K KomnbloTepy 13 ceTu. JlokaneHbI Bxoq. Bxoa ¢
Mcnonb3oBaHMEM crnyxb TepmuHanos. Bxog ¢ ncnonb3oBaHnem
nakeTHoro 3agaHus. Bxog B cnyx6y. KOHNMKT npocTpaHCTB
NMeH (Hanpumep, ecrnn NMA HOBOIO OTHOLLEHWS JOBEPUS
coBMagaeT C UMEHEM CYLLIECTBYIOLLEro NPOCTPaHCTBA UMEH).
MpumeyaHne. CobbiTne ayanta 6€30nacHOCTU perncTpupyeTcs
B Criydae npyMeHeHus napameTtpa nonutuki. Bo Bpems

M3MEHEHMS NapamMeTpoB CODbITUSA HE PErUCTPUPYIOTCS.

OTOT NnapameTp NOMUTUKN MNO3BONAET BECTU ayaAnUT COObITUN,
BO3HMKAIOLLMX MPU BbINOMHEHUN U3MEHEHWIA NOMNUTUKN
aBTOpM3auuK, TakMxX Kak cnegyowme: HasHavyeHne npas
(npuBMnernin) nonb3oBartenen, HanpuMep,
SeCreateTokenPrivilege, kKoTOpble He NPOXOAAT ayauT B

nogkareropunm «M3meHeHne NonNnTrKn NPoOBEPKN NOAJTMHHOCTU».

YnaneHue npas (NnpuBunernin) nonb3oBaTtenen, Hanpumep,
SeCreateTokenPrivilege, koTOpble HE NPOXOAAT ayauT B

nogkKkareropun «M3MeHeHne NoNUTUKM NPoOBEPKN NOASTMHHOCTU».

M3meHeHnsa NonuTuky WndpoBaHHOW hanioBon CUCTEMBI
(EFS). N3ameHeHus atpnbyTtoB pecypca obbekTa. MIameHeHus
LeHTpanu3osaHHou nonutukn goctyna (CAP), npumeHeHHoN K
00beKTY.

OTOT napameTp NONMTUKM NO3BONSET BECTU ayaAnUT COBbITUN,
BO3HMKAIOLLMX MPU BbINOMHEHUN U3MEHEHWI NNaTOpPMbI
punsrpaummn Windows (WFP), Takux kak cnegytoLume:

3HaueHue

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure
(Ycnex,
OTkas)

Success,
Failure



MonuTtuka OnucaHue 3Ha4vyeHue

N3MEeHeHUs CocTtosHue cnyxb IPsec. ameHeHnsa napaMeTpoB NOMUTUKN (Ycnex,
NONUTUKN IPsec. lameHeHuns napameTpoB nonutukn 6paHgmayapa OTka3)
nnatopmbl Windows. /IameHeHus noctaswmkos n moayns WFP.

dunsTpaumm)

OTOT NnapameTp NOMUTUKMN NO3BONSET BECTU ayaAnUT COObITUN,
BO3HUKALLMX NPY U3MEHEHUM NPaBWU NOMUTUKMN,

Mcnorb3yembixX crnyxoon sawmntel Mankpocodt (MPSSVC). 31a
Audit MPSSVC d y H pocod ( )

) cnyxba ucnonbdyetcs 6panHgmayapom Windows.
Rule-Level Policy

OTtcnexumBatotca criegyrowme cobbitmsa: CoobieHuns ot Success,
Change (Ayaut _

aKTUBHbIX MNONUTUK NpKU 3anycke crnyxbbl 6paHgmayapa Failure
N3MeHeHns . .

Windows. /IameHeHus npasun dpaHgmayapa Windows. (Ycnex,
NONMUTUKN Ha j _

M3meHeHus B cnivcke ncknoyeHun dpangmayapa Windows. OTtkas)

YypOBHE npaBwu

MN3meHeHna napameTtpoB bpaHamayapa Windows. MNponyck nnu
MPSSVC) p p paHOomayap porny

HenpuMeHeHne npaswun cnyxbon 6pangmayapa Windows.
M3meHeHns napameTpoB rpynnoBon NonuTukn 6paHgmayapa

Windows.

Ucnonb3oBaHue npuBunerun

(aHrn. — Privilege Use)

v OnucaHue NonuTuK

MonuTtuka OnucaHue 3HayeHue
Audit Non Sensitive OTOT napameTp nonuTukn obecneynBaeT ayanT cobbITUN, Success,
Privilege Use (Ayaut BO3HMKAIOLLMX NPU UCMNOMNb30BaHMM NPUBUMETNA, He Failure
NCNONb30BaHNS 3aTparmBaroLnX KOHpaeHUnanbHble JaHHble (NpaBa (Ycnex,
nNpuBUNErun, He nonb3oBarensi). icnonb3oBaHune cneayoLwmx NpuBUIerim OTkas)
3aTparvmBaoLLmnx He 3aTparnBaeT KoHduMAaeHUManbHble AaHHble: [JocTyn K
KOHMaeHUManbHble AncneTyepy y4eTHbIX AaHHbIX OT UMEHW AOBEPEHHOIO
AaHHbIE) BblI3bIBatoLLero. [JocTyn K KOMMbOTEPY U3 CETH.

[obGaBneHne paboumx cTaHumMi K goOMeHy. HacTponka KBOT




Monutuka

Audit Sensitive
Privilege Use (Ayaout
NCMonb30BaHUA
npuemunerun,
3arparmearoLmx
KOHgoMAeHumarnbHble
AaHHbIE)

OnucaHue

namMsaTu ansa npouecca. JlokaneHbIN BXog B cuctemy. Bxoa
B CMCTEMY yepe3 cnyxby TepmunHanos. O6xon
nepeKkpecTHOM NpoBepku. MIameHeHne CUCTEMHOrO
BpemeHn. CosganHune arina nogkavkn. CosgaHve
rnodanbHbIX 06bekToB. Co3aaHne NOCTOAHHBIX OOLLMX
obbekToB. Co3gaHMe CUMMBOSMYECKMX CCbINOK. 3anpeT Ha
AOCTyn K KoMmnbloTepy n3 cetu. OTkas BO BXOAE B
KayecTBe nakeTHoro 3agaHus. OTkas BO BXOA€E B Ka4ecTBe
cnyx6bl. 3anpeT Ha nokanbHbIN BXoA. 3anpeT Ha BXod B
cucTemy yepes cnyxby TepmmnHanos. NpuHyguTensHoe
yaaneHHoe 3aBepLueHne paboTbl. YBennyeHune paboyero
Habopa npouecca. YBenvyeHne npmopuTeTa BbIMOITHEHUS.
BnokupoBka cTpaHuy B namMaTu. Bxoa B kayecTsBe
nakeTHoro 3agaHus. Bxog B kayecTtse cryxo6sbl.
MameHeHne meTkn obbekTa. BeinonHeHne 3agad no
obcnyxmBaHuo ToMoB. [podunuposaHue ogHOro
npouecca. lNpodunupoBaHne NPon3BOANTENBHOCTU
cuctembl. OTKMOYEHNE KOMMbIOTEPA OT CTLIKOBOYHOIO
y3na. 3aBeplieHne paboTtbl cuctembl. CUHXpOHU3auus

OaHHbIX Cﬂy)KGbI KaTtarnoros.

OTOT napameTp nonuTukn obecneynBaeT ayant cobbITUN,
BO3HMKAIOLLMX NPU UCMONb30BaHUM Npae, 3aTparnBatoLLeMm
KOH(pmnaeHUManbHble AaHHble (Monb30BaTenbCKUX Npas),
cneayowmm obpasom: Bbi3oB npuBMnerMpoBaHHom
cnyx6bl. Bbi3oB 04HON 13 cnegyowmnx NpuBuUnerum:
[encteme OT UMEHN KOMMOHEHTa onepaLOHHON
cuctembl. ApxuBauus dannos u katanoroB. CosgaHve
obbekTa-TokeHa. OTnagka nporpamm. BkntoyeHne
YYETHbIX 3anncen KOMMbOTEPOB U NOSib30BaTeNen,
KOTOpbIM paspeLueHo genermposaHue. CosgaHve ayauta
6esonacHocTn. ONUUETBOPEHNE KINMEHTA NOCHE NPOBEPKM
noasIMHHOCTK. 3arpy3ka u BbIrpy3ka ApaniBepoB
YCTPOWCTB. YNpaBneHune xypHanom ayamTta u
B6esonacHoCTU. MIameHeHne 3Ha4yeHns napaMeTpoB
annapaTHOW cpeabl. 3aMeHa TOKEHa Ha ypOBHe npoLecca.

3HauyeHue

Failure
(OT1kas)



OHo MCNorib3yeTcd Arnd npoBeEpPKM NOOAJIMHHOCTU MpWn MOnbITKe

BXo4a, OTnpaBKM 3aripocoB Ha BXO4 B CUCTEMY, a TaKXe npu

Monutuka OnucaHue 3HayeHue
BocctaHoBneHve gannos u katanoros. CmeHa
BnagenbLa danna unu gpyroro obbekra.
Cucrema
(aHrm. — System)
v OnucaHue NonuTuK
MonuTtuka OnucaHue 3HayeHue

Audit Other OTOT NapameTp NOMUTUKN NO3BONSET BECTU ayanT s
uccess,

System Events cnegyowmx cobbITnin: 3anyck 1 3aBepLleHne paboTbl CryXbbl Eall
ailure

(AyouT gpyrux n ppansepa 6paHgmayapa Windows. O6paboTka nonnTunkm v
cnex,

CUCTEMHbIX B6esonacHocTu cnyxbon 6paHamayapa Windows. Onepauuu ¢ o )
TKa3

cobbITnin) dannamu Kn4ven WndpoBaHMsa 1N onepaunun Murpauuu.

OTOT NnapameTp MofMTUKN NO3BONSET BECTU ayauT CObbITUMN,

Audit Security BO3HMKAKOLLNX NP BbINOMIHEHUN U3MEHEHNIN COCTOAHUSA

State Change ©e3onacHOCTN KoMMbIOTEPA, TaKNX Kak crnegytowme: 3anyck un Success,

(Ayant 3aBepLueHne paboTbl KomnbloTepa. iaMeHeHne cucTteMHoro Failure

N3MeHeHns BpemMeHu. BocctaHoBneHMe cucTembl nNpu cobbiTum (Ycnex,

COCTOSIHUSA CrashOnAuditFail, koTopoe pernctpupyetca nocne Otkas)

6esonacHocTn) rnepesanycka CUCTEMbI B TOM Ciydae, eCcnu XXypHan cobbITui

3anorHeH 1 HacTpoeHa 3anuck peectpa CrashOnAuditFail.

Audit Security OTOT NapameTp NONUTUKN NO3BOMSET BECTU ayanT cOBbITUN, Success,

System Extension CBSI3aHHbIX C pacLUMpPEHMEM CUCTEMbI 6E€30NacHOCTH, TaKNX Failure

(Ayant Kak cnegytowme: 3arpyska paclumpeHnss CUCTEMBbI (Ycnex,

pacLmnpeHus Be3onacHoCTW, HanpuMep, nNaketa NPOBEPKN NOANMHHOCTH, Otkas)

CUCTEMBI yBegoMreHust unvm 6e3onacHoCcTn, 1 ero permctpauus B

BGesonacHocCTH) cucTteMe agMuHUCTpaTopa fokanbHom 6esonacHoctn (LSA).



Monutuka OnucaHue 3Ha4vyeHue

MoBbIX U3MEHEHUAX YYETHbIX 3anncen v naporen.
Mpumepamn paclumpeHnin cuctemsl 6€30nacHoOCT SABNSATCA
Kerberos n NTLM. YcTtaHoBKa 1 peructpauus cnyxool B
avcnetyepe ynpaeneHus cryxbamu. B xypHane ayauta
PErncTpupyroTCs cBeAeHnsa 06 MeHU, ABOUYHbIX dannax,

TUNe, TUNe 3anycka 1 y4eTHON 3anucu cryxosbl.

OTOT NnapameTp NONIMTUKM NO3BOMSIET BECTU ayanT CObbITUMN,
CBSI3aHHbIX C HAPYLLUEHUSIMU LLeNTOCTHOCTM NOACUCTEMBI
6e3onacHoCTH, Takumm Kak criegyrowme: CobbiTus, KoTopble
He ygaeTcs 3anucaTtb B XXypHar CobbITUIN 13-3a ownbok

CUCTEeMbl ayauTa. rlpOLl,eCCbI, ncnosib3yrwune Heﬂ,OHyCTMMbIVI

Audit System Success,
) nopT NokanbHoro Bbi3osa npoueayp (LPC) ans )
Integrity (Ayaut Failure
ONUUETBOPEHNSA KINMEHTa NocpeaCcTBOM OTBETa, YTEHUS Unn
LIENOCTHOCTU (Ycnex,
3anuncu B agpecHoM npocTpaHcTee knneHta. O6HapyxeHne
CUCTEMBbI) Otkas)

yaaneHHoro Bbizosa npouenyp (RPC), Hapywatowero
LEeNnoCTHOCTb cucTembl. OBHapyxeHne HeaonyCcTUMOro
3Ha4YeHna x3alla ncnonHaemMoro garvna cpeacTBoOM NPoOBEPKU
uenocTHocTu koga. Onepaunn WMdpoBaHUS, HapyLuarLme
LLeNOCTHOCTb CUCTEMBI.

AAMUWHNCTpPATUBHbIE LLAGNOHbDI

MyTb: KoHdurypaums komnbrotepa — MNonuTukn — AQMUHUCTPaATUBHbIE LWAGMOHbI

(aHrn. — Computer Configuration — Policies — Administrative Templates)
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Pasgen KomnoHeHTbl Windows — Cnyx0bl yaaneHHbIX pabo4nx cTonoB — Y3en ceaHCOB yAaneHHbIX
pabouux cronos — lNogknoyeHus

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host —
Connections)

v OnucaHne NonuTKK

MonuTtuka OnucaHue 3HauyeHue

OnpepensieT, paspeLleHo fn KImeHTam
NOAKIMIOYEHWUI K yaaneHHoMy pabovemy cTony
aBTOMAaTUYECKN BOCCTaHABNMBATb NOAKMNIOYEHME K
ceaHcaM Ha cepBepe y3na CeaHCOoB yaaneHHbIX
paboymx CTONOB NPU BPEMEHHOW HEQOCTYMHOCTHU

CETeBOro noaknt4veHusa. lNo ymonyaHuio ]
Disabled

paspeLuaeTcs BbINOMHUTL He 6onee 20 NonbITokK
(OTkNtOYEHO)

NMOBTOPHOIO NOAKIMKYEeHNA C MHTEPBarioM B 5

cekyHa. Ecnu yctaHOBNeHo coctosiHne

YT00bI n3dbexartb
«BkrtoueH», Bce KIMeHTbI, Ha KOTOPbIX

paspbliBa ceccum
BbIMOMHAETCS NOAKMOYEHME K yaaneHHoOMY

npwm
Automatic reconnection = pabouyemy cTony, Nnpy HeLOCTYMHOCTN CETEBOIO
NCnornb3oBaHNN
(ABTOMaTM4ECKOE NOAKMIOYEHNSA NpeanPUHNMAIOT NOMbITKA
Desktop Console,
nepenoakrtoyeHne) aBTOMaTU4eCKOro nepenoakntodeHns. Ecnm
yCTaHOBUTE
YCTaHOBMNEHO COCTOsSAHNE « OTKMNIOYEHY,
COCTOSIHNE
aBTOMaTunyeckne nepenoaknioyeHns KNmMeHToB
Enabled

3anpelueHsbl. Ecnn yctaHosneHo coctosiHue «He
(BknoyeHo) unu
3a[laHO», aBTOMaTn4ecKoe nepenogknioveHme Ha _
. Not Configured
YPOBHE rpynnoBou NOMNUTUKN He onpeaeneHo. Tem
(He 3apaHo)
He MeHee Mnornb3oBaTeny MoryT HaCTPOUTb

aBTOMaTU4eCKOe NepenogKoyeHne, BKITHUYNB
onunio «BoccTaHOBUTL NOAKIOMEHME NPU
paspbiBe» Ha BKIagke «B3anmogencrene» B
ananoroBoM okHe «[logkntoyeHne K yaaneHHoMy

pabodemy cTony».




Monutuka

Configure keep-alive
connection interval
(HactpouTb nHtepsan
NpoBEPSEMbIX Ha
aKTUBHOCTb

NOAKIHOYEHNI)

Set rules for remote
control of Remote
Desktop Services user
sessions

(YctaHaBnusaet

OnucaHue

OTOT NapameTp NONNTUKN NO3BONSIET BBECTU
WHTEpBan NPOBEPKM aKTUBHOCTW ANS
noaTBEPXKAEHNA TOrO, YTO COCTOAHNE CeaHca Ha
cepBepe y3na CeaHCOoB yaaneHHbIX paboymx
CTONOB COOTBETCTBYET COCTOSIHUIO KITUEHTA.
Mocne Toro Kak KIMeHT cepBepa y3rna ceaHcoB
yAaneHHbIX pabo4ymx cTornoB Tepser
NoaKMOYEHNE K CepBepy y3ra ceaHcoB
yAaneHHbIX pabo4ymx CTonoB, CeaHC Ha 3TOM
cepBepe MOXET OCTaBaTbCs aKTUBHbBIM, a He
nepexoauTb B OTKIMIOYEHHOE COCTOSIHME, AaXe
€CIN KNWEHT (PU3NYECKN OTKITHOYEH OT cepBepa
y3na ceaHcoB yaaneHHbIX paboumnx ctonos. Ecnu
KITMEHT BHOBb BbIMNOJSTHSAET BXO4 Ha TOT Xe cepBep
y3na ceaHcOoB yaaneHHbIX paboymx cTonos, To
MOXET ObITb YCTAHOBMEH HOBbIV CeaHC (ecnu
cepBep yarna ceaHCoB yaarneHHbIX pabounx
CTOMOB HACTPOEH Tak, YTO AoNycKatTCA
MHOXECTBEHHbIE CeaHCbl) U NepBOHaYasnbHbIN
CeaHC MOXEeT BCe elle 0CcTaBaTbCA akKTUBHbIM.
Ecnu aTOT napameTp NOMUTUKA BKITKOYEH, TO
AomkeH ObiTb BBEAEH MHTEPBA NPOBEPKM
aKTUBHOCTW. IHTepBan npoBepKn akTUBHOCTU
onpenernserT, Kak 4acTo (B MUHyTax) cepBep
NPOBEPSIET COCTOSIHME ceaHca. [nanasoH
AONYyCTUMbIX 3Ha4yeHnn — o1 1 go 999 999. Ecnn
3TOT NapameTp NOMAUTUKM OTKOYEH U He
3ajaH, TO MHTepBar NPOBEPKN aKTUBHOCTU He
YCTaHOBIEH U CepBepP He NPOBEPSIET COCTOAHNE

ceaHca.

Ecnu Bbl BKNtoYaeTe aTOT NapameTp NONUTUKK,
agMUHMCTPATOPbI MOTYT B3aMOAENCTBOBATL C
ceaHcoM cnyx6 yaaneHHbIX pabounx cTonos
nonb3oBaTesnsi B COOTBETCTBMUN C BblIOpaHHbIM

BapuaHToM. Bbibepute xenaembii ypoBeHb

3HauyeHue

Enabled Keep-
Alive interval: 1
(BkntoyeHo
WNHTepBan
NpoBEpPKM
akTuBHOCTU: 1)

Enabled Options:
Full Control
without user's
permission

(BkntoveHo



Monutuka OnucaHue 3HauyeHue

npasuna yaaneHHoro KOHTPONS N pa3peLleHnin 3 cnmcka BapnaHToOB: MapameTpsbl:
ynpaBnenunsa ans YaaneHHoe ynpaBneHne He paspeLueHo: [MOnHbIN KOHTPOSb
Nnonb30BaTeNbCKNX 3anpeLlaeT agMMHUCTPATOPy UCMONb30BaTb 6e3 paspelueHuns
ceaHCcoB Cnyx6 yAaneHHoe ynpasreHne unm npocMmaTtpumeaTth nonb3oBaTens)
yaaneHHbIxX paboymx CeaHcCbl yaaneHHbIx nosnb3oBatenen. NosnHbIn

CTOMOoB) KOHTPOIb C paspeLleHuns nonb3oBaTens:

paspellaeT agMUHUCTPATOPy B3anmMogencTeoBaTb
C CeaHcoM Npu yCrnoBmu corrnacus Nonb3oBaTens.
MonHbIM KOHTPOMb 6e3 pa3speLleHus
nonb3oBaTens: paspeLlaeT agMMHUCTPaTopy
B3aMMOAENCTBOBATb C CeaHCOM faxe 6e3
cornacus nons3osartens. HabnogeHve 3a
CeaHCOM C paspeLleHus Nonb3oBaTens:
Nno3BonsdeT agMUHUCTPAToOPy NPOCMaTpuUBaTh
ceaHcC yaaneHHoro nonb3oBartens ¢ cornacus
none3oBatend. HabniogeHuwe 3a ceaHcom 6e3
paspeLueHns norb3oBaTens: No3Bonser
agMWHUCTPATOpPy NPOCMaTpuBaTh CeaHc
yaaneHHoro none3oarens 6e3 cornacus
nonb3oBartend. Ecnu Bbl OTKNOYaeTe 310T
napameTp NoNTUKWA, aAMUHUCTPATOPbI MOTYT
B3aMMOAENCTBOBATbL C CEAaHCOM Cry>0
yaaneHHbIX paboynx CToNnoB nonb3oBaTens, ecnm

norib3oBartesib AacT Ha 3TO cornacue.

MepeHanpaBneHue YyCTPOWUCTB U pecypcoB

MyTb: KomnoHeHTbl Windows — Cnyx6bl yaaneHHbIX pabounx cTonoB — Y3ern ceaHCOB yAaneHHbIX

pabouunx ctonos — lMepeHanpaBneHue yCTPOWUCTB U PeCypcoB

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Device
and Resource Redirection)

v OnucaHue NonuTuK



Monutuka

Do not allow COM port
redirection (He
paspeLuaTb
nepeHanpasneHue
COM-nopToB)

Do not allow LPT port
redirection (He
paspeLiaTb
nepeHanpasneHue

LPT-nopToB)

OnucaHue 3HaueHue

Onpepgensert, crieqyeT Ny OTKNOYaTh NepeHanpasneHne

AaHHbIX C yaaneHHOro KoMnbloTepa Ha KNMeHTCKMe

COM-nopTbl B ceaHcax cnyx6 yganeHHbIX pabo4mx

CTONOB. OTOT NapameTp NOMAUTUKA MOXHO UCMONb30BaThb

ANs Toro, YTobbl 3anNpeTnTb NOb30BaTENSAM

nepeHanpasneHve AaHHbIX Ha nepudepuitble

yCTpoKnCTBa, noakntoveHHble K COM-nopTtam, nnm

conocTtasneHune nokansHeix COM-noptoB npu

NOOKIIOYEHNM K ceaHcy cry6 yaaneHHbIx pabodmx

ctonos. Mo ymonyanuio cnyx6bl yaaneHHbIX padodnx Enabled
CTOMOB paspeLLatoT nepeHanpasneHme gaHHbix Ha COM-  (BknoyeHo)
nopTbl. Ecniv BbI BKItOYaeTe 3TOT napameTp NOMUTUKN,
nonb3oBaTeny He MOryT NepeHanpaBnsTb AaHHbIE

cepBepa Ha COM-nopTbl NoKanbHbIX KOMMLIOTEPOB.

Ecnu Bbl OTKIIOMaeTe 3TOT NapameTp NOSUTUKN,

nepeHanpasneHne Ha COM-nopTbl Bcerga paspeLuaerca

cnyx6amu yaaneHHbix pabounx ctonos. Ecnu Bbl He

HacTpamBaeTe 3TOT NapameTp NONUTUKN,

nepeHanpaeneHne Ha COM-nopTbl Ha ypOBHE rpynnoBown

NONMMTUKN HE onpenesieHo.

OTOT NapameTp NONUTUKK onpegensert, Tpebyetca nu Enabled
OTKMNtoYaTh NepeHanpaBneHne AaHHbIX Ha KIUeHTCKue (BkntoyeHo)
LPT-nopTbl B ceaHcax cnyx6 yganeHHbIX pabo4mx

cTonoB. [JaHHbI napaMeTp NOAUTUKN MOXHO

MCNonb30BaTh, YTOObLI 3aNpeTUTb Nosib3oBaTernsamM

cornocTasneHue rnokanbHblx LPT-nopToB u

nepeHanpasneHne AaHHbIX C yAaneHHoro Komnetepa

Ha nokarnbHble nepudepuinHble yCTPOMUCTBA,

noakntoveHHble kK LPT-noptam. o ymonyaHuio cnyxo6bl

yAaneHHbIX pabounx CTonoB paspeLuaroT

nepeHanpasneHne LPT-noptos. Ecnu BbI BKNto4aeTe

3TOT NapameTp NONUTUKK, NONb30BaTENN BO BPEMS

ceaHca cnyx6 yganeHHbIx pabo4vmx CTONoB He MOryT
nepeHanpaBnsTb JaHHble cepBepa Ha nokanbHble LPT-



Monutuka

Do not allow supported
Plug and Play device
redirection (He
paspeLuaTb
nepeHarnpasneHue
noaAepXuBaeMbIxX
camMoHacTpavBaeMbIX
YCTPOWCTB)

OnucaHue

nopTbl. ECriv Bbl OTKNIOYaeTe 3TOT NapameTp NOMUTUKN,
nepeHanpasneHve Ha LPT-nopTbl Bcerga paspeLleHo.
Ecnun Bbl He HacTpauBaeTe 3TOT nNapameTp NONUTUKN,
nepeHanpasneHne Ha LPT-nopTel Ha ypoBHE rpynnoBowu
MONMUTUKN HEe onpeaerieHo.

OTOT NnapameTp MoSIMTUKN NO3BOMSET yNpaBnsTh
nepeHanpasneHneM noaaepxmBaemMbix
caMoHacTpanBaeMblX YCTPOWUCTB, TaknX Kak yCTponcTea
Windows Portable Device, Ha yaaneHHbI KOMMNbOTEP BO
BpeMs ceaHca crny6 yganeHHbIX pabo4ymx ctonos. o
YMOSYaHUIo cry>0bl yaaneHHbIX pabo4mx cTonos
paspeLLaroT nepeHanpasneHne NnoaaepXXmBaemMblx
caMoHacTpanBaeMblX YCTpPoUCTB. Nonb3osatenu mMoryT
MCNOJSib30BaTb HACTPOWKY «[JONONHNTENBHO» Ha BKNagke
«JlokanbHble pecypcbl» 4ManoroBoro okHa
«MMopgkntodeHne k yganeHHoMy paboyemy CTony», 4Toobl
BblOpaTh NogaepKMBaemMble camoHacTpanBaemble
yCTPOWCTBA ANA NnepeHanpasreHns Ha yaaneHHbIn
KomnbloTep. Ecnu Bbl BKMOYaeTe aTOT NnapamMeTp
NONUTUKK, NONb30BaTENN He MOTYT NepeHanpaBnsTb
noggepXxvBaemMble caMoOHacTpaMBaeMble YCTPOMUCTBA Ha
yAaneHHbIN KomnbloTep. Ecnuv Bbl OTKMOYaeTe Unu He
HacTpauBaeTe 3TOT NapamMeTp NONTUKK, NoNb3oBaTeNu
MOryT NepeHanpasnsaTb NogaepXusaemMble
caMoHacTpavBaeMble YCTPOMCTBA Ha yaaneHHbIn
komnbtoTep. MNpumedaHwue. Mpn nomoLm napameTpoB
nonuTuku B nanke «KoHdurypaums
KomnbtoTepa\AAMUHUCTPATUBHbIE
wabnoHb\Cuctema\YctaHoBka ycTporcTB\OrpaHmyeHns
Ha yCTaHOBKY YCTPOMCTBY» MOXHO 3anpeTuTb
nepeHanpasneHne onpegeneHHbIX TUNoB
nogaepXmnBaeMblX CamoHacTpanBaeMblX YCTPONCTB.

3HaueHue

Enabled
(BkntoyeHo)

Cpeaa yaaneHHbIX ceaHCOB



MyTb: KomnoHeHTbl Windows — Cny6bl yaaneHHbIX pabo4nx CToNnoB — Y3en ceaHCOB yaarieHHbIX
pabouux cronos — Cpena yaaneHHbIX CeaHCOB

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Remote
Session Environment)

v OnucaHne NonuTKK

MonuTtuka OnucaHue 3HaueHue

OTOT NnapameTp NONUTUKM NO3BONSET yaanuTb ANEeMEHT
«OTKNIOYEHME CeaHca» M3 AMarnoroBoro okHa «3aBepLueHune
paboTbl Windows» B ceaHcax cnyx6 yaaneHHbIx pabodmx
ctonos. C noOMOLLb0 3TOr0 NapameTpa MOSIUTUKA MOXKHO
3anNpeTuTb NOMb30BATENSIM MPUMEHSATb 3TOT 3HAKOMBbI CNOCO6
OTKIIOYEHUS KIMEHTCKOro KOMMNbOTEPa OT cepBepa y3na
CeaHCOoB yaaneHHbIX pabounx ctonos. Ecnu aToT napameTp
NONUTUKN BKNIOYEH, BapuaHT « OTKIIOYEeHne ceaHca» He
Remove
. oTobpakaeTcsi B pacKpblBaloLLLEMCS CNIUCKE B ANANOroBOM
«Disconnect» .
OkHe «3aBepLueHune pabotel Windows». Ecnn aToT napametp

option from Shut
MOMUTUKUN OTKIOYEH NN HE HACTPOEH, anemeHT « OTknoYeHue

Down dialog

ceaHca» He yganseTcsa U3 cnucka B AnanoroBoM OKHe
(Yoanutb _

«3aBepLueHune pabotel Windows». NpumevaHme. 3T1oT Enabled
aneMeHT

napameTp NOMMTUKM BNUSAET TONbKO Ha OMarioroBoe OKHO (BkntoyeHo)
«OTKMOYEHNE

«3aBepuweHune pabotbl Windows». OH He 3anpeLlaet
ceaHca» 13
nonb3oBaTensam NPUMEHATb Apyrne MeToabl AN OTKNIOYEHUS

auarnora
OT ceaHca cnyx6 yaaneHHbIX paboymx cTonos. ITOT
3aBepLUeHns
napamMeTp NONMTUKK TaKKe He 3anpeLwiaeT OTKIYEHne
paboThbl)

ceaHcoB Ha cepBepe. MoXHO 3agaTb Nepuon BpEMEHHU, B
TEeYeHNe KOTOPOro OTKITKYEHHbIN ceaHc ByaeT ocTaBaTbCA
aKTUBHbLIM Ha cepBepe, C MOMOLLIbIO HACTPOKMKN NapameTpa
nonuTukn «KoHdurypauus komnbtotepa\AAMUHUCTPATUBHbIE
wabnoHb\KomnoHeHTbl Windows\Cnyx0bl yaaneHHbIX
pabo4ynx ctonoB\Y3en ceaHCoB yaaneHHbIX pabounx
ctonoB\OrpaHn4yeHns ceaHcoB No BpeMeHn\3agatb
OorpaHu4eHne No BPeEMEHU ANns OTKITHYEHHbLIX CEAHCOBY.




Monutuka OnucaHue 3Ha4yeHue

Onpepensert, cnegyeT nu yoanutb aneMeHT «be3onacHocTb
Windows» n3 meHto «lMapameTpbl» Ha KNneHTax cry»o
yAaaneHHbIX paboynx cTonos. ATOT NapaMeTp NOAUTUKA MOXHO
Remove MCMNOnb30BaTh, YTOObI HE AONYCTUTb OTKMOYEHUS
Windows Security = HegocTaTto4HO ONbITHLIX MONb30BaTenemn u3 crnyo6 yaaneHHbIX

item from Start pabo4ynx cTonoB No HeagocMoTpy. Ecnn yctaHoBneHo

menu (Yganutb cocTosiHue «BkntoveHo», To NyHKT «besonacHocTb Windows» Enabled
ANEeMeHT He oTobpakaeTcs B MeHto «[llyck». B pesynbrarte ans Toro, (Bknto4eHo)
«be3onacHocTb 4YTOObI OTKPbLITL ANanoroBoe okHO «besonacHoctb Windows»

Windows» 13 Ha KITMEHTCKOM KOMMbKOTEPE, NOSIb30BaTENb AOSHKEH

MeHto «[lycky) ncnonb3oBaTh cneumnanbHOe codeTaHne KnaBuL

(CTRL+ALT+END). Ecnu yctaHOBNeHo cocTtosiHne
«OTkntoveHo» unu «He 3agaHo», To NyHKT «be3zonacHocTb
Windows» ocTaetca B MeHI «[Tyck».

Be3onacHoCTb

MyTb: KomnoHeHTbl Windows — Cnyx6bl yaaneHHbIX paboynx cTonoB — Y3en ceaHCOB yAaneHHbIX
pabounx ctronoB — BesonacHocTb

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Security)

v OnucaHne NonuTKK

MonuTtuka OnucaHue 3HayeHue
Require secure YkasblBaeT, TpebyeT nm cepBep yana ceaHCoB yaaneHHbIX Enabled
RPC paboumnx ctonos 6e3onacHble RPC-nogknioveHuns ot Bcex (BkntoveHo)

communication KnueHToB NiMbo gonyckaeT HebesonacHble NOAKMIYEHMS.

(TpeboBatb OTOT NapameTp MOXHO UCMOMb30BaTh A1 NOBbILIEHMS
©esonacHoe ©esonacHocTu knneHTcknx RPC-noagknoyeHnin, paspeluas
RPC- TOSIbKO NPOBEPEHHbIE N 3alunpoBaHHbIe 3anpockl. Ecrnn

nop,Kmoqume) COCTOSIHME UMEET 3HaYeHne «BkntoyeH», To CJ'Iy)K6bI




Monutuka

Set client
connection
encryption level
(YcTtaHOBUTL
YpOBEHb
LWwndpoBaHnsA
AN KITMEHTCKNX

NOAKIHOYEHNI)

OnucaHue

yOaneHHbIX paboymx CTOMNOB NPMHUMAIT 3anpochl TONMBKO OT
RPC-knueHTOB, NogaepxuearLmx 6esonacHble 3anpockl, 1

He JonycKarT Hebe3onacHble NOAKIYEHNS HeJoBEPEHHbIX

KnueHToB. Ecnn coctosiHne nmeet 3HadeHne «OTKAYEHY,
TO CNyX0bl yaaneHHbIX paboynx CToNnos Bcerga
3anpawwuBatoT 6e3onacHyto nepeaady Bcero RPC-tpadgumka.
OpHako RPC-knneHTam, He oTBeYaloLmuM Ha 3anpoc,

paspellaeTca HebesonacHoe noaknoveHne. Ecnm coctosiHme

nMeeT 3HadeHne «He 3agaHy, AOonycKaroTCcA Hebe3onacHble

nogkntodenHuns. MNMpumedanne. UHtepdenc RPC ncnonbsyetcs

ANs a4MVHUCTPUPOBAHMSA U HACTPOMKM CNy>6 yaaneHHbIX

paboymx CTonos.

TOT NapamMeTp NONUTUKK onpeaenseT, TpebyeTcsa N ocobbin
YPOBEHb LINpoBaHusA ana 6e3onacHoOro B3aMMoaencTBums
MeXay KNMEHTCKMMW KOMMbTEpaMn 1 cepeepamu y3na
CeaHCOB yaaneHHbIX paboynx CTONOB BO BPEMS yAalEHHbIX
nogkntodeHnn no npotokony RDP. Ecnu Bbl BKnovaeTe aToT
napameTp NoNMTUKK, BCe B3aMOOENCTBUS MexXay
KNWeHTaMn n cepsepamMm y3rioB CeaHCOB yaarieHHbIX
paboymnx CTONoB BO BpeMsi yaaneHHbIX NOAKNIoYEeHUI
OOSMKHbI MCNONb30BaTh METOA LWM(POBaHUS, 3a4aHHbIN B
aTOM napameTtpe. 1o ymonyaHuio 3agaHo 3HayeHne ypoBHS
wnppoBaHus «Bbicokuny. Nogaepxusatotca cnegytowime
mMeToabl WnpoBaHns. Beicokmin. 3HadeHne «BbiCOKMI»
0O3Hayaer, YTO AaHHble, KOTOPbIMM OOMEHNBAIOTCS KITUEHT U
cepBep, LWMGPYHTCA Ha OCHOBE CTOMKOro 128-6utHoro
wndpposaHu4d. Vicnonb3ynTte aToT YypOBEHb B cpeaax,

KOTOpble cogepKaTt TONbKOo 128-6UTHbIE KNMEHTLI (Hanpumep,

KNUEeHTbI, ncnonb3yoLwwme cnyxby «loaknoyeHune K
yoaneHHomy paboyemy ctony»). KnneHTtbl, KOTOpble He
NoAAEPXKNBAIOT STOT YPOBEHb LUMPOBAHUSA, HE MOTYT
NOAKINIYNTBCA K cepBepaM y3na CeaHCOB YAaneHHbIX
pabounx ctonoB. COBMECTMMBIN C KITMEHTCKNM. 3Ha4YeHne
«COBMECTUMbIV C KIMEHTCKMM» O3Ha4YaeT, YTo AaHHbIe,
KOTOPbIMW OBMEHMBAIOTCS KMUEHT N cepBep, LWNQPYOTCS C

3HauyeHue

Enabled
Encryption
Level: High
Level
(BkntoyeHo
YpoBeHb
LMppoBaHUS:
Bbicokui

YPOBEHb)



Monutuka OnucaHue 3HauyeHue

NCorb30BaHNEM Kro4a MakCUManbHOW CTOMKOCTN,
nogaepXnBaemMon KnmeHToM. Micnonb3ynte aToT YypoBEHb
LWndpoBaHMA B cpeaax ¢ He nogaepkmearowmmm 128-
BuTHOEe WndpoBaHue KnmeHTamu. Huskmi. MNpu 3HaveHun
«Hu3knin» ¢ nomoLlbo 56-6UTHOrO WNgpoBaHUS
LWNPPYIOTCA TONLKO AaHHbIE, NepechbinaemMble OT KIMeHTa K
cepBepy. Ecnv napameTtp oTKItOMEH UK He 3afaH,
rpynnosas NoONuTUKa He perfiaMmeHTUpyeT ypoBeHb
LWMdPOBaAHUS, UCMONb3yeMbI AN yaaneHHbIX NOAKMHYeHUN
K cepBepaM y3rna ceaHCOoB yaarneHHbIX paboymx CTonos.
BaxHo! CooteetcTtBme ctaHgapty FIPS moxHo HacTpontb
yepes «CuctemMHble cpeacTtea WndpoBaHusa». MicnonbaymnTe
FIPS-coBmecTMMble anropuTmbl 4515 NapameTpoB
LWNPOBaHUA, X3LWWNMPOBaHNA N LMPOBON Noanncu B
rpynnoson nonutuke (KoHdurypaums
komnbtoTepa\lapametpbl Windows\lNapameTpsbl
6esonacHocTu\JTokanbHble nonutukmM\lNapameTpbl
6esonacHocTtwn). MNapameTtp «FIPS-coBMecTUMbINy
obecrneyvBaeT WNdpoBaHUEe N paclNgPOBKY OaHHbIX,
OTnpaBnsieMbIX OT KNMEHTa K cepBepy 1 obpartHo, ¢
nomoLbto anroputmoB wudpoBanus FIPS 140-1 (Federal
Information Processing Standard), ncnonbsys mogynu
WwndppoBaHus koprnopaunn Mankpocodrt. icrnonbayinTte aToT
YPOBEHb LUIN(POBaAHNA MPU B3aNMOOENCTBUN MeXAy
KNUeHTaMmmn n cepeepamMu y3na ceaHcoB yaarneHHbIX paboymx
CTONOB, KOTOpoe TpebyeT HanBbICLLErO YPOBHS
LWnppoBaHus.

OrpaHquHMe ceaHCOB NO BpemMeHHN

MyTb: KomnoHeHTbl Windows — Cnyx6bl yaaneHHbIX pabo4nx cTonoB — Y3en ceaHCOB yAareHHbIX

paboumnx cronoB — OrpaHu4YeHMne ceaHCOB MO BPEMEHU

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host — Session

Time Limits)



v OnucaHue NonuTuKk

Monutuka

End session
when time
limits are
reached
(BaBepLuiatb
ceaHc npwu
AOCTMXKEHNN
orpaHuyeHus
No BPEMEHMN)

OnucaHue

OTOT napameTp NONUTUKM ONpeaenseT, 3aBepLuaeTcsa nm
ceaHc cnyx6 yganeHHbIx pabo4ymx CTOMNoB no Tanm-ayTy
BMECTO OTKIOYEeHUA. Bbl MOXeTe ncnonb3oBaThb 3TOT
napameTp Ans NpUHYAMTENbHOIO 3aBepLUEHUsI ceaHca
cnyx6 yaaneHHbix paboymx cTonos (B 3TOM crnyyae
OCYLLIECTBIIAETCA NPUHYAMTENBHbIN BbIXOA MOSb30BaTens, a
CBeJeHNs O ceaHce yaansTca ¢ cepBepa) no AOCTUXKEHUN
npegena orpaHnyYeHns akTUBHOIo nnun 6e3aencTByoLLEro
ceaHca. 1o ymonyaHuto cnyx6bl yaaneHHbix pabounx
CTOSIOB OTKITKO4AOT CeaHChbl MO UCTEYEHUN YKa3aHHOro Ang
HUX BpeMeHN ceaHca. OrpaHn4eHms No BpeEMeHU
yCTaHaBNMBaKTCS afAMUHUCTPATOPOM CepBepa foKarnbHO
UIIM C MOMOLLbIO rPYNMNoOBON NonuTukK. CM. napameTpbl
nonuTUKN «3adaTtb OrpaHMYeHe No BPEMEHN OIS aKTUBHbIX
ceaHcoB cnyx6 yganeHHbix paboynx cTonos» n «3agatb
orpaHnyeHne No BpeEMeHU AN akTUBHbIX, HO
6e30encTBYOLWNX CEaHCOB CNYX0 yaaneHHbIX paboymnx
ctonosy. Ecnu Bbl BKIto4aeTe 3TOT napamMeTp NOMUTUKN,
cnyx6bl yaganeHHbIX pabo4nx CTONOB 3aBepLUatoT BCe
CeaHCbl C UCTEKLLIMM BpeMeHeM OxuaaHus. Ecnu Bbl
OTKIoYaeTe 3TOT NapaMeTp NONUTUKK, CRyXObl yaaneHHbIX
pabo4ynx CTONOB BCeraa OTKYakT CeaHchl,
npeKpaLleHHbIe No TakM-ayTy, Aaxe ecnu
agMUHUCTPATOPOM CepBepa OnpeaeneHo MHoe NoBeaeHne
ANs 3Toro napamerpa nonuTukn. Ecnv Bl He HacTpanBaeTe
3TOT NapameTp NONUTUKK, CNyX0bl yaaneHHbIX pabodmnx
CTOSOB OTKMOYAOT CeaHChbl, NpeKpaLLeHHble Mo Tanm-ayTy,
€Cnn MHOE He ONpeaeneHo B NIoKarnbHbIX NapaMeTpax.
MpumeyaHne. OTOT NapameTp NOAUTUKN NMPUMEHSIETCA
TONbKO K ABHO OonpeaeneHHbIM aaMUHUCTPaTOPOM
OrpaHNYeHUsIM No BpEMEHU OXMaaHUs. OTOT napameTp
NONMUTUKM HE NMPUMEHSAETCS K CODbITUSIM BPEMEHM OXUOAHWUS,
KOTOpble onpeaensatoTcs YCrIOBUAMUN CETEBbLIX NOAKIOYEHUN.

3HavyeHue

Enabled
(BkntoveHo)



Monutuka

Set time limit
for
disconnected
sessions
(Bapatb
orpaHuyeHue
Nno BpeMEHU
ans
OTKIMIOYEHHbIX

CeaHcoB)

OnucaHue

OTOT NapameTp JOCTyneH B nankax « KoHdurypaums
KomMmnbtoTepa» U «KoHdurypaumnsa nonb3osatens». Ecnu
HacTpoeHbl 06a napameTpa, TO NPUOPUTET NMEET NapamMmeTp
B nanke «KoHdurypaumsa komnsrotepar.

OTOT NnapameTp NOMMTUKM NO3BONSET HACTPOUTb
orpaHn4yeHue no BpeMeHu Ans OTKITYEHHbIX CeaHCOoB
cnyx6 yaaneHHbix pabounx ctonos. C noMOLLbI 3TOro
napameTpa NofIMTUKM MOXHO onpeaennTb MakCuMmasbHbIN
nepuog BpeMeHW, B TeHEHNe KOTOPOro OTKITHOYEHHbIN ceaHc
OCTaeTCHd akTUBHbIM Ha cepBepe. 1o ymonyaHuio cnyxobl
yaaneHHbIX paboynx CTONOB paspeLuatoT nosib3oBaTernsm
OTKMYaTbCs OT ceaHca cnyx6 yaaneHHbIx paboynx cTonos
6e3 3aBepLUeHns 3TOro ceaHca u Bbixoda u3 Hero. Korga
CeaHC HaxoauUTCs B OTKIMHOYEHHOM COCTOSHUW, BbIMOMHEHNE
3anyLeHHbIX NporpaMmM NpPOAOIHKaeTCs, XOTH Nonb3oBaTerb
He NoAksitodeH. Mo ymonyaHuio Takme OTKITHYEHHbIE CeaHCb!
OCTaloTCH OTKPbITLIMU Ha CepBepe HeorpaHMYeHHoe BpeMS.
Ecnu Bbl BKntovaeTe 3T0T napameTp MOfUTUKN,
OTKIMIOYEHHbIE CeaHCbl yaansoTcs ¢ cepepa No UCTeYeHUM
yKasaHHoro BpemMeHun. Ytobsl obecneunts noBegeHme no
YMOSTHaHWUIO, COrMacHO KOTOPOMY OTKITHOYEHHbIE CeaHCbl
obcnyxuBatoTcs 6e3 orpaHnyeHnsa BpeMeHu, Belbepute
«Hwukorgay». [Jna KOHCOMbLHOro ceaHca orpaHnUYeHust no
BPEMEHM K OTKITHOYEHHbIM CeaHcaM He npumeHstoTes. Ecnu
Bbl OTKIOYaETE UM HE HacTpamBaeTe 3TOT NapamMmeTp
NOMMUTUKN, HA YPOBHE rpynnoBOK MONUTUKU OH He
onpegeneH. 1o yMonyaHuio OTKINIOYEHHbIE CeaHCbl CryX0
yAaneHHbIX pabodnx CTONOB OCTalOTCH He3aBEpPLUEHHbIMU
6e3 orpaHnyeHun no spemeHun. NpumvevaxHme. IToT
napameTp npucyTcTByeT B nankax «KoHdurypauns
KomnbtoTepa» n «KoHdpurypauusa nonb3osarensa». Ecnu
napameTpbl NOAUTUKN 3adaHbl B 06eunx nankax, To
npuopuTeT nmeeT napameTp B nanke «KoHdurypauus

KOMMbKOTEPA».

3HauyeHue

Enabled End a
disconnected
session: 1
minute
(BkntoyeHo
3aBepLueHune
OTKJTHOYEHHOrO
ceaHca: 1

MUHYyTa)




BpemeHHbIe nanku

MyTb: KomnoHeHTbl Windows — Cny6bl yaaneHHbIX pabo4unx CToNoB — Y3en ceaHCOB yaarieHHbIX
pabouux cronos — BpemeHHbIe nanku

(aHrn. — Windows Components — Remote Desktop Services — Remote Desktop Session Host —
Temporary folders)

v OnucaHue NonuTuK

Monutuka OnucaHue 3HayeHue

OTOT NnapameTp NONUTUKM ONPeaensieT, COXPaHSATCS N
BPEMEHHbIE Nanku cryxo6 yaaneHHbix paboymx CTornoB nocne
3aBepLUEHNS CEaHCOB. ATOT NapameTp MONUTUKM NO3BONSAET
COXpaHATb BPEMEHHbIE Nanku ceaHCoB Nonb3oBaTtenen Ha
yOaneHHoOM KOMMbIOTEPE Aaxe Nocre 3aBepLUEHMs ceaHca.
Mo ymon4yaHuto cny6bl yaaneHHbIX paboymx CTONoB yaansoT

BPEMEHHbIE Nanku nonb3oBaTesniemn npwu Bbixoae

Do not delete nonb3osaTend. Ecnu Bbl BKIoYaeTe 3TOT NapamMeTp NonTUKH,
temp folders BPEMEHHbIE Narnku ceaHCoB Monb3oBaTernien He yaansrTcs
upon exit (He nocne 3aBepLUEHNs ceaHcoB. Ecnu Bbl OTKMNO4aeTe 3ToT ~
yoansitb napameTp NONUTUKXA, BPEMEHHbIE Nankun yaansTca npu 'sabled
(OTKNtOYEHO)
BPEMEHHbIE 3aBepLUeHNN ceaHca, Jaxe ecnn agMuHuUcTpaTop cepsepa
nanku npwu ykasan nHadve. Ecnu Bbl He HacTpanBaeTe 3TOT napameTp
BbIXoAe) NOMUTUKK, CAY>XObl yaaneHHbIX pabovmx CTONoB yaansaoT
BPEMEHHbIE Nanku C yaaneHHOro KoMnboTepa npu BbIXoge u3
CUCTEMBI, €CNN aMUHUCTPATOPOM cepBepa He onpeaenex
apyron pexum. lNpumeyaHne. STOT napameTp numeet
3HayeHue, TONbKO eCfn Ha CepBepe NCMONb3YHTCA
BPEMeHHbIe Nnanku ceaHcoB. Ecnu BKkodYeH napameTp
nonuTukn «He ncnonb3oBaTb BPEMEHHbIE NarkKu s ceaHcay,
TO [aHHbI NapaMeTp HN Ha YTO He BIMSET.
Do not use [aHHbIN napamMeTp NOMUTUKN HEe NO3BOMSET CryKb6am Disabled
temporary yAaneHHbIX pabounx CTonoB co3gaBaTb BPEMEHHbIE narku (OTKMOYEHO)

folders per ceaHcoB. C NOMOLLbIO 3TOro NapameTpa NOMTUKA MOXHO




Monutuka

session (He
MCnonb30BaTb
BPEMEHHbIE
nanku gns
ceaHca)

OnucaHue 3HaueHue

3anpeTnTb co3gaHue Ha yaarieHHOM KOMMbIoTepPe OTAEMNbHbIX
BPEMEHHbIX NanokK Ang Kaxgoro ceaHca. o ymonyaHumio
cnyx06bl yaaneHHbIX pabovnx CTONOB CO34at0T OTAENbHYHO
BPEMEHHYI0 Nanky Ans KaXaoro akTMBHOIO ceaHca
nonb3oBaTend Ha yganeHHOM KoMnbloTepe. Takme
BPEMEHHbIE Nanky co3garTCHa Ha yaarneHHOM KOMMboTepe B
nanke Temp nanku Npogusis Nofb3oBaTesnis U NosyvyarT MM
Nno Koay ceaHca. Ecnu Bbl BKNOYaeTe 3TOT NapameTp
NONNTUKN, BPEMEHHbIE Nankn ceaHCcoB He co3gatoTcs. BmecTo
3TOro BpeMeEHHbIe dhansibl Nonb3oBaTens Ans BCeX CeaHCoB
Ha yaaneHHOM KOMMboTepe XpaHATCH B obLwen nanke Temp
nanku npocoung nonb3oBaTend Ha yaaneHHOM KOMMboTepe.
Ecnun Bbl OTKMOYaeTe 3TOT NapamMeTp NONUTUKKU, OTAENbHbIE
BPEMEHHbIE Nanky BCerga co3fatTca ANs Kaxaoro ceaHca,
Aaxe ecrnv agMUHUCTPaTOPOM cepBepa onpeaeneH apyrom
pexuM. Ecnn Bbl He HacTpauBaeTe 3TOT nNapameTp NONUTUKN,
OTAenNbHble BPEMEHHbIE Narnky 418 Kaxaoro ceaHca
co3JatloTcsa B TOM Clnyyae, ecnu agMuHUCTpPaTopoM cepeepa
He onpeneneH ApYron pexum.

I'Iop;l,qox MMNOPTa NOJINTUK

1. Ha koHTponnepe gomeHa co3ganTe HOBbI OOBLEKT rpynnoBor nonutukm, Hanpumep «indeed PAM RDS

Server».

2. HacTtponTte comnbtpbl 6€30nacHOCTM 06bEeKTa rpynmnoBON NONUTUKM AN MTPUMEHEHUS TOMbKO K OOBEKTY

cepBepa Indeed PAM Gateway.

3. Ckavante apxuB ¢ HABOPOM NOSMUTUK ANSA PYCCKOW UM aHIMNNCKOW BEPCUMM CepBepa U pacnakymnte BO

BPEMEHHYIO Marnky.

4. HaxXmuTe NpaBowv KHOMKOW MbILWW MO CO34aHHOMY OObEKTY rpynnoBOv NONUTUKA U Bbibepute B

KOHTEKCTHOM MEHIO MYHKT «|/|MI'IOpT napamMeTpoB...».


https://cloud.indeed-id.com/index.php/s/LnoChdpzRfL2B8Q
https://cloud.indeed-id.com/index.php/s/KJBMbT4jry0Rl4g

3 ¥npaeneHune rpynNoeci NoAMTAKCA Indeed PAM RDS Server
4 5&\ flec: indeed-id.local OfnacT |Caeneﬂuﬂ I MapameTpel I Denerwposanwe | CocToAHwe
A E JoreHsl
A ﬁ indeed-id.local Consu
| Default Domain Policy MokasaTs CEASW B PACIONINEHUH: |indeed-id.lacal
i |ESettings C GPO cersaHs cnemyowme caiTel, OOMEHE! M NOAP3SAENEHWA;
57/ IESSOPlugin =
| Indeed PAM RDS Server A MpAHyaMTENSHEIA
4 3| Domain Controllers ﬁlndeed-ld.lucal Her
Ii=E.T Default Domain Controllers Policy
b 2] IPAMACcounts
p 2] IPAMUsers
[ fi"l rustmp
Fi ,Er CEBeKTel rpYyNNoOBCA NOANTAERN
=] Default Domain Controllers Policy
E,T Default Domain Policy PuneTpet GesonacHocTH
= |ESettings MapameTpsl gaHHoro ofbeKTa rpyNoEoA NONMTMKW NPMMEHAKITCA Ton
:E;r IESSCPlugin CNE QYL FRYNN, NoNES0EaTENEA M KOMNBHTEROE
| =] Indeed PAM RDS Server| gy -
bSO | Mamenns.. 1 PAMS (INDEED-ID\PAMS)
b "_'-E Hay CocroaHwne oBbekTa rpynNNoECA NOAMTHEN »
[ :a CanTel
ﬁ Mogaennpo ApXMENPOEETE...
:Z, PesynetaTy BoccTaHoBWTE M3 apXHEa...

| WMmnopt napameTpos...

CoXpaHWTe OTYET...

Bug b

5. YkaxuTte nyTb K Nanke ¢ pacnakoBaHHbIM apX1BOM.

Pacnonoxenwe apaea
BrifepuTe Nanky apxvEa ANA MMNOPTa NapaMETROE.

Manka apeiea:

I~ Users\Victor.osipoviGPOYndeed PAM RDS Server RU

« Hazan ” Hanee = || CmaeHa | | Cnpaeka |




6. B okHe «[lepeHOC CCbINOKy» BKITHOYMTE OMUMIO «TOYHO KOMMPOBATb UX U3 UCTOYHUKAY.

lNepeHoc cohnoK
YicawuTe cnocod Nepenayl cobinok cyfbekTam GesonacHoCTY (Fpymnan,
NoNEZ0EETENAM, KoMAeTEpaM) 1 UNCymi.

ApeEHBIA 06 BEKT rpYNNOBoA NONMTHKK COLEMXEMT CChINKM Ha CYEbEKTHI
GesonacHocT Mk myma UNC. [Mpw npeofpasoBaHin ST CCbINoK:

@ TOYHD KOMWDOBATE VX M3 MCTOYHWIKE:

C NOMOLLLEHD 'IEEHHLU:I MUrpawy CoONoCTIEBNTE M B KOHEYHOM ofbeKTe Fp’j‘ﬂl‘lﬂﬁﬂﬂ
MO TAKKH

| | Ofsop...
|:| WcnonesoeaTe TAGNMLY MWMPELWK B MOHOMOMNEHOM PEXMME, Wamerims

Ecnu kakne-nubio cyfber el GesonacHocma uma mymi UNC B

SpEMEHOM OB BEKTE MPYTINOE0A NONMTAKK OTCYTCTEYIOT B
TabMALE MMMPELMW, HE BEINONHATE MMNOPT.

| < Hazan ” Hanee = || CmaeHa || Cnpaexa |

7. MNMocne ycnewHoro nMnopTa OTKPONTE OOBEKT rpynnoBOv MNONMUTUKN U UCNpaBbTe NONMTUKY Paspewartb
BXOJ, B CUCTEMY Yepe3 crnyX0bl yaaneHHbIx pabounx ctonoB (aHrn. — Allow log on through
Remote Desktop Services), nobasnB B Hee rpynny 6e3onacHOCTU Nonb3oBaTenen, KOTopbiM HEOOX0ANM
yOaneHHbIn JOCTyn.

8. BbinonHuTe nNpuBssky oobekTa rpynnoBoO NOAUTUKN K OPraHN3aLMOHHOMY NOAPAa3aeneHnto, KoTOpomy

npuHagnexut cepeep Indeed PAM Gateway.

9. MpuMeHnTe NONUTUKN, BLIMONHUB KOMaHAy gpupdate /force Ha cepsepe Indeed PAM Gateway.



HacTpoliku 6e3onacHocTu cepBepa
gocTtyna

A NMPEOYNPEXOEHUE

O6sa3aTenbHO BbINOMHUTE AEWCTBUS, KOTOPbIE MEPEYNCIIEHbI Ha 3TOM CTpaHuue. OTo Tpebyetca ans

KoppekTHon paboTbl Indeed PAM.

anMeHeHMe HAaCTpPpOEK C NOMOLbIO YTUJIUTDbI

YTo6bI NPMMEHNTL HEOOXOAMMBbIE HAaCTPOVKM 6GEe30MacHOCTM cepBepa 4OCTyNa BbINOMHUTE crneayroLimne

AencTeuns:
1. Nepengnte B Nanky ¢ auctpmubytneom IndeedPAM_3.2_RU\indeed-pam-tools\configuration-protector)\.
2. 3anycTute KOMaHAHY CTPOKY OT MMEHW agMUHUCTpaTopa.

3. BbinonHuTe komanay:
.\Pam.Tools.Configuration.Protector.exe apply-gateway-security

4. YcTaHoBUTE NapameTp 3anpeTuTb AOCTYN K NaHenu ynpasrieHUsa U napaMeTpamM KoMnbloTepa

rpynnoBow NONnTUKN B 3Ha4YeHne BknroyeHo.

MyTb: KoHdurypaums nonb3oeatens — AOQMUHUCTPATUBHbIE WWAGMoHbl — lMaHenb ynpaeneHns —
3anpeTuTb OOCTYN K NaHenu ynpaeneHnst 1 napameTpam KoMmnbloTepa.

(aHrn. — User configuration — Administrative Templates — Control Panel — Prohibit access to Control
Panel and PC settings)

5. MNepesarpy3nte MalMHy ¢ cepBepoOM AOCTyna.
6. Y6eaunTtech, 4TO He0ObBXoauMbIE HAaCTPONKM 6e3onacHOCTK cepBepa A0CTyna NPUMEHUITUCh.

7. MpoBepbTe Baly LeneBble pecypcbl — ybeauteck, YTo napametp TpeboBaTb UCNONb30BaHMe

cneuuvanbHOro ypoBHsA 6e3onacHocTn ans yAaneHHbIX NOAKNKYEHUN No npoTOoKoOony RDP



rPynnoBON NOMUTUKM YCTAHOBIIEH B OOQHO M3 3HAYEHWI:

o He 3apaHo
o BknroyeHo: Negotiate

o BknroyeHo: SSL

MyTb: KoHdurypauusa komnbtotepa — AAMUHUCTPATUBHbIE LWabnoHbl — KomnoHeHTbl Windows —
Cnyx6bl yaaneHHbIx pabounx cTonoB — Y3ern ceaHcoB yaaneHHbIX pabounx ctonos — besonacHocTb
— TpeboBaTb UCMONb30BaHWE cneynanbHOro YpoBHA 6€30nacHOCTU ANs yAaneHHbIX NOAKIHYEHWI No

npotokony RDP

(aHrn. — Computer Configuration — Administrative Templates — Windows Components — Remote
Desktop Services — Remote Desktop Session Hosts — Security — Require Use of Specific Security
Layer for Remote (RDP) Connections)

A NMPEOYNPEXOEHUE

3HadveHne BknroveHo: RDP He nogaepxumBaetca cuctemon Indeed PAM.

MpoBepka ycnewwHOro npuMeHeHUs HacTpPoekK
6e3onacHOCTU cepBepa AocTyna

YUTtobbl yOeauTbca, 4To HeobXxoaMMble HAacTPOKMKu 6e3onacHOCTM cepBepa JOCTyNa NPUMEHMUINCS,

BbIMNONMHUTE crneayruine AencTBus:

1. Nepengnte B Nanky ¢ auctpubytmneom IndeedPAM_3.2_RU\indeed-pam-tools\configuration-protector)\.
2. 3anycTnte KOMaHAHY CTPOKY OT MMEHWN agMUHUCTpaTopa.

3. BbinonHuTe komanay:

.\Pam.Tools.Configuration.Protector.exe validate-gateway-security

NMpmeHeHMe HaCTPOEK BPYUHYHO

Ecnu ucnonb3osanune ytunutel Pam.Tools.Configuration.Protector no kakum-nn6o npyynHam HEBO3MOXHO,

TO NpUMeHnTe Heobxoaumble HaCTPOWKMN B©esonacHocTK BPY4YHYIO, KaK OrnncaHo HWXe.



1. KonnpoBaHue c¢panna 6ubnmnorekn B gupekroputo ProxyApp.

Mepengute B gupektoputo C:\Program Files\dotnet\shared\Microsoft. NETCore.App\3.1.24, ckonupynTte
dann Microsoft.DiaSymReader.Native.amd64.dll 8 pupektoputo C:\Program Files\Indeed\Indeed
PAM\Gateway\ProxyApp. Bepcusi B UICXOOHOM NyTU MOXET OTNMYaTbCs, B 3aBMCUMOCTU OT BEPCUM
Dotnet Runtime, yctaHoBneHHOro Ha cepeepe. Vcnonb3ynte HanbonbLLyo BEPCUIO, KOTOpas

HaymnHaeTtcs ¢ 3.1.
2. OTKno4YeHMe Nonb3oBaTeNIbCKOro XpaHunuiia AoBepeHHbIX KOpHeBbIX cepTucgpukaTon LIC
EcTtb gBa cnocoba:

o Yepes rpynnoByto NOMUTUKY

o Yepes HacTpouky B peecTpe Ha RDS Gateway cepsepe, ecnun He npuMeHeHa rpynnosasi NonuTuka

Cnoco6 1 — yepes rpynnoByro0 NONUTUKY
M3meHUTe HacTpoWKy B rpynnoBon nonutuke, gencreyowen Ha RDS Gateway cepsep:

MyTb: KoHdurypauma komnetotepa — KoHgurypaums Windows — NapameTtpbl 6e3onacHocTn —
Monuntnka oTKpbITOro Krtoya — lNMapameTpbl noaTBEPXAEHUS NYTN cepTudukaTa

(aHrn. — Computer Configuration — Windows Settings — Security Settings — Public Key Policies —
Certificate Path Validation Settings)

Bo Bknagke Xpanunuuwa (aHrn. — Stores):

i. BkntounTte onumio OnpegenuTtb napamMeTpbl NnonuTUKKM (aHrn. — Define these policy settings)

ii. OTkntoumTe onuuio PaspewnTtb ucnonb3oBaHue KopHeBbix LIC, koTopbiMm foBepsieT
nonb3oBaTenb, AnA npoBepku ceptudukatoB (aHrn. — Allow user trusted root CAs to be used

to validate certificates)

Cnoco6 2 — yepe3 HaCTPOMKY B peecTpe

B HKLM\SOFTWARE\Policies\Microsoft\SystemCertificates\Root\ProtectedRoots cospaunTe
KNnoY Flags C TMNOM DWORD ¥ yCcTaHOBUTE 3HadeHue 1. [lonb3oBaTensckoe XpaHunuie JOBEePEeHHbIX
KopHeBbIx cepTudukatos LIC oTknoyeHo, ecnv nepBbin BUT 3HaYeHs B Flags paBeH 1.

3. OTknroveHue cnyx6 cucremsl push-ysegomnenHnn Windows.

OTkntounTe cnegyrowne cry>xobi:



o Cnyx6a cucrembl push-yBegomnenun Windows (aHrn. — Windows Push Notifications,
WpnService)

o lMNMonb3oBaTenbckan cnyxb6a push-yBegomnenun Windows (aHrmn. — Windows Push
Notifications User, WpnUserService)

4. OTknoveHue MNMaHenn YnpaBneHusa gns nonb3oBartenen B rpynn030i/'| NnoJyiINTUKe.

YctaHoBMTE NapameTp 3anpeTuTb AOCTYN K NaHenu ynpaBrieHUsa U napamMeTpam KOMMnbloTepa
rpynnoBo NonnTUKK B 3Ha4YeHne BkrnroyeHo.

MyTb: KoHdurypaums nonb3oeatens — AQMUHUCTPATUBHbIE LWWAGMoHbl — lMaHenb ynpaeneHns —
3anpetuTb AOCTYN K NaHenu ynpaeneHnst 1 napameTpam KoMnbroTepa.

(anrn. — User configuration — Administrative Templates — Control Panel — Prohibit access to Control
Panel and PC settings)

5. NpoBepkKa BbIOpaHHOro ypoBHA 6€30nacHOCTU AN yAareHHbIX NOoAKTHYEeHUU NO NPOTOKONY

RDP B rpynnoBon nonutuke LieneBbIiX pecypcoB.

lMpoBepbTe Baluun Lenesble pecypcbl — ybeanTtech, YTo napameTp TpeboBaTb Ucnosnb3oBaHue
cneuuvanbHOro ypoBHs 6e3o0nacHoOCTH Ans yaaneHHbIX NoAKIHYeHun no nporokony RDP

rpynnoBON NOMUTUKM YCTAHOBIIEH B OOQHO M3 3HAYEHWI:

o He 3apaHo
o BknroyeHo: Negotiate

o BknrouyeHo: SSL

MyTb: KoHdurypauusa komnbtotepa — AAMUHUCTPATUBHbIE WabnoHsbl — KomnoHeHTbl Windows —
Cnyx0bl ynaneHHbIX paboymx CTofioB — Y3ern ceaHCoB yaaneHHbIX paboymx ctonoB — besonacHoOCTb
— TpeboBaTb MCNonb3oBaHMe cneunanbHOro YpoBHsi 6€30nacHOCTU ANA yaaneHHbIX NOAKITYEHU No

npotokony RDP

(aHrn. — Computer Configuration — Administrative Templates — Windows Components — Remote
Desktop Services — Remote Desktop Session Hosts — Security — Require Use of Specific Security
Layer for Remote (RDP) Connections)

A NPEOYNPEXOEHUE

3HadeHne BknroveHo: RDP He nogaepxumBaetca cuctemon Indeed PAM.



CwmeHa knova wundposaHua bl PAM

B cnyyae komnpomeTaunm knroda wmpoBaHus npegycMoTpeHa BO3MOXHOCTb poTauumm mactep kntoya b/
6e3 octaHoBkM paboTbl PAM.

[ns atoro ncnonbayetca ytunuta Key Rotator.

Windows IndeedPAM_3.2_RU\indeed-pam-tools\key-rotator\Pam. Tools.KeyRotator.exe

Linux /etc/indeed/indeed-pam/tools/key-rotator.sh

Mepen 3anyCkoM yTuIiinTbl BHECUTE UBMEHEHNA B KOH(bMpraLlMOHHbIVI doann KOMMNoHeHTa Core, B cekuuto

Encryption.

Mo ymonyaHuio B 3TOM CEKUUN HAaXOAUTCA TOMbKO MNOACEKUUA Primary, B KOTOPOW yKa3aH AeNnCTBYOLLUIA
KNty LWnpposanng 1 apyrne gencTeyrowime HacTporku bJ.

YUTo6bl N3MeHNTb KoY WindposaHusa b1, BeinonHuTe criegyrowme warm:

1. Cospavite BTOPYIO NOACEKLMIO Secondary B CEKUMM Encryption.
2. [MepeHecuTe HaCTpPOMKM U3 Primary B Secondary.

3. BHecuTe HOBbIV KNtoY LWUMAIPOBAHUA B CEKLMIO Primary .

4. CoxpaHuTe naMeHeHnsa KoHurypaumoHHoro doamna.

5. 3anyctute ytunuty Key Rotator.

6. MNMocne 3aBepLueHns paboTbl yTUNUTLI yaanuTe 13 KOHUrypaumoHHOro darina cekuuio Secondary .



CepBUCHbIE onepauunu

CepBucHble onepauuu ansa pecypcoB Windows

/\ MPEOYNPEXOEHUE

Ecnv koMnoHeHTbI cepBepa ynpaBneHus YCTaHOBMEHbI Ha onepaunoHHyto cuctemy Linux, To ans
BbINONHEHNS cepBUCHBIX onepauunn Ha Windows-pecypce gomkHa 6biTb HacTpoeHa cnyxb6a WinRM no
HTTPS

CepsucHble onepaunn ans pecypcos Windows BbIMOMHAKTCA OT UMEHU OMEHHOW UK NOKanbHOW yYETHOM

3anncu:

» [lpoBepka coefMHEHUs C pecypcom

o CUHXpOHM3aUMNA NnokanbHbIX YY4ETHbIX 3anvcem

o [1poBepka naporsi NoKasnbHbIX YY4ETHbIX 3anucemn

¢ 3meHeHne napons fiokanbHbIX YY4ETHbIX 3annucen
e [lony4yeHne gaHHbIXx 06 OC

« [Nony4yeHne cnucka rpynn 6es3onacHoCTy

HacTtponka sOMeHHON y4eTHON 3annCcUu B Ka4yeCcTBe CepBUCHON

1. BbinonHuTe BXoA Ha pecypc.

2. 3anyctute ocHacTky YnpasneHue komnbroTepom (Computer management).

w

. Mepengute B pasgen CnyxebHble nporpammbl (System tools) — JlokanbHble nonb3oBaTtenu (Local
Users and Groups) — pynnbi (Groups).

. OTKpOK1TE KOHTEKCTHOE MeHI0 rpynnbl AaMuHucTpaTopbl (Administrators).
. Beibepute nyHkt CBomncTBa (Properties).

. Haxmute flo6aBuTb (Add).

N OO o B~

. BbibepuTte LOMEHHYIO y4ETHYIO 3annckb, KoTopasa ByaeT Ncnonb3oBaTbCH B POfY CEPBUCHOW A5
pecypca un HaxmuTe OK.

HacTtpouka nokanbHon y4eTHOM 3annMcu B Ka4yecTBe CepBUCHOM



Ecnu B kayecTBe cepBMCHOM y4eTHOW 3anucn ByaeT MCnonb30BaThCH NOKanbHbIN BCTPOEHHbIN (built-in)
agMVHUCTpAaTop, TO AOMNOMHUTENbHas HacTponka He TpebyeTcs. Ecnu B kayecTBe CEpBUCHON YHETHON

3anncu 6yﬂeT MCNnoJib30BaTbCA HE BCTPOEHHAaA JioKalribHaA y4eTHaa 3anmcb agMMHUCTpPATopa, TO:

1. BoinonHuTe BXo4 Ha pecypc.

2. 3anyctuTe ocHacTky YnpaBneHue KomnblotepoM (Computer management).

w

. Mepengute B pasgen CnyxebHble nporpammbl (System tools) — JlokanbHble nonb3oBaTenu (Local
Users and Groups) — pynnbi (Groups).

. OTKponTe KOHTEKCTHOE MeEH0 rpynnbl AgMuHUcTpaTopbl (Administrators).
. Beibepute nyHkT CBomncTBa (Properties).

. Haxmute flo6aBuTb (Add).

~N OO o B~

. BbibepuTe nokanbHyto y4eTHy0 3anuck, KoTopas 6yaeT MCcnonb3oBaTbCA B PONIN CEPBUCHON A1
pecypca un Haxmute OK.

8. 3anyctute PepakTop peectpa (RegEdit).

9. PackpounTe
BeTky HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\.

10. OTKponTE KOHTEKCTHOE MEHIO pasdena System.

11. Boibepute nyHkT Co3patb (Create) — Mapametp DWORD 32 (DWORD (32-bit) Value).
12. BBeguTte Ha3BaHue napameTtpa — LocalAccountTokenFilterPolicy.

13. OTKponTe KOHTEKCTHOE MeHIo NnapameTpa LocalAccountTokenFilterPolicy.

14. Boibepute nyHkT MU3meHuTb (Modify) n yctaHoBute 3HaueHume: (Value data:) pasHoe 1.

HacTporka peectpa Heobxogvma u3-3a orpaHndeHnin yganeHHoro ynpasnenuns WinRM gns Bcex
noKasbHbIX YY4ETHbIX 3anucen, kpome BcTpoeHHoro (built-in) agmuHncTpaTopa.

Hactpounka Indeed PAM Core onsi BbINOSIHEHUSA CEPBUCHbIX
ornepauum oT UMEeHM NoKarbHbIX YYeTHbIX 3anucen pecypca

CepBucHble onepaunn BbliNofnHATCS Npu nomolm WinRM, ans ncnonb3oBaHWs NOKanbHbIX YY4ETHbIX
3anucen pecypca B ka4ecTBe CepBUCHbIX TpebyeTca nobaBuTb pecypc B cnucok foBepeHHbix TrustedHosts
Ha cepBepe Indeed PAM Core.

Hactponka TrustedHosts

1. BeinonHute Bxoa Ha cepsep Indeed PAM Core.
2. OTtkponte KomangHyto ctpoky (CMD) oT uMeHu agMuHucTparopa.

3. BbinonHuTte komaHay:



C:\>winrm s winrm/config/client @{TrustedHosts="Resourcel.domain.local,
Resource2.domain.local"}

YKasaHHble pecypchbl 6y,u,yT nobaBneHbl B CNNCOK OOBEPEHHbIX.

A NMPEOYNPEXOEHUE

Mpwn fo6aBneHM HOBbIX PECYPCOB B CMUCOK AOBEPEHHbIX TPpebyeTcs ykasbiBaTb A0OaBMNEHHbIE paHee

pecypcbl N HOBblE, TaK KaK HOBOE€ 3Ha4YeHue rnepe3arimcbiBaeT CTapoe.

@{TrustedHosts="Resourcel.domain.local, Resource2.domain.local,
Resource3.domain.local"}

CepBuUCHbIe onepauuu B cnyxoe KaTarnoros

/\ NPEAYNPEXAEHUE

Ecnn komMnoHeHTbl cepBepa ynpaBrneHnsa yCTaHOBIEHbI HA OnNepaumoHHy0 cuctemy Linux, To ans
BbIMOMHEHNSA CEPBUCHBIX onepauumn B JOMeHe JormkeH b6biTb HacTpoeH LDAPS (LDAP over SSL).

HacTtponka cepBUCHOM y4eTHOU 3anuUcu

1. 3anyctute ocHacTky Active Directory — nonb3oBaTtenu u komnbrotepsbl (Active Directory Users and

Computers).
2. OTKpPOMTE KOHTEKCTHOE MEHIO KOHTENHEpPA U nogpasgeneHus.
3. Buibepute nyHkT Co3patb (Create) — MNonb3oBartenb (User).
4. YkaxuTte ums, Hanpumep, IPAMADServiceOps.
5. 3anonHute obA3aTernbHble NOMA U 3aBepLUMNTE CO3aHME YHETHOM 3anunucu.
6. OTKpOMTE KOHTEKCTHOE MEHIO KOHTENHEpPA, NoApPa3AeNeHnst UMM KOPHSA JOMEHaA.

7. Bbolbepute nyHkT CBOMCTBA (Properties).



8. MNMepengnte Ha Bknagky BesonacHocTb (Security).

() VH®OPMALIUSA
Ecnn Bknagkn BesonacHocTb HeT, To B MeHto Bua (View) Bkntounte Advanced features.
9. Haxxmute [lo6aButb (Add).
10. BbibepuTte yyeTHyto 3anucs IPAMADServiceOps 1 Haxvunte OK.
11. Haxxmute flononHuTtenbHo (Advanced).
12. BoibepuTte yyeTHyto 3anuck IPAMADServiceOps 1 HaxmuTe UameHuTb (Edit).

13. YctaHoBute anga nons NMpumensieTca K: (Applies to:) 3HavyeHne [loyepHMe 06 bLEKTbI:
NMonb3oBaTtenb (Descendant User objects).

14. B pasgene Pa3peweHus: (Permissions:) otmetste Copoc napons (Reset password).

15. COXpaHVITe BHECEHHbIE N3MEHEHUA.

CepBucCHbIe onepauuun ana pecypcoB Linux

CepBucHbIe onepaunn ans pecypcoB Linux BbINOMHAKTCS OT MUMEHW JTOKarbHOW CEPBUCHOW YYETHOW

3arnuncu:

¢ [lpoBepka coeanHeHus1 ¢ pecypcom

e [loncK y4eTHbIX NnokanbHbIX 3anMcen ocTyna

» [lpoBepka napons nokanbHbIX YY4ETHbIX 3anucen goctyna

e V3mMeHeHne napons fokanbHbIX YYETHbIX 3annucen goctyna
¢ [lony4eHne gaHHbIX 06 OC

° I'Ionyqume CnuncKa rpynn ©esonacHoCcTH

Co3gaHne n HacTpomkKa cepBUCHOU YHYETHOM 3anucu

1. BeinonHute BXOA4 Ha pecypc
2. 3anyctute TepmunHan (Terminal)

3. CospanTte nonb3oBartens, Hanpumep, IPAMService



adduser IPAMService

4. lobasbTe nonb3oBaTtens B rpynny SUDO

usermod -aG sudo IPAMService

HacTpoWka rpynnbi npuBUnermpoBaHHbIX YYeTHbIX 3anucemn

ABTOMaTUYECKMI NOUCK 1 JobaBneHne y4eTHbIX 3anucen goctyna B Indeed PAM BbinonHseTca Ha
OCHOBaHWM X Npasa Ha BbinonHeHne komaHabl SUDO. YTobbl NpegoctaBuTb NpaBa Ha BbIMOSIHEHUE

komaHabl SUDO, TpebyeTtcst BHECTU n3MeHeHus B chawnn /etc/sudoers.



‘-—o—|
% KoHconb agMuHucTpatopa

rlOJ'IyLIVITe OOCTYN K KOHCOJM aAMUHUCTpPaTopa

‘ ® i MepBbIN 3anyck

J'ImueHsvlpyVlTe NPOAYKT, YKaXXUTe CeTEBbIE NYTU K XpaHUIULLaM n pobaBbTe BCe 06BHEKTHI

'A—;_Qé) HacTpoika nonutuk

BbiGepute pasgensl, KoTopble ByayT YNpasnsaTbCs NonuTMKaMm

‘i HacTpouka nogknoyeHns nonb3oBaTtenen no SSH-kno4vyam

HacTpoiika noakntoveHns nonb3osartene no SSH-knovam

= CnpaBoYHMK No pasgenam
="

KonuyectBo rnaB: 17



http://localhost:3000/privileged-access-manager/3.2/administration/management-console/
http://localhost:3000/privileged-access-manager/3.2/administration/first-launch/
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/
http://localhost:3000/privileged-access-manager/3.2/administration/ssh-proxy-via-keys-setup/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/
http://localhost:3000/privileged-access-manager/3.2/administration/dumping-passwords/

| Bbirpyska naponeu

O3HakoMbTeCh C MH(bOpMaLUMel O BbIrpy3ke naponen Npu HeLTaTHON cuTyaunm

@ Pa6ota c PostgreSQL Proxy

OsHakomMbTech ¢ MHbopmauuern o BoamoxHocTax Indeed PAM PostgreSQL Proxy



http://localhost:3000/privileged-access-manager/3.2/administration/dumping-passwords/
http://localhost:3000/privileged-access-manager/3.2/administration/dumping-passwords/
http://localhost:3000/privileged-access-manager/3.2/administration/usage-of-postgresql-proxy/

KoHconb agMunHuUcTpartopa

AgmMmnHuctpupoBaHue Indeed PAM BbINonNHAETCA Npy NOMOLLM KOHCONMU aAMUHUCTpaTopa — crneuuanbHOn
obonoykn ans Indeed PAM Core. [loctynHa no cregytowemy URL:

e Windows: https://pam.domain.local/mc

e Linux: https://pam.domain.local/mc

(D NPUMEYAHUE

PaspelueHne MoHUTOpa No LWNMPUHE AOMMKHO ObiTb HE MeHee 1280 nukcenen, MHaye SNeMeHTbI
MHTepdenca KOHCONM agMuHUcTpaTopa byayT oTobpaxaTbCa HEKOPPEKTHO.

Perucrtpauusa ayteHTucpukaTopa

UTo6bI 3aperncTpmpoBaTth ayTeHTUMKATOP, BLINOMHUTE CreayoLmne eNCTBUS:

1. 3anycTute KOHCONb agMUHUCTPaTopa OT UMeHU nornb3oBaTtens, Yen SID Obin ykasaH B KoHGUrypawumm
IDP.

2. O3HaKOMbTECH C MHCTPYKLMEN N0 pernctpaumm ayteHTudukatopa.
3. YctaHoBuTe npunoxeHue ansa reHepauum OTP n otckaHupyinte QR-kop.

4. Beegute nony4vyeHHoe 3HayveHue B nosne Koa Ha cTpaHuue permctpauuu.

Mocne yCHeUJHOVI perncTpaunn Bbl 6y,u,eTe nepeHanpasreHbl B KOHCOSb agMuUHUcTpaTopa. [pn NnoBTOpPHOM

NOAKNKYEHUN K KOHCOINMM agMUHUCTpPAaTopa n0Tpe6yeTc;| BBECTM HOBbIN KOA U3 NpUNoXeHnd ana reHepaumm
OTP.

O NOOCKA3KA

Mocne nepsoro Bxoga Ans BKNOYEHNSA (PYHKUMIA yrnipasneHus Tpebyetca obasuTb Nonb3oBaTens B
COCTaB aAMWHUCTPATUBHOMN POMN.

Bxopn

1. OTKPOWTE KOHCOMb aAMUHUCTpaTOpPA.


https://pam.domain.local/mc
https://pam.domain.local/mc
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/roles/

2. Beegute noruH. MNpumepbl doopmarta noruHa:

o john.smith@space.local — B popmate UPN
o SPACE\john.smith — B popmaTte gomeH\nonb3oBarterb

o john.smith — 6e3 gomMeHHOM YyacTn

(D NPUMEYAHUE

Ecnu B VIH(bpaCprKType €CTb NoJib3oBaTeslb U3 KaTalsiora, y KOToporo coenagaet J1I0rmH €
BHYTPEHHUM MOJ1b30BaTESIEM, TO OJ14 BXOAa Mo norib3oBaTtesieM U3 Katasiora sBBoAguTe J1I0OrnMH C
YKa3aHnem goMeHa.

3. Beegute napornb.
4. Haxxmute BonTwm.

5. BBeauTe BTOpOM (pakTop ayTeHTUdUKaLmN.

CmeHa napons

/\ NPEAYNPEXOEHUE

OTa onepauusa NnpyuMeHnma TonbKo Ansi BHYTPEeHHUX nonb3oBatenen Indeed PAM.

BHyTpeHHVIﬁ Nnosib30BaTesflb MOXET CaMOCTOATESNIbHO CMEHUTL CBOM Napofb. [ 3TOro BbINOMHUTE

cnegyowime OencTBuUs:

1. MNponante ayTeHTUdUKaLMIO B KOHCONW agMUHUCTparTopa.

2. B npaBoM BEpPXHEM YNy HAXMUTE Ha NOMUH.

3. B Bbinagatollem cnucke Bbibepnte CMeHUTb Naporb.

4. B OTKpbIBLUEMCHA OKHE BBEAUTE TEKYLLMI Naporb U HOBbIW Naporsib.

5. Ecnu Tpebyetca, oTknioumTe onuuio 3aBepLinTb BCe aKTUBHbIE CECCUMN.

6. Haxxmmte CMeHUTb naporb.

Bbixoa


mailto:john.smith@space.local

1. Y6eantecb, 4TO Bbl ayTEHTUMULMPOBAHbBI B KOHCONW agMuUHMCTpaTopa.
2. B npaBOM BepXHEM YIy HaXMUTE Ha NOMMH.

3. B Bbinagatowiem cnucke Haxmute BbIWTU 1 nogTBepauTe AencTeue.



NepBbIX 3anycK

Mocne nepBoro Bxoga B KOHCOMb nepengute B pa3gen Ponu 1 gobaBbTe TeKyLlero nonb3oBaTterns B porb
Administrator, obHOBUTE CTpaHuuy 1 ybeguTech, YTO B KOHCONM OTOOpasnnncb Bce pasgernsbi.

v I'IpOBepre Hanuyue nonb3oBaTernen

1. Nepengute B pasgen NMonb3oBaTenu.

2. Haxxmute O\

3. Y6eauTech, YTO BCe NOMb30BaTeNn U3 yKka3aHHOTO OpraHn3aLMOHHOro NoapasaeneHns KOPPEKTHO

oTo6pasunnce.

v JIMueH3npynTe MHCTanAaLm

1. Nepengute B pasgen Kondurypauua — JinueHsun.
2. CkonupyuTe 3HavyeHue n3 nons ID uHcTannauuum.

3. Mepepaiite 3TOT MAEHTUDUKATOP MHCTANNSLUM B TEXHUYECKYHO NOAAEPXKKY ANsi BbiNycka dainna

NUUEH3UMN.
4. [loxantecb OT TEXHNYECKON NOAOEPXKKN OTBET C (harnom nuueHsnn suga PAM_azzz.mm.d0.lic.

5. B pasgene KoHdurypaumsa — JluueH3um HaxmuTe [lo6aBUTL 1 NpUKpennUTe NoyyYeHHbIN dann

JNINLUEH3UN.

v 3anonHuTe agpeca KOMMNOHEHTOB

1. Nepengnte B pasgen Kondurypaumsa — CucteMHble HAaCTPOUKM.

2. B cekuum MNMopaxkntoyeHune Kk Gateway ykaxute Agpec RDCB n Uma konnekumn RDCB.
3. B cekuun RDP Proxy ykaxute Agpec RDP Proxy.

4. B cekummn PostgreSQL Proxy ykaxute Agpec PostgreSQL Proxy.

5. B cekuun Hactpomnku SSH-nogkntoveHun ykaxute Agpec SSH Proxy.



http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/

6. CoxpaHunte N3aMeHeHus.

v [poBepbTe cobbITUS

1. Nepengnte B pasgen CobbITUSA.

2. Y6egutecb, 4TO 0TOOPa3niocb CoOObITUE N3MEHEHUS NAapaMETPOB KOHAUIypaLuu.

v Onpe,qenvlTe pa60Ty TEKCTOBOIO JTOrMpoBaHUA

Ecnn Bbl 0TKasanuck oT yctaHoBKM KoMnoHeHTa Indeed PAM Agent, nepenanTte B pasgen MNonutuku —
Ceccun — AptedakTbl U BbINOMHUTE OQHO N3 OENCTBUN:

e OTKIIKOHUTE Oonuuto COXpaHFITb TeKCTOBbI€e JIO'nm cecCuu;

o BkntoumTe onumto Mpopgomkate RDP-ceccuto 6e3 normpoBaHus, ecrnv He yaanochb nosnyYvmTb

TEeKCTOBbIW NOT.

Mpwn oTcyTCTBMM OLLIMOOK nepexoanTe K fobaBneHnio 0ObEKTOB.

NoGaBneHne TeKyLero AoOMeHa

1. Nepengnte B pasgen [JomeHbl 1 HaxXMuTe [106aBUTL.
2. Beeaute Umst gomeHa n DNS-ums.

3. Bbibepute cnyx0y ns cnucka Cnyxo6a katanoros.

4. 3apavnTte MopT unu octaBbTe 3HAYEHUE NO YMOSYaHUIO.

5. Bknounte onumio Ucnonb3oBatb LDAPS, ecnn TpebyeTca nogknioyeHne no 3ToMy npoTOKOny.
Mo ymonyaHutio ncnons3yetcd npotokon LDAP.

6. Haxxmute CoxXpaHuUTb.

[oGaBneHHbIN JOMeEH oTobpaxkaeTcs B pasgene [loMeHbl.

HacTpounka Tekywero gomeHa


http://localhost:3000/privileged-access-manager/3.2/components/#indeed-pam-agent

1. OTkponTe npodunb obaBNeHHOro AoMeHa.

2. Meperigute Ha BkNagky [loMeHHble y4YeTHble 3anucu 1 Haxmute [Jo6aBUTb AOMEHHYHO YYEeTHYIO

3anu1cob.
3. Beegute Umsa cepsucHom y4eTHou 3anmucu n OnucaHue.

4. MNpwu 3agaHnn napons BblbepuTe ogHy U3 ONUUIA:
o CreHepupoBaTb Crny4yanHbIM Naposnib — Naporb Byaet co3gaH aBToMaTUyYecku un
CUHXPOHU3MPOBAH C PECYPCOM NN JIOMEHOM.

o 3apaTb napornb BPY4YHYH — naposnb OyaeT 3agaH B py4YHOM pexumMe.
BeeauTe naponb 1 nogTBepauTe ero.
Ecnu Tpebyetcs, 4tobbl Naporb y4eTHOM 3anMcy CMeHUrcs He Tornbko B PAM, HO 1 B JoMeHe,
BKNtounTE onuuio USMeHUTb Nnaponb B AOMEHE.

o He 3apaBaTb — y4yeTHasa 3arnncb 6y/:|,eT co3naHa 6es3 napona, ero MoXXHO 3aaTb NO3XKe MNMpu

peaaKkTMPOBaHUMN.
. Haxxmute Bnepen.
. Y6egutech B NpaBUibHOCTU AaHHbIX U HaXXMUTE COXPaHUTD.
. Haxxmute ¢ Hanpotvs napameTpa CepBUCHas y4YeTHas 3anuch.
. Bbibepute cepBuCHYIO y4eTHYO 3anncb U Haxmute OK.

. Haxxmute MpoBeputb coeanHeHue 1 yoeautecb B HanMuMmM coeguHeHns 0o JOMEHa.

O © 00 N O O

. Mepengute Ha Bknaaky KoHTenHepbl Ansa pecypcos:
i. Haxxmute [lo6aBUTbL KOHTEUHEP ANA pecypcoB.

ii. Bbl6epVITe KOHTENHEP CJ'Iy)K6bI KaTtaJioroe, B KOTOPOM HaxoOATCA OOMEHHbIE PeCypCbl, U HAXXMUTE
OK.

11. MNepengute Ha Bknaaky NMpuBunerMpoBaHHbIe rpynnbi:
i. HaxxmuTte [lo6aBMTb NpMBUNErnpoBaHHYO rpynny.
ii. BoibepuTe rpynnel 6e3onacHocTu n Haxmute OK.
B rpynnax 6e3onacHOCTM Haxo4AaTCs yYeTHbIE 3anvcK, C MOMOLLIbIO KOTOPbIX Nofnb3oBaTtenuy dyayT

nony4yatb OOCTyN K JOMEHHbIM pecypCaM.

12. Haxxmute UMnopTtupoBaTtb pecypcbl 1 CUHXPOHU3NPOBATb YYETHbIE 3anucu.
Bce gocTtynHble pecypcbl U y4eTHble 3anncu gobaessartcs B PAM.

[ns nomeHa gobaBreHbl y4YeTHbIE 3anucu 1 MMNOPTUPOBaHbI PeCcypChl. Tenepb HY)XXHO NOATBEPAUTb

y4yeTHble OJaHHbIE.


http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/active-directory-accounts/
http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/active-directory-accounts/

NoGaBneHne n B3ATUE NoA KOHTPOSb YYETHbIX
3anuceun

B pasgene Y4yeTHble 3anMcu oTMETLTE MMMNOPTUPOBAHHbIE JOMEHHbIE YYETHbIE 3arnncn: OHN HAYNHAKOTCA C

nMMveHun goMeHa, otTMmed4yeHbl CUMBOITOM N HaxoaaTcAa B coctosiHum OxnpaeTt peLweHus.

[nsa cbpoca cTaporo napons n yctaHOBKM HOBOIO B COOTBETCTBUM C MOSIUTUKOM OTKPONTE NPOdUIb Y4ETHON
3anucu n Haxmmnte Caenatb ynpaBnsieMou.

[No6aBneHne He AOMEHHbIX pecypcoB

—

. Mepengute B pasgen Pecypcbl n Haxmute [lo6aBUTL.

2. Beegute Uma pecypca, DNS-ums, IP-agpec, OnucaHue n Haxxmmite Bnepegn.
3. Boibepute Tun noakniodeHns, DNS-umsa / IP-agpec, MopT n Haxmute Bnepega.
4

. OTkntounTe onumio Ucnonb3oBaTb KOHHEKTOP AN CEPBUCHOIO NOAKMIOYEHUSA, TaK Kak NokarbHbIX
YYEeTHbIX 3anucen He Obino gobaBneHo.

. Haxxmnte CoxpaHuTb.
. OTkpoinTe npocunb pecypca v nepenante Ha Bkrnaaky JlIokanbHble yYeTHbIe 3anucu.

5
6
7. Haxxmnte [lo06aBUTb JNTOKaribHYH YUYE€THYHO 3anuchb.
8. Beegute Uma n OnucaHue n Haxmmute Bnepegn.

9

. MNpw 3agaHun napons BbiGepute o0gHY U3 ONUUNA:
o CreHepupoBaTb Crly4YauHbIN Naporb — naporb 6yaeT co3faH aBToMaTtU4eckn n
CVYHXPOHU3MPOBaH C PECYPCOM UIN JOMEHOM.
o 3apaTb napornb BPY4YHYI — naposb OyaeT 3agaH B py4YHOM pexunmMe.
Bsegute naponb 1 nogTeepanTe ero.
Ecnn Tpebyetcs, 4tobbl Naporb y4eTHOM 3anMcy CMeHUrcs He Tornbko B PAM, HO 1 B JoMeHe,
BKItoumTe onumnio U3ameHUTb naponb B JOMEHe.

o He 3apaBaTb — y4eTHas 3anucb OyaeT co3gaHa 6e3 napons, ero MoXHo 3adatb No3xe npu
peaakTMpoBaHUN.

10. HaxxmuTte Bnepen.

11. Y6eamTech B NPaBUNbHOCTM AAHHbIX U HaXMUTe COXpPaHUTL.

[nsa koppekTHOM paboThbl CEPBUCHBIX onepaunin TpebyeTcs HacTponKa CEPBMCHONO NOAKITHOYEHMS.


http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/
http://localhost:3000/privileged-access-manager/3.2/service-operations/

HacTtpounka nonuTtuk

YnpaBrieHue nofuTukamm

Pasgen COOEPXUT CNMUCOK MOJTUTUK, PACMOJTIOXKEHHbIX MO NMPUOPUTETY NMPUMEHEHNA.
[Onsa nonutuk OT06pa)KalOTCFI OaHHblE:

e Mpuoputer — 4ncno, ykasbiBarLlee NopsaoK MPUMEHEHUS KOHKPETHOW NOSIMTUKMN NO OTHOLLIEHUIO K
ocTanbHbIM. HyneBon npnopmuteT COOTBETCTBYET Nonutuke no ymonyanuto (Default policy) n
NPUMEHSETCA B CaMyto MOCNeaHIo ovepeib. Yem Bbille pacrnornoXeHa nonmTuka, Tem Bbllle ee

npuopuTeT N HAaobOoPOT.
e AMA — HasBaHMe NONMUTUKN.
o OnucaHue — Npoun3BOSbHbI TEKCT.

. o o
e & — KOJINYECTBO NOrb3oBaTenen, Ha KOTopbIX OEUCTBYET MONMUTUKA.

— KONWYECTBO rpynn rnornb3oBaTernei, Ha KoTopble AeNCTBYET NonuTHKa.
« B _ «onmuecteo YYETHbIX 3anuceil, Ha KoTopble AeWCTBYET NoNUTUKa.
« B — ronmuectro PEecypcoB, Ha KOTOpble AeNCTBYET NONUTUKA.

° B_ KOnmn4yecTtBo JOMEHOB, Ha KOTOpble ﬂeﬁCTByeT NONUTUKa.

MonuTuka No ymon4yaHuo coepXxut Habop napameTpoB AN BCEX OOCTYMNHbIX KaTEropuii U NPUMeEHSIETCS
KO BCEM HOBbIM 0ObeKTam, MO3TOMY LieniecoobpasHO HayaTb HAaCTPOWKY C Hee.

(D NPUMEYAHUE
Monutuka no YMOJTHaHUIO NPUMEHAETCA U K CECCUAM, OTKPbITbIM OT UMEHW MNMOJ1b30BATENIbCKUX YHETHbIX

3anucen, ecnu K JaHHbIM Monb3oBaTensaM 9BHO He npuMeHeHbl apyrmne rnoJsinTtukn.

OTKkpoviTe CTpaHULy NONUTUKN, 3afanTe HY>KHble NnapaMeTpbl B HAacTporkax YueTHble 3anucu, Ceccum,

Gateway u SSH Proxy, RDP, SSH n coxpaHnute nx.

[obaBneHue HOBOW NONMNTUKMN

A NMPEOYNPEXOEHUE



[na pobaesneHns, NpocMoTpa, peAakTMPOBaHUS U yaaneHus NonnTuK HeobxoauMbl COOTBETCTBYOLLME
npusunerum U3 pasgena Ynpasnenume nonutukamm (Policy.Create, Policy.Read, Policy.Update,

Policy.Delete).

Haxxmute lo6aBUTL B pasgene MonuTtukK, 3anonHute nons Uma nonutukn, OnncaHme un

MpuopwuTteT. HoBas nonuTuka oToGpasnTcs B Cnmcke.

O6wasn nHcgopmauus

¢ UMma — HasBaHMe NONUTUKNK, yCTaHaBJ1IMBaETCA Npu co3gaHnmn HOBOW MOMUTUKKN, MOXET ObITb N3MEHEHO

B NM0OON MOMEHT 3KCnnyaTauum.
o OnucaHune — Heobs3aTenbHoe none.

e [puoputeT — 4YNCnoBoe 3Ha4YeHne npuopuTeTa NONNTUKN. Hyrneson NPUoOPUTET - MUHUMATbHbLIN,

NnpUMeHseTcs K 06bekTam B NOCMNEaHIO odepeab.
e Cos3pgan — nmsa agmmHuctpartopa Indeed PAM.
e [laTta co3pgaHua — farta U BpeMs co3[aHus NMOSTIUTUKN.
e N3meHun — nma agmuHuctparopa Indeed PAM, kOTOpbIN cOXpaHUIT HACTPOWKU NMONUTUKM.

o [lata nameHeHuss — pgara v BpeMA COXpaHEeHUA HaCTpPOEK NMNOJTUTUKN.

UTo6bl 0oTpegakTMposath Mms, Onucanune unu Mpuopuret, Haxmute < .

Paspenbl nonntukn

Mepenante B Pasaenbl NONUTUKK M OTMETLTE pasferbl, NapamMeTpbl KOTOPbIX OyayT onpeaeneHbl
NOSIMTUKOW, COXpaHUTE n3MeHeHus. COOTBETCTBYIOLLME pa3aenbl CTaHyT AOCTYMHbIMU AN HACTPONKM

napamMeTpoB.

(D NPUMEYAHMUE

[ns HeoTMeYeHHbIX pa3genoB OyayT NPUMEHATLCA APYrMe NONUTUMKM MO NOPSAKY UX NpuopuTeTa.

O6nacTb gencTeus

A MPEOYNPEXOEHUE

[nsa HazHavYeHus NONUTUK Heobxoaumbl cooTBeTCTBYOWME NpuBunerun (User.SetPolicy,
UsersGroup.SetPolicy, Account.SetPolicy, Resource.SetPolicy, Domain.SetPolicy).


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/roles/

CopepxuT gaHHble 0 TOM, K KaKMM Monb3oBaTensam, rpynnam nonb3oBaTtenien, y4eTHbIM 3anucsam, pecypcam
Ny OMeHaM NpMMeHeHa NonuTrKa.

UTOoObI NPMMEHUTb NONMUTUKY K OOBLEKTY, HaxXMuTe [lobaBuTb, BoibepnTe TN 06bekTa Ana yCTaHOBKU

NOJNINTUKN N aaree caMmm 00OBbEKTHI.

YTob6bl OTMEHUTL AENCTBME NONMUTUKN AN OOBLEKTOB, Bbl6epVITe HY>XHblE 00BbEKTbI N HAXMUTE YAANUTb.

Co3paHue Konuu NosINTUKKU

OTMeTbTe ofHYy NoNMTUKY B pasaene MonuTtukn n Haxmnte Co3paTh Konuio, 3anonHuTe nons Umsa
nonutukn, Onucanue n NMpuopurer.

CKOI'IVIpOBaHHaFI NONNTUKA OTO6pa3I/ITCF| B ClNUnckKe.

YnaneHue nNonnuTukum

Mepen yoaneHnem rnoJsinTtukn y6€ﬂ,VITer, YTO OHa He MNMPUMEHAETCA HN K KakKnM obbekTam.

OTtmeTbTE HY>XHbl€ MNMOJINTUKN B pasfere MonuTuUKn n Haxmute YaanuTb.

(D NPUMEYAHUE

MonuTtuka Default policy HepgocTynHa ons yganeHus.

U3meHeHue npuoputeTa NOJINTUKN

U3 cnucka nonutuk U3 npodunsa nonutukm

1. OtkponTte pasgen Monutukn.
2. OTMeTbTEe OAHY NOMUTUKY.

3. Haxxmnte 3apgaTb npvopuTerT.
4. BBeguTte 3Ha4yeHue.

5. Haxxmnte CoxpaHuUTb.

Pa3genbl NONUTUK



YyeTHble 3anucu

MNMoka3s Y4eTHbIX AaHHbIX

Onuusa

CbpacbiBaTb napornb n SSH-
KINHOY y4EeTHOWM 3anmcu nocne
nokasa

CbpacbiBaTb naponb n SSH-
KntoY yepes X MUH.

TpeboBaTb ykasaTb NPUYUHY
npocmoTpa napons n SSH-

KInto4va

MpocmoTp napons n SSH-
Kntova TpebyeT noaTBepXKaeHUS

agmuHucTpatopom PAM
Bpems oxungaHmna

NOATBEPXXAEHUSA NpocMoTpa

napons n SSH-kno4a, MyH.

ndposate SSH-kntou
CreHepMpOBaHHbLIM Naposiem
nepen nokasom rnosib3oBaTento

3apaHue Y4YeTHbIX AaHHbIX

Onuus

PaspewwunTb nonb3osatenam PAM

3ajaBaTtb y4Y€THblEe AaHHblE OJ1A

OnucaHue

Ecnu onuusa BknoveHa, To naponb n SSH-knwou
NPVBUNErMPOBaHHOM YY4ETHOM 3anucu Byget copacbiBaTbCa Kaxabii
pas rnocne npocmoTpa nonb3oBaTerieM B CBOEM FIMYHOM KabuHeTe

(koHconW nornb3oBaTens).

lMocne npocmoTpa napornb n SSH-kMoy BygeT cbpoLueHbl Ha
cnyyarnHoe 3HayeHue Yepes yKasdaHHOE KONIMYECTBO MUHYT.

Ecnu onumsa BknioyeHa, To Nonb3oBaTterb AOMKEH yKa3aTb NPUYnHY
nepen NpocMoTpoM napons unu SSH-kntoya y4yeTHol 3anucu

AocTyna.

Ecnu onuus BkMoyeHa, To nepen KaxabiM NPOCMOTPOM
nonb3oBaTeneM y4YeTHbIX AaHHbIX agMuHucTpatop PAM gomkeH

noaTrBepanTb ornepauuto.

TarimayT oXxngaHusa nogTeBepXKaeHUs npocMoTpa napons u SSH-

kntoya, ot 1 o 180 MuHyT.

Ecnn onuus BkntoveHa, To SSH-knto4 6yaet nokasaH B
3awmpoBaHHOM BUAE, @ CreHEPUPOBAHHbLIN Naponb LWNdpPOoBaHUS
— B CKpbITOM. Kno4 1 napornb WndpoBaHna reHepupyroTcs
cpeactBamm PAM npu npocMoOTpe AaHHbIX KaXabl pa3 3aHOBO.

OnucaHue

Ecnv onumsa BkntodYeHa, TO Korga nosib3oBaTernb NornbiTaeTcs

MOOKMYMTBCA K PECYPCY OT MMEHUN YYETHOW 3anmcu ¢



Onuus

YYETHbIX 3anncen, ecnu OHN He

3aaHbl

I'IpOBepKa N CMEeHa YY4eTHbIX AaHHbIX

Onuus

CwuHxpoHu3npoBaTtb pecypchbl 1 Y3
no pacnucaHuto

[Meproa CMHXPOHU3aL MK pecypcos
nYy3, cyt.

Meproanyeckn NpoBepsiTb Naposb

n SSH-KNY y4eTHOM 3anncu

Mepnoa npoBepkn naponsa n SSH-

Kno4a, CyT.

C6pacbiBaTb naponb 1 SSH-kno4
ecnun obHapyXeHo HecoBnaaeHne

Yoanate SSH-kntoun, He
ynpasnsemblie PAM

[MpoBepaTb Naponb n SSH-kno4
npwv py4HOW YCTaHOBKE

OnucaHue

He3agaHHbIM naponem, To eMy byaeT npeanoxeHo 3agatb
naposib 3Ton y4yetHom 3anucu B PAM cucteme.

OnucaHue

Ecnu onuwmsa BkrnoyeHa, 10 6yneT BbIMNOSNHATLCHA aBTOMaTUYECKUI
NOWUCK OaHHbIX O pecypcax N y4eTHbIX 3anucen noctyna.

ABTOMaTMYECKMIN NOUCK AaHHbIX O pecypcax U YH4ETHbIX 3anncax
Oocrtyna 6yn,eT BbIMONMHATLCA OAMH pa3 B YKa3aHHOE KOJIM4eCcTBO

aHen, ot 1 go 10000 gHen.

Ecnu onuus BknoyeHa, To ByaeT BbINONHATLCA aBTOMaTudeckas
npoBepka naponen n SSH-knwyen anga y4yeTHbIX 3anncen

AocTyna.

ABTOMaTmMyeckasa nposepka naponen n SSH-kno4Yen yyeTHbIx
3anucen goctyna 6yaeT BbINOMHATLCA OAMH pa3 B yKazaHHOEe
konu4yectBo gHen, ot 1 go 10000 gHen.

Ecnu onuusa BknoyeHa, To OyaeT BbINONHATLCA aBTOMaTUYECKUIA
cbpoc napornen u krnovern npu pacxoxgeHun 8 PAM v Ha
pecypcax.

Ecnn B PAM HeT SSH-kntova ons gobaBneHHON y4eTHOW 3anuncu,
a Ha pecypce ecTb, TO C pecypca Bce 0OHapyXEeHHbIE KITHun
OyayT yoaneHsl.

Ecnu onuusa BknoyeHa, To Npu yCTaHOBKE UM U3BMEHEHMM
napons, unu SSH-kntoya ByaeT BbINOMHATLCS UX MPOBEpPKA.



Onuus

OnucaHue

Ecnn onuusa BkntoveHa, To A4ns YY4ETHbIX 3anucen goctyna oyaet

I'Iepmo,qmquKM M3MEHATb NMapoJsib 1

SSH-krto4 yyeTHOM 3anmncu

[MNepvoa nameHeHust napons u
SSH-kntoya, cyT.

aBTOMATUYECKN U3MEHSATLCH Naporb Unn SSH-knto4 Ha
cnyvamHoe 3Ha4yeHue.

ABTOMaTMyeckoe nsmeHeHue naponsa unu SSH-krnoya onga
y4YeTHbIX 3anucen goctyna byaeT BbINOMHATLCA OAWNH pas3 B

yKasaHHOe KONMM4eCcTBO OHEMN.

TpeboBaHus K reHepaTopy naponewu

Onuusa

[lnvHa reHepupyemMoro

napons

JlaTnHcKkne cTpoyHble BykBbI

JlaTnHCckme nponucHble ByKBbI

Lindopei

CneunarnbHble CUMMBOIbI

OnucaHue

Ob6uwee KoNM4YecTBO CMMBOSOB A1t aBTOMaTUYECKN reHepumpyembix

naponewn.

Ecnu onums BkntoyeHa, To aBTOMaTUYECKN reHepupyemble naposnu
ByayT COCTOSITb U3 NATUHCKUX CTPOYHbIX BYKB. [Mpn koMBMHaLMK ¢
APYrMMW HacTporkamu naponb OyaeT cogepkaTb MUHUMYM OOHY
NaTUHCKYI0 CTPOYHYIO OyKBY.

Ecnn onuusa BkNoveHa, TO aBTOMaTUYECKM reHeprpyemMble nNaponm
OyoyT COCTOATb M3 NATUHCKUX MPOMUCHBbIX OYKB. [pn KoMBMHauum ¢
APYrMMN HacTporkamun naposnb OygeT cogep)kaTb MUHUMYM OOHY

NaTUHCKYH NPONUCHYHO ByKBY.

Ecnuv onuusa BkNoYeHa, TO aBTOMatUyeckn reHepupyemMble naponm
ByoyT cocToATb U3 undp. MNMpr KOMBMHALMK C APYTMMU HACTpPONKamm

naponb 6yaeT cogepxatb MUHUMYM OAHY Lndpy.

Ecnu onumsa BknoveHa, TO aBTOMaTUYECKM reHepupyemble napornm
OyayT cocTosITb M3 cneuunanbHbiX CMMBOSOB. Mpu kKoOMOUHaLUK ¢
APYrMMU HacTporikamu naponb Oyaet coagepxaTb MUHUMYM OOVH
cneymanbHbIA CUMBOI.



Onuusna

3anpeTuTb UCNonb3oBaHMe
CMeLCUMBOSOB B Ha4arne
napons

MakcumarbHoe 4ncno
nocrnegoBaTteribHbIX

CneLcMMBOIIOB

3anpeLleHHble CUMBObI

Obsa3aTenbHble CUMBOIbI

KonunyecTtBo naponen,
KOTOpble HE AOSTKHbI

NOBTOPATLCA

OnucaHue

Ecnu onuus Bkno4veHa, To naporib HA4YHETCAH C 6yKBbI nin c Ll,l/l(bpbl.

HacTpolika onpenensieT, CKoNMbKO CMeLCcMMBOSIOB NOAPSA PaspeLLeHo.

Hanpumep, npu ykazaHuu 3HaveHus 1 napornb password#! He
nponget Banugauwnto. lNpun aTom naponb passwor#d! nponger
Banugaumo, MOTOMY YTO CNeucMMBOIbI NOYT He NoApsA, UX pasgenset

natunHckas Oykea.

UTo6bI paspewmnTb noboe KoNMYeCcTBo NoApSA NayLnxX

cneucnmMmBOIOB, YKaXunTte 0.

CumBoOnbI, KOTOpPbIE FEeHepaTop Naporien He JOMKEH NCNONb30BaTb Npwu
reHepauunn naponemn.

Mone moxeT 6bITb nyCTbIM. B atom Cliy4ae HUKaKnx OorpaHN4YeHnn He

NPUMEeHAETCA.

CvmBOnbI, N3 KOTOPbIX XOTA 6bl 0AMH 06s3aTensHO ByaeT ncnonb30BaH
npu reHepauuy naponsi.

[Mone mMoXeT 6bITb NYCThbIM. B 3TOM criydyae HUKakux orpaHuyYeHnin He

NPUMEHAETCA.

KonuyecTBo nocnegHux naponen y4eTHon 3annucu, ¢ KOTOpbIMU HOBbI

napornb He ByaeT NOBTOPATLCS.

Tpe6GoBaHus K Naponio Ans py4yHoro BBoga

Onuus

MuHumanbHas anvHa napons

OnucaHue

MuHUManbHOEe KOnM4YecTBO CUMBOJIOB NPU PyYHOM BBOAE Napons.



Onuusna

OrpaHn4nTb CUMBOJbLI ANS
pyYHOro BBOAA Napons

JlTaTuHcKkune cTpoyHble ByKBbI

JlaTMHCKMe NponucHble 6yKBbI

Lindopei

CneuuanbHble CUMBONbI

PaspewnTb ncnonb3oBaHne
npobena

3anpeTuTb UCNonb30BaHne
CreLcMMBOIIOB B Havane

napons

MakcumanbHoe Yyncno
nocnegoBaTeribHbIX
CreLcnMMBOIIOB

3anpeLleHHble CUMBOIbI

OnucaHue

Ecnn onuusa BkntoveHa, TO AOCTYNHbI 451 peAakTUpOBaHUS
HaCTPOWKK, ONNCaHHbIE B 3TOM Tabnuue. Ecnu onuus oTkNo4eHa, TO B
naponsx paspeLueHbl nobble CMMBOSbI.

Ecnu onuumsa BknoyeHa, To Naporb A0MMKEH CoAepXaTb MUHUMYM OfHY
MATUHCKYH CTPOYHYH ByKBY.

Ecnu onuunsa BkntoyeHa, To naposnb OOJKeH cogepXatb MUHUMYM OOHY

NaTUHCKYO MPOMNUCHY0 ByKBY.

Ecnu onumsa BknoyeHa, 10 naposrb A0IMKEeH coaepXatb MUHUMYM OOHY

umdpy.

Ecnu onuumsa BknoyeHa, 1o naponb OormKeH cogepxatb MUHMMYM OAWH
crneucnmMmBorn.

Ecnun HacTpoiika BkntoYeHa, To npobenbl 4ONyCTUMbI B Maporne, HO He
obsa3aTenbHbl. Ykadate npoben B nonsax 3anpeweHHblie CUMBOJIbI U
Ob6sa3aTenbHble CUMBOJIbI HEMb3S.

Ecnu onuusa BknoyeHa, To naponb notpebyeTcs HauymHaTh € ByKBbI
nnm undpebl.

HacTpolika onpeaensieT, CKonbko CneLcMBOIIOB NOAPSA paspeLleHo.

Hanpumep, npu ykasaHun 3HadeHus 1 naponb password#! He
nponget sBanuaaunto. lNpun aTom naponb passwor#d! nponger
Banuzaumo, NOTOMy YTO CNELCMMBOSbI UAYT He NoapsAa, nx
pasgensiet natuHckasi Oyksa.

YUTto6bl paspewmnTb Noboe KoNMYecTBo Nogpsas nayLmnx
cneucumBonoBs, ykaxute 0.

CumBonsil, KOTOpblE€ HEe OOJTKHbI NCMOJIb30BaTbCA B MAapOIiax. Ykasatb

B 3TOM rorne npo6er| HENb34.



Onuus OnucaHue

Mone moxeT ObITb NnyCTbIM. B atom clny4yae HUKaKnx OrpaHI/I‘-IeHVIVI HEe

NPUMEeHAEeTCA.

CumBonbl, M3 KOTOPbIX XOTA 6bl 0O4MH 06a3aTenbHO TpebyeTca
ncnonb3oBaTth Npy BBoAE Naporns. Ykasatb B 3TOM rnore npoden
Henb3s.

Obsa3aTtenbHble CUMBONbI
Mone moxeT 6bITb NYCTbIM. B 3TOM cnyyae HUMKakux orpaHuyeHuin He

NnpUuMeHaAeTCcA.

Konuyectso naponen, 3 5 5
KonnuyecTso nocneaHux napornei y4eTHOM 3anncu, ¢ KoTopbIMU HOBbIN
KOTOPbIE HE [JOMKHbI
napornb He ByaeT NOBTOPATHLCS.
NOBTOPATLCA

Ceccumn

O6bLee

Onuusa OnucaHue

Ecnu onuusa BknoyeHa, TO NpU NOAKMOYEHNN K KOHEYHOMY PECYPCY,
nonb3oBaTenb 0083aH ykasaTb NPUYUHY 3anycka CeCcuMn.
TpeboBaTb ykasaTb
BHumanue! Ecnn ucnonssyete PostgreSQL Proxy, To npeaynpeavte
NPUYUHY NOOKIIOYEHMUS 5
nonb3oBaTenemn, 4To notTpebyeTca BBOAUTb NPUYMHY B TO Xe none, rae
nms yyetHom 3anucu. MNMogpobHas nHgopmauusa B nyHkTe NoaknoyeHne

K pecypcy yepe3 PostgreSQL Proxy.

CoobLeHne, kKoTopoe Ecnu onumsa TpeboBaTb yka3aTb NPUYMHY NOAKMIOYEHUSA BKOYEHa,
nonb3oBaTtenb yBUAUT Npu TO coobLLeHne 0ba3aTenbHO K 3amnoNHEHWIO.
3anpoce NpuYnHbI

3Ha4yeHune no YMOJIHaHUIO: «YKaxuTe NPUYNHY NMOOKITHOHYEHUA .

MOXXHO NOMEHATb TEKCT coobLleHMs, YTOObI NoAcKa3aTb NOMbL30BaATENHO,


http://localhost:3000/privileged-access-manager/3.2/administration/usage-of-postgresql-proxy/
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-the-postgresql-proxy
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-the-postgresql-proxy

Onuwusa

MakcumanbHasa

ONMNTENbHOCTbL CECCUN

BKNIOYMTb 9KCKITHO3MBHOE
NCMorb3oBaHNe yY4EeTHOMN

3anncu

OTKkpbITHE ceccun Tpebyet
NOATBEPXOEHUSA
agmuHucTpatopa PAM

Bpems oxungaHmnsa
noaTBEPXXOEHUS Ceccun,
MW/H.

[MpepbiBaTh ceccuto npu
OTCYTCTBUU
Nnosib30BaTENbLCKOMN

aKTUBHOCTU

OnucaHue

4YTO UMEHHO Tpe6yeTC$| BBOAUTb MpPpU NOAKIMIOYEHUN. Hanpmmep, ecln
A4 nogkniyvYeHna Hy>XHO yKa3blBaTb HOMEP 3adayn B TUKET-CUCTEME, TO
BBeOUTE: «YKaXuTe HOMeEpP 3aABKU ANA BbINOJNIHEHUNA 3a0a4n HAa JAaHHOM

pecypce:».

MakcumanbHo gonyctumas gnvHa coobuieHms: 100 cumBonos.

Onuwus 3agencTByeT npeaen AnMTenbHOCTU CECCUMM B Hacax U MUHYTaX,

nocre ncrte4yeHma Kotoporo ceccud 6yp,eT NPpUHYOUTEITbHO 3aBepLUeHa.

Ecnu onuumsa BkntoyeHa, To y4eTHadA 3annucb MOXeT ObITb MCNOMb30BaHa

TOMbKO B OOQHOM aKTUBHOM CECCUMN OQHOBPEMEHHO.

Ecnn onuus BkntoveHa, TO ANs KaxXaon oTKpbiBaeMown ceccum Tpebyetca

py4YyHOe nogreepxaeHne agmuHuctparopa PAM.

BHumaHune! OcTtaBbTe onumio BbIKMKOYEHHOW, ecnn ncnorb3yeTe

PostgreSQL Proxy, nHaye otkpbiTe SQL-ceccuio byaetr HEBO3MOXHO.

TanmayT ana nogTesepXaeHns agMmuHuctpatopom PAM, B uHTepBane ot

1 oo 180 MuHyT.

Ecnu onuunsa BkntoyeHa, To B Cliy4dae OTCyTCTBUA aKTUBHOCTU
nonb3oBartend B TedeHne 3agaHHOro BpemMmeHun ero ceccusa O6prBaeTCF|.
Ons YXKe CylWecCTBy LNMX NOJIMTUK 3Ta onunda no ymon4aHuto
BbIKITHOMEHa, a AA HOBbIX — BKJ1HOYEHa.

Mon akTMBHOCTBLIO NONb30BaTeNsA NOHMMAETCS ero B3anmMogencTane ¢
3KpaHOM U1 TepMUHaNoM ceccun, a Takke onepawuuv no nepegaye
drannos.

OTa onumsa NONUTUKN NPUMEHSIETCS TONBKO AN CECCUN, OTKPbITbIX Yepes
SSH Proxy n RDP Proxy.


http://localhost:3000/privileged-access-manager/3.2/administration/usage-of-postgresql-proxy/

Onuusn

BpeMFI OTCYTCTBUA
Nnosib30BaTENbLCKOMN

aKTMBHOCTU, MVH.
C6pacbiBaTb naposnb u

SSH-krntoy no 3aBepLueHnmn
ceccum

ApTedakTbl

Onuwusna

Coxpa HATb TEKCTOBbIE 10N

ceccum

Mpomomkatbe RDP-ceccuto 6e3
NIOrMpoOBaHUs, ecnn He
yaanochb Nony41Tb TEKCTOBbIV

nor

COXpaHFITb BMOeo ceccun

OnucaHue

MwuHumansHoe 3HayeHue: 1 MuHyTa
3HayeHue no ymondanuto: 30 MUHyT
MakcumanbsHoe 3HaveHue: 720 MUHYT.

C6poc naponsa n SSH-knto4a nocne Kaxaon ceccuu.

OnucaHue

Ecnn onuusa BkntoveHa, To nocrie 3aBepLueHns ceccum byaet
AOCTYNEH ANA NPOCMOTPa U cKayMBaHUA TEKCTOBbIN J1OT.
MopaepxkmBaeTca ToNbKO B ceccusax Ha Windows-pecypcax npum
Hannuum PAM-areHTa n B SSH-ceccusx.

Ecnu onuwms BknoyeHa, To npu notepe cea3m ¢ PAM-areHToMm ceccust
He npepbIBaeTCs, NONb30BaTENM MOryT NPOAoIKaTb paboTy B aTOM

ceccun.

Mpn aTOM B XXypHan ogHOKpaTHO 3aHocuTCs cobbiTne "lMoTepsHa
cBs3b ¢ PAM-areHTOM", B TEKCTOBBIN JTIOI CECCUN O4HOKPATHO
3anucbiBaetcs ctpoka "WARNING: Lost connection with PAM Agent".

Mpun BoccTtaHoBRNeHUU cBA3N ¢ PAM-areHToM B XXypHar OgHOKpaTHO
3aHocuTca cobbiTe "BoccTtaHoBneHa cBsa3b ¢ PAM-areHToM", B
TEKCTOBbIN NTIOr CECCMM OQHOKPATHO 3anucbiBaetca cTpoka "INFO:
Connection with PAM Agent restored".

Ecnu onuusa BeikntoveHa (M0 yMon4yaHuio), TO Npu notepe CBA3n ¢
PAM-areHTOM ceccusa npepbliBaeTcs.

Ecnn onumsa BkntodeHa, To Nocrne 3aBepLUeHNst CECCUN 3anuCh
NMOTOKOBOIo BMAEO ByAeT JOCTyNHA AN NPOCMOTPa U CKauynMBaHUS.



Onuusn

KonunyecTtBo kKagpos B CekyHay

PaspeweHune Bngeo

PoTtauua Bngeo

YnanaTtb BUgeo ceccum ctaplue
X OHen

CoxpaHsiTb CHUMKWN 3KpaHa

MHTepBaJ'I CHMUMKOB, CeK

PaspelueHne nsobpaxkeHus

Potauus CHUMKOB aKpaHa

Ynanatb CHAMKKU 3KpaHa

cTtapwe X gHen

CoxpaHsiTb NnepeaaHHble
dannebl

OnucaHue

MoopepxumsaeTcsa npu oTkpbITUK ceccun Yepes PAM Gateway n RDP
Proxy.

HacTporka onpegensieT 4actoTy KagpoB 4S5 3anMcu NoTOKOBOIO
Buageo, ot 1 go 10.

HacTponka no3BonseT yCTaHOBUTbL paspeLLeHne a5s 3anmcu

NOTOKOBOIO BNAEO.

Ecnu onumsa BkntoyeHa, To 3anuncy NoTokoBOro Buaeo 6yayt

aBTOMaATUYECKN yaanATbCA.

ABTOMaTU4YECKOE yaarneHue 3annucu NOTOKOBOro BUAEO cTaplue
yKasaHHoro konun4yectsa gHen, ot 1 go 10000.

Ecnu onuua BkroyeHa, To CHUMKM 3KpaHa ceccum byayT
coxpaHaTbes. [NogaepxunBaeTcs npu OTKpbLITUKM ceccun Yepe3 PAM

Gateway n RDP Proxy.

CoxpaHeHvie CHIUMKa 9KpaHa Yepes ykasaHHOe KONMM4ecTBO CeKyH/,
ot 60 o 10000.

HacTporka no3BonseT ycTaHOBUTbL paspeLleHne CHUMKa aKpaHa.

Ecnu onuumsa BknoyeHa, TO CHUMKMK 9KpaHa 6y,u,yT aBToMaTnU4eCKHN

yOoanATbCA.

ABTOMaTMYeCKOe yaarneHme CHUMKOB 9KpaHa CcTaplue yKasaHHOro
KonuyecTsa aHEeMn.

Ecnu onuusa BknoYeHa, B ykasaHHYH CETEBYHO Marnky COXpaHsITCSA
nepefaHHble Ha pecypc 1 Norny4vYeHHble ¢ pecypca anrnebl.
MoonepxmBaeTcs B CECCUSX:

e OTKpbITbIX Yepe3 RDP Proxy B 3aBUCMMOCTU OT HaCTpoek

nonutukm RDP;



Onuusn OnucaHune

e OTKpbITbIX NO NpoTtokonam SCP/SFTP B 3aBucMmocTtu ot
HaCTpoeK nepegayv gaHHbIX NonuTukn SSH.

B ceccusx, oTkpbITbiX Yepe3 PAM Gateway, coxpaHatoTCa TONbKO
nepegaHHble Ha pecypc annsbl.

5 Ecnn onuusa BkntoveHa, To nepeaaHHble hannbl byayT
Potauunsa nepegaHHbIx dhannos
aBTOMaTUYECKN yOandaATbCA.

Yoanatb nepegaHHble doannbl ABTOMaTnyeckoe yganeHue ansioB cTapLue yKasaHHOro KonmyecTtsa

ctapwe X gHen aHen, ot 1 oo 10000.

OTnpaBKa TeKCTOBOro nora no syslog

Onuusa OnucaHune

< Mo syslog 6yayT oTnpaBneHbl CTPOKN TEKCTOBOTO fl0ra, B KOTOPbIX OyayT HangeHbl
noyeBble

yKa3aHHble KroyeBble croBa. KnoyeBoe CNoBO MOXET ObiTb perynsipHbIM
cnosa

BblpaXXeHMeM.

Gateway u SSH Proxy

Onuusn OnucaHune

[MepeonpenennTb HAaCTPOMKN Ecnn onuua BkntoveHa, TO criegytoLine HacTponku byayT
nogkntodeHns k Gateway NCnonb3oBaHbl BMECTO YKa3aHHbIX B pasaene KoHdurypauyus.
Agpec RDCB IP-agpec nnu DNS Remote Desktop Connection Broker.

Nmsa konnekumn Remote Desktop Connection Broker anst Indeed
PAM Gateway.

Nmsa konnekunn RDCB

Mogkntodatbes k Indeed PAM Gateway ¢ ncnonb3oBaHvem
Ncnonb3oBate RDGW
Remote Desktop Gateway.
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Onuus

Appec RDGW

MapameTpbl Gateway RDP-canna

Mepeonpepenntb HacTponkn SSH
Proxy

Appec SSH Proxy

RDP

(D NPUMEYAHUE

OnucaHue

Appec Remote Desktop Gateway ans Indeed PAM Gateway.

MapameTtpbl 6yayT AoGaBneHbl B HACTPOWKN NOOKITIOMEHUS NO
RDP k PAM Gateway 1 3aMeHAT cTapble HAaCTPOVKM.

Ecnu onuusa BknoyeHa, To cneayowasa HacTpovika byaet
NCrnornb3oBaHa BMeCTO yKasaHHOW B pasaene KoHdurypauus.

IP-agpec nnn DNS 1 nopt (Heobsa3aTensHO).

HacTponkn npuMeHsIIoTCA TOMbKO NpuY NOLKMAYEHUM K cepBepam no npotokony RDP.

Onuusa

[MpuHTEpPbI

Bydep obmeHa

CmapTt-KkapTbl

[MopThl

OnucaHue

Ecnu onumsa BkntoyeHa, To Nonb3oBaTternb Nony4YmuT BO3MOXHOCTb
nepeHanpaBuTb NPUHTEP CO CBOEro paboyero MecTa Ha KOHEeYHbIN
pecypc.

Ecnn onuus BkntoveHa, TO Nofb30BaTernb NOMy4YUT BO3MOXHOCTb
ucnone3osaTtb Oycep obmeHa mexay cBoumM paboymm MecTom U
KOHEYHbIM PECYPCOM.

Ecnn onuusa BkntoveHa, TO Nonb3oBaTerb Mony4YnT BO3MOXHOCTb
nepeHanpasuTb CMapT-KapTy co cBoero paboyero mecra Ha
KOHEeYHbIN pecypc.

Ecnuv onuus BkNoYeHa, TO NoNb30oBaTeNb NOMy4YMT BO3MOXHOCTb
nepeHanpasntb COM-nopThl co cBoero paboyero mecrta Ha

KOHEYHbIN pecypc.
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Onuus OnucaHue

Ecnn onuua BkntoveHa, To nonb3oBaTerb Mony4YuT BO3MOXHOCTb
Anckn nepeHanpasuTb fIoKarnbHbIEe ANCKN CO cBoero paboyero mecra Ha
KOHeYHbIN pecypc.

Ecnn onuusa BkntoveHa n ceptudunkaTt pecypca
TpeboBaTb JOBEPEHHbIN HeOenCTBUTESNbHbINA, TO CECCUSA HE OTKPOETCS.
cepTudmKar pecypca aons
oTkpbITNA RDP-ceccun Ecnn onuusa BbikntoveHa 1 ceptudumkaTt pecypca
HEeOENCTBUTENbHbIN, TO CECCUS OTKPOETCA.

. [MapameTpsbl, kKOTOpble ByayT Ao6aBreHbl B HACTPOMKU
MapameTtpbl RDP-ganna 5
nogkntodeHna RDP 1 3ameHaT ctapble HacTPOWKU.

SSH

MNoBbIwWeHWe npuBUnernn

Onuusna OnucaHune
PaspelumnTb Moaoepkka BbINOMTHEHMST KOMaHA, ¢ npuBunernamm root B SSH-ceccusx Ha
BbIMOMHATbL pamsu pecypcax C yCTaHOBMEHHbIM KOMMOHEHTOM PamSu.

() UH®OPMALUSA

Paspeu.leHme, BblAaHHOE Ha BbIMNOJIHEHWE pamsSu rnpu co3gaHnun pa3peLleHnd, NpuopnuTeTHeEe, YeEM

HacTpoWKa B MOMUTUKE.

PaspelueHHble 1 3anpelyeHHble KOMaHabl

Onuusa OnucaHune
Mpurnawexne PerynsapHoe BblpaxkeHue npurrnalieHms 060mnoYku Ansg KOPPEKTHOro
obonouyku (prompt) pacno3HaBaHusi BBOL4a KOMaHA,.

Mpwn BBOAE perynsipHOro BblpaXxeHns obpaTtuTe BHUMaHWE, YTO SKpaHUPOBaTb


https://docs.microsoft.com/ru-ru/windows-server/remote/remote-desktop-services/clients/rdp-files

Onuus

Peakuuns Ha
3anpeLeHHyto

KOMaHAOy

SSH-komaHnabl

OnucaHue
CUMBOIbI < U > He TpebyeTcs, Tak Kak OHM He BXOOAT B CMMCOK CneumanbHbIX

cumBonoB: . [{}()*+2\|"$.

MoopobHasa nHopmaumnsa o CUHTaKcHUce perynsapHbiX BbipaxeHu Boost

OOCTYrMHa no CChbIJIKe.

[MoBegeHvne TepMmyHana B OTBET Ha 3anpeLleHHyto komaHgy: CTRL+C (otmeHa

BbINOSIHEHWST) NTMBO 3aBepLUEeHNEe Ceccun.

Cnucok pa3peLlleHHbIX Uin 3anpeLlleHHbIX and BbiNOMMHEHNA KOMaHA B SSH-

ceccun.

Ytobbl coCcTaBuUTb CNUCOK KOHTPOJNMpyeMbIX KOMaH[, BbIMOJTHUTE creayuine nencTBus:

1. Cnpasa oT napameTtpa SSH-komaHAabl HaxxMuTe [106aBUTL.

2. Beeoute KkOMaHgy Unu perynapHoe BblpaXeHue.

Mpw BBOAE perynspHOro BblpaXXeHnss 0bpaTtuTe BHUMaHWNE, YTO SKpaHMPOBaTb CUMBOSbI < U > He

TpebyeTcs, Tak Kak OHM He BXOAAT B CMUCOK crieumanbHbIX cMMBOSOB: . [{}()\*+?|~$. CumBon ]

TaKkke ABNAETCA cneumanbHbiM, HO TONbKO Koraa BBegeH nocre | .

MogpobHasa nHopmaunsa o CUHTaKcHUce perynsapHbiX BbipaxeHun Boost gocTynHa no cebiske.

3. BbibepuTe coctosiHve PaspelueHa nubo 3anpelyeHa.

() UH®OPMALUSA

3anpeT Ha BbINONHEHME KOMaHA MMEET NPUOPUTET Haf, paspeLleHneM.

bes siBHOro pas3pelueHna KomaHabl 6yﬂ,yT CHUTaTbCA 3anpeLieHHbIMU, NO3TOMY HE pEKOMEHOYETCA

yoandaTtb nocrieaHee npasuio, paspelwlarollee BbiNnoJIHEHNE KOMaH.

YToObI pas3pelnTb nnm 3anpeTnTb cpady HECKOJIbKMX KOMaHO, OTMETbTE UX N HAXMUTE Pa3peLuwa nnu

3anpeTuTb.


https://www.boost.org/doc/libs/1_85_0/libs/regex/doc/html/boost_regex/syntax/perl_syntax.html
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ﬂpm paGOTe CO CNMCKOM KOMaHA, a Takxe Mnpu rnonbiTKax BbIMOJNTHEHUA 3anpeu.|,eHH017| KOMaHAbl B XXypHare
CbVIKCVIpYFOTCFI COOTBETCTBYHOLLME cobbITKA.

I'Iepe.qaqa AaHHbIX

Onuwus OnucaHune
SCP MapameTp nepegayn annos no npotokony SCP
SFTP MapameTp nepegayn hannos no npotokony SFTP

MakcumanbHbin pasmep davna, Mb  ®ann Gonbliero pasamepa He yaacTcs nepegartb
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HacTtpounka nogknovyeHus
nonb3oBartenen no SSH-knro4yam

Monb3oBatenu moryT nogkntodatbes K SSH Proxy no SSH-kntovam. 3t1o obecneymBaeT 6e3onacHbIn 1

ObicTpbIi BXxo4 B SSH Proxy 6e3 Heobxo4MmMocTh NCNonb30BaTb Naponu.

NMpenoBaputenbHble TpeboBaHUA

B pasgene KoHdurypaums — AyTeHTumkaumnsa nonb3osatenen — AyteHTudukaumnsa no SSH-knovam
BKMOuUTE onumio Paspewntb nonb3oBaTtensam nogkntoyatbes K SSH Proxy ¢ ucnonbsosaHmem SSH-

KIHoYeun.

[obGaBbTe agMmMHUCTPaTOpPYy, KOTOpbIN ByaeT 06aBnATL NONb30BaATENAM KITHOUU, NPUBUIIETUIO
User.ManageSshAuthorizedKeys B ponb.

Nony4yeHue n nobaBneHue Knr4eu

Kniou B TekcToBOM chopmaTte Ceptudcumkar X.509

1. Monpocute nonb3oBaTens creHepmupoBatb SSH-KItou.

MogaepxmBaeMble anropuTMbl LWNEPOBAHMS KIOYEN:

rsa-sha2-256
o rsa-sha2-512

o

o ecdsa-sha2-nistp256
o ecdsa-sha2-nistp384
o ecdsa-sha2-nistp521
o ssh-ed25519

2. 3anpocuTe y nonb3oBaTens OTKPbIThIA Kto4d. CTpoka C KMYoM OOMKHA COAepXaTb anroputm
WndpoBaHmsa 1 kntod. OnuMoHaNbHO CTPOKa MOXET COAEpXKaTb KOMMEHTaPUIA, HAaNpUMep UMs

nonb3oBatens n xocT. Npumep: ssh-ed25519 AAAACS... user@host.

3. lobaBbTE NOMyYEHHbIN K4 3TOMY MOMb3oBaTento B KoHconu ynpasneHns Indeed PAM.
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KonuyectBo rnaB: 5

5=V; CnyxX6bl

Cnyx6bl

Vi Mpynnbl pecypcoB

Mpynnbl pecypcoB



http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/users/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/user-groups/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/services/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resource-groups/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/accounts/

V.
-—E, YyeTHble 3anucu
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Nonb3oBatenu

Pasgen npeaHasHaveH gns paboTsl co cneaywwmmmn Bugamm nons3osarenen Indeed PAM:

 [Monb3oBartenu U3 cnyxobl kaTtanora.

[lna Takmx nonb3oBarenen B norne MCToOYHUK YKa3aHO Kamaroe.

e BHyTpeHHue nonb3oBarenu.
[na Takux nonb3osarernen B norne UcTouyHuk ykaszaHo PAM.

Mo ymonuaHuio otobpaxaetca 15 nonb3oBatenen. Mpun NpeBbILLEHMM 3TOFO YMCNa BHU3Y CTPaHULbI
nosABUTCA Nepekntodarterns. [na npocmoTtpa goctynHo Tonbko 1000 nonb3osatenen. OTobpaxaemoe no

YMOSYaHMIO KONMYECTBO MOSb30BaTeren Ha CTpaHMLe MOXHO U3MEHUTb B KOHUTypaLMOHHOM dhanne.

Windows C:\inetpub\wwwroot\mc\assets\config\config.prod.json

Linux /etc/indeed/indeed-pam/mc/config.prod.json

Havutn nonb3oBartens

BBeante B NOMCKOBYIO CTPOKY UMS, hamMunumio, Homep TtenedoHa unm Email n Haxmute O\
Haxmnte PaclumpeHHbIN NOUCK, BBEAUTE OA4MH UIM HECKOJSTbKO 3anpocoB 1 HaxxmuTe HanTtw.

(D NPUMEYAHUE

Mownck no JIOTMHY HE noaaepXXmnBaeTcA.

UToObl HaTK yaaneHHbIX NONb30BaTENEN:

1. OTkpownTe pasgen NMonb3oBaTenu N HaxmMuTe PaclumMpeHHbIN NOUCK.
2. BbibepuTte 3HayeHune YaaneH ons napametpa CoctosiHue.

3. Haxxmute HanTtwm.

Co3aatb BHYTPEHHEero norib3oBaTtess



/\ NPEAYNPEXAEHUE

He 3akpbiBanTe OKHO, Noka He nepegaanTe naporb MNorb30BaTterto.

[ns BHYTpeHHMX nonb3oBaTtenen HegoCTYNHO nogkntoyeHme Yyepes RDS.

1. OtkponTte pasgen NMonb3oBaTenu.
2. Haxmute Co3pathb.

3. 3anonHuTte none JIornH.

Mo JTOTMHY NponcxoguT BXo4 B KOHCOJIX Nnonb3oBartend n agMUMHUCTparopa.

4. BbiGepute ogHy 13 Onuuim:
o 3apaTb Naponb BPY4YHYK — Maposib 3a4aeTcs B py4YHOM PeXnMeE.

o CreHepupoBaTb — naposb creHepupyetca PAM.
. CkonupynTe naponb 1 nepeganTe ero nonb3oBaTento.
. 3agante onumio TpeboBaTb CMeHy nNaposns Nnpu NnepBoM Bxoae.
. BBeante Email nonb3oBarens.

. Haxxmute flononHuTenbHo 1 3anonyute nons: Uma, ®amunua, TenedoH, OnucaHue.

© 00 N O O

. 3aBepwnte gobaeneHne nonb3oBaTens:
o Haxmute Cospatb, 4TOOLI OcTaTbCs B pasgene Nonb3oBarenu.

o Haxmunte Co3pgaTtb U OTKPbITb, YTOObLI NepenTy B Npocmib HOBOro Nofb30BaTens.

NMpodmnb nonb3oBaTens

[lna kaxxgoro nonb3oBarens 0T06pa>|<ar0Tc:9|:

° PaspemeHMﬂ — CIMUNCOK BblAaHHbIX pa3peLueHvu7| Ond nonb3oBaTtenid Ha NoAKIto4YeHne K pecypcy.

I'pynnbl nosib3oBaTenen — Crmcok rpynn, B KOTOPbIX COCTOUT MNOJ1b30OBaTE/b.

Ceccum — CnUcok akTUBHbIX, 3aBEPLUEHHbIX U MPEePBaHHbIX CECCUN.

AyTeHTUdpUKaTOpbl — MHPOPMAaLIMS O HACTPOEHHbIX ayTEeHTUdUKaATOpax Nosb3oBaTens.

CobbiTna — 3anucu o6 onepauundx, cBA3aHHbIX C MNMoJib3oBaTEllEM.

PenaktupoBaTb AaHHbIe B npodune

1. OTkponTe Nnpodunnb Nosib3oBaTens.

2. Haxxmute ¢ HanpoTue napameTpa, 4Tobbl 3aA4aTh UMK OTPEAAKTUPOBATh ero.



BbiOpaTb NONNTUKY

1. OTkponTe npodumnb NosnbL3oBaTens.
2. Haxmute ¢ Hanpotus napametpa Monutuka.

3. Bbibepute nonuTuky ns cnucka n Haxmute BbibpaTb.

HacTtpoutb ayTeHTU(PUKaTop

Ha Bknagke AyteHTudukatopbl oTobpaxkaetcsa nHgopmaums o napore, BTOpoM aktope n SSH-knovax,

KOTOpble No3BoNsAT nogkntodarecsa kK SSH Proxy 6e3 napons.

[nsa BHyTpeHHero nonb3oBaTtenss PAM otoGpaxatoTca gata 1 Bpems nocrnegHen CMeHbl Napons, a Takke

CPOK AEeNCTBUSI Naporsi.

[ns Bcex nonb3oBaTenen otobpaxaeTcsa COCTossHUE ayTeHTUdukaTopa. 3HadeHne He obyyeHa ykasbiBaeT
Ha He3aperncTpMpoBaHHbI ayTeHTudukaTop. MNpy NnepBoM BXxoae Nonb3oBaTens B KOHCOMb
agMUHUCTPAaTOpa UMM KOHCOIMb Nonb30BaTens OTKPOETCS CTpaHMLUa C MHCTPYKLMEN NO perncTpaumm
ayTeHTUdMKaTopa. [Nocne pernctpaumm otobpaxaeTcs 3HadeHne ObyyeHa.

Ho6aButb SSH-kntoy

SSH-kntoun no3sonaoT nogkntovatbes K SSH Proxy 6e3 napons. OgHomMy nonb3oBaTento MOXHO J00aBUTb
makcumyMm 10 SSH-kntoyen. Knoum gomxHbl 6biTb YHUKaNbHBIMU B paMKax OOQHOro norb3oBaTtens, HO MoryT

NOBTOPATLCA Y Pa3HbIX NoNb3oBaTernen.
MoanepknBaemble anropuTMbl LUIMGPOBAHUS KIOYEN:

» rsa-sha2-256
e rsa-sha2-512
¢ ecdsa-sha2-nistp256
e ecdsa-sha2-nistp384
e ecdsa-sha2-nistp521
e ssh-ed25519

BKNounTb MnNn OTKNIOYNTE UCMNOMNb30BaHME Kroyer MOXHO B pasgene Kondurypauus.

/\ NPEAYNPEXAEHUE
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UTto6bl 4O6aBUTL KNtOY NONb30BaTENIO, Y aAMUHUCTPATOpPa AOSMKHA OblTh NpUBUNErns
User.ManageSshAuthorizedKeys.

YT00bI 06aBNTL SSH-KNHOY:

e BCTaBbTE CKOMUPOBAHHYIO CTPOKY, COAEPKALLYIO anropuTM LWNPOBAHMS N KITHOY;

e npukpenute hann ceptmucpukata X.509.

Kniou B TekcToBOM chopmaTte Ceptudumkar X.509

1. OTKponTe Npohunb Nonb3oBaTens.
. Mepengute Ha BkNagky AyTeHTUPUKATOPBbI.

. Haxxmute lobaBuTh.

AW

. BctaBbre kntov B popmate OpenSSH B none OTKpbITbIA Knto4v. CTpoKa C K4oM JOSMKHA coaepXaTtb
anroputm wWndpoBaHns 1 Krtod. ONumMoHanbHO CTPOKa MOXET coaepKaTb KOMMEHTapU, HaNnpumep
UMS NONb30BaTeNS U XOCT.

Mpumep: ssh-ed25519 AAAAC3... user@host
5. 3anonHuTte none OnucaHue.

6. Haxxmute lo06aBUTL.

/\ NPEQYNPEXAEHUE

Kntoy HEBO3MOXXHO BOCCTAHOBUTL NOCIE yoaneHus.

Y1066l yaanute SSH-kntou:

1. OTkponTe Npodunb Nonb3oBaTens.
2. lNepenagnte Ha Bknagky AyTeHTudmkaTopbl.
3. BblbepuTe 0guH UM HECKOMNBLKO KITHYEN.

4. Haxxmute Yoanutb.

Mpw yaaneHun SSH-kno4Ya OTKpbITas ¢ NOMOLLbIO 3TOMO KNkoya Ceccus He paspbiBaeTcs.

(D NPUMEYAHUE

Ecnu oanH u TOT Xe knto4y AobaBneH HECKONbKNUM Monb3oBaTensam, To yoarieHune Kriroda y ogHoro
nonb3oBarterid He NpuBeneT K yaareHUIo TakKoro Xe Kriko4da y Apyrmx nosib3oBaTenemu.




3agaTb ayTeHTUdUKaATOP

1.
2.

3.

OTkponTe npodunb Nonb3oBaTens U nepenaute Ha Bknagky AyTeHTudukKaTopbl.

Haxmute ¢ Hanpotus napameTpa Tpe6oBaTb BTOPON (hakTop 1 BbIGEpUTE OAHY M3 OMNLMIA:
o Mo ymonyaHuo — no ymonyaHuio Tpebyetca BBOA nonb3oBaTenieMm BToporo gpakropa ans
ayTeHTMdmKaumm B cUCTeme.

o BknroueHO — y Monb3oBaTens 3anpallvBaeTcs BTOPo hakTop Ans ayTeEHTUMKALMMN B CUCTEME.

o OTKNKHYEHO — Yy nosrb30BaTesid He 3arpalnBaeTcA BTOpOW dpakTop AN ayTeHTI/ICbMKaLI,MI/I B

cucrtemMe.

Haxxvunte U3MeHUTDb.

U106kl COpOCUTL ayTEHTUdUKATOP, HAXMUTE X HanNpoTUB HYXXHOTO ayTeHTudukaTopa.

NobaBuTb pa3pewieHune

o N O O

. OTKkponTe npodusrb nonb3oBaTens.
. Haxxmute lo6aBuTb paspelueHue.

. BbiGepute napameTp paspeLleHus:

o Pecypcbl — pa3spelleHne BblaeTcsl Ha OAMH UMK HECKONbKO BbiGPaHHbIX PECYpPCOB.
o pynnbl pecypcoB — pa3spelleHne BblaaeTcs Ha BblIOpaHHY rpynny pecypcos.

o MpousBonbHbIe NOAKITHYEHNUA — pa3peLleHne BblJaeTcs Ha Nobble pecypchbl C BbIOpaHHbIM

TUNOM NOAKITIOHEeHNA, B TOM YKUCT1€ Ha peCypcCbl, HE 3aperncTtpnpoBaHHbIE B PAM.

. Beibepute yyeTHyto 3anuce:

o Bblbpatb Y3 B PAM — y4yeTHas 3anvcb, OT MMEHN KOTOPOW Nofb30BaTeNb OTKPOET CECCUo Ha
pecypce.
o Monb3oBaTtenbckaa Y3 — B pa3pelueHnmn He ByaeT ykaszaHa yyetHast 3anucb, PAM 3anpocut

y4yeTHble AJaHHble nepen OTKPbITUEM CECCUN.

. Hactponte OrpaHnyeHunsa BpemeHu n Haxxmmte Bnepen.
. HacTtpownTte MNMapameTpbl pa3peweHus n Haxmmte Bnepegn.
. 3anonHute none OnucaHme n HaxmuTe Bnepepa.

. Y6eauTecb B NpaBUibHOCTM AaHHbIX U HaxxmuTe Co3paTh.

No6aBuTb U yaanuTb U3 rpynnbl

YT06bl 4O0GaBUTL NOMb3oBaTeNs B rpynny:
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1. OTkponTe Npodunb Nonb3oBaTens U nepenguTe Ha Bknagky Mpynnbl nonb3oBaTenen.
2. Haxmute [lo6aBUTbL rpynnbl nonb3oBaTenen.

3. BbibepuTe oaHy unm HeckonbKo rpynn un Haxxmute OK.

YT106b! YyoanuTb nonb3oBaTtens u3 rpynmbi:

1. OTkponTe Npodunb Nonb3oBaTens U nepenauTe Ha Bkragky Fpynnbl nonb3oBaTenen.
2. Bblbepute 0fHY MmN HECKOMNBKO rpynm.
3. Haxmute Yoanuts.

4. NMogTeepanTe 4ENCTBME HaXxXaTMeM YAanuTb BO BCMIbIBAKOLWEM OKHE.

YTt06bl 4OGaBUTL B rpynny HECKOMbKMX Nonb3oBaTtenen, B pasaene MNMonb3oBaTenu BolGEpUTE HYXXHbIX

nonb3oBatenen n Haxmute [lobaBuTb B rpynny. Bbl6epVITe OOHY U HECKOJbKO rpynn n HaxXMmmTe OK.

3apaTb, COPOCUTBL UMM 3anNpPoOCUTb Naposb

/\ NPEAYNPEXAEHUE

[ocTynHO TONbLKO Ans BHYTPEeHHUX nosib3oBarernen Indeed PAM.

—

. OTKkponTe Npodusib BHYTPEHHErO NOSb30BaTESNS.

N

. Haxxmmnte Copocutb naponsb.

w

. Beibepute ogHy 13 onuwmi:
o CreHepupoBaTb — Naposib CO34aeTC aBTOMaTUYECKMN.

o 3apaTb Naponb BPYYHYI — Maposb 3a4aeTcs B Py4HOM pexnme.
o 3anpocuTb CMeHy naposnsa — naponb 3anpawmsaeTtcsa PAM npu Bxoge B cuctemy.
4. MNepepanTte naponb nonb3oBaTtento. [locne 3akpbiTUs POPMbI y3HaTb Naporb OyaeT HEBO3MOXHO.

5. Bapanite onuuio TpeboBaTb CMeHY Napons Npu NepBoM BxopAe.

(o)}

. 3aganTe onuuto I'IpepBaTb BCe aKTUBHbIe CEeCCUN N BbINTU U3 CUCTEMDI.

7. Haxkmnte CoxpaHuTb.

YT106bI COpOCUMTL Naporb AN HECKONbKUX Nornb3oBatenen, B pasaene Nonb3oBatenu BbIbepuTe HYXXHbIX
nonb3oBarernen n HaxmmuTe 3anpocuTb cMeHy napons. MoXHO nNpepBaTb BCe aKTUBHbIE CECCUM

BblOpaHHbIX NOMb30BaTENEN.

3abnokupoBaTthb U pa3broKMpoBaTb



3abnokupyinTe Nonb3oBaTens, €CNun Hy>XXHO orpaHn4nTb AocTtyn kK PAM. Npun 6nokMpoBKe AOCTynN B CMCTEMY
MOMHOCTbLIO NPeKpaLlaeTca: ayTeHTMdUKaLNA B KOHCOMNAX Nonb3oBaTens u agMMHUcTpaTopa HedoCTynHa, a

BCE aKTMBHbIE CeCccuM 3aBepLuatoTcs. B niobon MOMEHT nonb3oBaTens MOXHO pa3brnokmpoBaThb.
UTtoObl 3abnokmnpoBaTh Nonb3oBaTens:

1. Bangute B pasgen MNonb3oBaTtenm.
2. OTkpounTe Nnpodunb NonbL3oBaTens.
3. Haxxmnte 3abnokupoBaThb.

4. B OKkHe NoaTBepXaeHus onepaumm Haxmmte 3abnoKMpoBaTh.

YTobbl 3a6J'IOKI/1pOBaTb HEeCKOIbKNX Nob3oBaTenen, B pasgene Monb3oBaTenu Bbl6epl/ITe HY>XHbIX

nonb3oBaTenen n Haxmute 3abnoknpoBaThb.
UTtoObl pa3bnokmMpoBaTb NOMb30BaTENS:

1. Bangute B pasgen MNonb3oBaTtenm.
2. OTkponTe npodunb 3abrnokMpoBaHHOIO NoONbL3oBaTENS.
3. Haxxmnte Pa3bnokupoBaTtsb.

4. B okHe noaTBepXaeHus onepaunmn Haxmmute Pa3bénokupoBaTth.

YTto6bI pasbnoknpoBaTb HECKONbKMX Nonb3oBaTenen, B pasgene MNonb3oBaTtenu Boibepute
3abnoknMpoBaHHbIX Nonb3oBaTtenen n Haxmute Pa3bnokupoBaTh.

YoanuTtb nonb3oBaTens

/\ NPEAYNPEXAEHUE

OTa onepauus NnpyuMeHnma TonbKo A5t BHYTPEeHHWUX nonb3oartenen Indeed PAM.

YOoaneHHoro nonb3oBaTensi Hernb3sa BOCCTaHOBUTbL. HEBO3MOXHO yaanuTb camoro cebs 1 nepBoro
afiMUHUCTpaTopa ponewn.

YToObI yoannTb Nosrib3oBaTens:

1. OTkponTe Npodurb BHYTPEHHETO NOMb30BaTENS.
2. Haxxmute Yoanuts.

3. MNMpouunTtante MHGOpPMaLMIO BO BCAMbIBAKOLLEM OKHE N NOATBEPANTE AENCTBME HaXXaTeM YaanuTb.



YTto6bl yaanuTb Heckonbknx nonb3osatenen PAM, B pasgene NMonb3oBaTenu BbiGepUTe HY>XHbIX

nonb3oBaTenien U HaxmiTe YaanuTb.
Mocne yoaneHuna nonb3oBaTesid:

e BCE aKTMBHbIE CECCUN 3aBepLUatoTCS;

e BblJaHHble pa3peLleHns OT3bIBaloTCS;

e nonb3oBaTtento HegocTtyneH Bxog B PAM n ayteHTUdukauus;

e MOnb30BaTerb UCKMIOYAETCH U3 BCEX MPYNN nonb3oBaTtenen n obnactn 4encTensa NONNTUKN, B KOTOPbIX
OH COCTOMUT;

e IOTVIH yOaneHHOoro nonb3oBaTtensd MeHsaeTcs: K Hemy gobasnsaetcsa cydpdukc deleted v cnyyamHo

creHepumnpoBaHHasa CTpokKa.

YaaneHHble nonb3oBartenu nepecrtarT OTO6pa)KaTbCFI B pa3faerne Monb3oBaTenu, HO X MOXHO
NPOCMOTPETb C NOMOLLbIO paCLUMPEHHOIO NONCKa.



‘pynnbl nonb3oBaTeneu

Pasnen npegHasHaveH Ansa paboTbl ¢ rpynnaMu nonb3oBaTenei.

Cos3paTtb rpynny nonb3oBateneun PAM

1. Nepengute B pasgen MNpynnbl nonb3oBatenen n HaxmuTe [lo6aBUTL.
2. 3anonHute nons Uma n Onucaxwme.

3. Haxxmnte CoxpaHuTb.

Co3paTb rpynny nonb3oBaTtesien U3 Criyxobil
Katanoros

1. Nepengute B pasgen MNpynnbl nonb3oBaTteneun 1 Haxmute [lobaBuTb U3 KaTanora.

2. BBegute nms katanora n HaxXMuTe Q

3. Boibepute rpynny un Haxmmute CoxpaHUTb.

NMpodunb rpynnbl

[nsa kaxgon rpynnbl nonb3oBaTtenen otobpaxaroTcs:

Monb3oBaTenu — CNUCOK Monb3oBaTENEN, KOTOpPblE COCTOAT B rpynne.

PaspelueHna — cnucok Bbl4aHHbIX paspeLlleHn ana rpynnbl Ha NOAKIK4YeHne K pecypcy.

Ceccum — cnncok akTUBHBIX, 3aBEPLUEHHBLIX U MNMpepBaHHbIX ceccumn.

CobbITns — 3anucm 06 onepaumsix, CBA3aHHbIX C rPYnmow.

Nob6aBuTb Nnonb3oBaTesrien B rpynny

() NPUMEYAHVUE

Tonbko ong rpynn, co3gaHHbiX Yepes PAM.



Y1066l 4O6aBMTL NONb3oBaTeENen B rpynmny:

1.
2.
3.
4.

OTkpoviTe npodunb rpynnbl NOfb30BaTENEN.
MNepengute Ha Bknagky MNMonb3oBaTtenu 1 HaxmnTe lo6aBUTHL Nornb3oBaTeneun.
BbibepuTte ogHOro unm HeCKonNbKO nonb3oBaTenen n Haxmute OK.

MoaTBepanTe BbIOOp 1 HaxmuTe [lo6aBUTb.

Nob6aBuTbL pa3peLlieHuns

0 N O O

. OTkpounTe npocunb rpynnbl NoNbL30BaTeNen.
. Haxxmute lo6aBuTL paspeLueHue.

. BbibepuTe napameTp paspeLleHus:

o Pecypcbl — pa3spelleHne BbiAaeTCcsa Ha OQNH UM HECKOMBKO BblOpaHHbIX PeCypCoB.
o lpynnbl pecypcoB — pa3peLleHne BblaaeTcsa Ha BblOpaHHYo rpynny pecypcos.

o lMpounsBonbHbIE NOAKMIOYEHUA — pa3peLleHne BblAaeTcs Ha Nobble pecypchbl ¢ BbIBpaHHbIM
TUMOM MNOAKNIYEHNHA, B TOM YUCIEe Ha PECYPChI, He3apernctTpmpoBaHHble B PAM.

. BbibepuTe y4eTHyto 3anuce:

o Bbibpatb Y3 B PAM — yyeTHasa 3anncb, OT UMEHM KOTOPOK Nornb3oBaTternb OyAeT OTKpbIBaTb
Ceccuio Ha pecypce.

o lMonb3oBaTenbckana Y3 — B pa3pelwleHumn He ByaeT ykasaHa yyeTHasa 3anncb, PAM 3anpocut
YyYETHbIE JaHHble nepes OTKPbITUEM CEeCCUM.

. HactponTte OrpaHnyeHuns no BpemeHu n Haxmute Bnepega.
. Hactponte MNapameTpbl pa3peleHnsa n Haxxmute Bnepea.
. Beeante Onucanune n Haxxmnte Bnepea.

. Y6eauTecb B NpaBUiIbHOCTM AaHHbIX U HaxxmuTe Co3paTh.

CUHXpPOHU3NpPOBaTh rpynnbl NONb30oBaTesien ¢
KaTanorom

() NPUMEYAHVUE

Tonbko Ans rpynn U3 cry6bl KaTanoroe.

1.

OTkpouTe npodunb rpynmnbl Nonb3oBaTenen.
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2. Haxmute CUHXpPOHM3MpPOBaTb 1 NOATBEPANTE AENCTBME.

BbiOpaTb NONMUTUKY

1. OTKponTEe NpOhuNb rPynnbl NOfb3oBaTENEN.
2. Haxxmute # HanpoTus napametpa Monutuka.

3. Bbibepute nonuTuKy n3 cnucka u Haxmute BbiopaTb.

Yoanutb

1. OTkponTe Npodunb rpynmnbl NOfb3oBaTeENeNn.
2. HaxmuTe Yoanutb.

3. MNoaTtBepauTe AencTBue Haxatnem Yoanutb.

YT00bl YyoanuTb HECKOMNbKO rpynn, B pasgene Mpynnbl nonb3oBaTtenen BbibepuTe HyXXHble rpynnbl 1

HaXXMuTe YaanuTb.



Pecypchbl

Pasgen npegHasHaveH gns paboTbl ¢ cepBepamn, paboynmm cTaHumMsaMu, ceTeBbIM 060pyAOBaHNEM U
KITMEHTCKUMW NPUTOXKEHNAMM.

NMouck

Mownck OCYLLUECTBIIAETCA B pa3ferie PecprbI.

BbicTpbIN NoUck

Beeaute B nonckoByt CTPOKY nMs pecypca, DNS-ums, IP-agpec, nonb3oBaTenbckoe NoAKodeHne unm Ter

N HAXMUTEe Q

PaclumpeHHbIN nouck

Haxmunte PaclumMpeHHbIN NOUCK, BBEAUTE OAMH UM HECKOSbKO 3anpocoB U HaxxmuTe HanTtw.

Npodunb pecypca

lMonb3oBaTenu MoryT NOAKNIOYATLCS K pecypcam 1 OTKpbIBaTb ceccum no npotokonam RDP, SSH, Telnet,
PostgreSQL, a Takke Web/Desktop-ceccuun. [Ina 3anycka ceccum Hy>KHO Nosly4mTb paspeLleHne Ha

NOAKIMHOYEHNE YYETHOWM 3anncu K pecypcy.
[lns kaxxgoro pecypca oTobpakatoTcs:

 [Monb3oBartenbckne NOAKMIOYEHNUS — CMMCOK NOAKMIOYEHUI ANS YCTAaHOBKN COEANHEHNS C PEeCYypCOM.
[nsa kaxgoro pecypca MOXHO CO34aTb HECKOMbKO MOMb30BaTENbCKMX MNOAKIOYEHUA. OTO HeobxoamMmo
NPV HaNU4YMN Ha cepBepe HECKOMbKMUX MPUIOXEHWI, TPeBYOLWNX NPUBUNENMPOBAHHOIO A4OCTYNa.

o PaspelueHnss — cnncok BblaaHHbIX pas3peLLeHnii A NOAKMYEeHNS K pecypcy.

¢ JlokanbHble YYETHbIE 3alNMnCN — CIMUCOK JTOKaJibHbIX YYETHbIX 3anucen, KOTOPbIE NCNONb3YKOTCA OJ1A

OTKPbITUSA CECCUM Ha pecypce.
e [pynnbl pecypcoB — CNMUCOK rpynmn, B KOTOpble AobaBneH pecypc.

o Ceccum — CrnmcoK akTUBHbIX, 3aBEPLUEHHbIX U NMpepBaHHbIX CECCUI Ha pecypce.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/permissions/creating-a-permission/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/adding-a-resource/#user-connection-setup

e CobbITnsi — 3anmcu 06 onepaumsix, CBA3aHHbIX C PECYpPCOM.

o Cnyx6bl — CNUCOK NPUMOXEHUI, KOTOPblE MOTYT 3anyCcKaTbCsl aBTOMaTMYEeCKM Npu 3anycke
onepaumMoHHON CUCTEMBbI.
Bknagka otobpakaeTcs, ecnm y CBA3aHHOIO pecypca eCTb HAaCTPOEHHOE CEPBUCHOE NOAKITIYEHNe AN

Windows.

Hob6aBuTtb pecypc B rpynny

1. OTkponTe Npodunb pecypca v nepengute Ha Bknaaky Mpynnbl pecypcoB.

2. Haxmute [lo6aBUTbL rpynny pecypcos.

3. Beibepute rpynny un HaxmuTe Bnepea.

4. BbibepuTe 0QHO MM HECKOMNBbKO MONb30BaTENbCKUX NOAKMIOYEHNI N HaXMuTe Bnepea.

5. YbeanTech B NpaBuIibHOCTU AAHHbIX N HaxXmMuTe [lo6aBUTL.

NoGaBuUTb crnyxoy

1. OTkponTe Npodunb pecypca v nepengute Ha Bknaaky Crnyxobl.

2. 3anonHute nons Uma n Onucaxwme.

3. 3agawnte onumio MNMepesanyckaTb cnyx0y npu cMeHe napons cnyxo6bl n HaxvmnTe Bnepea.
4. BolbepuTe y4eTHYH 3anuck Ans crnyxosbl.

5. YbeguTtechb B NpaBUNBbHOCTU AaHHbIX U HaXmuTe [lo6aBUTD.

BbiOpaTb NONUTUKY

1. OTKponTe Npochunb pecypca.
2. Haxmute # HanpoTus napametpa Monutuka.

3. BbibepuTte nonutuky n Haxmmnte BbiOpaTb.
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NobGaBneHue pecypcosB

YTto6bl nonb3oBaTeENy MOMMM NOAKITYATLCA K pecypcaM, Tpebyerca nobasmTb pecypckl B Indeed PAM.

Nob6aBneHue pecypca BpPpy4HYHO

YTto6bl fO6aBUTL pecypc B Indeed PAM:

A WON

11.
12.
13.
14.

. OTkponTe pasgen Pecypchbl.
. Haxxmnte [lo6aBUTh.
. Boibepute NMoapaspneneHue n Haxmute Bnepeg ons nepexoaa kK cnegylowemMy OKHy MacTepa.

. Beegute Umsa pecypca. [1ns pecypcos Ha 6a3e OC Windows TpebyeTcs ykasbiBaTb peanbHoe UMs

KOMMbKOTEPA.

. BBeante DNS w/unu IP-agpec. Npu ykasaHuu IP-agpeca yuntbiBanTe, 4TO OH 06A3aTenbHO AOMKEH

ObITb CTATUYECKUM.

. BBeante Onucanue. OnumoHarnbHo.
. Haxxmnte Bnepepn ans nepexoga K crnegyoLeMy okHy MacTtepa.

. HacTtponTe nonb3oBartenbckoe noaknoveHne, KoTopoe 6y/:|,eT MCNonb30BaTbCA AA OTKPbITUA CECCUN HA

pecypce.

. Haxxmunte Bnepep ans nepexona K criegytowemMy OkHy mactepa.

. HaCTpOIZTe cepBUCHOE NnoakKro4eHne, 4YTOObLI ObINN OOCTYNMHbI TakKMe onepauunn, Kak rnpoBepka

COeANHEHUs1, CMeHa naposien y4eTHbIX 3anucen u apyrue.
Haxmunte Bnepea aona nepexoaa K cnegyoLleMy OKHy Mactepa.
BbibepurTe cepBUCHYIO YHETHYHO 3aMNUCh.

Haxxmute Bnepea ansa nepexoga K criegylowemMy OkHy MacTtepa.

I'IpOBepre BBE€AEHHbIE NaHHbIE N 3aBepLUnTe nobasneHune pecypca HaXatnem COXpaHMTb.

NobaBneHue pecypcoB u3 panna

1.
2.
3.
4.

Moarotosere CSV-hann ¢ pecypcamu.
OTtkpownTte pa3gen Pecypchbl.
Haxmute lo6aBuTb 13 channa.

Bbibepute cos3gaHHbin CSV-gann.
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5. Ecnu ana pecypcoB TpebyeTcs onpeaennuTb NONnTUKY, BKIOYUTE onuuio Jlo6aBNATbL C NOMIUTUKOWN.
HaxmuTte Bnepepn ons nepexona k crieqyolemy okHy mactepa. Boibepute nonutumky.

6. 3aBepLumTe gobaBneHne pecypcoB Haxatmem CoxpaHUTb.

dopmaTt cTpoku pecypca B CSV

Uma pecypca; OnucaHue; DNS; IP-agpec; Tun nonb30BaTesIbCKOro nogkawyeHwna; Aapec
NnoJsib30BaTeNbCKOro noakaw4yeHua; MopT nosb30oBaTeNbCKOro nopkawdeHna; URL cTpaHuubl BXopAa;
URL cTpaHuupl BXxofda ABAAETCA peryaAapHbiM BblpaxeHuem; WMA y4YeTHOW 3anucu ANA CepBUCHOrO
nogkaw4yeHna; Tun cepBUCHOro nogkaw4veHua; WabnoH cepBucHoro nogknawdeHua SSH; Agpec
CepBUCHOro nopkaw4veHna; MopT cepBUCHOro MNoAKAWYeHUA; [laponb AnA NpUBUIETUMPOBAHHOIMO BXOAaA
Cisco

Mpumep

HasBaHue MpuopuTteTt OnucaHue
Nma pecypca Obs3aTenbHbIN Nma pecypca B cucteme Indeed PAM.
Onucanue HeobsasatenbHbin  [MpOM3BONbHLIN TEKCT.

. DNS wnun IP-agpec pecypca. Tpebyetcs ykasaTb
DNS wnu IP-agpec O6sa3aTtenbHbIl
OLVH 13 NapameTpoB.

YKasblBaeTcsl MMsi Morb30BaTENbCKOro

nogkntodeHuns. [JoctynHble nonb3oBaTesibckue
Tun nonb3oBaTENbLCKOrO .
Ob6s3aTenbHbIl NOOKMIOYEHNSA U UX UMEHA MOXHO NOCMOTPETL B
NoAaKNYeHns
pasgene KoHdurypauum — lNonb3oBaTtensckoe

nogkriro4eHune.

YkasbiBaeTcs IP-agpec nnn DNS gns
Appec nonb3oBaTenbCKOro .
HeobszatenbHbli  Nepeonpenenenns agpeca NoAKMYEHNs npu
NoaKMNtO4YEeHNs
NOAKIMOYEHNN K peCypCy.



Ha3BaHue

[MopT nonb3oBaTENLCKOro

NnoAaKIK4eHnA

URL cTtpaHuubl Bxoaa

URL cTpaHuubl Bxoga
ABNSIETCA perynsipHbIiM

BblpaXXeHnem

Nmsa ydyeTHOM 3anucu ans

CepBUCHOIO NnoagKrr4YeHnd

Tvn cepBucHoro
NOAKMYEHNS

LLIabrnoH cepBuCHOro
nogkntoyeHnsa SSH

Apnpec cepBUCHOTO
NOAKIHYEHNS

[MopT cepBUCHOro
NoAaKntYeHns

Maponb ans
NPUBUNErMPOBaHHOIO

Bxoga Cisco

MpuopwuTteT

Heobsas3aTenbHbIN

Heobsa3aTenbHbIN

HeobsasaTenbHbIN

HeobsasaTenbHbIN

Heobsas3aTenbHbIN

HeobsasaTenbHbIN

Heobsa3aTenbHbIN

Heobsas3aTenbHbIN

Heobsas3aTenbHbIN

OnucaHue

YkasblBaeTcsa NopT A1 ero nepeonpegeneHms npu

NOAKITKOYEHUN K peCypcCy.

YkasbiBaetcsa URL ctanumubl Bxoga WEB-

NPUNOXeHn4.

YkasbiBaeTcsa ecnu 3agaH URL cTtpaHuubl Bxoaa.
MpuHnumaet 3HavyeHns TRUE/FALSE.

YKkasblBaeTcs UMSA CEPBUCHOW YY4ETHOW 3anncu oT
NMEHM KOTOopOoK ByayT BbINONMHATLCA CEPBUCHbIE
onepauun. YyeTHasi 3anncb ormkHa bbiTb
pobaeneHa B CUCTEMY.

YKasblBaeTCA UMsSi CEPBUCHOIO MOAKMOYEHNS.
MmeHa cepBUCHbLIX NOOKMTHOYEHUIA MOXHO
nocMoTpeTb B pasaene KoHdurypauun —

CepBucHoe NoakntoveHne.

YkasbiBaeTcs uma SSH-wabnoHa, ecnun Tun
CEpPBUCHOrO NOAKMYEeHNs ykadaH SSH. MimeHa
SSH-wabnoHoB MOXXHO MOCMOTPETL B pasaene
KoHdurypaumm — CepBrCHOE NOAKITHOYEHME.

YkasbiBaetcs |IP-agpec unm DNS ans
nepeonpeneneHus agpeca noakoyeHus npu

MOAOKIMOYEHNM K pecypcy.

YkasblBaeTcs NopT Ans ero nepeonpeaeneHus.

YKasblBaeTcs aAnsa npuBmunerMpoBaHHoOro Bxoaa
Cisco, ecnu Tvn cepBUCHOIoO NOAKITOYEHUS YKasaH
Cisco I0S.



HacTpoiika nonb3oBaTenbCKOro NnoaknovYeHus

[na kaxxgoro pecypca Tpe6yeTC$| HaCTPOWUTb NOJiIb30BAaTEsIbCKOE MOAKIMIYEeHNE, KOTOPOE 6y/:|,eT

MCMNONb30BaTbCA AN OTKPbITUSI CECCUM Ha pecypce.

HacTtpounka RDP-nogkntoyeHus

1. Bbibepute 3Ha4veHne RDP B none Tun noaknoyeHus.
2. Ecnu agpec nogknoyeHus otnuyaetca ot DNS nnu IP-agpeca pecypca, To ykaxuTe ero.
3. Beeaute MNMopT, ecnu otnnyaeTcst OT CTaHAapPTHOrO.

4. BknounTe onumio 3anyckaTb Kak agMUHUCTPATOP, eCnn TpebyeTcs OTKpbIBaTb CECCUIO C NAapaMeTpoMm

mstsc /admin.

() MHOOPMALIMSA

I'IpV| OTKPbITUN CECCUN MOXHO Bbl6paTb JToKaribHble AUCKW OnA UCMNOoJ1b30BaHUA B ynaneHHon ceccun.

MogkntounTbca 6e3 nepeHarnpasneHna NnoKasibHbIX JUCKOB TOXE MOXHO.

HacTtpouka SSH-nogkno4yeHus

1. Boibepute 3HayeHne SSH B none Tun nogkniovyeHus.
2. Ecnu agpec nogkntoyeHus otnuyaetca ot DNS nnu IP-agpeca pecypca, To yKaxuTe ero.

3. Beegute MopT, ecnun oTnNnMyaeTcsa OT CTaH4ApPTHOrO.

HacTtpouka KNnMeHTCKOro noaKmnw4vYeHuns

B Indeed PAM ctaHgapTHbiMK siBnatoTca nogkniodeHna RDP n SSH, octanbHbie TUMbl NOAKITHOYEHUS,
Hanpumep, Beb-ceccus, nnun nogkntodeHne Kk CYB/[, HacTpamBatoTCs OTAENbHO AN1s KaX4oro Lenesoro
npunoxenus. anee 6yayT paccMOTPEHbl NpUMeEPbI HACTPOVKN NOAKMoYeHUs K Beb-koHconu Citrix
NetScaler n MS SQL Managemet Studio. Nocne yctaHoBku Indeed PAM aTn Tunbl nogknoyveHnsa yayT
OTCYTCTBOBaTb B CNUCKE NMOAKMoYeHU. [1na co3gaHnsa HOBOro Tyuna nogkntoveHus Tpebyetcsa obpatnteca B

cnyx06y TexHnyeckon nogaepxku Indeed.

HacTtpounka Beb-ceccum

1. BuibepuTte 3HaueHue Citrix NetScaler B none Tun nogknroyeHums.



2. Beegute URL BeG-npunoxeHus.
3. Beegute URL cTpaHuubl Bxoga BeO-NpUnoxeHus.

4. 3aBepLunte gobaBneHue pecypca.

() MHOOPMALIMSA

Ecnu URL cTpaHuubl BXxoAa MOXET HE COOTBETCTBOBATb YKa3aHHOMY 3HAYeHM0 nocne obpalleHms K
Hemy, TO BKNtounTe onumio PerynsapHoe BbipaxeHue. Onuns no3BonseT ykasbliBaTb BblpaXeHue,

KoTopoMy ByaeT COOTBETCTBOBATL N0OOE 3HAYEHNe agpeca.

HacTtpouka nogkniovyeHus kK CYb[

1. Boibepute 3HavyeHne MS SQL Management Studio B none Tun nogkno4YeHus.

2. Ecnu agpec nogkntoyeHus ak3emnnsapa MS SQL Server otnuyaetca ot DNS nnu IP-agpeca pecypca,

TO yKaxuTe ero.
3. Beegute MopT npn HeobxoanumocTu.
4. MNepeonpegenute Npon3BosibHbIE NONSA U3 WabnoHa npn HeobxoaMMoCTH.

5. 3aBepwmnte gobasneHne pecypca.



HacTtpouka cepBUCHOro noakno4yeHus
ANnA pecypcoB

Ans pecypcos Ha 6a3e OC Windows, OC *nix n CYB[ MS SQL Server, MySQL, OracleDB u PostgreSQL, a
Tarke Cisco 10S u Inspur BMC MOXHO HacTpouTb CepBUCHOE NOAKMI0YEHME, KOTOPOE NO3BOMNUT BbINOMHATH

cregytoLme onepauum:

e MpOBEpKa COeAUHEHNS C PECYPCOM;

e CUHXPOHM3ALMS YYETHBIX 3anUCeN;

e MpOBEpPKa Naporsi U Kro4a yYeTHbIX 3anucen;

e cbpoc naponsi 1 kntova y4eTHbIX 3anuce;

e CUHXPOHM3aUMs rpynn 6€30NacHOCTUN YYETHbIX 3anuncei;

e CUHXpOHM3aums aaHHbIxX o Bepcun OC unn CYB[.

HacTporiky cepBMCHOro NOAKNIOYEHNS MOXHO BbINOMIHUTL Kak BO BpeMms JobGaBneHus pecypca, Tak U nocrne
ero gobasneHus B Indeed PAM. B gaHHON cTaTbe pacCMOTPEHbI NPUMEpPbLI HACTPOMKN CEPBUCHOMO

NOAKITIOYEeHUA ONA yXxXe A06aBMNeHHbIX B cnctemy pecypcos.

() MHOOPMALIMSA

MpoBepka napornel NokanbHbIX YYETHbIX 3anuncen pecypcos nog ynpasneHmem OC Linux MoxeT

BbINOSHATLCA 6e3 HaCTpOVIKM CepBUCHOIO MNMoAKII4YeHUdA K pecypcy.

NoGaBrneHne y4yeTHbIX 3anuceun

CepBuCHbIe onepaunn BbINOSHATCS OT UMEHN CePBUCHOWN y4eTHON 3anucu. B ponn cepBUCHOM MOXET
ObITb Ha3Ha4YeHa Kak fokarnbHas y4eTHas 3anucb pecypca, Tak U IoOMeHHas yYeTHas 3anuce. Nepeq
HACTPOWKOW CEPBMCHOrO NoakntoyeHnsa Tpedyetca 4ob6aBnTb B CUCTEMY NOKANbHYI NN JOMEHHYIO YYETHYHO

3aruncob.

[loGaBneHue pecypca

,D,o6aBr|eH|/|e JTIOKaJlbHbIX YYE€THbIX 3anucen

[lo6aBneHne gomeHa

[obaBneHne 0OMEHHbIX YYETHbIX 3anucen


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/adding-a-resource/
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HacTtpouka cepBucHoro nogknto4veHusa gna OC
Windows

/\ NPEAYNPEXAEHUE

lMepen HacTponkowm cepBUCHOrO nogknoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo nnu
AOMEHHY0 YYETHYIO 3amnucChb.

YUTtobbl HacTpouTb cepBucHoe noagkntodeHne gns OC Windows:

1. OTKpoWTe Npodunb pecypca U HaxMuTe ¢ cnpasa oT napameTpa CepBMCHOE NOAKMIOYEHMe.

2. B none KoHHekTOp BbiOepUTE 3Ha4YeHne Windows.

3. Ecnv agpec cepBrCHOro nogknioveHns oTnMyaeTcs OT agpeca pecypca, To Ansa nepeknoyarena Agpec
nogkno4veHus BolbepuTe 3HadeHe YkasaTb BPYUHYHO 1 BBeauTe apyron agpec B none DNS-umsa /
IP-appec.

4. Haxxmute Bnepep ansa nepexona K BblGOpy yY4ETHOW 3anuncm.

5. BbibepuTte y4eTHy0 3anuchb.

6. Haxxmumte CoxpaHuTb 451 3aBePLUEHNSA HACTPOMKM CEPBUCHOIO MOAKMYEHNS.

HacTtpouka cepBucHoro nogknto4veHusa gna OC
.
nix

/\ NPEAYNPEXAEHUE

Mepen HacTPOWKON CEPBMUCHOIO NOAKIOYEHMS TpebyeTcs:

e nobasutb B Indeed PAM nokanbHYO U JOMEHHYHO YYETHYIO 3amnuch;

 3arpysutb WabnoH SSH-KoHHeKTopa.

YT00bI HacTpouTb cepBucHoe noakntodeHne ana OC *nix:
p p 0 a

1. OTKpoIiTe Npodbunb pecypca 1 HaxmuTe ¢ cripaBa oT napametpa CepBUCHOE NOAKMIOYEHME.
2. B none KoHHekTOp BLIOEpUTE 3Ha4eHne SSH.

3. BoibepuTe LHabnoH cepBrcHOro Bzanmogenctand. B aTom none otobpakatoTca TONMbKO 3arpyKeHHbIE B
Indeed PAM wabnoHbi.
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http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/domains/#adding-account
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/resource-operations/#adding-an-account
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/domains/#adding-account
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4. Ecnn agpec cepBUCHOrO NMOAKIIOYEHUS OTNMYaETCa OT aapeca pecypca, To AN nepeknioyatens Agpec
noaknyeHus BobibepuTe 3HadeHne YKkasaTb BPYUYHYO 1 BBeauTe apyron agpec B nore DNS-ums /

IP-appec.
. B none MopT ykaxuTe 3Ha4deHne, ecnn oTnn4aeTcs OT CTaHOapPTHOrO.
. Haxxmnte Bnepepn ans nepexofa K BblOOpY y4ETHOW 3anuncu.

. BbiGepuTe yyeTHyto 3anuchb.

0 N O O

. Haxxmute COXpaHMTb Ana 3aBepLleHns HacTPOWKM CEPBUCHOIO NOLKITOYEHUS.

HacTtpounka cepBucHoro nogknio4veHusa gna Cyb[l
MS SQL Server

A NMPEOYNPEXOEHUE

Mepen HacTpPoOMKoOWM cepBMCHOrO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unm

AOMEHHYI0 YYETHYHO 3anuchb.

YTtoObl HacTpouTb cepBucHoe noakntoveHne ans CYbBO MS SQL Server:
1. OTKponTe Npohunb pecypca U HaxmuTe 4 cnpaga oT napameTpa CepBUCHOE NOAKNOYEeHuUe.
2. B none KoHHekTop BbibepuTe 3HayeHne Microsoft SQL Server.

3. Ecnun agpec cepBMCHOMO NOAKNIYEHNA OTAMYaeTCs OT agpeca pecypca, To Ansa nepeknoyatena Agpec
noaKno4veHusa BoibepuTe 3HadeHe YkasaTb BPYUHYH 1 BBeauTe apyron agpec B none DNS-umsa /
IP-appec.

4. B none MopT ykaxuTe 3Ha4YeHNe, eCnun oTrnyaeTcsa OT CTaH4aPTHOrO.
5. Haxxmnte Bnepea ons nepexoaa K BblOOpY yY4ETHOW 3anmncu.
6. Boibepute yyeTHyto 3anumchb.

/\ NPEQYNPEXAEHUE

Ecnu aksemnnsap MS SQL Server He BxoguT B coctaB gomeHa Active Directory, To B kadecTBe

CEPBMCHON MOXHO UCMONb30BaTh TOSbLKO yyYeTHble 3anncu CYB[.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/resource-operations/#adding-an-account
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Ecnn BXxoguT, TO MOXXHO MCNOMNb30BaTh Kak ydeTHble 3anucn CYB[, Tak n JOMEHHbIE yYETHbIE
3anucu.

7. Haxxmnte CoxpaHUTb N4 3aBepLUeHUss HACTPOWKN CEPBUCHOIO MOAKMHOYEHMS.

Hactpounka cepBucHoro nogknto4veHna ana CyYb[l
OracleDB

/\ NPEAYNPEXAEHUE

lMepen HacTponkown cepBUCHOrO nogknoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu
AOMEHHYI0 YYETHYIO 3arnuChb.

YUTtoObl HacTpouTb cepBucHoe noakntoveHne ans CYB[ OracleDB:

1. OTKpoWTe Npodunb pecypca U HaxMuTe # cnpasa oT napameTpa CepBMCHOE NOAKMIOYEHMe.

2. B none KoHHekTOp BLIOepuTe 3Ha4veHne Oracle Database.

3. Ana nepekntovatens Agpec nogknoyeHus Bolbepnte 3HavyeHne YKa3aTb BpYUHYHO 1 B none DNS-
ums / IP-agpec BeeguTe cTpoky nogkntoveHus k CYB[ Buaa host[:port][/service name].

4. Haxxmute Bnepepn ansa nepexoga K BblOOpY y4ETHOW 3anuncu.
5. BblbepuTe y4eTHYI0 3annchb.

6. Haxxmute COXpaHVITb OnAa 3aBepLlieHnd HaCTpOVIKM CEePBUCHOIO NMOAKITHYEHNUA.

HacTtpounka cepBucHoro nogknio4veHusa gna Cyb[l
PostgreSQL uwnu PostgreSQL Pro

A NMPEOYNPEXOEHUE

lMepen HacTpoOnKoWm cepBMCHOrO nogkntoveHus Tpebyetcs gobasute B Indeed PAM nokanbHyo unm

AOMEHHY0 YYETHYHO 3amuChb.

YTto6bl HacTponTb cepBucHoe nogkntoveHne ana CYBL PostgreSQL wnu PostgreSQL Pro:

1. OTKponTe Npohunb pecypca U HaxmuTe 4 cnpaga oT napameTpa CepBUCHOE NoAKNOYeHue.

2. B none KoHHeKkTOp Bbibepute 3HavyeHne PostgreSQL.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/resource-operations/#adding-an-account
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. Ecnu agpec cepBrCHOro NoAkmnio4eHns oTnmMyaeTcs OT aapeca pecypca, To Ansa nepekntoyartens Agpec

noaknyeHus BobibepuTe 3HadeHne YKkasaTb BPYUYHYO 1 BBeauTe apyron agpec B nore DNS-ums /

IP-appec.

. B none MopT ykaxuTe 3Ha4deHne, ecnn oTnn4aeTcs OT CTaHOapPTHOrO.
. Haxxmnte Bnepepn ans nepexofa K BblOOpY y4ETHOW 3anuncu.
. BeibepuTe yyeTHyto 3anuchb.

. Haxxmute COXpaHMTb Ana 3aBepLleHns HacTPOWKM CEPBUCHOIO NOLKITOYEHUS.

HacTtpounka cepBucHoro nogknio4veHusa gna Cyb[l
MySQL

Moppepxusaetca ona MySQL sepcun 8.4.5 1 meHbLue. 1N BbINOMHEHNA cepBUCHBIX onepauuni Indeed

PAM vcnonb3yet Tnn ayteHTudukaumm mysql_native_password. B Bepcusx 8.4.0-8.4.5 atoT1 Tmn no

YMOJYaHMIo OTKIOYEH, NOTpebyeTcs ero BKIOYMTbL B COOTBETCTBUM C AokyMeHTauuen MySQL. OcTanbHble

TUMNbI ayTeHTI/IdDVIKaLI,I/II/I He nogaepXnBaroTCA.

/\ NPEAYNPEXAEHUE

lMepen HacTponkowm cepBUCHOrO nogknoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu

[AOMEHHYIO YYETHYHO 3anuChb.

YTtobbl HacTpouTb cepBucHoe noakntoveHne ansa CYbB MySQL.:

© o0 N o o H

. OTkpoiiTe Npodurb pecypca u HaxmuTe # cnpaea oT napameTpa CepBUCHOE NOAKMIOYEHME.
. B none KoHHekTop BLIOepuTe 3HayeHne MySQL.

. Ecnv agpec cepBUCHOMoO NoaKMoYeHNs OTNYaeTcs oT agpeca pecypca, To Ansa nepeknovarens Agpec

nogkno4veHusa BolbepuTe 3HadeHe Yka3aTb BpPYUHYHO 1 BBeauTe apyron agpec B none DNS-umsa /

IP-appec.

. B none MopT ykaxuTe 3Ha4yeHne, ecnn oTnn4aeTcs OT CTaHOapPTHOrO.

. Haxmute Bnepepn ons nepexoga K Bblbopy y4eTHOM 3anmciu.

. BbibepuTe yyeTHyto 3anuch.

. Haxxmnte CoxpaHuTb.

. OTKpoWiTe Nponnb CepBUCHOI yueTHOI 3anucn MySQL n HaxmuTe ¢ cnpasa oT napametpa Ums.

. YKaxkuTe 3Ha4eHue xocTa assi y4eTHOM 3anucu: %/Mma xocta/IP-aapec .
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HacTtpounka cepBucHoro nogkntwo4veHusa gnsa Cisco
I0S

/\ NPEAYNPEXAEHUE

lMepen HacTponkowm cepBUCHOrO nogknoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu
AOMEHHYI0 YYETHYHIO 3anucChb.

YUTtobbl HacTpouTb cepBucHoe noakntodeHne ans Cisco I0S:

1. OTKpoIiTe Npocbunb pecypca 1 Haxmute ¢ cripaBa oT napametpa CepBUCHOE NOAKMIOYEHME.
2. B none KoHHekTop BLIOEpuTE 3Ha4yeHune Cisco 10S.

3. Ecnn Tpe6yeTCF| 3a4aTb Naporib Anda npuBmunermpoBaHHOro pexnmMma, 1o BKno4vnTe onuunto

MpuBUNernpoBaHHbLIN PEXUM UMEET NAPONb M YKaXUTe Naporb.

4. Ecnv agpec cepBUCHOrO NOAKMYEHMS OTNIMYAETCA OT agpeca pecypca, To And nepeknioyvartens Agpec
noaksnoYeHns BbibepuTte 3HaveHe YKasaTb BpPYUHYH 1 BBeauTe apyron agpec B norne DNS-ums /
IP-appec.

. B none MopT ykaxute 3HayeHne, ecnm oTNM4aeTcs oT CTaHOapTHOrO.
. Haxxmnte Bnepep ons nepexona K BbIGOpY y4ETHOWN 3anncu.

. Boibepute yyeTHyto 3anuce.

0 N O O

. Haxxmunte CoxpaHuTb 4Nnd 3aBepLUeHNS HACTPONKN CEPBUCHOMO NMOAKMHOYEHUS.

HacTpouka cepBucHoro noaknoyeHus ans Inspur
BMC

/\ NPEAYNPEXOEHUE

lMepen HacTponKowm cepBMCHOroO nogkntoveHns Tpebyetcs gobasute B Indeed PAM nokanbHyo unu
AOMEHHYH YYETHYIO 3amnuChb.

YUTtoObl HacTpouTb cepBuUcHOe noakntoveHne ans Inspur BMC:

1. OTKponTe Npohunb pecypca n HaxmuTe £ cnpasa oT napameTpa CepBUCHOE NOAKIMIOYEHME.

2. B none KoHHekTOp Bblbepute 3HavyeHne Inspur BMC.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/resource-operations/#adding-an-account
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~N O o B~

. Ecnu agpec cepBrCHOro NoAkmnio4eHns oTnmMyaeTcs OT agpeca pecypca, To Ans nepekntoyartens Agpec

noaknryeHus BbibepmTe 3HadeHne YKkasaTb BPYUYHYO 1 BBeauTe apyron agpec B nore DNS-ums /

IP-appec.

. B none MopT ykaxuTe 3HaYeHne, eCnim OTNIMYaeTCs OT CTaHAapTHOrO.
. Haxxmute Bnepea ans nepexoga k BbI6opy Y4ETHOW 3anucy.
. BbibepuTe yyeTHyto 3anuchb.

. Haxxmute COXpaHVITb On4a 3aBepLueHnd HaCTpOVIKVI CepBUCHOIo NOAKIHYeHn4.



Onepauun Hag pecypcamu

PenaktupoBaHue pecypca

[ns peaakTMpoBaHWsa OOCTYMHbI Crieaytolme nons pecypca:

 Umsa pecypca;
e OnucaHwue;
e DNS-ums;
o IP-apgpec;
e NMonuTtuka;

° CepBVICHoe noakn4yeHue.

YToBbl OTPEAAKTUPOBATL PECYPC, HAXMUTE # HANPOTMB HYXXHOro NapameTpa.

NoGaBneHue n yaaneHune Teros

() MHOOPMALIMSA
Ecnu y Bac elle HeT Teros, co3ganTte nx B pasgene KoHdurypauums.
Y106kl [OGaBUTL TEMM pecypcy:

1. OTkponTe Npodunb pecypca.
2. Haxxmute + psigom ¢ nonem Term.
3. Bbibepute Term n Haxmute Bnepea.

4. MpoBepkTe BbiGpaHHbIe Tern n Haxkmute [lo6aBUTL AN 3aBepLUEHNUs onepaLmn.

() MHOOPMALIMSA

Y Kaxxgoro pecypca MoxeT 6bITb Makcumym 50 Teros.

UTtoObl yaanutb Ter y pecypca:

1. OTKponTEe Npohunb pecypca.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#tags

2. HaxmuTe X pagom ¢ Terom, Kotopbin TpebyeTcs yaanuTb.

3. B okHe noaTBepXaeHUs Haxmute YaanuTb.

YoaneHue cBfi3aHHbIX CYLLUHOCTEMU

[na yoaneHusa s3HavyeHUin JOCTYNHbI CReayloLLmMe nons pecypca:

e [lonutukKa;

o CepBUCHOE NOAKIMIOYEHME.

/\ MPEOYNPEXOEHUE

an/I yoareHnmn cepBUCHOIO Nnoagkr4vYeHns € pecypca BCe CBA3aHHbIE C HAM CJ'Iy)K6bI yoanAaTtcA be3

BO3MOXHOCTWN BOCCTAHOBJIEHUA.

YpaneHHble cnyx6bl nepecTtatoT oTobpaxartbes B pasgene Cnyxo6bl, HO MX MOXHO MPOCMOTPETL C

NOMOLLIbIHO pacCLUMPEHHOro rNnonckKa.

——
YT106b! yoanute Monutuky nnu CepBuCHOE NOAKIKOYEHUE C pecypca, HaxmMuTe [[I HanpPoOTMB HY>HOro

napamertpa.

[Nob6aBneHue Nnonb3oBaTeNIbCKOro NoaKno4YeHus

CDyHKLl,I/IFI no3BondeT D,O6aBI/ITb OOHO MITN HECKOJITbKO MONIb30BaATEIIbCKUNX I'IOD,KJ'II-OquI/IIZ, OOCTYNHbIX OANnA

[laHHOrO pecypca.

1. Nepenante Ha Bknagky NMonb3oBaTenbckue NoaknovYeHUs n Haxmute flo6aBUTb

nosnb30BaTeNbCKoe NoAKYeHne.
2. Bbibepute TN NOAKNIOYEHMS.

3. YkaxuTe agpec, nopT v Apyrue napameTpbl NOAKIOYEHMSI.

A NMPEOYNPEXOEHUE

Mpn gobaBneHnn Nosib30BaTENLCKOro NOAKIItYeHns ¢ Tunom PostgreSQL oba3aTternbHO 3anonHuTe
none Bbasa gaHHbIX MO yMon4YaHUKo. ITO CBA3aHO ¢ ocobeHHocTbio CYB[ PostgreSQL: nogkntoyeHne

NPOUCXOANT K KOHKPETHON 0ase AaHHbIX, a He K cepBepy.
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NoGaBneHne y4yeTHOM 3anncu

dyHKuMa nossonseT fobaenaTtb B Indeed PAM nokanbHble y4eTHbIE 3anucu pecypca, KoTopble MoryT
NCnornb30BaTbCH 4S9 NpefoCTaBneHnsa JocTyna Ha pecypc.

1. Nepengute Ha Bknagky JlokanbHble y4eTHbIe 3anucu N Haxmute [1o06aBUTb NOKanNbHYH Y4eTHYH
3anuceb.

2. Beegute Umsa yyeTHom 3anmucu 1 Onucaxue.

3. Haxmnte Bnepega.

Maponb u SSH-knou

|-|pl/1 nobasneHuu yquHon 3anncum gna pecypca ¢ HaCctpoeHHbIM CeEPBUCHBLIM MOAKITHHYEHNEM SSH moxHo

HaCTPOUTb HE TOSbKO Naposib, HO U SSH-KIoY.

Mpu gobaeneHunn yveTHbIX 3anncen OC Windows un CYB[] Heobxoaumo 3agaTb napons. Hactporika SSH-

KIno4a anga AaHHbIX TUNOB HEOOCTYIMHA.

HacTtponka napons

1. BoiGepute ogHy 13 onuumi:

o CreHepupoBaTb crny4yanHbIA Napornb — Naporb ByaeT co3aaH aBToMaTUYecku n
CUHXPOHU3MPOBAH C PECYPCOM NN JOMEHOM.

o 3apaTb naponb BpYyYHYI — naponb 6yaeT 3agaH B py4YHOM pexuMme.
BeeauTe naponb 1 nogreepauTe ero.
Ecnu TpebyeTcs, 4Tobbl Nnaponb y4eTHOM 3anmucy cmeHuncst He Tonbko B PAM, HO 1 Ha pecypce
nnu gomMeHe, BkntoymTe onumio UaMeHuTb naponb Ha pecypce 11 U3ameHuTb naponsb B
AOMeHe.

o He 3apaBaTb — yyeTHas 3anuck OyaeT cosgaHa 6e3 napons, ero MOXHO 3aaTb NO3Xe Npu
pefakTMpPOBaHUN.

2. Haxxmute Bnepega.

HacTtponka SSH-knroua

1. Boibepute ogHy M3 onuumm:

o CreHepupoBaTb HOBbIN SSH-knto4 — knoy 6yaer cos3naH aBToMaTUYECKM Y CUHXPOHWU3UPOBAH C
PECypCOM UN OMEHOM.



o 3apatb SSH-knNY Bpy4HyH — KNnto4 Bygert 3agaH B py4HOM pexXnme.
Bbibepute dann SSH-kntoua 1 BBeanTe ero naposb.
MomonpyT cpannel B popmaTtax PEM n RSA. ®ann ¢ kntovom B popmate PEM gomkeH HaunmHaTbCA

C yKa3aHHOW CTPOKMU:

YT06bI CO3aaTh HOBbIN KITHOY, BOCMONb3YUTECh YTUNNTOM puttygen nnv ogHoOM U3 KomaHa:

ssh-keygen -t rsa -m PEM

openssl genrsa -des3 -out privatekey.pem

Ecnn tpebyetcs, 4tobbl SSH-kMtoY y4eTHOM 3anmucn cMeHunca He Tonbko B PAM, HO 1 Ha pecypce
U gomexe, BkrtouuTe onuuio UsmeHnts SSH-knoy Ha pecypce nnn UsmeHntb SSH-knoy B

AOMeHe.

o He 3apaBatb — y4eTHas 3anucb byaet cosgaHa 6e3 SSH-knoya, ero MoXXHO YCTaHOBUTL NO3XeE

npv peaakTUpoBaHUN.

2. Haxmnte Bnepegn.

3. YbeanTech B NpaBUIIbHOCTU AAHHbIX N HAXMUTE COXPaHUTb

MpoBepka coeanHEHUs C pecypcom

®YHKLMSA NO3BONSET NPOBEPUTL CETEBYHO AOCTYNHOCTL pecypca, KOPPEKTHOCTb aapeca, MMEHMU 1 Napons

CEPBUCHOWN Y4ETHOW 3anucu.

Onepauus BbINOMHAETCS ¢ NoMoLbio KHOMKM MpoBepuTb coeauHeHue B npodusie pecypca.

CUHXpOHM3auuna

®yHKLMA NO3BONSAET NONYYNTb KOPPEKTHOE UMs pecypca, Bepcnto OC nnn CYB[, nokanbHble y4eTHble
3anucu u rpynnbl 6e30MacHOCTN, B KOTOPbIX OHU COCTOAT. CUHXPOHU3AUMA AOCTYNHA TOMNbKO 41151 PecypCcoB C

HaCTpPOEHHbIM CEPBUCHbLIM NMOAKITKOYEHNEM.



Onepauus BbINOMHAETCH C NOMOLLbIO KHONKM CUHXPOHU3UpOBaTb B Npodure pecypca.

() NPUMEYAHVUE

CVIHXpOHVIBI/IpOBaHHbIe Y4Y€THbIE 3arnncu 6yﬂ,yT OTMeYEeHbl CUMBOJIOM .Ana npoaoJIKeHNA p860TbI C
YYETHbIMU 3anncAamMm n0Tpe6yeT09| npegoctaBnUTb CUCTEME UX NAPOSb UIKA C6pOCI/ITb €ro Ha cnyqaﬁHoe

3Ha4yeHune.

Moapo6Hoe onucaHve npoLecca NOATBEPXAEHUSA YYETHBIX 3anuceit onucaHo B ctatbe Onepauun Hag

YYETHbIMU 3arnncAamu.

BrnokupoBka

®yHKUMS NO3BONSIET NPUOCTAHOBUTbL AEUCTBUE BCEX pa3peLLlEHUi, B KOTOPbIX UCMONb3YyeTcs pecypc.

Onepauuns BbINOMHAETCS C MOMOLLbIO KHOMKM 3abnokupoBaTtb B Npodune pecypca.

(D NPUMEYAHUE

3abnoknpoBaHHbIM pecypc BygeT oTMeYEH CMMBOSIOM o

Bce paspelueHunsi, B KOTOPbIX PECYPC ABMSETCA Y4aCTHUKOM, ByayT OTMeYeHbl CUMBOSIOM

YnaneHue/BoccTaHOBIEHMe pecypca

YnaneHue pecypca

Mepepn yoaneHvem pecypca TpebyeTcsa yaanutb BCe YYeTHbIE 3anncu, Kotopble Obinyn aobaeneHsl n3

yaansiemoro pecypca.

A NMPEOYNPEXOEHUE

I'IpM yoaneHnn pecypca Bce CBA3aHHble C HAM CJ'Iy)K6bI TakXe yaanatca ©e3 BO3MOXHOCTU

BOCCTaAHOBJIEHUA.
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YpaneHHble cnyx6bl nepecTtatoT oTobpaxarbes B pasgene Cnyxo6bl, HO MX MOXHO MPOCMOTPETL C

NOMOLLIbKO PaCLLUNPEHHOIO NMOuncKa.

1. OTkponTe Npodunb pecypca.

2. Haxmnte Yoanutb.

BoccTtaHoBneHue pecypca

A NMPEOYNPEXOEHUE
Mpwn BOCCTAHOBEHNN pecypca CBA3aHHbIE C HUM Cny0Obl He BOCcCTaHaBnmBatoTcs. Hopmaumio no

yoaneHHbIM cny>|<6aM MO>XXHO NMPOCMOTPETL C NOMOLLIbKO paCLLUNMPEHHOIo NOUCKa B pasaene CJ'Iy)K6bI.

1. HaxxmuTte PacwumpeHHbIN NoUCK B pa3gerne Pecypcbl.

2. Beegute Umsa pecypca unn Agpec (DNS-umsa nnu IP-agpec).

3. Bbibepute ans nons CocrtosiHMe 3HadeHne YaaneH n Haxmnte Hantu.
4. OTKponTe Npohusib pecypca n Haxmute BocctaHOBUTDL.

5. Beegute NPpUYNHY BOCCTAaHOBIIEHUNA U HAXMUTE BoccTtaHOBUTD.
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MaccoBble onepauun Hag pecypcamu

HacTtpounka cepBUCHOro nogkno4YeHus

1. B pasgene Pecypcbl OTMETLTE OAMH U HECKOSBbKO PECYpCOoB.

2. Haxxmute Hactpoutb cepBucHoe coeanHeHue.

(D NPUMEYAHUE

[ns BbIOpaHHbIX pecypcoB OyayT HaCTPOEHbI OANHAKOBBIE TUMbl CEPBUCHbBIX MOAKIOMEHMI 1 BbiOpaHa

OoAdHa cepBUCHasdA y4eTHaA 3anuchb. B kauecTtBe CGpBI/ICHOI?I yquHon 3anncn pekomeHayeTcA
ncnornb3oBaTb AOMEHHYHO YY4ETHYIO 3aMnnCb, KOTOpadA MMEET MNpaBa JIOKalibHOro agMmMHMCTpaTtopa Ha

BCEX BblGpaHHbIX pecypcax.

MpoBepka coeAUHEHUs1 C pecypcom

1. B pasgene Pecypcbl OTMETETE OAMH UM HECKOMNBbKO PeCypPCoB.

2. HaxmuTte MNMpoBepuTb coeAnHeHue.

YpaneHue pecypcoB

1. B pasgene Pecypcbl OTMETLTE OAMH U HECKOSBbKO PeCypCoB.

2. Haxxmute Yoanuts.

(D NPUMEYAHUE
Mepen yaaneHnem pecypcoB TpebyeTcs yaanuTb BCe y4eTHble 3anucu, KoTopble Obinv obaBneHb! 3

yaansieMblx pecypcos.

YcTaHoOBKa NONMUTUKU

1. B pasgene Pecypcbl OTMETLTE OfMH UMM HECKOSIbKO PECYPCOB U HAXXMUTE YCTaHOBUTbL MOSTIUTUKY.

2. BbibepuTe HOBYIO MONUTUKY ANS BbIOpaHHbIX PECYPCOB U HaxkmuTe BbiGpaThb.



3. B okHe noaTBepXXaeHus HaxmmTte YCTaHOBUTD.

YcTtaHOBKa noapa3aeneHus

1.B pas3pene PecprbI OTMETbTE OANH UITN HECKOJ1bKO PECYPCOB N HAXMUTE YcTtaHoOBUTL

nogpasgeneHue.
2. Bbibepute HoBOe nogpasaeneHne ans BbiopaHHbIX pecypcoB u Haxxmute OK.

3. B okHe noatBepXXaeHus Haxmmnte YCTaHOBUTD.

[NobaBneHue Teros

() UH®OPMALUSA

Ecnn y Bac elle HeT Teros, co3gante ux B pasgene KoHdurypaums.

1. B pasgene Pecypcbl OTMETLTE OAMH UM HECKOITbKO PECYPCOB U HaxkmuTe [lo6aBUTb Teru.
2. Bbibepute 0anH 1M HECKOMNbKO TEros.

3. Haxmnte Bnepega.

4. lNpoBepbTe BbiOpaHHbIE PeCypChbl U BblIOpaHHbIE TErn.

5. Haxxmnte [lobaBUTb ANs 3aBEpLLUEHNSA onepauunu.
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MpoBepkKa oTnevyaTkoB Krntro4yen SSH-
cepBepa

Otnevatku knoven SSH-cepBepa NCnonb3yoTes Ans NPoOBEPKU NOANIMHHOCTU pecypca B MOMEHT
NnoakntoYeHns K Hemy. icnonb3oBaHMe OTNevYaTkoB NOMOraeT 3awmnTnTbes ot atak Buga MITM (Man in the

Middle).
[ns oTneyaTkoB nogaepXuBaeTcs Tonbko popmat SHA256.
MopoepxmBaemble anropuTMbl:

o Ed25519
« ECDSA
« RSA

() MHOOPMALIMSA

I'IpOBepKa BCeraa BKIto4eHa, ee Helb34 BbIKIMIO4YNUTb.

MoxHO BbIOpaTh pexxum NpoBepku B NnapameTpe AyTeHTUduKaumsa pecypcoB no knyam SSH-
cepBepa B pasgene Kondurypauma — CuctemHble HacTponkn — Hactponku SSH-nogknioueHun.

NMpenBapuTenbHble TpeboBaHUS

Ans paboTbl ¢ oTneyatkamm knova SSH-cepBepa HyXHbl NpyBuner YnpaBneHus pecypcamu.

PeXXumbl 3anofiHeHna oTne4yaTKkoB

CyLecTByeT Tpu pexnma 3anoriHeHust oTnevaTkos Krtoden SSH-cepepa:
e ABTOMaTM4YeCKM 3aHOCUTb OTne4vyaTku Knoven B PAM

B aTtom pexume 3HayeHne otnevatka 3aHocutca B PAM 6e3 yyactus agmuHucTpatopa. OTnevaTok
coxpaHsietca B PAM TonbKko ecnun oH He Obin o atoro 3agaH. OTneyaTtok COXpaHAETCa B MOMEHT

NCMONb30BaHUSA CEPBUCHOMO NOAKMHYEHUS (NpoBepKa coeanHeHus, NpoBepKa/poTaums naponen,
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nposepka/poTtauma SSH-knya, CUHXPOHU3auus) UM B MOMEHT MCMNOSb30BaHUSA NOMb30BaTENbCKOIO
nogKnoYeHns (Npu oTKPbITMU ceccum nonb3oBaTtenem). OTneyaTok 3aHOCUTCH TOMNbKO OAMH pas, nocre
3TOro TONbKO MNPOBEPSETCS, TO €CTb OH HE Nnepe3anucbiBaeTcs. lNpoBepka oTneyaTka NPoMCXoanT

BCerga.

e 3aHocuTb oTneyaTtkn B PAM TONbKO Bpy4YHYyHO

B aTtom pexume coxpaHeHune otneyaTtka B PAM BbinonHaetrca agmuHuctpatopom PAM. AgMmuHuctparop
PAM mMoXeT Bpy4HYIO yKa3aTb 3HauYeHue oTrnevartka, npeaBapuTensHO BblIbpaB 0guH U3 Tpex AOCTYMHbIX
anropMTMOB UM NOSTYYUTb FOTOBOE 3HAYeHne oTrneyaTka ¢ yaaneHHoro xocta. [poBepka otrnevartka
nponcxoauT Bcerga. Ecnun otneyaTok He ykasaH, TO NoAKIoYeHne HegoCTYIMHO.

o 3aHocuTb oTtneyatkn B PAM Tonbko BPY4YHYIO U NMPOBEpPATb, TOJNIbKO €CJiIh OHU YKa3aHbl

B aTom pexume coxpaHeHue otnedatka B PAM BbinonHsieTca agMmuHmuctpatopom PAM. AomuHucTpartop
PAM moxeT Bpy4HyH0 yKasaTb 3Ha4YeHne oTnedartka, npeaBapuTenbHO BbIOpaB ogMH U3 TPeX OOCTYMHbIX
anropuTMoB UM NOMYYUTb FOTOBOE 3HAYEHME OTMnevaTka ¢ yaaneHHoro xocta. OTnmumne aToro pexxuma
OT NpeablayLLero B TOM, YTO €CNK OTNEYaTOK He yKasaH, NpoBepKa oTrnevaTtka BbINOMHATLCS He Byaer.
To ecTb ecnu oTNeYaTok He yKasaH, NoAKINIYEeHME K PeCypCy BCE PaBHO OOCTYMHO.

He peKkomMeHayeTcA BbI6VIpaTb 9TOT BapUaHT, T.K. 3TO CH/XaeT YpOBEHb VIHCbOpMGLI,VIOHHOVI

©e3onacHocTw.

BbiGop pecypcoB ana nobaBneHnsa oTrne4vyaTkoB

1. OTkpownTe pasgen Pecypchbl.
2. OTkponTe PaclumMpeHHbIN NOUCK.

3. BbibepuTte ogHo 13 3HavyeHun B none Otnevatok SSH-kntova:
o He coBnapaet B CI/MMM
[1ns noncka pecypcos, Y KOTOpbIX 3Ha4yeHne oTneyaTka B PAM n 3HayeHne oTnevaTtka Ha pecypce
He coBnagaroT 4pYyr C OPYrOM.
o He yctanoBneH B CI/MMN
[na noucka pecypcos, AN KOTOPbIX OTreYaTok He 3aHeceH B PAM.

[lobaBneHmne oTnevyaTKkoB

[o6aBnaTb oTNeYaTkM MOXHO TpeMsi cnocobamu:



e BPYYHYIO
e aBTOMAaTMYECKM
e [PYnnoBoOu onepaunen

Job6aBneHne oTne4yaTKoB BPY4HYHO

BBecTu 3Ha4YeHMe oTneyaTka CaMoCTOsITeNIbHO Mony4nTb 3Ha4YeHMe oTnevyaTKa c pecypca

[Onsa nobaBneHus otnevartka ons CEepBUCHOrIo Nnoakrir4yYeHnd BbiNnoJIHUTE criegyrouine AencTemS:

1. OTKponTe Npohunb HYyXXHOro pecypca.
. Haxxmute ¢ cnpaBa ot nonsi CepBMCHOE NOAKIMIOYEHME.

. B cekunn OTneyvarok SSH-kntova BoibepuTe YKkasaTb BPYUHYHO.

A WN

. Boibepute Anroputm. PekomeHayetcs BoibmpaTte Ed25519, notomy 4TO 3TO cambii 6e30onacHbIv

BapUaHT.
. BBeaute 3HayeHne B none OTnevyarTok.
. Haxmute Bnepega.

. BbibepunTe Hy>XHYHO CEPBUCHYIO YYETHYHO 3anuChb.

o N O O

. Haxxmute CoxpaHuTb.

[ns nobaBneHns otnevaTka Anis Nofb30BaTENbCKOrO NMOAKIMIOYEHUS BbINOMHUTE criedytowmne AeNCcTBUS:

1. OTKponTE NPOhUNbL HYXXHOrO pecypca.
. Hangute HyxHoe nogkntodeHune ¢ Tmnom SSH n HaxmuTe PegaktupoBaTthb.

. B cekumn OTnevyatok SSH-kntova BbibepuTe YKasaTb BPYUYHYHO.

WD

. Boibepute Anroputm. Pekomenayetcs BblibupaTtbe EA25519, noToMy 4TO 310 cambln 6e3onacHbIn

BapuWaHT.

)]

. BBeguTte 3HavyeHune B none OTnevyaTok.

6. Haxmute CoxpaHuTb.

[JoGaBneHne oTne4yaTkoB aBTOMaTU4YECKMU

/\ NPEAYNPEXAEHUE



OT0T cnocob paboTaeT ToNbKO ecnu B HacTponkax SSH-nogknoyeHun BoibpaH pexmm
ABTOMaTM4YeCKM 3aHOCUTb oTneyvyaTku Knroven B PAM.

OTtnevatkn gns CepBUCHOrIo noakrir4yeHnd 3agatnTcd aBTOMatn4eCkm B MOMEHT UCIMOJIb30BaHNA CEPBUCHOIO
NOAKIMKYEHUA, HanpumMmep:

e MNpOBEpKa COeAMHEHUS
e MpoBeEPKa UNn cMeHa naponsa unm SSH-kn4va no pacnnucaHuio

e CUHXpOHM3ALMSA pecypca

OTtnevaTtkn A4ns Nonb3oBaTeNbCKOro NOAKIYEHNSA Takke 3a0al0TCsl aBTOMaTUYeCKn B MOMEHT

MCMNOJb30BaHNA NOJIb30BATEN1IbCKOIro nogKro4eHnd, To eCTb Npn OTKPbITUN CECCUN NMOJb30BATESIEM.

() UH®OPMALUSA

B aBTomatnyeckom pexnmMme oTnev4aTkm TOJNbKO 3aHOCATCA, HO HE Nepe3anncbiBaroTCA.

[Job6aBrneHue oTne4yaTKkoB rpynnoBOun onepauuen

C nomolLblo 3ToM onepaumm MOXHO 3afaTb OTNeYaTkn AJisi HECKOMNbKUX pecypcoB cpasy. [ns aToro
BbINOMHUTE Cneayowme OeNCTBUS:

1. OTkpownTe pasgen Pecypchbl.

2. Bboibepute 0anH nUnm HECKONbKO PECYPCOB, Y KOTOPbIX €CTb CEPBUCHOE U/MNK NOSb30BaTENbCKOE
noakntoyeHme ¢ Tmnom SSH 1 He 3agaH oTnNeYaTok Kntoya.

3. Haxxmute MNMonyunTtb oTNEYaToK € pecypca u nogreepauTe genctene kHornkov Bnepen.

() UH®OPMALUSA

C nomolLLbto 3ToMn onepaunn otTnevyaTkm 3aHOCATCA TOJ1IbKO €CIlM 4O 3TON0 3Ha4YEHUE OTNnevYaTka ObIno He
3aaHo, TO eCTb MMelLneca oTrne4daTkmn He rnepes3arnncbiBaloTCA.

JononHuntenbHaa uHopmauma o padbote
oTrnevyaTtkoB SSH-knrouen



ATpunbyT OTnevyaTtok SSH-knto4a npmBA3aH He K pecypcy, a K nogknoyveHunto. Noatomy y obomnx Tmnos
NOAKIOYEHNI (CepBUCHOE M NOMb30BaTENbCKOE) €CTb CBOM aTpmnbyT Anga otnedatka SSH-kntova. 310
caenaHo N4 criydaeB, Korga Ha yaaneHHOM XOcTe ycTaHoBreHo 6onee ogHoro SSH-cepeepa. dakT
Hann4usi UM OTCYTCTBUS OTMeYvaTka y OQHOro U3 NOAKNIYEHUIN He BNUsieT Ha paboTty apyroro. MNoatomy
3Ha4yeHus OTMNevaTKoB AN pasHbIX NOAKNIOYEHUI OOHOTO U TOrO Xe pecypca MOryT cogepxaTb pasHble

3Ha4YeHn4.

MpoBepka oTneyatka SSH-knto4a BbINOMHSAETCA A0 ayTeHTUdUKaLMM Ha pecypce, T.e. 40 nepegayu

YYE€THbIX aHHbIX Ha pecypcC.

Ecnu B HacTponkax SSH-nogkntoveHui BbibpaH pexxum 3aHocuTb otneyaTtku B PAM Tonbko
BPY4HYI0 1 aTpmnbyT Ans otneyatka B PAM octancs He3anonHeHHbIM, TO NOAKII0YEHNE K pecypcy
Oynet HegocTynHo. B xypHane nosBuTcst cobbiTME O HEYCNELHOM MOAKMOYEHUN, Ha CTpaHMLE pecypca
NosiBUTCA NpeaynpexaeHne KpacHoro uBeTta ¢ onnucaHneM NpuYrHbl oWnbKK, nepedncrieHmemM

HeCOBMNaBLUNX OTNe4YaTKoB N YKa3aHneM Tuna nogkrno4eHns.

Ecnu B HacTponkax SSH-nogkntoveHni BbibpaH pexxum 3aHocuTb otneydaTtku B PAM Tonbko
BPYUHY0, aTpmbyT ans otnevatka B PAM 3anonHeH, a Ha pecypce OTCYTCTBYET K104 A5 yKa3aHHOro
anropvTma unu OTCYTCTBYIOT Mtobble KNoYK, TO NOAKNIYEHNE K pecypcy ByaeT HegocTynHo. B xypHane
NosiIBUTCS COObITUE O HEYCNELIHOM MOAKITHYEHMM, HA CTPaHULE pecypca NOSBUTCA npeaynpexaeHme
KpacHOro LBeTa C onncaHmem npuYmnHbl OLWNBKN, NepedncrieHneM HeCOBMNaBLLMX OTNEYaTKOB U

YKa3aHuem tmna noakrto4YeHu4.

[ns ycTpaHeHus owmnbKkn 0 HeCoBNageHnn oTneyaTka u BOCCTAHOBMEHNS KOPPEKTHON paboThl
onepaumin TpebyeTcst 3aHOBO NONyYnTb OTNeYaTok SSH-kM4Ya ¢ yaaneHHoro xocta, noapobHee B
nyHkTe [JobaBneHne oTneyaTKoB.



CnyXx0bl

Pasgen npegHasHaveH gns pabotel co cnyx6amm Windows.

Cnyx6bl Windows — 3T0 NpunoXXeHusi, KOTopble MOTyT 3anycKkaTbCA aBTOMaTUYECKN MNpu 3anycke

ornepaunoHHON CUCTEMBI.

[o6asbTe B PAM cnyx0bl, KOTOpblE 3anyCKalTCa OT MMEHU YYETHbIX 3anucen, ynpasnsemMbix PAM. 31u
cnyx6bl ByQyT aBTOMaTMYECKU NOMyYaTb akTyarnbHbIN NAaporb YY4ETHOM 3annucu npu ero cmeHe Yyepes PAM.

v A ecnu He gobaBuTb?

B cBovictBax cny6bl OCTaHETCA CTapbI Naposib YYETHON 3anncu.

3anyuweHHas cnyxb6a npogomknT pabotaTtb 40 Onvkanwero nepesanycka MalluHbl pecypca. A nocne

aToro cnyx6a He 3anycTUTCS, MOTOMY YTO NapOfb YYETHOW 3anuCK, yKa3aHHbIA B CBOWCTBAaXxX CryXoObl,

HE coBnagaeT C pealibHbIM Naponem yquHon 3aruncu.

YT06bI 3anycTuTb crnyx0y, NOHagobUTCS NOAKMYMTLCS K PECYPCY M OGHOBUTL Maporib B CBOMCTBAX

CnyX6bl BPYy4HYIO.

NMpeanBapuTenbHble TpeboBaHUS

Ans paboTbl co cnyx6amu HyXHbl NpuBUNErMM YnpaBneHusi pecypcamu, a Takke Tpebyetcst HacTpoUTb

cepsucHoe nogkntodeHne ans Windows Ha pecypce, Ha KOTOpOM pacnonararTcA CJ'Iy)K6bI.

NoGaBneHune cnyxo6

1. OTkponTte pasgen Cnyxobl.
2. Haxxmute 106aBUTL.

3. B oTkpbiBLLIEMCS OKHE BbiGepuTe pecypc. Pecypc aomkeH ObiTb B cTaTyce JlocTyneH. Y cnyxobl 6yaet

Takoe e rnoapasaerneHune, Kak y BbiGpaHHOro pecypca.
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/\ NPEQYNPEXOEHUE

Pecypc HEBO3MOXXHO M3MEHUTb MOCIE CO34aHUA CryX0bbl.

4. 3anonHute obasartencHoe none Umsa cnyxosbi.
BBegeHHoe umsa JOMmKHO coBnagaTh C Ha3BaHWeM crnyxbbl, KOTOpoe ykasaHo B rnone Mmsi cnyxobl

(Service name) ocHacTkm Cnyx6bl Ha pecypce.

/\ NPEAYNPEXOEHUE

He ucnonb3ynte nms, ykazaHHoe B norne Otobpaxaemoe nmsa (Display name) ocHacTkmn Cnyx6bl
Ha pecypce.

Henb3s cosgatb BTOPYO CnyxB6y Ha TOM Xe pecypce ¢ TeM e MMeHeM. [y6nukaThl He
paspeLUeHbI.

5. Ecnu TpebyeTtcs, BBeaute OnucaHue cnyxobl.
BBeneHHoe 3gecb onncaHne byaet otobpaxarbcsa Tonbko B PAM. O6paTtute BHUMaHue, 4to onucaxue,
oTobpaxkaemoe B CBOMCTBaxX Crnyxbbl HA pecypce, HeE MOMEHSIETCS.

6. BknounTe nnm octaBbTe BbIKMHOYEHHOW OMNLNIO I'IepesanyCKaTb C.I1Y)K6y npu cMeHe naponsa cny>|<6b|.

() UH®OPMALUSA

Ang cnyx6 ¢ OTNOXEHHbIM 3anyCKOM PEKOMEHAYETCH OCTaBUTb OMNUUIO BbIKMOYEHHON. HOBbIN
naponb AOCTaBUTCS B CNyx0y npu nepesanycke cryxobl.

7. B cnepytoluiem okHe macTepa BbibepuTe y4ETHYHO 3anuchb.

8. B cneayioLlem okHe macTepa NpoBepbTE KOPPEKTHOCTb BBEAEHHbIX AAaHHbIX 1 HaXMuTe [106aBUTD.

AHanorm4yHo Bbl MOXeTe A0baBuTb cny>|<6y B pa3genax Pecprbl n Y4YyeTHbIe 3anucu.

PeanaktnpoBaHue cnyxo

/\ NPEAYNPEXOEHUE

Pecypc HEBO3MOXHO M3MEHUTb, OH 3a4aeTcs TONbKO Yepe3 mactep AobaBneHns cnyxosbi.
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[ns pegakTMpoBaHUs 4OCTYMHbI CreayoLwme nonsi cnyxosbl:

Uma cnyxo6bl;

OnucaHue;

MNMepe3anyck cnyxoObl;

YyeTHasa 3anuchb.

UTtobbl OTpeaakTnpoBaTth Cryxby, HaxmuTe # B npodune cnyx6bl Cnpasa OT HyXXHOro napameTpa.

() VH®OPMALMSA

YuunTbiBanTe, YTO HA PECYPCE HE MOXKET CYLLECTBOBATL ABYX CNYX0O C 0OAMHAKOBbLIM MMeHeM. He
BBOAMTE UMS CNYXObl, KOTOpPas yxe CyLecTBYeT Ha 3TOM pecypce.

CmMmeHa naponeun cnyxo

Y cny>|<6 HEeT COBCTBEHHbIX naponeVl, MX Napornn — 3710 NapoJin CBA3aHHbIX YH4ETHbIX 3anucemn.
I'Iaponw YYETHbIX 3anmcen MOXHO MEHSATb ABYMA cnocobamu:

® BPYYHYIO;

e MO pacnucaHuio.

YcTtaHOBKa naporns B cnyxbe

OT1a yHKUMA NO3BONSAET MHULMNPOBATL AOCTaBKY aKkTyarlbHOro 4SSl CBA3aHHOW YYETHOWM 3anncu napons B
cnyxby Ha pecypce. OTO NO3BOSISIET CUHXPOHU3NPOBATL Naposib B cryxbe cpasy, 6e3 HeobxoanmocTu
OaTb CMeHbI Naponen No pacnmcaHuio.

() MHOOPMALIA

Ecrv gnsa CJ'Iy)K6bI BKIMHO4EHa onuun4 I'IepesanycxaTb CHY)KGY npu cMeHe napons C.I1Y)K6bl, TO Mpu

ycTaHOBKe napors crnyxba nepesanyctutcs.

1. OTKponTe Npohunb Cryxobbl.

2. HaxxmuTe YcTaHOBUTb HOBbIN Naporsib B cnyx6e.
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[Mepe3anyck crnyx6

Mepesanyck cnyxbbl — 3TO NapamMeTp, KOTOPbIV 3a4aETCA NPU CO34aHUM UMW PeAAKTUPOBAHUU CrYXObl C
nomoLubto onuuu Mepesanyckatb CNy>X0y npu cmeHe naponsa cnyx6bl. Ecnv onuusa BkntodeHa, To npu

CMeHe UNn ycTaHOoBKe naponsi cnyba nepesanycTuTcs.

YTobbl nepes3anyck CJ'Iy>K6bI Ha pecypce npounsoLluersn ycneLwHo, cny>|<6a OOJMKHa HaxoanTbCA B COCTOAHUN

BeinonHsaetca (Running).

() MHOOPMALIMSA

Ecnu cnyx6a Ha pecypce nsHayanbHO Haxogunacb B COCTOSIHUM, OTAIMYHOM OT BbinonHserca
(Running), cnyx6a He nepe3anyctutcs. NMpn atom cosgaetcs cobbite ¢ Tunom INFO [Mepesanyck
cryx6bi1: He mpebyemcsi. Takon CUeHapui CYMTaETCS YCMNeLLHbIM 3aBepLUeHNeM nepesanycka crnyxobl,

NO3TOMY OH HE BbI3blBa€T HOBbIX owmnboK n C6paCblBaeT CTapble.

Ecnu cnyx6a Haxogmnack B cocTositHUM BeinonHsietca (Running), HO npu aTomM BO3HMKNa owmnbka He
ydarnocb nepesarlycmumb Cyx0y, TO NPUYNHA MOXET ObiTb B TOM, YTO UCTEK TaMayT OXMUAAHUSA HYXXHOTO
ctatyca. [NlogpobHee B pasgene VicnpasneHune owmnbok B pabote crnyxo.

NMounck cnyx6

Mowuck nossonsieT OTO6pa3I/ITb TOINbKO TE€ CJ'Iy)K6bI, KOTOpbl€ yOOBIIETBOPAKOT 3aaHHOMY KPUTEPUIO. Ectb oBa

BMaa noucka:

e BbICTpbIN — cTpoKa noucka. MoxHO uckatb TOSMbKO N0 OOHOMY KpUTepuio. TEeKCTOBbIN BBOA,.

e PaclmpeHHbIn — popma C HECKONLKUMU NonsaMn. MOXXHO UCKaTb NO HECKONbKUM KPUTEPUSIM Cpasy.

BbinagatoLme crnvcku.

BbicTpbIN NoUck

B nonckoson CTPOKE MOXHO UCKaTb No crneayrwmm nonam:

Uma cnyxobl;

Uma pecypca;

OnucaHue cnyxobil;

Uma yyeTHOM 3anucu.



PacwunpeHHbIX NOUCK

MOXHO 1ckaTb N0 OAHOMY UM HECKONBbKUM KpuTepuaM. [pn BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpa3ATCA
Cny0bl, KOTOPbIE YAOBMNETBOPSAIOT BCEM NEPEUNCIIEHHBIM KPUTEPUAM. MckaTb MOXHO NO CneayoLwmm

nonAm:

MUma cnyxo6bl;

YyeTHas 3anuchb;

Pecypc;

CocTosiHue;

Onuusa Tonbko cnyx6bl ¢ owumMbkamm.
Bo3moxHble coCTOAHUS:

e Ynpasnsercs;

e YpaneHa.
NMouck yaaneHHbIX Cryxo6

1. OTkponTte pasgen Cnyxo6bl n HaxXmMuTe PacluMpeHHbIN NOUCK.
2. BbibepuTte 3HauyeHne YaaneHa ons napametrpa CocrosiHue.

3. Haxxkmute HanTtwm.

UcnpaBrneHne ownbokK B padboTte cnyxo

OLWKnBKM MOTyT BO3HUKATb:

e NpU yCTaHOBKEe napons B cnyxobe;

e Mpwv Nnepesarnycke Cryxobil.

Owwnbka npn yCTaHOBKE Maposid B cny>|<6e MOXET NoABUTBLCA MO pa3HbIM NMpU4nHam, BOT HECKOJ1bKO

NPMMEPOB:

e Mponaro MHTEPHET-COEANHEHNE;
e HEe OTBe4aeT XOCT, Ha KOTOPOM YyCTaHOBJ1EH PECYPC;

e CepBUCHOE NOoAKIIto4eEHNE nepecTtao pa6OTaTb.



Mepesanyck cnyxbbl 3akaH4YMBaETCA OLUMOKONM, eCriv UCTEK TaMayT OXXMOAHUS HY)XXKHOrO cTaTyca.

Hanpumep:

° cny>|<6a CITMLLKOM [05ro oCctaHaBlMBasach,

e cnyx6a nepesanycTunacb 1 TyT Xe 0CTaHOBUNAaCh.

Y3HaTb, Kakomn CTaTyC OXMAANCs 1 Kakon noslyyeH, MOXHO B COBbITUSIX 3TOW CnyXbbl. ITa Hpopmauns

NMOMOXET MNMOHATb, KaK UCIpPaBUTb OLIJI/I6Ky.

[ns ncnpaeneHns owmnbkn NOHagoObUTCA NOOKMIOYUTLCS K pecypcy. MicnpaButb owmbKy 13 KOHCONm

yrnpaBneHns Henb3si.

YoaneHue cnyx6

/\ NPEQYNPEXAEHWE

Cnyx0y HeBO3MOXXHO BOCCTAHOBUTL MOCIIE yAamneHus.

Bbl MOXeTe co3aaTb HOBYHO CryX0y C TakMM Xe MMEHEM Ha TOM e pecypce.

YaaneHue u3 cnucka cnyx6  YaaneHue us npocunsa cnyxobi

1. OTkponTte pasgen Cnyxobl.
2. Boibepute ogHy unmn HeCKonbKo criyx6.

3. Haxxmute Yoanutb.

YaaneHHble cnyobl nepecTatoT oTobpaxaTbes B pasaene Cnyx6bl, HO X MOXHO MPOCMOTPETL C

NOMOLLBIKO paCLlUNPEHHOrO Nnoncka.



‘pynnbl pecypcoB

Pasnen npeaHasHaveH Ans NpocMoTpa AaHHbIX Mo rpynne pecypcoB 1 GbICTPON BbiAadye paspeLleHuii.

Hauntu rpynny

Beegute B MONCKOBYK CTPOKY Ha3BaHWME rpynrbl N HAXXMUTE Q

Haxmunte PaclumMpeHHbIN NOUCK, BBEAUTE OAMH UM HECKOSbKO 3anpocoB U HaxkmuTe HanTtw.

Ho6aBuTtb rpynny

[ns Hadyana paboTkl TpebyeTcs co3aaTh rpynny 1 4o6aBUTbL B Hee Pecypchbl.

1. HaxxmuTte [lo6aBuTb B pasaene Mpynnbl Pecypcos.
2. Beegute Ums rpynnbl pecypcoB 1 OnucaHue.

3. Bapavite onuuio [lo6aBNATbL pecypcbl BMeCTe C y4eTHOMW 3anuchio:
o Ecnu onuus BkntoveHa, To Npy obaBneHnn pecypcoB B rpynny notpedyeTtcs BbIOpaTb yYETHYHO
3anucb ANs KaXxaoro pecypca oTaenbHO.
Mpwv Bblgaye pa3peLleHnst Ha Takyto rpynny BbIbMpaTb y4eTHble 3anucu He TpebyeTcs.

o Ecnu onuus BbIKMYeHa, To Npu AobaBrneHMn pecypcoB B rpynny BblOMpaTh y4YETHbIE 3anucy He
TpebyeTcs.
Mpu Bblgaye paspeLLeHnst Ha Takyto rpynny notpedyeTcs BblOpaTb OAHY YYETHYHO 3anucb, KOTopas

OygeTt ncnonb3oBaTbCA A4S OCTYMNa KO BCeM pecypcam rpynnbl.
4. CoxpaHUTe U3MEHEHUS.
5. OTKkpowiTe CO3aaHHYyo rpynmny pecypcos.
6. Haxmute [lobaBUTL pecypcbl BO Bknagke Pecypchbl.
7. BbiGepuTe oanH Unm HECKONbKO pecypcoB n HaxmuTe Bnepega.

8. Y6eautechb B NpaBUNIbHOCTU AaHHbIX U HaxXmuTe [106aBUTD.

NMpodunb rpynnbl

[na kaxxgon rpynnbl pecypcoB OToOpakatoTcs:



Pecypcbl — CN1COK pecypcoB B rpynne.

PaspelueHns — cnncok BblgaHHbIX rpynne paspeLleHui.

Ceccumn — cnmcok akTUBHbIX, 3aBepLUEHHbIX N NpepBaHHbIX ceccum.

CobbiTna — 3anucu 06 onepauunax, CBA3aHHbIX C rpynn0|7|.

Nob6aBuTb paspelieHune

1. HaxxmuTte [lo6aBUTL pas3peLueHume.

2. Bbibepute nonb3oBartenen unu rpynny n Haxmute Bnepeg.
3. Hactpowte OrpaHu4yeHus no BpeMeHu n Haxmute Bnepea.
4. Hactponte NapameTpbl pa3peleHusa n Haxxmute Bnepen.
5. Beegute OnucaHue n Haxmute Bnepegn.

6. Y6eguTech B NpaBUITbHOCTM AaHHbIX U HaXkmuTe Co3aaTh.

PaspelueHne co3gaeTcst Ha BCHO rpynny, MO3TOMY MOfib30BaTEeN0 CTaHyT AOCTYMHbI BCE pecypchl rpynnbi.
Mpv 3MeHeHnn cocTasa rpynnbl PECYPCOB Y NOSb30BaTENs B paMKkax paspeLleHnst Takke U3MEHUTCS

COCTaB AOOCTYMHbIX AJ14 NoOKIK4YeHnA pecypCcoB.

Ypanutb rpynny

1. OTKponTe Npohunb rpynnbl PeCypcoB.
2. Haxmute YaanuTb.

3. MNoaTtBepauTe AencTBue Haxatnem YaanuTb.

YT06bl yaanuTb HECKONbKO rpynm, B pasaene Mpynnbl pecypcoB BbiGepuTe HyXXHbIe Fpynibl U HAXMUTE

Ypanutob.
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YyeTHble 3anucu

Paspen npegHa3Ha4yeH anAa pa6OTbI C nokalnbHbIMAN N AOMEHHbIMU Y4ETHBIMU 3aNNCAMMN.

NMouck

Mownck OCYLLECTBIIAETCA B pa3fene Y4yeTHble 3anucu.

BbiCTpbIN NOUCK

Beeante B NMONCKOBYH CTPOKY UMA yquHOVI 3arfnncum n HaxxMmnTe Q

PacwunpeHHbIV NOUCK
Haxmure PaCI.IJMpeHHbIﬁ NMOUCK, 3ap,a17|Te OOWH UM HECKOJTbKO NnapamMeTpoB U HaXKMUTE HawnTtu.

I'IapameTp Pa3melueHune No3BonseT nckaTb YYETHYIO 3aruncb TOJIbKO B Bbl6paHHOM pecypce nnn gomeHe.

NMpodunb yyeTHOM 3anucu

[loMeHHbIe nnu fnokanbHble y4eTHbIE 3annucy UCNOSb3YTCH AN OTKPbITUS ceccui no npotokonam RDP,
SSH, Telnet, PostgreSQL unu ansa Web/Desktop-ceccui.

[nsa 3anycka ceccum HY>KHO MonyYnTb paspeLleHne Ha NOoLKMYeHNe YHETHOM 3anmcu K pecypcy.
[nsa kaxgon y4eTHoOM 3anmcu otobpaxaroTcs:

o PaspelueHnss — cnmncok BblAaHHbIX pa3peLLeHnii Anst Y4ETHOW 3annucu Ha NoaknoyYeHme K pecypey.
o Ceccum — CnNUCoK akTUBHbIX, 3aBEPLUEHHbIX U MPEePBaHHbIX CECCUN.
o CobbITnsi — 3anmcu 06 onepaumsix, CBsI3aHHbIX C YY4ETHOM 3arnunChbHo.

° prnnbl ©e30nacHOCTN — CNUCOK rpynn BesonacHocTu, B KOTOPbIX COCTOUT y4eTHasA 3aluncob.

[na 0OMEHHbIX YYeTHbIX 3anucen He otobpaxatoTcs BCTpoeHHble (Built-in) rpynnel 6e3onacHocTw.
e Cnyx6bl — CMMUCOK NPUINOXEHUI, KOTOPbIE MOFYT 3anyckaTbCA aBTOMaTUYECKN NPW 3anycke

onepaLyVoHHON CUCTEMBI.
[na nokanbHbIX YYETHbIX 3anMcel BKNnaaka oTobpaxkaeTcsl, eCriv y CBA3aHHOIo pecypca ecTb

HaCcTpoeHHoe cepBucHoe nogkntodeHne ans Windows.
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Ho6aBuTtb cnyxoy

1. OTKponTe NpOohuNb y4ETHON 3anncK 1 nepenauTe Ha Bknagky Cnyxobl.

2. BelbepuTe pecypc un HaxmuTe Bnepea.

3. 3anonHute nona Uma n OnucaHwme.

4. 3apganTte onuunto MepesanyckaTb CNyX0y nNpu cmeHe naponsa cnyXobl n HaxmiTe Bnepen.

5. Y6eguTechb B NpaBUNbLHOCTU AaHHbIX N HaxXmuTe [lo6aBUTD.

BbiOpaTb NONMUTUKY

1. OTKponTe Npohusb pecypca.
2. Haxmute # HanpotvB napametpa MonuTuka.

3. Bbibepute nonutuky n Haxmmte BbibpaTb.



NobGaBneHue y4yeTHOM 3anucu

UTo6bl 406aBUTL y4ETHYHO 3anucb B PAM:

1. MNepengnte B pasgen Y4yeTHble 3anmucu 1 Haxmute [lo6aBuTb.
2. BbibepuTte pecypc unvm AomMeH, B KOTopoM ByaeT pasmelleHa y4yeTHasa 3annchb, u HaxmuTte Bnepea.
3. Beegute Umsa yyeTHoM 3anmcn n OnucaHwme.

4. Haxmunte Bnepep

NMaponb u SSH-kno4

Mpu gobaBneHnn y4eTHOM 3anucn ansa pecypca ¢ TMNnoM nogkntodeHnss SSH MOXXHO HacTPOUTb He TOSbKO
naponb, HO N SSH-kntou.

Mpn pobasneHun yyeTHbIx 3anucen OC Windows 1 CYB[] Heobxoanmo 3agate napornb. Hactponka SSH-

Kno4va ona AaHHbIX TUNOB HEOOCTYMHA.

HacTtpounka napons

1. BoiGepute ogHy 13 onuumin:

o CreHepupoBaThb CrnyYyauHbIM Naposib — naposnb byaeT co3gaH aBToMaTUyeckn u
CVMHXPOHM3MPOBAH C PECYPCOM UIN LOMEHOM.

o 3apaTb naponb Bpy4YHYI — naposnb OyaeT 3agaH B pyHYHOM peXuMeE.
Beegute naponb n nogTBepaunTe ero.
Ecnn tpebyetcs, 4Tobbl Naponb y4eTHOW 3anmucun cMeHuncs He Tornbko B PAM, HO 1 Ha pecypce
nUnNu gomMmeHe, BknoumTe onumio UamMeHuTb naponb Ha pecypce unn U3ameHnTb naponb B
AOMeHe.

o He 3apaBaTb — y4eTHas 3anuch OyaeT co3gaHa 6e3 napons, ero MOXXHO 3afaTb NO3XKE Npu

peaakTMpoBaHUMN.

2. Haxxmnte Bnepega.

Hactponka SSH-knrou4a

1. BbiGepute oagHy 13 onumi:



o CreHepupoBaTb HOBbIM SSH-knto4 — kntoy OyaeT co3gaH aBToMaTUYECKM U CUHXPOHU3MPOBAH C
pecypcom Unun JOMEHOM.

o 3apatb SSH-knNY Bpy4HYyr — KNtod ByaeTt 3agaH B py4YHOM pexunme.
Bbibepute cann SSH-knoya n BBeauTe ero naposib.
MogonayT channel B hopmatax PEM n RSA. ®ainn ¢ kntovom B popmate PEM gormkeH HaunHaTbCA
C yKa3aHHOW CTPOKMU:

YTo6bl cCO3aaThb HOBbIN KITHOY, BOCMONb3YUTECh YTUNTOM puttygen nnvm ogHoOM n3 KomaHza;:

ssh-keygen -t rsa -m PEM

openssl genrsa -des3 -out privatekey.pem

Ecnu Tpebyetcs, 4tobbl SSH-kntoY yyeTHOM 3anucu cmeHunncsa He Tonbko B PAM, HO 1 Ha pecypce
nnun gomeHe, BrkntodmTe onumio UameHntb SSH-knoy Ha pecypce nnu Usmenutb SSH-knrou B

AOMeHe.

o He 3apaBatb — y4eTHas 3anucb byaet cosgaHa 6e3 SSH-knoya, ero MoXXHO YCTaHOBUTL NO3XKeE
npv peaakTUpoBaHUN.

2. Haxxmute Bnepega.

3. Ybeagutechb B npaBuJiIbHOCTU AAHHbLIX U HA>KMUTE COXpaHMTb



Onepauuu Hag y4YeTHbIMU 3anNUCAMU

PenakTtupoBaHue y4eTHOM 3anucu

Y106l N3MeHNTbL UMA yueTHOM 3anucu, OnucaHue, Monutuky nnu Distinguished Name HaxmvuTe # B

npodusie y4eTHoOn 3anucu.

MoaTBepXxaeHne y4eTHOM 3anucu

®dyHKUMA CUHXPOHM3aLMA NO3BOSISIET NONyYaTh JIOKanbHbIE UMW JOMEHHbIE YYETHbIE 3anucK B
aBTOMaTn4eckom pexume. [ins paboTbl C NOMy4YEeHHbIMU YY4EeTHbIMU 3anucamMu TpebyeTca noaTBepXaeHue,
Tak kak PAM He nony4yaet nx naposnu.

YToObl NOATBEPAMTL YYETHYIO 3anmcCb, HAXMUTE CaenaTb ynpaBnsieMon B Npodunie y4eTHOW 3anmncu.

Mpu nogTBEpXXOEHUN yquHon 3anncun pecypca ¢ HaCTpOEHHbIM MOAKITHYEHNEM SSH moxHO 3agaTb He

TONbKO Naposib, HO N SSH-kNou.

Mpu noaTBepxaeHumn yyeTHbix 3anucert OC Windows, CYB[ unu goMeHHbIX y4eTHbIX 3anucen byaet
OTCYTCTBOBaTb CTpaHuLa HacTponkn SSH-kntova.

BoccTtaHoBneHue naponsa nnu SSH-knro4va

PyHKLMA NO3BONAET BEPHYTb COXPAHEHHOE COCTOSAHME naponsa unn SSH-koya ans y4eTHon 3anucuy.
YT106bI BEIOPATL TOYKY BOCCTAHOBMEHUS:

1. Haxxmnte BoccTaHoBUTL B Npodusie y4eTHON 3anucu.

2. Bbl6epVITe TOYKY BOCCTaAHOBJ1EHUA, YKaXNTE NPUYNHY 1N 3aBepLUnNTE BOCCTAaHOBIIEHNE NApPOsiA.

lNpoBepka napons nnu SSH-knrw4a

®yHKUMSI NO3BOMSIET NPOBEPUTL COOTBETCTBME Naponst unu SSH-kntoya, a Takke Hannume HeynpaesnsemMbIX

SSH-knirouen.



Onepauus BbINONHAETCA C NOMOL b0 KHOMNKM MpoBepuTb B Nnpodune y4eTHON 3anmcu.

() NPUMEYAHVUE

MpoBepka naponei JOMEHHbIX UK fokanbHbIX YY4ETHbIX 3anucer pecypcoB nog ynpaeneHnem OC
Linux MOXeT BbINONHATLCA 6€3 HAaCTPOIKM CEePBMUCHOO NOAKIIOYEHNUSI K peCYpCy U LOMEHY.

CmeHa napons

/\ NPEQYNPEXAEHWE

Mpw cMeHe Naporns y4eTHOW 3anvMcy obpaTuTe BHUMaHUE, CBSA3aHbl NI C 3TOW YYETHOW 3annCbio
cnyx6bl. [pyn cMeHe naponst y4eTHOW 3anmncu Naposnm CBA3aHHbIX CIyX0 ToXe NOMeHSITCS.

Y706kl M3MEHUTH UM COPOCUTL Naporb:

1. Haxxmute CMeHUTb naponb B nNpodune y4eTHOW 3anmncu.
2. Bbibepute ogHy 13 onuun:

o CFEHepI/IpOBaTb Cﬂy‘-laﬁHblﬁ napornb — Naporsib 6y,qu CO34daH aBTOMAaTU4eCKu 1
CUHXPOHN3NPOBAH C peCypCoM uUnm AOMEHOM.

o 3apaTb naponb BpY4YHY — naposnb OyaeT 3agaH B py4YHOM pexuMme.
Beeaute naponb n noaTBepanTe ero.
Ecnn Tpebyetcs, 4Tobbl Naponb y4eTHOM 3anmucun cMeHuncs He Tornbko B PAM, HO 1 Ha pecypce
UM gomeHe, BknouuTe onuuto UamMeHnTb naponb Ha pecypce unm UameHnTb naponb B
AOMeHe.

o He 3apaBaTb — naponb 6yaeT copoLLeH.
3. BeBegute NnpuynHy CMeHbl Napornsi.

4. 3aBepLunTe CMeHy naponsi.

CmeHa naponsa no pacrnmcaHuio

CmeHa naporsnemn YYETHbIX 3anuceu No pacnmcaHuo HacTpamBaeTcs Yepes NorUTUKN.

1. OTkponTte pasgen MonuTukK.
2. Bbibepute nonuTuKy, KoTopas ynpasnsieT Hy>KHON BaM y4ETHOW 3anuchblo.

3. OTkponTe pa3gen Y4YeTHble 3anucu.
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4. Bknounte onumio Nepuoanyeckm nameHAaTb naponb U SSH-knoY yyeTHOM 3anucu.

5. Bapanite konnyecTeo gHen B norne MNepuoa nameHeHus napons n SSH-knova.

ABTOMaTM4yeCcKoe nsmeHeHue naponda nnu SSH-knoya ByaeT BbINONHATLECA OAUH pa3 B yKa3daHHOe
KONMUYEeCTBO OHEMN.

CmeHa SSH-knro4a

YT1o6bl COpPOCUTL, 3arpy3nTb UK n3MeHnTb SSH-kNtoY Ha cnyvanHoe 3HavyeHue:
1. Haxxmute CMmeHuTb SSH-knto4 B Npodune y4eTHon 3anucu.

2. Bbibepute ogHy 13 onuun:

o CreHepupoBaTb HOBbIN SSH-knto4 — kntoy Byaet co3gaH aBTOMaTUYECKN U CUHXPOHM3MPOBAH C
PECYPCOM UIN LOMEHOM.

o 3apaTtb SSH-knNY Bpy4Hyr — KNtod ByaeTt 3agaH B py4YHOM pexunme.
Bblbepute cann SSH-knoya n BBeguTe ero naposib.
MogonayT channel B hopmatax PEM n RSA. ®ainn ¢ kntovom B popmate PEM gormkeH HaunmHaTbCA

C yKa3aHHOW CTPOKMU:

UTo6bl CO3aaTh HOBbIN KITHOY, BOCMNONb3YUTECH YTUNNTOM puttygen nnvm ogHoOM U3 KOMaHa;:

ssh-keygen -t rsa -m PEM

openssl genrsa -des3 -out privatekey.pem

Ecnu Tpebyetcs, 4tobbl SSH-kNtoY yyeTHOM 3anucu cmeHunncsa He Tonbko B PAM, HO 1 Ha pecypce
nnu gomexHe, BknoyuTe onuuto UameHntb SSH-knoy Ha pecypce nnn Usmenntb SSH-knou B
OOMEHe.

o He 3apaBatb — y4eTHas 3anucb byaet cosgaHa 6e3 SSH-knoya, ero MoXXHO YCTaHOBUTL NO3XKE
npv peaakTUpoBaHUN.



3. Haxmnte Bnepega.

4. Y6eguTech B NPaBUbHOCTU AaHHbIX U HAXXMUTE COXpaHUTb.

YpoaneHue HeynpaBnsaembix SSH-kno4vyen

®yHKUMSA NO3BOMNSAET yaanuTb HeynpaenseMble SSH-kMoYM, Npu 9TOM co3aaHHble nnu gobaeneHHble B PAM

ynpaBnsiemMble KIo4M ocTaHyTCst 63 M3MEHEHWIA.

Ecnu B npocune yyeTtHom 3anucu otobpaxaetcs owmnbka O6HapyxeHbl HeynpaBnsieMble SSH-knouu,

Ha>XMUTE Ha KHOMKY Yoanutb HeynpaBlrseMble KIo4n.

CUHXpOHM3aUuuna

®yHKUMSI NO3BOMSIET NOMYYNUTb CMMCOK rpynn 6€30NacHOCTU, B KOTOPbLIX COCTOUT y4eTHas 3arnuchb.

Onepau,vm BbIMOJTHAETCA C MOMOLLBIKO KHOMKKU CMHXpOHMSMpOBaTb B npoq)mne y‘-IeTHOIZ 3anuncu.

BrioknpoBkKa

(DyHKLl,I/IFI NO3BOJTIAET NMPUOCTAHOBUTb AencTeune Bcex paspemeHvu?l, B KOTOPbIX NCNOJIb3yETCA y4ETHaA

3anucob.
Onepau,vm BbIMOJTHAETCA C NOMOLUBbHK KHOTMKU 386HOKMpOBaTb B I'IpO(*)VIJ'Ie yquHOVI 3arnncu.
(D NPUMEYAHUE

YueTHas 3anuck byaet otmedeHa cumBorioMm ©. Bee paspelleHusi, B KOTOPbIX y4eTHasi 3anucb

ABNAETCA Y4aCTHUKOM, 6yﬂ,yT OTMe4YEHbl CMMBOJIOM

UrHopupoBaHue

(DyHKLl,VIFI NO3BOJIAET NepeBecTn YH4ETHYIO 3arfncCb B COCTOAHME, B KOTOPOM OHa XpPaHUTCA 6es YYETHbIX
OaHHbIX. ,D,J'Iﬂ UTHOPUPYEMbIX YH4ETHbIX 3anucen Hermnb3sa HacTpanBaTb pa3peLueHnd.

Onepauusa BbINOMHAETCH C NOMOLLbLIO KHOMKM UrHopupoBaTb B Npodune y4eTHOM 3anucu.



/\ NPEAYNPEXAEHUE

Y4yeTHas 3anucb OyoeT oTMedYeHa CMMBOMOM . Bce paspelleHns, B KOTOPbIX Y4eTHasi 3anunchb
SIBNSIETCS Y4aCTHUKOM, NepenayT B COCTosiHue HeakmueHo.

YoaneHue y4eTHOM 3anucu

Onepaums BbINOMHAETCA C MOMOLLbIO KHOMKN YAanuTb B Npodune y4eTHOM 3anmcu.

() MHOOPMALIMSA

YpaneHHast y4eTHas 3anvcb NponageT U3 BCeX CBA3aHHbIX C HelM Cryx0: B kapToyke criyx0bbl B none
YyeTHas 3anuckb 6yaet ctoATb npoyvepk. Camu cnyx6bbl He yaanarcs.

BoccTtaHoBneHue y4yeTHOM 3anucu

1. HaxxmuTte PacwumpeHHbIN NOUCK B pa3gerne Y4YeTHble 3anucu.

2. Beegute Umsa yyeTHOM 3anmcu.

3. Bbibepute ans nons CoctosiHMe 3HayeHne YaaneHa n Haxvmute Hauru.
4. OTKponTE NPOUIbL YY4ETHON 3anncK n Haxkmmte BocctaHOBUTDL.

5. BblbepuTe TOUKY BOCCTaHOBMEHUSI NApONs y4ETHON 3anncu.

6. Beegute NPUYNHY BOCCTAHOBIIEHUNA U HAXMUTE BoccTtaHOBUTD.

() UH®OPMALUSA

Mpn BOCCTAHOBEHUN YYETHOWN 3anncK paHee CyLLeCTBOBaBLUME CBSA3M MEXAY YYETHOWN 3anunchbio 1

@y)KGaMVI HE BOCCTaHaBJIMBAOTCA.
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MaccoBble onepauun Hag y4eTHbIMU
3anucamum

NMNoaTBepxaeHue

1. B pasgene Y4yeTHble 3anucu OTMETLTE OAHY UMM HECKOMBbKO YYETHbIX 3anncen.
2. Haxmute Caenatb ynpaBrnsieMow.

3. BblbepuTe nonuTrKy ceccum 1 3aBepLunTe NogTBEPXKAEHNE.

/\ NPEAYNPEXAEHUE

I'IpM MacCOBOM MnoATBeEPXOEHNUN BCeraa reHepupyroTca cnyanlele naponu Aand y4eTHbIiX 3anucen,

reHepauns SSH-kn4Yen He BbINOMHSAETCS.

lNpoBepka naponsa nnu SSH-knrw4a

1.B pasgene Y4yeTHble 3anmucu oTMeTbTe OOHY UJTN HECKOJ1bKO YYETHbIX 3anucen.

2. Haxxmute NMpoBepuUThb.

BrnokupoBka

1. B pasgene Y4yeTHble 3anucu oTMeTLTE O4HY UM HECKONbKO YYETHbIX 3arnncen.

2. HaxmuTe 3abnokupoBaTthb.

UrHopupoBaHue

1.B pasgene YyeTHble 3annUcu OTMETLTE OOHY UJTN HECKOJ1bKO YHETHbIX 3anucemn.

2. Haxxmute UrHopupoBaThb.

YnaneHue



1. B pasgene YyeTHble 3anMCU OTMETLTE OAHY UITM HECKOSbKO YYETHbIX 3anncen.

2. Haxxmute Yoanuts.



[oMeHbI

Pasgen npegHasHaveH gns paboTbl ¢ JOMeHaMu CnyXbbl KaTanoros.

Hauntun nomeH

BBeguTe B MOMCKOBYIO CTPOKY MMs ioMeHa nnn DNS-umsa n HaxmuTe O\

Haxmunte PaclumMpeHHbIN NOUCK, BBEAUTE OAMH UM HECKOSTbKO 3anpocoB U HaxxmuTe HanTtwu.

[NobaBunTbL AOMeH

[ns ynpaBneHnst AOMEHHbIMWN YYEeTHbIMUW 3annUCsIMU U NOSyYeHUs1 OMEHHbIX KOMMbITEPOB TpebyeTcs
nobaBuTtb gomeH B Indeed PAM.

YT106bI 4O6ABUTL JOMEH:
1. NMepenante B pasgen [loMeHbI.
2. Haxxmunte [lo6baBUTH.
3. 3anonHute nona Umsa aomeHa n DNS-ums.
4. BbiGepuTte cnyxby kaTtanoros.
5. YkaxuTte nopr.
6. Bkntounte onumto Ucnonb3oBatb LDAPS, ecnn Tpebyetca nogkntodeHne no npotokony LDAPS.

A NPEOYNPEXOEHUE

CmeHa napong BO3MOXHa TonbKo npu ncnonb3osaHum LDAPS.

7. Haxmute CoxpaHuTb.

NMpodunb pomeHa



[na kaxxgoro goMeHa oTobparkatoTcs:

[loMeHHbIe Y4Y€eTHbl€ 3arnmcum — CNMUCOK OMEHHbIX YHETHbIX 3anucen.

KOHTeVIHepr On4d pecypcoB — CIMUCOK KOHTENHEPOB AJ1 CUHXPOHM3aLUNN JOMEHHbBIX KOMMNbIOTEPOB.

anBMHeFMpOBaHHbIe rpynnbl — CNUCOK rpynn ©esonacHocTu Ans CUHXPOHM3aUMN OOMEHHbIX YH4ETHbIX

3anuvcen.

CobbiTna — 3anuncu 06 onepauundx, cBA3aHHbIX C pecypCcamMn B JOMEHE.

HacTtpoutb cepBucHoe nogkntovyeHus Ons
OOMEHOB

,D,OMeHHyPO YYETHYO 3arnnCb MOXHO Ha3Ha4nTb CepBVICHOﬁ y‘-IeTHOIZ 3anncbio A4 BbIMOJIHEHUA ClieyroWwnX

onepauum:

o [lpoBepka coeanHEHUs1 C LOMEHOM.

o CUHHXPOHU3aLMS OOMEHHbIX YYETHbIX 3anncen.

o [lpoBepka Nnaponst AOMEHHbIX Y4YETHbIX 3annCeN.

o CO6poc napons AOMEHHbIX YYETHbIX 3anuncen.

o CuHXpoHU3aums rpynn 6e30nacHOCTU AOMEHHbIX YHETHbIX 3arnucen.

° CI/IHXpOHI/I3aLI,I/IF| OJOMEHHbIX KOMMNbTEPOB.

(D NPUMEYAHUE

I'IpOBepKa naponeVl OOMEHHbIX Y4E€THbIX 3anucen MOXET BbINOMNHATLCA 6e3 HaCTpOVIKM cepBUCHOro

NOAKIKOYEHUA K JOMEHY.

YT100Obl HACTPOUTL CEPBUCHOE MOAKIIOYEHNE:

1. OTKponTe Npochunb JoOMeHa.
2. HaxwmuTe # HanpoTue napametpa CepBUCHas y4eTHas 3anuchb.

3. BolbepuTe yyeTHyto 3anuck n Haxxmute OK.

No6aBuUTb y4eTHYHO 3anuUchb



Hob6asbTe B Indeed PAM gOoMeHHbIe yYeTHbIE 3anncu pecypca, KOTopble MOryT UCMOMb30BaTbCA ANs

npenocTtasliieHnA OCTyna Ha pecypcChbl.

1. OTkponTe Nnpodunb JOMEHA.

2. MNepenante Ha BkNagky [lOMeHHbIe y4YeTHbIe 3anucu 1 Haxxmmte [106aBUTbL JOMEHHYIO YYETHYH

3anucsb .
3. Beegute Umsa yyeTHomn 3anmucu 1 Onucaxue.
4. Haxmunte Bnepeg.

5. BblbepuTte ogHy 13 onuun:
o CreHepupoBaTb Clly4arHbIM Naponb — Naponb OyaeT co3aaH aBTOMaTUYECKU U

CUHXPOHU3MPOBAH C PECYPCOM Wi OMEHOM.

o 3apaTb naponb BpYy4YHYI — naposnb OyaeT 3agaH B py4YHOM pexXuMme.
BeeauTe naponb 1 noaTBepauTe ero.
Ecnn tpebyetcsa, 4Tobbl Napornb y4eTHOM 3anmMcu CMeHUrca He Tonbko B PAM, HO 1 B JOMeHe,
BKNtoumTe onumio U3SMeHnTb Naponb B AOMEHE.

o He 3apaBaTb — y4yeTHasa 3arnncb 6yp,eT co3naHa 6es naporns, ero MOXXHO 3a4aTb NO3Xe Nnpu

penakTUpOBaHUN.
6. Haxxmute Bnepega.

7. Y6eonTecb B NpaBUbHOCTM JAHHbLIX U HAXMUTE COXPaHUTD.

[MpoBepuUTbL coeaUHEHNEe C AOMEHOM

Haxmute MpoBepuTb coeauHeHue B npodune AoMeHa, YToObl NPOBEPUTS:

e CETEeBYIO AOCTYMHOCTb JOMEHa;
e KoppekTHoCcTb DNS-umeHn n IP-agpeca;

e VIMEHU 1 Naporisi CEPBNCHON YYETHOW 3anucu.

YTtoObl npoBepuTb coeanHeHne HECKOINTbKMX JOMEHOB, nepeﬂp,MTe B pasgern [omeHbl, Bbl68pI/1Te HY>XHblE

OOMEHbI N HaXKMUTe I'Ipoaepvm:. coegunHeHue.

NoGaBUTbL KOHTEMHEp AN pecypcoB

1. Nepengnte B Nnpocpunsb JoMeHa.



2. MNepengnte Ha BkNagky KoHTenHepbl ans pecypcoB 1 HaxmuTe [lo6aBUTb KOHTEMHEp Ans
pecypcoB.

3. BBeauTe nms KOHTENHepa U HaXXMuTe O\.

4. BblbepuTe 04MH U HECKONbKO KOHTenHepoB 1 Haxxmute OK.

Nob6aBuTb rpynny 6e3onacHoOCTHU

1. OTKponTe Npohunb JOMeHa.

2. MNepenante Ha BkNnagky NMpuBunernpoBaHHble rpynnbl 1 HaxXMuTe [lo6aBUTbL NPUBUNErMPOBaHHYIO
rpynny.

3. Beegute ums rpynnbl 1 Bbibepute ogHy UM HECKONBLKO rpynn.

4. 3aBepLunTte BbIGOP rpynn.

CVHXpPOHM3NpoOBaThb

Haxmnte CUMHXpPOHU3NpPOBaThb YY4eTHbIe 3anucu B Nnpodurie gomeHa, 4Tobbl 06HOBUTL UM Ao6aBUTb
B Indeed PAM gOMEHHbIEe y4eTHbIE 3anucn, KOTopble COCTOAT B J06aBMeHHbIX NMPUBUErMPOBaHHbIX

rpynnax.

UMmnopTtupoBaTthb pecypchbl

Haxmute UMnopTupoBaTb pecypcbl B Npodune goMeHa, YToObl aBTomaTtuyeckn gobasute B Indeed PAM

OJOMEHHbIe KOMMbIOTEPDI.

BbiOpaTb NONNTUKY

1. OTKponTe Npochunb JoOMeHa.
2. Haxmute # HanpoTus napametpa Monutuka.

3. Bbibepute nonuTuKy n3 cnucka u Haxmute BbibpaTb.

YT1oObl 3aa4aTb NONUTUKY ONS HECKONbKUX AOMEHOB, nepenaute B pasaen [JoMeHbl, BbIGepnTe HyXHble

AOMEHbI U HaXXMUTe YCTaHOBUTb NOJIUTUKY.



Yoanutb AOMeH

1. OTKponTe Npochunb JoMeHa.
2. Haxmute YaanuTb.

3. MNoaTtBepauTe aencTeme.

YToObl yoarnnTb HECKOJIbKO AOMEHOB, B pa3aere [JomeHblI Bbl6epl/ITe HY>XHbl€ JOMEHbI A

HaXXmuTe YaanuTb.

(D NPUMEYAHUE

Mepen yoaneHvem gomeHa TpebyeTcsa yganuTb BCE yYETHbIE 3anucu, KoTopble 6binn gobaBneHbl U3
yOoansemoro JoMeHa.

BoccTtaHOBUTbL JIOMEH

1. NMepenaute B pasgen [loMeHbI.

2. HaxmuTe PacwimpeHHbIN Nouck B pasgene [JoMeHbil.

3. 3anonHute nons IP-agpec n DNS-ums.

4. Bolbepute gns nons CocrosiHue 3HadeHne YaaneH v Haxmute Hantu.
5. OTkponTe npocunb pecypca n HaxmuTe BoccTtaHOBUTD.

6. BBeguTte npuMynHy BOCCTAHOBMEHUS U HAaXMUTe BoccTaHOBUTD.



CTpykTypa

Pasnen npegHasHayeH ansa cosgaHus nogpasgenenun (Organizational Unit, OU) opraHusauumu. Mpu
co3daHun nogpasaeneHnin MoXXHO pasrpaHnyYnBaTh JOCTYN agMuHucTpaTopoB PAM K oTaenbHbIM pecypcam.

(D NPUMEYAHUE

Moppaspenenna PAM Hukak He cBA3aHbl C nogpasgeneHnsaMm Unu KoHTeMHepaMmm JoOMeHa cryxobbl

KaTarioros.

Buabl noapaspeneHnu

MogpasaeneHne MOXeT ObITb rnobanbHbIM MNK foKanbHbIM. Tak e 1 06bekTbl PAM mMoryT 6bITb

rmo6anbHbIMN U NOKanbHbIMKU MO NPUHagNeXHOoCTU K noapasgeneHuto.

Cpasy nocne yctaHoBkn PAM B cucteme yxe cyuiectsyet MrmobanbHoe nogpasaeneHuwe. Emy
npuHagnexar Bce o6beKTbI, Y KOTOPbIX NoApasaerneHne He ykasaHo ABHo. COOTBETCTBEHHO, NOcne
obHoBneHns Bepcum PAM Ha Bepcuto 2.7 unu BbllLe BCE paHee CyLLeCTBYoLME 06beKTbl CTAaHOBATCS

rmoo6anbHbIMU.

MpuBasky agmuHucTpaTopa PAM k nogpasgeneHntio MOXHO BbIMOMHUTL B HAacTporikax Ponu. MNonb3oBatens
MOXET ObITb B pONsiX U3 0gHOro nogpasaeneHuna. Henb3ss 0obaenstbe Nnonb3oBaTens B pofib MOBTOPHO,

yKasblBasi Apyrne nogpasgenexHus.
MogpaspeneHune ykasbiBaeTca npu obasneHun Pecypca, JomeHa, pynnbl pecypcos.

CucTemMa pacrno3HaeT SBMseTcs N AaHHbIA OGbEeKT NoKarnbHbIM MO OTHOLLEHUIO K IaHHOMY NoApasaeneHuto
yepes CBsI3N 0OBLEKTOB C pecypcamu U AoMeHamun. Ecnmn o6bekT cBsizaH ¢ PecypcoM 1 YyeTHol 3anuchblo,

noapasaeneHve onpeaensertcs no Pecypcey.

JNlokanbHbIN agMUHUCTpPaTOP

JTokanbHbI aAMUHUCTPATOP OrpaHUYeH B NpaBax AoCTyna u MoXeT paboTaTb TONbKO C HAOOPOM 06HLEKTOB,
KOTopble NpuHaanexar ero nogpasaeneHunio. OrpaHMYMBatOTCS TONbKO 00bEKTbl 4OCTYNna — Y4YeTHble

3anucu n Pecypcel.



NcknioyeHus:

e MOXET ynTatb Y4YeTHble 3anucu rnobanbHbIX AOMEHOB
e MOXET unTaTtb rnobanbHble NONUTUKN

e MOXET yntatb [JoMeHbl, HO HE NX rpynnbl n KOHTeIZHepr
Bce co3pnaBaemble adMUHUNCTPATOpOM 00bEeKTbl aBTOMATUYECKM npuHagnexart ero nogpasagerneHuto.

() NPUMEYAHUE

BbI6VIpaTb nogpasgeneHna npu co3gaHnm 00BbEKTOB MOXET ToNbko MMobanbHbIN aaMUHUCTPAaTopP.

INokanbHOMY afMUHUCTPATOPY HEAOCTYMHbI:

L O6beKTbI, CBA3aHHbIE C OpyrmMmun noapasgerneHnamm

e pasgenbl CTpyktypa, Ponun, YBegomneHus
B pasgenax YnpasneHus 4OCTYMHbl TONbKO A5 YTEHUS:

e MoNUTUKM N NX HACTPOMNKM
e MONb30BaTeNbCKME NOAKMIOYEHUS U CEPBUCHBIE MOAKMHOYEHMSA

e HacTponkn KoHdurypauum
OctanbHble pasgerbl HeAOCTYMHBbI.

JlokanbHbIN aOMWHUCTPATOP HE MOXET CO34aBaTb pa3peLleHnsa C NPOCMOTPOM YHETHbIX AaHHbIX OJ1A4

AOMEHHbIX YYeTHbIX 3anuMcen, B TOM yucne paspeweHue ana NMpunoxeHus.

BknioyeHue paboThl ¢ noapasaeneHuamMm

Pabota c nogpasgeneHusmMu BKkNtoYaeTcs B KOHurypaumoHHom cparine Management Console.

[MyTb 0O KOHUrypaLuMoHHOro danna:

Windows C:\inetpub\wwwroot\mc\assets\config\

Linux /etc/indeed/indeed-pam/mc/



UTtoObl BKNOUNTbL paboTy ¢ nogpasgeneHusamu B PAM, BBeante 3Ha4yeHne true Ans napameTtpa

enableOrganizationalUnits B CeKUUN view:

"view": {
"enableOrganizationalUnits": true



E@E Co3aaHue paspelueHum

(i% NMounck paspelieHnn

s=V; Onepaunu Haa paspeLieHUAMmn
E= T Onepauy A pasp

5=v: MaccoBble onepauun Hag pa3peLleHUssMU



http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/permissions/creating-a-permission/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/permissions/permission-search/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/permissions/permission-operations/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/permissions/bulk-operations-for-permissions/

Co3aaHve paspelieHnn

Pa3peLueHns No3BoNSOT NoNb30BaTeNAM MOAKMYATLCS K pecypcam.
YT00bI BbIAATH paspeLUeHmne:

1. Bangute B pa3gen PaspeweHus.
2. Haxmute Cospars.

3. Boibepute MNogpasneneHue, lNonb3oBatenen, Pecypcol, YUeTHyto 3anncb, OrpaHnyeHns BpeMeHn n

MapameTpbl paspeLleHnsi B OTKPbIBLLEMCS BU3apae.

/\ MPEQYNPEXOEHUE

[ns paboTbl C paspeLueHnamMmmn Heobxoanmbl npuBunern YnpaBneHUsa paspeLueHusaMm
(Permission.Create, Permission.Read, Permission.Revoke, Permission.Suspend).

NMNoapasaeneHue

BbibepuTe, B Kakom NofpasgeneHmmn HaxoauTes pecype.

(D NPUMEYAHUE

70T pasgen Bu3apaa He OyaeT oTobpaxaTbCsa NPy CO3AaHUN paspeLlEHNs NoKanbHbIM

aaMWHUNCTPATOPOM I3TOro noapasgeneHund.

Nonb3oBaTtenb

Bbibepute nonb3oBatens unuv rpynny nonb3oBaTenen.
YUTtoObl BbIOpaTh Nonb3oBaTens:

1. Ha Bknagke MNonb3oBaTtenu BBeauTe B cTpoke novcka Umsa, ®amunuro, Homep tenedoHa nnu E-

mail nonHocTblo nnm yactnyHo. Haxmmte ENTER nnu O\

2. Bb|6ep|/|Te O[HOro U HECKONbKUX NoSb30oBaTeNen.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/roles/

UTtoObl BbIGpaTh rpynny norb3oBaTenem:

1. Ha Bknagke prnnbl nonb3oBartesien BBeaMTE B CTPOKe nomncka Umsa nnm OnucaHue NonHOCTLIO UK

yacTnyHo. Haxmmte ENTER mnnu O\.

2. BbibepuTe rpynny nornb3oBartenemn.

Pecypc

PaspeLueva MOXHO BblaBaTb HaA:

» Pecypchbl, pobasneHHble B Indeed PAM.
e [pynny pecypcos.

 [lpoun3BonbHbIN pecypc.
UTtobbl BLIGpaTh pecypc:

1. Ha Bknagke Pecypcbl BBeguTe B cTpoke rnovcka Umsa pecypca, DNS-ums, IP-agpec nonHoCTbO Unm

yacTnyHo. Haxmute ENTER mnnu O\

2. Bbibepute 0anH nUnm HECKONbKO PeECYPCOB.

UTtoObl BbIGpaTh rpynny pecypcos:

1. Ha Bknagke Npynnbl pecypcoB BBeAUTE B CTPoKe noncka MUMa NonHOCTLIO U YacTuyHo. HaxmuTe

ENTER um 2.
2. BbibepuTe rpynny pecypcos.

/\ MPEQYNPEXOEHUE

[ns Bblgaum paspelleHns Ha pecypcbl PostgreSQL vnu Ha rpynnbl, cogepkallme Taknue pecypcsl,

TpebyeTca oTaenbHas nuueH3us.

YUT06bI BbIGPATh NPOM3BOSbHLIN pecypc, Ha Bknaake MpousBonbHbIe pecypcbl Bbibepute TUMbI
NOAKIMKOYEHNIA, MO KOTOPbLIM MOMb30BaTENb CMOXET MOAKIIYATLCS K NPOU3BOSbHLIN pecypcaM. [locTynHble

Tnnbl nogkntodeHnin: RDP, SSH, Telnet.

/\ MPEQYNPEXOEHUE


http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/3.2/licensing/#licensing-for-sql

[nsa Bbigayn pas3pelueHnda Ha nNnpon3BOJibHbIE PECYPChI Tpe6yeTc;| oTaeribHada nuueH3n4.

Y4yeTHaAa 3anuchb

na AOCTyna K peCypCy MOXHO UCMNOJ1Ib30BaTb JIOKallbHYH, JOMEHHYIO UIMN JIMYHYK YHETHYIO 3alinCb

nonb3oBartend.

Ecnu Ha npegbiaylem Lare Bbl Bbl6paﬂl/l 6onblie ogHoro pecypca, To AnAa KaXgoro n3 HUX Hy>Ho

nocneagoBaTteribHO Bbl6paTb YYETHYIO 3anncb O0CTyna.

A NMPEOYNPEXOEHUE

lMepen cosgaHveMm paspelueHus ons pecypca ¢ TUNoM nosfb3oBaTenbCcKoro noaknoveHnsa PostgreSQL
pobasbTe B Indeed PAM yueTtHyto 3anuck n3 PostgreSQL Server. Npu cosgaHumn paspelueHus
yKa3blBaTe€ UMEHHO 3Ty YYETHYH 3aMNnCb, a HE XOCTOBYIHO.

YUT106b! BbIOpPaTL JOMEHHYIO UMW NTOKANbHYO YYETHYHO 3anuchb:

1. BBeaute B cTpoke novcka UmMa y4eTHOW 3anucum NonHOCTbIO Unu YactuyHo. Haxxmmute ENTER unu O\

2. Bbibepute y4yeTHy 3anuce.

UToObl BbIBpPaTh NUYHYIO YHETHYIO 3annCb, HaXxXMnTe MPOAOMKUTL C NOSb3oBaTeNIbCKON Y3.
/\ NPEAYNPEXAEHUE
[na Npon3BONbHbLIX PECYPCOB HEAOCTYNEH BbIOOP NTOKANbHOW YY4ETHOW 3anncu.

na NPON3BOJIbHbIX PECYPCOB y4e€THadA 3arnncb ogHa Ha BCE TUIMblI NOAKITIOYEHUN.

OrpaHuyeHuns BpemeHu

MapamMeTpbl 3TOro pasaerna onuuoHasnbHble.

[ns paspelueHns MOXHO 3a4aTb nepuog AeNCTBUSA — OaTy v Bpemsl Havana, gaty U Bpemsi OKOHYaHus. [ns

3TOro:

1. Bkntounte onuum Havyano n OkoH4yaHue.


http://localhost:3000/privileged-access-manager/3.2/licensing/#licensing-for-adhoc
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-an-adhoc-resource

2. Bbibepute gaty n Bpemsi.

(D NPUMEYAHUE

Ecnn onuun Hayano n OkoH4yaHue He BbiOpaHbl, TO pa3pelleHne OyaeT AencTBoBaTb 6ECCPOUHO.

/\ NPEAYNPEXAEHUE

Mo ncTeueHun nepmopa AeNCTBUS pa3peLLeHmnst ceccusi byaeT npepeaxa.

MoXHO Takxe 3aaaTb pacnucaHue 4oCTyna K pecypcy no aTomy paspelleHuto. B aToM criyyae noakroyeHve

OyaeT OOCTYNMHO TONbKO B yKa3aHHble Yackl. Hanpumep, Tonbko B paboyee Bpems.

1. BknounTe onuuto Paspewntb AOCTYN TOJNbKO.

2. Beegute Bpems C n fjo.

(D NPUMEYAHUE

Ecnn onuusa PaspewnTb AOCTYN TONbLKO He BbibpaHa, TO paspelleHne bygeT 4encTBOBaTb

KPYrnoCyTO4HO.

/\ NPEAYNPEXAEHUE

Mo ncreyeHnn BpeMeHHn, yCTaHOBJIEHHOIO B pacrincaHnmn oocTtyna, ceccua 6y,qu npepBaHa.

[MapameTpbl paspeLieHus

[MapameTpbl aTOro pasgena onuuoHarsbHbIE.
YyeTHbIe gaHHbIe

Indeed PAM nossonsier 3agaTb, paspeLLeHo N1 nonb3oBaTento npocmMaTpueaTtb Naposib
NPVBUNErMPOBaHHbBIX YYETHbIX 3anncen, KOTopble NCMOMNb3YyTCA B €ro pa3peLleHnsix. Ytobbl paspemnTsb,

BKIO4nUTE onuuto Pa3pe|.uwa NMPOCMOTP YY4eTHbIX OAaHHbIX.

Indeed PAM nosBonsiet 3agatb, paspeLleHo N nonb30BaTento N3MeHATb Naporib NPUBUITErMPOBaHHbIX
YYETHbIX 3anncen, KOTopble UCMONb3YHTCH B €ro paspeLleHnsix. Ytobbl pa3peLumnTb, BKITHUNTE ONUMIO

Pa3peumn:. U3MEeHeHUe y4eTHbIX OaHHbIX.



McTouyHMK noaknovYeHus

Indeed PAM nosBonsieT yCTaHOBUTb OrpaHnyeHme gnga nogkniovyeHnn K pecypcam, a MMeHHO — YCTaHOBUTb
KOHKPETHYIO CETb, 3 KOTOPOW MOXHO noakntoyaTecs. YTobbl aTO caenaTb, BbIbepUTE HYXXHYIO CETb B Nore
CeTeBoe pacnosnoxeHne UCTOYHUKOB ANSA pa3peLleHHbIX NOAKTHYEeHUN.

() NPUMEYAHVUE

Ecnu He 6binu gobaeneHbl HUKakne CeTeBble pacnonoXeHus, To B BbinagatLem cnucke dyaet
eJMHCTBEHHas HacTponka — bes orpaHMyeHnn. 3TO 3HAYUT, YTO UCMONb30BaTb AaHHOE paspeLleHne
MOXHO C M6oro ycTpomcTea B CETH.

MNoBbiweHue npuBunernn B SSH-ceccusnx
Indeed PAM no3BonsieT ykasaTtb 4518 Kaxaoro paspelleHusi, OyaeT nu B 3TOM paspeLleHnn JoCTyn K pamsu.
Bo3amMoOXHble BapuaHThbl:

» YnpaBnseTtcAa nonutukamu — ByaeT nv JOCTYN K pamsu onpeaensieTcs nonmuTukon pecypca, Ha
KOTOPbI BblAAETCA paspeLleHme.

o Pa3spelueHo — GyaeT 4OCTYN K pamsu HE3aBUCHMMO OT HACTPOEK MOMUTUKN.

o 3anpelyeHo — He ByaeT AocTyna K pamsu He3aBUCUMO OT HACTPOEK MONUTUKM.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#network-location
http://localhost:3000/privileged-access-manager/3.2/setup/additional-components-setup/#pamsu

Mouck paspeLueHnn

Mownck No3BonsieT oTo6pasuTb TONMLKO Te paspeLleHus], KOTopble YOOBNETBOPSAIOT 3aA4aHHOMY KpUTEPUHO.

Ectb aBa Bnga noucka:

° EbICprIIZ — CTpOKa noucka. MoOXHO nckaTb TOMbKO Mo OOHOMY KpUTEPUIO. TekcToBbLIV BBOA.

¢ PaclumpeHHbIn — hopma € HECKOSNbKMMU NosnissMn. MOXXHO UCKaTb NO HECKOMBbKUM KPUTEPUSIM CPasy.

BbinagatoLimne cnmcku.

BbICTPbIX NOUCK

B NMONCKOBYH CTPOKY MOXHO BBOOWUTb OOHO UM HECKOJIbKO CJ10B. CnoBa MOXHO nucaTb NOMTHOCTBLIO UK

YyacTuyHo (3 n 6onee 6ykB).
Mpumep

YToObl HANTK paspeLLeHne C OnNncaHMeM TecToBoe pa3spelweHue FaBHOrO aAMMHUCTpaTopa, HY>XHO BBECTU

noboe 13 CnoB: TecT, paspel, rnas, aaM.

/\ NPEAYNPEXAEHUE

Mo koHUy cnoBa nouck He paboTtaeT. Ecnu BBECTU peweHue , TO paspeLleHne He HangeTcs.

Paspeu.leHVle MOXXHO MCKaTb NO ABYM ClioBaM, HanpuMmep: T1ecT pa3pew, paspew rnaBH, rji1aBH agMm.

/\ NPEAYNPEXOEHUE

CnoBa B NONCKOBOM 3anpoce OOJKHbl 1OTU B TOM Xe nopAaake, 4To B OrnnmcaHnn paspeLueHund. Ecnn

BBECTM paspew TecT, TO paspeLlleHne He oTobpasmnTcs.

Henb3s BBOAMTL CroBa, MeXay KOTOPbIMU B ONMMCAHUM paspeLleHns ecTb Apyrue crosa. Ecnu Beectu
TecT afgMuH, TO paspelleHne He 0ToBPasmnTcs, NOTOMY YTO MEXOY TecT W agMuH €CTb ellle [Ba CroBsa.

PacwmnpeHHbIN NnonUck



MOXHO 1ckaTb N0 OAHOMY UM HECKOMNBbKUM KpuTepuaM. [pn BbIOOpe HECKOMNbKMX KpUTEPUEB OTOOpa3sTCA
CeCccun, KoTopble YAOBMNETBOPSIOT BCEM NEPEUYNCIIEHHBIM KPUTEPUSM.

Mpumep

Ecnu BbibpaTh B none MNMonb3oBaTenb 3HayeHWe ivan.ivanov@company.demo 1 B none CocrosiHue

3Ha4yeHne O0To3BaHO, TO OTO6p839ITC$I TOJTIbKO OTO3BaHHbIE pa3peLlleHNA TOJTIbKO 3TOro rnoJyib3oBaTer4.

/\ NMPEQYNPEXOEHUE

B kaxgom none MoXHO BblIOpaThb TONbKO OQHO 3Ha4YeHWe. Bbl HE CMOXeTe B 04HOM 3anpoce
pacLUMpPEeHHOro Noucka BbIBECTU paspeLLeHns nornb3oBaTtenen ivan.ivanov@company.demo U

peter.ivanov@company.demo . Bbl cMOXeTe aTo caenaTtb C NOMOLLLH TEKCTOBOMO Nnoucka no 3arnpocy

ivanov.



Onepauuu Hag paspeLlleHusaAMun

KonupoBaHue

C nomoubio 3TON (*)yHKLl,VII/I MOXXHO CO34aThb pa3pelleHne Ha OCHOBE paHee CO34aHHOro pa3peLlieHns.
CocTosiHMe ncxogHoro paspeLlieHna MmoxeTt ObITb NtOOLIM, B TOM YNCNE OTO3BAHHbLIM U NPNOCTAHOBITEHHbLIM.

KonupoBaHue cxoxe ¢ NpoLeccoM co3aanuns paspelueHns. MNMpn KonmpoBaHMM OTKPLIBAETCH TaKOW Xe
MacTep, B KOTOPOM YXe BbliOpaHbl 0OBbEKTbI M3 UCXOAHOIO paspeLleHns. ATOT BbIBOP MOXHO
oTpeAakTMpoBaTb — A06aBUTb HegocTarowme o6bekTbl NN yopaTb NULHKE.

() MHOOPMALIMSA

OT1a PyHKUMA JOCTYMHA TONBKO U3 NPOUNA paspeLleHus.
1. OTkponTe Npodunb paspeLLEeHUs.

2. Haxxmute CosgaTtb Konuio.

3. Ecnu TpebyeTcs, BHECUMTE N3MEHEHWSI B CMIMCOK BblOpaHHbLIX 0OGBbEKTOB Ha CTpaHMLLaX OTKPbIBLUErOCS

MacTepa.

YTobbI NPOCMOTPETL CMNCOK Bbl6paHHbIX 00BEKTOB, HAXMUTE Q .

() UH®OPMALIUSA

Ecnu kakon-nmbo nonb3oBatenb, pecypc Unn y4eTHasi 3an1cb, yka3aHHble B UICXOAHOM

paspeLleHnn, yaaneHbl Unmn 3abrnokMpoBaHbl, TO OHU He ByayT BbiGpaHbI.

4. Ecnn TpebyeTtcs, BHecute nameHeHus B OrpaHnyeHus BpemeHu n NMapametpbl paspelueHus.

5. BbibepuTte [lencrtBme ¢ UCXoAHbIM pa3pewieHnem — OctaBuTb, NMpuoctaHoButb unn OTo3BaTh.

OT13bIB

C nomolLLbto 3TON (PYHKLMN MOXHO aHHYNMPOBaTh pa3peLleHusi, KoTopble 6orblue He TpebytoTcs.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/permissions/creating-a-permission/

/\ NPEAYNPEXAEHUE

OT03BaHHbIE pa3peLlueHna Hernb3A BOCCTaHOBUTbD.

Ecnu Bam Tpe6yeTc;| BPEMEHHO 3anpeTnTb NCMNoJib30BaTb pa3peleHne, To NpuoCTaHOBUTE €ro

JEencTeme.

|_|pI/1 OT3blBE pa3peLlleHna y‘-lMTbIBaVITe, 4YTO AocCTtyny nonb3oBaTernemn nponageT cpasy, a He Nnocrie T1oro, Kak

OHW camm OTKITIOHYUITUCHL OT pecypca.

/\ NPEAYNPEXAEHUE

Mpwu oT3bIBE pa3pelleHuns ceccus byaoeTt npepsBaHa.

OT3bIB U3 CNUCKa pa3peLueHun OT13bIB 13 npodunsa paspeLueHus

1. OTkponTe pasgen PaspelwieHus.
2. OTMETbTE HYXXHOE pa3peLLeHme.

3. Haxxkmute OTO3BaTh.

OTo3BaHHble pa3peLleHns nepecTtaloT oTobpaxaTbca B pasgene PaspelweHus, HO MX MOXHO MPOCMOTPETL C
NMOMOLLIbIO Noucka. [Jnsi 3Toro OTKPOUTE pacLUMpPEHHbIV MOUCK B pa3aerne PaspeweHus n Boibepute

3Ha4yeHne OTo3BaHoO Ans napamMeTpa CocTtosiHue.

NMpunocraHoBKa

C nomMoLLbIo 3TOM (PYHKLUN MOXHO BPEMEHHO 3arnpeTuUTb UCMOoSb30BaTh paspeLleHune.

YuntbiBanTe, 4TO AOCTYN Y Nonb3oBaTenen nponageTt cpasy, a He Nocre Toro, Kak OHWM caMy OTKITHYUIUCH

OT pecypca.

A NMPEOYNPEXOEHUE

Mpu npuocTaHoBKe OENCTBUS paspeLleHns ceccusi byaet npepeaHa.

NMpuocTtaHoBKa U3 cnucka paspemeHMﬁ anIOCTaHOBKa n3 ﬂpO(bVIHFI pa3peLwieHuns




1. OTkponTe pasgen PaspewieHus.
2. OTMEeTbTE HY)XHOE paspeLleHune.

3. Haxkxmute MNMpuoctaHOBUTD.

Bo30oOHOBNEeHue

C nomoLLblo 3TOM PYHKLMM MOXHO aKTUBMPOBAaTb NPUOCTAHOBIIEHHOE pa3peLleHne, TO eCTb BEPHYTh €ro B

cocTosiHne [leNcTBUTENbHO.

Bo306HOBMNEHMe U3 cnucKka paspeLlieHuin Bo3o6HoBneHue u3 npoduns paspeLueHus

1. OTkponTe pa3nen Pa3pelueHus.
2. OTMeTbTE HYXXHOE paspeLLeHune.

3. Haxkmmute Bo30OHOBUTD.



MaccoBble onepauuu Hag
pa3peLleHnaAMmn

OT13bIB

C noMolLLbto 3TON (PYHKLMN MOXHO aHHYNMPOBaTh paspeLleHusi, KoTopble 6orblue He TpebytoTcs.

/\ NPEQYNPEXAEHWE

OT103BaHHbLIE pa3pelleHnd Herb3A BOCCTaHOBUTb.

Ecnu Bam Tpe6yeTc;| BPEMEHHO 3anpeTuTb NCMNOJ1b30BaTh pa3peLlleHne, To NpuoCTaHOBUTE ero

JencTBme.

Mpu 0T3biBE paspeLleHns yunTbiBainTe, YTO AOCTYN Y Nonb3oBaTenel nponageT cpasy, a He nocre Toro, Kak

OHU CaMM OTKITIOYUITUCb OT pecypca.

/\ NPEQYNPEXAEHUE

Mpw oT3bIBE paspeLleHuns ceccus byaeTt npepsBaHa.

YTo6bI BOCMONb30BaThCs PYHKUUEN, BbINOMHUTE cnegyowmne 0encTBus:

1. OTkponTe pasgen PaspelweHus.
2. OTMeTbTEe OAHO UMY HECKOIbKO paspeLUeHui.

3. Haxxmute OTO3BaTh.

OTo3BaHHbIE paspeLLeHns NepecTarT oTobpaxaTbes B pasaene PaspeleHus, HO X MOXHO NPOCMOTPETb C
NMOMOLLIbIO NMowucka. [1ns 3Toro OTKponTe pacluMpeHHbIn Nouck B pasaene PaspelueHus v BbiGepuTe

3HayeHvne OTo3BaHo A napameTpa CocTosiHMe.

NMpuocrtaHoBKa

C nomouybio 3TON (byHKLl,VII/I MO>XHO BPEMEHHO 3anpeTnTb NUCMNOJ1b30BaTb pa3peLllueHne.



YuuTbiBanTe, YTO JOCTYN Y Nofb3oBaTenen nponaaeT cpasy, a He Nocrne Toro, Kak OHM CaMm OTKIIOYUINCD

OT pecypca.

A NMPEOYNPEXOEHUE

Mpu npuocTaHoOBKe OENCTBUSA paspeLleHns ceccusi byaet npepeaHa.

UT06bI BOCMONb30BaTLCA PyHKLMEN, BbINOMHUTE creayolime AeicTBUSA:

1. OTkponTe pasgen PaspelieHus.
2. OTMeTbTE 0QHO NI HECKOMBbKO pa3peLLeHnii.

3. Haxxmute MNMprnocrtaHOBUTD.

Bo3oOHOBNEeHue

C nomoubio 3TON (byHKLl,VII/l MOXXHO aKTUBMPOBATb NPUOCTAHOBIIEHHOE pa3pelleHne, To eCTb BEPHYTb €0 B

cocTosiHne [lencTtBUTENbLHO.

UTto6bI BOCMONb30BaThCs PYHKUMEN, BBINOMHUTE cneaylowmne 0encTBus:

1. OTkponTe pasgen PaspelueHus.
2. OTMeTbTE 0OQHO UM HECKOSBbKO pa3peLLeHnii.

3. Haxkmmte Bo300OHOBUTD.



3anpocbl ceccumn

Pasnen npegHasHaveH Ansa paboTbl C 3anpocaMu Ha OTKPbITUE CECCUI K COOTBETCTBYOLLUM Pecypcam.
[laHHbIN MexaH13M No3BONSAET HAaCTPOUTb AOMOMNHUTENBHOE NOATBEPXKAEHMNE BTOPbIM NULIOM

(AogMmnHncTpaTopom PAM) ons NOAKNIOYEHUS] K KOHEYHOMY pecypcy.

/\ NPEAYNPEXAEHUE

[na pabotbl Heobxoanma npusunernsa NMoareepxaeHue ceccum (SessionRequest.Confirm).

O noOCKA3KA

Bpems oxngaHusa sanpoca HacTpavsaetcs B [onutuke ceccun. Bpems oxuaaHus sanpoca Ha

npocmoTp napons n SSH-kn4a HacTpamBaeTcsa B pasgene [lonutrka y4eTHoW 3anucu.

B 3anpocax ceccuii Bcerga otobpaxatorca uctropmyeckme 3HaveHus NMonb3oBartens, Pecypca n YyeTHOM
3anmMcu Ha MOMEHT co3[aHus 3anpoca. Victopmyeckme nveHa B 3anpocax n Ceccusix MOryT oTnmn4aThCs,
T.K. MPM OTKPBLITUN CECCUN COXPaHSeTCs akTyanbHoe 3HadYeHne Monb3oBaTens, Pecypca, Y4eTHOM 3anucu.

NMouck 3anpocos

(D NPUMEYAHUE

Monck 3anpocoB no NMonb3oBaTento HaxoauT 3anpochbl Nonb3oBaTtenen, 3anpawmnsawLlmnx Ceccum.

Mo AgMuHUCTpaTopy, KOTOPbI NOATBEPXAAET 3anpocChl, MONCKA HET.

BbICTpbIN NONUCK

BeeauTte B cTpoky novcka MNonb3oBaTtens, Y4eTHyr0 3anucb nnv Pecypc NONHOCTBIO UMK YacTUYHO.

PacwmpeHHbIXN NOUCK

Haxmunte PaclumpeHHbIN NOUCK 1 BBEAUTE OAMH UIM HECKONbKO KpuTepmnes — Homep 3anpoca,
NPOMEeXYTOK BpeMeHU co3aaHus, YUYeTHyr 3anucb, Pecypc, Npynny pecypcos, MNonb3oBatens vunm

NMoapaspeneHue.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/roles/
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#accounts

BbibepuTe cocTtosiHue 3anpoca:

o OxupaeTt peleHuns

e [loagTBepxaeH

e OTKNOHEH

e Vcrtek

o OTMeHeH nonb3oBaTenem
¢ Vcnonb3oBaH

e He ncnonb3oBaH
Beibepute TMN 3anpoca:

e Ceccus

e Y4yeTHble AaHHble

PyHKUMM 3anpocoB

NMoaTBepxaeHue 3anpoca

®dyHkuna nossonseT AamuHuctpatopy PAM noareepanTte 3anpoc Nonb3oBatens Ha NOAKMIoYEeHNE K

KOHEYHOMY pecypcy.
YT06bI NOATBEPANTL 3anpoc, HaxmuTe MoaTBepAUTL B Npodune 3anpoca.

YTobbI noaTBepanTb HECKOJTbKO 3anpocoB, OTMEeTbTe UX B CMTUCKE U HAXMUTE nOﬂTBepAMTb.

OTKNnoHeHuMe 3anpoca
dyHKuna nossonseT AamuHuctpatopy PAM oTknoHuTb 3anpoc Nonb3osatens.
UTobbl OTKNOHUTL 3anpoc, Haxmnte OTKNOHUTL B npocdune 3anpoca.

YT06bl OTKITOHUTL HECKOSBLKO 3arnpocos, OTMeTbTe UX B CMNUCKe N HaXXMUTE OTKNOHUTL.

Npodumnb 3anpoca

Mpodunb 3anpoca oToGpaxaeT crieayoLlmne AaHHbIE:



NMonb3oBaTenb — nonb3oBaTtenb, CO34aBLUNIN 3anpoc Ha OTKPbITUE CECCUN.

YyeTHas 3anucb — y4yeTHasi 3anuncb, kKotopas ncnonbedyerca ans otkpbitnus RDP, SSH nnn WEB-

Ceccumn Ha pecypcax.
MoppaspeneHne — vMsi nogpasaeneHmnsi, B KOTOPOM COCTOUT pecypc.
Pecypc — pecypc, Ha koTopom Gbina otkpbiTa RDP, SSH unu WEB-ceccusa oT umeHn y4eTHOM 3anmcu.

IP-apgpec nonb3oBaTtensa — |IP-agpec, ¢ KOToporo nonb3oBartens nogkntodanca k PAM Gateway, SSH
Proxy nnu RDP Proxy.

Tun nogkn4YeHUsa — TUM NONb30BaTENbCKOro NOAKMNIYEHUS K pecypcy.
anI‘-IVIHa NOAKIIIOYEHUA — TEKCT, BBEAEHHbI NOMb30BaTeNnem npuv NOAKITKOYEHUN K peCYpCYy.

CocTtosiHne — Tekyllee cocTosiHne 3anpoca. CyLlecTByHOT crnegytowme coctosHus: OxunaaeT
peweHus, MNMoaTeepxaeH, OTkNoHeH, Mctek, OTMeHeH nonb3oBatenem, cnonb3oBaH, He

MCcnoJyib30BaH.
BpeMﬂ co3gaHuAa — aarta U BpeM4d Co3aaHngd 3anpoca norb3oBaTteneMm.
BpeMﬂ noarTBepXxXaeHuAa — arta U BpemMa noareepXaeHna ceccum agMNMHUCTPAaTOPOM.

NMoaTBepann — yyeTHas 3anucb agMmuHucTpaTopa Indeed PAM, KoTopbIi NOATBEPANI OTKPbITUE

ceccun.

Ceccusa — ID ceccum € ykasaHMEM TEKYLLEro cratyca 3Tol CEeCccun.



AKTUBHbIE ceccum

Pasgen npegHasHayeH Ans aBToMaTn4yeckon punstpaumm n otobpaxeHus akTuBHbIx ceccui Indeed PAM.

Mpy HaNUMuYMKM akTUBHBIX CECCUI Ha rMaBHOM cangbape cnpaBa OT 3arofioBka pasagerna otobpaxaerca benmgx

C KONMMYECTBOM aKTUBHbIX CECCUN.
[nsa kaxgon ceccumn otobpaxaroTca cnegyolme AaHHbIe:

¢ WKoHKa cocTosiHUA — TeKyLllee COCTOoAHNE ceCCun. I'Ipm HaBedeHNU Kypcopa Ha MKOHKY COCTOAHUA

BCnibiBaeT nogcka3ka ¢ Ha3BaHNeM COCTOAHUA.
¢ lMonb3oBaTenb — MNOSb30BaTENb, KOTOPLIM NMHULIMMPOBA CECCUIO.

¢ YyeTHas 3anucb — y4yeTHada 3anncb, Kotopas ncnonbayerca ans otkpbitna RDP, SSH nnu WEB-
ceccuu.

» lNoapaspeneHne — Mg nogpasgeneHns, B KOTOPOM COCTOUT pecypc.

e Pecypc — pecypc, Ha koTopoMm bbina otkpbita RDP, SSH nnn WEB-ceccnsa oT MMeHn y4eTHOWN 3anucu.
o Appec nogkntoyeHnsa — IP-agpec unu DNS pecypca.

e [puumHa noagknoYeHUs1 — TEKCT, BBEAEHHbIN NOSib3oBaTenieM npu NoaKNYeHnn K pecypcey.

e AnUTenbHOCTb — AJNIUTENBbHOCTb CECCUN B Yacax, MMHYTaxX N CeKyHaax.

o [oakntoyeHne — TUMN NOMNb30BATENBLCKOrO MNOAKMIOYEHUS K PECYPCY.

¢ MopknroyeHne Kk PAM — farta n BpeMsa OTKpbITUSA ceccum.



Bce ceccum

Pasgen npeaHasHadveH Ana noucka v NpocMoTpa akTUBHbIX, 3aBEPLUEHHbIX U NpepBaHHbIX ceccuid. Mo
YMOINUaHuWIo Ha cTpaHuLe oTobpaxaeTtca 15 ceccuit. MNpu NpeBbILEHUN 3TOMO YMCra BHU3Y CTpaHMULbI

NOABUTCA Nepekn4aTernb.

OToGpaxxaeMoe No YyMON4aHuo KONMYeCcTBO CECCUIM Ha CTPaHULIE MOXHO U3MEHUTb B KOH(UIypaLOHHOM

danne.

Windows C:\inetpub\wwwroot\mc\assets\config\config.prod.json

Linux /etc/indeed/indeed-pam/mc/config.prod.json

Hautm ceccuio

Beeaunte B NMOUNCKOBYHO CTPOKY NMMA Nosrib3oBaTesnsd, pecypc, Y4eTHYH 3arnncb, TUMN NOAKIMTKOYEHNA UIMN NPUYNHY

N HaAXmMnTe Q

Haxmute PaCLIJVIPEHHbIVI NMOUCK, BBEANTE OONH UITN HECKOJIbKO 3arnpoCcoB N HAaXXMUTE Hawntn.

CkKavaTtb XypHan ceccumn

Bbirpyska cobbiTuin BO3MOXHa B dhainsbl popmaTtos:

» CSV
e XLSX

UToObI BbIrpy3nTb cObbITUA B hbann, Haxxmmnte CkavyaTb 1 BbibepuTe popmartr. OTyeT hopmMmnpyeTcs B BUae

Tabnuubl. B Bbirpy3ky nonagatot Tonbko nocnegHune 10 000 3anucen.

¥ CocTaB BbIrpy3ku

* MNMonb3oBaTenb — Nonb3oBaTernb Karanora, KOTOprI7I MHUUMMpoBar ceccuto.




e YyeTHas 3anucb — y4yeTHas 3anucb, KOTopasi ucnonb3yeTtcs Ang oTkpblitus RDP, SSH unu
Web/Desktop-ceccun.

° I'Ionpas.qenel-me — M4 nogpasgerieHnad, B KOTOpoOM COCTOUT pecypcC.

» Pecypc — pecypc, Ha koTopoMm 6bina otkpbita RDP, SSH nnun Web/Desktop-ceccunst oT umenu

Yy4EeTHOWN 3anucu.
e [ANUTenbHOCTb — AJIUTENBHOCTb CECCUM.
e Tuvn noaknoYeHUs — TUMN MOSb30BaTENbCKOrO MOAKIMIOYEHUS K pecypcy.
o Appec noakntoyeHnsa — IP-agpec unu DNS-ums pecypca.
* NoakntoyeHne k PAM — garta n Bpems nogkrtodeHns nons3osatens kK PAM.
o OTKpbITME Ha pecypce — faTa 1 BpeMs OTKPbITUSA CECCUM Ha pecypce.
o 3aBeplLUeHMe — faTa 1 BpeMs 3aKpbITUSI CECCUMN.
o CocTosiHMe — TekyLlee COCTOSIHNE Ceccun.

° I'Ipwwma 3aBepLlweHunsa — npmnydnHa 3aBepLueHnsa cecCun.

[NpepBaTb ceccutro

UTo6bI NpMHYAUTENBHO NpepBaTh Ceccuto, nepenamTte B Npodurib akTUBHON ceccun n Haxkmute MpepBaThb.

OOHOBUTBL ceccuto

YUT106bl 0OGHOBUTL TEKCTOBBIN 1NOT, CHUMKWN 3KpaHa W nepefaHHble Ha cepBep dalinbl, nepenante B Npodunb

aKTUBHOWN ceccun 1 Haxkmute OBHOBUTD.

[MpocMoOTpeTb U cKavyaTb JIOrM CecCUm

[ns ceccuin, oTKpbITbIX Yepe3d PAM, 0OCTYNHbI BUAbLI JTOTMPOBaHUS:

e Bupgeo — ona RDP- n SSH-ceccun, otkpbIThix Yepes Indeed PAM Gateway, n onsi ceccuin KNMEHTCKMX

NPUIOXEHUN.

o TekctoBble nor — ans RDP- n SSH-ceccuin, oTkpbIThiX Yepes Indeed PAM Gateway u Indeed PAM SSH

Proxy.



() MHOOPMALIMSA

TekcToBoe normpoBaHne B RDP-ceccusix nogaepXxmBaeTcs 3a cHeT komrnoHeHTa Indeed PAM
Agent. AreHT permcTpmpyeTt TEKCTOBbIV BBOJ, NepexBaTbiBa€T HAa3BaHUSA aKTUBHbBIX OKOH U
3anyckaemblx npoueccoB. TekcToBoe noruposaHue B SSH-ceccusix He TpebyeTcs yCTaHOBKU

OTAENbHbIX KOMMOHEHTOB. B SSH-ceccuax pernctpupyeTcsi NonHblii BBOA/BbIBOA.

e CHumkn akpaHa — anda RDP- n SSH-ceccun, otkpbiThix Yepes Indeed PAM Gateway, n ans ceccui

KIMMNMEeHTCKNX I'IpVIJ'IO)KeHVIIZ.

e [lepenaHHble Ha cepsep annibl — ansa RDP-ceccuin. [NepexBaTtbiBaoTCA U KONUPYOTCA dhannbl,

KOTOpbIE NnepenaroTcAd C nepeHanpaBiieHHbIX AUCKOB Ha pecypcC.

YT1o0bI cKayaTb forn ceccuum, paspepHuTe cekunio Bugeo, TekcToBbIN nor nnu CHAMKK 3KpaHa 1

HaxmuTe CkauvaTtb / CkayaTb Bce.

UTtobbl ckayaTb NepenaHHble hannbl, pa3sepHute cekumio MNMepepaHHble Ha cepBep dannbl 1 nepengnte

Mo CCblfike Ans ckavyMBaHUsa pamnrnos.



CoObIiTusA

B aTom pasgene otobpaxaetcs uctopusi CoobITUM, KOTOPbIE NPON3OLLNM B Ballen nHctannaymm Indeed
PAM.

Camble HoBble CObbITUA — BBEPXY Tabnuubl.

Cnmncok Bcex CyLeCcTBYOLNX COObITUIN HAXOOAUTCA B CNPaBOYHUKE.

NMouck coobITUN

Mounck no3BonsieT 0Tobpas3nTb TONbKO Te CECCUN, KOTOPbIE YAOBNETBOPSAIOT 3a4aHHOMY KpuTeputo. EcTb aBa

Buyaa rnoucka:

e BbICTpbIN — cTpoKa noucka. MoXHO UckaTb TOSMbKO N0 OOHOMY KpUTeputo. TeKCTOBbIN BBOA,.

e PaclumpeHHbIn — popma € HECKONbKMMU NosnsaMn. MOXXHO UCKaTb NO HECKOMBbKUM KPUTEPUSIM CPasy.

BbinagatoLme crnvcku.

BbicTpbIN NoUuck
Beeante B cTpoky novcka Kog cobbitna, KoMnoHeHT nnn UMa nHmymuartopa nonHOCTbH UM YacTUYHO.

Haxxvmute ENTER mnnun O\

PacwunpeHHbIX NOUCK

Haxmute PaCI.IJVIPEHHbIVI NMOUCK. Bbl6€pMTe 3Ha4YeHne oaHOIro UM HECKOJTbKUX KpUTEPUEB NOUCKA.

Haxmnte Hantu.

¥ [long, no KOTOPbIM MOXHO UCKaTb

[ata Or;

[ata MNo;

Koga;

KpuTU4HOCTb;

KoMnoHeHT;



http://localhost:3000/privileged-access-manager/3.2/appendix/events-list/

¢ WHuumnatop;

e YyeTHas 3anuco;

e Pecypc;

e [lomeH;

e pynna pecypcos;

o [pynna nonb3oBaTeneu;
e [lonb3oBarens.;

¢ lMpunoxeHue;

e ID ceccuu;

e Cnyx0a;

o CeTeBoe pacnorsnoxeHue;

e ID coObITUA.

Bbirpyska coobituu B thann

Bbirpy3ka cobbiTnin BO3MOXHa B dhansbl crnegyowwmx gopmaTtos:

. CSV
. XLSX
. PDF

YT06bI BbIrPY3UTb COBbLITMSA B doaiin, HaxxmuTe CkavaTtb 1 BbibepuTte chopmart. OTyeT hopmmpyeTcs B BUAE

Tabnuvubl. B BbIrpy3ky nonagatot Tonbko nocnegHue 10 000 sanucen.

v CocTaB BbIrpy3Ku

¢ KpuUTU4HOCTb;

o Bpemsa co3paHus;
 Kon;

e CoOblITHeE;

e OnucaHwue;

e KOMMNOHEHT;




¢ WUHunumnatop.




YBeaomneHus

B naHHOM pasgene HacTpamBaloTCs NOYTOBbIE YBEAOMIIEHNSI HA yKa3aHHbIe COObITUS XXypHana.

lNpepBapuTenbHasa HaCTPOUKa

[nsa paboTbl cMCTeMbl yBEOOMIEHUI YKaXUTe NOYTOBbIE HACTPOVKK: nepenante B pasgen SMTP cepBep,

BBeaAUTe agpec No4YTOBOIro cepBepa, NopT, AaHHbIe O5d aBTOpU3aunn N COXpaHUTe N3MEeHEHUA.

UToObl NpoBEPUTL HACTPOVKK, HaXXMUTe OTNpPaBUTbL TeCTOBOE NMUCBLMO.

YBepomneHus

[pynnel nonyJdarensi

Pacceinkm
SMTP cepeep

SMTP cepeep SMTP cepeep

Mopt

L

a7

Uudpoeanue

Het e

KA nonewzosatens

ImA nonszo0EaTena

Mapons

Mapons s

Email otnpaewTens

Email oTnpaewTens



HacTtpouka yBegomneHumn

YTobbl HaCTpOUTb yBeOOMJIEHNA, BbINOJIHUTE crieayrouine nencTeus:

1. CosganTe rpynnel nonyvarenen — CNUCK1 agpecoB A5 pacchblfikv YBEAOMMAEHUA O pernctpaumnm
BblOpaHHbIX COOLITUN B XXypHane.

i. OTkponTe pasgen Mpynnbl nony4yareneun, Haxmute lo6baBuTb, BBEAUTE NMS U ONUCAHWE TPYNMbI
nonyyatenen, Haxmmte CoxpaHUTb.

ii. MepenguTe B co3aaHHyto rpynny nonyyvatenen, Haxvmute lo6aButb email, BBeauTte agpec
3MNEKTPOHHOWN NOYTbI COTPYAHUKA.

2. B pasgene Paccbinku gobaBste cobbiTUS, NO KOTOPbIM HEOBXOAMMA paccChifika ONOBELLEHUI U
COOTBETCTBYHOLLME rPynnbl PACChINKM.

YpaneHue rpynn nony4aresnie Uu paccbinok

YTobbl yoannTtb OAHY Ui HECKOJTbKO rpynn nonyanenem NI paccChbIJ1OK, nepeVlnMTe B COOTBeTCTBy}OU.lMVI
pasgen, otMmeTbre OAMH UIMN HECKOJTIbKO 3NEMEHTOB N HAXMUTE Yoanuto.



KoHdourypauus

Pasgen npegHasHayeH ans Hactponkn Indeed PAM.

CucrtemMHble HaCTPOUKHU

B atom pasaene yKka3biBatoTCA rnobanbHble CUCTEMHbIE HaCTpOIZKVI. Toye4vHas HaCTpOIZKa BbINOJIHAETCA B

pasgene Nonutukn.

3agayv no pacrnucaHuio

HacTponka

Bpemsi cTapTa npoBepKM y4ETHbIX

3anucen

Bpems ctapTta cMHXpoHU3auum

pecypCcoB 1 YYETHbIX 3anucen

Bpewmsa ctapta c6poca naporei
YYETHBIX 3anuncen

Bpems cTapTa npoBepku CEPBUCHOTO

noaKmnoYeHNs
Bpems cTapTta poTtaumm noros ceccui

NHTepBan cUHXpoHM3auun

NoJb30BaATESIbCKUX TPyrnn N3 Katasnora

Buaeo

OnucaHue

B aT0 Bpems HayHeTcsa npoBepka naponen n SSH-knoyen

BCEX YYETHbIX 3anucen B COCTOSAHUN YnpaBnsemMasi.

B 3710 Bpemsi HAYHETCA CMHXPOHM3AUUS AaHHbIX O pecypcax

N yYETHbIX 3anucen Ha pecypcax n B JOMEHaXx.

B a10 Bpems HauyHeTcsa cObpoc Bcex naponen n SSH-kntoyen

YYETHbIX 3anucen.

B aT0 Bpemsi HAYHeTCsl NpoBepKa CepPBMCHOrO NOAKMYEHNS
PEeCypCOB 1 JOMEHOB.

B 3T0 BpeMsi Ha4yHeTCs poTaLms IOroB CECCUMN.

Cuctema PAM c 3agaHHbIM MHTEpBanioMm 06HOBISIET COCTaB

rpynn nonb3oBaTernen 13 katanora.



Hactpowka

I'Iapameprl KodeKa ansa 3anuncu

BUOEO

I'Iapameprl KOA4EeKa NMOoTOKOBOIo

BUAEO

[OnnTenbHOCTb cermeHTa

3arnncbiBaemMoro snaeo

Ceccumn

HacTtponka

TarimayT coeguHEeHUs CO LUMI030M

(cek.)

BpeMFl Ha NnogkKrito4eHne, MnH.

YBegomneHne nepen OoTKkpblITMEM
ceccun

MakcumarnbHoe Yncno ceccun Ha

nonb3oBartersia

YBeoomMnsTh nornb3oBaTens nepeq
pa3pbIBOM CECCUMN, UHTEpBarbl
rnokasa yBeJoMITEHUN

NMoaknio4yeHusa Kk Gateway

OnucaHue

Mo ymonyaHuio ncnonssyetcs libx264 kogek: libx264 -preset
medium -tune zerolatency

Mo ymonyaHuto ncnonbsyetca libvpx kogek: libx264 -g 10 -tune

zerolatency

Mo ymonuanuto 3600 cekyHg (1 yac).

OnucaHue

Bpewmsi, nocne koToporo coeanHenne Oyaer 3akpbiTo, ecnm
LUMIO3 He OTBeYaeT (CeK.). 3aganTe HyneBoe 3Ha4YeHne, ecnu
He XoTuUTe, YTOBbl CoeanHeHne NpepbIBanocCh.

3akpbiBaTb ceccuto Ha Gateway, ecnu nonb3oBarenb 3a

YKa3aHHO€E BpeMA HE BbIMNONMHUIT NMOAKITHO4YEHNE K peCypcCy.

OT1OoT TekcT ByaeT nokasaH Nonb3oBaTento nepes Hadanom
ceccun. OctaBbTe NyCTbiM, €CNKU YBEAOMIIEHNE He TpebyeTcs.

OrpaHnyeHune KonmyecTsa OAHOBPEMEHHbIX OTKPbITbIX CECCUM
Ha O04HOro nonb3oBarensd, no ymonyanuto 0, 6e3 orpaHn4eHun.

[Mepen pa3pblBOM ceccum nonb3oBartesnto byayT nokasaHbl
npegynpexaeHnsi. Ytobbl HACTPOUTL BPEMS 1 MHTEpBan
nokasa, 3anofHUTe COOTBETCTBYHOLLME MOMS.



Hactpowka OnucaHue

Appec RDCB IP-agpec nnn DNS Remote Desktop Connection Broker.

Nms konnekummn Remote Desktop Connection Broker anst Indeed PAM

Nwmsa konnekumn RDCB
Gateway.

Mogkntovatbes k Indeed PAM Gateway ¢ ncnonb3oBaHnem Remote

Mcnonb3osate RDGW
Desktop Gateway.

Anpec RDGW Appec Remote Desktop Gateway ans Indeed PAM Gateway.
MapameTpbl Gateway OTn napameTpbl OyayT fobasneHbl B HAacTporiku nogkntovyeHnss RDP k PAM
RDP-ganna Gateway 1 3amMeHAT cTapble HAaCTPOMNKN.
RDP Proxy

B napameTtpe Agpec RDP Proxy 3agaetcs IP-agpec unm DNS, onumoHanbHO nopr.

PostgreSQLProxy

B napameTtpe Agpec PostgreSQL Proxy 3agaetcs IP-agpec unu DNS, onumoHansHO nopr.

HacTtpouku SSH-noaknoyeHnn

HacTtponka OnucaHue

IP-agpec nnn DNS n obasaTenbHO NopT.

ec SSH Prox
Anp y MopT no ymonuaHuio: 2222

Pexnm 3anonHeHust otnevaTkos krtoden SSH-cepsepa. NogpobHyto

AyTeHTudpukaLms pecypcos no
NHOPMaLINIO MOXHO NpoYUTaTh B pasgerne pexunMbl 3anosiHeHUs

kntodam SSH-cepsepa
OTMNeYaTKoB.

Syslog


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/checking-key-fingerprints-of-ssh-server/#types
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/resources/checking-key-fingerprints-of-ssh-server/#types

HacTtpowka OnucaHue

Syslog-cepsep IP-agpec nnn DNS cepepa Syslog cepsepa.
MopT MopT Syslog cepsepa.
MpoTokon CeTeBon npoTokon nogkntodeHus k Syslog cepeepy: TCP, UDP.
dopmat dopmart cobbiTui, ncnonbdyemoin syslog cepsepom: CEF, LEEF.
Bepcua Syslog IETF ctanpapt npotokona Syslog: RFC3164, RFC5424.

AyTeHTudmKauma nonb3oBaTereu

B aToM pasgene ykasblBatoTcs rnobarnbHble HacTporikv ayTeHTUdukaumm. TodeuHasi HacTpoika
ayTeHTUUKaLMM BbINONHSAETCA B pasaene MonuTtuku.

BrnoknpoBka nonb3oBaTteneun

Ecnu nonb3oBaTtenb HECKOMNBLKO pa3 NoApsiA BBeAET HeBepHbI naponb unu OTP, ero yyeTHas 3anvch Gyaert
3abrnokMpoBaHa Ha yKkasaHHOE BPEMS.

HacTtpoika OnucaHwue

Mpy NpeBbILLEHNM 3TOr0 3Ha4YeHUs Nonb3oBaTenb byaeT BpeMeHHO 3abroKMpoBaH.
Ymcno nonbIToK

Mpun 3HaueHnn 0 BriokMpoBKa HE NPUMEHSETCS.

Bpems OnpepgensieT nepuog BpeMeHu, No UCTEYEHMN KOTOPOro nornb3oBatenb byaeT
GnokMpoBKK pa3bnoKMpoBaH U CHOBa CMOXET BBOAUTL naponb nnun OTP.

TpGﬁOBaHMﬂ K NaponAaAM BHYTPEHHUX nonb3oBaTerien



HacTtpowka

Cpok gencreus
napons

MunHnMmanbHaga anvHa

napons

CTtpoyHble BykBbl

MponucHble BykBbl

Lindopei

CneumarnbHble
CUMBOIbI

OnucaHue

MuHumansHoe 3HadeHune: 0 — 6e3 orpaHn4eHun.
3HayeHue no ymon4yanuio: 45 gHen.
MakcumanbHoe 3Ha4vyeHue: 999 aHen.

MuHuManbHoe 3HadyeHue: 4 cumBorna.
3HayeHune No yMonyaHuio: 8 CUMBOSIOB.
MakcumarnbHoe 3HadyeHue: 255 cumBonoB.

Ecnu onums BkntoyeHa, To Naporb AOIMKEH coaepXaTb MUHUMYM OfHY
NaTUHCKYI CTPOYHYIO OyKBY.

Ecnu onums BkntodeHa, To Naponb AOMMKEH coaepXaTb MUHUMYM OfHY
NaTUHCKYO MPOMUCHY0 ByKBY.

Ecnu onuumsa BknoYeHa, To naposb AOMMKEH CoAepXaTb MUHUMYM OAHY Ludpy
0-9.

Ecnu onuusa BknoYeHa, TO Naponb AOMKEH cogepKaTb MUHUMYM OO MH
cneucumeon 13 cnncka: ~!@#$% &*() _-+={}|[] \:;"'<>,.?/

AyTteHTudUukaumsa no SSH-knoyam

Ecnu onuusa PaspewnTtb nonb3oBatenam nogknio4atbcs K SSH Proxy ¢ ncnonososaHmem SSH-

KITHO4EeN BKIoYEeHa, TO Nonb3oBaTenu MOTYT NOAKNK4YaTbCA K SSH Proxy be3 naponemn, ¢ NOMOLLbIO

nob6aeneHHbIx B Indeed PAM SSH-knitouen. HeobxogmmocTts BBoanTb OTP coxpaHsetcs. Ecnv onumsa

OTKI1KO4YEeHa, TO nosfb3oBaTtesii MoryT ayTeHTVI(bIALWIpOBaTbCFI TOJIbKO C NOMOLLbIO NaponA.

NMonb3oBaTenbLCKoe NoaKn4YeHne

/\ NPEAYNPEXOEHUE

ﬂ,ﬂﬂ p360TbI C NOoJ1Ib30BATENIbCKUMU NMOAKITHYEHUAMU HeO6XO,EI,VIMbI npusuiernn anaBneva

nonb3oBaTenbckumu nogknoydeHnamm (UserConnectionType.Create, UserConnectionType.Read,

UserConnectionType.Update, UserConnectionType.Delete).


http://localhost:3000/privileged-access-manager/3.2/administration/ssh-proxy-via-keys-setup/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/roles/

B Indeed PAM ecTb cnegyrouime BCTPOEHHbIE TUMbl MNOMNb30BaTENbCKUX NOAKITHOYEHNN:

o RDP
e SSH
Telnet

PostgreSQL

BCTpOGHHbIe TUNbl HE MOTYT ObITb MU3MEHEHbI UK yoarneHbl.

Takxke OOCTYNHO AoGaBneHne cobCTBEHHbBIX TUMOB MOMb30BaATENBCKUX MOAKITHOYEHWIA.

[ob6aBneHue coo6CcTBEeHHbIX TUMOB NOJIb30BaTeNIbCKUX
noakKn4YeHUn

[na nobaBneHns HOBOro TuNa NogKYeHus TpebyeTcs nccneaoBaHmMe KINMEHTCKOro NPUITOXKEHNS 1
paspaboTka wabnoHa anga Indeed ESSO Agent. HoBblI TN NOAKNIOYEHNSA YHUKANEH A5 KaX40ro

NpunNoXxeHus, Anga paspaboTkm Tpebyetca obpaTuTbesa B Cnyxby TexHnyeckomn nogaepxku Indeed.

CepBuUCHOe nogkno4vYeHne

/\ NMPEOYNPEXOEHUE

[ns paboTbl C CEPBUCHBIMU NOAKITIOYEHNAMN HEOOX0AMMbI NpBUNErnM YnpaBneHus Tunamm
cepBUCHbIX nogkntoveHnn: ServiceConnectionType.Create, ServiceConnectionType.Read,
ServiceConnectionType.Update, ServiceConnectionType.Delete.

B Indeed PAM ecTb cnefytoLine BCTPOEHHbIE TUMbI CEPBUCHbLIX NOAKITHOHYEHNN:

e Windows

e SSH

e Microsoft SQL Server
» MySQL

» PostgreSQL

» Oracle Database

» Cisco IOS

e Inspur BMC


http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/roles/

BCTpOGHHbIe TUNbl HENb3A U3AMEHUTb NN YOAINNTDb.

Bbl MoxeTe 006aBUTb COGCTBEHHbIE TUMbI CEPBUCHBIX MOOKIOYEHNIA.

[JobGaBneHne co6CTBEHHbLIX TUNOB CepPBUCHbLIX NoAKNOYeHUN

/\ NPEAYNPEXAEHUE

Ecnu cepsep ynpasneHus Bawwen nHctannsumm PAM yctaHosrneH Ha xocte ¢ OC Windows, TO MOXHO

[06aBNATb TONbKO KOHHEKTOPLI C WabnoHom powershell.

Ecnn cepsep ynpasneHus Bawen nHctannaumm PAM yctaHoBneH Ha xocte ¢ OC Linux, TO MOXHO

A06aBnATb TONLKO KOHHEKTOPLI ¢ WabnoHom bash.

1. OTkponTe pasgen KoHdurypauusa — CepBUCHOe noakstoveHue.
. Haxxmnte lo6aBUTL TN CEPBUCHOrO NOAKITHOYEHUS.

. B oTkpbIBLWIEMCA OKHe 3arpy3uTe ZIP-apxus ¢ pannom KOHHeKTopa.

A WN

. 3apante HasBaHue CEepBUCHOrIO NOAKITHYEeHUA ninn MCHOHbSyﬁTe 3Ha4YeHune, 3arpy>xeHHoe m13

MeTadaHHbIX.

(&)}

. Ecnn TpebyeTtcs, BBeaute OnncaHue cepBMCHOIO NOAKMIOYEHMS.

6. Haxxmute [lo6aBUTb, 4TOOLI 3aBepLUNTb AoGaBneHue.

NMoarotoBka ¢hansioB KOHHEKTOPOB

YUTtobbl nogrotoButh ZIP-apxmB ¢ hannom KoHHeKkTopa, ucnonbadymnte ytunuty Connector Creation Tool.
PenaKTMpOBaHMe COOCTBEHHbIX TUNOB CepPBUCHbLIX I10,D,KJ1I-O'~I€HVII7I

3arpy3V|Tb HOBbIW KOHHEKTOp OTpe,D,aKTMPOBaTb Ha3BaHuWe uiun onncaHue

1. OTkpownTe pasgen KoHdurypauusa — CepBUCHOe noakKIoYeHue.
2. Haxmute PepakTupoBaTtb psaoMm ¢ TpebyeMbiM TUMOM CEPBUCHOMO NOAKITHOHEHUS.

3. Haxxmute CkavaTb apxmB 1 BbiGepuTe nanky Ha KOMMNbOTEpPe ANs coxpaHeHus Tekyuero ZIP-apxusa ¢
dannom KoOHHeKTopa. OTOT apXxmB NOHaZobuUTcH, YTobbl BOCCTAHOBUTL NpeabiayLlee COCTOsHUe

CEPBMCHOIO NOAKIMIOYEeHUA, eCrn Npu 3arpy3ke HoOBOro apxmBa BO3HUKHET owmnbka.

4. 3arpysuTte HOBbIN ZIP-apxuB ¢ hannoM KOHHEKTopa.


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/connector-creation-tool/

5. Ecnu TpebyeTtcs, otpeqaktupynte HassaHme n/vnn Onucanwme.

6. Haxxmute CoxpaHuTb, YTOObI 3aBepLWINTL peJakTupoBaHue.
HPOCMOTp KoAa CKPUNnTa KOHHEeKTOpa

1. OTkpownTte pasgen Kondurypauusa — CepBUCHOe noaksitoveHue.

2. Haxmute MNMoka3aTb Koa ckpunTa psiaioM ¢ TpebyemMbiM TUNOM CEPBUCHOMO MOAKITHOYEHNS.
YaoaneHue co6CTBEHHbIX TUMOB CEPBUCHbIX NOAKMIOYEeHUN

1. OTkponTe pasgen KoHdurypaumsa — CepBUCHOe noakstoveHue.

2. HaxmuTe Yganutb psigom ¢ TpebyemMbiM TUNOM CEPBUCHOIO MOAKMOYEHNS.

() NPUMEYAHVE

Henbas yoarunTb TUM CEpPBUCHOIO NMNOAKITHOYEHUA, eCrni CyLLeCTBYET pecypcC C TaKUM TUTOM.

3arpy3ka wabnoHa SSH-koHHeKTOpa

LLIabrnoH cepBUCHbLIX Onepauuin yHukaneH gns kaxgoro guctpmbyTtumea *nix. B coctaBe anctpubytuea no
nytn IndeedPAM_3.2_RU\indeed-pam-tools\ssh-templates\ npunoxeHbl WabnoHbl 4515 NepevncrieHHbIX

HVXe AMCTpuByTUBOB *niX.

v LWabnoHbl SSH-koHHEKTOpPOB B cocTaBe AucTpubyTtmea Indeed PAM

o Alt

e Astra

o CentOS
e Debian
e FreeBSD
e Gentoo
e Oracle

e RedOS
 RHEL

* Rocky




e SLES
e Ubuntu

Y1066l f06aBMTL WabnoH B Indeed PAM:

1. OTkponTte pasgen Kondurypauusa — CepBuUcHOe noaksitoveHue.
2. BHyTpu 6noka SSH HaxmuTe [lo6aBUTL.

3. BbibepuTe dain ¢ Hy>KHbIM BaM LwabnoHom SSH-koHHekTopa 13 anuctpubyTmnea no nyTu
IndeedPAM_3.2 RU\indeed-pam-tools\ssh-templates\.

[nsa paspaboTku gpyroro wabnoHa obpaTtntech B Criy»k0y TEXHNYECKON NOOAEPKKN.

CeTeBble pacnosioXXeHus

B pa3aene MoXxHo nobaBunTb ceTeBble pacnorioXXeHu4, 4YTOObI paspelnTb NOoAKITHHEeHUEe K pecypcam TOJIbKO

C 3aJaHHbIX CeTeBbIX agpeCcoB.
Ytobbl nobaBnTb ceTeBoe pacnonoxeHue:

1. Haxxmute [lo6aBUTL.
2. Beegnte Ums.

3. [loGaBbTe CeTeBble agpeca pecypcoB, KOTOPbIM TpebyeTcs BblAaTb OrpaHUYEHHOE MOLKITHYEHME.

Tern

B aTom pasgene otobpaxatoTcsa Bce co3gaHHble Tern. [1o ymonyaHuio Term oTCopTMpOBaHbl Mo andasuTty B
npsamMoM nopsigke. YTobbl oTcopTUpOoBaTh UX B 0OBpaTHOM nopsiake, HAXXMUTE Ha 3arofioBOK Tabnuubl,
ctonbeu Tern.

YT1o6bl co3aath Ter:

1. Haxxmute Co3pathb.

2. Beegute Uma tera. OHO MOXeT coaepxatb OT 2 A0 50 CMMBOSIOB 1 MOXET COCTOSATb TOMbKO U3
naTMHULbI, KNpUNAnUpbl, unudp 1 cneucumBonoB. ima Tera AomkKHO ObiTb YHUKANbHO BHE 3aBUCUMOCTHU

OT perncrpa. Hanpmmep, €ClIn y BacC yxe eCTb Ter «BaxHo», TO co3gaTtb Ter «BaXXHO» He yoacTcA.

3. BbibepuTe UBET.


http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/

4. OcTtaBbTe onumio OTobpaxaTb Ter B KoHconu nonb3oBatens (UC) BkntodeHHON. Ecnn BbIKNIOYUTD
OnuMIo, TO TEroM CMOTyT NONb30BaTbCH TOMNbKO aaMuHucTpatopsl PAM B MC.

5. 3aBepwunTte gobasneHne Haxatnem CoxpaHUTb.

YT00ObI HATWU TeEr:

1. BBegnTte nms Tera B MOMCKOBOW CTPOKE MOSTHOCTbIO UK YaCTUYHO.
B nHcTtannaumsax PAM Ha PostgreSQL nownck pernctposasmcumbln. Hanpumep, ecnn y Bac eCcTb Ter
«BaxHo», TO OH He oToBpa3nTca Npu BBOAE B MOMCKOBOW CTPOKE «BaXKHO» C ManeHbkon BykBbl. B
nHctannaumax PAM Ha Microsoft SQL nonck pernctpoHesaBnCUMbIN, TO €CTb TEr 0TOBpasnTcsa npu
BBOJE €ro Ha3BaHus 1 C MPONUCHON, N CO CTPOYHOM OYKBBbI.

2. Haxxmute ENTER nnn O\

YTo6bI OTpeaakTupoBaTh Ter:

1. BoibepuTte Ter B cnmcke.
2. Haxxmute PepakTupoBaTth.

3. BHecuTe nameHeHna. ECTb BO3MOXHOCTb U3MEHUTb UMSA Tera, uBeT n BUOMMOCTb Tera B KOHCOIA

norib3oBarterns.

4. 3aBeplunTe pegakTMpoBaHue Haxxatuem CoXpaHuUTb.

YT106bI YOanuTb oauMH UM HECKOMbKO TErOB:

1. BoiGepute 0AMH UM HECKOIbKO TEroB B CMMUCKE.
2. Haxxmute Yoanuts.

3. MogtBepauTte yoarneHne Haxatnem Yoanutb BO BCMNIbIBalOLLEM OKHE.

(D NPUMEYAHUE

Mpwn yaaneHum Ter CHAMETCHA CO BCEX PECYPCOB, K KOTOPbIM Oblf1 MPUMEHEH.

MOHUTOPUHT

Indeed PAM aBTOMaTMyeckun onpegenser Hemcnosib3yemble paspelleHns. AOMUHUCTPATOP MOXET 0TO3BaTb

Takme paspelleHnd, YTOObI MUHUMN3NPOBATb N30bITOYHbIE npuBunernn.

MapameTp CunTaThb paspelueHne Hencnosnb3yemMbiM, eCliu UM He Nosfb3oBanuch 6onee 3agaert
KONMYECTBO AHEeN OTCYTCTBUS aKTMBHOCTU MO pa3peLleHnto, Npuy NpeBbilLeHNM KOTOPOro paspeLleHme



CUYNTAETCS HEUCTONb3YEMbIM.
Mcnonb3oBaHMeM paspeLleHmnst CYUTaOTCSA crieayolme AencTBUS:

° yCI'IeLLIHbIIZ 3anyck ceccuu;
e MPOCMOTP UIMN N3AMEHEHNE YHETHbLIX OAaHHbIX]

 MpoBepka paspeLLeHnNs Ha UCMOSb30BaHMe pamsul.

INTnyeH3unm

NMonyyeHune

1. CkonupynTte 3HayeHue 13 nons ID nHcTannauuu.

2. lNepepnante 3TOT MOEHTUDUKATOP NHCTANNALUN B TEXHUYECKYIO NOALEPXKKY ONSA BbiNycka danna

JINUEH3NN.

3. [loxxauTecb OT TEXHMYECKOM NOAAEPKKN OTBET C hannom nuueHsmm suga PAM_zzazz2.mm.A0.lic.

[NobaBneHue

Haxmunte lo6aBuTb 1 BbibepuTe dann nuueHsuu.

YnaneHue

OTtmeTbTE OOHY UM HECKOJIbKO NUUEH3NN U HAXMUTE YRanuTb.


http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/

YKa3aHuve ONUTeNibHOCTU CerMeHTa
Buaeo npu 3anucu RDP-ceccumn

Bo Bpemss RDP-ceccum 3anucbiBaeTcs Buaeo ¢ paboyero crona yaaneHHoro pecypca. Bugeosanuce RDP-
Ceccun OenuTcs Ha cerMeHTbl. Yem AnnHHee cermeHT Buaeo3anucu, Tem cunbHee Harpyxaetca CPU B

OTKPbITOW CECCUMN.

UToObl CHM3NTL Harpy3ky Ha CPU, ymeHblnTe 3HaYyeHue criegytouero napametpa: Kondurypauma —
CucremMHble HaCTPONKN — [ANUTeNnbHOCTbL CerMeHTa 3anucbiBaeMoro BUAe0 B KOHCOMNM

agmuHuctpatopa PAM.



Pab6ota ¢ Connector Creation Tool

Connector Creation Tool (CCT) — 310 yTunuTta KOMaHgHOW CTPOKM ANS CO34aHns U OTNnagkm COGCTBEHHbIX
TMMNOB CEPBUCHOMO noakntodeHns. Co3gaHHbI C NOMOLLIbIO 3TOW YyTUANTLI apxXuB 3arpyxaetcs B PAM B

pasgene KoHdurypaumsa — CepBUCHOe noakroveHue.

NMpenBapuTenbHble TpeboBaHUS

[nsa 3anycka Ha Windows HeT gononHuTenbHbIX TpeboBaHun.
[nsa 3anycka Ha Linux TpebyeTcs Hannume yctaHoBrneHHbIx Microsoft .NET Core 8 n Docker.

NMoarortoBKa

1. Ons ynobctBa pabotsl ¢ ytunuton Connector Creation Tool (CCT) go6aBbte onsi Hee NCeBAOHUM C
MOMOLLbIO KOMaHAbIl, Yka3aHHOW Huxe. [Nepen BbINONMHEHNEM KOMaHAbl 3aMeHuTe <nyTb Ao CCT> Ha TO

pacrornoxeHue B (pansioson cucteme, no kotopomy Haxoautcs Connector Creation Tool.

BbinonHuTe ykasaHHyto KOMaHay, 3aTeM 3aKkpouTe TeEpMUHaI U OTKPOUTE 3aHOBO.

Windows Linux

Ho6asneHue nytu Ao CCT B nepeMeHHYI0 OKpY>XeHUA

"New-Alias cct <nyTb go CCT>\Pam.Tools.ConnectorCreationTool.exe" | Add-Content
$PROFILE

2. CospgaunTe nanky Ans KOHHeKTopa u nepenauTte B Hee:

Co3gaHuve nanku ansi KOHHeKTopa

mkdir my_ connector
cd my_connector

3. Cosgante wabnoH KOHHEKTOpPa C NOMOLbO KOMaHAabl new :


http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/#adding-new-connection-types-srv

Co3gaHue WabnoHa KOHHEeKTopa

cct new

Twun KoHHekTOopa BblbMpaeTcs B 3aBucumocTtn ot OC: Ha Windows — ps1, Ha Linux — sh. Npwu
HeobX04MMOCTM MOXHO MOMEHSATL TUM B ONUMAX KOMaHAbl new, NogpobHy0 MHOPMaLNIO CMOTPUTE B

CrpaBOYHUKE KOMaHA.

[Mocne BbINONHEHNST KOMaHAbl B AUPEKTOPUM NOABATCA OCHOBHbIE dhansnbl KOHHeKTopa. [NogpobHyto

NHGOPMaLMIO CMOTPUTE B NMYHKTE CTPYKTYpa KOHHEKTopa.

4. B panne connector.ps1/sh no ymonyaHuo eCTb METOAbI, KOTOpble TpebyeTcs peann3osBathb.
M3HauyanbHO OHM BO3BpaLLAloT OWMOKY 1 cogepkaT 3aKOMMEHTUPOBaHHbIE NPUMEpPbLI C KOPPEKTHO

BO3BpaLaeMbiMn AaHHbLIMW. Peanm3y|7|Te 3TN MeTOoabl.

() UH®OPMALUSA

OCHOBHOW CKpUMT KOHHEKTOPA AOMMKEeH OblTb HanNncaH Ha s3bike bash nnu powershell, B
3aBMCMMOCTM OT BbIOpaHHOIO TMna KoHHeKTopa. [pu aTom Ana peanu3aumm MeTo40B MOXHO
NCNonb30BaTh NHObIE A3bIKN N TEXHOMOIMK, B 3aBMCUMOCTM OT TOro, Ha YeM yaobHee aenatb
obpaLeHus k pecypcy. B atom cnyyae noHagobutca B OCHOBHOM ckpunte connector.ps1/sh
BbI3blBaTb BaLUW CKPUMTbI UM UCNOMNHAEMbIe dannbl, CO30aHHbIE Ha APYrUX A3blKax.

5. MNMepexoguTe K oTnagke KOHHeKTopa.

OTnaaka

Mocne Toro, kak MeToabl B CKpunte peanuni3oBaHbl, MOXXHO NMPOBEPUTb KOPPEKTHOCTb UX BbINOJIHEHNA C

NMOMOLLbIO KOMaHAbl run . MogpobHy NHGOPMaLMIO O KOMaHAE run CMOTPUTE B CNPaBOYHMKE KOMaHA.

1. MNpoBepbTe coenHEHNEe OO KOHHEKTOPA.

I'IpOBepKa coegnHeHus 0O KOHHEeKTopa

cct run test _connection -a <DNS unu IP-agpec KOHHeKTopa>

2. lNpoBepbTe KOMaHAY YCTAHOBKM Napons Asis nosfib3oBarens.



YcTaHoBKa napons Ansd nofnb3o0BaTens

cct run set_user password -a <DNS wnu IP-agpec KOHHeKTOpa> --user <MnonAb30BaTenb> --
new-password <HOBbI1 Naponb>

3. I'IpOBepre KOMaHAy YCTaHOBKM KIlko4a A4 noJjib3oBaTerid.

YcTtaHoBKa KJito4a Ansa nonb3oBaTtens

cct run set_user_key -a <DNS unu IP-agpec KOHHEKTOpa> --user <nojib3oBaTesb> --o0ld-
key-path <cTapbim knw4> --new-key-path <HOBbI Kaw4>

4. [MpoBepbTe KOMaHAy NPOBEPKN Naponsa nofb3oBaTens.

MpoBepka napons nonb3oBaTens

cct run test password -a <DNS wnum IP-agpec KOHHEKTOpa> --user <nonb3oBaTenb> --
password <naponb>

5. MpoBepbTe koMaHay NPOBEPKM KItova Mofib30BaTeNs.

MpoBepka knio4a nonb3oBaTtens

cct run test_key -a <DNS wan IP-appec KOHHeKTOpa> --user <nosb3oBaTesb> --key-path
<KJIH0Y >

6. [poBepbTe KOMaHAY NPOBEPKM HANUYNA HeynpaBnseMblX KIoYen.

HPOBepKa Hanun4yusa HeynpaBnsdeMbIX Kno4ven

cct run test _unmanaged keys -a <DNS wau IP-agpec KOHHeKTOpa> --user <nojb3oBaTesb> -
-key-path <knwo4>

7. MNMpoBepbTe KOMaHAy yaaneHuna HeyrnpaBiaeMblX KItouen.

YnaneHue HeynpaBlnsaeMbIX noJfib3oBaTersieM KIroven



cct run remove_unmanaged_keys -a <DNS unu IP-agpec KoHHekTopa> --key-path <knw4y>

8. [NpoBepbTe KOMaHAY NonyyYeHUs MHOpPMaLuumn o pecypce.

Mony4yeHne nHdopmauum o pecypce

cct run get_resource_info -a <DNS wnu IP-agpec KOHHeKTOpa>

9. NpoBepbTe KOMaHAY NonyyYyeHus MHopmauum ob akkayHTe.
Mony4yeHne nHdopmauum o6 akkayHTe
cct run get_account_info -a <DNS wnu IP-agpec KOHHeKTOpa> --user <nosib30BaTesb>
10. NpoBepbTe KOMaHAY NOMyYEeHUsT CNMCKa Nosib3oBaTenen.
MonyyeHne cnucka nonb3oBaTtenen

cct run get_users -a <DNS wam IP-agpec KOHHeKTOpa>

11. MNocne NpoBepKM BCEX CEPBUCHBIX OnepaLuii NepexoamnTe K yrnakoBke KOHHeKTopa.

YnakoBka

Ynakynte danrnel koHHeKTopa B ZIP-apxus, 4Tobbl B AanbHenwem 3arpy3ntb ero B PAM. [1ns atoro
BbIMOMHUTE CrieayoLLYy0 KOMaHAy B TOW Xe ANPEKTOPUN:

YnakoBka KOHHEeKTOopa

cct pack

MoapoGHyto MHopmaumio 0 komaHae pack CMOTPUTE B CNPaBOYHUKE KOMaHA,.

lotoBbI ZIP-apxuB ByaeT 3anvucaH B poguTenbckyto aupektoputo. lanee nepexogute B PAM B pasgen

KoHdurypauus — CepBucHoe nogkrnroveHue, Ytobbl 3arpy3ntb ZIP-apxmB KOHHEKTOpPA.
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CTpykTypa
B ZIP-apxnBe KOHHEKTOpa eCTb TP OCHOBHbIX hanna:

e info.json — meTafaHHble KOHHEKTOPA;
¢ info.schema.json — JSON-cxema danna info.json;

e connector.ps1/sh — cKpvNT, BbINOMHAIOLLNIA CEPBUCHbBIE ONepaLun.

Kpome OCHOBHbIX ¢0anfioB KOHHEKTOP MOXET coaepaTb ntobble gpyrne dansnbl, B TOM Yncne 6uHapHbie,
KpomMme dpannoB ¢ UMeHeM wrapper.ps1 v wrapper.sh 3Tn nmeHa annos 3apesepBupoBaHbl nog PAM gnsa
BCMOMOraTenbHOro CKpunTa Ans 3anycka KOHHeKTopa.

MakcumanbHbIn pasmep ZIP-apxmBa koHHekTopa — 100 MB.

Mpumep c¢anna info.json

"$schema": "info.schema.json",
"Id": "TestBashConnector",
"Name": "Test Bash connector",
"Description”: "This is a test connector",
"Version": "1.0",
"CreatedAt": "2024-12-05 14:45:03Z",
"ConnectorType": "sh",
"ScriptTimeout": 30,
"IsKeyServiceOperationSupported": false,
"LinuxSandbox": {
"Image": "my-test-connector:1.0",
"CpuLimit": "@.5",
"MemoryLimitMb": "512",
"StoragelLimitMb": "1024",
"PidCountLimit": "8"

e $schema — uma danna JSON-cxemsbl.
e Id — naeHTMdUKaATOP KOHHEKTOPA, AOMKEH OblTb YHUKaNbHbIM B pamkax PAM.

e Name — MMSA KOHHEKTOpa, koTopoe ByaeT otobpaxarbca B PAM, OOMKHO BbITh YHUKAINbHBIM B paMKax
PAM.



e Description — onucaHve KOHHEKTOpa, KOTOpOoe MOXHO ByaeT NPOCMOTPETL B AeTansX KOHHEKTOpa B
PAM. OnuuoHanbHoe none.

e Version — Bepcusi KOHHEKTOpaA.
e CreatedAt — BpeMs CO34aHMs KOHHEKTOPA, yKa3blBaeTCs aBTOMATUYECKM NPU yNakoBKe KOHHEKTopa.
e ConnectorType — Tun KOHHeKTOpa (sh nnu ps1).

e ScriptTimeout — TariMayT paboTbl KOHHEKTOpPA B cekyHaax. Ecnv npu BbINONHEHWUN CEPBUCHOM
onepaummn CKpUNT He 3aBEPLUUTCS 3a YKa3aHHOe BpeMsl, TO onepauusi 3aBepLunTcs No TanmayTy.

e IsKeyServiceOperationSupported — napameTp, NOKasbiBaOLWUIN, NOSAEPKUBAET NN KOHHEKTOP
paboty ¢ SSH-kntoyamu. Ecnn B ckpunTe peanu3oBaHbl onepaumm ¢ SSH-knovamun, 1o ykaxuTe true.

e LinuxSandbox — onuuoHanbHbIn pasgen. CoaepXXuT HaCTPOVKU ANsA nepeonpeaeneHns HacTpoek no
ymorndanuto Docker-necoyHuubl, ykasaHHblx B Core/appsettings.json.

e Image — Ter Docker-obpasa Ans BbINOMHEHUS NECOYHULbI.

e CpuLimit — orpaHunyeHune pabotel CPU ogHOro KoHTernHepa necovHuLbI.

e MemoryLimitMb — orpaHuyeHune paboTbl N0 NaMATM OQHOIO KOHTENHepPa NeCOYHULbI.

e StoragelLimitMb — orpaHu4eHve BPEMEHHOro XpaHunuLia OgHOro KOHTeNHepa NecoYHULbI.

e PidCountLimit — orpaHuyeHue KonuyecTsa NPoLIeCCOB OAHOMO KOHTeMHepa NecoYHULIbI.

() MHPOPMALIMSA

Ana PowerShell-koHHEKTOPOB NECOYHULLbI HET.

CnpaBO4YHUK KOMaHA

new

Cospaet wabnoH Ans HOBOro KoOHHekTopa. [laHHasa komaHaa reHepupyet dannel info.json, info.schema.json

n connector.ps1/sh B ykazaHHOW OUPEKTOPUN.

Windows Linux

Mpumep 3anycka KOMaHAbI

<nyTb o CCT>\Pam.Tools.ConnectorCreationTool.exe new -t psl -p
C:\Users\user\documents\folderil\



MapameTpbl KOMaHAbI hew

Uma Oba3aTenbHbIN OnucaHue

-V, --verbose — BkntounTb Nokas ONOSTHUTENbHbBIX NOroB.

MyTb oo KaTanora, B KOTOpOM OyayT co3aaHbl hannel info.json n
-p, --path path — connector.ps1.
Ecnu He ykasaH, To channbl ByayT co3gaHbl B TEKyLLENn narke.

Tun ckpunTa KOHHeKTopa. Bo3amoxHble 3HayeHus: sh, ps1.

¢ sh — BbInonHsaTCA TonbKko Ha Linux (bash)

-t, --type type —
e ps1— BbinonHawTca Tonbko Ha Windows (powershell)
-h, --help — NHdopmaumsa 06 ncnonb3oBaHMM U NOMOLLb.
pack

Cospaet Z|P-apxuB KOHHEKTOpa Angd I'IOCJ'IGLI,)/POLLI,GVI 3arpy3km B KOHCONMM agMUHUCTpPAaTopa.

Windows Linux

Mpumep 3anycka KoMaHAbI

<nyTb o CCT>\Pam.Tools.ConnectorCreationTool.exe pack -p
C:\Users\user\documents\folderl\ -n b80d094b715a2a08375b87e9.1.1

MapameTpbl kKOMaHAbI pack

Uma Oba3aTenbHbIN OnucaHue

-v, --verbose — BknounTb Noka3 4OMNONMHUTENbHbIX JIOrOB.

-p, --path path — MMyTb 0O KOHHEKTOpA.



Umsa Obsa3aTenbHbIN OnucaHue

Nwma ZIP-cpbarina 6e3 ykasaHua pacwmpenus ZIP. o ymonyaHuio

-n, --name name — UMS COCTOMUT 13 3Ha4YeHur nonen ID n Version danna
info.json.
-h, --help — MHdopmaums 06 ncnonb3oBaHUN 1 MOMOLLb.
hash

PaccuuntbiBaeT xew SHA-256 channa. Micnonbayetca anga obecnedeHnsa LenocTHOCTU hanos.

Windows Linux

NMpumep 3anycka koMaHAabl

<nyTb o CCT>\Pam.Tools.ConnectorCreationTool.exe hash -p
C:\Users\user\documents\folderl\

MapameTpbl kKoMaHAbl hash

Uma Ob6s3aTenbHbIN OnucaHue
-v, --verbose — BkrntounTb nokas AONONHUTENbHBIX NTOTOB.
-p, --path path Oa MyTb Ao KOHHekTOpa (ZIP-apxmB).
-h, --help — NHdopmaumsa 06 ncnonb3oBaHMM U NOMOLLb.

run

3anyC|<aeT KOHHEKTOP, BbINOJTHAET CKPUMNT KOHHEKTOPA B yKa3aHHOl7I OVNPEKTOPUMN.

Windows Linux




Mpumep 3anycka koMaHAabl

<nyTb Ao CCT>\Pam.Tools.ConnectorCreationTool.exe run test connection -p

C:\Users\user\documents\folderl\ -a 192.168.5.1

I'IapameTp bl KOMaHAbI run

Uma Ob6s3aTenbHbIN
-v, --verbose —
-p, --path —
-a, --address address [a

--port port

-sa, --service-account account

-sp, --service-account-password password

-skp, --service-account-key-path key-path

-slt, --service-account-location-type location-type

--disable-sandbox

-h, --help

KomaHapbl, KOTOpPbIe MOXHO 3anyckaTb C MTOMOLbIO run

OnucaHue

BknounTb nokas

OOMONMHUTESIbHbLIX JTOroB.

MyTb oo KOHHekTOpa (ZIP-
apxvB UNW OUPeKTopus).

Appec KOHHEKTOopa B Buae
DNS vnu IP.

[MopT KOHHEKTOopa.

Nms CepBUCHOIo akkayHTa.

Mapornb cepBUCHOIO
akkayHTa.

Krou cepBUCHOMo akkayHTa.

Tun HaxoxaeHus
CEPBMCHOrO akkayHTa.
Bo3MoXxHble 3Ha4YEHUS:
Domain, Local.

OTKNIOYUTL NECOYHN Ly.

NHdopmaums 06

ncnosnb3oBaHnN 1 NOMOLLb.



Uma

test_connection

set_user_password

set_user_key

test_password

test_key

test_unmanaged_keys

remove_unmanaged_keys

get_resource_info

get_account_info

get_users

OnucaHue

npOBepMTb coegnHeHmne 0o KOHHEKTOopa.

YcTaHoBUTL naporsib Aangd nosjib3oBaTern4.

YcTaHOBUTb KoY ANs nonb3oBaTtens.

MpoBepuTb Naporb Nonb3oBaTens.

MpoBepUTbL KIHOY NONb30BaTENS.

[MpoBepuTb HanMume HeynpaBnseMbIX KIYen.

Yoanutb HeynpaBlndeMble NoJfib3oBaTerieM KIo4u.

MonyunTb MHpOpMaLMIo O pecypce.

MonyunTb MHpopmaumio 06 akkayHTe.

I'Ionyq WTb CMUCOK NOSib30BaTeNen.



Ponwu

Pasgen npegHasHayeH anst HAaCTPOWKN NpuBUIErni nonb3oBarenen-agmmHmucTpatopos PAM B KOHCONM

ynpasneHus Indeed PAM.

NpepBapuTernbHas HaCTpPoOUKa

Mocne nepBoro BxoAa B KOHCOMb agMUHUCTpaTopa noTpebyeTcs 4o6aBUTb TEKYLLEro nonb3oBaTtens B

cocTtaB ponu Administrator, pnga aToro:
1. NMepenante B pasgen Ponu
2. OTkponTte ponb Administrator n nepengute B nogpasgen Cocras ponu

3. Haxmute lo6aBUTb, BbIbEpPUTE TEKYLLErO NONb30BaTeNs n Job6aBsTe €ro B COCTaB ponu

Administrator 2 INDEED-ID\Administrator =

OBwas MHPopMauma -+ JoGaeuTs
CocTae ponun

Mpueunerum Ll WMma nonwzoBaTtens

O INDEED-IDVAdministrator

4. 3aHOBO BOMAUTE B KOHCOJb ynpaslieHNA U y6ep,|/|Ter, YTO B KOHCOJTN NOABUITNCL OCTallbHbl€ pa3fersbl.

NpepycTtaHoBrEeHHbIE pOnU

Mocne yctaHoBKM ByayT AocTynHbl ponu Administrator, Operator u Supervisor.

A MPEOYNPEXOEHUE

BHumanwue! MNMocne nepexofa Ha HOBYO BEPCUIO TpebyeTcsa NpOBEPUTL COCTaBbl NPUBUIENMN Y BCEX

NCMonb3yeMblX pone.


http://localhost:3000/privileged-access-manager/3.2/appendix/privileges-list/

Ansa ponu Administrator BKnoYeH NonHbIN HABop NpUBUNETNIA.

[na ponn Operator BKITHOYEHbI NnpuBunernn, no3sondrolme BblaaBatb UK OT3biBaTb pa3peLleHnA (K

npunmepy, O6pa6aTbIBaTb 3aABKN Ha ,EI,OCTyI'I), a TaKXe BbIMNMOJTHATb NPOBEPKY NMPUBUITETUPOBAHHBLIX YUeTHbIX
3anucen n OOCTYNMHOCTb KOHEYHbIX Pecypcos.

Ponb Supervisor npegHasHadeHa s nomMcka U NpocmMoTpa 3Ha4YeHUN, 3a UCKOYEeHMEM Naponen Y4eTHbIX
3anucen. MNpmueunerum Ha gobaBneHne 1 3MeHeHMEe 3Ha4YEeHUN OTKMoYEeHbl. Ponb ByaeT nonesHa gns
KOHTpons 3a paboton agMmuHuctpatopos PAM.

NaHHble ponu siensitotes MobanbHbiMK. Caenatb porb JTokarnbHOM MOXHO TOMBKO MpY CO34aHUM HOBOWA
ponu.

Co3pnaHue HOBbIX poneun

() NPUMEYAHVUE

[nsa BbINONHEHUS OI'IGpGLI,I/IVI C ponamMmum HeobxoauMmbl npusunernn ynpasrieHna pondamMmm goctyna.

BbinonHuTe cneayowime warm:

1. Nepenante B pasgen Ponu, Haxxmnte [lo6aBUTL, YKaXXUTe UM A4S HOBOW ponu, Ans co3gaHus
nokanbHoW ponu Bkno4umTe onumto JlokanbHas. HoBas ponb gob6aBuTcA B CMMCOK POSen.

2. OTkponTe cosaaHHyto porb, nepengute B pasgen NMpuBunerun, Boibepute Heobxogmmbli Habop
NPUBUMErUN N COXPaHUTE N3MEHEHUS.

HoBasa ponb =

Wima ponwm

AnMuHWCTpaTop oT4ena MHGOPMaUMOHHOR Be20NacHOCTH

NMokansHan

Ana npedocmaeneHus npae & paMKax 0dHozo nodpaadeneHun UcNGAL3yLme AoKAALHYIO POk




[lobaBrneHue nonb3oBaTesien B COCTaB pPonu

Ytobbl HAa3HauYUTb npusunernn agmmHucTpatopam PAM, BbINONHUTE cnegywuine nencTemS:

1. Nepengute B pasgen Ponun, oTkponTe HEOOXOAMMYHO POSb.

2. MNepenguTe B pasgen CoctaB ponu, HaxmnTe [lobaBuTb. Buibepute nogpasgeneHme, 3atem
nonb3oBaTens.

Beibepute noapasaeneHve =
Kmn Q

dupekuwma

®  Oraen vudopMaumoHHoN BezonacHoCT

Otpen MHGopMaLWOHHOR BE30NaACHOCTK

/\ NPEQYNPEXAEHUE

Ecnn nonb3oBaTtenb gobaBneH B COCTaB HECKOMbKMX POSien, TO OH Nosiyd4aeT CyMmMmy npuBuniernin n3

BCEX CBOMX posemn.

YpoaneHue poneu

Mepengute B pasgen Ponu, oTMeTbTE OOHY UM HECKOSBbKO posier, HaxkmuTte YaanuTb.



NMpunoxeHus

AAPM (Application to Application Password Management) — 310 Habop METOAO0B M MHCTPYMEHTOB 415

aBTOMartu3auuun nonyveHusi naponen n SSH-knoven (y4eTHbIX AaHHbIX) Y3 NpUnoXeHUsMu.

A NPEAYMNPEXOEHUE
[nsa ncnonb3oBaHus MpunoxeHunn Tpebyetca umets AAPM-nnueHsuu.
Y100bI f06aBUTL NpunoxeHue B Indeed PAM:

1. Nepengnte B pasgen NMpunoxeHust B KOHCONW agMUHUCTPATOPA.

2. Haxmnte lobaBUTH.

“ Eﬂﬂﬂﬁ“”“ MpunoxxeHunsn
Vims Q
& TMonbsosatenn
ax [Pynnbl Noab3osarenei -+ Nl06asuTs
ﬁ Pecypcel
B3 Mpynnbl pecypcos Nma OnucaHune
B Yuetsbie sanucy §B) MyApplication Test app
B3 JomeHs PGAdmin external PG
SMSS external SMSS

;'1. CrpykTypa

MpunoxeHua

HacTtpoika npunoxeHuin:
B pasgene npunoxeHns MOXHO:

° 3aﬂaBaTb MMA NMPUNoXeHna, onncaHne, HaCTpouTb TUN ayTeHTI/ICbI/IKaLWII/I.



° ,D,O6aBJ'IF|Tb AOMUWHUNCTPATOPOB MPUITOXEHNA. 910 no3songer npocMaTpmBaTb Naposb OT 3TOro

npunoxexns B UC.
o [lo6aBnATb paspeLleHus.
o CbpacbiBaTb Naporib.
e YoanuTb NpUNoXeHue.

e [lpocMOTpeThb BblAaHHbIE pa3peLleHns 1 cobbITus, kKoTopble npounsowwnv B cucteme PAM ans atoro

NPUITOXKEHNA

YUTtoObl 06aBNTL paspeLleHne NpUNoXKeHuHo:

Haxvmnte [lo6aBUTHL paspeLueHue.

BblbepuTte nogpasageneHue.

BbibGepuTe y4eTHyto 3anmcb, OT KOTOpoW TpebyeTcs nonyyaTb napossb.

HacTpoiTe Bpems paboTbl pa3peLLeHns U onnucaHue.

3aBepLunTe cosgaHune paspeLueHuns kHonkon CosaaTh.

B KOMMAHWA MyApplication

mHOMAO
?8 Nobaeute paspelwerue &) CbpocuTe napone m] Yaanute
e Monezosatenw
= [ pynnel NonszoBatensii MyApplication #
Test app #
E Pecypcol
ﬂ-i Fpynne! pecypcos YctaHoeneH
E YyeTHble 3anucu m 192.168.147.3 #
s
[ = IGIVERTS,
ALMWHUCTPATOPSI PazpeweHws CobbiTus

& Crpykrypa

MpunoxeHuna = floasws
L L= ¥

Monwsoearens

%= Paspewenus victor.osipov@indeed.test

AyTeHTUdMKauna NPUNOXKEHUN:

MpunoxeHus, Kak U Nonb3oBaTenu, aytTeHTnuumpyrotca Ha IDP 1 nony4atoT TOKeH.



Bo3MOXHbI HECKONBKO CNOCOBO0B ayTeHTUMKaunum NpunoXxXeHui:

1. CTaTnyHbIM Naponb — 3agaeTca aBToMaTUyYeckn Npu cosgaHnm npunoxexHus. AammHnctpatop PAM
MOXeT copocuTb Yyepes MC, HO He MOXeT nocMmoTpeTsb. [Nonb3oBaTtens PAM, sensowmnca
agMVHUCTPATOPOM KOHKPETHOIO NPUITOXKEHUS, MOXET MOCMOTPETbL Naposib 3aToro npunoxeHunsa 8 UC.

2. |IP-agpec — onuunoHansHo. IDP nposepsieT, 4To 3anpoc Ha nonyyeHne TokeHa npuwlen ¢ ykaszaHHoro |P-
agpeca. 3agaetca agmuHuctpatopom PAM B MC.



Bbirpy3ska naponeu

B cnyyae HewTaTtHOM cuTyaumn, npu otkase komnoHeHToB PAM npegycmoTpeHa BO3MOXHOCTb BbIrPY3KU

naponeu NpuBUNErMpoBaHHbIX YY4ETHbIX 3anucen n3 6assl PAM.

Bbirpy3ka BbInonHAeTcsa ¢ noMoLbto ytunutel IndeedPAM_3.2_RU\indeed-pam-
tools\dump\Pam. Tools.Dump.exe.

PeaaktnpoBaHue KoHpurypaumoHHoro ¢panna

Mepen ncnonb3oBaHMEM YTUNUTBLI OTKPOMUTE KOHUTypaLMOHHbIN doann indeed-pam-

windows\MISC\Dump\appsettings.json v ykaxxuTte napameTpbl gocTtyna k 6ase Core:
Cekuusa Database:
o Database — npoBangep ang pabotsl ¢ CYB[

o mssql — Microsoft SQL Server
o pgsql — PostgreSQL, PostgreSQL Pro

e ConnectionString — cTpoka nogkntoveHus k CYB[

v Ctpoka nogkntoyeHus Kk MicrosoftSQL

o Data Source — ums cepBepa CYB/[ nnn nMeHoBaHHOIo aK3emnrsipa
o Initial Catalog — 1Ms 6a3bl AaHHbIX
o User ID — yd4eTHas 3anucb ans pabotsl ¢ B[

o Password — napofb y4eTHOM 3anucu

(e]

[pyrve napameTpbl AOCTYMHbI B AOKyMeHTaumn no ctpoke nogkntodeHuns SqlClient 3.0 .NET
Core

"ConnectionString": "Data Source=sql.domain.local; Initial Catalog=IPAMCore;
Integrated Security=False; User ID=IPAMSQLService; Password=password"

/\ NPEQYNPEXAEHUE



https://docs.microsoft.com/en-us/dotnet/api/microsoft.data.sqlclient.sqlconnection.connectionstring?view=sqlclient-dotnet-core-3.0#remarks
https://docs.microsoft.com/en-us/dotnet/api/microsoft.data.sqlclient.sqlconnection.connectionstring?view=sqlclient-dotnet-core-3.0#remarks

B cnyyae ucnonb3oBaHnsa nmeHoBaHHoOro aksemnngapa Microsoft SQL Server 3HayeHne

napameTpa Server TpebyeTcs ykasbiBaTb B popmaTe uMsa cepBepa\\Mms aksemnnspa.

"PamCore": "Data Source=sql\\instance;

v CTtpoka nogkntoveHms Kk PostgreSQL

o Host — umsa cepsepa CYB[ nnm nmeHoBaHHOro ak3emnnsapa
o Database — nmsa 6a3bl JaHHbIX
o Username — Yy4yeTHas 3anucb Ansa pabotbl ¢ B

o Password — naporsb y‘-IeTH017I 3arincu

o

Apyrve napameTpbl AOCTYMNHbI B AOKYMEHTaLmMn No cTpoke nogknoveHms Npgsql

"ConnectionString": "Host=sql.domain.local; Database=IPAMCore; Integrated
Security=False; Username=IPAMSQLService; Password=password"

Cekumsa Encryption:

e Algorithm — anroput™m wngposaHus 6a3bl Core

e Key — kniov wngposaHusa 6asbl Core

3anycK yTUnuTbl

YTunuta 3anyckaeTcs ¢ apryMeHTamu:

e decrypt-ssh-key — paclmgpoBka 3amMdpoBaHHOIrO IKCMNOPTUPOBAHHOIO Ssh-knoya y4eTHon
3anucum.

e decrypt-password — paclmdppoBKa 3aMppOBaHHOIO 3KCMOPTUPOBAHHOIO NAPOIs YY4ETHOM 3annCK.

e decrypt-secrets — paclwmdpoBKa y4eTHbIX JaHHbIX YY4ETHbIX 3anucen 13 ykasaHHON Unun BeibpaHHoON
nanku.

e ssh-key — BbIrpyska SSH-knto4a npMBMNernpoBaHHoOM y4eTHOM 3anncu, TpebyeTcs ykasaTb YHETHYIO

3anucb, Npumep:

Pam.Tools.Dump.exe ssh-key --name res2\administrator.


https://www.npgsql.org/doc/connection-string-parameters.html

password — BbIrpy3ka naponsi NpuBUIerMpoBaHHON y4eTHOI 3anmcK, TpebyeTcs ykasaTb Y4ETHYH0
3anuck, npumep:

Pam.Tools.Dump.exe password --name res2\administrator.

all-secrets — BbIrpy3Ka BCEX Y4ETHbIX AaHHbIX B nanky .\Results, nnbo B ykasaHHyto. [Naponun 6yayT

BbIrpY>KeHbl B pann accounts.csv, knoum OyayT BbIrpy>XeHbl B Nanky sshKeys B otaenbHble hansbl.
Mpymep KoMaHab!:

Pam.Tools.Dump.exe all-secrets --output c:\temp.
help — BbIBOA CrpaBKu.

version — BblBOA MHOPMALMKN O BEPCUN.



Pab6orta c PostgreSQL Proxy

HaunHas ¢ Indeed PAM 3.0 ctano Bo3aMoxHO oTkpbiBaTb SQL-ceccumn yepes PostgreSQL Proxy. 3to
no3BonsAeT NnpocMaTpuBaTb TekcToBbI nor SQL-ceccui, bnarogapsi 4emy obecnednBaetca 6onee nosHbIN

KOHTPOJ1b Ha4 cecCuamMun n ynpoLlaetca paccrieqosaHme NMHUMOEeHTOB.

Hactpouka knuenta CYB[

YacTo y knneHtoB CYB[] ecTb 0co6eHHOCTb paboThl: nocne noakntoyeHus k cepesepy b Anga BbINONHEHWS
SQL-3anpocoB oTKpbIBaeTcs otaenbHas ceccud. B atom crnyvyae B PAM Tak e co3gaeTcsi HECKOMbKO

Ceccui, YTO MOXET AOCTaBNATb HeyaobCcTBa Npy NPOCMOTPE TEKCTOBLIX JTOTOB.

UTto6b1 SQL-3anpockl BbINOMHANUCH B TOM e Ceccuun, YTo 1 nogknioveHue kK cepeepy B, Hy>kHO HacTpouTb

knnenT CYB[. Hmke npuBeaeHa nHgopmaums, kak aTo caenartb Ha npumepe knneHta DBeaver.

1. OTkponTe DBeaver.

2. B neBow 4yacTtu aKkpaHa, B okHe Bba3bl aaHHbIXx (Database Navigator) HanauTe B cnncke OOCTYMHbIX

NOOKMIOYEHUN HYXXHbBIN CepBep, HAXXMUTE Ha HEro fIeBON KHOMKOW MbILLM U HAXXMUTE Ha knasuatype F4.

3. B oTKkpbIBLLEMCS OKHE nepenanTe Ha Bknaaky MetapaHHble (Metadata), BkntounTte onumio Hactponkm

6a3bl <ums cepBepa> (Datasource <servername> settings).

4. na napameTpa OTKprBaTb oTAaeNnnbHOe coeauMHeHune And YTeHUA MeTagaHHbIX (Open separate

connection for metadata read) ykaxute onunto Never 13 BbinagatoLwero cnucka.
5. MNMepenanTe Ha Bknagky PepakTop SQL (SQL Editor).

6. Ana napameTtpa OTKpbIBaTb OTAENIbHOE coeAMHeHMe Ana Kaxaoro peaakropa (Open separate
connection for each editor) ykaxute onuuio Never 13 BoinagaroLLero cnmcka.

7. CoxpaHuTe N3MeHeHUs1 Haxxatmem kHonku OK.

8. NMoBTOPUTE BCE NEPEUNCIIEHHbIE AENCTBNA ANSA BCEX BalLumx cepepoB Bl.

B3anmopencreue 4yepes SSL

PostgreSQL Proxy moxet pabotatb ¢ PostgreSQL Server yepes SSL. [1ns 3T1oro AomKHO ObiTb BbIMOHEHO

ABa yCrioBuA:

e ucnonb3oBaHue SSL BknioyeHo B PostgreSQL Proxy;

e uncnonb3oBaHue SSL BkntoveHo B PostgreSQL Server.



YT1o6bI NpOBEPUTDL, BKINOYEHO N ucnonb3oBaHne SSL B PostgreSQL Proxy:

1. OTkponTe hann koHdurypaunmn PostgreSQL Proxy appsettings.json.

2. Ecnn gnsa napameTpa SslIsRequired ycTaHOBMEHO 3Ha4YeHWe true, TO Ucnonb3oBaHue SSL
BKIOYEHO. Mo yMOn4YaHuio BKIHOYEHO.

YUTtoObl NnpoBepuTb, BKNOYEHO N ucnonb3oBaHne SSL B PostgreSQL Server:

1. OTKponTe hann koHdurypaumm PostgreSQL Server postgresql.conf.

2. Ecnu ansa napameTtpa ssl yCTaHOBMEHO 3Ha4YeHWe on, a Takke NMelTcs Heobxoanmble cepTudmrkarhl,
TO ucnonb3oBaHne SSL BkNoYeHO. 10 yMOnN4aHMIo OTKINIOYEHO.

/\ NPEQYNPEXAEHUE

Ecnn ons ogHoro M3 ykasaHHbIX KOMMIOHEHTOB MCMONb30BaHMe SSL BKMOYeHo, a Ansa gpyroro
OTKJTHOMEHO, TO COEANHEHNE YCTAHOBMEHO He ByaeT, NponsonaeT owmnbKka NoagKIYeHUs.

v Bo3moxHO B3aumopaencTeme 6e3 SSL?

[a, Bzanmopenctene mexay PostgreSQL Proxy n PostgreSQL Server moxeTt npoucxoantb 1 6e3

ncnone3oBaHna SSL. [Insa atoro Tpebyetcs, 4Tobbl B PostgreSQL Proxy n B PostgreSQL Server
ncnonb3oBaHne SSL ObIno OTKNHOYEHO.

YkasaHue agpeca PostgreSQL Proxy B PAM

1. OTkponTe koHconb ynpasneHuns Indeed PAM.

2. MNepengute B pasgen KoHdurypauma — CUCTeMHble HACTPOMKM.

3. B cekuun PostgreSQL Proxy 3anonHute none Agpec PostgreSQL Proxy.

OTKpbITUE ceccumn yepe3 PostgreSQL Proxy

OnucaHo B pykoBoacCTBe Nnosib3oBaresns, B nyHkTe [ogkroyeHune K pecypcy vyepes PostgreSQL Proxy.

NMpocmMmoTp TekcToBbIX noroB SQL-ceccun
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YToObl NPOCMOTPETb TEKCTOBLIE FIOMN CeCcumn, OTKpbITON Yepe3 PostgreSQL Proxy:

1. OTKpownTe KoHconb ynpasneHus Indeed PAM.
2. OTkpownTe pasgen AKTUBHbIE CECCUN.
3. BbibepuTte HyxxHYIO ceccuio.

4. Haxxmute TeKcTOBbIN FOT.

() MHOOPMALIMSA

YuntbiBanTe, 4To pasHble SQL-KNMEHTbl MOryT No-pasHOMY COXpaHAaTb TekcT SQL-3anpocos.
Hanpumep, psql BbipesaeT kommeHTapum 3 SQL-3anpocos, a pgAdmin ocTaBnserT.

TekcToBbIW NOT, 0To6pa>|<aeMb|17| B I'IpO(*)VIJ'Ie ceccuu, He obHoBNSAETCA aBToMaTudeckun. [ns nony4yeHuA

aKTyanbHOro TEKCTOBOIO fora, TpebyeTcsa nepmognyeckn Haxxnumat OGHOBUTb.

B TEKCTOBOM Nnore He CoXpaHsATCs pe3ynbTaThbl 3anpoCcoB.

B TekcToBbI nor nonagatoT Tonbko nexogawme SQL-3anpocs! (knneHT — cepep). Micxoaswme 3anpocsl
(cepBep — KNUEHT) He NonajatoT.

OrpaHn4yeHusn

o [lonb3oBaTtenb MOXET OTKpbIBaTb ceccumn Yyepe3d PostgreSQL Proxy TONbkO OT MMEHW YY4ETHOW 3anuncu,
nobasneHHon B PAM ¢ naponem. MNogkniodeHne He ByoeT yCTaHOBMEHO, eCrnn B paspeLLeHnn BolbpaHa:
o y4yeTHasd 3anucb, fobasneHHas B PAM 6e3 napons;

o norb3oBaTesibckasa y4yeTHasi 3anncb, 4S8 KOTOPOW 3anpalumBatoTCs y4ETHbIE JaHHbIE NPU OTKPbITUN
ceccun.

o [IByxdhakTOpHasa ayTeHTMdMKaLNA NOAOEePXKMBAETCSA TONbKO AN1s MHCTaNNsaunMin ¢ aytTeHTumkaunen
yepe3 RADIUS, rae BTopbiM (hakTOpoM SBAAETCHA NOATBEPXKAEHME 3anpoca B NpunoxeHun. [ns
WMHCTanNAuum ¢ ayteHtudukaumen Yepes PAM napametp Ucnonb3oBaTtb ABYyX(aKkTOPHYIO
ayTeHTUdUKaumio Gyaet rHopmpoBaTbCs, TO €CTb BTOPOM (haKTOp 3anpalumBaTtbCs He Byaer,
noakntodeHne oTkpoetca 6e3 Hero.

o [logTeBepxaeHne agMUHUCTPATOPOM OTKPbITUSI ceccum He nogaepxmnsaetca. OTKNYNTE NapameTp
OTKpbITUE ceccumn TpebyeT noaTBepXKAeHUA agMmuHucTpaTopa PAM B pasgene NMonutukmn —
Ceccuum, nHaye oTkpblTb SQL-ceccuto Byaet HEBO3MOXHO.

¢ YKasaHue nNpu4dnHbl OTKPbLITUS CeCccun NOAAEepKMBaeTCs YacTUYHO. Ecnn BkNtoveH napamerp

TPGGOBaTb YKa3aTb NpUYnNHy NnogKmnK4YeHUs B NOJIMTUKE CECCUN, TO NONb30OBaATENAM r|0Tpe6yeTc;|



BBOOUTb MPUYMHY B TO XXe None, rae uMms yd4eTHom 3anucu. NogpobHasa nHdopmaums B NnyHKTe
MoakntoveHne K pecypcy Yepes PostgreSQL Proxy.


http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-the-postgresql-proxy

®_E'|
—— KoHconb nonb3oBaTens

KonunyecTBo rnaB: 2

)l ; NMopakntoyeHue K pecypcy

KonnyecTBo rnas: 2

EJ D,OHOHHVITGH bHble YTUITUTbI

KonuyectBo rnas: 3

:
| AyTteHTncpukauma B SSH Proxy no SSH-kntouy

AyteHTndukaums B SSH Proxy no SSH-kntouy
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KoHconb nonb3oBaTens

[Mony4eHne JoCTyna K pecypcam BbINOMHAETCH MNPy MOMOLLX KOHCONM Nosfib3oBaTens — creunasbHON
obonoykn ans Indeed PAM Core. [loctynHa no cnegytowemy URL:

e Windows: https://pam.domain.local/uc

e Linux: https://pam.domain.local/uc

() MHOOPMALIMSA

PaspelueHne MoHMTOpa No WnpUHEe AOMMKHO ObiTb He MeHee 1280 nukcenen, MHayYe SNEMEHTbI
MHTepdenca KoHCoNM nonb3oBarerns OyayT oTobpaxaTbCsi HEKOPPEKTHO.

3apeructpupoBaTb ayTeHTU(MKaTOp

1. OTKpOWNTE KOHCOIb NONb3oBaTens.
2. O3HaKOMbTECH C MHCTPYKUMEN NO pernctpaumm ayTeHTudgukaropa.
3. YctaHoBuTe npunoxeHue ansa reHepaumm OTP n otckaHunpynte QR-koa.

4. Beegute nomny4yeHHoe 3Ha4eHune B rorsie Kopg Ha CTpaHuue permctpauun.

Mocne ycnewHon permctpaumm Bbl Oyaete nepeHanpasneHbl B KOHCOMb nonb3oBartens. [Mpyu noBTopHOM

NOAKIK4YEeHUN K KOHCOIMKM NoJib30BaTenA n0Tpe6yeTc;| BBECTU HOBbIW KOO U3 NpuUNoXxeHund anda reHepaumm
OTP.

/\ NPEAYNPEXAEHUE

Mpw NpeBbIWEHMM Yncna HeBEPHbIX NonbiTok BBoga OTP nonb3oBatens Oyaet BpeMEHHO

3abnokumpoBaH. 1o ymonyaHumio Ha 10 MUHYT.

Uucno HeeepHbIx nonbiTok BBoAa OTP 1 nepuopg 6riokMpoBku ayTeHTUdmMKaTopa onpeaensiercs
agMmuHuctpatopom PAM B pasgene cUCTEMHbIE HACTPOWKM.

BounTtn B KOHTpOIb

1. OTKpOMTE KOHCOSb NOSIb30BaTENS.


https://pam.domain.local/uc
https://pam.domain.local/uc
http://localhost:3000/privileged-access-manager/3.2/administration/section-reference/configuration/?system-settings-tab=otp-blocking#system-settings

2. Beegute noruH. MNpumepbl doopmarta noruHa:

o john.smith@space.local — B bopmate UPN;
o SPACE\john.smith — B obopmaTte gomeH\nonb3oBaTens;

o john.smith — 6e3 gomeHHon YacTw.

(D NPUMEYAHUE

Ecnu B VIH(bpaCprKType €CTb NoJib3oBaTeslb U3 KaTalsiora, y KOToporo coenagaet J1I0rmH €
BHYTPEHHUM MOJ1b30BaTESIEM, TO OJ14 BXOAa Mo norib3oBaTtesieM U3 Katasiora sBBoAguTe J1I0OrnMH C

YKa3aHnem goMeHa.

3. Beegute naporb.
4. Haxxmute Bontn.

5. BBeauTe BTOpOM (pakTop ayTeHTUdUKaLmN.

YT06bI BLINTU N3 KOHCOMW, B NPABOM BEPXHEM YIy HAXXMUTE Ha JTIOTMH U BbibepuTe BbinTw.

CMeHuTb naponb

/\ NMPEOYNPEXOEHUE

OTa onepaums NpUMMeHNMa TONbKOo A9 BHYTPEHHUX nonb3osartenen Indeed PAM.

BHyTpeHHWI nonb3oBaTernb MOXET CaMOCTOATENBHO CMEHUTL CBOW Naporb. [Ansa atoro:

1. MNponante ayTeHTUdUKaLMIO B KOHCOMMX Morb3oBarerns.

2. B npaBoM BEPXHEM YrNy HAXMUTE Ha NOMUH.

3. B Bbinagatollem cnuvcke Bbibepnte CMeHUTb Naporb.

4. B OTKpbIBLUEMCHA OKHE BBEAUTE TEKyLLMIA Naporb U HOBbIW Naporsib.

5. Ecnu Tpebyetca, oTknioumMTe onuuio 3aBepinTb BCe aKTUBHbIE CECCUMN.

6. Haxxmmute CMeHUTb naporb.


mailto:john.smith@space.local

Onepauun Hag pecypcamu

Pasgen npeaHasHadeH ana paboTsl ¢ pecypcamu.

INInyHble nanku

YUT06bI co3aaTth NIMYHYIO Nanky:

1. MNepengnte B pasgen Pecypcbl, HaXXMUTE Q.
2. Beeaute HOBOE UMSA nanku.

3. Haxxmnte CoxpaHuUTb.

YTto6bl OTpegakTnpoBaTh Ha3BaHME Nanku:
1. Nepengute B pasgen Pecypcbl.

2. BoibepuTte nanky n Haxmmnte
3. BBeaute HoBOE MMs nanku.

4. Haxxmute COXpaHUTb.

UTtoObl yoanuTb nanky:

1. Nepengnte B pasgen Pecypcbl.

2. BbibepuTte nanky n Haxxmmute @ .

3. NoaTtBepauTe yaaneHue nanku.

Y1066l 4OGaBUTL pecypchl B Nanky:

1. Nepengute B pasgen Pecypcbl n Haxmute Bee pecypcebl nnu Pecypcbl 6e3 nanku.
2. OT™MeTbTe pecypchbl, KOTopble TpebyeTca nepeMecTuTb B Narky.

3. Haxmute MNMepemecTuUThb.

4. BolbepuTe HyXHYHO nanky.

5. Haxxmnte CoxpaHuUTb.

() MHOOPMALIMSA



NMouck

YTo6bl BLINOMHUTL MOUCK MO pecypcam:

1. Nepengute B pasgen Pecypcbl.
2. BbibepuTe nanky, Bce pecypcbl unm Pecypcbl 6e3 nanku.

3. B No1cKoBOW CTpOKe BBEAMTE 3HaYeHne OOHOro M3 napameTpoB MOMHOCTBIO UMK YaCTUYHO:
o UMS pecypca;

[¢]

TN pecypca;

o apgpec nogkntodeHna (DNS vnn IP);

o

y4yeTHasaA 3arnncob,

o Ter

() UH®OPMALUSA

[Npoun3BoONbHbIE PECYPChbl MOXHO HanTK No 3anpocy «adhocy.
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Onepauuu Hag y4YeTHbIMU 3anNUCAMU

Pasgen npegHasHaveH gns paboTbl C yY4ETHbIMU 3aNUCAMM.

NMouck

Mounck nossongaet OT06paSI/ITb TOJIbKO T€ Y4Y€THbI€ 3arnncu, KOTopble yaOBINETBOPAKOT 3adaHHOMY KPUTEPUIO.

Ytobbl HanTn YYETHYIO 3aMnncCb, B pasgerne Y4yeTHble 3anncu BBeAUTE Ha3BaHNe yquHOVI 3arncu NorHOCTbIO

NI 4YaCTn4Ho.

NMpocmoTp napona n SSH-kno4va

Ecnu nonb3oBaTtenb UMEET paspeLleHne, B KOTOPOM BKITtoYeHa onuus PaspelunTb NPOCMOTP YYeTHbIX
AaHHbIX, TO B pasaerne Y4yeTHble 3anucu 6yayT OOCTYNHbI COOTBETCTBYHOLME AaHHbIE. [1ns npocMoTpa

HaxxmuTe MNMokasaTtb y4eTHble gaHHble, BBEOUTE NPUYNHY NMpoCMOTpa 1 noaTBepanTe CBOU AEencTBusS.

CmeHa napona u SSH-knwyva

Ecnu nonb3oBatens umeer pa3peleHne, B KOTOPOM BKI1HOMEHa onund P83peI.IJVITb N3MeHeHne y4yeTHbIX

AaHHbIX, TO B pasaerne Y4yeTHble 3anucu Oyaet 4OCTYNHO peaakTUpoBaHMe Naporis y4eTHOM 3anmcu.

[1na cMeHbI napona HaxmmnTe CmeHnTb naponb, BBEOUTE HOBbIN naporsb, BBEOUTE NPUYNHY U noaTBepanTe

CBOU OEeNCTBUS.



D; RDP, SSH n SQL noaknio4veHue

O3HakoMbTeCh €O criocobamu MOAKIYEHUS K pecypcam

D; SCP n SFTP nogknroyeHue

KonuyectBo rnaB: 3
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RDP, SSH u SQL nogkntoyeHune

B koHconu none3oBatensd Indeed PAM oTtobpaatoTcs paspeLleHns Ha 4OCTYN K pecypcam.

Mo kaxagomy cTonbuy, kpome ctonbua Terun, AocTynHa copTupoBka. [Npy BBOAE CMMBOIOB B More Afs

NOMCKa coBrnageHunA 6y,u,yT BbIBOAUTLCSA MO BCEM CTONOLIAM.

Ecnu nonb3oBarento OOCTYMHbI NMPOn3BOJIbHbIE PECYPCbI, TO OHA 6y,qu 0T06pa>KaTbCF| B BEPXHEN 4YacTu

Crnuncka.

NopknroueHune K pecypcy no RDP

1. B koHCOnu nonb3oBatens HaxmuTte 3arpy3utb RDP-cdann ana nogknioveHus cnpasa ot

paspeLleHms.

Y pecypcoB, KoTopble nogaepxusatot nogkntoveHne no RDP 1 SSH, no ymonyaHuio otobpaxaetcsa
kHornka CkonupoBaTtb SSH-komaHay. YUTobbl ckayate RDP-hann, HaxmuTe E a 3atem 3arpys3uTtb

RDP-chann gna noaknoyeHus.

2. 3anyctnte RDP-hann ansa gocryna K pecypcy.
3. MponanTte ayTeHTUdUKaUMIO.

4. Ecnn Tpe6yeTc;|, YKaXuTte nokKasibHble ANCKU OAIA NCMNOoJfib30BaHNA B yp,aneHHoM ceccun.

(D NPUMEYAHUE

CkayaHHbIn RDP-thann MoXHO ucnonb3oBaTb MOBTOPHO NpW JanbHENLLMX NOAKMHOYEHNAX.

MooknioyeHUe K W3y focTyna

1. Haxxmute MoAaknounTbCA K WNK3Y AocTyna, HayHeTcda ckaymBaHme RDP-danna.
2. 3anyctuTte atoT RDP-chann.

3. MNponagute ayTeHTUMUKALMNIO U HACTPOWTE NOAKMOYEHNE.

NMoakntoyeHne kK SSH Proxy


http://localhost:3000/privileged-access-manager/3.2/user-manual/user-console/

Mogkntountbes K SSH Proxy MOXXHO 13 KOMaHOHOW CTPOKM M ¢ nomoLLbto noboro SSH-knneHTa.

KomaHnpgHas cTpoka PuTTY MobaXterm SecureCRT

1. OTKpPOWNTE KOHCOSbHYIO YTUIKNTY.

2. BBeguTe cTpoky nogkntodeHnst K SSH Proxy unu 6anaHcmpoBLlmky. MoxHo ncnonb3osats IP-agpec nnm
DNS.
UTtobbl y3HaTb agpec SSH Proxy, ckonupynte SSH-komaHgy K ntobomy pecypcy B KOHCOMu
nonb3oBaTens 1 UCNONb3ynTe 3HaYeHNe, ykazaHHoe nocre cuveona @.

LLabnoH komaHAabl noakntovyeHnsa K SSH Proxy

ssh <IP-agpec wnaum DNS>

Mpumep komaHAabl AnA nogkntoyeHus K SSH Proxy

ssh indeedproxy

Ecnu Tpe6yeTc;|, YKaXuTte J10r'mH norb3oBaTtend 1 nopr.

LLlabnoH komaHAabl noakntoveHnsa kK SSH Proxy

ssh <noruH nonb3oBatenA>@<IP-agpec wnum DNS> -p <Homep nopTa>

Mpumep komaHAabl AnA noakntoyeHus K SSH Proxy

ssh user@indeedproxy -p 2222

Ecnu Tpe6yeTc;|, YKaXuTte nyTb 0O 3aKPbITOrO Krio4a.

LLa6bnoH komaHAbl noakntovyeHusa kK SSH Proxy

ssh <noruH nonb3oBatena>@<IP-agpec uan DNS> -p <HOMep nopTa> -1 <NyTb AO 3aKpbITOro
KJIl4a>



Mpumep komaHAbl Ansa noakntovyeHus kK SSH Proxy

ssh user@indeedproxy -p 2222 -i "C:\Users\user\.ssh\id ed25519"

3. Beegute naposnb. Ecnu HacTpoeHa ayTteHTUduKaums no SSH-knwyy, To NponycTuTe 3TOT Lar.
4. Beegute OTP.

5. BbiGepuTe pecypc v NnoakmounTecCh.

Nopknro4veHune K pecypcy no SSH

KomaHpgHas cTtpoka PuTTY MobaXterm SecureCRT

NMoakntoyeHne NO KOMaHAe U3 KOHCONMU Nosfib3oBaTens

1. B KOHCOMM nonb3oBaTernsi, cnpaea oT paspelueHus 4o SSH-pecypca, Haxmute CkonupoBaTtb SSH-
KOMaHAy.

2. 3anycTnte CKONMMpoBaHHY KOMaHdy B TepMuHane.

3. Beegute naponb n OTP.

MNopknioyeHne No KOMaHAe € AOMNOSIHUTENbHBLIMU NapameTpamMu
Bbl moxeTe Hanncate SSH-komaHay Bpy4HY MO yKa3aHHOMY HuXKe LIabroHy.

1. Hanuwwute SSH-komaHay no ykazaHHOMY HUXe LLabrnoHy.
2. 3anyctute KomaHay B TepMuHane.

3. Beegute naponb n OTP.

LLla6bnoH SSH-komaHAbI

ssh [user-name]#[resource]#[account-name J#[reason]@[proxy-address ]

e user-name — MMS Nonb3oBaTeENs.
¢ resource — IP-agpec nnn DNS pecypca.

e account-name — WUMS NPUBUNEMMPOBAHHOWN YYETHOW 3arnnCHu.


http://localhost:3000/privileged-access-manager/3.2/user-manual/ssh-key-auth/

e reason — TEKCT NPUYMHbI NOAKNIOYEHUs. Ecnv npuynHa cogepxuT npobensl, TO yka3biBanTe ee B

KaBbl4Kax.

e proxy-address — IP-agpec nnu DNS cepsepa SSH Proxy.

MoxHo onycTuTb ntobor napameTp, KpoMe proxy-address. B atom crniyyae SSH Proxy 3anpocut atu

napaMeTpbl OTAENbHO.

Mpumep SSH-komaHAabI

ssh ivan.ivanov#ubuntu#webmaster#"system configuration"@pam

NMNoakniouyeHue K pecypcy vyepe3 PostgreSQL
Proxy

/\ NPEAYNPEXAEHUE

Ansa nogkntodeHns k pecypcy PostgreSQL TpebyeTcst otaenbHas nuueHauns.

GUI-knuenT CYB[ KoHconbHbIn kKnueHT CYBM Psql

1. OTKponTe KOHconb nonb3oBatens Indeed PAM.
2. Haxxmute MNMoka3aTb AaHHbIe OnS NoaKno4vYeHus.

3. OTkpounTte knueHT CYB[ 1 BBeanTe B ero hopmy noakodeHns aHHble, KOTOPbIE Bbl NOMYYNNY Ha

npegblayLem ware:

o Appec nogkno4veHus
o MopT noakntoyeHus
o Umsa yyeTHOM 3anucu

o Bbasa gaHHbIX No yMOIn4yaHuro

4. Ecnu B nonuTuKe ceccun BkItodeHa onuusa TpeboBaTb yKasaTb NPUYUHY NOAKITHOYEHUS, TO JOOaBbTe

K nonto Umsa y‘-IETHOﬁ 3anUuUCu TEKCT NMPUYNHbBLI NOOKITHOYEHUA.


http://localhost:3000/privileged-access-manager/3.2/licensing/#licensing-for-sql
http://localhost:3000/privileged-access-manager/3.2/user-manual/user-console/
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#sessions

Mpumep: ecnu 3Ha4veHne nons Uma yyeTtHom 3anmcm Gbino
admin@company.local#1.1.1.1#MYCOMPANY\test-admin, TO C JO6GaBNEHNEM NPUYMHBLI OHO CTAHET:

admin@company.local#1.1.1.1#MYCOMPANY\test-admin#"my reason to connect".

Ecnu ata onuus oTknoYeHa, To nponycTtuTe 3TOT Lar.

5. Beegute B hopMe NOAKNIOHEHMS Naporib CBOen ydeTHoM 3anucn PAM.

MooknioyeHUe K NPOU3BONILHOMY pecypcy

[Mpoun3BonbHbIE pecypcbl — 3TO T€ PEeCypChbl, KOTOpbIE HE 3aperncTpupoBaHsbl B cucteme Indeed PAM. 1ot
BMJ NOAKMOYEHNS AaeT BO3MOXHOCTb NoAKNioYaTbCA K MobbiM pecypcaM Mo 3apaHee onpeneneHHbIM

aaMuHuctpatopom PAM Tunam nogknoYeHun.

/\ NPEAYNPEXAEHUE

[ns nogknoyeHns K NPon3BONbHOMY pecypcy TpebyeTcsa otaenbHasi NMUEH3Ms.

1. HaxxmuTe YKasaTb agpec noakrnoveHus crnpasa OT paspeLleHuns 40 NPpOon3BOSbHOIo pecypca.

2. Boibepute Tun noaknoveHus.

(D NPUMEYAHUE
,D,OCTyI'IHbIe TUMNbl NOAKITIOYEHNA onpenendrTcd agaMUHNUCTPaToOPOM PAM npwn Bblgavye

paspeLUueHni.

3. Beeaute Aapec noakrnovYeHus.

4. B 3aBMCMMOCTM OT Bbl6paHHOI'O TuUna NoAKI4YeHnd HaxKMnUTe oA4HYy N3 KHOMOK: CKOI'IVIpOBaTb SSH-

KomaHay vnn 3arpy3utb RDP-chann ana noaknioyeHus.

() NPUMEYAHUE
Ecnun y Bac ecTb HECKONbKO paspeLLeHnii K MpoM3BONIbHOMY PECYPCY C pasHbIMU TUMAMM NOAKMYEHUNA,
a B OKHe I'Io.quoquMe K MTPOU3BOJSIbLHOMY pecypcCy B lnoJie Tun NOAKINMKYEeHUA HET HYXHbIX

BapuaHTOB, TO NpoBepbTe PacnucaHue goctyna paspeLleHui.



http://localhost:3000/privileged-access-manager/3.2/licensing/#licensing-for-adhoc

Tun nogknNtoYeHus He 0To6pa>KaeTcs| B nosne Tun noaKI4YeHUsA, eCcriv NbiTaeTeCb NOLAKMIOYNTLCS MO
pa3peLleHnio BHE YacoB, YKa3aHHbIX B PacnucaHumn AgocTtyna.

3apaHue napons npu NoAK4YeHNn

Mpv NOAKMHOYEHMM K pECYPCY Y Bac MOXET ObITb 3anpoLleH Naporb.

OTO 3HAYUT, YTO Y YYETHOW 3annCK, OT UMEHN KOTOPOW BaM NPeAOCTaBMEH AOCTYMN K Pecypcy, OTCYTCTBYET
naponb. MNoaKnYnUTLCS K PECYPCY C TaKOW YYETHOW 3anucbto Henb3s. ObpaTutech K Ballemy
agMuHucTpatopy PAM no Bonpocy NOAKMIOYEHUS K 3TOMY PECYPCY, TakK Kak TONbKO aAMUHUCTPATOP MOXET
YyCTaHOBMWTb Naporib YYETHOWM 3anuncu.

3aBepLueHne ceccum

NS 3aBepLIeHNs CECCUMN 3aKPOWTE OKHO yaaneHHOro NoAKMHYEHUs Uy BbIMAUTE N3 CUCTEMbI Ha pecypce.



ol ; KomaHgHasa cTpoka

Mopkntoyenune no SCP, SFTP, PSCP, PSFTP

DEQ WinSCP

WinSCP

'—Dﬁ—@ FileZilla

FileZilla



http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/scp-sftp-connection/command-line-scp-sftp-pscp-psftp/
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/scp-sftp-connection/winscp/
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/scp-sftp-connection/filezilla/

KomaHaHasa cTpoka

SCP

() NPUMEYAHVUE

Ha yctponcTteax nog ynpasneHnem OC Windows Server 2019, Windows 10 1809 n ctapwe komaHga

SCP BxoauT B cocTaB nNpefycTaHOBNEHHbIX B KneHTe OpenSSH.

Onsa nepegayn dannos no npotokony SCP MoxHO ncnonb3oBaTtb BCTPoeHHY B OC ytunnty SCP.
Mcnonb3ynTe cTaHO4apTHYO KOMaHAy 4SS KONMPOBaHUA, HO BMECTO apeca pecypca ykaxute agpec SSH
Proxy:

Ona OC Windows:

scp -r C:\temp\configs\ ivan.ivanov@sshproxy.indeed-id.local:/tmp

scp -r C:\nyTb_Ao NoKanbHOro_¢ainna uma_nonb3oBatena@agpec_ssh_proxy:/
nyTb_KyAa_KonupoBaTb_dain_Ha_pecypce

Ona OC Linux:

scp -r /tmp ivan.ivanov@sshproxy.indeed-id.local:/tmp

SCp -r /nyTb_J0_NoKaNbHOro_o¢aina umsa_nonb3oBaTena@agpec_ssh_proxy:/
NyTb_KyAa_KONMpoBaTb_¢ahn_Ha_pecypce

Kntoy -r 03Havaer PEeKypCcnBHOE KonmnpoesaHmne, To eCTb, €CITN yYKa3aTb OJ14 KOMNMMpoBaHUA MnMarnky, To OHa OHa
6y/:|,eT CKonuMpoBaHa NofIHOCTLH CO CBOUM COAEPKMMbIM. bes 3aToro knya MOXXHO KONMMpoBaTb TONbKO

oTAenbHble hannebl.

[Nanee, nocne ycnewHow ayTeHTUdUKauum Bbibepute HoMep pecypca ans nepegayu annos.

SFTP



Ha ycTtponcTteax nog ynpasneHmem Windows vnu Linux gna nepegayv pannoB MOXHO MCNOSb30BaTb

yTunuty sftp.
YTtoObl nepeaatb dannbi:
1. 3anycTute KOMaHAHYH CTPOKY.

2. MNopakntouunTecs k cepepy SSH Proxy:
sftp ivan.ivanov@sshproxy.indeed-id.local

3. BbibepuTe pecypc, K KOTOPOMY XOTUTE NOAKMHOYNTBCS.

4. MNMepenante gannbl C NOMOLLBIO KOMaHAb!:

put -r C:\temp\configs\ /tmp
put -r MNyTb_Ao_nokanbHblX_¢ainnoB MyTb_ao ¢ainoB_Ha_pecypce

Kntoy -r o3Havaer pPeKypcnBHOE KonnpoesaHmne, To eCTb, €CIin yKa3aTtb AJ14 KONMpoBaHUA nariky, TO OHa
OHa 6yp,eT CKonmnpoBaHa NoJfiIHOCTbKO CO CBOMM COOEPKNUMbIM. bes aToro knya MoXxHoO KonmnposaTb

TONbLKO OTAesbHble dpansbl.

PSCP

(D NPUMEYAHUE

Ansa pabotel komang PSCP n PSFTP Ha ycTponcTBe JomkeH ObiTb YCTaHOBMNEH KNneHT PuTTY.

Ha yctponcTteax nog ynpasneHnem OC Window ans nepegaym pannoB MOXHO UCMONb30BaTh YTUNUTY

pscp.

KomaHga onsa nepegaym pannos:

pscp -r C:\temp\configs\ ivan.ivanov@sshproxy.indeed-id.local:/tmp

pscp -r C:\nyTb_ao_nokanbHoro_danna uma_nonb3oBaTend@agpec_ssh_proxy:/
nyTb_KyAa_KOMMpoBaTb_¢ahn_Ha_pecypce


https://www.putty.org/

Knto4y -r o3Havaer peKkypcnBHOE KonnposaHme, ToO €CTb, €CJ1 YKa3aTb AJ1d KONMMpoBaHUA MNarnky, To OHa OHa
6y,1:|,eT CKonmnpoBaHa NoJfiIHOCTbKO CO CBOMM COOEPKNUMbIM. bes aToro kno4va MOXHO KonnpoBaTb TOJIbKO

oTaernbHble hansbl.

PSFTP

Ha yctpowctBax nog ynpasnennem OC Window gns nepegayn annos MOXHO UCNOMNb30BaTb YTUIUTY

psftp.

YTtoObl nepeagathb dannbi:
1. 3anycTute KOMaHaHY CTPOKY.
2. Beegute komaHgy psft.

3. MNopgkntountech k cepepy SSH Proxy:
open ivan.ivanov@sshproxy.indeed-id.local

4. BblbepuTe pecypc, K KOTOPOMY XOTUTE MOAKMHOUYUTLCS.

5. MNepepnanTte gansnbl C NTOMOLLbI KOMaHAbI:

put -r C:\temp\configs\ /tmp/configs
put -r MyTb_A0_nokanbHbiX_¢annoB MyTb_ Ao ¢ainnoB_Ha_pecypce

Kntou -r 03Ha4yaeT pekypCuBHOE KOMMpOBaHME, TO ECTb, ECNN yKaldaTb A4S KONMPOBaHUA Narky, TO OHa
OHa ByaeT ckonvMpoBaHa MOSTHOCTbI0 CO CBOUM COAEPKMMbIM. Be3 3Toro knrova MoXXHO KONMpoBaTb
TONbKO OTAENbHble harnbl. Takke 0693aTENBbHO HYXXHO yKasaTb UM darna, kotopoe OyaeT coxpaHeHo

Ha pecypce.



WinSCP

NoaknioyeHune Yyepes3 Wiko3 AoCTyNna

1. OtkponTte knneHt WinSCP

2. Beibepute "File protocol" SCP unu SFTP. Beegute agpec v nopT nogkntoyeHus cepeepa SSH Proxy B

nons "Host Name" n "Port number". Beeante norun 1 napons B nons "User name" n "Password".
By Login — ot

G New Site Session
File protocol:

SCP w

Host name: Port number:
|prc:xy28.udd.u:nm | | 2= |

User name: Password:

|adm | ||l|l-|lllnlulll| |

Save Iv Advanced... IV

Tools - Manage - Login I"’ Cloze Help




3. HaxxmuTte "Login" 1 BbibepuTe pecypc, K KOTOPOMY XOTUTE NOAKMYNTBECS

Server prompt: Select resource to connect to: - adm@ prowy28...

g

Connecting to host..,
Authenticating...
Using username "adm”.

Authenticating with pre-entered password,

RESOURCE  ADDRESS ACCOUNT
1 DEBRLU debru.vdd.com  DEBRUYocal
Resource;

et

~

1

Cancel Help

NMoakniouyeHne HaNpPsIMYO K pecypcy

1. I'Iepel7|,u,MTe B KOHCOJ1b MNMOfb30BaTes1d U CKOHMpyVITe CTPOKY NMOAKIIKHYEHUA K peCypcCy.

Q,  Bce pecypcul Mowck
Pecypca~ Tuns IPS$ DNS%
>  DEBRU 55H debru.wvdd.com

2. OtkponTe knueHt WIinSCP.

YuetHan

L 1]

2annck

MogxnrounTeCA

DEBRW local

CronvpoBaTe

MoaknounTeCs K LT3y 40CTyna

3. Boibepute "File protocol" SCP unu SFTP. BcTtaBbTre CTPOKY NOAKMOYEHUS B NyHKT "Host name", yganus

N3 CTPOKN KaBbIYKN U ssh. CTpOKa NnoAKn4YeHnA OoJpKHa BblrMmaAaeTb cneayrowmm o6pa30M:

adm@vdd. com#tdebru.vdd.com#DEBRU\1local##@proxy28.vdd.com



By Login — >

G New Site Session
File protocol:

S0P w

Host name: Port number:
|!adm@'udd.mm#debru.vdd.mm#DEBF‘.L.I‘I,IuEI##| | 22 = |

User name: Password:

Save - Advanced... |"l"

Tools - Manage - Login |" Close Help

4. BeeguTte cBouv naponb.

Server prompt Welcome to Indeed-ID SshProxy. - adm@vwdd.... >

Searching for host..,
ﬁ Connecting to host...
Authenticating...

Using username
"adm@vdd.com#Fdebruvdd.com#FDEERLN local#=",

Password;




FileZilla

SFTP nopgknrouyeHune K pecypcy

UTtobbl HacTpouTtb SFTP-nogkntoyeHune B knueHTe FileZilla, BoinonHuTe cnegyowmne 4encTBuns:
1. NepenguTte B File — Site Manager — New site.
2. 3anonHute pasgen General:

o Protocol: SFTP — SSH File Transfer Protocol
o Host: Agpec cepsepa SSH Proxy

o Port: MopT cepBepa SSH Proxy

o Logon Type: Interactive

o User: cTpoka nogkntoveHus, ckonnposaHHasa n3 UC ansa nogkroyeHus K pecypcey. M3 ctpokn
Tpebyetcs yaanutb "SSH" n KaBbIYKN.

General Advanced Transfer Settings  Charset

Protocol: SFTP - 55H File Transfer Protocol i

Host: debssh | Port:

Logen Type! | Interactive >
User alex.shushkin@indeed test¥debmng.indeed test¥FDEEMMNG\admlocal¥F @ debssh.indeed test
Background celor | Mone o

Comments:

] Cancel

3. Nepenaute B pa3gen Transfer Settings v BknounTe HacTporky Limit number of simultaneous
connections. YctaHoBuTe 3HadeHue napametpa Maximum number of connections pasHoe 1.



4. Haxxmute Connect.

(D NPUMEYAHUE

FileZilla He nogaoepxuBaer SCP-coeanHeHmne.



® || Icnonb3oBaHne PamSu

MpounTanTe, KaK BbINONHUTL KOMaHAY, €Crv HY>XHO sudo

== | Pa6ota c AAPM Console Tool

Otpepaktunpyite chann koHdurypaumm appsettings.json ans paéotsl ¢ AAPM Console Tool

lfjl Indeed PAM Desktop Console

O3sHakombTech ¢ onncaHnem Indeed PAM Desktop Console



http://localhost:3000/privileged-access-manager/3.2/user-manual/additional-utilities/usage-of-pamsu/
http://localhost:3000/privileged-access-manager/3.2/user-manual/additional-utilities/usage-of-aapm-console-tool/
http://localhost:3000/privileged-access-manager/3.2/user-manual/additional-utilities/usage-of-desktop-console/

Ucnonb3oBaHue PamSu

[ns BbINONHEHUA KOMaHA ¢ npuBuniernemn root, aHanormyHo sudo ncnonb3yerca kKomaHga pamsu. OTnuyne
3aKkrro4aeTcsa B TOM, YTO ayTeHTUdMKaumsa byaeTt 3anpawmsaTtbes y nonb3oatens PAM, a He

NPUBMNErMPOBaAHHON Y3 OT MMEHM KOTOPOW OTKpbITa CECCUs.

Mpumep:

[administrator@centos7su ~]$% pamsu 1ls -la /etc/ssl

Password for indeed-id\ivan.ivanov:

total 12

drwxr-xr-x. 4 root root 68 Sep 22 19:20 .

drwxr-xr-x. 75 root root 8192 Sep 22 17:49 ..

drwxr-xr-x. 2 root root 123 Sep 22 19:30 CA

lrwxrwxrwx. 1 root root 21 Sep 22 15:51 cert.pem -> /etc/pki/tls/cert.pem
lrwxrwxrwx. 1 root root 16 Nov 23 2020 certs -> ../pki/tls/certs
[administrator@centos7su ~]$%



PaboTta ¢ AAPM Console Tool

Pam.Tools.Aapm — KOHCOMnbHas yTunuTa gnsg asToMaTtu3MpoBaHHOIo nostlyvyeHus naponen nnu SSH-

Knroden yyeTHblx 3anucen NpunoxeHmnamn.

MyTb: IndeedPAM_3.2_RU\indeed-pam-tools\aapm\

HacTtpoinka KOHCONbLHON YTUNUTLI
[1ns HAaCTPOMKM KOHCONbHOW YTUNUTLI TpebyeTca oTpeaakTupoBaTtb dann appsettings.json:
Cekums Auth:

e Auth.Username — nms [NpunoxeHus.

e Auth.Password — naponb [MpunoxeHus. Ytobbl nony4nte napone, nepenante B UC — MpunoxeHus

— lMoka3aTb y4YeTHbIN AaHHbIe.
Cekumsa Endpoints:

e CoreUrl — agpec Core

e IdpUrl — apgpec ldp

NMpumep HacTpouku:

{
"Auth": {
"Username": "MyApplication",
"Password": "M3YTy;[j;q&*DrzZQS1(?Blagm$7usS+",
}s
"Endpoints": {
"CoreUrl": "https://debmng.indeed.test/core",
"IdpUrl": "https://debmng.indeed.test/idp"
}

Ucnonb3oBaHue KOHCONbHOU YTUNUTDI

Windows



[na 3anycka KOHCOMbHOM YTUIUTbLI OTKPONTE TepMuUHan, nepenaurte B nanky ¢ yTUInTOn 1 BbIMOMHUTE

komaHay .\Pam.Tools.Aapm.exe.
Bo3amoxHble napameTpsbl:

e get-accounts — NONYYNTb YYeTHbIE 3aNNCK, 515 KOTOPbIX NPUITOXXEHNE MOXET Y3HaTb YYeTHble
AaHHblE.

e get-ssh-key — nony4ntb SSH-kro4 Ansa ykasaHHOM y4eTHOW 3aruncu.

e get-password — NONy4YnTb NAPOSb YKa3aHHOW yY4ETHOM 3anmncu.

e help — nonyynTb NogpoGHYO nHdopMaumo 06 ykazaHHON KOMaHAE.

® version — nMony4ynTb HOMEP BEpCUn.
Mpymepbl KOMaHA:

e ./Pam.Tools.Aapm.exe get-password --name INDEED\IPAMADServiceOps

e ./Pam.Tools.Aapm.exe get-accounts

Linux

/\ BAXHO

Y6egutech, 4to dotnet-runtime-8.0 yctaHoBneHa.

YTo6bI 3anyCTUTb KOHCOSbHYIO YTUINUTY, OTKPOWTE TEepMUHAr, nepenauTe B nanky ¢ yTUINTOMN:

cd IndeedPAM 3.2 RU\indeed-pam-tools\aapm\

Y BbI30BUTE KOMaHAy Pam.Tools.Aapm.dll C HYXHbIM apryMeHTOM.

Mprmep ncnonb3oBaHUS:

BBop

dotnet Pam.Tools.Aapm.dll get-accounts


https://learn.microsoft.com/en-us/dotnet/core/install/linux

Indeed PAM Desktop Console

YcTaHoBKa n HaCTpOIZKa NPUNOXXeHnd NponcxoanT B COOTBETCTBUN C ,EI,OKyMeHTaLJ,I/IeVI.

Desktop Console npeactaenset cobon Windows-npunoxeHune, KOTOpoe MOXHO ncnonb3oBaTtb BMecto Web

KOHCOJ1M noJib3oBaTerns.

YUTtobbl 3anyctutb yTunnty Desktop Console, ybeauTtechb, 4TO Bbl BOLUMN B CUCTEMY C YHETHOM 3aMnUChIO
cnyx6bl KaTanoroe (B NPOTUBHOM cnyyae 3anyctute ytunuty Desktop Console oT uMeHn y4eTHOM 3anncu
nonb3oBaTens crnyxbbl kKatanoros), ABaxabl HaxXxMuTe sapnbik Indeed PAM Desktop Console, nosiBUTCA OKHO
ayteHTudukaunmn PAM. Obyumte nnn eeeagute kog TOTP. lNocne ycnelwHon ayTeHTUrkauum Bel yBuamrte

AOCTYNHble pecypcbl Ha naHenu MoaknoYeHus.

YT100bI OTKPbITL COEAMHEHWNE, ABaXObl HAXXMUTE Ha HYXXHbI pecypc (Takke MOXHO Ha)aTb NpaBOW KHOMKOW
MbILLK 1 BbIOpaTb NYHKT MeHo MoAKNIYNTLCA) 1 3aBEPLUNTL ayTeHTUdMKaUNO. Bbl MOXeTe OTKpPbITb

HECKOSbKO MOAKMYEHNN OQHOBPEMEHHO.

Dailn Bua  MHCTpyMEHTEI
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http://localhost:3000/privileged-access-manager/3.2/setup/additional-components-setup/#indeed-pam-desktop-console
http://localhost:3000/privileged-access-manager/3.2/user-manual/user-console/#authenticator-registration

AyteHTudunkauma B SSH Proxy no SSH-
KIo4vy

Monb3oBatenu moryT nogkntoyatbes K SSH Proxy no SSH-kntovam. 31o obecneymBaeT 6e3onacHbIin 1
ObIcTpbI Bxoa B SSH Proxy 6e3 HeobxoaMmocTu ncnonb3oBatb naponu. Ytobbl y3HaTh, AOCTYNEH N Ans

BacC 3TOT MeTop, ayTeHTUmKauumn, obpatmutech kK agmuHuctTpatopy PAM.

Knio4y B TekctoBomM chopmaTe

Ansa nogkntoyeHns k SSH Proxy TpebyeTtcsa creHepupoBaTh KoY U nepeaatb ero OTKPbITYHO YacTb
agmuHuctpatopy PAM. Cnocob reHepauun 3aBUCUT OT UCNOMb3YEMOro KnMeHTa Ans nogknioyveHnsa k SSH
Proxy. Npwn ncnonb3oBaHnn cmd creHepupynTe Koy ytunuton ssh-keygen. MNpu ncnonssosaHum PUTTY
creHepupynTe kntod ytunuton PuTTYgen. Mpu ncnonb3osaHnm MobaXterm nogxogut nto6on cnocob.

MeHepauusa knrova ytunuton ssh-keygen
1. CreHepupyinte SSH-kntou.
MoopepxvBaeMble anropnTMbl LUIMAPPOBAHUA KIHOYEN:

rsa-sha2-256

[e]

o rsa-sha2-512
o ecdsa-sha2-nistp256
o ecdsa-sha2-nistp384
o ecdsa-sha2-nistp521
o ssh-ed25519

v WabnoH 1 npumep koMaHabl ANs reHepaunn SSH-knova

LLla6rnoH

ssh-keygen -t <anroputm>




Mpumep

ssh-keygen -t ssh-ed25519

2. Nepepnanite agmuHucTpaTopy PAM oTKpbITbIN KoY. CTpoKa € KNo4OM OMmKHaA coaepXaTb anroputm
wncppoBaHms n kntod. ONUMoHanbHO CTPOKa MOXET coaepaTb KOMMEHTapUN, HaNnpUMep NMs
nonb3oBaTens n xocT. Npumep: ssh-ed25519 AAAACS... user@host.

3. JoxauTech, Koraa agMUHUCTPATOP HACTPOUT NoakstodeHne no SSH-knwovy.

4. MopkntoumTtecb kK SSH Proxy.

(D NPUMEYAHMUE

PekomeHnpgyetca pacnonarate SSH-kntoy B nanke .ssh. Hanpumep, C:\Users\user\.ssh ona Windows
n /home/user/.ssh ans Linux.

PekomeHgyeTcsa coxpaHaTb MMS Knroya no ymondaHuio. Hanpumep, id_rsa, id_ecdsa, id_ed25519.

Ecnu cbannel knoven pacnonoxeHbl B 4pyroM MeCTe UM X UMeHa OTNNYaloTCs OT CTaHOAPTHbIX, TO
npv nogkrntodeHnn kK SSH Proxy TpebyeTtca ykasaTb NyTb 4O 3aKpbITOro Krtoya.

FeHepauus knova ytunuton PuTTYgen

1. OTkponte PuTTYgen.

2. B none Type of key to generate Boibepute ogHo 13 3HadeHmn: RSA, ECDSA nistp-256, ECDSA nistp-
384, ECDSA nistp-521, EdDSA Ed25519.

3. Haxxkmnte Generate.
4. [iByranTte MbllWblo B nycTon obnactn okHa PuTTYgen Ao 3aBepLueHns reHepaunm Knroda.

5. Ouuctute none Key comment 1 BBeguTe B HErO MMS Nonb3oBaTens U XocT B (popmaTe user@host.
YT106bl y3HATL MMS NONb30BaTENS U XOCT, BLINOMHUTE KOMaHAy B TEpMUHane:

whoami

6. CoxpaHuTte TekcT u3 nons Public key for pasting into OpenSSH authorized keys file. 310 oTKpbIThIN

KITHO4.

7. Haxmute Save private key, 4To6bl COXpaHUTb 3aKPbITbIN KIHOY.


http://localhost:3000/privileged-access-manager/3.2/administration/ssh-proxy-via-keys-setup/
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-the-ssh-proxy

10.
11.

. Bo BcnnbiBatoLwem okHe HaxxmuTe da.

. 3agante nmsa anna, Hanpumep, key-private.

Haxmunte CoxpaHUTb.

Mepepante agMmuHuctpatopy PAM oTKpbITbIM Kntod. CTpoKa C KNKYOM AOMKHA BKNOYaTh B cebs
anropuTM WnpoBaHus, KoY, MMsa nonb3osaTtens n xocT. MNpumep: ssh-ed25519 AAAACS...
user@host.

12. JoxanTtecnb, Korga agMUHUCTPaTOp HACTPOUT MOAKNoYeHe No SSH-knouy.

13.

Mopgkntountechk K SSH Proxy.

Ceptudukar X.509

Ansa nogkntoyeHns k SSH Proxy TpebyeTtcs creHepupoBaTb cepTudmKaT C KNYOM 1 nepeaatb OTKPbITYHO

YyacTb Knoda agMmuHuctpaTtopy PAM.

1.

CreHepupynte ceptudukar X.509, B KOTOPOM OTCYTCTBYET LieMNoyKa CepTUUKaTOoB.

¥ WHCTpYyKUMSt NO reHepaumm

i. OTKponTe OCHACTKy YnpasreHue cepTugukatammn nonb3oBarenen, 3ateMm otkponte JInyHoe —
CepTtudukarsbl.

ii. Haxxmute npaBow kHomnkow Mbiwn no nanke Ceptudpmkatsl. Beibepute nyHKT Bee 3agaum —

3anpocuTb HOBLIN cepTudumKar.
iii. Haxxmnte Oanee.
iv. BeibepuTte nonutuky permctpaumm ceptudukaToB n HaxxmuTe [Janee.
v. Bbibepute ceptudumkar.

vi. Haxxmute 3asaBka.

2. JKcnopTupynte ceptudukar.

¥ VIHCTPYKUMS MO SKCMOpPTY

i. OTKponTe OCcHAcCTKy YnpaBreHue cepTudgukatammu nonb3oBarenen, 3ateMm otkpounte JInyHoe —
Ceptudumkatsol.



http://localhost:3000/privileged-access-manager/3.2/administration/ssh-proxy-via-keys-setup/
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-the-ssh-proxy

ii. HaxxmMuTe npaBon KHONKOW MbILIN HA CEPTUUKAT, KOTOPbLIN CreHepupoBarnu Ha npeabigyLem
ware. Beibepute nyHKT Bece 3agaym — Okcnopr.

iii. B oTKpbIBLLEMCS OKHE HaxxmuTe [danee.
iv. Beibepute onuuto ®annsl X.509 (.CER) B kognposke DER.
v. Beibepute pacnonoxeHue avina n 3anonHute va cdanna. Haxmute Janee.

Vi. I'IpOBepre BBeEHHble AaHHble N HaxXmuTe [0TOBO.

3. Nepepante agmuHuctpatopy PAM cainn ¢ ceptudpmukatom. lNogaepxusaemble paclumpeHns amna:
PEM, DER, CRT.

4. loxantech, Korga agMUHUCTPATOP HAaCTPOUT NOAKNoYeHne No SSH-kntouy.

5. Mogkntountecb K SSH Proxy.


http://localhost:3000/privileged-access-manager/3.2/administration/ssh-proxy-via-keys-setup/
http://localhost:3000/privileged-access-manager/3.2/user-manual/connection-to-the-resource/rdp-ssh-sql-connection/#connection-to-the-ssh-proxy

Y
L@l NMpobnemsbl ¢ cepTudmnkaTom

Yrto genatb, ecnu CepTVI(bVIKaTbI UCTEKINMN Unn nx HeO6XO,El,VIMO 3aMeHNTb

Jlorn
/

KonuyectBo rnaB: 3

% TexHU4YecKas nogaepxka

Kak cosnatk obpalleHue B NoaaepkKy



http://localhost:3000/privileged-access-manager/3.2/problem-solving/certificate-problems/
http://localhost:3000/privileged-access-manager/3.2/problem-solving/logs/
http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/

[Mpobnembl ¢ cepTudmnkaTom

Ceptudumkat obecnevnsaet 3awmuieHHoe HTTPS-coegmnHeHnune. Ecnun ¢ cepTudmnkaTtoMm BO3HUKAOT
npobnembl, 6pay3ep He MOXET rapaHTMpoBaTb 6e30nacHbI 0OMEH AaHHbIMK C CEPBEPOM, a PUCK NepexeaTta

[aHHbIX BO3pacTaeT.
Korga HeobxoaMmo 3aMeHnUTb cepTUduKar:

e VI3mMeHeHue aaHHbIX — B cepTudmkaTe ykasaHbl yCTapeBLUME JaHHble, Hanpumep, AOMEHHOE NMS,

SAN (Subject Alternative Names) nnn IP-agpec cepsepa.
Ecnun octaButb ctapbin ceptudukar, pabota ¢ PAM ctaHeT HEBO3MOXHaA.

L KomnpomeTame NPMBATHOIO KIllo4a cepBepa — KIkoY CTaHOBUTCA U3BECTEH N MOXET ObITb

NCMonb30BaH TPETbUMU NULLAMUN.
3amMeHuTe cepTuUdMKaTbl, aXe ecrnun X CPOK OENCTBUS ELLE HE UCTEK.

* WcTek cpok aencremst — Hambonee pacnpocTpaHeHHas NpUYnHa CMeHbl cepTudunkaTa.
PekomeHayem MeHATb cepTudurKaTtbl O UCTEHEHUS CpoKa AencTteus, nHadye PAM cTaHeT HedocTyrneH, a

coeanHeHne HebesonacHbIM 4SS Nofib3oBaTenen.

v Kak npoBepuTb CPOK AENUCTBUSA cepTudukara?

Ecnu koHconb nonb3oBaTens unn agMmMHUCTpaTopa He OTKPLIBAETCS, a B afpeCHON CTpoKe
Gpaysepa otobpaxaeTcs owmnbka He 3awmweHo nnn HebesonacHo, NpoBepbTE CPOK AENCTBUSA
cepTudukarta. HaxxmuTe Ha npeaynpexaeHne B agpecHon CTpoke Ballero 6paysepa:

o Microsoft Edge: nepenignte HebesonacHo — lMogkntovyeHne K 3ITOMy CanuTy He 3alULLEeHO

L&
o Google Chrome: nepengnte He 3awmweHo — CBeaeHus o ceptudmkare.

o AHpekc bpaysep: nepengute He sawumweHo — lNMogknroyeHne He 3aWULEHO —

HepenctButenbHbIN cepTUdUKaT.

KopHeBou ceptudukar YU

KopHeBown ceptudumkat YL Heobxoanmo 3ameHnTb Ha Bcex cepBepax PAM, Bkntoyas 6anaHCUpPOBLLMK

Harpy3ku.



Ceptudmkat gomkeH 6biTb B dpopmate PEM ¢ kognposkon Base-64 v ncnonb3oBaTtb anroputM nNognmcu
SHA-256. Npn 3ameHe cepTUdMKATOB COXPaHANTE NCXOOHbIE MMEHA (halnnoB.

(D NPUMEYAHUE

Ecnn HoBbIV cepTudmkat YL cosgaetcs ¢ Temu e 3aKkpbITbiIMU KIto4amMu, 3aMeHa cepTudukaToB B
nHctannaumum PAM He Tpebyetcs. [Npu cosgaHum cepTudpmkaTta ¢ HOBOM nNapon knioven, Heobxoanmo
3aMeHUTb BCe paHee BblgaHHble cepTudmKaTbl BO BCen HCTannsaumm PAM.

Windows Linux

1. DKCNopTUpPYITE KOPHEBOW cepTuduKaT Ges 3aKpbITOro Kro4a ¢ pacluMpeHuem .cer unm .crt.

2. HaxxmunTe npaBkom KHOMKOW Ha hann ceptudumnkaTa u B KOHTEKCTHOM MEHHO

BblbepuTe Install Certificate (YcraHoBuTb cepTudumkar).

3. B macTtepe nmnopta ceptudukaToB Ans napametpa Store Location (PacnonoxeHue xpaHunuuia)

Bblbepute Local Machine (JlokanbHbi komnbtloTep) n HaxmuTe Next (danee).

4. BoibepuTte Place all certificates in the following store (lMomecTntb Bce cepTudmkaTsl B cnegytoLlee

XpaHunuwie) n Haxmute Browse (O630p).

5. B otkpbiBleMcs okHe BblbepuTe Trusted Root Certification Authorities ([loBepeHHble KOpHEBLIE

LUeHTpbl cepTudmkaumm) n Haxmmte OK.
6. HaxxmuTte Next (Janee).

7. B okHe nogTBepxaeHus HaxxmuTte Finish (FoToBo).

CepTudukart cepBepa

3ameHuTe cepTudmKaTtbl Ha LeneBom cepBepe. HoBble cepTudukaThbl 4OMKHbI COOTBETCTBOBATL

TpeboBaHMAM N COXPaHATb NCXOAHbIE MMEHa dhannoB.

Windows Linux

1. QkcnopTupynTe cepTudukaT cepaepa C 3aKpbITbiM KNo4YoM B hopmate .pfx.

2. PasmecTtuTe ceptuduKaT cepBepa B NnYHble cepTugunkatbl KOMNbOTEPA:


http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/certificates/

10

i. HaxxmmTe npaBkon KHOMKOW Ha hann ceptudumkaTa u B KOHTEKCTHOM MeHI0 BblibepuTte Install
Certificate (YctaHoBuTb cepTudumkar).

ii. B mactepe umnopta ceptucumkatos ana napametpa Store Location (PacnonoxeHune xpaHunuiia)
BblbepuTe Local Machine (JlokanbHbin komnbtoTep) n Haxxmute Next (Janee). Beegute naponb ot

cepTtudukara.

iii. BoibepuTte Place all certificates in the following store ([TomectTuTb Bce ceptudukatel B
cnegywollee xpaHunuiie) n Haxmute Browse (O630p).

iv. B oTkpbiBLEMCs okHe BbiGepute Personal (JluyHoe) un HaxxmuTe OK.

v. B okHe nogTBepxxaeHna Haxmute Finish (FToToBo).

. 3anyctute lIS Manager (Qucnetyep cnyxo IIS).

. Ha neson naHenn Connections ([NogkntoyeHuns) packponte <FQDN cepsepa> — Sites (Caintbl) —
Default Web Site.

. Boibepute Default Web Site n Ha npaBon naHenn Actions (denctsue) Haxxmute Bindings (IMpuessku).

. B oTkpbIBLUEMCS OKHE ANs BCcex NpuBA3oK ¢ TunoM HTTPS 1 noptom 443 BbINOMHUTE 3aMeHY
cepTudukara:

i. Beibepute npmeasky n Haxmute Edit (3meHUTb).

ii. B oTkpbIBLUEMCS OKHE HaxmuTe Select (BboibpaTb) n BbibepuTe MNOPTUPOBAHHBINA CEPTUdUKAT.

. Nocne 3ameHbl cepTudukaToB Ha nesou naHenn Connections (MoagknoyeHNs) HaxxMUTe
Ha FQDN cepsepa.

. Ha npaBou naHenu Actions (Jencteue) Haxmute Restart ([Nepesanyctnts).

. OTKpounTe ¢ npaBamMun agMuHUCTpaTopa KoHUrypaunoHHeii dpann C:\Program Files\Indeed\Indeed
PAM\Gateway\Pam.Gateway.Service\appsettings.json

. B cekummn Kestrel gns napamerpa Subject ykaxuTe 3HadyeHue Subject HOBOro ceptudumkara.

v CTpyKTypa KOHGUrypaunoHHoro dganna

"Kestrel": {
"Endpoints": {
"HttpsInlineCertStore": {




"Url": "https://0.0.0.0:5443",
"Certificate": {
"Subject": "dc.indeed.local", // Ykaxume 3Ha4yeHue u3 HoBozco
cepmuguxkama
"Store": "My",
"Location": "LocalMachine",
"AllowInvalid": "False"

Ecnn B HoBOM cepTudukate B none SAN He ykasaH IP-agpeca cepBepa, uaMeHnTe KoHurypaumto

ProxyApp:

o OTkponTe KoHUrypaumoHHbin ann C:\Program Files\Indeed\Indeed
PAM\Gateway\ProxyApp\appsettings.json

o B cekunn GatewayService 3amenute IP-agpec Ha nmsa cepsepa B dpopmate FQDN.

v CTpyKTypa KOH(urypaLmoHHoro carmna

"GatewayService": {
"Url": "https://dc.indeed.local:5443" // Ykaxume uma cepBepa 6 ¢opmame FQDN

Ceptudmkar cepBepa aocryna RDS

YnpaeneHue ceptudukatammn cepsepa goctyna RDS npoucxoaut B Server Manager (Qucnetyep

cepBepOB), TaK KaK OHU UCNOJb3YyKTCA ClieyrwmnmMn CJ'Iy)K6aMVIZ

o [locpegHuk nogknoyeHn Kk yganeHHoMy paboyemy ctony: BkntoveHne eguHoro sxoga (RD Connection
Broker: SSO).

o [locpeaHuk NoakNYeHnn K yganeHHomy pabovemy ctony: nyonukaumsa (RD Connection Broker:
Publishing).

YTo6bI 3aMeHNTb cepTUduKar:



1

12.
13.

. KCcnopTnpynTe ABa ceptudurkata cepBepa C 3akpbITbiM KItlo4oM B doopmare .pfx.

CepTVICbI/IKaTbI OOJIMKHbI COOTBETCTBOBATb Tpe6OBaHMFIM.

. OTkponTe Server Manager (Jucnetyep cepBepoB).
. Nepenante B Remote Desktop Services (Crniyx6a yganeHHbIx paboynx cTonos).

. B okHe Deployment Overview (O630p pa3sepTbiBaHnd) HaxxmuTe Tasks (3agayun) 1 13 BeinagaroLLero

cnucka Bblbepute Edit Deployment Properties (M3ameHnTb CBOMCTBA pa3BepTbiBaHUS).

. B oTkpbiBLIEMCSA OKHe BbibepuTe CepTudukarnl (Certificates).

. B okHe Role Service (Cnyx6bl ponen) Boibepute RD Connection Broker - Enable Single Sign On

(MocpeaHvK NOAKNOYEeHWI K yaaneHHoMy pabodemy CTony: BKIOYEHME eanHOro BXo4a B cUCTEMY).

. Haxmute Select existing certificate... (BbibpaTb cywiecTBytowmin ceptudgumkar).

. Beibepute Choose a different certificate (Boibepute gpyron ceptudukar) n Haxmute Browse

(O630p).

. B oTkpbIBLLEMCS OKHE BbIGEpUTE MMNOPTUPYEMBIN cepTudukat n Haxxmute Open (OTKPbITb).

10.

B none Password ([laponb) BBeguTe napornb oT ceptudumkaTa.

. BknrouuTte onumto Allow the certificate to be added to the Trusted Root Certification Authorities

certificate store on the destination computers (Paspewnts gob6aBneHne ceptudukara B XpaHunuLie
«[JoBepeHHble KOpHEBbLIE LIEHTPbl CepTUdUKaLMM» Ha KOHEYHbIX KOMMbOTEpPax).

Haxmute OK n Apply (MpyMmeHnTs).

MoBTopuTe gencteusa 6-12 ons cnyx6el pornern RD Connection Broker - Publishing (MocpegHuk
NOAKMIOYEHU K yaaneHHoMy pabovemy ctony: nybnukaums).


http://localhost:3000/privileged-access-manager/3.2/preparation-for-installation/certificates/

COGop noroB cepBepHbIX KOMMOHEHTOB
/

Jlorn Core Server, IDP, MC, UC, Log Server, Gateway, ProxyApp, SSH Proxy, PostgreSQL Proxy n RDP Proxy

COop noroB KIIMEHTCKUX KOMMNOHEHTOB
/

Jlorn PamSU un Desktop Console

C6op nporpaMmMHbIX NOros

Jlorn 6paysepa, Indeed PAM Agent, Indeed ESSO Agent n Indeed Admin Pack



http://localhost:3000/privileged-access-manager/3.2/problem-solving/logs/main-module-log/
http://localhost:3000/privileged-access-manager/3.2/problem-solving/logs/client-module-log/
http://localhost:3000/privileged-access-manager/3.2/problem-solving/logs/program-log/

COop noroB cepBepPHbIX KOMMOHEHTOB

YpOBHU normpoBaHus

B 3aBMCUMOCTM OT TOro, HACKOJSIbKO n0/:|,po6Hy+o I/IH(*)OpMaLI,I/II-O o p860Te KOMIMOHEHTAa HY>XXHO NOJNy4nTb,

MOXXHO 3aaTb pa3Hble YPOBHU normpoBaHus. OHU OnpeaensitoT, HAaCKONbKO BaXkHasi U noapobHas

nHpopmauna byaet 3anncbiBaTbCA B Nor-gpanbl. 3TO NO3BONAET PUNLTPOBAThL U aHaNM3NPoBaTh oMM

bonee ahdeKTMBHO.

PekomeHayeTca ncnonb3oBaTb YPOBEHb NIOrMpoBaHus Trace, kak Hanbonee MHPOPMaTUBHBIN.

¥ YPOBHU NOrMpoBaHus
YpoBeHb MopsakoBbIN
norMpoBaHus HOMep
Trace 0
Debug 1
Info 2
Warn 3

CtporocTtb norupoBaHusi

Haunbonee noapobHbI ypOBEHb.
3anuceiBaeTcsa BCA MHopMaums o npoleccax paboTsl

KOMMOHEHTAa, B TOM Yucne getann o BbidoBax metogoB API.

3anucbiBaloTca NogpobHOCTH 0 xoae paboTbl KOMMOHEHTA,
3Ha4YUMble NEPEMEHHbIE N ApYyrne AaHHble, KOTOpble MOryT
ObITb NONE3HLIMK MPU OBHAPY>XEHMUX U UCNPaBNEHUN
OLUMOOK.

3anncbiBaoTCA MHPOPMAaLMOHHbIE COOOLLIEHNS, KOTOPbIE
ONoBELLaloT 0 HOPManbHOM PYHKLMOHUPOBaHWUM
KomnoHeHTa. OHM MOryT BKIOYaTb Takme cobbiTus, Kak
3anyck unuv 3aesepLueHne npoLeccos, pefakTupoBaHue
npodunis nonb3oBartens u apyrue.

3anucbiBatoTca NpeaynpexaeHvs n yBegomneHns o
noTeHuunarnbHbIX OLWMOKaX U BHELUTATHbIX CUTYaLusX.
CobbITNA He ABNAITCA KPUTUYECKUMU, HO TPeByroT

BHMMaHUS. [py 3TOM KOMMNOHEHT MOXET NpoaoskaTb padoTy.



YpoBeHb MopsiakoBbLIN
CtporocTtb normpoBaHus
norvpoBaHus HOMep

3anucbiBaloTCA OLWMOKK, NoBnekLwme 3a cobomn
£ y HEKOPPEKTHYO paboTy KOMMOHEHTA NN BO3HUKHOBEHMWE
rror
cepbesHbIx Npobnem. Jlorn ykasbiBatoT Ha Npodnemsl,

KOTOpble Tpe6leT BMellaTernbCTBa U UcrnpaBneHns.

HanmeHee nogpobHbI ypOBEHb NOTMPOBAHUS.
3anucbiBaloTCH TONBKO CaMble KpUTUYECKMe OLNBKN 1
npobnemsbl, KOTOpblE NPUBOAAT K HEMELNEHHOMY

Fatal S 3aBepLUEeHNI0 paboTbl KOMMOHEHTA UK APYTMM CEPbE3HbIM
nocnencteusaMm. Jlorn obblMHO 03HaYarT cepbesHble coowu,
KoTopble TpebyoT HeMeNeHHOro BMeLLaTeNbCTBa U

ncnpasrieHns.

COGop noroB CKpunTa yCTaHOBKU

CkpuvnT ycTaHoBKM run-deploy.sh MOXeT npepBaTbCA C owmMbkon. B aToM cnyyae Hy>XHO oTnpaBuTb ansbl ¢

fioramMy B TEXHUYECKYH NOAOEPXKKY.

PacnonoxeHune cannos ¢ noramu: IndeedPAM_3.2_RU/indeed-pam/logs/web-wizard/

Mpumep ownbGKK ckpunTta

Failed: Anable playbook returned error code: 2

Co6op noroB Indeed PAM Core

Windows Linux

BknroyeHue norupoBaHus


http://localhost:3000/privileged-access-manager/3.2/problem-solving/tech-support/

1. OTKponTe C NpaBaMu agMUHUCTpaTopa KOHMUIypaLMOHHbIA chann
C:\inetpub\wwwroot\core\appsettings.json

2. insa cekumn NLog B NapameTpe variables ycTtaHoBuTE:

o Ons Kknw4ya minlevel 3HadveHue Trace

o ansa kno4va dbMinLevel 3HaveHue Trace

Mpumep
"NLog": {
"variables": {
"minLevel": "Trace",
"dbMinLevel": "Trace",

"maxArchiveFilesPerCategory": 23

3. CoxpaHuTe chann.
Mocne pegakTnpoBaHus KOHGUrypaunoHHoro danna nepesanyctute cepsep |IS:
1. 3anyctute PowerShell ot umeHn agmunHucTparopa.

2. 3anyctute |IS Manager:

start inetmgr

3. HaxxmunTe Ha HyXHbI cepBep Ha IeBOM NaHernu.
4. Haxmute Restart ([epesanyctntb) Ha npaBown naHenu.
C6op noros

1. Ouuctute cywectaytowme norn cepsepa Indeed PAM Core B nanke C:\inetpub\wwwroot\core\Logs
2. Bocnipounsseaute npobnemy.

3. Co6epMTe apxuB C noramMmu n oTnpaBbTe B TEXHNYECKYIO NOAOEPXKKY. OnuwunTe gencrTemna nonb3oBaTens

N yKaknte TOMHOE BPeMsi BOCMpou3BeaeH st Npodnems.



Co6op norosB Indeed PAM IDP

Windows Linux

Bknio4yeHue normpoBaHus

1. OTKponTe C NpaBamMu agMUHUCTpaTopa KOHMUIrypaLMOHHbI chann
C:\inetpub\wwwroot\idp\appsettings.json

2. insa cekumn NLog B NapameTpe variables ycTtaHoBuTE:

o Ons knw4ya minlevel 3HadeHwue Trace

o Ons krno4va dbMinLevel 3HayeHue Trace

Mpumep
"NLog": {
"variables": {
"minLevel": "Trace",
"dbMinLevel"”: "Trace",

"maxArchiveFilesPerCategory": 23

3. CoxpaHute chann.

[Mocne pegakTnpoBaHus KOHGUrypaunoHHoro danna nepesanyctute cepsep |IS:

1. 3anyctute PowerShell ot uMmeHn agmunHucTparopa.

2. 3anyctute |IS Manager:

start inetmgr

3. HaxxmunTe Ha HyXHbI cepBep Ha NeBOM NnaHernu.

4. Haxxmute Restart ([epesanyctntb) Ha npaBown naHenu.

C6op noros



1. Ounctute cywectytowme norn Indeed PAM IDP B nanke C:\inetpub\wwwroot\idp\Logs

2. Bocnpoussegute npobnemy.

3. CobepuTte apx1B C oramu 1 oTnpaBbTe B TEXHUYECKYHO NoaAepXkKy. OnuwnTe AencTBMSA Nonb3oBaTtens
N yKaknte TOMHOE BPeEMsi BOCMPOU3BeAEHMS Npobnems.

C6op noros Indeed PAM Management Console

Windows Linux

Bknio4yeHue normpoBaHus

1. OTKponTe C NpaBamMu agMUHUCTPaTopa KOHMUIrypaLMOHHbI chann

C:\inetpub\wwwroot\mc\assets\config\config.prod.json
2. [Ins cekumn NLog B nmapameTpe variables ycTaHOBMUTE:

o Ans kno4va minlevel 3HayeHue Trace

o AN Knw4va dbMinLevel 3HadeHue Trace

Mpumep
IINLOg": {
"variables": {
"minLevel": "Trace",
"dbMinLevel": "Trace",

"maxArchiveFilesPerCategory": 23

3. CoxpaHute chann.
[Mocne pegakTnpoBaHus KOHGUrypaunoHHoro danna nepesanyctute cepsep IIS:
1. 3anyctute PowerShell ot uMeHn agmunHucTparopa.

2. 3anyctute |IS Manager:



start inetmgr

3. HaxxmunTe Ha HyXHbI cepBep Ha NeBOu NaHernu.
4. Haxmute Restart ([epesanyctntb) Ha npaBown naHenu.

C6op noros

1. Ouuctute cywectsytowme norn Indeed PAM Management Console B nanke
C:inetpub\wwwroot\mc\Logs

2. Bocnpoussegute npobnemy.

3. COGGpVITe apxuB C nnoramMmu 1 oTnpaBbTe B TEXHNYECKYIO NOALEPXKKY. OnuwunTe gencrTemna nonb3oBaTens

N yKaXknte TOMHOE BPeMsi BOCMPOU3BeAEHMS Npobnems.

Coop noroB Indeed PAM User Console

Windows Linux

BkniovyeHue normpoBaHus

1. OTKponTe C NpaBamMu agMUHUCTPaTopa KOHMUIypaLMOHHbI chann
C:inetpub\wwwroot\uc\assets\config\config.prod.json

2. insa cekumn NLog B NapameTpe variables ycTtaHoBuUTE:

o Ons knw4ya minlevel 3HadveHue Trace

o Ansa kno4va dbMinLevel 3HaveHue Trace

Mpumep
IINLOgII: {
"variables": {
"minLevel": "Trace",
"dbMinLevel": "Trace",

"maxArchiveFilesPerCategory": 23



3. Coxpanute chann.

lMocne pegakTnpoBaHus KOHGUrypaunoHHoro danna nepesanyctute cepsep IIS:
1. 3anyctute PowerShell ot nmeHn agmuHucTpartopa.

2. 3anyctute IS Manager:
start inetmgr

3. HaxxmunTe Ha HyXHbI cepBep Ha NeBOou NaHesnu.
4. Haxxmute Restart ([lepe3anyctntb) Ha npaBow naHenu.
C6op noros

1. Ounctute cywectsytowme norn Indeed PAM User Console B nanke C:\inetpub\wwwroot\uc\Logs
2. Bocnpoussegute npobnemy.

3. CobepuTe apxuB C fioramu 1 OTNPaBbTE B TEXHUYECKYIO NoAAepKKy. OnuiumTe encTBusa nonb3oBaTenst
N YKaXknte TO4HOE BpeMs BOCNpomn3BeaeHnsa npobnemsi.

C6op noroB Indeed PAM Log Server

Windows Linux

BknroyeHue norupoBaHus

1. OTkponTe C NpaBaMu agMUHUCTPATOPa KOHMUrypauMoHHbIN dain

C:inetpub\wwwroot\Is\appsettings.json
2. ins cekumn NLog B napameTpe variables ycTaHOBMUTE:

o Ons Kno4va minlevel 3HayeHue Trace

o anga knova dbMinLevel 3HadveHue Trace

Mpumep



"NLog": {
"variables": {
"minLevel": "Trace",
"dbMinLevel": "Trace",
"maxArchiveFilesPerCategory": 23

3. CoxpaHute cann.

Mocne pegakTnpoBaHus KOHGUrypaunoHHoro danna nepesanyctute cepsep IIS:
1. 3anyctute PowerShell ot umeHn agmunHucTparopa.

2. 3anycrtute IS Manager:
start inetmgr

3. HaxxmunTe Ha HyXHbI cepBep Ha NeBOu NaHersnu.
4. Haxmute Restart ([epesanyctntb) Ha npaBown naHenu.
C6op noros

1. Ounctute cywectsytowme norn Indeed PAM Log Server B nanke C:\inetpub\wwwroot\Is\Logs
2. Bocnipounsseaute npobnemy.

3. CobepuTe apxvB C ioramu 1 oTnpaBbTe B TEXHUYECKYIO noaaepkky. Onvwnte gencTems nonb3oBartens
N yKante TO4HOE BPeMsi BOCMpou3BeaeH st Npodnems.

Coop norosB Indeed PAM Gateway Service

Windows Linux

BknroyeHue norupoBaHus

1. OTKponTe C NpaBamMu agMuUHUCTpaTopa KoHpurypaumoHHeli doann C:\Program Files\Indeed\Indeed

PAM\Gateway\Pam.Gateway.Service\appsettings.json

2. ins cekumMn NLog B nmapameTpe variables ycTaHOBMUTE:



o Ons Kno4va minlevel 3HayeHue Trace

o Ans knto4ya dbMinLevel 3HauveHue Trace

Mpumep
llNLogll: {
"variables": {
"minLevel": "Trace",
"dbMinLevel": "Trace",

"maxArchiveFilesPerCategory": 23

3. CoxpaHute dann.

Mocne pegakTnpoBaHus KOHGUrypaunoHHoro danna nepesanyctute cepsep |IS:
1. 3anyctute PowerShell ot umeHn agmuHucTparopa.

2. 3anyctute IS Manager:
start inetmgr

3. HaxxmunTe Ha HyXHbI cepBep Ha NeBOM NaHersnu.
4. Haxxmute Restart ([epesanyctntb) Ha npaBown naHenu.
C6op noros

1. Ounctute cywectsytowme norn Indeed PAM Gateway B nanke C:\Program Files\Indeed\Indeed
PAM\Gateway\Pam.Gateway.Service\logs

2. BocnipousseauTte npobnemy.

3. CoGepMTe apxuB C noramu 1 oTnpaBbTe B TEXHNYECKYIO NOALOEPXKKY. OnuwunTe gencrTemna nonb3oBaTens

N YKaXnUTe TOHHOE BpeEMA BOCNpoOn3BeaeHUA I'IpOGJ'IGMbI.

C6op noroB Indeed ProxyApp

BknroyeHue niormpoBsaHusA



1. OTkponTe c NpaBaMu agMUHUCTpaTopa KoHpurypaumoHHeln dpann C:\Program Files\Indeed\Indeed
PAM\Gateway\ProxyApp\appsettings.json

2. insa cekumn NLog ans kntoda defaultMinlLevel ycTaHoBuTe 3HayeHue Trace.

Mpumep

"NLog": {
"variables": {
"defaultMinLevel": "Trace",
"maxArchiveFilesPerCategory": 23

3. CoxpaHute dann.

lMocne pegakTMpoBaHust KOHGUIypaunoHHOro danna nepesanyctunte crnyxoy:
Restart-Service -Name Pam.Service -Force

C6op noros

1. Ounctute cywectsytowme norn Indeed PAM Gateway B nanke C:\Program Files\Indeed\Indeed
PAM\Gateway\ProxyApp\logs

2. BocnipousseauTte npobnemy.

3. COGGpMTe apxuB C noramn n oTnpaBbTe B TEXHNYECKYIO NOAOEPXKKY. OnuwunTe gencreunsa nonb3oBaTtens
N YKaXnte ToO4HOE BpeMA BOCNpon3BegeHnA I'IpO6J'IeMbI.

C6op noros Indeed PAM SSH Proxy

BknroyeHue norupoBaHus

1. OTKponTe C NnpaBamu agMMHUCTPaTopa KOHurypaumoHHbii dann /etc/indeed/indeed-pam/ssh-
proxy/appsettings.json

2. Inqa kntoya LoglLevel ycTtaHOBUTE 3HadYeHue Trace.

Mpumep



"LoglLevel™: "TRACE",
"LogStream": "FILE",
"MaxLogFiles": 100,
"MaxLogFileSize": 10000000,

3. CoxpaHute chann.

4. MNMepengute B Nanky co ckpuntamm PAM un BbiINnonHUTE nepesanyck KOMMOHEHTa:

cd /etc/indeed/indeed-pam/scripts/

bash restart-pam.sh ssh-proxy

C6op noros

1. Ouuctute cywectsytowme norn Indeed PAM SSH Proxy B narnike /etc/indeed/indeed-pam/logs/ssh

2. Bocnipouaseaute npobnemy.
3. CobepuTe apxuB C fioramu 1 OTNpaBbTE B TEXHUYECKYIO NoaaepXKy. Onuwwimte encTeus nonb3oBaTens

N YKaXnte ToO4HOE BpemMsA BOCNpon3BeeHUA I'Ip061'leMbI.

C6op noroB Indeed PAM PostgreSQL Proxy

BknroyeHue norupoBaHus

1. OTKponTe C NpaBamMu agMuMHUCTpaTopa KOHUrypaumoHHbli dann /etc/indeed/indeed-pam/sql-

proxy/appsettings.json

2. [ins knoya LoglLevel ycTtaHoBuTe 3Ha4yeHue Trace.

Mpumep

"LoglLevel": "TRACE",
"LogStream": "FILE",
"MaxLogFiles": 100,
"MaxLogFileSize": 10000000,



3. CoxpaHute chann.

4. MNepengute B Nanky co ckpuntamm PAM u BbinonHUTE nepesanyck KOMMOHEHTa:

cd /etc/indeed/indeed-pam/scripts/

bash restart-pam.sh sql-proxy

C6op noros

1. Ounctute cywectsytowme noru cepsepa Indeed PAM Core B nanke /etc/indeed/indeed-pam/logs/sql

2. Bocnipousseaute npobnemy.
3. CobepuTe apxmB C noramu 1 oTnpaBbTe B TEXHUYECKYIO nogaepkky. Onvwnte gencTems nonb3oBarens

N YKaXnUTe TO4YHOE BpeEMA BOCNpoOn3BeeHUA I'Ip06J'IeMbI.

C6op noros Indeed PAM RDP Proxy

BkritoyeHue niormpoBsaHusA

1. OTKponTe C NnpaBamu agMMHUCTpaTopa KOHUrypaumoHHbli dann /etc/indeed/indeed-pam/rdp-

proxy/appsettings.json

2. [ins knova LoglLevel yctaHoBuTe 3Ha4yeHue Trace.

Mpumep

"LoglLevel": "TRACE",
"LogStream": "FILE",
"MaxLogFiles": 100,
"MaxLogFileSize": 10000000,

3. CoxpaHute chann.

4. MNepengute B Nanky co ckpuntamm PAM u BbiInonHUTE nepesanyck KOMMOHEHTa:

cd /etc/indeed/indeed-pam/scripts/



bash restart-pam.sh rdp-proxy

C6op noros

1. Ouuctute cyuwiectaytowme noru cepeepa Indeed PAM RDP Proxy B nanke /etc/indeed/indeed-
pam/logs/rdp

2. Bocnpoussegute npobnemy.

3. CobepuTe apxuB C fioramu 1 OTNpPaBbTE B TEXHUYECKYIO NOAAEPXKKY. OnuiumMTe encTBusa nonb3oBaTens
N YKaXXnTe TO4HOE BpeMs BOCNpomn3BeaeHnsa npobnemsi.



COop noroB KIUEHTCKNX KOMMOHEHTOB

Co6op noroB Indeed PAM PamSU

BknroyeHue nornpoBaHus
1. OTKponTe C NpaBamMu agMUHUCTpaTopa KOHMUrypaLumoHHbli cann /etc/pamsu.conf

2. Hangwnte ctpoky Set log_level u ykaxute ypoBeHb INFO:

# Log level is minimum level of logging
# You can choose beetween

# INFO, WARN ERROR and FATAL

Set log _level INFO

3. CoxpaHuTe chann.
C6op noros

1. Ouuctute cywectaytowme norn cepsepa Indeed PAM PamSU B nanke /opt/Indeed-PAM/pamsu/logs/

2. Bocnpoussegute npobnemy.

3. Co6epMTe apxuB C noramu n oTnpaBbTe B TEXHNYECKYIO NOALOEPXKKY. OnuwunTe gencrTemna nonb3oBaTens
N YKaXnTe TO4HHOE BpeEMA BOCNpOn3BeOeHUA np06ne|v|b|.

Co6op noros Indeed Desktop Console

BknroyeHue niornpoBsaHusA

1. OTtkponTe npunoxexne Indeed Desktop Console oT nmeHn agmuHucTpartopa.

. Haxxmute UHCTpyMeHTBbI 1 Nnepengute B pasgen Onuuum.

. Mepengute B pasgen YBeaoMsieHUsA B NIEBOM MEHHO.

. Bknrounte onuuio Log to application directory n octasste nyTb MO yMONYaHUIo.

. Bkntouunte yposHu nornposaHuns Debug, UHdopmaums, MpeaynpexaeHns n Ownoku.

. Haxkmute OK.

~N OO o A WDN

. Mepesarpysute npunoxeHne Indeed Desktop Console.



C6op noros

1. Ounctute cywectsytowme norn Indeed PAM Gateway B nanke

C:\Users\Ums_nonb3oeamens\AppData\Roaming\Indeed PAM Desktop Console
2. Bocnipouaseaute npobnemy.

3. CobepuTe apxmB C nioramu 1 oTnpaBbTe B TEXHUYECKYIO noaaepkky. Onvwnte gencTems nonb3oBartens
N YK@XXUTE TOYHOE BPEMSI BOCNPOU3BEAEHUSI NPOBNEMbI.



COop nporpamMMHbIX FIOroB

Indeed-ld GetLog

MpunoxeHue Indeed-ld GetLog npegHasHa4YeHo Ans nokanbHOro U yaaneHHoro cbopa nporpamMmMHbIX JIOroB

KOMIMOHEHTOB.

¢ Indeed PAM Agent
e Indeed ESSO Agent
¢ Indeed Admin Pack

Mepen Bocnpou3BeneHNeM nNpobrembl O4MCTUTE CYLLIECTBYOLLME IO B Narnke
C:\Windows\System32\LogFiles\Indeed-ID

NMoaknioyeHUe K KOMNbIOTEPY

1. OTtkponTe yTUnuTy Indeed-ld GetLog oT nmeHn agmuHucTpartopa.

2. Beegute DNS-umsa nnu IP-agpec yganeHHoro komnstotepa B norie Computer.
UTo6bI NOAKMOYNTBCS K SIOKanbHOMY KoMnbloTepy, BBeauTe localhost unn 127.0.0.1.

3. Haxxmute Connect.

O NOOCKA3KA

UTo6bl NOAKMYNTBCS K YaaneHHoOMY KomnbtoTepy noa ynpaeneHnem Windows 7 v Bbiwe, ybeantecs,
YTO Ha yoaneHHOM KOMMbIoTepe 3anyLeHa 1 He 3abnoknpoBaHa cnyxba VIHCTpymeHTapuin ynpasneHus

Windows (WMI) (Windows Management Instrumentation).

OCHOBHbIe geucTBuUSA
NMocne NOAKIMKOYEHNA K KOMMNbIOTEPY:

1. HaxxmuTte Enable Log ans BKroYeHWst 3anncu roros.
2. Bocnipousseaute npobnemy.
3. Haxxmute Disable Log ans oTknioyeHnsa sanncu noros.

4. Haxxmute Get Log anga nonyyeHus ZIP-apxuBa ¢ noramu.



5. YkaxuTe nanky ansa coxpaHeHunsa ZIP-apxua n Haxxmmte COXpaHUTb.

6. HaxxmuTe Disconnect ans OTKIOMEeHUS OT KOMNbIOTEPA N 3aKPOUTE MPUITOXKEHNUE.

ApXVIB C noramMmun oTnpaBbTe B TEXHNYECKYIO NOALEPXKKY. OnuwunTe gencrTemna nonb3oBaTens u YKaXute

TOYHOE BpeMA BOCnpon3segeHnA I'Ip06ﬂeMbI.

() NPUMEYAHVUE

Mo ymonuaHuto noru 3anuceiBatotcs B katanor \WINDOWS\System32\LogFiles\Indeed-Id. ns goctyna
K nnoram yganeHHoOro KoMnbtoTepa no yMony4aHuio UCNonb3yeTca CETEBOW KaTanor
ADMIN$\System32\LogFiles\Indeed-Id. Katanor ans 3anucu noroe MoXHo 3aaaTth B pasaerne

Advanced Settings — Use alternative location.

Ecnu npu nonbiTke coxpaHuTb norn nosengaetcsa owmnbka The system cannot find the file specified,
ybegutech, 4To nanka C:\Windows\System32\LogFiles\Indeed-ID cywectByet. Co3gante nanky

BPYYHYIO, ECINM OHA OTCYTCTBYET.

B HEKOTOPbIX CIy4asdaX MOXeT I'IOTpe6OBaTbCFI BKITHOMUTL/OTKNIOYNTD JlormpoBaHmne Bpy4HYHo. [lna atoro:

1. OTKkponTe pegakTop peecTpa.
2. MNepengute B Katanor HKEY_LOCAL_MACHINE\SOFTWARE\Indeed-ID\Logging.

3. 3aganTe 3HayeHue napameTpa Enabled:

o 0 — OTKNYUTb JIOrMpoBaHue,

o 1 — BKNIOYUTb niormpoBaHue.
JononHutesibHble HACTPONKU

Hactpounkn B ytunurte Hactpownku B peectpe

UTtoObl nepenTn K 4ONONHUTENBbHBIM HacTporikam, HaxxmuTte Advanced Settings B rmasHom okHe Indeed-Id
GetlLog.
B okHe Advanced Settings 40CTynHbI HACTPOWKK:

¢ Max. log size (bytes) — makcumanbHbI pasmep B banTtax Bcex pannos B katanore. 3Ha4yeHne no
ymon4danuio — 1IB. MNpu gocTmxeHun ykasaHHOro 3HadeHuns n3 katanora 6yayTt yaaneHsl Bce hannbl,
Aata n3aMeHeHust KOTopbIxX cTapLue 3HadeHus nonsa Max.log file age.

* Max. log file age (s) — Bo3pacT channa nora B cekyHgax. Ecnvn pasamep noros B katanore npeBbICU
3Ha4yeHne Max. log size, To n3 katanora 6ygyT yaaneHbl Bce dannbl, 4ata M3MEHEHUs! KOTOPbIX CTapLue



3Ha4YeHnd 3TOoro nons.

Cleaner interval (s) — nHTepBan NpoBepKM pasmepa KaTtarnora ¢ noramm B cekyHaax. 3HayeHume no

ymosn4daHuio — 1 yac (3600 cekyHA).

Activity checking period (ms) — nHTepBan NPoOBEPKMN aKTUBHOCTW SIOTMPOBaHUS B MUNIIUCEKYHAAX.
Mpexae 4yem HayaTb 3anucb Noros, KOMNOHEHT Indeed AM npoBepwuT, BKAOYEHO NN Ha pabo4en
cTaHumm niornpoBaHue. o ymonyaHuio nHTepsan nposepkn coctaBnsaeT 1 MuHyTy (60 000

MUNIIUCEKYHA).

Enable log cycling — pexum umknundeckon sanncu noros. Ecnv onumna BkntoveHa, TO NOrn Kaxxgaoro
npouecca byayT 3anucbiBaTbCA COMMacHO 3aaHHbIM HAaCTPOMKaM No KonuMyecTBy hannos 1 pasmMepy.
o Max. size of a log file (bytes) — makcmanbHbI pa3mep nora B 6antax. 3HadeHne No YMONMYaHuo
— 10M6 (1000000 6anT). Mpn goCTMXKEHUN 3a4aHHOIO pasMmepa CoaepKumoe anna

nepes3anuieTcAa HoBbIMA JaHHbIMN.

o Max. number of saved log files — MakcnmanbHOe KONMYECTBO COXPaHSAEMbIX NOroB. 3Ha4YeHme no
ymorn4daHuio — 5, 6e3 yyeta TekyLLlero 3anmcbiBaemoro danna. Ecnv yctaHoBneHHoe KonmyecTBo
hannoB MpeBbILLEHO, CaMblil PAHHUW YOANUTCS, a 3an1cb NPOAOIMKUTCH BO BHOBb CO3aHHbLIN
daun.

Use alternative location — anesrepHaTUBHLIN KaTanor 3anucu noros. Ecnn onuus BbIKIoYEHa, norn
3anucbIBalOTCS B KaTasnoru rno yMosnyaHuio:

o ADMIN$\System32\LogFiles\Indeed-Id — ceTeBol NyTb;
o \WINDOWS\System32\LogFiles\Indeed-Id — nokanbHbIA NyTb.

COGop noros n3 opaysepa

YT106bI CObpaTh Norn n3 Google Chrome n Microsoft Edge BbinonHuTe:

R NGO \V)

0 N O O

. Nepengute Ha cTpaHuly ¢ owmnbKom 1 3anyctnute MHCTpyMeHTbI pa3paboTymka.

. Mepengute Ha Bknaaky KoHconb 1 Haxmute .
. BkntounTe BCe ypOBHU NIOrMpoBaHus.

. Haxxmute 533 Ha Bknagke KoHconb 1 BKNHOYUTE Onumnn COXpaHﬂTb XypHan n PerncrtpupoBatb

3anpocbl XMLHttpRequests.

. MNepengnTe Ha Bknaaky CeTb 1 BKMOUMTE onumm CoxpaHaTb XypHan n OTKIHOUYMTb Kell.

. Beibepute T1n counstpa Bee n Haxmute \ Ansa cbpoca cnvcka 3anpocos.

. Bocnipounseegute npobnemy.

. Haxmute & ans akcnopta HAR-ganna n coxpaHuTe ero.



9. MNepenanTte Bo BKNaaky KoHconb, HAXXMUTE NpaBon KHOMKOW Mo coobLeHnto n HaxmmnTe CoxpaHUTb
Kak.

10. Coxpanute LOG-dann.

Otnpaebre HAR- 1 LOG-thannbl B TEXHUYECKYH0 noaaepkky. Onuwmnte 4encTBMSA Nonb3oBaTens n yKkaxute

TOYHOE BpeMA BOCnpon3seneHnA I'Ip061'leMbI.



TexHMn4Yyeckasa nopgaepxka

Ecnu Bbl He HaWnNKM OTBET Ha Ball BOMPOC B AOKYMEHTaumn nnmn 6ase 3HaHunin, obpatmuTech 3a NOMOLLLIO B
cnyx0y nogaepKku.

MpenocTaBbTe Kak MOXHO GonbLue MHpopmauun: darnbl, CKPUHLLIOTLI, JTOrM. ATO NOMOXET PELLNTb
npobnemy onepaTuBHO.

Y106bI OTNpPaBUTHL OOpaLLeHne B NoAOepPXKKY:
1. OTkponTe nopTan TEXHNYECKON NOAOEPKKN.

2. BBeguTe Ball 3neKTPOHHLINM aapec 1 naponb 1 HaxmuTe Bxoa.

v Ecnn Y BacC HeT JiorMHa n naponsd

Bbl MOXeTe 3aperncTpmMpoBaTbCsl Ha nopTane caMoCTOATENBHO UMW OTMPaBUTL 3asBKY Ha
perncTpaumio.

YT106bI 3aperncTpmpoBaTbCA CaMOCTOATENbHO:

i. Haxxmnte 3apermctpmpoBaTbCA.
ii. 3anonHuTe Nnonga bopMbl perncTpaumm n HaxxmuTe 3apermcTpMpoBaTbLCA.

iii. MepenanTe No ccbifike B NUCbMe, KOTOPOE NPUAET Ha YKa3aHHbI 3NIEKTPOHHbIN agpec.
[Mocne 3TOro akkayHT akTMBUPYETCS.

Y106bI OTNpPaBUTb 3adBKY Ha perncrpauuro

i. Haxxmute OTNpaBUTbL 3asBKY.

ii. 3anonHuTe nonsa opmbl 3asBKK.

YKaxuTe, 4TO 3TO 3asiBKa Ha co3gaHune y‘-IeTHOIZ 3arincu.

iii. Mepenante No ccbifike B NUCbMe, KOTOPOE NPUAET Ha YKa3aHHbI 3NIEKTPOHHbIN agpec.
[Mocne aToro akkayHT akTUBUPYETCA.

3. Haxxmnte OTnpaBuTb 3asABKY.

4. Bbibepute genaptaMeHT U HaxxmuTe Bnepea.


https://support.indeed-company.ru/Knowledgebase/List/Index/50/indeed-privileged-access-manager
http://localhost:3000/privileged-access-manager/3.2/problem-solving/logs/
https://support.indeed-company.ru/

5. 3anonHute popmy 3asBkM N HaxmmTe OTNpPaBUTD.

Bbl MOXeTe cBsi3aTbCA C KOMaHOoM nogaep Xk no cnegyrwmm Teﬂed)OHaMZ

« +7 (800) 333 09-06
e +7 (495) 640 06-09
e +7(812) 640 06-09



CoObiTuA

Cnucok cobbituit Indeed PAM

MpuBuneruu

Cnmncok I'IpI/IBI/IJ'IeFVIVI, KOTOpPbIE€ MOryT ObITb BKITHOYEHbI B ponn

CooTBeTcTBUE aTPpUOYTOB KaTanora nonb3oBartenen u PAM
/

Cnm1cok 3Ha4YeHuin No yMonyaHuio 4ns atpubyToB KaTanora nonb3oBaTtener U CooTBETCTBYOLWNX aTpubyTos Indeed PAM



http://localhost:3000/privileged-access-manager/3.2/appendix/events-list/
http://localhost:3000/privileged-access-manager/3.2/appendix/privileges-list/
http://localhost:3000/privileged-access-manager/3.2/appendix/attributes-mapping/

CoObIiTusA

[aHHbIN pasgen cogepxuT cnmcok cobbiTnin Indeed PAM.
B Indeed PAM Begetca y4eT cobbiTuin cneayoLwmx TUNoB:

e vHopmaums — coobLieHne co ceegeHnaMn 06 n3aMeHeHnn Kaknx-nmdo aaHHbix B PAM, npmn atom PAM
paboTaeT KOPPEKTHO;

» owwnbka — yBegomreHue o npobneme, kotopas TpebyeT BMellaTenscTea agMmHucTpatopa PAM;

e npepynpexneHne — MHPOPMNPOBaHME O TOM, YTO NpobrieMa unmn ownbKa MOXeT NOSABUTLCS B
OyayLiem, pekoMeHayeTcs BHUMaHne agMuHucTpatopa PAM.

UHhopmauus

Kon TekcT coobleHunsn
1000  YuyeTHas 3anucb yCMeLLHO 3aperncTpupoBaHa

1003  Wm4a yveTHOM 3anvcu ycnewwHo U3MEHEHO

1004  YyeTHas 3anucb yCMeLIHO BOCCTAHOBEHA

1008 T[Maponb yyeTHoM 3anucu ycnewwHo aobasneH

1009  YuyeTHas 3anUCb YCMELLHO OTKMYeHa

1010 PaspelueHune ycnewHo co3gaHo

1013  PaspelueHune ycnewHo oTo3BaHO

1014  Pecypc ycnewHo 3apeructpmpoBaH

1015  Pecypc ycnewHo yaaneH

1016  WHdopmaums o pecypce ycrnewwHo n3MeHeHa



Kom TekcT coobOLeHunn

1017  Ceccus ycnewHo oTKpbITa

1018 T[lonb3oBarenb 3aBepLUNIT CECCUID

1021  [lapameTpbl KOHUrypauum ycnewHo n3mMeHeHbl

1022 [doMeH ycrewHo 3aperMcTpupoBaH

1023  [omeH ycnelwHo yaaneH

1025 Ceccus ycnewHo npepeaHa

1024  WHdopmaums o JOMEHE YyCneLwHo n3aMeHeHa

1026  YyeTHasa 3anncCb YCMNELLHO BKITHOYEHa

1027  YdyeTHad 3anucb yCcneLwHo yaaneHa

1028 Pecypc ycneLwHo OTKIYeEH

1029  Pecypc ycnewHo BKIHOYEH

1033 HesaperncTtpupoBaHHbIX YY4ETHbIX 3anMcen He oBHapy>KeHo

1034 [laponb y4eTHOM 3anucu ycnewHo copoLueH

1035 VYuyertHasq 3anucb nepesegeHa B coctosiHue MrHopupyetca

1036 [llonuTnka ycnewHo co3aaHa

1037  Vma nonuTukmM ycnewHo UsMeHeHo

1038  HacTpowrku NONUTUKM YCrNeLwHO N3MeHeHbI

1039 T[lonutmka ycnewHo cosgaHa KonuposBaHnem



Kop TekcT coobOLeHuns

1040 [lMlonuTuka y4eTHOW 3anncu ycrnewHo n3aMeHeHa

1041  [doMeH ycrneLHo BKIYeH

1042 [domeH ycrneLwHo BOCCTaHOBMEH

1043  Pecypc ycnewHo BOCCTaHOBMEH

1044 Tlonb3oBaterb yCcnewHo ayTeHTUULMpOoBaH No BTOPOMY (hakTopy

1045  YyeTHas 3anucb yCMELLHO caernaHa ynpasnsaemMomn

1046  SSH kntoy yyeTHOM 3anmncK ycnewHo npoBepeH

1048  SSH kntoy yyeTHOM 3anmncu ycnewHo JobasneH

1049  SSH kntoy yyeTHOM 3anmncun ycnewHo copolueH

1052  CuHXpPOHM3aLMs YHETHbIX 3anMcen No pacnmcaHuio 3anyLieHa

1053  CurHXpOHU3aLMs YYETHbIX 3anMcen 3aBepLueHa

1055 CmeHa yyeTHbIX JaHHbIX 3anyLieHa no pacnmcaHuio

1056 CmeHa y4yeTHbIX AaHHbIX 3aBepLueHa

1057 [lpoBepka y4eTHbIX AaHHbIX NO pacnucaHuio 3anyLieHa

1058 [lpoBepka y4eTHbIX AaHHbIX 3aBepLUueHa

1059 [lpoBepka cepBUCHOrO SOCTYMa Mo pacnucaHuio 3anylleHa

1060 T[lpoBepka cepBUCHOrO 4OCTYyNa 3aBepLueHa

1064 SSH wabnoH ycnewHo gobasneH



Kom

1065

1066

1067

1068

1069

1070

1071

1072

1073

1074

1075

1077

1078

1080

1081

1082

1083

1085

TekcT coobOLeHunn

SSH wabnoH ycnewHo yganeH

SSH wabnoH ycnewHo obHoBnNEH

lMonb3oBaTenbckoe NoAKIYeHNe ycnewHo nobaeneHo

Monb3oBaTenbckoe NoAKIYeHNE yCneLwHo yaaneHo

lMonb3oBaTenbckoe NoAKIYEHNE ycrneLwHo 0oOHOBIEHO

lMonb3oBartenb YCMNeLWHO NnocMoTpen y4eTHble AaHHble

NuueHsuna ans nonb3oBaTesieil 1 pecypcoB YCreLHO 3aperncTpuposaHa

PoTtauuns aptedakToB ceccum 3anyLieHa no pacnucaHuio

PoTtauus aptedakToB ceccumn 3aBepLueHa

Buaeo dainnbl ceccum Bbinv yaaneHsl B COOTBETCTBUM C KOHDUIypaLme NONUTUKM poTaumm

CHUMKNM 9KpaHa ceccum Obinn yoarneHbl B COOTBETCTBUN C KOHd)VIpraLI,MGVI NOJNINTUKN poTaunn

CUHXPOHM3aLMsi PECYPCOB MO pacnuncaHuio 3anyLleHa

CUHXpOHM3aLMsi pecypcoB 3aBeplLueHa

OGHapy>XeHO n3MeHeHne rpynn y4eTHOM 3anmcu

daiinbl, NnepegaHHble Ha cepBep BO BpeMsi ceccum, Obinun yaaneHbl B COOTBETCTBUMN C
KOHp1rypaumen nonmTukM potaumm

Monb3oBaTenb YCNeLHO 3aperncTpupoBan BTOpoit chakTop ayTeHTudmKaumum

AyTeHTVId)VIKaTOp nonb3oBarend ycrnewHo yaareH

Pa3peu.|eHV|e ycnewHo BO30OHOBMNEHO



Kop

1086

1088

1089

1090

1091

1095

1096

1097

1098

1099

1100

1101

1102

1103

1104

1105

1106

1107

TekcT coolOLeHus

PaspelueHne ycreLHo NpMocTaHOBNEHO

[loMeHHblE NPUBMMIErMPOBaHHbLIE FPYMMbl YCMELHO 3aperncTpMpoBaHbl

Cnuncok KOHTEHePOB ANsi NOMCKa AOMEHHbIX PECYPCOB YCMELHO U3MEHEH

CUHXPOHM3aLMsi JOMEHHbIX PECYPCOB MO pacnucaHuio 3anylieHa

CUHXPOHM3aLMs JOMEHHbIX PECYPCOB MO pacnucaHuio 3aBeplueHa

[ob6aBneHa HoBas posb

YnaneHa ponb

CocTaB npuBUMernii ponv 3MeHeH

N3ameHeHo nms poiin

B cocTaB posin nobaBneH HOBLIW Nonb3oBaTenb

M3 cocTtaBa ponn NCKIK4eH norib3oBaTerib

Mpynna pecypcoB ycneLiHo co3aaHa

Mpynna pecypcoB ycnewHo yaaneHa

WHdopmaums o rpynne pecypcoB yCneLwHo n3MeHeHa

Pecypc ycneluHo go6aeneH B rpynny pecypcoB

Pecypc ycneLHo yaaneH U3 rpynrbl pecypcoB

HOD,TBep)K,D,eHVIe 3anpoca Ha OTKpbITMe ceccumn ycnewHo ncnosyib3oBaHoO

3anpoc Ha OTKPbITUE CECCUMN OTKIMOHEH



Kop TekcT coobOLeHuns

1108 [lMonb3oBatenb OTNpaBuIl 3anpoc Ha OTKPbITUE Ceccum

1109  3anpoc Ha OTKpbITME Ceccumn NoaTBEPXKAEH

1110 Monb3oBaTenb OTMEHUIT 3aNpPOC Ha OTKPbITUE Ceccum

1111 McTekno Bpems MCNoNb30BaHUS NMOATBEPXKAEHUS 3anpoca Ha OTKPbLITUE Ceccumn

1112 VcTekno Bpems oxxngaHusa noaTBepXXaeHns 3anpoca Ha OTKPbITUE CECCUN

1114 lMonntnka ceccum ycnewHo ycTaHoBreHa A5 Nosib3oBarers

1115  TMlonuTuka ycnewHo yaaneHa

1117  JlnueHsunsa gnsa ceccun ycnewHo 3apernctTpupoBaHa

1118  3anpoc Ha NPOCMOTP YYETHbIX AAHHbIX OTKITIOHEH

1119  Tllonb3oBaternb OTNpaBusl 3anpoc Ha NPOCMOTP YYETHbIX AaHHbIX

1120  3anpoc Ha NPOCMOTP YYETHbIX AAaHHbIX MOATBEPXKAEH

1121 [Monb3oBaTernb OTMEHWUN 3aNPOC Ha MPOCMOTP YYETHbIX AaHHbIX

1122 HNcTekno BpeMA UCNOoJ1Ib30BaHUA NoATBEPXAEHUA 3arpoca Ha NPOCMOTP YHETHbLIX AAaHHbLIX

1123  WcTekno BpemMsi oxXngaHusa nogTBep>KAeHUS 3anpoca Ha NPOCMOTP YYETHbIX JaHHbIX

1124  [lonb3oBaTenbCKoe NOAKNYeHNe ycnewHo gobaBneHo ans pecypca

1125 [lonb3oBaTenbCcKkoe NOAKNIYEHNE pecypca yCnewHo N3MeHEHO

1126  [Monb3oBaTenbCKoe NOAKMNIYEHNE pecypca YCneLwHo yaaneHo

1127  [MonuTtuka obbekTa ycnewHo n3MeHeHa



Kop TekcT coobOLeHuns

1128  [laponb y4eTHOM 3anvcu ycrneLHo ucnpaenex

1129  SSH kntoy yyeTHOM 3anncuK ycnewHo ncrnpasneH

1130  [MpropuTeET NOMUTUKM YCNELIHO N3MEHEH

1131 Habop pa3genoB nNonMTUKM yCNewHO U3MEHEH

1132  VMA nonuTukmM ycrnewHo N3MeHeHo

1135  SSH kntoun, He ynpasnsemble PAM, ycnewHo yaaneHsl

1136  KoHTenHep Anda noncka AOMEHHbIX PeCypCOoB YCMELLHO yaaneH

1137  [JomeHHasa npuBunernpoBaHHasa rpynna ycnewHo yaaneHa

1138  AgMuHuUcTpaTop ycnewHo JobaBneH B NpUioXeHne

1139  Vma npunoxeHnsa ycnewwHo N3MeHeHo

1140  [punoxeHue ycnewHo fobaBneHo

1141  AOMWHUCTpATOP YCMELIHO UCKIIYEH U3 NMPUITOXKEHUS

1142  TlpunoxeHue ycnewHo yganeHo

1143  [Maponb NpunoxeHns ycnewHo copoLleH

1144  OnucaHue NpUNOXeHUs yCneLwwHo N3MeHEHO

1145 T[lonb3oBarternb ycnewHo NoCMOTpPer YYETHbIE AaHHbIE MPUMNOXEeHUS

1146  [logpasgeneHune ycnewHo co3gaHo

1147  Wma nogpasgeneHus ycnewHo nsMeHeHo



Kom

1148

1149

1150

1151

1152

1153

1154

1155

1156

1157

1158

1159

1160

1161

1162

1163

1164

1165

TekcT coobOLeHunn

MogpasgeneHune ycnewHo yganeHo

MapameTp TpeboBaHUsA ABYXAKTOPHON ayTEHTUDMKALMM AN NONb30BaTens yCneLwHo
N3MeHeH

MpunoxeHne yCcnewHo nony4umro y4eTHble gaHHble

IP-agpec npunoxeHusi ycnewHo N3aMeHeH

CepTuduKaT NpUNOXeHUs YCNeLHO N3MEHEH

Mogpasnenenuve obbekTa ycnewHo nsmeHeHo

INnuensna ona AAPM ycnelwHo 3apernctpypoBaHa

JInueHsna gna nonb3oBaTtenen ycrnewHo 3apermcTpmpoBaHa

NueH3nsa ans pecypcoB YCMeLlHo 3aperncTpupoBaHa

Mpynna nonb3oBaTernen ycnewHo cosgaHa

lpynna nonb3oBareneun ycnewHo yganeHa

NHopmaLms o rpynne nonb3oBaTenen ycrnewHo n3sMeHeHa

lMonb3oBaTtenb ycnewHo JobaBneH B rpynny nonb3oBaTenemn

lMNonb3oBartenb yCcnewHo yaarieH m3 rpynrbl nonb3oBaTtesnen

lMonb3oBartenb ycnewHo ayTeHTM(*)VILI,MpOBaH

MpunoxeHne ycrnewwHo ayTeHTMULMpoBaHo

Maporb y4ETHON 3anMcK ycrnewHo yaaneH

SSH koY y4eTHON 3anmcK ycrewHo yaaneH



Kop

1166

1167

1168

1169

1170

1171

1172

1173

1174

1175

1176

1178

1179

1181

1182

1183

1184

1185

TekcT coobOLeHuns

NueHs3ns gns ceccuii ycnewHo yaaneHa

JInueHsna pna AAPM ycnelwHo yganeHa

JInueHsna gna nonb3oBaTeneun ycrnewHo yganeHa

NueH3ns ans pecypcoB yCneLwHo yaaneHa

CeTteBoe pacnosnoxeHue yCrneLwHo co3gaHo

CeteBoe pacnornoXxeHune ycnewHo N3MeHeHO

CeTeBoe pacrosiokeHne YCreLwHo yaaneHo

CUMHXPOHU3aLMs rpynnbl kKaTanora 3aBepLueHa

CMHXpOHI/ISGLI,VIFI rpynn Katanora rno pacrnmncaHuto 3anyLlieHa

CVIHXpOHVISaLI,VIFI rpynn Kartanora 3aBepLieHa

Ceccus yCcnewHo co3gaHa

lNonb3oBaTternb yCnewHo akTuBmnpoBaH

lMonb3oBartenb ycnewHo 386ﬂOKV|pOBaH

BocctaHoBneHa cBa3b ¢ PAM areHTOM

Cnyxba ycnewuHo 3apernctpmpoBaHa

Cnyxba ycnewHo yganeHa

NHdopmaumsa o cnyxbe ycnewwHo nameHeHa

Maponk y4eTHOW 3anncu cnyxobbl ycnewHo ycTaHOBNEeH



Kom

1186

1187

1188

1189

1190

1191

1192

1193

1194

1195

1196

1197

1198

1199

1200

1201

1202

1203

TekcT coobOLeHunn

Mepesanyck cry6bl: YCnewHo BbINOMHEH

Mepesanyck cnyxbbl: He Tpebyetca

Tun CepBMUCHOro nNoakriyeHna ycnewHo co3fgaH

Tun CEPBUCHOIo NOAKIt4YeHua ycnewHo obHoBMEH

Tun cepBMCHOrO NOAKMOYEHMS YCNELLHO yaaneH

[Monb3oBaTenb ycnewHo co3aaH

Ter ycnewHo co3gaH

Ter ycnewHo yganeH

Ter ycnewHo naMmeHeH

[laHHble nonb3oBaTtens ycnewHO N3MeHEHbI

lNonb3oBaTternb ycnewHo ygarneH

INueHsns ans Npon3BONbHbLIX PECYPCOB YCMNELIHO 3aperncTpMpoBaHa

JInueHsuna gns NPON3BOJIbHbIX PeCypCoB YCMNeLwHO yaarieHa

JTnuensna gnsa SQL Proxy ycnewHo 3apermctpmpoBaHa

Jnuensna gns SQL Proxy ycnewHo yganeHa

OTKpbIThIN KNKOY yCcneLwwHo gobaBneH Ans nonb3oBaTens

OTKpbITBIV KINKOY YCMELHO yaarneH y nonb3oBarens

Maporb Nonb3oBaTens ycrnewHo copoLLeH



Kon TekcT coobueHus
1204  [nsa nonb3oBarens BKIOYEHA CMeHa napons npu cnegylowem sxone

1205 [lonb3oBarerb ycnewHo CMeHUN naporsib

Owunobka

Kopn TekcT coobLweHuns
2000 He ypanocbk 3apernctpmpoBaTb y4ETHYIO 3anucb
2003 He ymanocb N3MEHUTb UMS YY4ETHOM 3anmncu

2004 He ypnanocb BOCCTaHOBUTb YYETHYIO 3anncb

2008 He ypanocb gobasuTb Naporb ANS Y4ETHON 3anucu
2009 He yganocb OTKMAYUTb YYETHYHO 3anu1cb

2010 He yganocb co3gaTb paspeLueHme

2013 He yganocb oT0o3BaTh paspeLleHne

2014 He yganocb 3apernctpmpoBaTb pecypc

2015 He ypanocb yganuTb pecypc

2016  He yganocb n3amMeHUTb MHGOPMaLINIO O pecypce
2017 He ypanocb OTKpbITb CECCUI0

2018 B xoge 3aBepLUeHUsi ceccum BO3HMKIA oumnbka

2019 He ypanocb coxpaHUTb TEKCTOBLIW XXYypHar ceccun



Kop TekcT coobOLeHuns

2020 He ypanocb coxpaHuUTb BUAeO3anuchb ceccun

2021 He ypanocb coxpaHuTb napameTpbl KOHUrypauuu

2022 He ypanocb 3apernctpuposaTb JOMEH

2023 He ypanocb yganutb JOMeEH

2024 He ypanocb N3aMeHUTb UHOPMaLNIO O JOMEHE

2025 He ypanocbk npepBaTb CeCCUID

2026 He yganocb BKAYMTb YYETHYHO 3anuchb

2027 He ypanocb yoanutb YY4ETHYIO 3anncCb

2028 He yganocb OTKMAYUTb pecypc

2029 He ypganocb BKNIOYNTL pecypc

2030 He ypanocb coxpaHUTb CHUMOK 3KpaHa ceccum

2031 He yganocb BbINOMHUTbL NPOBEPKY Naposis y4eTHON 3anucu

2032 He ypanocb BbINOMHUTbL NMOUCK YYETHbLIX 3anucemn

2034 He yganocb cOpocuTb Naporsb Y4ETHOM 3anmcu

2035 He yganocb nepeBecTn yY4eTHYI0 3anucb B COCTOSIHME UrHopupyeTcs

2036 He ypanocb cosgaTb NOMUTUKY

2037 He ypanocb N3MeHUTb UMS MONUTUKU

2038 He ypnanocb coxpaHUTb HACTPOWKN NONUTUKN



Kop TekcT coolOLeHus

2039 He yganocb ckonupoBaTtb NOSIUTUKY

2040 He ypnanocb M3MeHUTb NOMINTUKY YYETHOM 3anucu

2041 He yganocb BKMYUTbL JOMEH

2042 He ypanocb BOCCTaHOBUTb JOMEH

2043 He ypnanocb BOCCTaHOBUTb pecypc

2044  He ypanocb ayTeHTUUUMPOBaTh NOnb3oBaTteris No BTOPOMY hakTopy

2045 He ypanocbk cgenatb YYeTHYH 3anucb ynpaBnsaemMomn

2046 He yganocb BbINOMHUTL NpoBepKy SSH-krtoya yyeTHon 3anucu

2048 He yganocb aobasntb SSH-knoY Ans y4eTHOM 3anncu

2049 He yganocb copocntb SSH-kMNtoY y4eTHOM 3anmcu

2051 He yganocb OTKpbITb CEPBUCHOE MOAKITIOMEHME K pecypcy

2053 He ypanocb 3aBepLlunTb CUHXPOHU3ALMIO YHETHbIX 3anncen

2054 He ypanocb OTKpbITb CEPBUCHOE MOAKMNIOYEHNE K AOMEHY

2056 He ypanocb 3aBepLlnTb CMEHY YYETHbIX AaHHbIX

2058 He ymanochk 3aBepLUnTb NPOBEPKY YYETHbIX AaHHbIX

2060 He ypanocb 3aBepLlUnTb NPOBEPKY CEPBUCHONO JOCTyNa

2064 He ypanocb no6aButb SSH-wabnoH

2065 He ymanocb yganutbe SSH-wabnoH



Kop

2066

2067

2068

2069

2070

2071

2073

2076

2078

2079

2080

2082

2083

2085

2086

2087

2088

2089

TekcT coobOLeHuns

He yopanocb 06HOBUTL SSH-wabnoH

He ynanocbk no6aBuTb Nonb3oBaTensbckoe noaknioyeHne

He yOanocb yaannTb Norib3oBaTesibCKOE NOAKIto4YeHne

He yOanocb O0OHOBUTbL NONb30BATENBCKOE NOAKITIOYEHNE

Monb3oBaTento He yaanock Nomny4YnTb yY4eTHble AaHHble

He ynanocb 3aperncTpupoBarh NULEH3uno

He yganoch 3aBepLunTb poTauuio aptTedakToB ceccun

He yoanocb yaanunTtb J10rm ceccun

He ynanocb 3aBepLuMTb CUHXPOHM3aLMIO PECYPCOB

XpaHunuiie cepeepa HeQoCTYNHO

He yoanocb M3MeHUTb rpynrbl y4ETHON 3anmcu

Monb3oBaTento He yaanocb 3aperncTpupoBaTh BTOPOKN hakTop ayTeHTUdmKaumm

He yaoanocb yaannTb ayTeHTMq)I/IKaTop nonb3oBarernA

He ynanocb Bo30GHOBUTL AeCTBME pa3peLleHns

He ygpanocb npnocTaHOBUTL AENCTBME paspeLLeHuns

He yoanocb cvHXpoHMU3upoBaTb MHOPMAaLMIO O pecypce

He yoanocb 3aperncrpmpoBaTb JOMEHHbIE NPUBUIENMPOBAHHbIE IPyNMbl

He ygpanocb n3MeHUTb CNUCOK KOHTEMHEPOB AN MOMCKa LOMEHHbIX PecypcoB



Kop TekcT coobOLeHuns

2091 He yoanoch 3aBepLUnTb CUHXPOHU3ALNIO JOMEHHbIX PECYpPCOB MO pacnucaHuto

2092 He yganocb BbIMOMHUTL NOUCK JOMEHHbBIX PECYPCOB

2095 He ypanocbk cosgaTb ponb

2096 He ypanocbk yganuTtb porib

2097 He ypanocb n3ameHuUTb coCcTaB NpuUBUNErMn Ansa ponu

2098 He ypanock nepenmeHoBaTb Porib

2099 He ypanocb gobasuTb Nonb3oBaTens B COCTaB posiv

2100 He yganocb UCKIOYNTL NOMNb30BaTeNd U3 cocTaBa ponm

2101 He yganocbk cosgaTb rpynny pecypcos

2102 He yganocb yganuTb rpynny pecypcos

2103 He yaanocb n3ameHuUTb MHOPMaLMIO O rpynne pecypcos

2104 He ypanocb gobasutb pecypc B rpynny pecypcos

2105 He yganocbk yganuTb pecypc 13 rpynnbl pecypcoB

2106 He yganocb ncnonb3oBatb NoATBEPXOEHME 3anpoca Ha OTKPbITUE CECCUN

2107 He ypanocb OTKMOHUTL 3arpoc Ha OTKPbITUE ceccun

2108 He yganocbk oTnpasuTb 3anpoc Ha OTKpbITUE ceccum

2109 He ypanocb noaTBEpAMTb 3anpoc Ha OTKPbLITUE Ceccumn

2110 He ypanocb OTMEHUTb 3anpoC Ha OTKPbITUE Ceccun



Kom

2114

2115

2118

2119

2120

2121

2124

2125

2126

2127

2130

2131

2132

2133

2135

2136

2137

2138

TekcT coobOLeHunn

He yaanocb YCTaHOBUTb MOJINTUKY CECCUN ON1A NOofib3oBaTenA

He yganocb yaanutb NOnuTuKy

He yganocb OTKNOHWTbL 3anpoc Ha NPOCMOTP YYETHbIX AaHHbIX

He yganocb oTnpaBuTb 3anpoc Ha NPOCMOTP YYETHbIX AaHHbIX

He yganocb noatBepanTb 3anpoc Ha MPOCMOTP YYETHbIX JAaHHbIX

He yaanocCb OTMEHUTb 3anpoc Ha NPOCMOTP YYETHbIX AAaHHbIX

He ynanocb 106aBuTh Nonb3oBaTenbckoe NOAKIYeHNe ans pecypca

He yOanocb USMEHUTb NOJNib30BaTENIbCKOE NOoAKITIo4YeHNe pecypca

He yaanocb yaanunTb rnoJsib3oBaTesibCKOE NOAKITIOYEeHNE pecypca

He yOanocb NU3SMeHUTb NMOJINTUKY obbekTa

He yaoanocb MUSMEHUTb NMPUOPUTET NMOJTUTUKU

He yOanocb NUSMEeHUTb Ha6op pa3genoB NMoJINTUKn

He yaoanocb UAMEHNUTb NUMA MOJIUTUKA

He ynanocb BbINONHWUTL NPOBEPKY Heynpaensemblix SSH-knoyeit y4eTHOM 3anucu

He ynanock yaanute SSH-kntouun, He ynpaensemble PAM

He yganocb yaanuTb KOHTEHep A1 noucka AOMEHHbIX PECYPCOB

He ynanocb yoanutb JOMEHHY0 NPUBUNErMPOBAHHYO rpynny

He ynanocb go6aBuTb agMuMHUCTpaTopa B NPUOXEHUN



Kop

2139

2140

2141

2142

2143

2144

2145

2146

2147

2148

2149

2150

2151

2152

2153

2157

2158

2159

TekcT coobOLeHuns

He yaoanocb UAMEHUTb NMA NMPUIOXeHUA

He yoanock co3gatb NnpuioxeHune

He yaanocCb UCKIMKOYNTb aaMUHUCTPaTOopa U3 NpunoXxXeHuna

He ynanocb yaanuTb NpunoxeHue

He yoanocb cbpocnTb naponb Ans NPpUnoXeHns

He yganocb n3ameHuTb onncaHve npunoxeHns

He yOanocCb NMNOCMOTPETb YYE€THbIE JaHHbIE NPUIToXEeHUA

He ynanock cosgatk nogpasneneHue

He yaoanocb USAMEHNUTb UMA nogpa3fesieHnA

He ynanocb yaanuTb nogpasneneHvne

He ynanocb nameHuUTb napameTp TpeboBaHMs AByXpakTOpHONM ayTeHTUdMKaumum ans

nonb3oBarTend

an/IJ'IO)KeHI/IIO He yaarioCb Nnory4ynTb y4€THblEe AaHHbIE

He ynanocb nameHutb IP-agpec npunoxenuns

He yoanocb nameHuTb cepTudmKkaT npunoxXeHus

He yoanocb MUAMEHUTb NnogpasaerneHne obbekTa

He ynanocb cosgaThb rpynny nons3oBaternen

He yoanocb yganutb rpynny nonb3oBaTenei

He yaanocb n3ameHuTb MHOpMaLMIO O rpynne norib3oBaTternen



Kom

2160

2161

2162

2163

2164

2165

2170

2171

2172

2173

2175

2176

2178

2179

2182

2183

2184

2185

TekcT coobOLeHunn

He yaanocb AobaBunTb Nonb3oBaTtens B rpynny nosib3oBaTenemn

He yaoanocb yaanunTb NnoJib3oBaTena U3 rpynnbl nonb3oBaTtenemn

He yoanocb ayTeHTUduumnpoBaTb Nonb3oBaTens

He yganocb ayTeHTUMUMpoBaTh NpUnoXeHne

He yganock yganute naporb Ansa y4eTHOM 3anmncu

He ypanock yganute SSH-knoy Anga y4eTHOM 3anmcu

He yOanocCb co3gaTb CceTeBO€E pacroJioXKeHne

He yganocb nameHuTb MHGOpPMauUo O CETEBOM PacnosioXeHUn

He yoanocb yaarnunTtb CeTeBOE pPacCrioJyioxXeHne

He ynanocb cvHXpoHM3npoBaTb MHAOPMaLMIO O rpynne nosib3oBaTesiein ¢ katanorom

He yaanocb 3aBepLUnTb CUHXPOHU3AUWMKO Tpyrn Katanora

He yOanocCb co3gaTtb ceccuto

He yOanocb akKTUBMpPOBATb MNMOJ1Ib30BaTeESIA

He ynanocb 3abnokupoBaTb Nonb3oBaTens

He yganocb 3apernctpmpoBaTb Cryxby

He ynanocb yganutb cnyxoy

He ygnanocb nameHntb MHpopmauuio o cnyxbe

He yganock ycTaHOBUTbL Naporb YY4ETHOW 3anncu cryxobl



Kon TekcT coobueHunsn
2186 [lepesanyck cnyx6bl: He BbiNnonHeH

2188 He ypanocb cosgaTb TUM CEPBUCHOIO NOAKITHYEHUSA

2189 He ymanocb 06HOBUTb TWM CEPBUCHOIO MOAKMYEHNS
2190 He ypganocbk yganuTb TUMN CEPBUCHOIO NOLKMHOYEHUS

2191 He ypanock co3gatb nonb3oBaTens

2192 He ypanocbk cosgaTb Ter

2193 He ypanocbk yoanutb Ter

2194  He ypanocb U3MeHUTb Ter

2195 He yganocb N3amMeHUTb JaHHble NMosib3oBaTesis

2196 He yganocbk yganutb nosnb3oBaress

2201 He yoanocb 0o6aBUTb OTKPLITBIN KITOY 4149 Nofb3oBaTens
2202 He ypanocb yoanuTb OTKPbITbLIW KoY NONb3oBaTens

2203 He yganocb cbpocuTb Naporb Nonb3oBaTess

2204 He ypanocb BKMHOYUTL CMEHY Nnaporns nornb3oBarerns rnpu cnegyoowem Bxoae
2205 He yganocb cMeHWUTb Naporib Nosib3oBarens

2207 He ymanocb BbINOMHUTL NPOBEPKY poTaumm napons unm SSH-knya y4yeTHOM 3anncu

NpenoynpexpeHue



Kom

3047

3061

3084

3087

3093

3094

3113

3116

3134

3177

3180

3206

3208

TekcT coobOLeHunn

MpownsoLwna paccuHxpoHmsaunsa SSH-kn4a y4eTHOM 3anmcu

YyeTHasa 3anucb He HangeHa

Monb3oBaTtenb 3abnokMpoBaH

[aHHble pecypca 6b1nn n3ameHeHbl

OOGHapy>XeHbl He3apPEerMCTPMPOBaHHbIE YYETHbLIE 3anucu

Mpou3soLuna paccUHXpPOHU3aLMs Napons Y4eTHOW 3anuncu

MonbiTKa BbINONHUTL 3arnpeLlieHHyo KoMmaHay

Ceccusi npepBaHa

O6HapyxeHbl SSH-knouK, He ynpasnsemble PAM

[pynna nonb3oBaTenen He HanugeHa B Katanore

MNoTepsiHa cBA3b ¢ PAM areHTOM

O6Hapy>xeHbl nonb3oBaTtenu, He ncnosnbaytowme PAM

OB6HapyXeHbl Hencnonb3yemble paspeLleHns



NMpuBunermnn

[aHHbIN pasgen coaep>XXUT CINCOK NPUBKUIIENMIA, KOTOPbIE MOTYT BObiTb BKIOYEHbLI B POSIN.

UoeHTudukatop Ha3BaHue

YnpaBneHue nonb3oBaTensaiMm

User.Create [lo6aBneHne HOBbIX Nonb3oBaTenen

User.Read MpocmoTp npodunen nonb3oBatenemn

User.Update PepaktupoBaHue gaHHbIX Nofnb3oBaTenen

User.Delete YnaneHue nonb3oBarenemn

User.Reset2FA C6poc oByxdaKTopHON ayTeHTU(MKaLMM Ang nonb3oBaTerns
User.SetPolicy YcTaHoBKa NOSIMTUKM ONA NoSib3oBaTens
User.ManageSshAuthorizedKeys YnpasneHne nonb3oBaTeNbCKUMU KovamMum

YnpaBneHue rpynnamu nonb3oBaresneun

UsersGroup.Create [ob6aBneHne HOBbIX rpynn nonb3oBaTenen
UsersGroup.Read [MpocmoTp rpynn nonb3oBaTenemn
UsersGroup.Update PepaktnpoBaHue rpynn nonb3oBaTenemn
UsersGroup.Delete YpaneHue rpynn nonb3oBaTenemn

UsersGroup.SetPolicy YcTaHOBKa NOSIMTUKN ONA rpynn nofnb3oBaTtenen



NaeHTudukartop

Permission.Create

Permission.Read

Permission.Revoke

Permission.Suspend

Account.Create

Account.Read

Account.Update

Account.Restore

Account.Delete

Account.Block

Account.Manage

Account.Ignore

Account.SetPolicy

Account.Credentials.Check

Account.Credentials.Update

Ha3BaHue

YnpaBneHue pa3peLieHUsMu

[obaBneHne HOBbIX paspeLueHui

[MpocMoTp 1 Nouck paspeLLeHnia

OT3bIB paspeLueHun

MprocTaHoBKa 1 BO30OHOBNEHNE pa3peLleHnin

YHpaBneHMe Y4eTHbIMU 3anncamMm

[lobGaBneHne HOBbIX YUYETHbIX 3anuncen

[MpocMOTp y4eTHbIX 3anmMcen

PepaktnpoBaHue gaHHbIX YYETHbIX 3anuceu

BoccraHoBneHne YYETHbIX AaHHbIX Y3 Ha paHee
ncnorib3yembole

YpaneHue y4eTHbIX 3anmcen

BnoknpoBka n pas3brnoknpoBka y4ETHbIX 3anucen

Cpoenatb Y4Y€eTHblIE 3anncu yrnpasidaeMbliMU

Coenatb Y4Y€THbl€ 3annMcun NrHopmpyemMbiMun

YcTtaHoBKa NOAUTUKA ONS yquHoﬁ 3aruncu

lMpoBepka y4eTHbIX AaHHbIX Y3

CmeHa y4eTHbIX AaHHbIX Y3



NaeHTudukartop

Ha3BaHue

YnpaBneHue pecypcamu

Resource.Create

Resource.Read

Resource.Update

Resource.Restore

Resource.Delete

Resource.Block

Resource.CheckConnection

Resource.Sync

Resource.SetPolicy

Resource.SetOrganizationalUnit

Resource. TagManagement

[oGaBneHne HOBbIX pecypcoB

MpocmoTp pecypcoB

PenakTtupoBaHne AaHHbIX pecypcoB

BoccTaHoBneHve paHee yaaneHHbIX pecypcoB

YnaneHue pecypcos

BnokupoBka 1 pa3bnokmpoBka pecypcoB

MpoBepka coeavHeHNs C PECypCoM

CuHXpoHM3auma gaHHbIX 1 Y3 pecypca

YcTaHoBKa NOMUTUKN ONs pecypca

YcTtaHoBKa nogpasgaeneHns ansi pecypca

YnpagsreHue Teramv pecypcoB

YnpaBneHue rpynnamum pecypcoB

ResourcesGroup.Create

ResourcesGroup.Read

ResourcesGroup.Update

ResourcesGroup.Delete

ResourcesGroup.SetOrganizationalUnit

[lo6GaBneHne HOBbIX rpymnn pecypcoB

MpocmoTp rpynn pecypcos

PepaktupoBaHue rpynn pecypcos

YnaneHue rpynn pecypcos

YcTaHoBKa noapasaeneHns ans rpynmnbl pecypcoB



UaeHTtudukartop

Domain.Create

Domain.Read

Domain.Update

Domain.Restore

Domain.Delete

Domain.CheckConnection

Domain.AccountsSync

Domain.Resourcesimport

Domain.SetPolicy

Domain.PrivilegedGroups.Create

Domain.PrivilegedGroups.Read

Domain.PrivilegedGroups.Delete

Domain.ResourceContainer.Create

Domain.ResourceContainer.Read

Domain.ResourceContainer.Delete

Session.Read

Ha3BaHue

YnpaBneHme gomeHamu

[lo6aBneHne HOBbIX JOMEHOB

lMpocmoTp AOMEHOB

PenakTupoBaHue gaHHbIX JOMEHOB

BocctaHoBneHue paHee yaarieHHbIX JOMEHOB

YnaneHve JOMEHOB

lMpoBepka coeanHeHusi C AOMEHOM

CuHxpoHuM3auus Y3 gomeHa

MMnopT pecypcoB 13 AoMeHa

YcTtaHoBKa NOMUTUKA ONs AOMeHa

[o6aBneHue NnpuBUIIETMPOBAHHLIX rPynn AOMEHa

MpocMOoTp NpUBUIErMPOBAHHbLIX FPYNn JOMeHa

YnaneHvne NPUBUJIETMPOBAHHLIX rPpynn AOMEHa

[lo6GaBneHne KOHTEHEPOB PECYPCOB AOMEHa

MpOCMOTP KOHTENHEPOB PEeCcypCcoB AOMEeHa

YpaaneHue KOHTENHEPOB PecypcoB AOMeHa

YnpaBneHue ceccusamm

MpocmoTp 1 NoUCK ceccum



UpeHTucpukartop HasBaHue

Session.Abort [MpepbiBaHMe ceccui

YnpaBneHue 3anpocamm ceccum

SessionRequest.Read [MpocmoTp 1 NOUCK 3anNpPOCOB CECCUN

SessionRequest.Confirm MogTBepxaeHune ceccum

YnpaBneHue 3anpocamMu Ha MPOCMOTP Y4YeTHbIX AaHHbIX

CredentialsViewingRequest.Read [MpocMOTp 1 NOMCK 3anNpOCOB Ha MPOCMOTP YYETHbIX AaHHbIX

CredentialsViewingRequest.Confirm MoaTBepxaeHne 3anpocoB Ha NMPOCMOTP YYETHbIX AAHHbIX

XypHan co6biTnn

Event.Read [MpocMoTp 1 Nonck cobbITUI B XXypHane

anaBneHMe MOJINTUKaMM

Policy.Create [oGaBneHne HOBbIX NOMUTUK
Policy.Read MpocmoTp NoONUTUK
Policy.Update PepaktupoBaHue nonutuk
Policy.Delete Ynanenuve nonuTtuk

YnpaBneHue cUCTEMHbIMM HacTpPOMKaMm

SystemSettings.Read [MpocMOTp CUCTEMHBIX HACTPOEK

SystemSettings.Update PepaktupoBaHue CUCTEMHbIX HACTPOEK



UaeHTtudukartop HasBaHue

YnpaBneHue nMueH3naAMuU

License.Create J[lo6aBneHne HOBbIX NULIEH3NI
License.Read [MpocmoTp nNuueHaun
License.Delete YoaneHune nmueH3nm

YnpaBneHue cepBUCHbIMU NOAKITHOYEHUAMU

SshTemplate.Create MmnopT HoBbIx SSH-wabnoHoB
SshTemplate.Read MpocmoTp SSH-wabnoHoB
SshTemplate.Delete YpaneHne SSH-wabnoHoB

anaBneHMe nonb3oBaTe/iIbCKUMMU NOAOKITKYEeHUAMU

UserConnectionType.Create [lo6aBneHne HOBbIX MNOMNb30BaTENbCKUX MOAKTIOYEHUIN
UserConnectionType.Read MpocMOoTp Nonb3oBaTENbCKUX NOAKITHOYEHNI
UserConnectionType.Update PepaktnpoBaHue nonb30BaTesibCKMX NOAKITHOYEHNIN
UserConnectionType.Delete YnaneHune nonb3oBaTenbCKUX NOAKMNIOYEHUIN

YnpaBneHue ponamu gocrtyna

Role.Create CosgaHune HoBbIX poren

Role.Read MpocmoTp ponen

Role.Update PepaktupoBaHue ponen



NaeHTudukartop

Role.Delete

Role.Members

Role.Claims

SubscriptionGroup.Create

SubscriptionGroup.Read

SubscriptionGroup.Update

SubscriptionGroup.Delete

EventSubscription.Create

EventSubscription.Read

EventSubscription.Delete

Application.Create

Application.Read

Application.Update

Application.Delete

Ha3BaHue

YnaneHue poneu

Pe,D,aKTVIpOBaHVIe CnnckKa y4aCTHMUKOB porn

PenaktupoBaHue Habopa npvsunerun ponm

YnpaBneHue rpynnamm nonyaneneﬁ

[o6aBneHne HOBbLIX rpynn nonyyarenem

[MpocmoTp rpynn nony4varenemn

PepaktnpoBaHue rpynn nonyyatenemn

YpaneHue rpynn nonyyarenen

YnpaBneHue paccbifikamu

[lo6aBneHne HOBbIX pPaccbIfnok

MpocMOTp pacchInok

YnaneHune paccCbIfioK

YnpaBneHue npusnoxeHUAMun

[oGaBneHne HOBbIX MNPUIOXKEHUN

MpoCMOTP NPUNOXKEHNIA

Pe,D,aKTVIpOBaHI/Ie OaHHbIX MPUITOXEHUA

YnaneHue npunoxeHum



UpeHTucpukartop HasBaHue

Yn paBrieHne nogpas3gerieHnAMmn

OrganizationalUnit.Create [obaBneHne HOBbIX NogpasaeneHni
OrganizationalUnit.Read [MpocmoTp noapasgeneHnn
OrganizationalUnit.Update PepaktnpoBaHve nogpasgeneHun
OrganizationalUnit.Delete YnaneHuve nogpasgeneHni

anaBneHMe ceTeBbIMU pacnofnioXXeHNnsAsMmu

NetworkLocation.Create [obaBrneHne HOBbIX CETEBbLIX PACMONOXEHUI
NetworkLocation.Update PepaktnpoBaHue ceTeBbIX pacnonoXeHumn
NetworkLocation.Delete YnaneHue ceTeBbIX pacrnonoXeHnn

YnpaBneHue Teramu

Tag.Create [oGaBneHne HOBbIX TEroB
Tag.Update PepaktupoBaHue Teros
Tag.Delete YnaneHue Teros

YnpaBneHune Tunamm cepBUCHbLIX NOAKMOYEHUN

ServiceConnectionType.Create [loGaBneHne HOBbIX TUMOB CEPBUCHbIX MOAKMOYEHNI

ServiceConnectionType.Read [MpoCcMOTp TMNOB CEPBUCHBLIX MOAKMHOYEHNI

ServiceConnectionType.Update PepaktnpoBaHve TMNOB CEPBUCHBIX MOAKMIOYEHUI



WUoeHTucpukartop HasBaHue

ServiceConnectionType.Delete YaaneHue TMnoB CEPBUCHbIX MOAKMOYEHWI



CooTBeTCcTBME aTpUOYTOB KaTasnora
nonb3oBarteneun n PAM

[aHHbIN pasgen coaep>XUT CMCOK 3HAaYEHU NO YMOMYaHuIo Ans aTpubyToB KaTanora nosnb3oBaresnemn u

COOTBETCTBYHOLMX UM aTpubyToB Indeed PAM.

Active Directory, Samba DC n RED ADM

ATpuoyT
KaTtanora

objectGUID

name

userPrincipalName

objectSID

distinguishedName

sAMAccountName

thumbnailPhoto

jpegPhoto

ATpubyT Indeed
PAM

Name

PrincipalName

SID

DistinguishedName

SamAccountName

ThumbnailPhoto

JpegPhoto

OnucaHue

Monb3oBaTenu

WoeHTndukatop CyLHocTH

Nmsa nonb3oBartens

JlornH ¢ gomeHom B chopmaTte NorMH@AO0OMEH.
Mpumep: pamadmin@company.local

YHUKanbHbIN naeHTUgMKaTOp CYLLLHOCTU B KaTanore B
dopmare SID.
Mpumep: S-1-5-21-2418255240-4279612882-1152719259

MyTeb oo cywHocTun B kKatanore B goopmate DN.
Mpumep:

‘ch=pamadmin,ch=users,cn=accounts,dc=my,dc=company

JlormH nonb3oBaTens.

MNpumep: pamadmin

MwuHnaTiopa doTorpacdumn nonb3oartens B popmate JPEG

nnun GuHapHoro ganna

doTorpadus nonb3osatens B hopmarte JPEG



ATpnoyr
KaTanora

objectGUID

name

canonicalName

objectSID

distinguishedName

sAMAccountName

ATpunoyT Indeed
PAM

OnucaHue

Mpynnbl nonb3oBaTteneun

ID

Name

CanonicalName

SID

DistinguishedName

SamAccountName

ALD PRO u FreelPA

ATpubyT KaTanora

entryUUID

cn

krbPrincipalName

ATpuoyT Indeed

PAM

Name

PrincipalName

NaeHTudunkaTop CyLLHOCTH

Wms rpynnsl

MonHbIN NyTb 4O rpynnbl B Katanore

YHUKanbHbIN MOEHTUUKATOP CYLLHOCTW B KaTarnore B
dopmare SID.

Mpumep: S-1-5-21-2418255240-4279612882-1152719259

MyTb oo cywHocTn B katanore B gpopmate DN.
MNpumep:

'‘cn=pamadmins,cn=users,cn=accounts,dc=my,dc=company

YHuUKanbHoe nmsa rpynnbl

OnucaHue

Monb3oBaTenu

MpoeHTudukaTop CyLHOCTU

Mmsa nonb3oBartens

JlornH ¢ pomeHom B chopmate NorMH@LOMEH.
Mpumep: pamadmin@company.local



ATpuGyT KaTanora

ipaNTSecurityldentifier

ipaUniquelD

entrydn

uid

jpegPhoto

jpegPhoto

ipaUniquelD

cn

cn

ipaNTSecurityldentifier

ipaUniquelD

ATpunoyT Indeed
PAM

SID

GUID

DistinguishedName

SamAccountName

ThumbnailPhoto

JpegPhoto

OnucaHue

YHUKanbHbIN naeHTUgmKaTop CyLLHOCTN B KaTanore B
dopmate SID.
Mpumep: S-1-5-21-2418255240-4279612882-115271925!

YHUKanbHbIN NOEHTUMOMKATOP CYLLHOCTU B Katanore B
dopmate GUID.
Mpumep: 176f69c4-3f2b-11eb-89aa-005056980f49

MyTb oo cywHocTn B kaTtanore B gpopmarte DN.
Mpumep:

'uid=pamadmin,cn=users,cn=accounts,dc=my,dc=compai

JlormH nonb3oBaTens.

Mpumep: pamadmin

MwuHnaTiopa doTorpadun nons3osatensa B popmate JPE
nnun buHapHoro darna

doTtorpadus nonb3osartens B popmarte JPEG

Mpynnbl nonb3oBaTteneun

ID

Name

CanonicalName

SID

GUID

WoeHTndukaTtop cyLHocTn

Wms rpynnel

MonHbIN NyTb 4O rPynnbl B KaTanore

YHUKanbHbIN nOeHTUOMKATOP CyLLHOCTW B KaTarore B
dopmarte SID.
Mpumep: S-1-5-21-2418255240-4279612882-115271925!

YHUKarnbHbIn M OEHTUUKATOP CYLLHOCTW B Katarore B
dopmate GUID.



ATpunoyT Indeed
ATpubGyT KaTanora

PAM
entryDn DistinguishedName
cn SamAccountName

Onucaxue
Mpumep: 176f69c4-3f2b-11eb-89aa-005056980f49
MyTb go cywHocTun B Katanore B goopmate DN.
Mpumep:

'uid=pamadmin,cn=users,cn=accounts,dc=my,dc=compali

YHUKanbHoe nmMsi rpynnbi

OpenLDAP
ATpuobyTt
ATpnéyt PAM OnucaHue
KaTanora
NMonb3oBaTenu
entryUUID ID VpoeHTndgukaTop cyLHocTn
cn Name Mma nonb3oBaTtens
MyTb go cywHocTun B Katanore B goopmate DN.
entrydn DistinguishedName  lNMpumep:
'uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company"
JlornH nonb3oBarens.
uid SamAccountName .
Mpumep: pamadmin
MwuHuaTiopa dgoTtorpadum nonb3osartens B hopmarte JPEG nnu
photo ThumbnailPhoto Pa pach op
OuHapHoro danna
photo JpegPhoto doTtorpadus nonb3oartens B popmarte JPEG

Mpynnbl nonb3oBaTteneun



ATpnoyTt

ATpnoyt PAM OnucaHue
KaTanora
entryUUID ID NaeHTudukaTop CyLLHOCTH
cn Name Nmsa rpynnol
cn CanonicalName [MonHbIM NyTb 4O rpynnbl B Katanore
MyTb go cywHocTu B Katanore B goopmate DN.
entryDn DistinguishedName  [lNMpumep:

'uid=pamadmin,cn=users,cn=accounts,dc=my,dc=company"

cn SamAccountName YHukarnbHoe ums rpynnbl



UcTopusa Bepcun

B aToM pasgene cogepXuTcs KpaTkoe onnucaHue nsmeHeHun 1 ynydwenun B npogykrte Indeed Privileged

Access Manager no Bepcusm.

3.2

HobGasneHa ayteHTudurkaumna no SSH-knovyam B SSH Proxy.

HobaBneHa BO3MOXHOCTb CO3[iaBaTb BHYTPEHHUX NOMb30BaTENEN.

3meHeHO nuueH3npoBaHme nHcTannsaumn. [nsa nogKnoYeHnst K Npon3BosbHbIM pecypcam 1
PostgreSQL Proxy Tenepb TpebytoTcs otaenbHble nuueHsuu. MNogknioveHune k PostgreSQL Proxy
paboTtaeT B pexxmme paHHero goctyna go 31 gekabpsa 2026 r., nocne yero Tpebyerca npuobpeTteHne
TINLEH3NN.

[oGaBneH MexaHn3mM aBTOMaTUYECKOro BbISIBIIEHUS pa3peLleHnii, KOTOPbIMU AAaBHO HEe NOfb30BanuChb.

Cpok aKkTyanbHOCTW paspeLleHnin onpeaenseTca B KOHurypawmm.

3.1

[ob6asneHa nogaepxka LDAP-katanora RED ADM Bepcun 1.1.0-1.2.2.
[o6asneHna nogaepxka LDAP-katanora Samba DC Bepcun 4.13—4.21.
[oGaBneHa BO3MOXHOCTb UCMNOMNb30BaTb TEM 45151 PeCypPCOB.

B nonutuku ceccun gobaeneHa onumst CoobuieHne, KOTOpoe Nosib3oBaTenb YBUAUT MpU 3anpoce

NMPUYUHDI.

lequueH Nnouck ceccuin: gobaBneHa BO3MOXHOCTb UCKaTb MO COCTOSIHUIO U npun4nHe 3aBepLueHnsd

ceccun.

3.0

[obGaBneHa yHKLMOHaNbHOCTbL No paboTe co cny>kbammn Windows.
[obaBneHa BO3MOXHOCTb KOMMPOBaTb paspeLleHuns.

[obGaBneH HOBbIN KOMMNOHEHT PostgreSQL Proxy 1 HOBbIN TN NONb30BaTENbCKOrO NOAKMIOYEHNA —
PostgreSQL.


http://localhost:3000/privileged-access-manager/3.2/user-manual/ssh-key-auth/
http://localhost:3000/privileged-access-manager/3.3/administration/management-console/users/#creating-an-internal-user
http://localhost:3000/privileged-access-manager/3.2/licensing/#licensing-for-adhoc
http://localhost:3000/privileged-access-manager/3.2/licensing/#licensing-for-sql
http://localhost:3000/privileged-access-manager/3.3/administration/management-console/configuration/#monitoring
http://localhost:3000/privileged-access-manager/3.3/administration/management-console/resources/resource-operations/#adding-removing-tags
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.3/administration/management-console/services/
http://localhost:3000/privileged-access-manager/3.3/administration/management-console/permissions/#permission-copying
http://localhost:3000/privileged-access-manager/3.3/administration/usage-of-sql-proxy/

» B nonutukm ceccui pobaenena onums MpepbiBaTb ceCCUO NMPU OTCYTCTBUM NOJNb30BaTeNIbCKOM

AKTUBHOCTMWU.

Mogkntounnun 6ubnuoteky Boost ans paboTbl ¢ perynsipHbIMU BbipaXkeHusiMu. B cBA3n ¢ aTuM ecTb
HebonbLUNE N3MEHEHNSI B CUHTaKCUCE PErynsipHbIX BbIPAXXEHUIA MpU 3a4aHMKN CnncKka paspeLleHHbIX 1

3anpelLleHHbIX komaHa B SSH-ceccusax.

B nonutukm nobaeneHbl napameTpbl A8 YNpaBreHns orpaHuYeHnsIMY s reHepupyemMblx naporen, a

Takke 4ns naponen, BBOAMMbIX BPYYHYHO.

[ob6aBneHa BO3MOXXHOCTb OTKpbIBaTb RDP-ceccun 6e3 nepeHanpasieHna nokKaribHbIX ANCKOB.

[lo6aBneHa npoBepka oTnevaTkoB kntoyen SSH-cepeepa.

,El,o6aBneHa BO3MOXHOCTb CO34aBaTtb N peaakKTnpoBaTb COBCTBEHHbIE TUMDbI CEepPBUCHbIX NMOAKITHOYEHUN.

PaspaboTaH HOBbIV MacTep, KOTOPbI MO3BONSET YCTAHOBUTL, 0OGHOBUTL BEPCUIO NN [M3MEHNUTD
KoHdpurypaumto../configuration-change) Indeed PAM.

2.10

HobaeneHa nogaepxka cnyx6 katanoros OpenLDAP n ALD PRO.

[obaBneHa BO3MOXHOCTb 3abnoKnpoBaTh Nofib3oBaTens.

[obaBrneHa BO3MOXHOCTb CMEHUTb KITHOY U/vnn anroputM wundposaHusa b PAM 6e3 octaHOBKM
pabotbl PAM.

[obGaBneHa BO3MOXHOCTb yKa3aTb Heckosnbko cepepoB RADIUS gna ayTeHTudukaumm nonb3osarenem
PAM.

,D,06aBneHa BO3MOXHOCTb Ha3Ha4aTb MNMOJIMTUKX Ha rpynnbl nonb3oBaTesnen.

[lo6aBneHa BO3MOXXHOCTb NOAKNHOYATLCS K NPON3BOJIbHbIM pecypcamMm.

[obasneHa HatmBHasa nogaepxka SIEM yepes CEF n LEEF cdbopmart noros.

YBenvyeHa MakcumarnbHaga anvHa napons ydetHoum 3anvcu 0o 4096 cumBOroB.

[obaBneHbl napameTpbl 4N ynpasneHust 6riokMpoBkoKn nonb3oBartenen npyu HeesepHom Beoge OTP.

[ob6aeneHa nogaepxka xpaHunuuy, Tmna S3.

[lo6aBneHa BO3MOXXHOCTb BKITHOUUTb nepesanyck KOHTENHEPOB CEPBUCOB NPOKCU.

2.9

o [lo6aBneHa BO3MOXHOCTb ycTaHoBUTL Indeed PAM Ha nto6on guctpmbyTme Linux ¢ nogaepxkomn

Docker.


http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#sessions
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#ssh
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#ssh
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#pswd-gen-requirements
http://localhost:3000/privileged-access-manager/3.2/administration/policy-setup/#pswd-man-requirements
http://localhost:3000/privileged-access-manager/3.3/administration/management-console/resources/checking-key-fingerprints-of-ssh-server/
http://localhost:3000/privileged-access-manager/3.3/administration/management-console/configuration/#adding-new-connection-types-srv
http://localhost:3000/privileged-access-manager/3.2/installation/
http://localhost:3000/privileged-access-manager/2.10/installation/adding-user-catalog/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/users/#blocking-a-user
http://localhost:3000/privileged-access-manager/3.2/security-recommendations/db-encryption-key-changing/
http://localhost:3000/privileged-access-manager/2.10/installation/radius-configuring/
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/user-groups/#selecting-a-policy
http://localhost:3000/privileged-access-manager/2.10/user-manual/access-to-the-resource/#connection-to-an-adhoc-resource
http://localhost:3000/privileged-access-manager/2.10/administration/section-reference/configuration/?system-settings-tab=otp-blocking#system-settings
http://localhost:3000/privileged-access-manager/2.10/installation/recycling-of-proxy/

e [losiBunca HoBbI KOMNOHEHT — RDP Proxy, kKoTopbir BbINONHAET pyHKUUKU Nnpokcu-cepepa ansa RDP-

ceccun.
o [lobaBneHa nogaepxka cnyxbbl katanoros FreelPA.

° ,D,O68BJ'I€H8 BO3MOXHOCTb CO3aaBaTb rpynnbl nonb3oBaTenen Ha OCHOBE rpynn n3 BHELWHNX KaTaJ1oroB

nons3oBaTeneun.
o [lobGaBneHa BO3MOXHOCTb HacTpouTb AocTyn K Indeed PAM 13 pasHbix nogceTen.

o [lo6aBneHa BO3MOXHOCTb OTnpaBKM 0gHOPAa30BbIX Naporien rno ANeKTPOHHOW rnoyTe.

2.8

o [lo6aBneHa BO3MOXHOCTb NOAKMOYATLCSA K pecypcam no npotokonam SFTP n SCP.

o [Ina SSH proxy go6asneHa BO3MOXHOCTb NepeHanpaBneHunst NopToB C LeNeBoro pecypca Ha

NoKarnbHbIN XOCT.

o [lobaBneHa BO3MOXHOCTb CO34aBaTth rpynrbl pecypcoB 6e3 NpuBA3KN K KOHKPETHBIM
NPVBUNErMpoBaHHbIM Y4eTHbIM 3anucsM. [NpuBsa3ka peanuayeTcs Ha aTane BblAayuun paspeLleHns, Y4To
MO3BOSINT pa3HbIM NOMb30BaTENAM OTKPbIBATb CECCUM OT MMEHM Pa3HbIX YYETHbIX 3anncen Ha OOHUX U
TeX e pecypcax, BXoAsALWMX B O4HY rpynny.

o [lo6aBneHa BO3MOXHOCTb CO34aBaThb rpynnbl Nofb3oBaTenen, Ytobbl 6bICTPO NpefoCcTaBNATb 4OCTYN K
pecypcam Indeed PAM Ha ocHOBe NpUHaANEeXXHOCTW K rpynnam.

o [lo6aBneHa BO3MOXHOCTb (OUNBTPOBaTbL CECCUN B apXMBE CECCUIN NO rpynne nonb3oBartenen.

o [lo6aBneHa BO3MOXXHOCTb COPTUPOBATb CMMCOK MOMUTUK MO TUNY OOBEKTOB B KOHCONMM YAMUHUCTPATOpA.

o [lo6aBneHa BO3MOXHOCTb 3ajaBaTb NaposiM y4eTHbIX 3anucern B KOHCONN Nonb3oBaTens.

o [loGaBneHa BO3MOXHOCTb rpynnmpoBaTtb pecCypcChbl Mo narnkam B KOHCOJIN NOoJib30BaTeENA.

o [lobaBneHa BO3MOXHOCTb COPTMPOBATbL PEeCcypchl No Ha3BaHM, TUMy noaknoveHus, IP-agpecy, DNS n

yquH0|7| 3anncun B KOHCOJM MOJ1b30BaTEnA.



